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(57) Abstract: Operating a memory unit during a memory access opera-
tion. The memory unit includes a configuration of N data chips. A line
of data stored in the memory unit is divided, with a controller, into a
first portion and a second portion. The first portion of the line of data is
encoded, with an outer code encoder, to generate an outer code output.
The second portion of the line of data and the outer code output from
the outer code encoder are encoded, with an inner code encoder, to gen-
erate an inner code output. A first layer of protection for the line of data
is generated based on the inner code output and is stored to the memory
unit, where the first layer of protection includes local error detection
(LED) information combined with the line of data. A second layer of
protection for the line of data is generated based on the first layer of
protection and is stored to the memory unit. A decoding operation to re-
trieve the line of data is performing at the controller.
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MEMORY UNIT
Cross-Reference {0 Related Applications
[0001]  This patent application is related to co-pending PCT Patent Application No.

{Attorney Docket No. 832725445 and co-pending PCT Patent Application
No. {Attorney Docket Na. 83273858}, coancurrently fited herewith.

Background

{0002] in modern, high-performance server systems that include complex processors
and large storage devices, memory system reliability is a sericus and growing concern.
it is of crtical importance that information in these sysiems is stored and refrieved
without errors. When errors actually occur during memory access operations, it is also

important that these errors are successfully detected and corrected.

Brief Description of the Drawings

[0003]  Figure 1 is @ schematic illustration of an example of a system including a

memory controller and a coding module.

{0004]  Figure 2 illustrates a schematic representation showing an example of a

memory module.

[0003]  Figure 3 is a schematic ilustralion showing an example of a memory module

rank.
[0008]  Figure 4 is a schematic illustration showing an example of a cache line.

[0007]  Figure 5 lustrates a flow chart showing an example of a method for operating

a memory unit.

[0008]  Figures 6A and 6B illustrate a flow chart showing an example of a method for

decoding data received from a memory unit.
Detailed Description

[0008] A memory protection mechanism that provides betler efficiency by offering a

two-tier protection scheme that separates out error detection and error correction
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functionalily is disclosed. The memory protection mechanism avoids one or more of the
following: activation of a large number of memaory chips during every memory access,
increase in access granularnity, and increase in slorage overhead. The memory
protection mechanism activates as few chips as possible on each memory access,
conserves energy, leads to decreased dynamic random access memory {DRAM)

access times, ana improves system performance.

[0010]  As described in additional detail below, the first layer of protection in the
memory protection mechanism is local error detection (LED)}, an immediate check that
follows every access operation {i.e., read orwrite) fo verify data fidelity. To ensurs chip-
level detection {required Tor chipkill-level reliability}, LED information may be maintained
per chip. In other words, LED information may not be associated with each cache line
(also called a line of data) as a whole, but with every cache line "segment’, the fraction
of the cache line present in a singie chip in a8 rank of memory. In some examples, a
relatively short checksum (e g, 1's complement, Fletcher's sums, or other) computed
over a cache line segment may be used as the error detection code and may be
appended to the data. The LED information is attached {o the data and a read request

from the memory controller automatically sends the LED along with the data.

{0011]  If the LED detects an error, the second layer of protection is then applied.

The second layer of protection is the Global Error Correction {GEC), which may be
stored in either the same row as the data segments or in a separate row that exclusively
contains GEC information for several data rows. Unlike LED, the memory controlier has

to specifically request for GEC data of a detected failed cache line.

[0012]  As further explained in additional detail below, the memory protection
mechanism comprises a memory module that includes a reduced number of chips {e.g.,
BRAM chips). in one example, a rank of memory includes nine x8 chips and a burst of
eight. Each memory operaltion may involve a cache line of 64 bytes. In the memory,
data corresponding to one cache line is spread across all the chips in the rank. LED
data and GEC data are also distributed among the chips in arank. Because the system
proposes a reduced number of chips, it increases the bits stored per chip for a cache

line. Therefore, more redundancy on each chip is needed to protect the data in case of
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chip failure because the failure is likely to aflect more bits. The requived additions!
redundancy per chip must be in line with the specific data access granularities and the
burst rate of the system.

[0013]  In addition, because of the configuration of the described system, some
failures in the memaory may not be defected. Specifically, this may occour when the
system uses simple parity and checksum o detect and recover from fallures. Using
checksumfparity cannot guarantee detection of any arbitrary set of failures across the
data stored in all chips of the rank. It is possible that one in 2%n failures may go
undetected, where “n” is the number of checksum/parity bits in a single chip of the
memory rank {i.e., in the described implementation they correspond to the LED bits).
Therefore, in memory devices where random errors are likely, a simple checksum may
not be sufficient o guarantee error free operations. Although most errors in DRAM
include specific patterns and relate 1o a specific calegory, new sources of errors may

arise in emerging technologies and may result in silent error corruption.

[0014] Therefore, the descriplion proposes systems, methods, and computer
readable media that improve detection and correction of random errors in a rank of
memory and reduces the number of undetected error patterns. in some
implementations, the descnption proposes a metheod of operating a memory unit during
a memory access operation, where the memory unit includes a configuration of N data
chips. The method includes dividing, with a controller, a line of data stored in the
memory unit into a first portion and a second portion; encoding, with an outer code
encoder, the first portion of the line of data to generate an outer code output; and
encoding, with an inner code encader, the second pottion of the line of data and the
outer code cutput from the outer code encoder {o generale an inner code output. The
method further includes generating and storing to the memory unit, with the controller. a
first layer of protection for the line of data based on the inner code oulput. The first
layer of protection includes local error detection (LED) information combined with the
line of data. The method also includes generating and storing to the memory unit, with
the controller, a second layer of protection for the line of data based on the first layer of
protection; and parforming, at the controller, a decoding operation {o retrieve the line of
data.

il
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[0015]  In other example implementations, the description proposes a system for
aperating a memory unil. The system includes a processor having 8 memory controlier
in communication with the memory unit. The memory controller is to perform an
encoding operation basad on a first memaory access requesi. The encoding operation is
to generate an outer code cutput using an outer code encader of the cantroller to
encode a first portion of a cache line, and generate an inner code output using an inner
cade encoder of the controller to encode a second pottion of the cache line and the
outer code output. The encoding operation s aiso to generate local error detection
{LED) data for the cache line based on the inner code output, and generate global error
correction {(GEC) data for the cache line based on the L ED data. The LED data and the
GEC data are stored on a plurality of chips in the memory unit. The memory controller
is to perform a decoding operation afler the encoding operation. The decoding
operation is to retrieve information corresponding to the encoded cache line and the
LED data, decode the retrieved information using at least an outer code decoder,
determine whether the retrieved information includes an error, and output the data from

the cache line at the controller.

[0G16] in the following detailed description, reference is made to the accompanying
drawings, which form a part hereof, and in which is shown by way of illustration specific
examples in which the disclosed subject matter may be practiced. It is fo be understond
that other examples may be utdized and structural or logical changes may be made
without departing from the scope of the present disclosure. The following detailed
description, therefore, is not to be taken in a limiting sense, and the scope of the
present disclosure is defined by the appended claims. Also, it is to be understood that
the phraseology and terminology used herein is for the purpose of description and
should not be regarded as limiting. The use of “including,” “comprising” or “having” and
variations thereof herein is meant o encompass the items listed thereafter and
equivalents thereof as well as additional items. |t should also be noted that a plurality of
hardware and software based devices, as well as a plurality of different structural

components may be used to implement the disclosed methods and systems.

[0017] Figure 1 is a schematic illustration of an example of a system 100 {e.g.. a

server system, a computer system, elc.) including a processor 101 {e.g., a central

4



WO 2015/016877 PCT/US2013/052916

processing unil, etc.}, a memory controller 102, and a coding module 118 for contralling
the encoding/decoding operation of data in the memory during a memory access to
enabie detection and correction of random errors. The processor 101 may be
implemented using any suitable type of processing system where at least one processor
executes computer-readable instructions stored in a memory. In some examples, the
system 100 may include more than one processor. The system 100 further includes a
memuory unit or module 112 (represented as a rank of a dual-in-line memory module
("DIMM™) in Figure 1) and a system bus {e.g. a high-speed system bus, not shown}. in
other examples, the system 100 includes additional, fewer, or different components for

carrying out similar functionality described herein.

[0018] The processor 101 and the memory controdler 102 communicate with the
other components of the system 100 by transmitting data, address, and control signals
over the system bus. In some examples, the system bus includes a dala bus, an
address bus, and a cantrol bus (not shawn). Each of these buses can be of different
bandwidth.

{00191 The memory controlier 102 includes an encoder 108 and a decoder 110.
Alternatively, the encoder 108 and the decoder 110 may be located on the memory
module 112. 1 is to be understood that the memory controlier 102 includes other
camponents that are not shown in the figures. For examgle, the controller 102 may also
include the following unshown components: a cache, a data selector, an address
selector, buffers, control logic for scheduling reguest to memory units, receiving data
from memory units, and forwarding the received data or other control signals to the

other parts of the system.

[0020] The encoder 109 is to encode data written to the memory unit duning a
memory access operation with redundancy data or an error defection code to generale
codewords. During a read operation, the data stored in the memory rank and the
redundancy data {i.e., the codewords) is provided to the memory coniroiler 102. The
decoder 110 may be usad by the memory controller 102 to decode the provided data.

The controller checks the consistency of the cache line delivered from the memory unit.

LA
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Thus, by using the deccded data, the memory controlier determines whether an error

exists in the transferred dala or in one of the chips of the memeory storing the data.

[0021]  In some examples, the functions of the encoder 108 and the decoder 110
may be implementead through a set of instructions {&.g., via the coding module 118) and
can be execuied in software. The coding module 118 may be stored in any sufable
configuration of volatile or non-fransitory machine-readable storage media in the
memory controller 102 or eisewhere on the system 100. The machine-readable storage
media are considered to be an article of manufacture or part of an article of
manufacture. An article of manufacture refers to a manufactured component. Software
stored on the machine-readable storage media and executed by the processor may
include, for example, firmware, applications, program data, filters, rules, program
modules, and other executable instructions. The controller may refnieve from the
machine-readable storage media and executes, among other things, instructions related

to the contral processes and methods described herein.

[0022] The general operation of the system is described in the following paragraphs.
in response o a memory access operation 140 {e.q., read or write), the system 100 is
to apply local error detection operation 120 andfor global error correction operation 130
to detect and/or correct an error 184 of a cache line segment 118 of the rank 112 of
memory. In one example, system 100 is to compute local error detection {LED}
information per cache line segment 110 of data. The cache line segment 119 may be
associated with a rank 112 of memory. The LED information is o be computed based
on an error detection code. In one example, the system 100 s {o generate a global
error correction {GEC) information for the cache line segment 118 {e.g., based on a
global panty). The system 100 is to check data fidelity in response o memory access
operation 140, based on the LED information, to identify a presence of an error 104 and
the location of the error 104 among cachs line segments 118 of the rank 112. The
system 100 is to cotrect the cache line segment 119 having the error 104 based on the

GEC information, in response o wdentifying the error 104.

{00231 in some examples, the system 100 may use simple checksums and parity

operations to build a two-layer fault tolerance mechanism, at a level of granulanty down
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o a segment 118, Howsver, as explained in additional detaif below, these simple
checksums and parity operations may not be sufficient to detect all random errors in the
memaory and the description proposes an improved coding technique o address this

iasue,

[0024]  In the described system, the first layer of protection may be local error
detection {LED} 120, a check {e.g., an immediate check that follows a memory read
gperation) to verify data fidelity. The LED 120 can provide chip-level error detection {for
chipkill, i.e., the abilily to withstand the fallure of an entire DRAM chip), by distributing
LED information 120 across a plurality of chips in @a memory module. Thus, the LED
information 120 may be associated not only with each cache line as a whole, but with
avery cache iine “segment,” i.e., the fraction of the line present in a single chip in the

rank.

[0025] A relatively short checksum {e.g., 1's complement, Fletcher's sums, or other)
may be used as the error detection code, and may be computed over the segment and
appended to the data. The error detection code may be based on other types of error
detection andfor error protection codes, such as cyclic redundancy check (CRC}, Bose,
Ray-Chaudhurt, and Hocquenghem {BCH) codes, and so on. The layer-1 protection
(LED 120} may not only detect the presence of an error, but also pinpoint a location of

the error, i.e.. locate the chip or other location information assaciated with the error 104.

{0028] If the LED 120 detects an etror, the second iayer of protection may be applied
- the Global Error Correction (GEC) 130, In some examples, the GEC 130 may be
based on a parity, such as an XOR-based giobal parity across the data segments 118
an the data chips in the rank 112 {e.g., N such data chips). The GEC 130 aiso may be
based on other error detection and/or error protection codes, such as CRC, BCH, and
cthers. In some examples, the GEC resulls may be stored in either the same row as
the data segments, or in a separate row that is to contain GEC information for several
data rows. Data may be reconstructed based on reading out the fault-free segments
anc the GEC segment, and location information {e.g., an identification of the failed chip
based on the LED).

-
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[0027]  In some examples, the LED information and GEC information may be
computed over the data words in a single cache line. Thus, when a dirty ine isto be
written back to memaory from the processor, there is no need to perform a “read-before-
write,” and both codes can be computed directly, thereby avoiding impacts to write
parfarmance. Furthermore, LED information andfor GEC infarmation may be stored in
regular data memory, in view of a commeodity memory system that may provide limited
redundant storage for Error-Correcting Code {(ECC) purposes. An addifional readiwrile
operation may be used to access this information along with the processor-reguested
readfwrite. Storing LED information in the provided storage space within each row may
enable it to be read and wrilten in tandem with the data line. In some examples, the
GEC information can be stored in data memory in a separate cache line since it may
only be accessed in the very rare case of an erroneous data read. Appropriate data
mapping can locate this in the same row buffer as the data 1o increase locality and hit

rates.

[0028] The memeory controller 102 may provide data mapping, LED data/GEC data
computation and verification {i.e., assist with encoding and decoding of the data from
the memory), GEC information storage, and perforn additional reads if required, elfc.
Thus, system 100 may provide full functionality transparently, without a need to notify
and/or modify an Operating System {O8) or other computing system components.
Setfting apart some data memory 1o store LED data/GEC data may be handled through
minor modifications associated with system firmware, e.q., reducing a reported amount
of available memory storage to accommodaile the stored LED data/GEC data

transparently from the OS5 and application perspective.

{00291  Figure 2 is a schematic representation of an example of a memory module
210. The memory module 210 may interface with memory controller 202 and can send
data, LED information, and GEC information to the memory controller 202, in one
example, the memory module 210 may be a Joint Electron Devices Engineering Council
{JEDEC)-style double data rate (DDRx, where x = 1, 2, 3, ...) memory module, such as
a Synchronous Dynamic Random Access Memory (SDRAM) configured as a dual in-
line memeory module (BIMM). Each DIMM may include at least cherank 212, and a

rank 212 may include a plurality of DRAM chips 218. Two ranks 212 are shown in

s
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Figure 2, each rank 212 including nina chips 216. A rank 212 may be divided inlo
multiple banks 214, each bank distributed across the chips 216 in arank 212. Although
one bank 214 is shown spanning the chips in the rank, a rank may be divided into, e.g..
4-18 banks. Each bank 214 may be processing a different memary request. The
partion of egch rank 212/kank 214 in g chip 216 is a segment or a sub-bank 219. When
the memory controlier 202 issues a request for a cache line, the chips 216 in the rank
212 are activated and each segment 218 contributes & portion of the requested cache

line. Thus, a cache line is striped across multipie chips 216.

(0030} in an example having a data bus width of 64 bits, and a cache line of 64
bytes, the cache line transfer can be realized based on a burst of 8 data transfers. A
chip may be an xN part, e.g., x4, x8, x16, x32, elc. This represents an intrinsic word
size of each chip 216, which corresponds to the number of data VO pins on the chip.
Thus, an xN chip has a word size of N, where N refers {o the number of bits going infout
of the chip on each clack tick. Each segment 218 of a bank 214 may be partitioned into
N arrays 218 (four are shown). Each array 218 can contribute a single bit to the N-bit
transfer on the data /O pins for that chip 216. An array 218 has several rows and

columns of single-bit DRAM cells.

{00311 In one example, each chip 216 may be used to store data 211, LED
information about 220, and GEC information about 230. Accordingly, each chip 216
may contain a segment 2198 of data 211, LED information 228, and GEC information
2306. This can provide robust chipkill protection, because each chip can include the data

211, LED data 220, and GEC data 230 for purposes of identifying and correcting errors.

[0032]  Figure 3 is a schematic Hlustration showing an example of a memary module
rank 312. In one example, the rank 312 may include N chips, e.g., nine x8 DRAM chips
316 {chip 0 ... chip 8}, and a bursl length of 8. In altermate examples, other
numbers/combinations of N chips may be used, at various levels of xN and burst
lengths. The data 311, LED data 320, and GEC data 330 can be distributed throughout
the chips 316 of the rank 312. The rank 31Z includes a plurality of adjacent cache lines
A-H each comprised of segments Xo-Xz, where the data 311, LED data 320, and GEC

data 330 are distributed on the chips 316 for each of the adjacent cache lines.

4
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[0033] In one example, LED data 320 can be used to perform an immediate check
following every memory access operation {(e.g., read operation) to verify data fidelity.
Additionaly, LED data 320 can be used o identify a location of the failure, at a chip-
granularity within rank 312. As noted above, to ensure such chip-level detection
{required for chipkill), the LED data 320 can be maintained at the chip level {i.e, at
avery cache line "segment,” the fraction of the line present in & single chip 318 in the
rank 312). Cache line A may be divided intc segments AQ through A8, with the

assoctated local error detection codes LAD through LAS.

[0034] Each cache line in the rank 312 may be associated with 64 byles of data, or
512 data bits, associated with a data operation, such as a memory access reguest.
Because 512 data bits {one cache line) in total are needed, each chip is to provide 57
bits towards the cache line. For example, an x8 chip with a burst length of 8 supplies 64
bits per access, which are interpreted as 57 hits of data (AD in Figure 3, for example),
and 7 bits of LED information 320 assaciated with those 57 bits (LAO). The proposed
coding mechanism for computing the LED data is described in additional detail below.
A physical data mapping policy may be used to ensure that LED bits 320 and the data
segments 311 they protect are located on the same c¢hip 316. One bit of memory
appeats o remain unused for every 576 bits, since 57 bits of data muitiplied by 0 chips
is 513 bits, and only 512 bits are needed to store the cache line. However, this “surplus
bit” is used as part of the second layer of protection {e.g., GEC}, details of which are

described in reference to Figure 4.

{0035] The choice of error correction code for the data 311 and the LED data 320
can depend on an expected failure mode and the spectfications of the system. Insome
examples, a sysiematic error carrection code may be used, wherte the input data from
the cache line is embedded in the encoded output {i.e., a portion of the encoded word is
obtained by copying the data 311}, Alternatively, a non-systematic code may also be

used, where the encoded output does not directly copy the input data 311.

[0036] The GEC data 330, also referred o as a Layer 2 Giobal Error Correction
code, is to aid in the recovery of lost data once the LED data 320 {(Layer 1 code) detects

an error and indicates a location of the error  The GEC code 330 may bhe a3 57-bit entity,

16
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and may be provided as a column-wise XOR parity of nine cache line segmenis, each a
&57-bit field from the data region. For cache iine A, for example, its GEC data 330 may
be a parity, such a8s 3 parity PA that is a XOR of data segments A8, A1, ..., A8 Data
reconstruction from the GEC 330 code may be a non-resource intensive operation {e.g.,
an XOR of the eror-free segments and the GEC 330 code), as the erroneous chip 318
can be flagged by the LED data 320.

[0037] Because there isn' a need for an additional dedicated ECC chip {what is
normally used as an ECC chip on a memory module rank 312 is instead used to store
data + LED 320), the GEC code may be stored in data memory itself, in contrast to
using a dedicated ECC chip. The available memory may be made 1o appear smaller
than it physically is from the perspective of the operaling system, via firmware
modifications or other techniques. The memory controlier alse may be aware of the
changes o accommpodate the LED data 320 and/or GEC data 330, and may map data
accardingly (such as mapping to make the LED data 320 and/or GEC data 330

transparent {o the OS5, applications, etc.).

{0038] In order to provide strong fault-tolerance of one dead chip 316 in nine for
chipkill, and to minimize the number of chips 316 touched on each access, the GEC
code 330 may be placed in the same rank as s corresponding cache line. A specially-
reserved region {lightly shaded GEC data 330 in Figure 3} in each of the nine chips 316
in the rank 312 may be set aside for this purpose. The specially-reserved region may
be a subset of cache lines in every DRAM page {row), although it is shown as a distinct
set of rows in Figure 3 for clarity. This co-location may ensure that any reads or wnites
to the GEC 330 information produces a row-buffer hit when made in conjunction with
the read or write to the actual data cache line, thus reducing any potential impacts to

performance.

[0039] Figure 4 is a schematic illustration showing an example of cache line 413
including a surplus bit 436. As noted above, each rank may include a plurality of
adjacent cache lines, where each of the chips in the rank includes GEC information. In
one exampie, the GEC information 430 may be {aid out in 2 reserved region across N

chips {e.g., Chip 0...8), for example as cache line A, also illustrated in Figure 3. The

i
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cache ling 413 also may include parily 432, llered parity 434, and surplus bit 436. The
adjacent cache lines (nol shown) in the rank also have a similar configuration of the
GEC information,

[0040]  Similar fo the data bits as shown in Figwrs 3, the 57-bif GEC data 430 may be
distributed among all N {i.e., nine} chips 418 in the rank. For example, the first seven
bits of the PA field (PAQ-6) may be siored in the first chip 416 {Chip 0}, the next seven
bits {(PA7-13) may be stored in the secand chip {(Chip 1), and soc on. Bits PA48-55 may
be stored on the eighth chip {(Chip 7). The last hit, PAS8 may be stored on the ninth
chip {Chip 8), in the surplus bit 436. The surplus bit 436 may be borrowed from the
Data+LED region of the Nth chip {Chip 8}, as set forth above regarding using only 512
bits of the available 513 bits (57 bits x 9 chips) to store the cache line.

{0041}  The failure of a chip 416 also resulls in the loss of the corresponding bits in
the GEC 430 information stored in that chip. The GEC code 430 PA iiself, therefore, is
protected by an additional parity 432, also referred {o as the third tier PPa. PPa inthe
iflustrated example is a 7-bit field, and s the XOR of the N-1 other 7-bit fields, PAD-6,
PA7T-13, ..., PA4D-55. The parity 432 (FPafield) is shown stored on the Nth {ninth) chip
{Chip 8}). If an entire chip 418 fails, the GEC 430 is first recovered using the parity 432
combined with uncorrupted GEC segments from the other chips. The chips 416 that are
uncorrupted may be determined based on the LED, which can include an indication of
an error's location. The full GEC 430 is then used {o reconstruct the original data in the

cache line.

[0042]  The tiered parity 434 or the remaining 9 bits of the nine chips 416 {marked
T4, for Tier-4, in FIG. 4) may be used to build an error detection code across GEC bits
PAg through PAs;, and PP, in some situations. One example is a scenarioc where there
are two erors present in the bank of chips {e.g., one of the chips has completely failed
and there is an error in the GEC information in another chip). Note that neither exact
error location information nor correction capabilities are required at this stage, because
the reliability target is only to detect a second error, and not necessarily correct it. A
code, therefore, may be built using various permutations of bits from the different chips
to form each of the T4 bits 434,
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[0043]  Therefore, in the above-described example implementation, for each memory
access operation involving a 84-byte (512-bit) cache line in a8 rank with nine x& chips,
the following bits may be used: 83 bits of LED information, at 7 bits per chip; 57 bils of
GEC party, spread across the nine chips; 7 bits of third-tier parity, PPy, and B bite of T4
pratection, 1 bit per chip. As noted above, the memory in system 100 includes fewer
chips {2.g., ning) as compared {0 a conventional memory system. Data, LED, and GEC
corresponding 1o one cache line is spread across all the chips inthe rank. Htistobe
understood that the described system may include other implementations of the

memory unit {(e.g., nine x16 chips and a burst length of four, etc.).

[0044]  The reduced number of chips in the described implementation increases the
total bits stored per chip for a single cache line. Consequently, more redundancy on
each chip is needed to protect the data in case of chip failure because the failure affects
more bits. The required additional redundancy per chip must correspond to the specific

data access granularities and the burst rate described above.

[0045]  Furher, the implementation descnbed above proposes using simple parily
and checksum to delect and recover from failures. in that situation, not all failures in the
memory may be detected. Using checksumparity cannot guarantee detection of any
random set of fatiures across the data stored in all chips of the rank. 1t is possible that
gne in 2%n failures may go undetected, where “n” is the number of LED or parity bits in a
single chip of the memory rank. Thus, in the above-described example that includes
nine x8 DRAM chips and each chip provides 57 bils of dala and 7 bits of LED, one in

128 errors is not going to be detected.

[0046] Therefore, in memory devices where random errors are likely, simple
checksum is not sufficient to guarantee error free operations. While in DRAM most
errors manifest as stuck-at-fault — an entire row or a column or a single bit may get
sfuck fo either zero or one, and checksum is sufficient to catch these errors, switching to
NVRAM creales new sources of errors and can result in silent data corruption. For
example, PCRAM cells tend to drift over time and the rate of drift can vary depending on

the process variation, resulting in random errors in a cache line.

o)
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[0047] Therefore, the systems, methods, and computer readable media described
herein propose using a novel coding approach for data stored on a memory unit during
a memory access operation. The proposed coding approach guarantees detection and
correction of random errors in a chip and reduces the humber of undstected errors o
one in 2°32 {(as comparad fo one in 2°7 in checksum hased x8 DiMMs). Inone
example, the proposed coding approach may inciude concatenated error correction

cading. In other exampiles, other coding approaches may be applicable.

[0048]  Error correction codes protect data against errors during 2 memary access
operation. in most cases, the data subject {o the memory access operation is encoded
using an error-correcting code prior to storage. The additional information (i.e,
redundancy) added by the code is used by the memory controller to recover the original
data. It is understood that the present invention is applicable {o both systematic
encoders that copy the data into part of the codeword during encoding and storage, as
well as to nan-systematic encoders that do not copy the data into the codeword during

encoding. Any one of a number of different codes may be used.

{0049] A code generally includes a set of symbol vectors all of the same length
{e.g., 4 bits, 1 byte, 4 bytes, etc.}. These symbol vectors that belong to a code are
called codewords. In one example, a known way of describing an error correction code
is to show its panty check matrix. This parity check matrix identifies precisely which

vectors are valid codewords of the code.

{00507 Figure 5 Hlustrates a flow chart showing an exampie of a method 500 for
operating a memory unit {e.g., the memory module 112, 210, etc.) during a memory
access operation. In orne example, the method 500 can be executed by the memory
controller 102 of the processor 101, In other example, the method £00 can be executed
by a conirol unit of another processor {not shown} of the system. Various steps
described herein with respect {o the method 500 are capable of being executed
simultaneously, in parallel, or in an order that differs from the illustrated setial manner of
execution. The method 500 is also capable of being executed using additional or fewer
steps than are shown in the illustrated examples. The method 500 may be executed in

the form of insiructions encoded on a non-transitory machine-readable storage medium
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executable by a processor 101, In one exampile, the instructions for the method 500 are

stored in the coding module.

[0051]  The method 500 begins at step 510, where the memory controller divides a
line of data stored in the memaory unit into a first portion and a8 second portion. This step
is also identified as the beginning of an encoding operation by the system and is based
an a first memory access request {e.g., memory write}. As mentioned above, in ohe
example, each cache line in the memory unit is 64 bytes. Thus, at step 510, a cache
line may be divided {o a first portion including 28 bytes and a second portion including

36 bytes.

{0052] Next, at step 520, the controller encodes the first portion of the line of data
ustng an outer code encoder to generate an outer code outpul. In one example, the
puter cade used by the outer code encoder is a {9, 7, 3) code. In other words, the outer
code includes codewords of nine symbols with each symbol being four bytes, the code
encodes seven symbois of input data, and the codewords have a minimum distance of
three symbols {i.e., any two codewords in the code may differ in at least that many
symbols). Thus, the outer code can correct up {0 one symbol ertor {t.e., a four byte
arror). in one example, the outer code encoder uses a standard coding technigue {e.g.,
a Reed-Solomon code, etc.) to encode the first portion of the cache line. The 28 bytes
of data are encoded with this {8, 7. 3) outer code o generate an outer code opulputof a
seguence or codeword of nine four byte symbols C'xC'y...C's These symbols may then
be interpreted as specifying the parity checks with respect to the inner code that a
sequence of nine words, each eight bytes in length, must satisfy. Therefore, in this

situation, the outer code encoder generates two bytes of redundancy.

[0053] Then, the controller encodes {e.g., by using an inner code encoder) the
second portion {i.e., 30 bytes) of the ine of data and the cuter code output from the
outer code encoder io generate an inner code output {af step 530). In one exampie, the
inner code used by the inner code encoder is a (8, 4, 5) code. In other words, the inner
code includes codewords of eight symbols, each symbol being one byte, the code
encodes four symbols {i.e., 4 bytes) of input data, and the codewords have a minimum

distance of five symbols. Therefore, all error patterns confined to four bytes can he
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detected by the inner code and beyond that only a fraction of 172 of error patterns may

not he detected.

[0054]  In one example, the second portion of the cache line {i.e., 36 bytes of data} is
first spiit inlo nine groups of 4 bytes. Each of the nine groups of 4 bytes is encoded
using the inner code encoder followed by an adjustiment so that the parity check of the i-
th encoded word {of length 8B} generated from the inner code encoder equais €.
Therefore, encoding the second portion of the line of data and the auter code output is
based on the ocuter code output {i.e., ;). In one implementation, the inner cade
encoder is a coset encoder. Thus, the inner code encoder may perform coset encoding

to encode the second portion of the line of data and the outer code output.

f0055]  The inner code may be defined interms of a parity check malnix {e.g., a
matrix over a finile field or over a binary field), which may specify what is a valid
codeword by requiring that a product of that matrix with a codeword is equal o zero.
The coset encoder creates a coset of the original code by shifting the original code by a
vector. Thus, the product of the parity check matrix with & codeword is now equal to
some other value and not to zero. The coset that is chosen is determined by €'; and
which particular word in that coset is determined by the input four byte symbol from the
outer code encoder. As a resull, the inner code output from the inner code encoder
includes nine encoded words CqC4...Ca, where each of the codewords has eight
symbols of one byte. The nine codewords include the coded line of data and the LED
data {i.e., redundancy) that is laler used to deternmine an error in the data and in the

chips of the memory.

[0056]  With continued reference to Figure 5, the controller generates and stores to
the memaory unit a first layer of protection for the line of data based on the inner code
culput {al step 540). The lirst layer of prolection includes the line of data (i.e., 84 byles)
combined with the generated local error detection (LED) information for that cache line.
in other words, the nine encoded words CpCy...Cq generated from the inner code
encoder include the first layer of protection for the line of data. Each of the nine chips of
the rank stores a portion of the codewords. For example, each chip may slore a single

codeword including data from the cache iine and LED data. The nine encoded words
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cofresponding 1o the nine columns of the first protection layer may be stored on distinct
chips.

[0057]  Next, at step 580, the controlier generates and stores in the memory unit a
second tayer of protection for the line of data based on the first layer of protection. The
second layer of protection includes global error correction {GEC) information generated
from the first layer of protection. As noted sarlier, for a memary read, the first layer of
protection is sent to the controller based on a first memory access operation {e.g.,
memory read}, and the second layer of protection is sent o the controller based on a
second memory access operation {e.g., when the LED detects an error and the GEC

data is needed to remedy the error).

[0058] The second layer of protection (i.e., the GEC data) is generated based on the
first layer of protection {cache line plus LED data for the cache fing). In one example,
the GEC data is obiained by computing a panily byle for each (byte-wise)} row of the first
layer of protection resutlting in eight parity bytes P, P,...,P7 of GEC. Ancther panty
byte P of GEC is, in turn, computed from the first eight GEC parity bytes Py...P7. The
resulting nine bytes of GEC Py, Py,... .Pg constitite nine bytes of the GEC row, with one
byte corresponding to {and stored on the same chip as) each respective column of the

first layer of protection.

[0038] Al step 580, the system performs a decoding operation to retrieve the line of
data at the controller based on a memory read request. ltis {o be understood that the
decoding operation may not automatically follow the encoding of the data but may be
based in & subsequent read reguest from the memory confroller. After the data in the
cache line is requested, the first layer of protection {including the data from the cache
line} is sent to the memory controller for decoding. The decoding operation is described

in more details with respecl to the method 600 lustrated in Figures 6A and 6B.

{0060}  The inner code encoder and the outer code encoder may be systematic
encoders or non-systematic encoders. When these encoders are systematic, the input
data from the line of data is embedded in the encoded input without being manipulated
by the encoders. On the other hand, when these encoders are non-systematic, the

input data from the line of data is manipulated prior to encoding and storage by the
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encoders. As explained in additional details below, the decoding operation performed
by the system may vary depending on whether the inner code encoder and the ouler

code encoder are systematic encoders or non-systematic encoders.

[00681]  In one example, when the inner and outer code encoders are systematic
sodes, a portion of the encoded word is oblained by simply copying the input bytes from
the line of data. in this case, the first seven columns of the first lgyer of protection and
the first four bytes of the last two columns may be obtained by direclly copying the 64
input bytes from the cache line. The last four bytes of each of the ast two columns are
obtained by computiing and adjusting the parities of the inner code {e.g., using standard
methodology) so that the overall parity checks of these words evaluate {o the last two

components of the outer codeword (e.g., C'7and C'g).

[0062]  Figures 6A and 6B illustrate a flow chart showing an example of a method for
decoding data received from a memory unit. in other words, the controiler performs a
decoding operation to retrieve the line of dala af the controller. in one example, the
method 600 can be executed by the memory controlier 102 of the processor 101.
Various steps described herein with respect to the method 600 are capable of being
executed simultaneously, in paraliel, or in an order that differs from the illustrated seral
manner of execution. The method 600 is also capable of being executed using
additional or fewer steps than are shown in the illustrated examples. The method 600
may be executed in the form of instructions encoded on a non-transitory machine-
readable storage medium executable by a processor 101, in one example, the

instructions for the method 600 are stored in the coding module.

[0083] The method 600 begins at step 610, where the coniroller receives information
corresponding to the first layer of protection from the memory unit. In other words,
based on a read request, the conbroller receives nine possibly corrupted columns {e.g.,
denoted by DgD4...Ba} that correspond to the first layer of protection and include the
encoded cache line data (which is possibly erronecus) and the generated LED data
associated with the cache line data. As expiained in additional detail below, the

controller may also receive possibly corrupted GEC data {e.q., denoted by QsQ4...Q5).
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The bytes of GEC data are only needed if an error is delected in the first layer

protection received at the controfler.

[0084] Next, at step 620, the controlier computes a plurality of inner code parity
check bytes from the received information. In one exampie, the controlier computes
four byte parity checks of each of the columns BoDy. . Dy with respect to the inner code
to cbtain nine inner code parity check symbols, each four bytes in size {e.g., dencted by
DDy ... D). Atstep 630, the controller decodes {e.q., with an outer code decoder) the
plurality of parity check bytes or symbols. itis to be understiond that the terms parity
bytes and parity symbols may be used interchangeabile for purposes of describing the
decoding operation. {i.e., the groups of four bytes are treated as symbols in the larger
alphabet-size (e.g. four byte) code). Decoding the nine parity check symbols with the
outer code decoder generates a corrected sequence of four byte parity check bytes

{i.e., a codeword). The generated codeword may be denoted by C'0C'1...C'8.

{00631  The controller then uses the decoded plurality of parity check byles to
determine whether there is an error in the encoded line of dala (at step 640). For
example, the controller compares the sequences D'aD'y.. D' and €'3C°.. .C's. {i.e., the
inner code parity check bytes with the codeword corresponding to the corrected
sequence of parity check bytes) to identify i there is a component index “J" in which
they differ. if the nine inner code parity check bytes correspond o the codeword in the
outer code codebook, there is no error in the encoded line of data. Alternatively, using
other known methods, the outer decoder may compute a syndrome using the parity
check matrix of the outer code and the potentially erroneous sequence D'gD’y...D’; and

declare no error i this syndrome is zero.

{0068] if there is no error, the 28 bytes of cache line data {i.e., the first portion of the
line of data) are decoded. Only 28 byles of cache line dala are decoded at this point if
the code used by the system is non-systematic. if, however, there Is no efror and the
code that is used is a systematic code, the full 64 bytes of cache line data can be read
off the corresponding portion of DgD....D; {i.2., the possibly corrupted columns that
correspond to the first layer of protection, which were received at step 610). Thatis

possible, because the systematic code simply copies the data from the cache line to the
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codewards. in that situation, the controller may not need o operate an inney code
decoder to decode the inner code data and the entire ine of data may be cutputied at

the controller based on the decoding performed by the outer code decoder,

[0067]  Onthe other hand, if one of the nine inner code parity check bytes does not
sorrespond to the corrected sequence of parity check bytes, the controlier determines
that there is an error in the encoded data. The controlier may also identify the specific
chip (i.e., a column) associated with the error based on an address index *J” of the
symbol in which the sequences DD’ D and CCy. . Chrdiffer ie., J=minjst. T+
D).

[0068]  With continued reference to Figures 6A and 6B, when the controlier
determines that there is an error in the encoded data, the controller retrieves alt
information corresponding to the second layer of protection {i.e., GEC data) o
reconstruct a portion of information cotresponding to the second layer of protection {at
step B850). Since in step 640 the controller identified that there was an error in the
coded data and pointed to a column corresponging to a specific chip, it is possible that
the GEC data corresponding with that chip is also erronecus. in other words, an
erroneous column “J” may indicate an unreliable J-th component of the GEC row since
these are both stored on the same chip. Therelore, the controller uses the bytes of
retrieved GEC data from the memory {0 compute a parity and {o correct the GEC data
cotresponding with the failed chip {i.e., the GEC byte for the chip identified at step 840).
Thus, the J-th component of the GEC {denoted by Q) is corrected to Z.,Q; which
denotes the byte parity of all of the other bytes of the GEC word excepting the J-th byte.
Assuming an error only in Q;, this operation together with the fact that Py, the
uncorrupted version of Q; was set to the byte parity of the original GEC row parity bytes

Pg...P7 obtained during encoding, implies that after thic operation Q5.0 = Py.. Py

{00689] Next, at step 660, the controller corrects portions of the received information
carresponding the first layer of protection using the retrieved information corresponding
to the corrected second laver of protection. in other words, the controller uses the
available parity of the LED data across ail the chips (i.e., the corrected GEC data)

together with the received cache line data from all the chips {o reconstruct the retrieved
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data corresponding fo the failed chip {which includes portions of the encoded cache lne
and LED data). For example, the J-th colummn D; of the data (corresponding to the
data+GEC information form the failed chip) is corrected to [Qa0y .. Q7Y o Dy, the row-
wise parity sum of the corrected parity check column and the other, presumably corredt,

columns.

[D070]  The controller then decodes the line of data eorresponding to the rorrected
first layer of protection with an inner code decoder {af step 870). Thus, by using the
inner code decoader, the controlier oblains the 36 byles of data from the cache line. The
36 bytes of data from the cache line are then combined with the 28 byles of cache line
data oblained via the application of the cuter code decoder. The controller then outputs
the entire ine of data {(at step 680). If the system usad a systemalic code, all 84 bytes
of data can be copied directly from the systematic portion of the correctad cache line
and LED data.

[0071]  This above-described coding approach generates sufficient redundancy data
to guarantee detection of a larger number of random error patterns in a chip. In one
example, the coding approach reduces the number of undetected errors to one in 2432
{as compared to one in 27 in checksum based x8 DIMMs). This is due to the fact that
the coding approach requires accessing all the chips in the rank for iocal error detection.
All the chips in the rank must be checked as a unit and not independently of one
another, which may reduce paralielism but increases the probability of detecting random

errors.

[D672] The decoder may correct any single column error {i.e., an error in a single
rank} in which any four bytes are in error. A single column error may result in
arronebpus decoding only if the error is such that it fails to affect the parity check of the
inner code. As noted however, this would be the case for only 1/2* fraction of ali error
patterns. Thus, the proposed coding approach reduces the fraction of single column
error patterns that resull in a reduced decoder failure and provide a greater reliability

assurance in some applications.
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CLAIMS

1. A method of operating a memory unit during a memory access operation,
the memory unit including a configuration of N data chips, the method comprising:

dividing, with a controller, a line of daia stored in the memory unit into a first
porticn and a second portion;

encading, with an outer code encoder, the first portion of the line of data to
generate an outer code output;

encoding, with an inner code encoder, the second portion of the line of data and
the puler code output from the outer code encoder {o generate an inner code oulpud;

generating and storing to the memory unit, with the controller, a first layer of
protection for the line of data based on the inner code oulput, where the first layer of
protection includes local error detection {(LED) information combined with the line of
data;

generating and storing to the memory unit, with the controlier, a second layer of
protection for the line of data based on the first layer of protection; and

performing, at the coniroller, a decoding operation {o retrieve the line of data

based on a memory read request.

2. The method of claim 1, wherein the decoding operation further comprises

receiving, at the controller, information corresponding to the first layer of
protection from the memory unit;

computing, with the coniroller. a plurality of inner code parity check bytes from
the received information;

decoding, with an outer code decoder, the plurality of parity check bytes;

determining, with the controiler from the decoded plurality of parity check bytes,
whether there is an error in the encoded line of data;

retrieving, with the controller, all information corresponding to the second layer of
protection to reconstruct a portion of information corresponding to the second layer of

protection;
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correcting portions of the received information corresponding to the first layer of
protection using the retrieved information corresponding to the second layer of
protection;

decoding, with an inner code decoder, the line of data corresponding to the
corracted first layer of protection; and

oulputling, with the controller, the entre iine of data.

3. The method of claim 2, wherein the first layer of protection is sent to the
controller based on a first memuory access operation, and wherein the second layer of
pratection includes glohal error correction (GEC) information that is sent o the controller

based on a second memory access operation.

4. The method of claim 1, wherein the line of dala includes 64 bytes, the first
portion of the line of data includes 28 byles, and the second portion of the line of data

includes 36 byles.

5. The method of claim 1, whersin an culer code used by the outer code
encoder includes codewords of nine symbeols, each symbol being four bytes, and the
codewards have a minimum distance of three symbols, and wherein an inner code used
by the inner code encoder includes codewords of eight symbaols, each symbol being one

byte, and the codewords have a minimum distance of five symbols.

8. The method of claims 1, wherein encoding the second portion of the line
of data and the outer code oculput is based on the ouler code oulpul, and wherein the
inner code oufput includes nine codewords of eight symbols each having one byte, the

nine codewords including the first {ayer of protection.

7. The method of claim 6, wherein the memory unit includes nine x8 data
chips and a burst length of eight, and wherein each chip stores a portion of the

cadewords generated by the inney code putput.
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8. A system for operating a memory unit, the system comprising:
a processor having a8 memory contralier in communication with the memory unit,
the memory controlier to:
perform an encoding operation based on a first mamory access reguest,
the encoding operation to:
generate an outer code output using an outer code encoder of the
controller 1o encode a first portion of a cache line,
generate an inner code output using an inner code encader of the
controller to encode a second portion of the cache line and the outer code putput,
generate local error detecton {(LED)} data for the cache line based
on the inner code output, and
generate global error correction {GEC) data for the cache line
based on the LED data, where the LED data and the GEC data are stored on a plurality
of chips in the memory unit; and
perform a decoding operation after the encoding operation, the decoding
gperation o
retrieve information comrespanding o the encoded cache line and
the LED data,

decode the retrieved information using at leas! an outer code

decoder,
determine whether the retrieved information includes an error, and
putput the dafa from the cache line at the controlier.
9. The system of claim 8, wherein the memory controller is {o:

compute a plurality of inner code parity check bytes for the information
corresponding to the encoded cache line and the LED data,

decode the plurality of parity check bytes using the outer code decoder to
determine if there is an error and a failed chip in the memory uni,

retrieve GEC data from the plurality of chips of the memory unit to

reconstruct GEC data on the failed chip when an error is detected, and

24



WO 2015/016877 PCT/US2013/052916

use the GEC data to reconstruct portions of the encoded cache line and
LED data on the failed chip.

10, The system of claim 8, wherein the cache includes 84 bytes, the first
partion of the line of data includes 28 bytes, and the second portion of the line of data
includes 36 bytes, and wherein the memory unif includes nine x8 data chips and a burst

length of eight.

11. The method of claim 8, wherein an outer code used by the ouler code
encoder includes codewords of nine symbols, each symbol having four byles, and the
codewords have a minimum distance of three symbeols, and wherein an inner code used
by the inner code encoder incliudes codewoards of eight symbols, each symbol having

one byte, and the codewords have a minimum distance of five symbaols.

12.  The system of claim 1 wherein the outer code encoder and the inner code

encoder are systematic encoders.

13. A nontransitory machine-readable storage medium  encoded  with
instructions execulable by a processor in a memory system, the machine-readable
sforage medium comprising instructions to:

divide a cache line stored in a memory unit including a pluralily of chips info a
first portion and a second portion;

encode the first portion of the cache Iine fo generate an outer code output;

encode the second portion of the cache line and the outer code output to
generate an inner code output;

generate local error detection (LED)} data for the cache iine based on the iner
code ouiput, where the LED data is combined with the cache line o define a first layer
of protection;

generate global error correction (GEC) data for the cache line based on the LED
data, where the LED data, the GEC data, and the cache line are distributed among the

plurality of chips in the memory unit;

2
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retrieve information corresponding to the first fayer of protection from the memory
unit;

decode at least the dala corresponding to the outer code output of the distriibuled
LED data and the cache line; and

output the data from the cache line at the controller.

14.  The non-transitory machine-readable storage medium of claim 13, further
comprising instructions to

compute a pluralty of inner code parily check bytes,

decode the plurality of parity check byles to determine if there is an error and a
failed chip in the memory unit,

reconstruct GEC dala on a failed chip when an error is detected using GEC data
from the plursality of chips of the memory unit,

reconstruct the first layer of protection and the parity check bytes on the failed
chip using the reconstructed GEC data, and

decode the reconstructed parity check bytes using the outer code output.

15, The non-transitory machinereadable storage medium of daim 13,
wherein encoding the second portion of the cache fine and the outer code oulput is
based on the ouler code cufpul, and wherein the inner code oulput includes nine
cadewords of eight symbols, each having one byte, the nine codewords comprising the

first layer of protection.
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