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MULTI-STAGE LIVENESS DETERMINATION

Cross-References to Related Applications

[0001] This application claims priority to U.S. Provisional Application No.
62/151,983, filed on April 23, 2015, now pending, and U.S. Provisional Application No.
62/046,744, filed on September 5, 2014, now pending, the disclosures of which are
incorporated herein by reference. This application incorporates the disclosure of copending
U.S. Application No. 14/845,174 entitled “Image-Based Liveness Detection for Ultrasonic

Fingerprints” filed concurrently herewith on September 3, 2015 in its entirety.
Field of the Disclosure
[0002] The present disclosure relates to devices and methods of determining liveness.

Background of the Disclosure

[0003] Biometric sensors are widely used to distinguish between individuals that are
authorized to engage in an activity and individuals that are not authorized to engage in that
activity. For example, fingerprint sensors are commonly used to determine whether a
fingerprint provided by an individual matches information in a database, and if a match is
determined, then the individual may be allowed to engage in an activity. For example, the
individual may be allowed to enter a building or room, or allowed to use an electronic device

such as a mobile phone or an application running on a mobile device.

[0004] Biometric sensors can be deceived (a.k.a. “spoofed”), and thereby permit an
unauthorized individual to engage in an activity that is reserved for authorized individuals.
Spoofing a fingerprint sensor may be accomplished in different ways. These include using a
fake fingerprint, using body parts other than a finger, and using a dead finger from a person.
Since it is unlikely that the particular type of spoofing to be used on a fingerprint sensor will
be known in advance, it is important to guard against all types of spoofs. One method of
guarding against spoofing involves determining whether the biometric object exhibits

characteristics associated with liveness.
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[0005] As more and more biometrics are used for user identification and/or
verification, liveness detection becomes increasingly important in order to ensure access
security and accuracy. Liveness detection is important because many methods of deceiving
an identification system and/or verification system use spoofs that are not alive. For
example, a latex finger may be made to have ridges and valleys resembling a fingerprint of an
authorized user. When such a latex spoof is presented to a fingerprint sensor, the scanning
system may falsely conclude that the latex spoof is the finger of an authorized user, even
though the latex spoof is not part of a living being. Therefore, a system that is able to detect
whether a biometric object is part of a live being would be useful in detecting the presence of
a spoof. In such a system, if a determination is made that a biometric object is not part of a
live individual, then the individual presenting the biometric object may be denied access (for
example, access to a requested activity) even if the biometric information (such as a

fingerprint) matches information in an associated identification/verification database.

Summary of the Disclosure

[0006] One implementation of this disclosure may be described as a method of
determining whether a biometric object is part of a live individual. The method may include
the step of acquiring image information from the biometric object using a sensor. Image
information may be acquired using a platen on which the biometric object is placed. The
sensor may be an ultrasonic sensor and a range gate of the sensor may be adjusted, for
example, to determine whether the biometric object is comprised of layers. The sensor may
also be configured to detect a plurality of ultrasonic frequencies, for example, to determine
whether the biometric object is comprised of layers. The method may further include

analyzing the image information in at least two analysis stages.

[0007] One of the analysis stages may be a temporal analysis stage that analyzes
changes in the image information obtained during a time period throughout which the
biometric object was continuously available to the sensor. The temporal analysis stage may
determine whether changes in the image information are similar to changes consistent with a

live object. The temporal analysis stage may determine whether a feature of the biometric
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object changed during the time period. Features may include pore opening size, pore depth,

ridge pattern, and texture.

[0008] One of the analysis stages may analyze the image information to determine
whether the biometric object is three-dimensional. Determining whether the biometric object
is three-dimensional may include determining whether patterns of the biometric object are
uniform. A Sobel filter may be used to determine whether patterns of the biometric object

are uniform.

[0009] One of the analysis stages may analyze the image information to determine
whether pattern types in the image information are among predetermined pattern types, for
example, identifying pattern classifications presented in the image information, and then
determining whether the pattern classifications are among predetermined pattern
classifications. Identifying pattern classifications may include identifying whether patterns of

the biometric object exhibit ridge flow.

[0010] One of the analysis stages may analyze the image information to determine
whether the biometric object is manufactured, for example, by determining whether the
biometric object is comprised of layers. The image information may also be analyzed to
assess image quality of the image information in order to determine whether the biometric

object is manufactured.

[0011] The method may further include the step of concluding that the biometric
object is part of a live individual if the temporal analysis stage indicates that changes in the
image information are similar to changes consistent with a live object and the other of the
analysis stages indicates that the object is three-dimensional. A liveness output signal may be
provided based on the analyzed image information. In some implementations, image-based
liveness detection based on the analysis of image information from a single image may serve
as one of the non-temporal analysis stages. In some implementations, image-based liveness
detection based on the analysis of image information from two or more images may serve as
a temporal analysis stage. In some implementations, intermediate decisions from each of a

plurality of single images may be fused to form a composite decision.



10

15

20

25

WO 2016/037078 PCT/US2015/048583

[0012] One implementation of this disclosure may be described as a method of
determining whether a biometric object is part of a live individual. The method may include
acquiring image information from the biometric object using a sensor. The method may
further include analyzing the image information. The analysis of the image information may
include determining whether the biometric object is three-dimensional. The analysis of the
image information may also include determining whether pattern types in the image
information are among predetermined pattern types. The analysis of the image information
may also include determining whether the biometric object is manufactured. The analysis of
the image information may also include selecting a time period throughout which the
biometric object was continuously available to the sensor, and determining whether the image
information changed during the time period in a manner that is consistent with a live object.
The method may further include concluding that the biometric object is part of a live
individual if the biometric object is determined to be three-dimensional, the pattern types in
the image information are among predetermined pattern types, the biometric object is
determined to be not manufactured, and the biometric object is determined to behave in a

manner that is consistent with a live object.

[0013] One implementation of this disclosure may be described as a non-transitory
computer readable medium storing computer executable code. The executable code may
include instructions to acquire image information from a biometric object using a sensor.
The executable code may also include instructions to analyze the image information in at
least two analysis stages. One of the analysis stages may be a temporal analysis stage having
instructions to analyze changes in the image information obtained during a time period

throughout which the biometric object was continuously available to the sensor.

[0014] One implementation of this disclosure may be described as a system for
determining whether a biometric object is part of a live individual. The system may include a
sensor configured to acquire image information from the biometric object. The sensor may
be an ultrasonic sensor and a range gate of the sensor may be adjustable. The sensor may be
configured to detect a plurality of ultrasonic frequencies. The sensor may also have a platen

on which the biometric object is placed.
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[0015] The system may also include a processor configured to analyze the image
information in at least two analysis stages. One of the analysis stages may be a temporal
analysis stage that analyzes changes in the image information acquired during a time period
throughout which the biometric object was continuously available to the sensor. The
processor may be configured to adjust the range gate of the sensor to determine whether the

biometric object is comprised of layers.

[0016] One implementation of this disclosure may be described as a method of
determining whether a biometric object is part of a live individual. In one such method,
image information may be acquired from the biometric object using a sensor such as an
ultrasonic sensor. The image information may be analyzed in one or more analysis stages.
One of the analysis stages may attempt to determine whether the biometric object is alive or
dead. The dead/alive stage may acquire image information sets gathered at two different
times and then analyze differences between the acquired image information in order to
identify changes from one time to the next. Since the dead/alive stage secks to identify and
assess changes over time, the dead/alive stage is sometimes referred to herein as a “temporal
analysis stage.” Stages other than the dead/alive stage may focus on aspects of a particular
image information set acquired at a particular time, rather than seeking to assess changes over
time. The non-temporal stages may seek to determine whether an image information set
exhibits characteristics that are similar to those consistent with a live biometric object. A
non-temporal stage may be referred to herein as an “EBS,” which stands for “expected

biometric stage.”

[0017] If either the temporal analysis stage indicates the biometric object is dead or
an EBS indicates the biometric object is not in keeping with expectations, then access or an
activity being requested may be denied. However, if the temporal analysis stage indicates
that the biometric object is alive and all of the EBS are in keeping with expectations, then

access or an activity being requested may be allowed.

[0018] The temporal analysis stage may determine whether changes in the image
information are similar to changes consistent with a live object. Such an analysis may

determine whether a particular feature of the biometric object changed during the time period.
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For example, the feature might include a pore opening size, a pore depth, a pore feature, a
ridge pattern, a ridge width, a fluidic emission, a local texture, a structural feature, a
biometric feature or a biometric change. In order to improve the security of the method, the
temporal analysis stage may analyze changes in the image information obtained during a time

period throughout which the biometric object was continuously available to the sensor.

[0019] One or more expected biometric stages may be included. One such EBS may
seek to determine whether the biometric object is two-dimensional or three-dimensional. A
method for doing so may include determining whether patterns of the biometric object are
uniform. Ifitis determined that the patterns are uniform, it may be determined that the object
is two-dimensional and likely a spoof, and access or a requested activity may be denied. For
example, the edges of fingerprint ridges in an acquired image may be exceedingly well-
defined, indicating the possibility of a largely planar two-dimensional spoof such as a printed
photo replica of a fingerprint. Alternatively, the method may determine whether image
features such as fingerprint ridges and valleys are three-dimensional by evaluating, for
example, the curvature change at the edge of a ridge as positioned on a platen of a sensor

array.

[0020] Another type of EBS may analyze the image information to determine whether
pattern types in the image information are among predetermined pattern types. Such a
method may seek to classify patterns presented in the image information, and then determine
whether the identified pattern classifications are among predetermined pattern classifications
previously determined to be those corresponding to an acceptable biometric object, such as a
live finger. One such classification may pertain to patterns that exhibit ridge flow. If the
pattern type exhibited by the image information is a type that exhibits ridge flow, then a
determination may be made that the object may be a finger, as opposed to a different body

part (e.g. a nose, cheek, palm, or elbow).

[0021] Another type of EBS may analyze the image information to determine whether
the biometric object is manufactured. Since manufactured objects often have layers, in one
such EBS for identifying manufactured spoofs, a determination may be made regarding

whether the biometric object is comprised of layers. For example, a thin latex sleeve having
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fingerprint ridges and valleys that is slid over a finger of an unauthorized person may be
detectable by the EBS as having layers present in a spoof. Layers within the target object
may be detected using an ultrasonic sensor and capturing image information using various
range-gate delays and/or a plurality of ultrasonic frequencies. In some implementations,
intermediate decisions from one or more image-based liveness detection analyses may be
used to determine whether the object is manufactured. Alternatively, manufactured spoofs
may be formed from a solid single material such as a silicone polymer injected into a mold of
a finger. Single-material spoofed fingers may have no internal layers unlike the layers of
skin, bone and blood vessels in a human finger, and an EBS analyzing the presence of layers

(or lack thereof) may determine that the single-material spoof is not live.
Brief Description of the Drawings

[0022] For a fuller understanding of the nature and objects of the disclosure, reference
should be made to the accompanying drawings and the subsequent description. Briefly, the

drawings are:
[0023] Figure 1 is a flow diagram illustrating a method of determining liveness.

[0024] Figure 2 is a flow diagram illustrating a method of determining liveness in

which the analysis stages are carried out serially.

[0025] Figure 3 is a flow diagram illustrating a method of determining liveness in

which the analysis stages are carried out in parallel.

[0026] Figure 4 is a flow diagram illustrating a method of determining liveness

having four analysis stages.

[0027] Figure 5 is a flow diagram illustrating another method of determining liveness

having four analysis stages.

[0028] Figures 6A-B are flow diagrams illustrating other methods of determining

liveness.
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[0029] Figures 7A-C depict cross-sectional views of an ultrasonic sensor illustrating

reflected ultrasonic signals from a real finger and a fake finger.
[0030] Figures 8 A-B show fingerprint images and images from other body parts;

[0031] Figure 9 shows images derived from image information acquired at different

frequencies and range-gate delays for real and fake fingers.

[0032] Figure 10 depicts image information that may be used to assess image quality

differences between real and fake fingers.
[0033] Figures 11A-C illustrate temporal changes of fingerprint images.

[0034] Figure 12 illustrates generalized flows for fingerprint enrollment and/or

authentication followed by a liveness determination stage.

[0035] Figure 13 illustrates a generalized block diagram of an ultrasonic sensor
system.

[0036] Figure 14 illustrates a more detailed block diagram of an ultrasonic sensor
system.

[0037] Figures 15A-D illustrate a variety of configurations of an ultrasonic sensor
array.

[0038] Figures 16A-B show examples of system block diagrams illustrating a display

device that includes a fingerprint sensing system as described herein.

Further Description of the Disclosure

[0039] Among many modalities of biometrics, fingerprints are one of the most
studied and used. The implementations described herein focus on fingerprints, but the
disclosure is not limited to fingerprints. For example, the disclosed systems and methods

may be used with other biometrics, such as palmprint or handprint recognition.



10

15

20

25

WO 2016/037078 PCT/US2015/048583

[0040] Figure 1 is a flow diagram depicting a method of determining liveness. Image
information about an object may be acquired 100 and analyzed 103 in order to determine
whether the object is part of a live individual. The image information used to determine
liveness may be the same information used to generate an image of the object. For example,
the image information may be information about a fingerprint that was acquired 100 using an
ultrasonic sensor, such as described in U.S. Patent Number 7,739,912 entitled “Ultrasonic
Fingerprint Scanning Utilizing a Plane Wave.” Analysis of the image information may be
carried out by one or more multipurpose computers or processors that have been programmed
to analyze the image information, such as one or more applications processors of a mobile
device. The acquired image information or data may be pre-processed as needed, for
example, to reduce noise, increase contrast, remove artifacts, or compensate for temperature
effects. If the analysis 103 of the image information indicates that the biometric object is not
part of a live individual, then an activity requested (including activities that are merely
desired such as access to an application or authorization of a purchase) by the individual may
be denied 150. For example, if the individual requests access to a facility, computer database
or mobile device application and the information analysis indicates that the biometric object
was not part of a live individual, then the individual may not be permitted to gain access to
the facility, database or application, as the case may be. However, if analysis of the image
information indicates that the biometric object is part of a live individual, then the individual
may be allowed 153 to gain access to the facility, database or application, as the case may be.
In some implementations, identification, verification or authentication of the user may be
required in addition to an indication of liveness before access may be granted or a requested

activity is allowed.

[0041] Analysis 103 of the image information to determine whether the object is part
of a live individual may be carried out via two or more analysis stages. The analysis stages
may be conducted in parallel (i.e. one stage is conducted while another stage is conducted), or
serially (i.e. one stage after the other). Figure 2 is a flow diagram illustrating a method of
determining liveness in which the analysis stages 103A, 103B are carried out serially. Figure

3 is similar to Figure 2, except that the analysis stages 103A, 103B are carried out in parallel.
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[0042] With regard to Figures 2 and 3, one of the analysis stages 103 A may seek to
determine whether the biometric object is dead or alive. One manner of making the
dead/alive determination 103 A is to identify and evaluate changes in the image information
with respect to time. In one such analysis, at least two sets of image information or data
about an object are acquired and compared to each other. For example, collected image
information may be obtained by acquiring image information or information from a biometric
object such as a finger, using an ultrasonic sensor array. A first set of image information
obtained by acquiring image information at a first time may be compared to a second set of
image information obtained by acquiring image information at a second time, and changes
between the two information sets may be identified. Since the information sets are obtained
at different times, this analysis stage seeks to identify changes occurring between two time
periods, and may therefore be referred to as a “temporal analysis stage.” If the temporal
analysis stage identifies changes that are similar to changes consistent with a live object, then
it may be concluded that the temporal analysis stage indicates that the biometric object is part
of a live individual. It should be noted that the dead/alive stage may seck to produce a
determination regarding whether a feature of the object changed during a time period
throughout which the object was continuously available to the sensor. For example, as
described in Figure 6A, a time period may be selected 104 in which the object was
continuously available to the sensor. In this manner, some assurance is provided that the
temporal analysis is conducted with respect to the same biometric object. That is to say that
the method/system may be implemented so as to prevent the use of two different biometric
objects. For example, to prevent the use of two different biometric objects at two different
times, a series of sequential images may be acquired from a biometric object such as a finger
positioned on a surface of a platen coupled to an ultrasonic sensor array, with a sufficient
number of sequential images acquired to determine that the same finger has been retained on
the platen surface during the time period between the acquisition of the image information
sets to be used for the temporal analysis. In some implementations, sequentially acquired
data sets may be analyzed with a simpler analysis routine to ensure that a finger or other
biometric object has not been removed from the platen surface. In some implementations, the
temporal analysis may be carried out more than one time with the same finger. In some

implementations, the temporal analysis may use more than two sets of image information.
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Sequentially acquired data sets to ensure that a biometric object has not been removed and

replaced by another may be injected between the acquisitions of any of the temporal data sets.

[0043] The temporal analysis stage may analyze image information sets or image
information for changes such as changes in pore size or changes in ridge patterns, particularly
those that are indicative of an object having a pulse or other biological functionality such as
sweating, emission of skin oils, or muscle movement. Other changes that may be detected as
part of the temporal analysis stage include changes in pore depth or changes in texture. Pore
sizes may change with time due to the emission of oil or sweat, or simply due to fluctuations
in external pore diameter as a finger is pressed against a platen surface. Ridge patterns such
as the position of ridges, the width of the ridges, or the ratio of ridge width to valley width
may change as a finger is pressed and held against the platen surface, particularly as blood
pressure changes in the fingertip with beating of a heart or as local contractions and
relaxations of muscles occur in the depressed finger. Changes in texture may occur over
short time intervals as the finger is pressed harder and softer against the platen surface,
resulting in more and less skin area contacting the platen. For example, open pores having an
incomplete ridge around the pore opening may become a closed pore as higher finger
pressure is applied. The pore depth may change with time and pressure, as indicated by
changes in the pore diameter against the platen surface. Temporal imaging with varying
range-gate delays may allow imaging into the finger from which temporal changes such as

pore diameter or pore depth may be detected.

[0044] If, from the temporal analysis, a determination is made that changes in the
image information have occurred, then the temporal analysis stage may include determining
whether the changes in the image information are similar to changes consistent with a live
object. If it is determined by the temporal analysis that the changes are in keeping with those
consistent with a live object, then the temporal analysis stage may produce an indication that
the biometric object is likely part of a live individual. However, if it is determined by the
temporal analysis that the changes are not in keeping with those consistent with a live object,
then the temporal analysis stage may produce an indication that the biometric object is likely

not part of a live individual.
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[0045] In addition to the dead/alive stage 103 A, there may be at least one other
analysis stage 103B. In order to more clearly distinguish the analysis stages 103B from the
dead/alive stage 103 A, the analysis stages 103B may be one example of EBS. One or more
EBS 103B may be combined with the dead/alive stage 103 A to provide a method/system that
is well suited to determining whether a biometric object is part of a live individual. During
the EBS 103B, an analysis of the acquired information may be directed at determining
whether the object is three-dimensional, whether pattern types in the image information are
among predetermined pattern types, and/or whether the object is manufactured. Each of
these analyses is described in further detail below. If the dead/alive stage 103A and the EBS
103B each produce a determination that the biometric object is part of a live individual, then
a system or a method disclosed herein may produce an indication that the biometric object
was part of a live individual at the time the image information was acquired. However, if
either the dead/alive stage 103A or the EBS 103B produce an indication that the biometric
object is not part of a live individual, then a system or a method disclosed herein may
produce an indication that the biometric object is not part of a live individual. If the
system/method produces an indication that the biometric object is likely part of a live
individual, then information obtained from the biometric object may be analyzed in order to
determine whether the individual who presented the biometric object may be authorized to
engage in the requested activity. In some implementations, identification, verification or
authentication of the user may be required in addition to a positive indication of liveness

before access may be granted or the requested activity allowed.

[0046] Having provided a general overview of a method for determining liveness, we
provide additional details below. Figure 4 is a flow diagram illustrating a method of
determining liveness having four analysis stages, which are (like Figure 2) shown being
carried out serially. Unlike Figure 2, in Figure 4 the dead/alive stage 103A is shown being
carried out after the EBS 103B. Figure 5 depicts a method similar to Figure 4, except that the
analysis stages are shown being executed in parallel. Serial execution of the analysis stages
may yield certain benefits, particularly when one of the analysis stages requires less effort,
requires less time, or is less costly computationally than others of the analysis stages. For

example, if such an analysis stage requires less effort, requires less time, or is less costly than
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others of the analysis stages, it may be beneficial to execute that stage before other stages
because an indication from such a stage that the object is not live may be used to preempt
execution of the other stages, and thereby save time and energy. Alternatively, parallel
execution of the analysis stages may yield various benefits, such as faster overall execution
time, decreased latency, a better user experience, and more confidence in the liveness

determination with the execution of all biometric analysis stages in the method.

[0047] Figure 4 indicates that if it is determined by the EBS 103B that the image
information is not correlated with an expected biometric object, then the EBS 103B may
produce an indication that the presented biometric object is likely not part of a live individual.
And, in that case, the method may produce an indication that the individual should not be
allowed access or to engage in the requested activity, and the requested activity or access may
be denied 150. If each EBS substage 103B(i)-(iii) indicates that the image information is
correlated with an expected biometric, then the analysis may proceed to the dead/alive stage
103A. If the dead/alive stage 103A determines that the object that provided the information
is not alive, then the EBS 103B may produce an indication that the presented biometric object
is likely not part of a live individual. However, if it is determined by each EBS substage
103B(i1)-(iii) and determined by the dead/alive stage 103 A that the presented biometric object
is part of a live individual, then an indication may be produced that the biometric object is
likely part of a live individual. And, in that case, the method may produce an indication that
the individual should be allowed access or to engage in the requested activity and the
requested activity or access may be allowed 153. In some implementations, identification,
verification or authentication of the user may be required in addition to an indication of

liveness before access may be granted or a requested activity is allowed.

[0048] Figure 6A is a flow diagram illustrating another method of determining
liveness. The method depicted in Figure 6A may determine whether a biometric object is

part of a live individual, including the following steps:

1. acquire 100 image information from the biometric object using a sensor and
optionally pre-process the image information;

2. analyze the image information to:
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determine 103B(i) whether the biometric object is three-dimensional;
determine 103B(ii) whether pattern types in the image information are
among predetermined pattern types;

determine 103B(iii) whether the biometric object is manufactured (e.g., non-
biometric); and

select a time period throughout which the biometric object is continuously
available to the sensor, and determine 103 A whether the image information
changes during the time period in a manner that is consistent with a live

object; and

3. conclude that the biometric object is part of a live individual if:

(i)
(i)

(iif)
(iv)

[0049]

the biometric object is determined to be three-dimensional;

the pattern types in the image information are among predetermined pattern
types;

the biometric object is determined to be not manufactured; and

the biometric object is determined to behave in a manner that is consistent

with a live object.

With the foregoing overview in mind, we provide additional details about

specific types of analyses that may be carried out during the EBS 103B. In particular, the

EBS 103B may include efforts directed at one or more of the following inquiries:

(i)
(i)

(iif)

[0050]

is the object three-dimensional?,
are pattern types in the image information among predetermined pattern
types?, and/or

is the object manufactured?

A conclusion that a presented biometric object may be part of a live individual

may be made by the EBS 103B(i) if the image information indicates that the biometric object

is three-dimensional. When the image information has been obtained from an ultrasonic

sensor, such an analysis may include determining the degree to which patterns of the

biometric object are uniform. A two-dimensional spoof of a fingerprint will normally have a

more uniform reflection of ultrasonic waves than will a three-dimensional finger.
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[0051] Figure 6B is a flow diagram illustrating another method 650 of determining
liveness. The method comprises acquiring 651 image information from a biometric object
using a sensor. The method further comprises analyzing 653 the image information in at least
two analysis steps. One of the analysis stages may be a temporal analysis stage that analyzes
changes in the image information obtained during a time period throughout which the
biometric object was continuously available to the sensor. The sensor may be an ultrasonic
sensor. The sensor may include a platen upon which the biometric object may be positioned.
In some implementations, additional sets of image information may be acquired in a time-
sequential manner between the sets of image information used for the temporal analysis to
ensure that the biometric object being imaged was continuously available to the sensor and

had not been replaced by another biometric object.

[0052] Figures 7A-C graphically depict cross-sectional views of an ultrasonic sensor
array 702 of an ultrasonic sensor system illustrating reflected ultrasonic signals from a real

finger and a fake finger.

[0053] Figure 7A illustrates a substantially planar ultrasonic plane wave 718a
launched from an ultrasonic transmitter 710 having a piezoelectric layer 714 positioned
between transmitter electrodes 712 and 716 disposed on each side of the piezoelectric layer
714. The ultrasonic transmitter 710 may be coupled to a TFT substrate 720 having TFT
circuitry 722 formed thereon. The ultrasonic transmitter 710 may launch one or more
ultrasonic plane waves 718a through the TFT substrate 720, TFT circuitry 722 and a cover
layer 740. In some implementations, the cover layer 740 may serve as a protective platen. In
some implementations, a cover glass or cover lens of a display device may serve as the platen
or cover layer 740. A protective coating layer 742 may be included on an outer surface of the
cover layer 740. The coating layer 742 may serve as a smudge-resistant layer, a scratch-
resistant layer, an environmentally protective layer, an acoustic impedance matching layer, an
optical interference filter, or other functional layer. The coating layer 742 may include a
multi-layer stack of sub-layers. In some implementations, the coating layer 742 may be
positioned directly on the ultrasonic receiver 730 and serve as a platen. In some

implementations, the ultrasonic sensor 702 may be configured without a cover layer 740 or a
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coating layer 742, with the outer surface of the ultrasonic receiver 703 serving as the sensing

surface.

[0054] A biometric object such as a finger 750 may be positioned on an outer surface
of the ultrasonic sensor array 702. Ultrasonic plane waves 718a traveling through the cover
layer 740 and optional coating layer 742 may reflect off the surface between the ultrasonic
sensor array 702 and the finger 750. Valley regions 756 between ridge regions 754 of a
finger 750 may reflect a large portion of the incident ultrasonic energy back towards the TFT
circuitry 722. Ridge regions 754 of the finger 750 in contact with the sensor surface may
absorb, scatter or transmit the incident ultrasonic energy, resulting in a lower amount of
ultrasonic energy reflected back towards the TFT circuitry 722. The reflected ultrasonic
energy from the ridge and valley regions of the finger 750 may be converted by a
piezoelectric receiver layer 732 positioned over a portion or all of the TFT circuitry 722 into
clectric charge that may be detected by an underlying array 726 of sensor pixels 724 of the
TFT circuitry 722. A receiver bias voltage may be applied to a receiver bias electrode 734
that is positioned over the piezoelectric receiver layer 732 to allow the acquisition of image
information as the reflected ultrasonic waves 718b (see Figure 7B) pass through the
piezoelectric receiver layer 732 and the TFT circuitry 722. Once acquired, pixel output
signals from the array 726 of sensor pixels 724 may be clocked out from the TFT circuitry

722 for further processing using one or more data and control lines.

[0055] An enlarged portion of the ultrasonic sensor array 702 with a real finger 750a
positioned on a sensor surface 744 of the ultrasonic sensor array 702 is shown in Figure 7B,
illustrating reflected ultrasonic waves 718b from a ridge region 754 of the finger. Incident
ultrasonic plane waves 718a reflect off the sensor surface 744, with a portion of the reflected
waves 718b reflected from an edge of the finger ridge region 754 at a higher angle and with a
somewhat delayed time compared to a flat fake finger 750b shown in Figure 7C. The fake
finger 750b in Figure 7C depicts a largely two-dimensional spoof, such as a printed photo
replica of a fingerprint or a poorly made silicone spoof with low quality that has valley

regions of insufficient depth. The levels and uniformity of the acquired image information
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may be analyzed and a determination made that the fake finger 750b does not have one or

more expected biometric features for a fingerprint.

[0056] A Sobel filter may be used to determine the degree to which patterns of the
biometric object are uniform. If found to be uniform, a determination may be made that the
biometric object is two-dimensional, and in that situation the liveness determination may be
negative (not live), and access or the requested activity may be denied. In such an analysis, a

Sobel Filter “S”

10-1
S = 20-2
10-1

and the transpose S’ may be used to filter a region of interest corresponding to the image
information. The power sum of the filtered image may then be calculated, and if the average
value of the power sum is lower than a predetermined threshold value, then the image
information may have “weak edges” and it may be determined that the biometric object is

two dimensional.

[0057] A conclusion that a biometric object is part of a live individual may be made
by the EBS 103B(ii) if the image information indicates certain characteristics about pattern
types in the image information. The EBS 103B(ii) may include determining whether pattern
types in the image information are among predetermined pattern types. Determining whether
pattern types in the image information are among predetermined pattern types may include
identifying pattern classifications presented in the image information, and then determining
whether the pattern classifications are among predetermined pattern classifications. In some
implementations, identifying pattern classifications may include identifying whether patterns
of the biometric object exhibit ridge flow, a characteristic of fingerprint images. In such an
analysis, a ridge flow extraction algorithm may be used with regard to a portion or block of
the image information to determine whether the ridge flow exhibited by that portion of the
image information is sufficiently similar to a predetermined template that is known to be

from a real finger. If the ridge flow of the image information is not sufficiently similar to the
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template, then it may be determined that the image information did not come from a human
finger (e.g. the image information came from a non-human, or the image information came
from a human but was from a nose, cheek, palm or elbow), and in that case the requested
activity or access may then be denied 150. In some implementations, the template
information may include pattern types and pattern classifications from an enrolled finger that
may be acquired during a prior enrollment of a user. Figure 8A shows various fingerprint
images 302, 304, 306 and 308 from human fingers, and Figure 8B shows various images of
non-fingerprint body parts such as a nose 312, a cheek 314, a palm 316 and an elbow 318.
Visual inspection shows ridge flow characteristics in the fingerprint images and lack of

characteristic ridge flow in the non-fingerprint images.

[0058] To ensure the accuracy of this analysis, more than one portion or block of the
image information may be extracted and analyzed, and if less than a desired number of the
extracted portions exhibit the expected ridge flow, then it may be determined that the image
information did not come from a finger, and the requested activity or access may then be
denied. However, if a desired number (or more) of the extracted portions exhibit the
expected ridge flow, then it may be determined that the image information came from a
finger, and in that case others of the EBS 103B analyses or the dead/alive analysis 103A may
be used to determine whether to allow 153 the requested activity or access or to deny 150 the
requested activity or access. In some implementations, pattern classifications, also known as
pattern classes, may include classifications such as a real finger classification or a spoof
finger classification. A real finger classification may include sub-classifications such as a
live finger sub-class or a dead finger sub-class. The spoof finger classification may include
sub-classifications such as a gelatin sub-class, a silicone sub-class, a wood-glue sub-class, or
a latex sub-class. Each classification or sub-classification may have one or more pattern
types associated with the class or sub-class. Pattern types may include, for example, a feature
type, a feature vector, a feature matrix or a feature value. For example, a pattern type may
include a feature type such as a spatial frequency (e.g., high, low or medium spatial
frequency). A pattern type may include a feature vector such as a local binary pattern vector

(e.g., LBP vector). A pattern type may include a feature matrix, such as a two-dimensional
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distribution of ultrasonic impedance correlations. A pattern type may include a feature value

(e.g., a number), such as an orientation consistency value.

[0059] In some implementations, a determination may be made by an expected
biometric stage (EBS) 103B analysis whether an acquired image has ridges, or more
specifically, whether the image contains a human fingerprint ridge pattern. For example, a
ridge-flow extraction algorithm may be used with data from one or more regions of interest
obtained from the imaged object to determine whether ridges are included in the acquired
image and whether the ridges of the imaged object are like those that normally appear on
human fingers. A ridge-pattern determination may be carried out so as to identify whether
the pattern exhibited by the imaged object is likely a human fingerprint pattern or some other
pattern. If the ridges of the imaged object are not like those normally appearing on human
fingers then the imaged object may be labeled as “non-finger” and the result may be used to
determine whether to allow 153 the requested activity or access or to deny 150 the requested

activity or access.

[0060] A conclusion that a biometric object is part of a live individual may be made
by the EBS 103B if the image information indicates that the biometric object is not
manufactured (i.e. is organic or biological). Such an analysis may include analyzing the
image information to determine whether the biometric object is comprised of manufactured
layers. If it is determined that the biometric object is comprised of layers, then it may be
determined that the biometric object is manufactured. For example, layers in an object may
indicate the use of three-dimensional printed spoofs, which are generally printed in layers. In
another example, layers may be detected in a biometric object that includes a thin latex spoof
having false fingerprint features slid over a finger of an unauthorized user. To determine
whether the biometric object is comprised of layers, an ultrasonic sensor may be used, and
the range-gate delay for the detection of ultrasonic signals striking the piezoelectric receiver
layer and pixel circuitry of the sensor may be adjusted in order to determine whether a layer
exists at a particular depth measured from a surface of the biometric object. Other methods
of identifying whether the biometric object is comprised of layers include the use of a

plurality of ultrasonic frequencies. In some implementations, multiple frequencies and
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different range-gate delays may be used to acquire multiple sets of image information about
the biometric object. An image-fusion algorithm may be used to derive a single set of image
information, and that derived set of image information may be analyzed for the presence of
layers. Another way of determining whether layers exist is to compare the quality of the
derived image information against a threshold value. If the quality of the derived image
information fails to meet or exceeds the threshold value, then it may be determined that the
image information was not derived from a biometric object that is part of a living being, and

that a manufactured spoof instead was presented to the sensor.

[0061] Another method may use a multiple-feature based classification method to
identify a manufactured spoof. In such a method, subtle differences between real fingers and
fake fingers at different frequencies may be analyzed and assessed. Figure 9 shows images
derived from image information acquired at different frequencies and range-gate delays for
real and fake fingers. For example, in the top row, image information from a real finger at a
first frequency F1 and a first range-gate delay RGD1 is shown as a fingerprint image 322a.
Image information from the finger at a second frequency F2 and a second range-gate delay
RGD?2 is shown as a fingerprint image 322b, and image information from the finger at a third
frequency F3 and a third range-gate delay RDG3 is shown as fingerprint image 322¢. The
image information may be fused together using an imaging-fusion algorithm, with the result
shown as a fused fingerprint image 322d. The second row shows a latex finger with images
324a, 324b and 324c taken at a first frequency F1 and first range-gate delay RGDI, a second
frequency F2 and a second range-gate delay RGD2, and a third frequency F3 and a third
range-gate delay RGD3, respectively, with the results of image fusion shown as fused image
324d. The third row shows a silicone finger with images 326a, 326b and 326¢ taken at a first
frequency F1 and first range-gate delay RGD1, a second frequency F2 and a second range-
gate delay RGD?2, and a third frequency F3 and a third range-gate delay RGD3, respectively,
with the results of image fusion shown as fused image 326d. Similarly, the fourth row shows
a type 2 silicone finger with images 328a, 328b and 328c taken at a first frequency F1 and
first range-gate delay RGD1, a second frequency F2 and a second range-gate delay RGD2,
and a third frequency F3 and a third range-gate delay RGD3, respectively, with the results of

image fusion shown as fused image 328d. Images prior to and after image fusion in Figure 9
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show characteristic changes in image features, image quality, image contrast that may be
used to separate a spoofed finger from a real finger. For example, pore position and pore
density may change with the type of spoof material and the depth of imaging into the finger.
A high-quality spoof may have a suitable number of pores and pore density at the surface of
the spoof, which may diminish rapidly with depth away from the spoof surface unlike a
human finger. The number and density of pores with depth into the finger may aid in

determining a spoof from a real finger.

[0062] Figure 10 depicts image information that may be used to assess image quality
differences between real and fake fingers. Fingerprint image quality may be used as a cue to
detect fake versus real fingerprint image information. Fake fingers or spoofs may be detected
using quality metrics on an acquired ultrasonic image of a fake finger. Fake fingers may be
manufactured from one of several different materials such as latex, silicone, or other
polymeric material. In some cases, the flexibility of the material may make it harder for the
spoof to have full contact with the sensor array resulting in patchy, non-uniform quality in the
resulting image. In some cases, localized bony structures within a real finger may result in
localized protrusions during mold formation for casted fake fingers. Fingerprint quality
metrics such as spatial resolution, contrast, spatial frequency, pattern consistency, clarity
and/or sharpness may detect these non-uniformities. Fingerprint quality metrics may further
improve the performance of fake versus real finger detection systems. While not able to
detect liveness directly, fingerprint quality may be used as a cue to detect fake fingerprint
image information as part of a multi-stage approach to liveness detection. Acoustic
impedance differences between the materials used in the spoof and human tissue may also

result in detectable image quality differences.

[0063] One approach to utilizing quality metrics on a spoof finger involves selecting
two or more small regions (i.e., blocks) within the fingerprint image area, applying a quality
metric such as clarity or sharpness to each selected block, then comparing the results of the
calculations to determine if one or more areas have significantly different clarity or sharpness

than the others. A wide variation in the calculated results may indicate a fake finger.
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[0064] An example of a quality-based spoof detection method can be seen with
respect to images in Figure 10. As in Figure 9, the images in Figure 10 may be taken with
differing frequencies and range-gate delays. A first box 342a and a second box 342b may be
formed around a selected pair of blocks or regions within fingerprint images 332a, 332b and
332c from a real finger. The resulting clarity and sharpness of features within the two blocks
may be seen to be similar. A first box 344a and a second box 344b may be drawn around
similar blocks or regions within fingerprint images 334a, 334b and 334c from a fake finger.
The resulting clarity and sharpness between the two blocks may be seen to be significantly
different. It may be suspected, based on this analysis, that the second image is from a fake
finger. In some implementations, the image analysis may be performed on individual
fingerprint images at one or more frequencies and range-gate delays. In some
implementations, the image analysis may be performed on fused images such as fused
fingerprint images 332d and 334d for real and fake fingers, respectively. The suspicion may
be reinforced with the results from other tests and analyses such as expected biometric

analysis stages or temporal analysis stages.

[0065] Figures 11A-C illustrate temporal changes of fingerprint images. A
fingerprint image 342a (Figure 11A) taken at a first time t1 and a second fingerprint image
342b (Figure 11B) taken at a second time t2 different from the first time t1 of the same finger
may be compared. A compared fingerprint image 342c resulting from subtracting the pixel
output values at time t1 from the pixel output values at time t2 and superimposing the

resulting subtraction onto the original fingerprint image 342a is shown in Figure 11C.

[0066] In some implementations, liveness of a finger-like object may be determined
in part whether an acquired fingerprint has 2-D characteristics only or is a 3-D object. Skin-
like object detection and 3-D object determination may form stages in a liveness detection
system and method. Contact-based fingerprint imaging systems such as an ultrasonic sensor
array with or without an overlying platen may reveal characteristics of the imaged object and
aid in determining if the object is skin-like and three-dimensional. For example, force or
pressure exerted on the platen surface by a finger is often temporal and non-uniform and may

lead to finger motion between one image acquisition and another. During each image
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acquisition, the fingerprint detection system may convert the 3-D object to a 2-D equivalent
image. Elasticity of the finger and skin may cause more stretching of the skin with larger
pressure than with lower pressure. The pressure exerted by a 3-D object on the platen surface
may be the highest at the center of a depressed finger and decrease towards the boundary or
edge of the fingerprint. The center of the depressed finger may have more prominent edges
and thinning of the edges may be more noticeable near the finger periphery. In contrast, a 2-
D object may have more uniform edge strength throughout the entirety of the imaged object.
An image gradient along the x- and y- directions may aid in determining whether the object is
2-D or 3-D. An image gradient may be computed from image data by applying a Sobel
filtering kernel along the X and Y direction with Sx and Sy as provided below.

10-1
Sx=120-2
10-1

121
Sy=100 0
1-2-1

[0067] The acquired image may be convolved with the S, and Sy filters to generate
two corresponding responses g and g,. The image gradient may be calculated from the
responses gy and gy as VI = [g, g, 1. The object edges may be determined from the gradient
images with a thresholding operation. An edge strength may be used as a descriptor and used
as a measure of image contrast (i.e., how significant is the intensity variation across the edge
and along the edge). Comparison of edge strength or gradient information with respect to a
pre-established heuristic edge-strength or gradient threshold may determine if the object is a

3-D object.

[0068] In some implementations, temporal fingerprint information may aid in 3-D
object determination due to slight rolling of the finger on the platen surface. For example, a

plurality of images of a 3-D object acquired with a separation in time may show slightly
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different views of the object with rolling or variations in applied force, such as a change in
edge features or an enlarged or reduced edge region. In contrast, temporal information from

a 2-D object may show heightened consistency from image to image.

[0069] In some implementations, an analysis stage to determine whether an object is
2-D or 3-D may be followed by an additional analysis stage to determine the presence of a
skin-like surface. For example, the presence of a skin-like surface may be validated by
matching a skin-tone histogram generated from an acquired image with a reference skin-tone
histogram determined from a collection of valid skin tones. In some implementations, the

reference skin-tone histogram may be obtained during enrollment of a user.

[0070] In some implementations, a determination whether a pattern in an acquired
image is skin-like may be made by comparing the reflected energy associated with the
location of a ridge with the reflected energy associated with a valley. If the outcome of the
comparison is similar to an expected reflected ridge/valley energy outcome, then the object

may be determined to be skin-like.

[0071] In some implementations, a skin-like surface may be determined by locating
skin pores of a finger-like 3-D object. For example, skin pores may be located in 3-D objects
by detecting circular regions noticeable in ridge regions or by detecting characteristic peaks
in certain regions of a Fourier spectrum of the imaged object that are representative of pore

size, linear pore density, or areal pore density.

[0072] In some implementations, image-based liveness detection based on the
analysis of image information from a single image may serve as one of the non-temporal
analysis stages. A single-image based EBS may include the steps of acquiring a fingerprint
image having fingerprint image information and extracting liveness features from the image
information. The extracted liveness features may be compared with one or more baseline
features to provide a comparison, and a liveness output signal may be determined based on
the comparison. The image information may be acquired from a user’s finger positioned on a
surface of a platen that is part of an ultrasonic sensor array. Methodologies for extracting

liveness features from image information may seek to identify differences in textural
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components (as opposed to geometrical components) in fingerprints, as it is often relatively
easy to create a fake fingerprint with proper geometric components yet more difficult to
create a fake fingerprint with proper textural components. For example, a fake fingerprint
may have noticeably different gray-level distributions between ridge and valley regions of the
fingerprint. In some methodologies, raw liveness features may be determined in either spatial
or frequency domains. Raw liveness features may be calculated with respect to the ridges of
the fingerprint and with respect to the valleys of the fingerprint. These raw liveness features
may be sufficient to make a liveness determination on the image information. In some
implementations, ratios of the raw liveness features may be used to determine whether the
object is live or not. Other methodologies are described in the copending U.S. Application
No. 14/845,174 entitled “Image-Based Liveness Detection for Ultrasonic Fingerprints” filed

concurrently herewith on September 3, 2015 in its entirety.

[0073] In some implementations, image-based liveness detection based on the
analysis of image information from two or more images may serve as a temporal analysis
stage. For example, image information from consecutively acquired fingerprint images may
be individually analyzed for raw liveness features, and changes to the raw liveness features

over time may be a strong indicator in favor of a positive liveness determination.

[0074] In some implementations, intermediate decisions from each of a plurality of
single images may be fused to form a composite decision. For example, an intermediate
liveness determination may be made from two or more images, and the intermediate liveness
determinations combined to form a composite liveness determination. The composite
liveness determination may be combined with determinations from other stages to provide a

liveness output signal that is indicative of the liveness of the imaged object.

[0075] In some implementations, intermediate decisions from one or more image-
based liveness detection analyses may be used to determine whether the object is
manufactured. For example, raw liveness features extracted from a manufactured spoof may

show little change from one image to the next.
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[0076] Figure 12 illustrates generalized flows for fingerprint enrollment and/or
authentication followed by a liveness determination stage according to aspects of the present
disclosure. In this example, block 400 describes the enrollment process and block 420
describes the verification/authentication process. During enrollment, an acquired image may
be processed to generate a template (e.g. template information, template data, biometric
reference data, or reference) that may be stored in a local or external database 410. Note that
a reference may include one or more templates, models, or raw images. In some
implementations, the enrollment process may include image acquisition 402, image
processing 404, feature extraction 406, template generation 408, and data storage in a
database 410. The verification/authentication process in block 420 may include image
acquisition 422, image processing 424, feature extraction 426, template generation 428,
fingerprint matching 430 using information stored in the database 410, and match
determination 432 to determine and provide a match output signal 434, In the
identification/verification/authentication stage, cach acquired image may be processed to
generate a template; the generated templates may be used for matching. The fingerprint
verification/authentication block 420 may provide a match output signal 434 indicating
whether a match has occurred. One or more liveness determination stages 440 may perform
various temporal analyses and/or expected biometric analyses to determine whether a finger
is real or fake and whether the finger is dead or alive. A liveness output signal 442 may be
provided that indicates a liveness determination. In some implementations, a liveness
determination 440 to provide a liveness output signal 442 may be made during the fingerprint
enrollment block 400. In some implementations, the liveness output signal 442 may be
provided to determine whether to enroll a user. In some implementations, the liveness output
signal 442 may be provided to determine whether to verify, identify or authenticate a user.
For example, the liveness output signal 442 may be combined with a match output signal 434
to determine whether to authenticate or verify a user. A positive match output signal 434 and
a positive liveness output signal 442 may be combined to allow access or to allow a requested
activity. In some implementations, the liveness output signal 442 may be generated and
provided to a software application or an application running on a mobile or non-mobile
device. In some implementations, pattern types may be determined during enrollment. The

pattern types may be stored as part of a template associated with an object such as a finger.
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In some implementations, pattern classifications may be determined during enrollment. The
pattern types and pattern classifications may be used in part for authentication or verification.
During a verification sequence, the pattern types and/or pattern classifications for a particular
user may be updated. The updated pattern types and/or pattern classifications may be stored

in a modified template.

[0077] Figure 13 illustrates a generalized block diagram of an ultrasonic sensor
system 700. Ultrasonic sensor system 700 may include an ultrasonic sensor array 702 and a
sensor controller 704. Ultrasonic sensor array 702 may include one or more arrays of sensor
pixels. The ultrasonic sensor system 700 may include at least one ultrasonic sensor array
702. In some implementations, components of the ultrasonic sensor array 702 may be similar
to components of a touch sensor system that are described below with reference to Figures
15A-16B. In some implementations, the ultrasonic sensor array 702 and the sensor controller
704 may be configured differently. For example, the ultrasonic sensor system 700 and the
ultrasonic sensor array 702 may be part of a touch sensor system associated with a display

device, depending on the particular implementation.

[0078] The sensor controller 704 may include one or more general purpose single- or
multi-chip processors, digital signal processors (DSPs), application specific integrated
circuits (ASICs), field programmable gate arrays (FPGAs) or other programmable logic
devices, discrete gates or transistor logic, discrete hardware components, or combinations
thereof. The sensor controller 704 also may include (and/or be configured for
communication with) one or more memory devices, such as one or more random access
memory (RAM) devices, read-only memory (ROM) devices, etc. The sensor controller 704
may be capable of receiving and processing fingerprint sensor image information from the
ultrasonic sensor array 702. In some implementations, some or all of the functions of the
sensor controller 704 may reside in or be performed by an applications processor of a mobile

device.

[0079] Figure 14 illustrates a more detailed block diagram of an ultrasonic sensor
system. The ultrasonic sensor system 700 may include an ultrasonic sensor array 702 with an

ultrasonic transmitter 710 and TFT substrate 720 including TFT circuitry with a sensor pixel
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array 726. The ultrasonic transmitter 710 may be in electronic communication (for example,
through one or more electronic connections) to a transmitter driver 768. In some
implementations, the transmitter driver 768 may have a positive polarity output signal and a
negative polarity output signal in electronic communication with the ultrasonic transmitter
710. The transmitter driver 768 may be in electronic communication with a control unit 760
of a sensor controller 704. The control unit 760 may provide a transmitter excitation signal to
the transmitter driver 768. The control unit 760 may be in electronic communication with a
receiver bias driver 762 through a level select input bus. The receiver bias driver 762 may
provide a receiver bias voltage to a receiver bias electrode 734 disposed on a surface of a
piezoelectric receiver layer 732 that may be attached to the sensor pixel array 726 (see Figure
7A). The control unit 760 may be in electronic communication with one or more
demultiplexers 764. The demultiplexers 764 may be in electronic communication with a
plurality of gate drivers 766. The gate drivers 766 may be in electronic communication with
the sensor pixel array 726. The gate drivers 766 may be positioned external to the sensor
pixel array 726 or in some implementations included on the same substrate as the sensor pixel
array 726. The demultiplexers 764, which may be external to or included on the same
substrate with the sensor pixel array 726, may be used to select specific gate drivers 766. The
gate drivers 766 may select one or more rows or columns of the sensor pixel array 726. The
sensor pixel array 726 may be in electronic communication with one or more digitizers 772.
The digitizers 772 may convert analog pixel output signals from one or more sensor pixels
724 of the sensor pixel array 726 to a digital signal suitable for further processing within a
data processor 770 that is in or external to the sensor controller 704. The sensor controller
704 may provide a digital output to an external system or processor, such as an applications

processor of a mobile device.

[0080] Figures 15A-D illustrate a variety of possible configurations of an ultrasonic
sensor array. The ultrasonic sensor array 702 may have separate or common TFT substrates
for a display 780 and the ultrasonic sensor array 702. The ultrasonic sensor array 702 may
serve as a fingerprint sensor and in some implementations serve as an ultrasonic touchscreen
or touchpad. A common cover glass or touchscreen may be shared between elements of the

ultrasonic sensor array 702 and the display, and serve as a cover layer 740 for the ultrasonic
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sensor array 702. In alternative configurations, the ultrasonic sensor array 702 (and optional
coating or cover layer) may be positioned on a bezel, on the side, or on the back of a mobile
device enclosure. In some implementations, the ultrasonic sensor array 702 may be placed
above or positioned as part of an ultrasonic button. The ultrasonic button may be mechanical
or non-mechanical. For example, the ultrasonic button may be mechanically coupled to an
electromechanical switch. The ultrasonic button may be authenticating or non-authenticating.
In some implementations, the ultrasonic sensor array 702 may be peripheral to the active area
of the display, which may include a display color filter glass 784 and a display TFT substrate
782. In the example shown in Figure 15A, the ultrasonic sensor array 702 is positioned
beneath a common cover layer 740 that may serve as a platen for the ultrasonic sensor array
and as a touchscreen or cover glass for the display 780. In another example, the ultrasonic
sensor array 702 may be situated separately from the display, such as in a bezel region, a
sidewall or a backside of a mobile device enclosure (not shown). In another example shown
in Figure 15B, the ultrasonic sensor array 702 may be situated beneath (or behind) elements
of the display 780, such as display color filter glass 784 and display TFT substrate 782. In
another example shown in Figure 15C, portions or all of the ultrasonic sensor array 702 may
be integrated within the display TFT substrate 782. In some implementations, the ultrasonic
sensor array 702 may include part of or all of the active area of the display 780. Figure 15D
shows a cutaway view of an ultrasonic sensor array 702 having an ultrasonic transmitter 710
and an ultrasonic receiver 730 positioned on a TFT substrate 720, with a cover layer 740

positioned above the ultrasonic receiver 740.

[0081] Figures 16A and 16B show examples of system block diagrams illustrating a
display device that includes a fingerprint sensing system as described herein. The display
device 900 may be, for example, mobile display device such as a smart phone, a cellular or
mobile telephone, etc. However, the same components of the display device 900 or slight
variations thercof are also illustrative of various types of display devices such as televisions,

computers, tablet computers, e-readers, hand-held devices and portable media devices.

[0082] In this example, the display device 900 may include a housing 941, a display

930, an ultrasonic sensor system 700 (a portion of which may part of or separated from the



10

15

20

25

WO 2016/037078 PCT/US2015/048583
30

visual display 930), an antenna 943, a speaker 945, an input device 948 and a microphone
946. In some implementations, the input device 948 may include an ultrasonic sensor array
702 that may serve as part of an ultrasonic fingerprint sensor, touchpad, or touchscreen. The
housing 941 may be formed from any of a variety of manufacturing processes, including
injection molding and vacuum forming. In addition, the housing 941 may be made from any
of a variety of materials, including, but not limited to plastic, metal, glass, sapphire, rubber,
ceramic, or a combination thereof. The housing 941 may include removable portions (not
shown) that may be interchanged with other removable portions of different color, or

containing different logos, pictures, or symbols.

[0083] The display 930 may be any of a variety of displays, including a flat-panel
display, such as plasma, organic light-emitting diode (OLED) or liquid crystal display (LCD),
or a non-flat-panel display, such as a cathode ray tube (CRT) or other tube device. In
addition, the display 930 may include an interferometric modulator (IMOD)-based display or

a micro-shutter based display.

[0084] The components of one example of the display device 900 are schematically
illustrated in Figure 16B. Here, the display device 900 may include a housing 941 and may
include additional components at least partially enclosed therein. For example, the display
device 900 may include a network interface 927 with one or more antennas 943 which may
be coupled to one or more transceivers 947. The network interface 927 may be a source for
image information that may be displayed on the display device 900. Accordingly, the
network interface 927 is one example of an image source module, but the processor 921 and
the input device 948 also may serve as an image source module. The transceiver 947 may be
connected to a processor 921, which may be connected to conditioning hardware 952. The
conditioning hardware 952 may be capable of conditioning a signal (such as applying a filter
or otherwise manipulating a signal). The conditioning hardware 952 may be connected to a
speaker 945 and a microphone 946. The processor 921 also may be connected to an input
device 948 and a driver controller 929. The driver controller 929 may be coupled to a frame
buffer 928, and to an array driver 922, which in turn may be coupled to a display array 930.

One or more elements in the display device 900, including elements not specifically depicted
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in Figure 16B, may be capable of functioning as a memory device and be capable of
communicating with the processor 921 or other components of a control system. In some
implementations, a power supply 950 may provide power to substantially all components in

the particular display device 900 design.

[0085] In this example, the display device 900 may include a touch and/or fingerprint
controller 977. The touch and/or fingerprint controller 977 may, for example, be a part of an
ultrasonic sensor system 700 such as that described above. Accordingly, in some
implementations the touch and/or fingerprint controller 977 (and/or other components of the
ultrasonic sensor system 700) may include one or more memory devices. In some
implementations, the ultrasonic sensor system 700 also may include components such as the
processor 921, the array driver 922 and/or the driver controller 929 shown in Figure 16B.
The touch and/or fingerprint controller 977 may be capable of communicating with the
ultrasonic sensor system 700, e.g., via routing wires, and may be capable of controlling the
ultrasonic sensor system 700. The touch and/or fingerprint controller 977 may be capable of
determining a location and/or movement of one or more objects, such as fingers, on or
proximate the ultrasonic sensor system 700. In some implementations, the processor 921 (or
another part of the ultrasonic sensor system 700) may be capable of providing some or all of
the functionality of the touch and/or fingerprint controller 977, the ultrasonic sensor system

700 and/or the sensor controller 704 as described above.

[0086] The touch and/or fingerprint controller 977 (and/or another element of the
ultrasonic sensor system 700) may be capable of providing input for controlling the display
device 900 according to one or more touch locations. In some implementations, the touch
and/or fingerprint controller 977 may be capable of determining movements of one or more
touch locations and providing input for controlling the display device 900 according to the
movements. Alternatively, or additionally, the touch and/or fingerprint controller 977 may be
capable of determining locations and/or movements of objects that are proximate the display
device 900. Accordingly, the touch and/or fingerprint controller 977 may be capable of
detecting finger or stylus movements, hand gestures, etc., even if no contact is made with the

display device 900. The touch and/or fingerprint controller 977 may be capable of providing
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input for controlling the display device 900 according to such detected movements and/or

gestures.

[0087] As described elsewhere herein, the touch and/or fingerprint controller 977 (or
another element of the ultrasonic sensor system 700) may be capable of providing one or
more fingerprint detection operational modes. Accordingly, in some implementations the
touch and/or fingerprint controller 977 (or another element of the ultrasonic sensor system
700) may be capable of producing fingerprint images. In some implementations, such as
when an ultrasonic sensor array 702 of the ultrasonic sensor system 700 is physically
separated from the visual display 930, the controller for the ultrasonic sensor system 700 may

be separate from and operate largely independent of the touch controller.

[0088] In some implementations, the ultrasonic sensor system 700 may include an
ultrasonic receiver 730 and/or an ultrasonic transmitter 710 such as described elsewhere
herein. According to some such implementations, the touch and/or fingerprint controller 977
(or another element of the ultrasonic sensor system 700) may be capable of receiving input
from the ultrasonic receiver 730 and powering on or “waking up” the ultrasonic transmitter

710 and/or another component of the display device 900.

[0089] The network interface 927 may include the antenna 943 and the transceiver
947 so that the display device 900 may communicate with one or more devices over a
network. The network interface 927 also may have some processing capabilities to relieve,
for example, data processing requirements of the processor 921. The antenna 943 may
transmit and receive signals. In some implementations, the antenna 943 transmits and
receives RF signals according to the IEEE 16.11 standard, including IEEE 16.11(a), (b), or
(g), or the IEEE 802.11 standard, including IEEE 802.11a, b, g, n, ac, ad, and further
implementations thereof. In some implementations, the antenna 943 may transmit and
receive RF signals according to the Bluetooth® standard. In the case of a cellular telephone,
the antenna 943 may be designed to receive code division multiple access (CDMA),
frequency division multiple access (FDMA), time division multiple access (TDMA), Global
System for Mobile communications (GSM), GSM/General Packet Radio Service (GPRS),
Enhanced Data GSM Environment (EDGE), Terrestrial Trunked Radio (TETRA), Wideband-
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CDMA (W-CDMA), Evolution Data Optimized (EV-DO), IXEV-DO, EV-DO Rev A, EV-
DO Rev B, High Speed Packet Access (HSPA), High Speed Downlink Packet Access
(HSDPA), High Speed Uplink Packet Access (HSUPA), Evolved High Speed Packet Access
(HSPA+), Long Term Evolution (LTE), AMPS, or other known signals that are used to
communicate within a wireless network, such as a system utilizing 3G, 4G or 5G technology.
The transceiver 947 may pre-process the signals received from the antenna 943 so that they
may be received by and further manipulated by the processor 921. The transceiver 947 also
may process signals received from the processor 921 so that they may be transmitted from the

display device 900 via the antenna 943.

[0090] In some implementations, the transceiver 947 may be replaced by a receiver.
In addition, in some implementations, the network interface 927 may be replaced by an image
source, which may store or generate image information to be sent to the processor 921. The
processor 921 may control the overall operation of the display device 900. The processor 921
may receive data, such as compressed image information from the network interface 927 or
an image source, and process the data into raw image information or into a format that may
be readily processed into raw image information. The processor 921 may send the processed
data to the driver controller 929 or to the frame buffer 928 for storage. Raw data typically
refers to the information that identifies the image characteristics at each location within an
image. For example, such image characteristics may include color, saturation and gray-scale

level.

[0091] The processor 921 may include a microcontroller, CPU, or logic unit to
control operation of the display device 900. The conditioning hardware 952 may include
amplifiers and filters for transmitting signals to the speaker 945, and for receiving signals
from the microphone 946. The conditioning hardware 952 may be discrete components
within the display device 900, or may be incorporated within the processor 921 or other

components.

[0092] The driver controller 929 may take the raw image information generated by
the processor 921 either directly from the processor 921 or from the frame buffer 928 and

may re-format the raw image information appropriately for high speed transmission to the
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array driver 922. In some implementations, the driver controller 929 may re-format the raw
image information into a data flow having a raster-like format, such that it has a time order
suitable for scanning across the display array 930. The driver controller 929 may send the
formatted information to the array driver 922. Although a driver controller 929, such as an
LCD controller, is often associated with the system processor 921 as a stand-alone integrated
circuit (IC), such controllers may be implemented in many ways. For example, controllers
may be embedded in the processor 921 as hardware, embedded in the processor 921 as

software, or fully integrated in hardware with the array driver 922.

[0093] The array driver 922 may receive the formatted information from the driver
controller 929 and may re-format the video data into a parallel set of waveforms that are
applied many times per second to the hundreds, and sometimes thousands (or more), of leads

coming from the display’s x-y matrix of display elements.

[0094] In some implementations, the driver controller 929, the array driver 922, and
the display array 930 are appropriate for any of the types of displays described herein. For
example, the driver controller 929 may be a conventional display controller or a bi-stable
display controller (such as an IMOD display element controller). Additionally, the array
driver 922 may be a conventional driver or a bi-stable display driver. Moreover, the display
array 930 may be a conventional display array or a bi-stable display. In some
implementations, the driver controller 929 may be integrated with the array driver 922. Such
an implementation may be useful in highly integrated systems, for example, mobile phones,

portable electronic devices, watches or small-area displays.

[0095] In some implementations, the input device 948 may be capable of allowing,
for example, a user to control the operation of the display device 900. The input device 948
may include a keypad, such as a QWERTY keyboard or a telephone keypad, a button, a
switch, a rocker, a touch-sensitive screen, a touch-sensitive screen integrated with the display
array 930, a pressure- or heat-sensitive membrane, an ultrasonic fingerprint sensor, an
ultrasonic touchpad, or an ultrasonic touchscreen. The microphone 946 may be capable of

functioning as an input device for the display device 900. In some implementations, voice
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commands through the microphone 946 may be used for controlling operations of the display

device 900.

[0096] The power supply 950 may include a variety of energy storage devices. For
example, the power supply 950 may be a rechargeable battery, such as a nickel-cadmium
battery or a lithium-ion battery. In implementations using a rechargeable battery, the
rechargeable battery may be chargeable using power coming from, for example, a wall socket
or a photovoltaic device or array. Alternatively, the rechargeable battery may be wirelessly
chargeable. The power supply 950 also may be a renewable energy source, a capacitor, or a
solar cell, including a plastic solar cell or solar-cell paint. The power supply 950 also may be

capable of receiving power from a wall outlet.

[0097] In some implementations, control programmability may reside in the driver
controller 929, which may be located in several places in the electronic display system. In
some implementations, control programmability may reside in the array driver 922. The
above-described optimization may be implemented in any number of hardware and/or

software components and in various configurations.

[0098] The various illustrative logics, logical blocks, modules, circuits and algorithm
processes described in connection with the implementations disclosed herein may be
implemented as electronic hardware, computer software, or combinations of both. The
interchangeability of hardware and software has been described generally, in terms of
functionality, and illustrated in the various illustrative components, blocks, modules, circuits
and processes described above. Whether such functionality is implemented in hardware or
software depends upon the particular application and design constraints imposed on the

overall system.

[0099] The hardware and data processing apparatus used to implement the various
illustrative logics, logical blocks, modules and circuits described in connection with the
aspects disclosed herein may be implemented or performed with a general purpose single- or
multi-chip processor, a digital signal processor (DSP), an application specific integrated

circuit (ASIC), a field programmable gate array (FPGA) or other programmable logic device,
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discrete gate or transistor logic, discrete hardware components, or any combination thereof
designed to perform the functions described herein. A general purpose processor may be a
microprocessor, or, any conventional processor, controller, microcontroller, or state machine.
A processor also may be implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of microprocessors, one or more
microprocessors in conjunction with a DSP core, or any other such configuration. In some
implementations, particular processes and methods may be performed by circuitry that is

specific to a given function.

[00100] In one or more aspects, the functions described may be implemented in
hardware, digital electronic circuitry, computer software, firmware, including the structures
disclosed in this specification and their structural equivalents thereof, or in any combination
thereof. Implementations of the subject matter described in this specification also may be
implemented as one or more computer programs, i.e., one or more modules of computer
program instructions, encoded on a computer storage media for execution by, or to control

the operation of, data processing apparatus.

[00101] If implemented in software, the functions may be stored on or transmitted over
as one or more instructions or code on a computer-readable medium, such as a non-transitory
medium. The processes of a method or algorithm disclosed herein may be implemented in a
processor-executable software module which may reside on a computer-readable medium.
Computer-readable media include both computer storage media and communication media
including any medium that may be enabled to transfer a computer program from one place to
another. Storage media may be any available media that may be accessed by a computer. By
way of example, and not limitation, non-transitory media may include RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium that may be used to store desired program code in the
form of instructions or data structures and that may be accessed by a computer. Also, any
connection may be properly termed a computer-readable medium. Disk and disc, as used
herein, includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD),

floppy disk, and blu-ray disc where disks usually reproduce data magnetically, while discs



10

WO 2016/037078 PCT/US2015/048583
37

reproduce data optically with lasers. Combinations of the above should also be included
within the scope of computer-readable media. Additionally, the operations of a method or
algorithm may reside as one or any combination or set of codes and instructions on a machine
readable medium and computer-readable medium, which may be incorporated into a

computer program product.

[00102] Although the present disclosure has been described with respect to one or
more particular implementations, it will be understood that other implementations of the
present disclosure may be made without departing from the spirit and scope of the present
disclosure. Hence, the present disclosure is deemed limited only by the appended claims and

the reasonable interpretation thereof.
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What is claimed is:

I. A method of determining whether a biometric object is part of a live individual,
comprising:
acquiring image information from the biometric object using a sensor; and
analyzing the image information in at least two analysis stages, wherein one of the
analysis stages is a temporal analysis stage that analyzes changes in the image
information obtained during a time period throughout which the biometric object was

continuously available to the sensor.

2. The method of claim 1, wherein the temporal analysis stage determines whether changes in

the image information are similar to changes consistent with a live object.

3. The method of claim 2, wherein the temporal analysis stage determines whether a feature

of the biometric object changed during the time period.

4. The method of claim 3, wherein the feature is selected from the group consisting of a pore

opening size, a pore depth, a ridge pattern, and a texture.

5. The method of claim 1, wherein:
(a) the temporal analysis stage determines whether changes in the image information
are similar to changes consistent with a live object; and
(b) the other of the analysis stages analyzes the image information to determine whether

the biometric object is three-dimensional.

6. The method of claim 5, wherein determining whether the biometric object is three-

dimensional includes determining whether patterns of the biometric object are uniform.

7. The method of claim 6, wherein a Sobel filter is used to determine whether patterns of the

biometric object are uniform.
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8. The method of claim 5, further comprising concluding that the biometric object is part of a
live individual if:
(i) the temporal analysis stage indicates changes in the image information are similar to
changes consistent with a live object; and

(ii) the other of the analysis stages indicates that the object is three-dimensional.

9. The method of claim 1, wherein:
(a) the temporal analysis stage determines whether changes in the image information
are similar to changes consistent with a live object; and
(b) the other of the analysis stages analyzes the image information to determine whether

pattern types in the image information are among predetermined pattern types.

10. The method of claim 9, wherein determining whether pattern types in the image
information are among predetermined pattern types includes identifying pattern
classifications presented in the image information, and then determining whether the pattern

classifications are among predetermined pattern classifications.

11. The method of claim 10, wherein identifying pattern classifications includes identifying

whether patterns of the biometric object exhibit ridge flow.

12. The method of claim 9, further comprising concluding that the biometric object is part of
a live individual if:
(i) the temporal analysis stage indicates changes in the image information are similar to
changes consistent with a live object; and
(i) the other of the analysis stages indicates that the pattern types in the image

information are among predetermined pattern types.

13. The method of claim 1, wherein:
(a) the temporal analysis stage determines whether changes in the image information

are similar to changes consistent with a live object; and
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(b) the other of the analysis stages analyzes the image information to determine whether

the biometric object is manufactured.

14. The method of claim 13, wherein determining whether the biometric object is

manufactured includes determining whether the biometric object is comprised of layers.

15. The method of claim 14, wherein the sensor is an ultrasonic sensor and a range gate of the

sensor is adjusted to determine whether the biometric object is comprised of layers.

16. The method of claim 15, wherein the sensor detects a plurality of ultrasonic frequencies

to determine whether the biometric object is comprised of layers.

17. The method of claim 13, wherein determining whether the object is manufactured

includes assessing image quality of the image information.

18. The method of claim 13, further comprising concluding that the biometric object is part of
a live individual if:
(i) the temporal analysis stage indicates changes in the image information are similar to
changes consistent with a live object; and
(i) the other of the analysis stages indicates that the biometric object is not

manufactured.

19. The method of claim 1, wherein image information is acquired by an ultrasonic sensor,

the ultrasonic sensor having a platen on which the biometric object is placed.

20. The method of claim 1, further comprising providing a liveness output signal based on the

analyzed image information.

21. A system for determining whether a biometric object is part of a live individual,
comprising:

means for acquiring image information (“MFA”) from the biometric object;
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means for analyzing the image information to:
(a) determine whether the biometric object is three-dimensional;
(b) determine whether pattern types in the image information are among
predetermined pattern types;
(c) determine whether the biometric object is manufactured; and
(d) select a time period throughout which the biometric object was continuously
available to the MFA, and determine whether the image information
changed during the time period in a manner that is consistent with a live
object; and
means for concluding that the biometric object is part of a live individual if:
(i) the biometric object is determined to be three-dimensional; and
(ii) the pattern types in the image information are among predetermined pattern
types; and
(iii) the biometric object is determined to be not manufactured; and
(iv) the biometric object is determined to behave in a manner that is consistent

with a live object.

22. The system of claim 21, wherein the means for analyzing the image information
determines whether the biometric object is three-dimensional and whether patterns of the

biometric object are uniform.

23. The method of claim 21, wherein the means for analyzing the image information
determines whether the biometric object is manufactured by determining whether the

biometric object is comprised of layers.

24. A non-transitory computer readable medium storing computer executable code, the
executable code comprising instructions to:

acquire image information from a biometric object using a sensor; and

analyze the image information in at least two analysis stages, wherein one of the analysis

stages is a temporal analysis stage that analyzes changes in the image information
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obtained during a time period throughout which the biometric object was

continuously available to the sensor.

25. The medium of claim 24, wherein the executable code comprises instructions to:
(a) determine whether changes in the image information are similar to changes
consistent with a live object in the temporal analysis stage; and
(b) analyze the image information to determine whether the biometric object is three-

dimensional in the other of the analysis stages.

26. The medium of claim 24, wherein the executable code comprises instructions to conclude
that the biometric object is part of a live individual if:
(i) the temporal analysis stage indicates that changes in the image information are
similar to changes consistent with a live object; and
(i) the other of the analysis stages indicates that the pattern types in the image

information are among predetermined pattern types.

27. A system for determining whether a biometric object is part of a live individual,
comprising:
a sensor configured to acquire image information from the biometric object;
a processor configured to analyze the image information in at least two analysis stages,
wherein one of the analysis stages is a temporal analysis stage that analyzes changes
in the image information acquired during a time period throughout which the

biometric object was continuously available to the sensor.

28. The system of claim 27, wherein the sensor is an ultrasonic sensor and a range gate of the

sensor is adjustable.

29. The system of claim 28, wherein the processor is further configured to adjust the range

gate of the sensor to determine whether the biometric object is comprised of layers.
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30. The system of claim 28, wherein the ultrasonic sensor is configured to detect a plurality

of ultrasonic frequencies.
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