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Description

[0001] The present invention generally relates to an
access control system and a method for using said sys-
tem. In particular, the present invention relates to locking
system and a corresponding method for controlling and
customizing access of a mobile key to a lock. More par-
ticularly, the invention provides an easy, convenient and
still safe system and method which allows an adminis-
trator to control and customize a mobile phone which
comprises an NFC (Near Field Communication) device,
as a mobile key for one a plurality of locks of a locking
system. The method and system according to the present
invention, however, is not limited on access control sys-
tems for locks but can be used for any kind of access
control systems.

BACKGROUND OF THE INVENTION

[0002] Locking systems with a plurality of electronic
locks and a plurality of electronic keys are known in the
art. In particular, itis well known that transponders (active
or passive) or RFID cards can be used as portable elec-
tronic keys (in the following also called credentials),
which provide a plurality of advantages over pure me-
chanical locking systems with mechanical keys and me-
chanical locks. In these known electronic locking sys-
tems, the electronic keys and/or the electronic locks may
be programmed individually, which allows to provide very
flexible locking plans. For instance, each hotel guest or
employee has its own electronic key, which can be indi-
vidually programmed for unlocking a particular lock or a
plurality of locks during a specific period of time.

[0003] In order to program the electronic key, e.g., the
RFID card, locally coupling to a card reader/writer of an
administratoris required. Furthermore, in order to provide
a more flexible electronic locking system it is further pre-
ferred to interconnect the electronic locks of the locking
system and/or to connect these electronic locks to a lock-
ing system management, e.g. a central computer with
appropriate software which allows the administrator to
program the electronic key(s) and/orthe individual lock(s)
individually. A drawback of such known locking systems
is, however, that the electronic key has to be connected
physically to the card reader of the administrator for pro-
gramming or re-programming. Moreover, the electronic
locks have to be connected to the locking system man-
agement to allow individual programming of the locks.
Such an connection between the locking system man-
agement and the electronic locks typically requires com-
plex wiring or sophisticated wireless networks.

[0004] Document US 2010/306549 A1 describes a
system and a method for managing access to RFID lock-
ing units using mobile devices equipped with NFC mod-
ules. The mobile devices can function as keys to control
the locking units by emulating RFID cards.

[0005] Itis an object of the presentinvention to provide
a locking system with a plurality of locks and a plurality
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of portable electronic keys, wherein at least some of the
electronic keys are mobile phones. The presentinvention
further relates to a corresponding method for adminis-
trating the locking system according to the present in-
vention.

[0006] The object of the invention is achieved by the
features of theindependentclaims. Further preferred em-
bodiments of the invention are defined by the dependent
claims.

SUMMARY OF THE INVENTION

[0007] A locking system according to the present in-
vention comprises at least one electronic lock, preferably
a plurality of electronic locks and at least one portable
electronic key, preferably a plurality of electronic keys.
The system further comprises a locking system manage-
ment (also called Locking-System-Management; LSM in
the following) which allows controlling and administrating
access of individual or groups of electronic keys to indi-
vidual or groups of electronic locks.

[0008] For instance a locking system according to the
present invention a may be based on a digital locking
and access control system (see e.g. System 3060 from
SimonsVoss) which is an electronic version of a mechan-
ical locking system which provides all the functions of a
classical access control system. Electronic transponders
(electronic keys) may be used instead of mechanical
keys, along with electronic locks, such as digital locking
cylinders. Radio communication between the electronic
locks and the electronic keys takes the place of a key
turning in a lock. Data is preferably transferred from the
transponder to the locking cylinders or SmartRelays in-
ductively at a frequency range of 25 kHz. The typical
reading distance up to 40 cm for the locking cylinder and
up to 120 cm for the SmartRelays may be provided. Using
intelligent relays (SmartRelays), electronic switches can
be activated depending on the transponder authorisa-
tion. For instance, the locking cylinders can be directly
networked, e.g., on the basis of a 868 MHz frequency
network. Furthermore, instead of using active transpond-
er, MIFARE® Classic and MIFARE® DESFire RFID cards
may be used as electronic keys. Using the Locking-Sys-
tem-Management (LSM) allows to define locking plans
and allocate individual access rights. Access manage-
ment and building automation are preferably managed
by the Locking-System-Management-Software, which
preferably works centrally from a single location. This
basis system provides the advantage to organize one or
even a plurality of locking systems and subsystems an-
ywhere in the world.

[0009] The locking system according to the presentin-
vention is preferably a further advancement of the above
discussed locking system. In particular, the present in-
vention provides the further advantage that access man-
agement of electronic locks, which are not connected via
a network to the LSM, can still be flexibly and individually
managed by using mobile phones (also labeled cell
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phones throughout the present application) as electronic
keys, wherein said mobile phones are connectable to the
LSM via the cellular network (mobile network; mobile
communication network) of the mobile network operators
(mobile phone providers). According to a further pre-
ferred embodiment, mobile phones with NFC (Near Field
Communication) devices are used as mobile electronic
keys.

[0010] In the following some essential technologies
which are useful for the understanding of the present
invention will be discussed in more detail.

[0011] Transponders, in particular passive transpond-
ers, are well known in the art to be used in electronic
access control devices. For instance, RFID (Radio Fre-
quency IDentification) is an automatic identification
method relying on storing and remotely retrieving data
using devices called RFID tags or transponders. An RFID
tag is typically a small object that can be attached to or
incorporated into a product. RFID tags contain silicon
chips to enable them to receive and respond to queries
froman RFID reader/writer. Inan RFID system, the power
supply to the transponder and the data exchange be-
tween the transponder and a reader is achieved without
the use of galvanic contacts, using instead magnetic or
electromagnetic fields. An RFID system is always made
up of two components, the transponder/RFID tag and the
reader.

[0012] NFC (Near Field Communication) is a short-
range wireless connectivity technology standard de-
signed for intuitive, simple, and safe communication be-
tween electronic devices (usually mobile phones com-
municating with RFID readers or RDID tags). NFC com-
munication is enabled by bringing two NFC-compatible
devices within a few centimeters of one another. This
"context of proximity" is basis for many new NFC-based
applications, e.g.: contactless transactions such as pay-
ment, transit ticketing, simple and fast data transfers in-
cluding electronic business cards and access to online
digital content or access control to locking systems. NFC
is a standards-based technology thatenables simple and
safe two-way interactions between electronic devices,
allowing consumers to perform contactless transactions,
access digital content, and connect electronic devices
with a single touch.

[0013] NFCis notan RFID system, but a wireless data
interface between devices, similar to infrared or Blue-
tooth. In contrast to NFC, Bluetooth wireless technology
was designed to replace cables between cell phones,
laptops, and other computing and communication devic-
es within a 10-meterrange. NFC, however, provides sev-
eral features with are of interest in relation to RFID sys-
tems. For instance, data transmission between two NFC
interfaces uses high-frequency magnetic alternating
fields in the frequency range of 13.56 MHz. NFC is com-
patible with existing RFID standards and makes it pos-
sible both to read transponders and to emulate trans-
ponders, i.e., to behave like transponders. Thus, an NFC
interface has a 13.56 MHz transmitter and a 13.56 MHz
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receiver that are alternately connected to an antenna.
[0014] NFC devices are active devices and are unique
in that they can change their mode of operation to be in
(i) reader/writer mode, (ii) peer-to-peer mode, or (iii) card
emulation mode. The different operating modes are
based on the ISO/IEC 18092 NFC IP-1 and ISO/IEC
14443 contactless smart card standards.

[0015] On the other hand, an NFC tag is typically a
passive device (for example, integrated in a smart poster)
that stores data that can be read by an NFC-enabled
device. In the following, the terms "NFC card" and "NFC
tag" will be used synonymously. Typically, a "NFC card"
and "NFC tag" are technically the same, however, con-
tactless cards used in ticketing and payment often in-
clude additional technology to store secure data. In read-
er/writer mode, the NFC device is capable of reading
NFC tag types, such as in the scenario of reading an
NFC Smart Poster tag. In Peer-to-Peer (P2P) mode, two
NFC devices can exchange data. For example, a user
can share Bluetooth or WiFi link set up parameters or a
user can exchange data such as virtual business cards
or digital photos.

[0016] In card emulation mode, the NFC device ap-
pears to an external reader much the same as a tradi-
tional contactless smart card (RFID card). This enables
contactless payments and ticketing by NFC devices with-
out changing the existing infrastructure. This mode is se-
cure and supported by a contactless communication API.
In particular, in card emulation mode, a secure element
on the device communicates and transacts with an ex-
ternal reader over RFID hardware. The internal security
elementinteracts with an external reader. The application
is notified when the external reader has been detected,
and, if needed, the application communicates with the
secure element, using the contactless communication
API connection interface.

[0017] Preferredembodiments ofthe presentinvention
may be characterized as follows.

[0018] Accordingtoafirstaspect, the presentinvention
relates to a locking system for managing access of an
electronic key to an electronic lock according to claim 1.
The system comprises at least one electronic lock which
may be unlocked by means of a transponder, preferably
by means of an active and/or passive transponder. Ac-
cording to a preferred embodiment, the electronic lock is
adapted to be unlocked by an RFID card, e.g., a MI-
FARE® Classic and/or a MIFARE® DESFire RFID card.
The invention is further characterized by providing at
least one mobile phone with a NFC device. The NFC
device may be integrated in the mobile phone or provided
as an additional external device, e.g., as a NFC card or
NFC sticker with is attached to the mobile phone. For
instance the external NFC device may work as a Near
Field Communication (NFC)/Radio Frequency Identifica-
tion (RFID) Reader. The NFC device preferably compris-
es an embedded smart-chip.

[0019] The mobile phone is further adapted to install a
mobile key application such that the mobile phone can
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be used as electronic key for the electronic lock. More-
over, a locking system management (LSM) is provided
for managing the access of the mobile phone (preferably
also for managing additional active and/or passive trans-
ponder and/or RFID cards) to the electronic lock by
means of individual key data sets. In particular, it is pre-
ferred that each electronic key comprises its own individ-
ual key data set. An OTA key server is further provided
for storing and distrusting encrypted key data sets,
wherein said locking system management (LSM) is
adapted to encrypt the key data set in a secure environ-
ment of the LSM and to push said encrypted key data
set to the OTA (over the air) key server. The secure en-
vironment of the LSM may be provided by firewalls which
filter the data traffic to and from the LSM. According to
the presentinvention, however, it is further preferred that
the OTA server can not download key data sets and pref-
erably also no other data from the LSM. In other words,
it is preferred that the key data sets and preferably also
any kind of data is actively pushed (sent) from the LSM
to the OTA key server. Still in other words, to enhance
security the LSM controls actively which data may be
transmitted to the OTA key server.

[0020] The mobile phone is adapted to download, by
means of the installed mobile key application, the appro-
priate/dedicated encrypted key data set from the OTA
key server via the cellular mobile network and to decrypt
the downloaded (encrypted) key data set and to store
said decrypted key data set in a secure element of the
NFC device. Instead of actively downloading the encrypt-
ed key data set from the OTA key server it may addition-
ally or alternatively be possible to push the encrypted key
data set from the OTA key server to the mobile phone.
[0021] The NFC device is further adapted to switch in
a card emulation mode and to transmit the key data set
during said card emulation mode to the electronic lock
for unlocking. Thus, the NFC device behaves in the card
emulation mode like an RFID card, e.g., a MIFARE® Clas-
sic and MIFARE® DESFire RFID card, such that there is
no reconfiguration necessary for already installed locks.
In other words, the electronic locks, which are adapted
to be unlocked by a RFID card (MIFARE® Classic and
MIFARE® DESFire RFID card), may be unlocked with
the above described adapted mobile phone.

[0022] The encryption on the locking system manage-
ment and the corresponding decryption on the mobile
phone and/or NFC device is preferably achieved by an
initial setup of the locking system management and the
mobile phone. Preferably, the LSM and the mobile phone
negotiate at least one secret key, e.g., a secret key for
symmetric encryption and/or at least a pair of keys for
asymmetric encryption. Such an initial negotiationis pref-
erably done in a secure environment, e.g., by connecting
the mobile phone and/or the NFC device to the LSM via
cable or a local read/write device.

[0023] Itis preferred that a universal mobile key appli-
cation may be used for all mobile phones. However, it
may be necessary to adapt this mobile key application
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to the operating system of the mobile phone. The indi-
viduality of the electronic key is preferably based on the
individual key data set, not on the basis of the basis ap-
plication. Accordingly, the mobile key application may be
distributed via classical data storage medium or may be
provided on a server which allows a user to download
the application. Preferably, and most conveniently, the
mobile key application is provided in an app store, where-
in the mobile phone is preferably adapted to download
the mobile key application from the app store.

[0024] The locking system management is preferably
adapted to manage key data sets for active transponders
and/or passive transponder and mobile phones. Accord-
ing to a preferred embodiment, a locking system man-
agement may be used for managing a plurality of elec-
tronic locks and electronic cylinders. Thus, an advantage
of the present invention is based on a flexible locking
system management, which can manage a plurality of
different electronic keys. For instance, only a subset of
electronic keys - which are managed in the locking sys-
tem management - are defined as electronic keys on the
basis of mobile phones. To keep the mobile phones up
to date, it may be preferably to automatically updated key
data sets on the OTA server whenever the administrator
chooses to change access authorizations of any of these
electronic keys (based on the mobile phone).

[0025] According to a second aspect, the present in-
vention also relates to a corresponding method for man-
aging access of an electronic key to an electronic lock
according to claim 5.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] Various features of the embodiments of the
present invention can be more fully appreciated, as the
same become better understood with reference to the
following detailed description of the embodiments when
considered in connection with the accompanying figures,
in which:

Fig. 1 shows a traditional locking system with me-
chanical keys;

Fig.2  shows key distribution system in accordance to
a locking system of the present invention; and

Fig.3 shows a locking system according to the

present invention in more detail.
DETAILED DESCRIPTION OF EMBODIMENTS

[0027] Figure 1 shows a traditional locking system with
centrally stored mechanical keys. For instance, a nursing
service or a company providing field maintenance stores
a plurality of mechanical keys for several locations 1002
in a central key depot 1101. An employee of the nursing
service or field maintenance company is leaving his/her
home office 1001. Before he/she can unlock the door(s)
at the place of action 1002, the employee firstly travels
to the central office 1100 (see path "A"), gets the me-
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chanical key from the central key depot 1101 for the lock
at location 1002 and travels to location 1002 (see path
"B"). After finishing work the employee travels back to
the central office 1100 (see path "B") for depositing the
key at the central key depot 1101. Depositing the keys
at the central key depot 1101 ensured that misusage of
the key can be avoided or that other employees may use
the key at another day. Afterwards the employee travels
back to her home office 1001 (see path "A").

[0028] Figure 2 shows a locking system in accordance
with the present invention. Instead of mechanical locks,
at least one or a plurality of doors at location 102 are
provided with electronic locks which may be unlocked
with corresponding electronic keys. The electronic keys
may be provided as active and/or passive transponders.
Like mechanical keys, some electronic keys may be
stored ata key depot 1101. Moreover, the electronic keys
may be programmed individually at the central office by
means of a central Locking-System-Management (LSM),
which may be realized as software running on a compu-
ter. The administrator may program the individual elec-
tronic keys. For instance, an electronic key may be pro-
grammed to unlock a particular lock every Monday be-
tween 8 am and 6 pm. This provides the advantage that
an employee may keep the electronic key, such that a
detour via the central office may be avoided. However,
for programming the electronic key, the employee has to
go to the central office since programming is typically
achieved by connecting the electronic key to a card read-
er directly connected to the LSM.

[0029] Moreover, in case such a programmed elec-
tronickey is lost, there is still a potential risk every Monday
between 8 am and 6 pm that the lost key may be improp-
erly used. In order to avoid such a misusage, the lock at
the location 102 has to be reprogrammed. This may be
achieved either by integrating the lock in a network, such
that the lock may be programmed by the LSM. However,
if the lock is not accessible via a network from the LSM,
a portable device, e.g., a laptop or a handheld, may be
used to program the lock locally at location 102.

[0030] According to the present invention, such a re-
programming of the lock may be avoided by allowing in-
dividual remote control of electronic keys. According to
the present invention mobile phones (cellular phones),
preferably mobile phones with NFC means may be used
as electronic keys. By means of a key distribution service
200, a mobile phone 1 may be individually programmed
for unlocking particular electronic locks for a limited time,
thus making sure that employees will have to upload their
changing access authorizations on a regular basis. For
instance, by means of the key distribution service 200, a
mobile phone may be programmed every Monday via
the cellular network, to get access to specified locks at
location 102. In case the employee should notget access
to location 102, programming via the cellular mobile net-
work is abandoned.

[0031] Figure 3 shows a preferred embodiment of the
locking system according to the presentinventionin more
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detail.

[0032] Central part of the key distribution service 200
(see dotted line in Fig. 3) is the locking system manage-
ment (LSM) 201. The locking system management pref-
erably comprises at least one computer which allows in-
dividual management of all electronic keys, preferably
including active transponder, passive transponder and/or
mobile phones used as electronic keys according to the
presentinvention. The locking system management pref-
erably also allows that some or all of the locks which form
part of the locking system may be programmed individ-
ually. For instance, some of the locks may be connected
to the LSM via a network. Some of the locks may not be
connected to the LSM via a network. Programming such
locks, however, may be achieved by means of a portable
computer (laptop, handheld, smartphone, etc.), e.g., by
programming the locks locally using the portable com-
puter.

[0033] The LSM 201 may provide an access table or
access array which allows easy management of the in-
dividual locks and/or keys. Programming an RFID tag
may be achieved by transferring a (individual) "key data
set" from the LSM 201 to the RFID tag by means of an
RFID reader/writer, wherein the "key data set"represents
the access control data to an electronic lock, preferably
to a plurality of electronic locks of the locking system,
further preferred to all electronic locks of the locking sys-
tem.

[0034] According to the present invention, mobile
phones are preferably not re-programmed via a local
reader/writer, but preferably via the cellular mobile net-
work.

[0035] Firstly, preparing a mobile phone to operate as
a mobile key in accordance with the present invention, a
user downloads appropriate software on the mobile
phone 1. Preferably, this particular software, which ena-
bles a mobile phone to work within the locking system
according to the present invention, may be transferred
locally from the LSM or an other computer authorized by
the LSM. This software, also called "App", "app" (acro-
nym for "Application") or "mobile key application" may be
provided by an "app store".

[0036] The app store according to the present inven-
tion is a digital application distribution platform, particu-
larly for mobile phones. In particular, the app store allows
users to browse and download applications that were
developed for the mobile phone. Preferably, the applica-
tion (app) can be downloaded directly to a target device
(the mobile phone), or downloaded onto a computer and
afterwards transferred to the mobile phone. Accordingly,
a user may download the mobile key application (app)
from an app store as illustrated in step 01 of Fig. 3.
[0037] According to the present invention, it is pre-
ferred that the mobile phone as used as electronic key
comprises an NFC device, e.g., an NFC chip. The NFC
device further comprises a secure element. In particular,
the secure element may be embedded within the mobile
phone in a secure chip, in the SIM card and/or in an ex-
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ternal device, attached to the mobile phone. The key data
set, which represents or comprises data needed for un-
locking a particular lock, is preferably stored within said
secure element. Preferably, the key data set is generated
individually for each mobile phone 1. Accordingly, it is
preferred that each mobile phone stores a unique key
data setin the secure element. Since the secure element
of an NFC device is adapted to store sensible data se-
curely, a save mobile key is provided.

[0038] Accordingto the presentinvention, said key da-
ta set is preferably transferred from the Locking System
Management 201 via an OTA (Over The Air) key server
202, to the mobile phone 1 as follows. Firstly, the key
data set with the individual access codes is generated at
the LSM 201. Since the LSM 201 may bee seen as the
"heart" of the system, remote access to the LSM from
outside should be avoided. According to the present in-
vention, the key data set is encrypted (cryptographically
secured) at the LSM by means of a secure key. The en-
crypted key data set is pushed from the LSM 201 to the
OTA key server 202 (see step/arrow 02 in Fig. 3). Pref-
erably, the LSM 201 and the OTA key server 201 are
connected via TCP/IP, further preferred via the Internet.
To enhance security, the key data set is pushed only in
the direction from the LSM to the OTA. In other words, it
is preferably not possible to download the key data set
from the LSM. Still in other words, pushing the key data
setrepresents a one way direction of sensible data which
ensures that manipulation of the LSM from outside is
impossible. The LSM 201 may be designed such that the
administrator actively controls, e.g., by pressing a button,
when anew key data setis pushed to the OTA key server.
The LSM 201 may additionally or alternatively designed
that any amendment of access control relating to a cor-
responding mobile phone may result in an automatic
push of the corresponding amended key data set to the
OTA key server. Further preferred, amended key data
set(s) may be regularly or according to an underlying
timing plan pushed to the OTA key server. Itis, however,
preferred that only encrypted key data sets are pushed
and subsequently stored on the OTA key server. The
OTA key server 201 is preferably provided as a trusted
service manager (TSM). Such trusted service managers
are typically very save. However, remote access to such
OTA server can not be totally avoided such that attacker
may hack in worst case the OTAkey server and download
the stored key data sets. However, since only encrypted
key data sets are stored, even hacking the OTA server
does not provide a safety problem for the locking system
according to the present invention.

[0039] The user may then download the encrypted key
data set from the OTA key server 201 by means of the
mobile key application (the app) already installed on
his/her mobile phone 1 (see step 03 in Fig. 3). In other
words, the mobile phone network may be used for con-
trolling/managing mobile phones as electronic keys. This
provides further advantages over the traditional locking
systems which typically suggest connecting the locks via
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a network for controlling/managing the locks of the lock-
ing system with the LSM. Accordingly, the system of the
present invention provides further flexibility, especially
for locks with are not (logically) connected to the LSM.
For instance, a lock may be provided as "hermit lock"
anywhere. Access to said lock may still be individually
and flexibly managed due to the connection of the LSM
to the mobile phone 1 via the cellular network.

[0040] The mobile key application on the mobile phone
1is adapted to decrypt (decipher) the encrypted key data
set on the mobile phone in a secure manner. Preferably,
the LSM 201 and the mobile key application on the mobile
phone 1 both know the preferably individual secure key
for encrypting and/or decrypting the key data set. For
instance, once the mobile key application has been in-
stalled at the mobile phone, the mobile phone may be
physically coupled to the LSM to generate an encrypting
and/or decrypting key which is only known by the LSM
and the mobile key application on the mobile phone. The
encryption/decryption on the LSM/mobile phone may be
based on a symmetric key or on the basis of asymmetric
keys. This design ensures that solely the mobile key ap-
plication knowing the secure key may decrypt the en-
crypted key which is distributed via the OTA key server.
After decrypting the key data set, the key data set is
stored in the secure element of the NFC device. Thus,
since the secure element of the NFC device is safe
against manipulation from outside, security of the locking
system according to the presentinvention is guaranteed.
[0041] A user may then use the NFC device with the
stored key data set for unlocking the door 2 (see step/ar-
row 04 in Fig. 3). The NFC device switches into card
emulation mode such that NFC device behaves like a
typical RFID device. Preferably, the NFC device behaves
like a well known MIFARE® card which transmits data
for unlocking the electronic lock 2 on the basis of the key
data set stored in the secure element on the mobile phone
1. This provides the advantage that legacy installed
locks, which are unlocked by means of MIFARE cards,
may be unlocked by traditional RFIC cards or by means
of mobile phones 1 which are customized according to
the present invention.

Claims

1. A locking system for managing access of an elec-
tronic key to an electronic lock, the system compris-

ing:

at least one electronic lock (2) which may be
unlocked by means of an RFID card;

at least one mobile phone (1) and an NFC de-
vice, wherein said mobile phone (1) is adapted
to install a mobile key application such that the
mobile phone can be used as electronic key for
the electronic lock (2), wherein said mobile key
application is provided at an appstore, wherein
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the mobile phone is adapted to download the
mobile key application from the appstore;

a locking system management (201) for man-
aging the access of the mobile phone (1) to the
electronic lock (2) by means of a key data set;

an OTA key server (202) for storing the encrypt-
ed key data sets, wherein said locking system
management (201)is adapted to encryptthe key
data set and to push said encrypted key data
set to the OTA key server (202);

wherein said mobile phone (1) is adapted to
download by means of the installed mobile key
application the appropriate encrypted key data
setfromthe OTA key server (202) via the cellular
mobile network and to decrypt the downloaded
key data set and to store said decrypted key
data set in a secure element of the NFC device,
wherein said NFC device is further adapted to
switch into card emulation mode and to transmit
the key data set during said card emulation
mode to the electronic lock for unlocking.

2. The system according to claim 1, wherein the NFC

device is

integrated in the mobile phone (1), preferably i)
directly embedded, ii) in a SIM card or iii) in a
micro memory card within the mobile phone (1);
or

attached as an external device to the mobile
phone (1), wherein said mobile phone is con-
nected via a wired connection or via Bluetooth
to said NFC device.

The system according to claim 1 or 2, wherein the
key data set is exclusively transmitted via a push
communication from the locking system manage-
ment to the OTA key server (202).

The system according to any of the preceding claims,
wherein the locking system management (201) and
the mobile phone (1) with the installed mobile key
application are adapted to be initialized by negotiat-
ing a secret key for symmetric encryption and/or a
pair of keys for asymmetric encryption, which is used
atthe locking system management (201) for encrypt-
ing the key data set and used by the mobile key ap-
plication to decrypt the downloaded key data set.

A method for managing access of an electronic key
to an electronic lock, preferably on the locking sys-
tem as claimed in the preceding claims, the method
comprising the steps:

providing at least one electronic lock (2) which
may be unlocked by means of a RFID card;

providing at least one mobile phone (1) and an
NFC device, downloading and installing a mo-

10

15

20

25

30

35

40

45

50

55

bile key application from an appstore on said
mobile phone (1) such that the mobile phone
can be used as electronic key for the electronic
lock (2);

providing a locking system management (201)
for managing the access of the mobile phone
(1) to the electronic lock (2) by means of a key
data set;

encrypting the key data set on said locking sys-
tem management (201) and pushing said en-
crypted key data setto an OTA key server (201);
storing the encrypted key data sets at the OTA
key server (201),

downloading by means of the installed mobile
key application the appropriate encrypted key
data set from the OTA key server (201) via the
cellular mobile network, decrypting the down-
loaded key data set and storing said decrypted
key data set in a secure element of the NFC
device, and

switching said NFC device into card emulation
mode and transmitting the encrypted key data
set during said card emulation mode to the elec-
tronic lock for unlocking.

6. The method according to claim 5, wherein the NFC

device is provided

a) integrated in the mobile phone (1), preferably
i) directly embedded, ii) in a SIM card or iii) in a
micro memory card within the mobile phone (1);
or

b) attached as an external device to the mobile
phone (1), wherein said mobile phone is con-
nected via a wired connection or with Bluetooth
to said NFC device.

The method according to claim 5 or 6, wherein the
key data set is exclusively transmitted via a push
communication from the locking system manage-
ment to the OTA key server (202).

The method according to any of the preceding meth-
od claims, wherein the locking system management
(201) and the mobile phone (1) with the installed mo-
bile key application are initialized by negotiating a
secret key for symmetric encryption and/or a pair of
keys for asymmetric encryption, which is used at the
locking system management (201) for encrypting the
key data set and used by the mobile key application
to decrypt the downloaded key data set.

Patentanspriiche

SchlieBsystem zum Verwalten des Zugangs eines
elektronischen Schliissels zu einem elektronischen
Schloss, wobei das System aufweist:
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mindestens ein elektronisches Schloss (2), das
mit Hilfe einer RFID-Karte aufgeschlossen wer-
den kann;

mindestens ein Mobiltelefon (1) und ein NFC-
Device, wobei das Mobiltelefon (1) geeignet ist,
eine Mobilschliissel-Applikation zu installieren,
so dass das Mobiltelefon als elektronischer
Schlussel fiir das elektronische Schloss (2) ver-
wendet werden kann, wobei die Mobilschlissel-
Applikation in einem App Store bereitgestellt
wird, wobei das Mobiltelefon geeignet ist, die
Mobilschlissel-Applikation aus dem App Store
herunterzuladen;

eine SchlieRsystem-Verwaltung (201) zum Ver-
walten des Zugangs des Mobiltelefons (1) zum
elektronischen Schloss (2) mit Hilfe eines
Schlisseldatensatzes;

einen OTA Key Server (202) zum Speichern der
verschlisselten Schlisseldatensatze, wobei
die SchlieBsystem-Verwaltung (201) geeignet
ist, den Schliisseldatensatz zu verschliisseln
und den verschlisselten Schlisseldatensatz
zum OTA Key Server (202) im Push-Betrieb zu
Ubermitteln;

wobei das Mobiltelefon (1) geeignet ist, mit Hilfe
der installierten Mobilschliissel-Applikation den
geeigneten verschlisselten Schliisseldaten-
satz vom OTA Key Server (202) Gber das Mo-
bilfunknetz herunterzuladen sowie den herun-
tergeladenen Schliisseldatensatz zu entschlis-
seln und den entschliisselten Schliisseldaten-
satz in einem sicheren Element des NFC-De-
vices zu speichern,

wobei das NFC-Device ferner geeignet ist, in
einen Karten-Emulationsmodus umzuschalten
und den Schlisseldatensatz wahrend des Kar-
ten-Emulationsmodus zum  elektronischen
Schloss zum AufschlieRen zu senden.

System nach Anspruch 1, wobei das NFC-Device in
das Mobiltelefon (1) integriert ist, vorzugsweise i) di-
rekt eingebettet, ii) auf einer SIM-Karte oder iii) auf
einer Mikrospeicherkarte im Mobiltelefon (1); oder
als externes Device am Mobiltelefon (1) angebracht
ist, wobei das Mobiltelefon Uber eine Drahtverbin-
dung oder Uber Bluetooth mit dem NFC-Device ver-
bunden ist.

System nach Anspruch 1 oder 2, wobei der Schlis-
seldatensatz ausschlieBlich Gber eine Push-Kom-
munikation von der SchlieRsystem-Verwaltung zum
OTA Key Server (202) gesendet wird.

System nach einem der vorstehenden Anspriiche,
wobei die Schliesystem-Verwaltung (201) und das
Mobiltelefon (1) mit der installierten Mobilschliissel-
Applikation geeignet sind, durch Aushandeln eines
Geheimschlissels zur symmetrischen Verschlisse-
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lung und/oder eines Schlisselpaars zur asymmetri-
schen Verschlisselung initialisiert zu werden, der in
der SchlieBsystem-Verwaltung (201) zum Ver-
schliisseln des Schlisseldatensatzes verwendet
wird und durch die Mobilschllissel-Applikation ver-
wendet wird, um den heruntergeladenen Schliissel-
datensatz zu entschliisseln.

Verfahren zum Verwalten des Zugangs eines elek-
tronischen Schlissels zu einem elektronischen
Schloss, vorzugsweise im Schlielsystem nach ei-
nem der vorstehenden Anspriiche, wobei das Ver-
fahren die Schritte aufweist:

Bereitstellen mindestens eines elektronischen
Schlosses (2), das mit Hilfe einer RFID-Karte
aufgeschlossen werden kann;

Bereitstellen mindestens eines Mobiltelefons
(1) und eines NFC-Devices,

Herunterladen und Installieren einer Mobil-
schllissel-Applikation aus einem App Store auf
dem Mobiltelefon (1), so dass das Mobiltelefon
als elektronischer Schlussel fir das elektroni-
sche Schloss (2) verwendet werden kann;
Bereitstellen einer SchlieRsystem-Verwaltung
(201) zum Verwalten des Zugangs des Mobilte-
lefons (1) zum elektronischen Schloss (2) mit
Hilfe eines Schllisseldatensatzes;
Verschlisseln des Schlisseldatensatzes in der
SchlieBsystem-Verwaltung (201) und im Push-
Betrieb erfolgendes Ubermitteln des verschliis-
selten Schlisseldatensatzes zu einem OTA Key
Server (201);

Speichern der verschlisselten Schliisseldaten-
satze auf dem OTA Key Server (201),

mit Hilfe der installierten Mobilschliissel-Appli-
kation erfolgendes Herunterladen des geeigne-
ten verschlisselten Schlliisseldatensatzes vom
OTA Key Server (201) tber das Mobilfunknetz,
Entschliisseln des heruntergeladenen Schlis-
seldatensatzes und Speichern des entschlis-
selten Schlisseldatensatzes in einem sicheren
Element des NFC-Devices und

Umschalten des NFC-Devices in einen Karten-
Emulationsmodus und Senden des verschlis-
selten Schliisseldatensatzes wahrend des Kar-
ten-Emulationsmodus zum  elektronischen
Schloss zum AufschlieRen.

6. Verfahren nach Anspruch 5, wobei das NFC-Device

so vorgesehen ist, dass es

a) in das Mobiltelefon (1) integriert ist, vorzugs-
weisei)direkt eingebettet, ii) auf einer SIM-Karte
oder iii) auf einer Mikrospeicherkarte im Mobil-
telefon (1); oder

b) als externes Device am Mobiltelefon (1) an-
gebracht ist, wobei das Mobiltelefon ber eine
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Drahtverbindung oder mit Bluetooth mit dem
NFC-Device verbunden ist.

Verfahren nach Anspruch 5 oder 6, wobei der
Schliisseldatensatz ausschlieBlich tber eine Push-
Kommunikation von der SchlieBsystem-Verwaltung
zum OTA Key Server (202) gesendet wird.

Verfahren nach einem der vorstehenden Verfah-
rensanspriche, wobei die SchlieRsystem-Verwal-
tung (201) und das Mobiltelefon (1) mit der installier-
ten Mobilschlissel-Applikation durch Aushandeln
eines Geheimschlissels zur symmetrischen Ver-
schlisselung und/oder eines Schliisselpaars zur
asymmetrischen Verschlisselung initialisiert wer-
den, derinder SchlieRsystem-Verwaltung (201) zum
Verschlisseln des Schliisseldatensatzes verwendet
wird und durch die Mobilschllssel-Applikation ver-
wendet wird, um den heruntergeladenen Schlissel-
datensatz zu entschlisseln.

Revendications

Systeme de verrouillage pour gérer I'acces d’'une clé
électronique a un verrou électronique, le systéeme
comprenant :

aumoins un verrou électronique (2) qui peut étre
déverrovuillé a l'aide d’une carte RFID ;

au moins un téléphone mobile (1) et un dispositif
CCP, dans lequel ledit téléphone mobile (1) est
adapté pour installer une application clé mobile
de sorte que le téléphone mobile peut étre utilisé
en tant que clé électronique pour le verrou élec-
tronique (2), dans lequel I'application clé mobile
est prévue au niveau d’'un magasin d’applica-
tions, dans lequel le téléphone mobile est adap-
té pour télécharger I'application clé mobile de-
puis le magasin d’applications ;

une gestion de systeme de verrouillage (201)
pour gérer I'accés du téléphone mobile (1) au
verrou électronique (2) au moyen d’'un ensem-
ble de données clés ;

un serveur clé OTA (202) pour stocker les en-
sembles de données clés cryptées, dans lequel
ladite gestion de systéme de verrouillage (201)
estadaptée pour crypter 'ensemble de données
clés et pour pousser ledit ensemble de données
cryptées vers le serveur clé OTA (202) ;
danslequel ledit téléphone mobile (1) estadapté
pour télécharger au moyen de I'application clé
mobile installée I'ensemble de données clés
cryptées approprié depuis le serveur clé OTA
(202) via le réseau mobile cellulaire et pour dé-
crypter 'ensemble de données clés téléchargé
et pour stocker ledit ensemble de données clés
décryptées dans un élément sécurisé du dispo-
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sitif CCP,

dans lequel ledit dispositif CCP est en outre
adapté pour commuter en mode émulation de
carte et pour transmettre I'ensemble de don-
nées clés pendantleditmode émulation de carte
au verrou électronique pour déverrouillage.

2. Systeme selon larevendication 1, dans lequel le dis-

positif CCP est

intégré dans le téléphone mobile (1), de préfé-
rencei)directementincorporé, ii)dans une carte
SIM ou iii) dans une carte mémoire micro a I'in-
térieur du téléphone mobile (1) ; ou

fixé en tant que dispositif externe au téléphone
mobile (1), dans lequel ledit téléphone mobile
est connecté via une connexion filaire ou par
Bluetooth audit dispositif CCP.

Systeme selon la revendication 1 ou 2, dans lequel
'ensemble de données clés est exclusivement
transmis via une communication de pousser de la
gestion de systeme de verrouillage vers le serveur
clé OTA (202).

Systeme selon 'une quelconque des revendications
précédentes, dans lequel la gestion de systeme de
verrouillage (201) et le téléphone mobile (1) pourvu
de I'application clé mobile installée sont adaptés
pour étre initialisés en négociant une clé secrete
pour un cryptage symétrique et/ou une paire de clés
pour un cryptage asymétrique, laquelle est utilisée
au niveau de la gestion de systeme de verrouillage
(201) pour un cryptage de I'ensemble de données
clés et utilisée par I'application clé mobile pour dé-
crypter 'ensemble de données clés téléchargé.

Procédé de gestion d’acces d’une clé électronique
a un verrou électronique, de préférence sur le sys-
teme de verrouillage selon les revendications pré-
cédentes, le procédé comprenant les étapes
suivantes :

fourniture d’au moins un verrou électronique (2)
qui peut étre déverrouillé au moyen d’une carte
RFID ;

fourniture d’au moins un téléphone mobile (1)
etd’un dispositif CCP, téléchargement et instal-
lation d’'une application clé mobile depuis un ma-
gasin d’applications sur ledit téléphone mobile
(1) de sorte que le téléphone mobile peut étre
utilisé en tant que clé électronique pour le verrou
électronique (2) ;

fourniture d'une gestion de systéme de ver-
rouillage (201) pour gérer I'acces du téléphone
mobile (1) au verrou électronique (2) au moyen
d’'un ensemble de données clés ;

cryptage de 'ensemble de données clés sur la-
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dite gestion de systéme de verrouillage (201) et
pousser dudit ensemble de données clés cryp-
tées vers un serveur clé OTA (201) ;

stockage des ensembles de données clés cryp-
tées au niveau du serveur clé OTA (201), 5
téléchargement au moyen de I'application clé
mobile installée de 'ensemble de données clés
cryptées approprié depuis le serveur clé OTA
(201) via le réseau mobile cellulaire, décryptage

de I'ensemble de données clés téléchargé et 10
stockage dudit ensemble de données clés dé-
cryptées dans un élément sécurisé du dispositif
CCP, et

commutation dudit dispositif CCP en mode ému-
lation de carte et transmission de 'ensemble de 15
données clés cryptées pendant ledit mode ému-
lation de carte au verrou électronique pour dé-
verrouillage.

6. Procédé selon larevendication 5, dans lequel le dis- 20
positif CCP est prévu

a)de maniere intégrée dans le téléphone mobile

(1), de préférence i) directement incorporé, ii)
dans une carte SIM ou iii) dans une carte mé- 25
moire micro a l'intérieur du téléphone mobile
(1); ou

b) fixé en tant que dispositif externe au télépho-

ne mobile (1), dans lequel ledit téléphone mobile

est connecté via une connexion filaire ou par 30
Bluetooth audit dispositif CCP.

7. Procédé selon la revendication 5 ou 6, dans lequel
'ensemble de données clés est transmis exclusive-
ment via une communication de pousser de la ges- 35
tion de systeme de verrouillage vers le serveur clé
OTA (202).

8. Procédé selon I'une quelconque des revendications
précédentes du procédé, dans lequel la gestion de 40
systéeme de verrouillage (201) et le téléphone mobile
(1) pourvu de I'application clé mobile installée sont
initialisés en négociant une clé secréte pour un cryp-
tage symétrique et/ou une paire de clés pour un cryp-
tage asymétrique, laquelle est utilisée au niveau de 45
la gestion de systéme de verrouillage (201) pour un
cryptage de I'ensemble de donnés clés et utilisée
par I'application clé mobile pour décrypter 'ensem-

ble de données clés téléchargé.
50
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Fig. 2
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