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(57) ABSTRACT

A primary site includes a volume #1 that stores data, and
copies first backup data that is backup data of data corre-
sponding to the volume #1 to a secondary site. In the failover
process of handing over the execution of a transaction
process from the primary site to the secondary site, a cloud
management node restores the volume #1 to a storage
system as a volume #2 based on the first backup data copied
to the secondary site. The cloud management node manages
the first backup data, as second backup data, that is backup
data of data corresponding to the volume #2.
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1
INFORMATION PROCESSING SYSTEM AND
BACKUP METHOD

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present disclosure relates to an information process-
ing system and a backup method.

2. Description of the Related Art

In recent years, in a storage system, an operation in a
hybrid cloud environment has progressed, and an operation
in which data of an on-premises storage is backed up in a
cloud storage, an operation in which a disaster recovery
(DR) environment is constructed in a cloud, and the like are
performed.

US 2009/0271582 A discloses a disaster recovery tech-
nology in which data is multiplexed and held at a secondary
site which is a remote site in preparation for a data loss at a
primary site when a large-scale disaster such as an earth-
quake or a fire occurs. In this technology, a snapshot volume
of a volume stored in on-premises storage is acquired over
aplurality of generations, and the snapshot volume is backed
up to cloud storage.

SUMMARY OF THE INVENTION

In the disaster recovery technology as described above, in
a case where failover is performed in which a transaction is
handed over from an on-premises storage as a primary site
to a cloud storage as a secondary site, a volume is restored
to the cloud storage using data backed up in the cloud
storage. At this time, in the cloud storage, the operation of
the backup of the data performed before the failover is also
resumed. However, since the volume restored to the cloud
storage is recognized as a new volume different from the
original volume in the on-premises storage, the backup for
the restored volume is managed and performed separately
from the backup of the original volume. For this reason,
there is a problem that information such as parameters set for
the backup operation of the original volume is not handed
over to the restored volume.

Furthermore, since the backup of the restored volume is
managed separately from the backup of the original volume,
a process of backing up the full volume that has been backed
up again occurs in the backup process in the on-premises
storage, and there is a problem that an extra cost is required.

For example, since the restored volume is restored by
using the backed up data, the data is backed up even
although the restored volume itself is not backed up. Regard-
less this fact, the full volume copy of the volume restored is
executed by the new backup process. In the full volume
copy, capacity of data to be copied is large and it takes a long
time, so that unnecessary cost is required.

An object of the present disclosure is to provide an
information processing system and a backup method capable
of reducing costs related to backup.

An information processing system according to an aspect
of the present disclosure includes a first storage system, a
second storage system, and a management node, wherein the
first storage system includes a first volume for storing data
and copies first backup data to the second storage system,
the first backup data being backup data of data correspond-
ing to the first volume, and, in a failover process of handing
over execution of a transaction process from the first storage
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system to the second storage system, the management node
restores the first volume, as a second volume, to the second
storage system based on the first backup data copied to the
second storage system, and manages the first backup data as
second backup data that is backup data of data correspond-
ing to the second volume.

According to the present invention, it is possible to reduce
the cost related to backup.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating a hardware con-
figuration example of an information processing system
according to an embodiment of the present disclosure;

FIG. 2 is a diagram illustrating an operational image of an
information processing system 1;

FIG. 3 is a diagram illustrating control information and a
control program;

FIG. 4 is a diagram illustrating an example of volume
management information;

FIG. 5 is a diagram illustrating an example of backup
volume management information;

FIG. 6 is a diagram illustrating an example of backup
operation information;

FIG. 7 is a diagram showing an example of DR manage-
ment information;

FIG. 8 is a flowchart for explaining an example of a
backup process;

FIG. 9 is a flowchart for explaining an example of a
volume restoration process;

FIG. 10 is a diagram illustrating another example of
volume management information;

FIG. 11 is a diagram illustrating another example of
backup volume management information;

FIG. 12 is a flowchart for explaining an example of a
backup process after failover;

FIG. 13 is a flowchart for explaining an example of a
failback process;

FIG. 14 is a diagram illustrating another example of
volume management information;

FIG. 15 is a diagram illustrating another example of
backup volume management information; and

FIG. 16 is a flowchart for explaining another example of
the failback process.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Hereinafter, embodiments of the present disclosure will
be described with reference to the drawings.

However, the following embodiments are examples for
describing the present invention, and omission and simpli-
fication are appropriately made for clarity of description. In
addition, not all combinations of features described in the
embodiments are essential to the solution of the invention.
The present invention is not limited to the embodiments, and
all application examples consistent with the idea of the
present invention are included in the technical scope of the
present invention. Those skilled in the art can make various
additions, modifications, and the like to the present inven-
tion within the scope of the present invention. The present
invention can be carried out in various other forms. Unless
otherwise specified, each component may be singular or
plural.

Note that, in the following description, the information
about the present invention will be described by an expres-
sion “table”, but these pieces of information do not neces-
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sarily have to be expressed by a data structure based on a
table, but may be expressed by a data structure such as “list”
or “DB (database)” or other structures. Therefore, the
“table”, the “list”, the “DB”, and the like can be simply
referred to as “information” to indicate that they do not
depend on the data structure. Further, in describing the
content of each piece of information, expressions such as
“identification information”, “identifier”, “name”, “name”,
and “ID” can be used, and these can be replaced with each
other.

In addition, in the following description, processing per-
formed by executing a program may be described. The
program is executed by at least one processor (for example,
a CPU) to perform predetermined processing using a storage
resource (for example, a memory) and/or an interface device
(for example, a communication port) as appropriate. There-
fore, the subject of the processing may be a processor.
Similarly, the subject of the processing performed by execut-
ing the program may be a controller, a device, a system, a
calculator, a node, a storage system, a storage device, a
server, a management calculator, a client, or a host having a
processor. A subject (for example, a processor) of the
processing performed by executing a program may include
a hardware circuit that performs part or all of the processing,
or may be modularized. For example, the subject of the
processing performed by executing the program may include
a hardware circuit that performs encryption and decryption
or compression and decompression. Various kinds of pro-
grams may be installed in each calculator by a program
distribution server or a storage medium. The processor
operates as a function unit that realizes a predetermined
function by operating according to the program. An appa-
ratus and a system including a processor are an apparatus
and a system each including the function unit. In addition,
the “read/write process” may be referred to as a “read/write
process”, an “update process”, or the like.

In each drawing, the same reference numerals are given to
the common configurations. When the same kind of ele-
ments are described without being distinguished in each
drawing, common numbers in reference marks or reference
marks are used, and when the same kind of elements are
distinguished and described, the reference marks of the
elements are used or IDs allocated to the elements are used
instead of the reference marks.

(1) Configuration

FIG. 1 is a block diagram illustrating a hardware con-
figuration example of an information processing system
according to an embodiment of the present disclosure. An
information processing system 1 illustrated in FIG. 1 is a
backup system that provides a function of backing up data
stored in an on-premises storage 130, which is an on-
premises storage device, to a storage system 220 provided
by a cloud service.

In the present embodiment, the information processing
system 1 is also a disaster recovery system that provides a
disaster recovery configuration. As illustrated in FIG. 1, the
information processing system 1 includes a primary site 100,
a secondary site 200, and a cloud management node 300,
which are connected to each other via a network 10 (for
example, an Internet Protocol (IP) network). In the present
embodiment, the primary site 100 is an on-premises first
storage system (on-premises storage system), and the sec-
ondary site 200 is a cloud service second storage system
(cloud storage system). However, at least the secondary site
200 is required to be a cloud storage system, and the primary
site 100 may be a cloud storage system. Hereinafter, for
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convenience of description, “disaster recovery” may be
referred to as disaster recovery (DR).

The primary site 100 is an on-premises storage system
that provides a service by an application program (herein-
after, may be abbreviated as an application or an app) to a
user (customer) in a normal state, and includes a server
system 110, a storage controller 120, and the on-premises
storage 130.

The server system 110 includes a processor 111, a
memory 112, and a network interface (I/F) 113, and is
connected to the network 10 via the I/F 113. The storage
controller 120 includes a memory 122, a front-end network
interface (I/F) 124, a back-end storage interface (I/F) 123,
and a processor 121 connected thereto. The storage control-
ler 120 is connected to the server system 110 via the I/F 124
and is connected to the on-premises storage 130 via the I/F
123. The on-premises storage 130 is a storage device that
physically stores data. In the server system 110 and the
storage controller 120, the memory and the processor may
be made redundant.

The memory 122 stores various kinds of information and
programs (computer programs). There are one or more
programs. The processor 121 reads and executes the pro-
gram stored in the memory 122 to provide a storage area
(here, a volume (logical volume)) to the server system 110
and perform processing according to an input/output (1/O)
request such as a write request and a read request from the
server system 110. For example, the server system 110
receives an I/O request designating a volume from a host
(not illustrated) which is a host device used by the user to
transmit the I/O request to the storage controller 120. Then,
the processor 121 of the storage controller 120 reads and
writes data from and to the volume in the on-premises
storage 130 in response to the /O request.

The storage controller 120 and the on-premises storage
130 may be configured as one storage system. Examples of
such a type of storage system include a high-end storage
system based on a redundant array of independent (or
inexpensive) disks (RAID) technology or a storage system
using a flash memory.

The on-premises storage 130 may include, for example, a
node group (for example, a distributed system) having a
multi-node configuration including a plurality of storage
nodes each having a memory device. Each storage node may
be a general-purpose physical calculator. Each physical
calculator may execute predetermined software to construct
software-defined anything (SDx). Examples of the SDx can
include software defined storage (SDS) or software-defined
datacenter (SDDC). Further, the on-premises storage 130
may be a hyper-converged infrastructure-based storage sys-
tem. For example, the on-premises storage 130 may be a
system having a function (for example, an execution body
(for example, a virtual machine or a container) of an
application that issues an I/O request) as a host system that
issues an /O request and a function (for example, an
execution body (for example, a virtual machine or a con-
tainer) of the storage software) as a storage system that
processes the 1/0 request. Note that the configuration of the
on-premises storage 130 is merely an example, and is not
limited thereto.

The secondary site 200 is a DR site that holds data of the
primary site 100 in preparation for a data loss in the primary
site 100 when a large-scale disaster such as an earthquake or
a fire occurs, and recovers data and services of the primary
site 100 using the held data when a failure or the like occurs
in the primary site 100. In the present embodiment, the
secondary site 200 is a cloud storage system that belongs to
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a public cloud and serves as a base of a cloud storage service
provided by a cloud vendor. Examples of the cloud storage
service include Amazon web services (AWS) (registered
trademark), Azure (registered trademark), and Google Cloud
Platform (registered trademark). The cloud storage system
used in the secondary site 200 may be a storage system
belonging to another type of cloud (for example, a private
cloud) instead of the public cloud.

The secondary site 200 includes a server system 210 and
the storage system 220, and is connected to the network 10.

The server system 210 includes a processor 211, a
memory 212, and a network interface (not illustrated), and
is connected to the network 10 via the network interface. In
addition, the server system 210 may further include a storage
device.

The storage system 220 includes a plurality of types of
storage devices having different performances and capaci-
ties. In the present embodiment, the storage system 220
includes a first storage device 221 of a high cost for a high
end and a second storage device 222 of a large capacity at
a low cost. The first storage device 221 and the second
storage device 222 include a portion similar to that of the
storage controller 120 and a portion for physically storing
data. As a specific example of the storage system 220, the
first storage device 221 corresponds to block storage pro-
vided by a storage service called “EBS” in AWS, and the
second storage device 222 corresponds to object storage
provided by a storage service called “S3” in AWS.

A cloud service management function 230 is a component
having a function of managing overall cloud services related
to the cloud. In general, the cloud service is configured such
that the cloud service management function 230 receives a
request by a user, selects an appropriate resource according
to the request by the user from a plurality of resources
having different specifications prepared in advance, and
constructs an environment requested by the user using the
resource. This general method is used for the secondary site
200 of the present embodiment.

Main resources in the cloud service are the server system
210 and the storage system 220. The cloud service manage-
ment function 230 may be, for example, an appliance
(dedicated device) or a general-purpose physical calculator.
In addition, the cloud service management function 230 may
be part of the server system 210 or may be in the cloud
management node 300. Hereinafter, the cloud service man-
agement function 230 is realized by a program stored in the
memory 212 in the server system 210 in the cloud service.
However, in FIG. 1, for clarity, the cloud service manage-
ment function 230 is shown in the secondary site 200 as a
separate configuration from the memory 212 of the server
system 210.

The cloud management node 300 is an appliance that
performs control for backing up data stored in the on-
premises storage 130 to the storage system 220, performs
control for constructing a DR configuration of the primary
site 100 and the secondary site 200, and mediates data
transfer between the primary site 100 and the secondary site
200. The cloud management node 300 may be provided as
part of the cloud service of the secondary site 200, or may
be provided by the cloud service management function 230.
In the present embodiment, the cloud management node 300
is a physical calculator having a memory 302, an I/F 303,
and a processor 301 connected thereto.

Note that the data transfer scheme between the on-
premises storage 130 at the primary site 100 and the storage
system 220 at the secondary site 200 is a scheme in which
data is directly transterred via the network 10 in the example
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of FIG. 1. However, the data transfer scheme is not limited
to this scheme, but may be a scheme of transferring data
using another network path or line for data transfer. Fur-
thermore, the type of network or line is not particularly
limited.

In addition, a storage management system may be con-
nected to the network 10. The storage management system
is, for example, a calculator system (one or more calcula-
tors) that manages a configuration of a storage area of the
on-premises storage 130, and can instruct a setting related to
the on-premises storage 130 from a user.

FIG. 2 is a diagram illustrating an operational image of
the information processing system 1.

As illustrated in FIG. 2, in the primary site 100, one or
more VMs 152 are generated on a server (server group) 151
including one or more server systems 110. The VM 152 is
a virtual machine, and an app 153 designated by the user is
executed on each VM 152. The app 153 is an application that
provides a service to the user, and is determined according
to a service designated by the user.

In the primary site 100, data is stored in a storage area in
the on-premises storage 130 via a pool by, for example, a
capacity virtualization technology. A storage control pro-
gram 125 is a program stored in the memory 122 of the
storage controller 120 and controls the on-premises storage
130. A backup function 126 and a snapshot function 127 are
functions (or programs thereof) implemented by programs
stored in the memory 122 of the storage controller 120. The
backup function 126 has a function of transferring data
stored in the on-premises storage 130 of the primary site 100
to the cloud storage serving as the secondary site 200. The
snapshot function 127 has a function of acquiring data in the
on-premises storage 130, for example, a snapshot of a
volume.

VM control information (not illustrated) is stored in the
memory 112 of the server system 110. The VM control
information may be stored in the on-premises storage 130.
The VM control information includes information for con-
trolling the VM 152, for example, information indicating the
amount of resource (for example, a volume) allocated to
each VM 152.

The app 153 executed on the VM 152 is instructed by the
user. The memory (that is, a memory 117 of the server
system 110) of the server 151 stores correspondence infor-
mation of an identifier indicating a correspondence between
the VM and the app 153 to be executed by both identifiers.
Alternatively, the identifier correspondence information
may be stored in a storage management system (not illus-
trated) (a calculator system that manages a configuration of
a storage area of the on-premises storage 130) connected via
the network 10.

In the information processing system 1, the cloud man-
agement node 300 acquires the resource configuration infor-
mation and the app information of the primary site 100 and
instructs the cloud service side, so that the secondary site
200 can construct a DR environment in which the VM (VM
252) and application (app 253) same as those of the primary
site 100 are executed. The resource configuration informa-
tion and the app information of the primary site 100 are
stored in, for example, the memory 112 of the server system
110 or the on-premises storage 130, but may be stored in a
storage management system (not illustrated) connected via
the network 10.

With the above configuration, it is possible to store the
backup of the data of the on-premises storage 130 in the
second storage device 222 in the secondary site 200 and
restore the volume in the on-premises storage 130 to the
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storage device in the cloud-side storage system 220 using
the backed up data. Then, the information processing system
1 having a DR configuration can be implemented by the
primary site 100 including the on-premises storage 130 and
the secondary site 200 including the cloud-side storage
system 220.

FIG. 3 is a diagram illustrating control information and a
control program stored in the memory 302. As illustrated in
FIG. 3, the memory 302 of the cloud management node 300
stores, as control information, volume management infor-
mation 410, backup volume management information 420,
backup operation information 430, and DR management
information 440. Specific examples of the control informa-
tion are illustrated in FIGS. 4 to 7. Memory 302 also stores
a DR management program 460 as a control program. The
memory 302 may store a program for implementing various
functions (not shown) in addition to the DR management
program 460.

The DR management program 460 issues a DR environ-
ment construction instruction between the primary site 100
and the secondary site 200, forms a primary and a secondary
related in the DR environment of the VM and the app,
controls data transfer from the primary site 100 to the
secondary site 200, and restores a volume from backup data
in the secondary site 200.

FIG. 4 is a diagram illustrating an example of the volume
management information 410. The volume management
information 410 is information for managing respective
volumes of the on-premises storage 130 and the storage
system 220, and FIG. 4 illustrates an example of managing
a volume of the on-premises storage 130. The volume
management information 410 includes a snapshot volume
1D 412, a snapshot acquisition date and time 413, and a
group ID 414 for each volume ID 411.

The volume ID 411 is an identifier of the volume. The
snapshot volume 1D 412 is an identifier of a snapshot
volume which is a snapshot of a volume. The snapshot
acquisition date and time 413 indicates an acquisition date
and time when the snapshot volume is acquired. The group
1D 414 is an identifier of a backup group serving as a backup
unit of the volume.

In the example of FIG. 4, the value of the volume 1D 411
is set to “1 (#1)”, “2 (#2)”, . . ., the value of the snapshot
volume ID 412 is set to S1°,” “S2”, . . ., and the value of
the group ID 414 is set to “BuG1”, “BuG2~”, . . ..

Among the snapshot volumes in the on-premises storage
130, the snapshot volume whose acquisition date and time is
older than a predetermined reference may be deleted when
backed up to the storage system 220.

FIG. 5 is a diagram illustrating an example of the backup
volume management information 420. The backup volume
management information 420 includes information for man-
aging data to be backed up in the storage system 220. The
backup volume management information 420 includes, for
each volume ID 421, a device ID 422, a backup volume ID
423, a difference ID 424, address information 425, and a
device ID 426.

The volume ID 421 is an identifier of a volume of the
on-premises storage 130 to be backed up. The device 1D 422
is an identifier of a storage device (on-premises storage 130)
in which the volume of the volume ID 421 is stored. The
backup volume ID 423 is an identifier of a volume (snapshot
volume) backed up in the cloud storage (storage system
220). The difference ID 424 is an identifier of the difference
data. The difference data is data updated after the snapshot
volume of the previous time (one generation ago) is
acquired. The address information 425 is information indi-
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cating a storage area in which the difference data of the
difference ID 424 is stored. The device 1D 426 is an
identifier of a storage device (second storage device 222)
that stores the volume indicated by the backup volume 1D
423 and the difference data indicated by the difference ID
424. The device ID 422 and the device ID 426 are, for
example, serial numbers (S/N). In the present embodiment,
the device ID of the on-premises storage 130 is referred to
as a “storage AA”, the device ID of the first storage device
221 is referred to as a “storage BB”, and the device ID of the
second storage device 222 is referred to as a “storage CC”.

FIG. 6 is a diagram illustrating an example of the backup
operation information 430. The backup operation informa-
tion 430 includes a backup operation condition 432 for each
group ID 431. The group 1D 431 is an identifier of a backup
group. The backup operation condition 432 indicates the
content of the backup operation of the volume belonging to
the backup group of the group ID 431. The content of the
backup operation indicates a timing of performing backup
and the like.

In the example of FIG. 6, for the volume belonging to the
backup group in which the group ID 431 is “BuG1”, the
snapshot is acquired on an hourly basis from 8:00 to 23:00
of each day, and the backup is performed at the acquired
timing. The backup operation information 430 is registered
in advance. For example, the backup operation information
430 may be registered in response to a command or a user
instruction from a user input graphical user interface (GUI),
or may be automatically generated and registered by the
cloud management node 300.

FIG. 7 is a diagram illustrating an example of DR
management information 440. DR management information
440 includes information indicating a DR relationship which
is a relationship between primary site 100 and secondary site
200. The DR management information 440 includes a pri-
mary volume ID 442, a secondary 1D 443, and a secondary
volume 1D 444 for each primary 1D 441.

The primary ID 441 is an identifier (device ID) of the
on-premises storage 130 which is a storage system consti-
tuting the primary site 100. The primary volume 1D 442 is
an identifier of a volume of the primary site 100 as a DR
target. The secondary ID 443 is an identifier (device ID) of
the storage system 220 constituting the secondary site 200.
The secondary volume ID 444 is an identifier of a volume at
the secondary site 200.

(2) Processing

Hereinafter, a snapshot process, a backup process, and a
DR configuration construction process (failover process and
failback process) in the information processing system 1
according to the present embodiment will be described. In
the following description, a volume having a volume ID 411
of “#X” is referred to as the volume #X, a snapshot volume
having a snapshot volume ID 412 of “SX” is referred to as
the snapshot volume SX, difference data having a difference
ID of “dSX” is referred to as the difference data dSX, and the
like. X is an integer of O or more.

(2-1) Snapshot Process

The volume stored in the on-premises storage 130 is
backed up by a snapshot. Specifically, the user sets in
advance the backup information indicating the timing (time,
interval, or the like) of acquiring the snapshot as the opera-
tion plan of the backup, and the information processing
system 1 backs up the volume of the on-premises storage
130 according to the set operation plan. At this time, a
plurality of generations of snapshots is usually acquired for
the volume in the on-premises storage 130.
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For example, at the first acquisition timing (here, it is
assumed to be 8:00), the snapshot function 127 acquires, as
the snapshot volume SO, the snapshot of the volume #1,
which is the first volume used for the normal transaction in
the on-premises storage 130. The snapshot function 127
registers “S0” for the snapshot volume ID 412 correspond-
ing to the volume ID 411 “#1” of the volume management
information 410, and registers the acquisition date and time
when the snapshot volume SO is acquired for the snapshot
acquisition date and time 413 corresponding to the volume
1D 411 “#1”. Note that the snapshot volume SO has the
contents same as those in the initial state (state at 8:00) of the
volume #1.

Thereafter, when the data of the volume #1 is updated, the
snapshot function 127 stores the updated position (address)
in the volume and the updated data in a predetermined
storage area. Here, the predetermined storage area is a
storage area of the on-premises storage 130, but may be
another area (for example, a storage area of the memory
122) in the primary site 100. Then, at the next acquisition
timing (9:00), the snapshot function 127 acquires the snap-
shot of the volume #1 as the snapshot volume S1. In this
case, the snapshot volume S1 has the contents of the volume
#1 updated before 9:00. Thereafter, the snapshot function
127 acquires a snapshot of the volume #1 on an hourly basis.
In the example of FIG. 4, snapshots are acquired until 13:00
on an hourly basis, and snapshot volumes S2 to S5 are
generated. At this time, the snapshot function 127 registers
the snapshot volume ID 412 and the snapshot acquisition
date and time 413 of the volume management information
410.

A method of acquiring the snapshot is not particularly
limited. Examples of a method of acquiring a snapshot
include a method of pointing data of all addresses to data of
the volume #1 at a timing of acquiring the snapshot volume
S0, a method of pointing to an address of the volume #1, and
a method of storing a position (address) in an updated
volume and updated data in a predetermined storage area.
(2-2) Backup Process

FIG. 8 is a flowchart for explaining an example of a
backup process. Hereinafter, the volume to be backed up is
referred to as a volume #1. In addition, in FIG. 8, a backup
process will be described, as an example, in a case where a
backup group whose group 1D 431 of the backup operation
information 430 is “BuG1” is backed up at a timing when a
snapshot is acquired.

Note that, as the pre-processing for performing the
backup process, the backup function 126 performs the
following process. That is, the backup function 126 instructs
the cloud management node 300 to generate a backup group.
The cloud management node 300 registers the group 1D 414
of the backup group including the volume #1 of the on-
premises storage 130 in the volume management informa-
tion 410 according to the instruction. Further, the cloud
management node 300 registers the group 1D 414 as the
group ID 431 in the backup operation information 430.
Further, the backup function 126 registers the contents of the
backup operation of the volume belonging to the backup
group in the backup operation condition 432 according to an
instruction from the user. In addition, the backup function
126 registers the volume ID 421 corresponding to the
volume #1, the device ID 422, of the on-premises storage
130, in which the volume #1 is stored, and the device ID
426, of the second storage device 222, that backs up the
volume #1 in the backup volume management information
420.
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The backup function 126 starts the backup process at the
backup timing indicated by the backup operation condition
432. In the backup process, first, the backup function 126
refers to the volume management information 410 and
determines whether the volume #1 which is the volume to be
backed up is backed up for the first time (step S101).

In the case of the first backup (step S101: YES), the
backup function 126 registers “S0” for the backup volume
1D 423 of the backup volume management information 420.
Then, the backup function 126 executes full copy in which
all data of the snapshot volume (here, the snapshot volume
S0) of the volume #1 is copied to the backup destination
(step S102), and ends the process. The backup destination is
indicated by the backup volume management information
420, and is the second storage device 222 of the storage
system 220 in the present embodiment.

On the other hand, when it is not the first backup (step
S101: NO), the backup function 126 extracts difference data
dS1 updated from the timing (8:00) at which the snapshot
volume (here, the snapshot volume SO) of one generation
ago is acquired to the timing (9:00) at which the snapshot
volume (here, the snapshot volume S1) of the current
generation (latest) is acquired (step S103).

Note that, in the information processing system 1, one
difference bitmap is provided for one snapshot volume in
order to manage the difference data. The difference bitmap
is information having a plurality of bits and associating data
of a predetermined data size with each bit. In the present
embodiment, in the initial state, all bits of the difference
bitmap are “0”. Furthermore, for example, in a case where
data of 64 KB is associated with each bit of the difference
bitmap, when at least 1B in the data of 64 KB is updated, the
bit is “1”. That is, the data at the bit “1” is data updated after
the previous snapshot is acquired, and the data at the bit “0”
is data not updated after the previous snapshot is acquired
(that is, the data same as the data of the snapshot volume one
generation ago). The difference data includes update address
information which is address information of the snapshot
volume S1 corresponding to a bit indicating “1” in the
difference bitmap, and update data which is data of the bit.

When the difference data dS1 is extracted, the backup
function 126 registers the identifier “dS1” of the difference
data dS1 as the difference 1D 424 in the backup volume
management information 420. Then, the backup function
126 registers the address information of the storage area in
which the difference data dS1 is stored as the address
information 425 (step S104), and ends the process. By
performing the backup process using such difference data,
the amount of data to be transferred to the backup destina-
tion can be reduced, and the cost required for the backup
process can be suppressed.

By executing the above process at each backup timing, the
backup process for the snapshot volumes S2 to S5 is
sequentially executed.

(2-3) Failover Process

In the information processing system 1, as described
above, the DR configuration using the primary site 100
including the on-premises storage 130 and the secondary site
200 including the storage system 220 is constructed. When
a failure is detected at the primary site 100, the DR man-
agement program 460 executes a DR process to execute a
failover process to the secondary site 200.

In the failover process, a volume restoration process of
restoring the volume in the primary site 100 to the secondary
site 200 is performed using the backup data.

FIG. 9 is a flowchart for explaining an example of the
volume restoration process. Hereinafter, a process of restor-
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ing the volume #1 stored in the on-premises storage 130 to
the volume #2 which is the second volume of the first
storage device 221 at the secondary site 200 will be
described as an example.

Note that, in the present embodiment, data stored in the
on-premises storage 130 is backed up to the second storage
device 222, and the second storage device 222 is an object
storage. The storage device accessible by the VM 252 that
performs the transaction process is a block storage or a file
storage such as the first storage device 221, and cannot
directly access and use the backup data stored in the second
storage device 222 that is an object storage. Therefore, in the
volume restoration process, a process of moving data from
the second storage device 222 to the first storage device 221
is required.

In the volume restoration process, the DR management
program 460 first refers to the backup volume management
information 420 to identify the second storage device 222
that is the backup destination to store the backup of the
volume #1 to be restored. The DR management program 460
refers to the volume management information 410 and the
DR management information 440, and fully copies, as data
of the volume #2, all data corresponding to the snapshot
volume SO whose snapshot acquisition date and time 413 is
the oldest among the data backed up to the identified second
storage device 222 to the first storage device 221 that is the
DR destination of the volume #1 of the on-premises storage
130 (step S201).

Thereafter, the DR management program 460 refers to the
difference ID 424 of the backup volume management infor-
mation 420 to determine whether there is unapplied differ-
ence data which is difference data not copied to the first
storage device 221 (step S202).

When there is unapplied difference data (step S202: YES),
the DR management program 460 applies the oldest differ-
ence data among the unapplied difference data to the snap-
shot volume SO of the first storage device 221 (step S203),
and returns to the process of step S202. In step S203, for
example, when the oldest difference data among the unap-
plied difference data is difference data dS1, the DR man-
agement program 460 refers to the address information 425
of the difference data dS1 and copies (overwrites with) the
difference data dS1 to the volume #2. As a result, the volume
#2 stores the same data as the snapshot volume S1.

Through the above processing, the volume #2 is over-
written with the difference data dS1 to dS5 in order from the
oldest. As a result, the volume #2 stores the data same as the
data at the timing when the snapshot volume S5 of the
volume #1 of the on-premises storage 130 is acquired. That
is, the snapshot volume S5 of the volume #1 is restored as
the volume #2 in the first storage device 221. As a result,
there is no unapplied difference data (step S202: NO), and
the volume restoration process ends.

Upon completion of the volume restoration process, the
DR management program 460 acquires the snapshot of the
volume #2 as snapshot volume RS0. The acquisition of the
snapshot volume RSO is preferably performed at the same
time as the end of the volume restoration process. As a
result, the snapshot volume RSO stores the same data as the
snapshot volume S5 of the volume #2.

Then, the DR management program 460 updates volume
management information 410a which is the volume man-
agement information 410 for managing the volume of the
first storage device 221.

FIG. 10 is a diagram for describing an example of the
volume management information 410a. The volume man-
agement information 410aq as illustrated in FIG. 10 includes,
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for each volume ID 4114, a snapshot volume ID 4124, a
snapshot acquisition date and time 413a, and a group 1D
414a. Here, the volume ID 411a is an identifier of the
volume #2 of the first storage device 221. The “BuG1” same
as that of the group ID of the backup volume to which the
volume #1 of the on-premises storage 130 belongs is reg-
istered in the group 1D 414a.

Note that since the restoration of the volume #1 is
performed in the state of the latest snapshot volume S5, data
updated after the snapshot volume S5 is acquired is not
backed up in the on-premises storage 130 and is thus
discarded. In addition, data updated after the snapshot
volume S5 is acquired may be acquired by transmitting an
update request from the secondary site 200 to the primary
site 100 after failover.

When the restoration of the volume #1 is completed, the
transaction process is resumed using the data stored in the
storage system 220 of the secondary site 200. That is, in the
secondary site 200, a process in response to the I/O request,
a process of acquiring a snapshot, and the like are executed.

In the above example, the DR management program 460
executes the volume restoration process, but the volume
restoration process may be executed by another program.
The location at which the program is executed may be the
cloud management node 300, the cloud service management
function 230, the first storage device, or the like.

(2-4) Backup Process after Failover

When the transaction process is resumed at the secondary
site 200, the storage system 220 of the secondary site 200
updates the data of the volume #2 in response to the I/O
request of the volume #2. In addition, the storage system 220
resumes the backup operation.

In the example of FIG. 10, the snapshot volumes RS1 and
RS2 of the volume #2 are acquired. The acquisition timing
of the first snapshot after the cloud service management
function 230 acquires the snapshot volume RSO (corre-
sponding to the snapshot volume S5) of the volume #2 and
restores the volume #1 is 15:00. Further, a snapshot is
acquired on an hourly basis thereafter.

In order to perform the backup operation, the DR man-
agement program 460 also updates the backup volume
management information 420. FIG. 11 is a diagram illus-
trating an example of backup volume management informa-
tion 420a which is the updated backup volume management
information 420. As in the backup volume management
information 420, the backup volume management informa-
tion 420a includes, for each volume ID 421a, a device 1D
422a, a backup volume ID 423a, a difference 1D 424a,
address information 425a, and a device ID 426a. Here, the
backup destination is the second storage device 222 as in
before the failover.

In the present embodiment, as the backup process, a
scheme is used in which the full copy is performed in which
all data of the snapshot volume is fully copied for the first
time, and the difference copy is performed in which differ-
ence data updated after the previous snapshot is acquired is
copied for the second and subsequent times. However, since
the first snapshot volume RSO after the failover can be
created based on the already backed up snapshot volume SO
and the difference data dS1 to dS5, it is not necessary to fully
copy the data of the snapshot volume RSO. Note that the
necessity of full copy can be determined from the volume
having the same group 1D 431.

FIG. 12 is a flowchart for explaining an example of a
backup process after failover.

First, the cloud service management function 230 refers to
the volume management information 410a and determines
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whether the volume #2 that is a volume to be backed up is
the first snapshot volume RSO (step S301).

When the volume #2 is the snapshot volume RSO (step
S301: YES), the cloud service management function 230
does not need to make a backup, and thus ends the process.

On the other hand, when the volume #2 is not the snapshot
volume RSO (step S301: NO), the cloud service manage-
ment function 230 extracts difference data dRS1 updated
from the timing of acquiring the snapshot volume (here, the
snapshot volume RS0) one generation ago to the timing of
acquiring the latest snapshot volume RS1 (step S302). A
method of extracting the difference data is similar to that of
step S103 in FIG. 8. That is, when the data of the volume is
updated, the cloud service management function 230
changes the bit corresponding to the updated data in the
difference bitmap from “0” to “1”, and extracts the differ-
ence data by referring to the difference bitmap at the time of
backup.

Then, the cloud service management function 230 trans-
fers the difference data dRS1 to the second storage device
222 and stores it. The cloud service management function
230 registers the identifier “dRS1” of the difference data
dRS1 as the difference ID 424a in the backup volume
management information 420a. Then, the cloud service
management function 230 registers the address information
of the storage area in which the difference data dRS1 is
stored as the address information 425a (step S303), and ends
the process. The difference data dRS1 corresponds to a
snapshot volume acquired after the snapshot volume SS5.

The difference data updated after the previous snapshot
for the snapshot volumes RS1 and RS2 is acquired is set as
difference data dRS1 and dRS2. The difference data dRS1
and dRS2 are managed by, for example, a method similar to
that of the difference data dS1.

In addition, the data of the volume #1 (volume #2) may
be updated during the process of restoring the volume from
the backup data in order to perform the failover. The update
data of the volume #2 is included in the difference data as
data updated after the previous snapshot is acquired. At this
time point, the difference data dRS1 (and dRS2) may be
managed as the difference data dS6 (and dS7).

(2-5) Failback Process

When the failure of the primary site 100 is recovered, a
failback process of returning the execution subject of the
transaction process to the primary site 100 is performed. In
the failback process, a volume is restored in the on-premises
storage 130 based on data backed up in the second storage
device 222.

At this time, in a case where the data cannot be used such
that it is not possible to guarantee that the data in the
on-premises storage 130 is correct due to a failure of the
primary site 100, there is a possibility that the data is
destroyed, or the like, all the volumes are restored in the
on-premises storage 130 using the data backed up in the
second storage device 222. On the other hand, in a case
where the failure of the primary site 100 is not related to the
data in the on-premises storage 130, for example, in a case
of a server failure or a path failure of the storage system, the
restoration time of the volume may be shortened by restor-
ing the volume using the data in the on-premises storage
130.

FIG. 13 is a flowchart for describing an example of a
failback process in a case where all volumes are restored in
the on-premises storage 130 using data backed up in the
second storage device 222.

In the present failback process, the DR management
program 460 first refers to the volume management infor-
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mation 410a and the backup volume management informa-
tion 420q and fully copies the data of the volume #2 of the
first storage device 221 to the volume #1 of the on-premises
storage 130 (step S401). As a result, the volume #1 is in the
latest state.

Subsequently, the DR management program 460 updates
the volume management information 410 and the backup
volume management information 420 so that the difference
data dRS1 is managed as difference data dS6 corresponding
to the snapshot volume S6 of the next generation of the
snapshot volume of the last generation before failover and
the difference data dRS2 is managed as difference data dS7
corresponding to the further next snapshot volume S7 (step
S402).

At this time, data updated after the latest snapshot volume
RS2 is acquired in the first storage device 221 is not backed
up in the second storage device 222. Accordingly, the DR
management program 460 backs up the updated data as
difference data dS8 from the first storage device 221 to the
second storage device 222 (step S403).

The DR management program 460 registers the identifier
“dS8” of the difference data dS8 for the difference ID 4244
of the backup volume management information 420a. Then,
the DR management program 460 restores all the volumes of
the first storage device 221 to the on-premises storage 130,
and deletes all the volumes of the first storage device 221
(step S404). At this time, the DR management program 460
may delete the corresponding contents of the volume man-
agement information 410a. DR management program 460
may not delete the volume of first storage device 221.

FIG. 14 is a diagram illustrating an example of the
updated volume management information 410, and FIG. 15
is a diagram illustrating an example of the updated backup
volume management information 420.

FIG. 16 is a flowchart for explaining an example of a
failback process using data remaining in the on-premises
storage 130.

In the present failback process, the DR management
program 460 identifies the last update date and time of the
volume of the on-premises storage 130 (step S501). The DR
management program 460 copies difference data acquired
after the last update date and time from the first storage
device 221 to the on-premises storage 130 and overwrites
the volume of the on-premises storage 130 with the differ-
ence data (step S502).

Since the difference data is not backed up to the second
storage device 222, the DR management program 460 backs
up the difference data from the first storage device 221 to the
second storage device 222 (step S503). This process is
similar to that of step S403.

The DR management program 460 restores all the vol-
umes of the first storage device 221 to the on-premises
storage 130, deletes all the volumes of the first storage
device 221 (step S504), and ends the process.

Note that the information processing system 1 can provide
a volume of date and time requested by the user. For
example, when up to the snapshot volume S5 is acquired in
the on-premises storage 130 and the snapshot volume S1 is
already deleted, the DR management program 460 can
generate the snapshot volume S1 from the difference data of
the snapshot volume backed up to the second storage device
222 and provide the snapshot volume S1 to the user. In
addition, when the snapshot volume S6 of the volume #1 of
the on-premises storage 130 is requested by the user during
the failover, the DR management program 460 can refer to
the backup volume management information 420a of FIG.
11, recognize that the snapshot volume RS1 corresponds to
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the snapshot volume S6, and provide the snapshot volume
S6. When the snapshot volume RS1 is deleted from the first
storage device 221 during the failover, the DR management
program 460 can generate the snapshot volume RS1 (snap-
shot volume S6) using the difference data dRS1 and provide
the snapshot volume RS1 to the user.

The present disclosure can also be applied to a remote
copy configuration, volume migration, and the like in addi-
tion to the DR configuration.

In addition, in a case where the movement of the volume
is frequently executed as in a case where the VM 152 of the
information processing system 1 is a container, it is desirable
to smoothly continue the setting of the backup operation
instead of performing the setting of the backup operation
every time.

As described above, according to the present embodi-
ment, the storage controller 120 of the primary site 100
includes the volume #1 that stores data, and copies the first
backup data, which is backup data of data corresponding to
the volume #1, to the storage system 220. In the failover
process of handing over the execution of the transaction
process from the primary site 100 to the secondary site 200,
the cloud management node 300 restores the volume #1 as
the volume #2 to the storage system 220 based on the first
backup data copied to the storage system 220. The cloud
management node 300 manages the first backup data, as
second backup data, that is backup data of data correspond-
ing to the volume #2. Therefore, it is not necessary to create
new backup data acquired by fully copying the data corre-
sponding to the volume #2, and thus, it is possible to reduce
the cost related to the backup.

In the present embodiment, the storage system 220
includes the first storage device 221 and the second storage
device 222 having lower performance than the first storage
device 221. The storage controller 120 copies the first
backup data to the second storage device 222. In the failover
process, the cloud management node 300 copies the first
backup data copied to the second storage device 222 to the
first storage device as data corresponding to the second
volume.

In the present embodiment, the storage system 220
updates the data corresponding to the volume #2 in response
to the I/O request of the volume, and copies the #2 data
corresponding to the volume to the second storage device
222 as the second backup data. In the failback process of
returning the execution of the transaction process from the
secondary site 200 to the primary site 100, the cloud
management node 300 copies the data stored in the first
storage device 221 to the on-premises storage 130 as data
corresponding to the volume #1. In addition, the cloud
management node 300 manages the second backup data
copied to the second storage device 222 as backup data of
data corresponding to the volume #1. Therefore, the cost
related to the backup after the failback process can be
reduced.

In addition, in the present embodiment, the cloud man-
agement node 300 fully copies data corresponding to the
volume #2 to the on-premises storage 130. In this case, it is
possible to copy data to the on-premises storage 130 appro-
priately at the time of the failback process.

In addition, in the present embodiment, the cloud man-
agement node 300 copies data corresponding to the volume
#2 updated after the date and time when the volume #1 is last
updated to the on-premises storage 130 so that the data
corresponding to the volume #1 is overwritten. In this case,
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the transfer amount of data in the failback process can be
reduced, and the failback process can be performed in a
short time.

The above-described embodiments of the present disclo-
sure are examples for describing the present disclosure, and
are not intended to limit the scope of the present disclosure
only to these embodiments. Those skilled in the art can
practice the present disclosure in various other aspects
without departing from the scope of the present disclosure.

What is claimed is:
1. An information processing system comprising:
a first storage system;
a second storage system; and
a management node,
wherein
the first storage system includes a first volume for storing
data and copies first backup data to the second storage
system, the first backup data being backup data of data
corresponding to the first volume, and
in a failover process of handing over execution of a
transaction process from the first storage system to the
second storage system,
the management node
restores the first volume, as a second volume, to the
second storage system based on the first backup data
copied to the second storage system, and
manages the first backup data as second backup data
that is backup data of data corresponding to the
second volume, wherein
the second storage system includes a first storage device
and a second storage device having lower performance
than the first storage device,
the first storage system copies the first backup data to the
second storage device,
and
in the failover process, when restoring the first volume,
the management node copies, as data corresponding to
the second volume, the first backup data copied to the
second storage device to the first storage device,
wherein
the second storage system
updates data corresponding to the second volume in
response to an I/O request of the second volume, and
copies, as second backup data, data corresponding to
the second volume to the second storage device, and
wherein the first backup data comprises a full copy of the
data corresponding to the first volume stored at a first
time and the second backup data comprises differential
data of the data corresponding to the first volume stored
at a second time.
2. The information processing system according to claim
wherein
in a failback process of returning execution of the trans-
action process from the second storage system to the
first storage system,
the management node
copies, as data corresponding to the first volume, data
stored in the first storage device to the first storage
system, and
manages, as first backup data, second backup data
copied to the second storage device, the first backup
data being backup data of data corresponding to the
first volume.
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3. The information processing system according to claim
2, wherein

in the failback process,

the management node fully copies, as data corresponding

to the first volume, data corresponding to the second
volume to the first storage system.

4. The information processing system according to claim
2, wherein

in the failback process,

the management node copies data corresponding to the

second volume, the data being updated after a date and
time when the first volume is last updated, to the first
storage system so that data corresponding to the first
volume is overwritten.

5. A backup method by an information processing system
including a first storage system, a second storage system,
and a management node, wherein

the first storage system includes a first volume for storing

data and copies first backup data to the second storage
system, the first backup data being backup data of data
corresponding to the first volume, and

in a failover process of handing over execution of a

transaction process from the first storage system to the
second storage system, when restoring the first volume,
the management node
restores the first volume, as a second volume, to the
second storage system based on the first backup data
copied to the second storage system, and
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manages the first backup data as second backup data
that is backup data of data corresponding to the
second volume, wherein
the second storage system includes a first storage device
and a second storage device having lower performance
than the first storage device,
the first storage system copies the first backup data to the
second storage device,
and
in the failover process, the management node copies, as
data corresponding to the second volume, the first
backup data copied to the second storage device to the
first storage device,
wherein
the second storage system
updates data corresponding to the second volume in
response to an I/O request of the second volume, and
copies, as second backup data, data corresponding to
the second volume to the second storage device, and
wherein
the first backup data comprises a full copy of the data
corresponding to the first volume stored at a first time
and the second backup data comprises differential data
of the data corresponding to the first volume stored at
a second time.



