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Description
METHOD FOR PREVENTING DENIAL OF SERVICE

ATTACKS USING TRANSMISSION CONTROL PROTOCOL

STATE TRANSITION

Technical Field
[I] The present invention relates to a method of preventing a denial of service (DoS)

attack using transmission control protocol (TCP) state transition and, more particularly,

to a method of preventing a DoS attack using TCP state transition that efficiently

reduces the load on a server and provides safer service by monitoring flow of packets

transmitted between a client and the server using TCP to prevent a DoS attack.

Background Art
[2] FIG. 1 is a conceptual diagram illustrating a general transmission control protocol

(TCP) state transition operation, showing an entire standard finite state machine used

to better describe TCP for establishing and terminating a TCP connection. In FIG. 1,

all states and changes are illustrated for accuracy.

[3] First, TCP connection states are defined as follows:

[4] LISTEN: a state in which a daemon of a server starts up and waits for a connection

request;

[5] SYN_SENT: a state in which a local client application has requested connection to

a remote host;

[6] SYN_RCVD: a state in which a server received a connection request from a remote

client and replied to the client but has not yet received an acknowledgment message

from the client;

[7] ESTABLISHED: a state in which a server and a client are connected with each

other after three-way handshaking is completed;

[8] FIN_WAIT_1 , CLOSE_WAIT, FIN_WAIT_2: states in which a server requests a

client to terminate a connection, receives a reply, and thereby terminates the

connection;

[9] CLOSING: an uncommon state mainly in which an acknowledgment message is

lost during transmission;

[10] TIME_WAIT: a state in which a connection has been terminated but a socket

temporarily remains open for slow segments which might have been lost; and

[II] CLOSED: a state in which a connection is completely terminated.

[12] According to the connection principle of TCP communication establishing and

terminating a TCP connection, a client and a server must go through a three-way

handshaking procedure to establish a TCP connection, as defined in previous



documents, e.g., Transmission Control Protocol, RFC 793, Jon Postel, DARPA

Internet Program Protocol Specification, September 1981.

[13] In other words, for TCP communication between a client and a server, the process

of exchanging a connection request (synchronous (SYN)) packet, a connection-request

acknowledgment (synchronous/acknowledge (SYN/ACK)) packet, and an ac

knowledgment (ACK) packet is absolutely necessary.

[14] Here, a successful three-way handshaking procedure of connection request (SYN),

connection-request acknowledgment (SYN/ACK), and acknowledgment (ACK)

indicates that a TCP connection between a client and a server is established, that is, a

TCP communication port of the server requested by the client is open for com

munication.

[15] However, increase in the number of companies providing services via the Internet

has been accompanied by increased attacks abusing the three-way handshaking

procedure, e.g., denial of service (DoS) attacks such as SYN flooding attacks.

[16] This will be described with examples. First, when a server receives a finish (FIN)

packet in which a FIN flag is set from a malicious client immediately after receiving a

SYN packet in which a SYN flag is set, the TCP state of the server directly jumps from

the SYN_RCVD state to the CLOSE_WAIT state. For this reason, the server sends an

ACK packet, in which an ACK flag corresponding to the FIN packet is set, to the client

and waits for an ACK packet of the client in reply to the sent ACK packet.

[17] Second, when a server receives a SYN packet of a client, sends its SYN/ACK

packet, in which SYN and ACK flags are set, to the client in order to accept the

connection request, and then cannot receive an ACK packet corresponding to the SYN/

ACK packet from the client, the server waits in the SYN_RCVD state until the ACK

packet is received. In this way, when the malicious client does not complete the

procedure after continuously sending the packet to the server, the queue of the server

overflows, and thus a DoS event happens.

[18] Third, by a SYN flooding attack, i.e., an attack of continuously sending SYN

packets alone from a client, a server continuously waits in the SNC_RCVD state. For

this reason, the SYN packets are continuously stacked in the queue of the server. In

result, all the queues fill up and the server cannot receive any connection request.

[19] Conventional TCP state transition supports all operations of an operating system

(OS) in some cases, and in other cases does not, depending on the configuration of the

OS. In particular, a DoS attack such as a SYN flooding attack places a heavy load on a

server on service because the server does not perform the checking step of switching to

all states suggested in an initial three-way handshaking procedure. Consequently, the

server becomes unable to provide service and frequently crashes.



Disclosure of Invention

Technical Problem
[20] The present invention is directed to a method of preventing a denial of service

(DoS) attack using transmission control protocol (TCP) state transition, the method ef

ficiently reducing the load on a server and providing a safer service by monitoring flow

of packets transmitted between a client and the server using TCP to prevent a DoS

attack.

Technical Solution
[21] One aspect of the present invention provides a method of preventing a denial of

serve (DoS) attack using transmission control protocol (TCP) state transition by

monitoring flow of packets transmitted between a client and a server using TCP, the

method comprising the steps of: when the server receives a connection request (SYN)

packet of the client, switching a TCP state of the server from a listening (LISTEN)

state to a connection-request-received (SYN_RCVD) state; after the server sends a

connection-request acknowledgment (SYN/ACK_1) packet to the client, switching the

TCP state of the server from the SYN_RCVD state to an acknowledgment-waiting

(ACK_WAIT) state; and when an acknowledgment (ACK_2) packet sent from the

client and corresponding to the SYN/ACK_1 packet is not received by the server

during a previously set timeout period, switching the TCP state of the server from the

ACK_WAIT state directly to a closed (CLOSED) state and safely terminating a TCP

connection.

[22] Here, the timeout period may be set to 60 seconds.

[23] Another aspect of the present invention provides a method of preventing a denial of

serve (DoS) attack using transmission control protocol (TCP) state transition by

monitoring flow of packets transmitted between a client and a server using TCP, the

method comprising the steps of: when the server receives a SYN packet of the client,

switching a TCP state of the server from a LISTEN state to a SYN_RCVD state; after

the server sends a SYN/ACK_1 packet to the client, switching the TCP state of the

server from the SYN_RCVD state to an ACK_WAIT state; and when the server

receives the same SYN packet again, switching the TCP state of the server from the

ACK_WAIT state directly to a CLOSED state and safely terminating a TCP

connection.

[24] Yet another aspect of the present invention provides a method of preventing a

denial of serve (DoS) attack using transmission control protocol (TCP) state transition

by monitoring flow of packets transmitted between a client and a server using TCP, the

method comprising the steps of: when the server receives a SYN packet of the client,

switching a TCP state of the server from a LISTEN state to a SYN_RCVD state; after



the server sends a SYN/ACK_1 packet to the client, switching the TCP state of the

server from the SYN_RCVD state to an ACK_WAIT state; when the server receives a

finish (FIN) packet, sending an ACK_3 packet corresponding to the FIN packet to the

client, and then switching the TCP state of the server from the ACK_WAIT state to a

preparing-for-close (CLOSING) state; when the server receives an ACK_4 packet sent

from the client and corresponding to the ACK_3 packet, switching the TCP state of the

server from the CLOSING state to a waiting-for-close (CLOSE_WAIT_1) state; and

after the server sends an ACK_5 packet corresponding to the ACK_4 packet to the

client, switching the TCP state of the server from the CLOSE_WAIT_1 state to a

CLOSED state and safely terminating a TCP connection.

[25] Here, when the ACK_4 packet is not received by the server during a previously set

timeout period, the TCP state of the server may be switched from the CLOSING state

directly to the CLOSED state and the TCP connection may be safely terminated.

[26] The timeout period may be set to 10 seconds.

[27] Still another aspect of the present invention provides a method of preventing a

denial of serve (DoS) attack using transmission control protocol (TCP) state transition

by monitoring flow of packets transmitted between a client and a server using TCP, the

method comprising the steps of: when the server receives a SYN packet of the client,

switching a TCP state of the server from a LISTEN state to a SYN_RCVD state; after

the server sends a SYN/ACK_1 packet to the client, switching the TCP state of the

server from the SYN_RCVD state to an ACK_WAIT state; when the server receives

an acknowledgment finish (ACK_2/FIN) packet from the client, in which an ACK_2

flag corresponding to the SYN/ACK_1 packet and a FIN flag are set, switching the

TCP state of the server from the ACK_WAIT state to a waiting-for-close

(CLOSE_WAIT_2) state; and when the server receives an abnormal acknowledgment

(ACK_6) packet from the client, switching the TCP state of the server from the

CLOSE_WAIT_2 state to a CLOSED state and safely terminating a TCP connection.

[28] Here, when the ACK_6 packet is not received by the server during a previously set

timeout period, the TCP state of the server may be switched from the

CLOSE_WAIT_2 state to the CLOSED state and the TCP connection may be safely

terminated.

[29] The timeout period may be set to 10 seconds.

[30] Still yet another aspect of the present invention provides a method of preventing a

denial of serve (DoS) attack using transmission control protocol (TCP) state transition

by monitoring flow of packets transmitted between a client and a server using TCP, the

method comprising the steps of: when the server receives a SYN packet of the client,

switching a TCP state of the server from a LISTEN state to a SYN_RCVD state; after

the server sends a SYN/ACK_1 packet to the client, switching the TCP state of the



server from the SYN_RCVD state to an ACK_WAIT state; when the server receives

an ACK_2 packet corresponding to the SYN/ACK_1 packet from the client, switching

the TCP state of the server from the ACK_WAIT state to a connection-established

(ESTABLISHED) state and establishing a TCP connection; when the server receives a

FIN packet of the client, sending an ACK_3 packet corresponding to the FIN packet to

the client and then switching the TCP state of the server from the ESTABLISHED

state to a CLOSE_WAIT_2 state; and when the server receives an ACK_4 packet cor

responding to the ACK_3 packet from the client, switching the TCP state of the server

from the CLOSE_WAIT_2 state to a CLOSED state and safely terminating the TCP

connection.

[31] Here, when the ACK_4 packet is not received by the server during a previously set

timeout period, the TCP state of the server may be switched from the

CLOSE_WAIT_2 state to the CLOSED state and the TCP connection may be safely

terminated.

[32] The timeout period may be set to 10 seconds.

[33] When the server receives a packet in which a reset (RST) flag or a SYN flag is set

from the client after the TCP connection is established, the TCP state of the server may

be switched from the ESTABLISHED state directly to the CLOSED state and the TCP

connection may be safely terminated.

[34] When no packet is received by the server during a previously set timeout period

after the TCP connection is established, the TCP state of the server may be switched

from the ESTABLISHED state directly to the CLOSED state and the TCP connection

may be safely terminated.

[35] The timeout period may be set to 30 minutes.

[36] Still yet another aspect of the present invention provides a recording medium

storing a program for executing the above-described method of preventing a DoS

attack using TCP state transition.

Advantageous Effects
[37] According to the inventive method of preventing a denial of service (DoS) attack

using transmission control protocol (TCP) state transition, flow of packets transmitted

between a client and a server using TCP is monitored to prevent a DoS attack, and thus

it is possible to efficiently reduce the load on the server and provide a safer service.

[38] In addition, by applying the inventive method to a firewall, a proxy server, an

intrusion detection system, etc., of a server, it is possible to strengthen DoS vulner

abilities without disturbing a conventional TCP state transition operation, and detect,

verify and block DoS attacks abusing the vulnerabilities, thereby providing more

secure service.



Brief Description of the Drawings
[39] FIG. 1 is a conceptual diagram illustrating a general transmission control protocol

(TCP) state transition operation;

[40] FIG. 2 is a conceptual diagram illustrating a monitoring model for implementing a

method of preventing a denial of service (DoS) attack using TCP state transition

according to an exemplary embodiment of the present invention;

[41] FIG. 3 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention in a normal TCP connection e s

tablishment process between a client and a server;

[42] FIG. 4 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention in a normal TCP connection

termination process between a client and a server;

[43] FIG. 5 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a first example of an

abnormal TCP connection;

[44] FIG. 6 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a second example of an

abnormal TCP connection;

[45] FIG. 7 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a third example of an

abnormal TCP connection;

[46] FIG. 8 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a fourth example of an

abnormal TCP connection;

[47] FIG. 9 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a fifth example of an

abnormal TCP connection; and

[48] FIG. 10 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a sixth example of an

abnormal TCP connection.

Mode for the Invention
[49] Hereinafter, exemplary embodiments of the present invention will be described in

detail. However, the present invention is not limited to the embodiments disclosed

below, but can be implemented in various forms. The following embodiments are

described in order for this disclosure to be complete and enabling to those of ordinary

skill in the art.

[50] FIG. 2 is a conceptual diagram illustrating a monitoring model for implementing a



method of preventing a denial of service (DoS) attack using transmission control

protocol (TCP) state transition according to an exemplary embodiment of the present

invention.

[51] Referring to FIG. 2, the monitoring model for implementing a method of preventing

a DoS attack using TCP state transition according to an exemplary embodiment of the

present invention comprises a listening (LISTEN) state, a connection-request-received

(SYN_RCVD) state, an acknowledgment-waiting (ACK_WAIT) state, a connection-

established (ESTABLISHED) state, a preparing-for-close (CLOSING) state, waiting-

for-close (CLOSE_WAIT_1 and CL0S_WAIT_2) states, and a closed (CLOSD) state,

which are connected in various sequences according to flow of packets sent and

received between a client and a server.

[52] Here, in an exemplary embodiment of the present invention, the same terms as used

in a conventional basic spec of TCP are used for the LISTEN, SYN_RVCD, E S

TABLISHED, CLOSING and CLOSED states for convenience. However, the present

invention is not limited by use of these terms and other arbitrary terms may be

employed instead.

[53] Meanwhile, the monitoring model for implementing a method of preventing a DoS

attack using TCP state transition according to an exemplary embodiment of the present

invention does not change a conventional basic spec model of TCP but establishes a

common connection via TCP between a client and a server. In addition, the monitoring

model of the present invention is applied to a firewall, a proxy server, an intrusion

detection system, etc., of a server, to monitor flow of packets, check whether a TCP

connection between a client 100 and a server 200 is normally established, and safely

terminate the TCP connection when an abnormal connection, e.g., a DoS attack such as

a SYN flooding attack, is attempted. Consequently, the monitoring model can

strengthen DoS vulnerabilities without disturbing TCP state transition operations

according to the conventional basic spec of TCP, and can also detect, verify and block

DoS attacks abusing the vulnerabilities, thereby providing more secure service.

[54] In other words, while monitoring packets exchanged between a client and a server,

the monitoring model applied in an exemplary embodiment of the present invention

checks and determines whether or not the packets exchanged while switching

respective TCP connection states conform to the TCP spec.

[55] In addition, when a client attempts to establish a new session with a server, the

monitoring model applied in an exemplary embodiment of the present invention sets

up new sessions in an initial state, checks tags of packets while reading the packets,

and when the verification result of a tag is invalid, terminates the session or the

connection state. Besides, the monitoring model checks response packets sent from the

server to the client and continuously monitors flow of exchanged packets while



switching to a next connection state.

[56] FIG. 3 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention in a normal TCP connection e s

tablishment process between a client and a server.

[57] Referring to FIGS. 2 and 3, when a session is initially established between the client

100 and the server 200, the TCP state of the server 200 is set to the LISTEN state that

is the initial TCP connection state of the present invention.

[58] Then, the client 100 sends a connection request (SYN) packet, in which a SYN flag

is set, to a specific port of the server 200 to which the client wants to connect. When

the server 200 checks that the SYN packet sent from the client 100 is received, the

TCP state of the server 200 is switched from the LISTEN state to the SYN_RCVD

state.

[59] Subsequently, to accept the connection request, the server 200 sends its connection-

request acknowledgment (SYN/ACK_1) packet, in which SYN and acknowledgment

(ACK_1) flags are set, to the client 100. When the server 200 checks that the SYN/

ACK_1 packet is sent to the client 100, the TCP state of the server 200 is switched

from the SYN_RCVD state to the ACK_WAIT state.

[60] Subsequently, the client 100 sends an ACK_2 packet corresponding to the SYN/

ACK_1 packet to the server 200. When the server 200 checks that the ACK_2 packet

sent from the client 100 is received, the TCP state of the server 200 is switched from

the ACK_WAIT state to the ESTABLISHED state, thereby establishing a TCP

connection. After this, data is freely transmitted between the client 100 and the server

200.

[61] FIG. 4 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention in a normal TCP connection

termination process between a client and a server.

[62] Referring to FIGS. 2 and 4, in order to terminate a TCP connection in the E S

TABLISHED state in which the TCP connection is established between the client 100

and the server 200, the client 100 sends a finish (FIN) packet, in which a FIN flag is

set, to a specific port of the server 20. When the sever 200 receives the FIN packet sent

from the client 100, it sends an ACK_3 packet corresponding to the FIN packet to the

client 100 in order to acknowledge termination of the TCP connection.

[63] Here, when the server 200 checks that the ACK_3 packet corresponding to the FIN

packet is sent to the client 100, the TCP state of the sever 200 is switched from the E S

TABLISHED state to the CLOSE_WAIT_2 state.

[64] Then, the client 100 sends an ACK_4 packet corresponding to the ACK_3 packet to

the server 200. When the server 200 checks that the ACK_4 packet sent from the client

100 is received, the TCP state of the server 200 is switched from the CLOSE_WAIT_2



state to the CLOSED state, thereby terminating the TCP connection.

[65] Meanwhile, when the client 100 does not send the ACK_4 packet and terminates

the connection beforehand in the CLOSE_WAIT_2 state, a timeout occurs and the

server 200 enters the CLOSED state to terminate the TCP connection.

[66] More specifically, when the ACK_4 packet is not received by the server 200 during

a previously set timeout period, which may be about 10 seconds, the TCP state of the

server 200 is switched from the CLOSE_WAIT_2 state to the CLOSED state, thereby

safely terminating the TCP connection.

[67] The method of preventing a DoS attack using TCP state transition according to an

exemplary embodiment of the present invention will be described in detail below with

reference to various examples of abnormal TCP connections

[68] FIG. 5 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a first example of an

abnormal TCP connection.

[69] Referring to FIGS. 2 and 5, when the server 200 checks that a SYN packet sent

from the client 100 is received, the TCP state of the server 200 is switched from the

LISTEN state to the SYN_RCVD state. Then, when the server 200 checks that a SYN/

ACK_1 packet is sent to the client 100, the TCP state of the server 200 is switched

from the SYN_RCVD state to the ACK_WAIT state.

[70] Subsequently, when the server 200 checks that an ACK_2 packet sent from the

client 100 is received, the TCP state of the server 200 is switched from the

ACK_WAIT state to the ESTABLISHED state, thereby establishing a TCP

connection.

[71] Afterwards, when the server 200 checks that a packet, in which a reset (RST) or

SYN flag is set, sent from the client 100 is received, the TCP state of the server 200 is

switched from the ESTABLISHED state directly to the CLOSED state, thereby safely

terminating the TCP connection.

[72] Meanwhile, when the client 100 abnormally terminates the connection without

sending any packet in the ESTABLISHED state, a timeout occurs and the server 200

directly enters the CLOSED state to terminate the TCP connection.

[73] More specifically, when no packet is received by the server 200 during a previously

set timeout period, which may be about 30 minutes, the TCP state of the server 200 is

switched from the ESTABLISHED state directly to the CLOSED state, thereby safely

terminating the TCP connection.

[74] FIG. 6 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a second example of an

abnormal TCP connection.

[75] Referring to FIGS. 2 and 6, when the server 200 checks that a SYN packet sent



from the client 100 is received, the TCP state of the server 200 is switched from the

LISTEN state to the SYN_RCVD state. Then, when the server 200 checks that a SYN/

ACK_1 packet is sent to the client 100, the TCP state of the server 200 is switched

from the SYN_RCVD state to the ACK_WAIT state.

[76] Subsequently, when the server 200 receives a FIN packet sent from the client 100

and checks that an ACK_3 packet corresponding to the FIN packet is sent to the client

100, the TCP state of the server 200 is switched from the ACK_WAIT state to the

CLOSING state, thereby preparing to safely terminate the corresponding session.

[77] Here, when the client 100 abnormally terminates the connection without sending

any packet in the CLOSING state, a timeout occurs and the server 200 directly enters

the CLOSED state to terminate the TCP connection.

[78] More specifically, when no packet is received by the server 200 during a previously

set timeout period, which may be about 10 seconds, the TCP state of the server 200 is

switched from the CLOSING state directly to the CLOSED state, thereby safely

terminating the TCP connection.

[79] FIG. 7 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a third example of an

abnormal TCP connection.

[80] Referring to FIGS. 2 and 7, when the server 200 checks that a SYN packet sent

from the client 100 is received, the TCP state of the server 200 is switched from the

LISTEN state to the SYN_RCVD state. Then, when the server 200 checks that a SYN/

ACK_1 packet is sent to the client 100, the TCP state of the server 200 is switched

from the SYN_RCVD state to the ACK_WAIT state.

[81] Subsequently, when the server 200 receives a FIN packet sent from the client 100

and checks that an ACK_3 packet corresponding to the FIN packet is sent to the client

100, the TCP state of the server 200 is switched from the ACK_WAIT state to the

CLOSING state, thereby preparing to safely terminate the corresponding session.

[82] Then, when the server 200 checks that an ACK_4 packet sent from the client 100

and corresponding to the ACK_3 packet is received, the TCP state of the server 200 is

switched from the CLOSING state to the CLOSE_WAIT_1 state.

[83] Subsequently, when the server 200 checks that an ACK_5 packet corresponding to

the ACK_4 packet is sent to the client 100, the TCP state of the server 200 is switched

from the CLOSE_WAIT_1 state to the CLOSED state, thereby safely terminating the

TCP connection.

[84] FIG. 8 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a fourth example of an

abnormal TCP connection.

[85] Referring to FIGS. 2 and 8, when the server 200 checks that a SYN packet sent



from the client 100 is received, the TCP state of the server 200 is switched from the

LISTEN state to the SYN_RCVD state. Then, when the server 200 checks that a SYN/

ACK_1 packet is sent to the client 100, the TCP state of the server 200 is switched

from the SYN_RCVD state to the ACK_WAIT state.

[86] Subsequently, when the client 100 sends an acknowledgment finish (ACK_2/FIN)

packet, in which an ACK_2 flag corresponding to the SYN/ACK_1 packet and a FIN

flag are set, to the server 200, and the server 200 checks that the ACK_2/FIN packet

sent from the client 100 is received, the TCP state of the server 200 is switched from

the ACK_WAIT state to the CLOSE_WAIT_2 state.

[87] Afterwards, when the server 200 checks that an abnormal ACK_6 packet, i.e., an

acknowledgment packet not conforming to a normal packet flow and intentionally sent

by a malicious client, is received from the client 100, the TCP state of the server 200 is

switched from the CLOSE_WAIT_2 state to the CLOSED state.

[88] Meanwhile, when the client 100 terminates the connection without sending any

packet including the abnormal ACK_6 packet in the CLOSE_WAIT_2 state, a timeout

occurs and the server 200 directly enters the CLOSED state to terminate the TCP

connection.

[89] More specifically, when no packet is received by the server 200 during a previously

set timeout period, which may be about 10 seconds, the TCP state of the server 200 is

switched from the CLOSE_WAIT_2 state to the CLOSED state, thereby safely

terminating the TCP connection.

[90] FIG. 9 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a fifth example of an

abnormal TCP connection.

[91] Referring to FIGS. 2 and 9, when the server 200 checks that a SYN packet sent

from the client 100 is received, the TCP state of the server 200 is switched from the

LISTEN state to the SYN_RCVD state. Then, when the server 200 checks that a SYN/

ACK_1 packet is sent to the client 100, the TCP state of the server 200 is switched

from the SYN_RCVD state to the ACK_WAIT state.

[92] When the client 100 abnormally terminates the connection without sending any

packet in the ACK_WAIT state, a timeout occurs and the server 200 directly enters the

CLOSED state to terminate the TCP connection.

[93] More specifically, when no packet is received by the server 200 during a previously

set timeout period, which may be about 60 seconds, the TCP state of the server 200 is

switched from the ACK_WAIT state directly to the CLOSED state, thereby safely

terminating the TCP connection.

[94] FIG. 10 illustrates packet flow and TCP state transition operations applied in an

exemplary embodiment of the present invention according to a sixth example of an



abnormal TCP connection.

[95] Referring to FIGS. 2 and 10, when the server 200 checks that a SYN packet sent

from the client 100 is received, the TCP state of the server 200 is switched from the

LISTEN state to the SYN_RCVD state. Then, when the server 200 checks that a SYN/

ACK_1 packet is sent to the client 100, the TCP state of the server 200 is switched

from the SYN_RCVD state to the ACK_WAIT state.

[96] When the client 100 continuously sends the same SYN packet in the ACK_WAIT

state, and the server 200 checks receipt of the SYN packets sent from the same client

100, the TCP state of the server 200 is switched from the ACK_WAIT state directly to

the CLOSED state, thereby safely terminating the TCP connection.

[97] As described above, the monitoring model for implementing a method of

preventing a DoS attack using TCP state transition according to an exemplary

embodiment of the present invention checks and prevents DoS events from happening

due to continuous overflow of a queue according to the conventional TCP spec,

thereby efficiently preventing DoS attacks in an early stage.

[98] Meanwhile, the method of preventing a DoS attack using TCP state transition

according to an exemplary embodiment of the present invention can be stored on a

computer-readable recording medium in the form of computer code. The computer-

readable recording medium may be any recording device storing data that can be read

by computer systems.

[99] For example, the computer-readable recording medium may be a read-only memory

(ROM), a random-access memory (RAM), a compact disk read-only memory

(CD-ROM), a magnetic tape, a hard disk, a floppy disk, a mobile storage device, a

nonvolatile memory (flash memory), an optical data storage device, and so on. Also,

the recording medium may be carrier waves, e.g., transmission over the Internet.

[100] In addition, the computer-readable recording medium may be distributed among

computer systems connected via a communication network and stored in the form of a

code that can be read and executed by a de-centralized method.

[101] While the invention has been shown and described with reference to a certain

exemplary embodiment of a method of preventing a DoS attack using TCP state

transition, it will be understood by those skilled in the art that various changes in form

and details may be made therein without departing from the spirit and scope of the

invention as defined by the appended claims.



Claims
[1] A method of preventing a denial of service (DoS) attack using transmission

control protocol (TCP) state transition by monitoring flow of packets transmitted

between a client and a server using TCP, the method comprising the steps of:

when the server receives a connection request (SYN) packet of the client,

switching a TCP state of the server from a listening (LISTEN) state to a

connection-request-received (SYN_RCVD) state;

after the server sends a connection-request acknowledgment (SYN/ACK_1)

packet to the client, switching the TCP state of the server from the SYN_RCVD

state to an acknowledgment-waiting (ACK_WAIT) state; and

when an acknowledgment (ACK_2) packet sent from the client and cor

responding to the SYN/ACK_1 packet is not received by the server during a

previously set timeout period, switching the TCP state of the server from the

ACK_WAIT state directly to a closed (CLOSED) state and safely terminating a

TCP connection.

[2] The method of claim 1, wherein the timeout period is set to 60 seconds.

[3] A method of preventing a denial of service (DoS) attack using transmission

control protocol (TCP) state transition by monitoring flow of packets transmitted

between a client and a server using TCP, the method comprising the steps of:

when the server receives a connection request (SYN) packet of the client,

switching a TCP state of the server from a listening (LISTEN) state to a

connection-request-received (SYN_RCVD) state;

after the server sends a connection-request acknowledgment (SYN/ACK_1)

packet to the client, switching the TCP state of the server from the SYN_RCVD

state to an acknowledgment-waiting (ACK_WAIT) state; and

when the server receives the same SYN packet again, switching the TCP state of

the server from the ACK_WAIT state directly to a closed (CLOSED) state and

safely terminating a TCP connection.

[4] A method of preventing a denial of serve (DoS) attack using transmission control

protocol (TCP) state transition by monitoring flow of packets transmitted

between a client and a server using TCP, the method comprising the steps of:

when the server receives a connection request (SYN) packet of the client,

switching a TCP state of the server from a listening (LISTEN) state to a

connection-request-received (SYN_RCVD) state;

after the server sends a connection-request acknowledgment (SYN/ACK_1)

packet to the client, switching the TCP state of the server from the SYN_RCVD

state to an acknowledgment-waiting (ACK_WAIT) state;



when the server receives a finish (FIN) packet, sending an acknowledgment

(ACK_3) packet corresponding to the FIN packet to the client, and then

switching the TCP state of the server from the ACK_WAIT state to a preparing-

for-close (CLOSING) state;

when the server receives an ACK_4 packet sent from the client and cor

responding to the ACK_3 packet, switching the TCP state of the server from the

CLOSING state to a waiting-for-close (CLOSE_WAIT_1) state; and

after the server sends an ACK_5 packet corresponding to the ACK_4 packet to

the client, switching the TCP state of the server from the CLOSE_WAIT_1 state

to a closed (CLOSED) state and safely terminating a TCP connection.

[5] The method of claim 4, wherein when the ACK_4 packet is not received by the

server during a previously set timeout period, the TCP state of the server is

switched from the CLOSING state directly to the CLOSED state, and the TCP

connection is safely terminated.

[6] The method of claim 5, wherein the timeout period is set to 10 seconds.

[7] A method of preventing a denial of serve (DoS) attack using transmission control

protocol (TCP) state transition by monitoring flow of packets transmitted

between a client and a server using TCP, the method comprising the steps of:

when the server receives a connection request (SYN) packet of the client,

switching a TCP state of the server from a listening (LISTEN) state to a

connection-request-received (SYN_RCVD) state;

after the server sends a connection-request acknowledgment (SYN/ACK_1)

packet to the client, switching the TCP state of the server from the SYN_RCVD

state to an acknowledgment-waiting (ACK_WAIT) state;

when the server receives an acknowledgment finish (ACK_2/FIN) packet from

the client, in which an ACK_2 flag corresponding to the SYN/ACK_1 packet

and a FIN flag are set, switching the TCP state of the server from the

ACK_WAIT state to a waiting-for-close (CLOSE_WAIT_2) state; and

when the server receives an abnormal acknowledgment (ACK_6) packet from

the client, switching the TCP state of the server from the CLOSE_WAIT_2 state

to a closed (CLOSED) state and safely terminating a TCP connection.

[8] The method of claim 7, wherein when the ACK_6 packet is not received by the

server during a previously set timeout period, the TCP state of the server is

switched from the CLOSE_WAIT_2 state to the CLOSED state, and the TCP

connection is safely terminated.

[9] The method of claim 8, wherein the timeout period is set to 10 seconds.

[10] A method of preventing a denial of serve (DoS) attack using transmission control

protocol (TCP) state transition by monitoring flow of packets transmitted



between a client and a server using TCP, the method comprising the steps of:

when the server receives a connection request (SYN) packet of the client,

switching a TCP state of the server from a listening (LISTEN) state to a

connection-request-received (SYN_RCVD) state;

after the server sends a connection-request acknowledgment (SYN/ACK_1)

packet to the client, switching the TCP state of the server from the SYN_RCVD

state to an acknowledgment-waiting (ACK_WAIT) state;

when the server receives an acknowledgment (ACK_2) packet corresponding to

the SYN/ACK_1 packet from the client, switching the TCP state of the server

from the ACK_WAIT state to a connection-established (ESTABLISHED) state

and establishing a TCP connection;

when the server receives a finish (FIN) packet of the client, sending an ACK_3

packet corresponding to the FIN packet to the client and then switching the TCP

state of the server from the ESTABLISHED state to a waiting-for-close

(CLOSE_WAIT_2) state; and

when the server receives an ACK_4 packet corresponding to the ACK_3 packet

from the client, switching the TCP state of the server from the CLOSE_WAIT_2

state to a closed (CLOSED) state and safely terminating the TCP connection.

[11] The method of claim 10, wherein when the ACK_4 packet is not received by the

server during a previously set timeout period, the TCP state of the server is

switched from the CLOSE_WAIT_2 state to the CLOSED state, and the TCP

connection is safely terminated.

[12] The method of claim 11, wherein the timeout period is set to 10 seconds.

[13] The method of claim 10, wherein when the server receives a packet in which a

reset (RST) flag or a SYN flag is set from the client after the TCP connection is

established, the TCP state of the server is switched from the ESTABLISHED

state directly to the CLOSED state, and the TCP connection is safely terminated.

[14] The method of claim 10, wherein when no packet is received by the server

during a previously set timeout period after the TCP connection is established,

the TCP state of the server is switched from the ESTABLISHED state directly to

the CLOSED state, and the TCP connection is safely terminated.

[15] The method of claim 14, wherein the timeout period is set to 30 minutes.

[16] A computer-readable recording medium storing a program capable of executing

the method of any one of claims 1 to 15.
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