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PROTECTION METHOD AND DEVICE FOR 
THE SECURE DISTRIBUTION OF 

AUDIO-VISUAL WORKS 

RELATED APPLICATION 

This is a S371 of International Application No. PCT/ 
FR2004/055044, with an international filing date of Feb. 4, 
2004 (WO 2004/073291, published Aug. 26, 2004), which is 
based on French Patent Application No. 03/01271, filed Feb. 
4, 2003. 

FIELD OF THE INVENTION 

This invention relates to the processing, broadcasting, 
recording and secure viewing of video data and television 
programs, or more generally any program or multimedia 
sequence using a nominal stream format of the MPEG type by 
authorized users and provides a secure system for processing, 
broadcasting delivery, recording, private copy and viewing of 
programs and interactive video or multimedia sequences. 

BACKGROUND 

The general problem is to furnish a device capable of 
transmitting in a secure manner a set of high-quality visual 
films in a format of the MPEG type directly to a TV screen 
and/or for being recorded on the hard disk of a box connecting 
the telecommunication network to the television screen while 
preserving the audiovisual quality yet avoiding any fraudu 
lent use such as the possibility of making pirated copies of 
films or audiovisual programs recorded on the hard disk of the 
decoderbox. 

It is possible with current solutions to transmit films and 
audiovisual programs in digital form via broadcasting net 
works of the microwave, cable, satellite, etc. type or via 
telecommunication networks of the DSL (Digital Subscriber 
Line) type or BLR (local radio loop) type or via DAB (Digital 
Audio Broadcasting) networks. Furthermore, in order to 
avoid the pirating of works broadcasted in this manner, they 
are frequently encrypted by various means well-known to an 
expert in the art. 

However, the main disadvantage of current solutions (WO 
01/65762) is the fact that it is necessary to transmit not only 
the encrypted data to the users but also the decryption keys. 
Transmission of the decryption keys can be made before, at 
the same time as or after the transmission of the audiovisual 
programs. To increase the security and therefore the protec 
tion of audiovisual works against ill-intended usage, the 
decryption keys as well as the decryption functions of audio 
visual decoders can comprise improved security means Such 
as Smartcards or other physical keys that can optionally be 
remotely updated. 

Thus, the current solutions applied to a decoder box with 
the possibility of local recording of audiovisual programs in 
digital form on any support of the hard disk type or other 
memory type offer an ill-intentioned user the possibility of 
making non-authorized copies of programs recorded in this 
manner since at a given moment this user possesses, with a 
digital decoderbox, whether associated or not with Smartcard 
systems, all the information, Software programs and date that 
permit complete decryption of audiovisual programs. Pre 
cisely on account of the fact that the user possesses all the 
data, the ill-intentioned user has the possibility of making 
illegal copies without anyone perceiving this fraudulent copy 
at the moment at which it is made. 
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2 
One solution would therefore consist of transmitting all or 

part of a digital audiovisual program solely on demand (on 
demand video services) via a broadband telecommunication 
network of the fiber optic type, ADSL, cable or satellite type 
without authorizing local recording of audiovisual programs. 
In this instance, the disadvantage is quite different and stems 
from the performance of these networks, that do not permit 
continuous streams of several megabits per second to each 
user to be guaranteed as required by MPEG streams, that 
require bandwidths of several hundreds of kilobits at several 
megabits per second. 

Under these conditions, one solution consists of separating 
the stream into two parts, neither one of which would be 
usable by itself. For example, EP0778513 teaches a process 
that permits the prevention of the illegal use of information by 
adding control information to it to verify the rights of the user. 
The system permits permanent knowledge of which part of 
the information is used and by which user and to know from 
this information whether the user is illegal or not. Thus, this 
process secures the data by adding additional information to 
it that denatures the initial information. 

U.S. Pat. No. 5,937,164 makes use of the solution consist 
ing of separating the stream into two parts of which the 
Smallestone holds information necessary for using the largest 
one. However, that patent is insufficient to responding to the 
problem identified. In fact, Suppressing a part of the stream 
denatures the format of the stream and it can therefore not be 
recognized as a standard stream that can be exploited with 
general Software applications. That process requires at the 
same time specific software on the server side for separating 
the two parts, and other specific software that ensures not only 
reconstruction of the stream, but also acquisition of the main 
stream and its exploitation according to a format proprietary 
to the solution. That proprietary format is not the initial for 
mat of the stream prior to being separated into two parts. 

U.S. Pat. No. 5,892.825 resumes the preceding patent, but 
with a smaller scope because the streams in it are always 
encrypted U.S. Pat. No. 6,035.329 is based on the same prin 
ciple and concerns a process permitting reading a disk of the 
CD-ROM or DVD-ROM type conditioned on the identifica 
tion of rights by the insertion of a smartcard on which the 
information necessary for the reading are stored. That process 
is still not sufficient because it does not guarantee that the 
modified stream is of the same format as the original stream. 
Finally, U.S. Pat. No. 6,185.306 relates to a process for the 
transmission of encrypted data from a Website to a requesting 
computer. However, that process allows the user to have avail 
able at a given momentall the tools necessary for copying the 
data. 

SUMMARY OF THE INVENTION 

This invention relates to a process for secure distribution of 
Video sequences coded in accordance with a nominal stream 
format including visual data and data for configuration of 
decoding of the stream that does not represent the visual data, 
wherein, prior to transmission to client equipment, an analy 
sis is made of the stream for generating a modified main 
stream having a format of the nominal stream and having 
pictures/images modified by modification of the data for con 
figuration of decoding, and complementary digital informa 
tion of any format including digital information Suitable to 
permit reconstruction of modified pictures, then, for sepa 
rately transmitting the modified main stream and comple 
mentary digital information generated from a server to the 
client equipment, and wherein a synthesis of a stream in the 
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nominal format is calculated on the client equipment as a 
function of the modified main stream and the complementary 
information. 

This invention also relates to a system for secure distribu 
tion of video sequences including apparatus for production of 
the video stream, at least one device for re-composition and 
viewing of a video stream and at least one telecommunication 
network between the production apparatus and the device of 
re-composition equipment. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention will be better understood from a reading of 
the following description of a non-limiting exemplary 
embodiment referring to the attached drawings: 

FIG. 1 schematically shows the total architecture of a sys 
tem for implementing the process of the invention; and 

FIG. 2 schematically represents a particular embodiment 
of the system for the analysis and synthesis of the stream of 
the MPEG type in conformity with the invention. 

DETAILED DESCRIPTION 

This invention therefore provides a system that permits the 
visual scrambling and recomposing of digital video content. 
The invention also permits a total control of the use of copies 
and of the rights of broadcasted works. 

This invention relates more particularly to a process for the 
secure distribution of video sequences coded in accordance 
with a nominal stream format constituted of visual data and 
data for the configuration of decoding the stream that does not 
represent the visual data, characterized in that prior to trans 
mission to client equipment, an analysis is made of the stream 
for generating a modified main stream having the format of 
the nominal stream and having pictures/images modified by 
the modification of this data for the configuration of the 
decoding, and complementary digital information of any for 
mat comprising the digital information Suitable for permitting 
the reconstruction of these modified pictures, then for sepa 
rately transmitting the modified main stream and the comple 
mentary digital information from the server to the addressed 
equipment, and that a synthesis of a stream in the nominal 
format is calculated on the addressed equipment as a function 
of the modified main stream and of the complementary infor 
mation. 
The nominal stream format advantageously comprises pic 

tures comprising blocks of coefficients and the data for the 
configuration of the decoding is data defining the mode of 
organization of these coefficients in the nominal stream for its 
transmission. 

According to one aspect, the nominal stream format com 
prises pictures comprising blocks of coefficients and the coef 
ficients are quantified according to at least one quantification 
step and the data for the configuration of the decoding is data 
permitting the calculation of these quantification steps. 
The nominal stream format preferably comprises pictures 

comprising blocks of coefficients and at least one of the 
coefficients is calculated from a previously determined “pre 
dictor” and from a “differential value” contained in the stream 
for the coefficient, which decoding configuration data is data 
permitting calculation of the re-initialization values of the 
predictor. 

According to a particular embodiment a plurality of decod 
ing parameters defined by the decoding configuration data is 
modified. 
The modifications made to the decoding configuration data 

preferably vary during the analysis. 
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4 
According to a particular aspect, the nominal stream for 

mat is based on the MPEG-2 norm. 
The invention also relates to a system for the secure distri 

bution of video sequences comprising equipment for the pro 
duction of a video stream, at least one piece of equipment for 
the re-composition and viewing of a video stream and at least 
one telecommunication network between the production 
equipment and the piece or pieces of re-composition equip 
ment of the user or users. 
The general principle of a process for securing a video 

stream is disclosed as follows. It is advantageous to authorize 
video services on demand and a la carte via broadcasting 
networks and the local recording in the digital decoderbox of 
the user. The solution comprises permanently retaining the 
part of the recorded audiovisual program remotely from the 
dwelling of the user and, in fact, in the broadcasting and 
transmission network, which part is essential for viewing the 
audiovisual program on a television screen or a screen of the 
monitor type, but which has a very small volume relative to 
the total Volume of the digital audiovisual program recorded 
at the user's location. The lacking part will be transmitted via 
the broadcasting that at the moment of the viewing of the 
digital audiovisual program pre-recorded at the user's loca 
tion. 

Thus, the greatest part of the audiovisual stream will be 
transmitted via a classic broadcasting network whereas the 
lacking part will be sent on demand via a narrow-band tele 
communication network Such as the classic telephone net 
works or cellular networks of the GSM, GPRS or UMTS 
types or by using a small part of a network of the DSL or BLR 
(local radio loop) type, or also by using a Subset of the band 
width divided on a cable network. 

In the attached drawings, FIG. 1 shows a scheme of a 
distribution system in accordance with the present invention. 
FIG. 2 shows a particular embodiment of the system for the 
analysis and synthesis of streams in conformity with aspects 
of the invention. 

In FIG. 1, the video interface arrangement 8 is adapted to 
connect at least one display device, e.g., a monitor, a video 
projector or a device of the television screen type 6 to at least 
one broadband transmission and broadcasting network inter 
face 4 and to at least one telecommunication network inter 
face 10. This arrangement is composed of a module 8 prima 
rily comprising on the one hand a processing unit adapted to 
process and in particular decode and descramble any video 
stream of the MPEG type in accordance with a pre-loaded 
decoding and descrambling Software program in Such a man 
ner as to display it in real or differed time, store it, record it 
and/or send it to a telecommunication network and compris 
ing, on the other hand, at least one screen 7 interface and an 
interface for connection to a local or extended network 5 
and/or 9. Transmission and broadband broadcasting network 
4 and telecommunication network 10 can be combined into 
one network. 
The hard disk of the module 8 can be used as buffer 

memory for temporarily storing at least one part of the pro 
gram or of the video sequence to be displayed in case of 
deferred viewing or of a limitation in the broadband of the 
transmission network. The viewing can be delayed or 
deferred upon the request of the user or of the portal 12. 
As FIG. 1 shows, connection interface 5 is connected to a 

broadband transmission and broadcasting network 4 such as 
modem, satellite modem cable modem, fiber-optic line inter 
face or a radio or infrared interface for wireless communica 
tion. 
The content of audiovisual programs such as films will be 

transmitted via this classic connection for video broadcast 
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ing. However, in order to not allow pirated copies to be made, 
the system retains a small part of the audiovisual content in 
portal 12 before transmitting the audiovisual content from 
server 1 or portal 12. 

In the case of viewing an audiovisual program in real time, 
this small part of the audiovisual content retained in portal 12 
will also be sent to module 8 via telecommunication network 
10. 
The invention is relative to a stream of the MPEG type, that 

is, whose characteristics are described as follows. 
The format of the audiovisual stream used in the invention 

has the following characteristics: 
The format must decompose the data into frames, each 

frame of which comprises at least one complete digital pic 
ture I (Intra) that is entirely coded and does not contain 
information about the movement; 

Each picture I decomposes into a succession of blocks for 
which a certain number of simple, digitally coded visual 
elements are grouped (e.g., the Y components (luminance), 
Cb, Cr (chrominances) of a point of a picture, or frequency 
components); 
The audiovisual stream in conformity with the format com 

prises information that is not represented visually and con 
figures the parameters used by the reader adapted to this type 
of stream format during its decoding, which non-visual infor 
mation permits, e.g., organization of digitally coded visual 
elements; 
The visual elements are optionally completely or partially 

coded differentially, that is, their decoded value is obtained 
with the aid of a calculation concerning at the same time the 
value specified in the current block, but also the last value of 
the same decoded type, called "prediction value” (e.g., the 
one corresponding to the block that precedes the current 
block in the video stream in the case of an I image and of an 
MPEG-2 stream): 

In a particular instance, the frame also comprises digital 
pictures called predicted relative to the preceding pictures (P 
pictures: predicted) or relative to the preceding and following 
pictures (B pictures: bidirectional). The B and P pictures are 
constituted in the same manner as the I pictures but are cal 
culated by the difference relative to the reference pictures 
(compensation of movement and colorimetric difference). 
However, certain blocks of P and B pictures can be transmit 
ted entirely (Intra blocks). 

The development of the compression of an MPEG stream 
will now be described. This process applies to every stream 
format as described above and the MPEG instance is taken 
solely by way of non-limiting example. 
An MPEG compression begins in a first time by decom 

posing the picture into different square matrices comprising 
several points or pixels, each of which has its own colorimet 
ric value. A calculation permits the obtention of an average 
value for each matrix within which each point is now embed 
ded. This processing generates a pixelization and the appear 
ance of uniform solid colors where nuances of shading 
existed. The second stage of the MPEG compression consists 
of only retaining the elements changing from one picture to 
the other, whence the creation of type B or P pictures. 

The video is represented as a succession of individual 
pictures, each one of which is processed as a bidimensional 
matrix of picture elements (pixels). The representation of the 
colors of each pixel comprises three components: A lumi 
nance component Y and two chrominance components Cb 
and Cr. 

Compression of the digitized video is realized by using 
several techniques: Sample of chrominance information rela 
tive to the sensitivity of the human visual system (HVS), 
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6 
quantification, movement compensation (MC) for exploiting 
the temporal redundancy, transformation in the frequency 
area by discrete cosine transformation (DCT) for exploiting 
the spatial redundancy, variable length coding (VLC) and the 
interpolation of pictures. 
As the human visual system is most sensitive to the reso 

lution of the luminance component of a picture, the values of 
pixel Y are coded in full resolution. The human visual system 
is less sensitive to chrominance information. The Sub-Sam 
pling illuminates the values of pixels based systematically on 
the position, which reduces the quantity of information to be 
compressed by other techniques. The norm retains a set of 
chrominance pixels for each 2x2 vicinity/neighborhood of 
luminance pixels. 
The macroblock is the base coding unit of a picture. The 

macroblocks of each picture are coded successively from left 
to right and from top to bottom. Each macroblock is com 
posed of 68x8 blocks: Four blocks of luminance Y, one block 
of chrominance Cb and one block of chrominance Cr. Note 
that the four luminance blocks cover the same picture Zone as 
each of the chrominance blocks by virtue of the sub-sampling 
of the chrominance information performed for adapting the 
coding to the sensitivity of the human visual system. 

For a given macroblock, the first operation is the selection 
of the coding mode that depends of the picture type, the 
efficacy of the prediction compensated in movement in the 
coded region, and the nature of the signal contained in the 
block. Secondly, a prediction compensated in movement of 
the block content based on prior or future reference pictures is 
formed. This prediction is subtracted from the real data of the 
current macroblock for forming an error signal. Thirdly, this 
error signal is divided into 6 8x8 blocks (4 luminance blocks 
and 2 chrominance blocks in each macroblock) and a discrete 
cosine transformation is applied to each of them. The result 
ing 8x8 block of DCT coefficients is scanned in ZigZag to be 
converted into a one-dimensional chain of quantified DCT 
coefficients. After this transformation, the coefficients situ 
ated at the left top of the newly obtained block correspond to 
the weakest frequencies in the two dimensions whereas those 
obtained at the right bottom correspond to the highest fre 
quencies. Fourthly, the related (subsidiary) information of the 
macroblocks (type, vectors, etc.) as well as the data of the 
quantified coefficients are coded. To obtain maximal efficacy 
a certain number of coding tables with varying length are 
defined for the different data elements. A coding of the range 
lengths is applied to the data of the quantified coefficients. 
The DCT coefficient of point 0.0, upper left of the block, 

represents a Zero horizontal and Vertical frequency. It is called 
DC coefficient (continuous). Since the DC coefficient is pro 
portional to the average value of the pixels of block 8x8, the 
differential coding permits a Supplementary compression 
because the difference of the average values of the neighbor 
ing 8x8 blocks tends to be relatively small. The other coeffi 
cients represent one or several non-Zero horizontal and/or 
Vertical spatial frequencies and are called AC coefficients. 
The differential coding of the DC coefficients makes use of 

the fact that the average values of the pixels of the successive 
8x8 blocks are close. By virtue of this property, to code a DC 
coefficient, only the difference relative to the last coefficient 
of the same type (luminance or chrominance) coded is coded. 
In the decoding, the value of a coefficient is calculated from 
the value for the coefficient in the video stream and from the 
last value of the same type decoded. The last decoded value of 
the same type is called “predictor, whereas the value to be 
added to the predictor to obtain the real value of the quantified 
coefficient is called “differential coefficient'. To avoid a 
divergence of values, the predictors are regularly re-initial 
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ized. The reader replaces the value of the predictor by a 
predetermined value contained in the stream at precise 
instants of the stream. 
The invention concerns information that does not represent 

visual data of the stream, but that permits the reader of the 
MPEG stream to use the visual information in accordance 
with the above-described process in Such a manner as to 
reconstitute a stream that is correct from the standpoint of 
human visual perception. The information that does not rep 
resent visual data is transmitted periodically in the stream in 
accordance with the norm used for the format of the stream. 
Modification of the non-visual information entrains the modi 
fication of the reconstitution and therefore the degradation of 
the stream from the standpoint of human visual perception. 

Three non-limiting examples of the invention are described 
below in which the modified information respectively con 
cerns the quantification of the blocks of DCT coefficients, the 
method of scanning the DCT blocks quantified in ZigZag and 
the re-initialization values of the predictors of the DC coeffi 
cients with reference made to the attached figures. In the 
following, the information that does not represent visual data 
is called “decoding configuration information'. 
The invention uses the process for securing video streams 

described above. Thus, the invention comprises modifying all 
or part of the decoding configuration information and the new 
values are in conformity with the specifications of the norm in 
Such a manner as to modify the interpretation made by the 
Video reader of the digital data sequence in the modified main 
stream generated in this manner, and to put aside in comple 
mentary digital information of any format the original decod 
ing configuration information and/or the functions necessary 
to reconstitute the original stream from the modified main 
stream and the complementary digital information. Reconsti 
tution is realized during a synthesis stage on the addressed 
equipment. 

While it is reading the binary stream a classic MPEG reader 
identifies the beginning of a coded picture, then the picture 
type. To avoid any confusion between a standard decoderbox 
frequently called “set-top box or STB,” the standard MPEG 
decoder will hereinafter be referred to as “reader' (player or 
viewer). This reader can be realized in hardware and/or in 
software. The MPEG reader successively decodes each mac 
roblock of the picture. The picture is reconstructed when all 
its macroblocks have been processed. If an I picture is con 
cerned, it constitutes a reference picture for the Subsequent 
pictures and is stored in place of the oldest reference picture. 
The pictures are therefore available in digital form for post 
processing and display as the application desires. 

In the case of an audiovisual program of the MPEG type, all 
the characteristics of the pictures coming from server 1 or 
portal 12 are not transmitted to module 8. In particular, the 
characteristics not transmitted in conformity with the inven 
tion are decoding configuration information contained in the 
Stream. 

Certain decoding configuration information is retained in 
portal 12. On the other hand, instead of and in place of 
non-transmitted decoding configuration information the 
device in conformity with the invention intercalates false 
decoding configuration information of the same nature as the 
decoding configuration information removed and retained in 
portal 12 in such a manner that the standard MPEG reader of 
module 8 is not disturbed by these modifications which it will 
ignore and reconstitute an output MPEG stream at the output 
that will be incorrect from the visual standpoint for a human 
being, but correct from the standpoint of the MPEG format. 
As can be seen in FIG. 1, connection interface 9 is con 

nected to extended telecommunication network 10 directly or 
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8 
via a local network serving as access network and is consti 
tuted, e.g., by a Subscriber line interface (analog or digital 
telephone network, DSL, BLR, GSM, GPRS, UMTS, etc.). 

Thus, the audiovisual programs are broadcast in a classic 
manner in multi-broadcasting mode via broadband transmis 
sion network 4 of the microwave, cable, satellite, digital 
microwave, DSL, etc. type from server 1 directly via connec 
tion 3 bis or via portal 12 via connections 2, 3 to decoder 
module 8 via connection 5. Each audiovisual program broad 
cast in this manner can be scrambled or non-scrambled and, in 
conformity with the invention, the streams of the MPEG type 
comprise modifications as described above. Certain audiovi 
Sual programs modified in this manner and incomplete are 
recorded on the hard disk of box 8 as a function of the 
parameters selected by the user or of information transmitted 
by the broadcasting server. 
When the user desires to view an audiovisual program 

recorded in this manner on the hard disk of box 8, the user 
requests this in a classic manner with a remote control con 
nected to his box 8that then connects automatically to gate 12 
via connection 9 of the local network and or direct access type 
and via telecommunication network 10 connected itself to 
portal 12 via connection 11. During the entire viewing of the 
audiovisual program, connections 9 and 11 remain estab 
lished and allow box 8 to receive the functions and the param 
eters for putting the modified decoding configuration infor 
mation back in order. The decoding configuration 
information transmitted in this manner is never recorded on 
the hard disk of box 8 because the pictures reconstituted with 
these new values are displayed directly on viewing screen 6 
via connection 7 after having been processed by the reader of 
box 8 from its volatile local memory. Once processed and 
visualized, the modified and/or lacking decoding configura 
tion information that was transmitted by portal 12 is deleted 
from the volatile local memory of box 8. 

In a first aspect, the invention comprises modifying the 
method of scanning quantified DCT blocks. The process 
determining the organization of the coefficients in MPEG will 
now be described. Once a block of quantified DCT coeffi 
cients has been calculated the digital information correspond 
ing to this block is ordered/arranged in the file corresponding 
to the stream. Several method of organization can be used: It 
can be ordered by line, in ZigZag starting from the top left 
coefficient in a random order. The order of the quantified DCT 
coefficients in a block is specified by the inclusion in the 
stream of digital information suitable for being interpreted by 
the reader. In the case of MPEG, two types of scanning the 
block are possible and defined. These two scanning types are 
known by the reader. The choice of the scanning type used for 
a block is determined by a bit included in the stream called 
“scanning bit (its name in the MGEG-2 norm is “alternate s 
can'). In order to know what Scanning type was applied to the 
DCT coefficients of the block, the reader reads the corre 
sponding bit and reconstitutes, as a function of the value of 
this bit, the block of quantified DCT coefficients from the 
sequence of coefficients in the stream. It is agreed that this 
calculation is performed at the same time as other calcula 
tions of the reader performed on the stream. The value of the 
scanning bit is transmitted periodically in the stream and 
stored by the decoder. Thus, the scanning bit can be transmit 
ted to each picture, each group of pictures or a single time for 
the entire stream. As long as the value of the bit has not been 
modified, the reader uses the last scanning bit value transmit 
ted to determine what type of scanning is to be performed on 
the block in the course of being decoded. In MPEG-2 the 
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scanning bit is transmitted to each new picture, whatever its 
type (I, B or P), in the field called (picture coding extension) 
by the norm. 

The example presented concerns MPEG-2 without this 
limiting the scope of the invention. In fact, the invention also 
relates to every type of format using information not repre 
sented visually to define the scanning type (that can be in a 
different form than a bit) and transmitted periodically (all the 
pictures, once for the entire stream or all the blocks). 
The invention therefore modifies the original stream by 

inverting from time to time the value of the bit defining the 
scanning type. To this end, the invention makes use of the 
above-described process for securing video streams. The 
invention will be better understood from the following 
description presented with reference made to FIG. 2 of the 
attached drawings. 

In this example, portal 121 has determined MPEG stream 
101 that it is to send to user 8 for being viewed off-line on 
his-television screen 6. The user is connected to a digital cable 
broadcasting network 4 and a telecommunication network 10. 
Analysis system 121 of portal 12 therefore reads entering 
MPEG stream 101 and each time that it detects a picture, it 
identifies in the code the bit indicating the Scanning type to be 
applied to the blocks of the picture (“scanning bit”). Analysis 
device 121 decides according to a random law to invert the 
scanning bit for the picture being processed. If the scanning 
bit of a picture is modified, analysis device 121 stores the 
reference of the picture in the complementary digital infor 
mation. Once all the pictures of the stream have been ana 
lyzed, the complementary digital information stored in output 
buffer 123 therefore contains the references of all the pictures 
for which the scanning bit was inverted. The complementary 
digital information Subsequently permits reconstitution of the 
start sequence in box 8 by a new inversion of the scanning bit 
for the pictures referenced in the complementary digital infor 
mation. 
On the other hand, the main MPEG stream modified by 

changing the value of the scanning bit for certain pictures is 
recorded in output buffer 122 to be broadcast on broadcasting 
network 4 via connection 3 to one or several users 8. 

Each authorized decoder box 8 that desires to record the 
MPEG stream modified in this manner can then read the 
MPEG stream and record it on its hard disk 85. The recording 
initiative is left to decoder8 under the control of portal 12. For 
this purpose, analysis system 121 had recorded/entered 
Supplementary data information at the beginning or the 
MPEG stream that specified the addressees of the modified 
MPEG stream. The addressees can thus be a particular 
addressee 8, a group of addressees 8 or all decoders 8 con 
nected to network 4. 
The phase described above corresponds to the first phase of 

the preparation of the MPEG stream by portal 12, to its 
transmission via broadband network 4 and to its recording in 
a decoder 8. The decoder can then display the MPEG stream 
recorded on its hard disk 85. To this end, synthesis system 87 
of decoder 8 reads the MPEG file from its hard disk 85 and 
sends it to a classic MPEG reader 81. If no complementary 
data is received by synthesis system 87, the MPEG stream 
arriving at reader 81 is processed and displayed as it is, which 
causes a significant distortion of the display on viewing 
screen 6. In fact, the pictures contained in a modified stream 
that are processed by synthesis system 87 do not correspond 
to the pictures that are necessary for a correct viewing since 
the blocks of certain pictures are reconstructed in accordance 
with a scanning type different from that of the original stream. 
On the other hand, as the recorded stream is a stream of the 
MPEG type and conforms to this standard, reader 81 does not 
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10 
make any difference and displays the information on output 
screen 6 that appears like data of a video MPEG stream, but is 
totally incoherent to a human being viewing screen 6. Every 
copy of the MPEG stream coming from hard disk 85 of box. 8 
will produce the same visual effect during its restitution by 
any MPEG reader. Therefore, any usage of the copy that 
might be ill-intentioned will fail. 
When the user of decoder 8 wishes to actually view the 

audiovisual program recorded on his hard disk 85 on screen 6, 
the user requests this from synthesis system 87 with a remote 
control as with a VCR or a DVD reader having a menu on his 
television screen. Synthesis system 87then makes a request to 
hard disk 85 and begins to analyze the modified MPEG 
stream coming from hard disk 85 via reading buffer 83. Syn 
thesis system 87 then establishes a connection with portal 12 
via telecommunication network 10, that is a DSL connection 
in the example. Once this connection is established and dur 
ing the entire duration of the viewing of the film or of the 
audiovisual program, synthesis system 87 retrieves the refer 
ences of the modified pictures of the stream recorded on hard 
disk 85 from buffer memory 123. These references arrive at 
synthesis system 87 via input buffer memory 86 and are 
temporarily stored in volatile memory 88 of synthesis system 
87. When synthesis system 87 reads a picture from hard disk 
85, which picture is referenced in the complementary infor 
mation contained involatile memory 88, it inverts the value of 
the Scanning bit for this picture. The stream reconstituted in 
this manner is sent to reader 81 to be directly displayed on 
screen 6. During their use the references of modified pictures 
are deleted from volatile memory 88. 

In the case in which the user views the visual content of the 
modified main stream, the result has a very strong pixeliza 
tion effect: All the details are lost since the reconstruction of 
all the AC coefficients of the picture is erroneous. 

According to a second example, the invention modifies the 
quantification parameters of the blocks with coefficient DCT. 
The MPEG format makes use of the properties of the DCT 

coefficients to optimize compression of the video stream. 
Subsequently, the coding device applies a discrete cosine 
transformation (DCT) of the blocks to form blocks with DCT 
coefficients with the same size as the original blocks. Then, 
the compression device makes use of a quantification matrix 
stored in a memory connected to this compression device. 
The quantification matrix has the same size as the block to be 
quantified and is composed of coefficients called "quantifi 
cation steps”. Each DCT coefficient is divided by the corre 
sponding quantification step form a quantified DCT coeffi 
cient (only the whole part of the result of the division is 
retained). For example, if the DCT coefficient has a value of 
35 and the quantification step of 16, the quantified DCT 
coefficient will have a value of 2. Likewise, if the values are 
respectively 7 and 14, the result will be 0. In the MPEG-2 
format the quantification steps a the bottom right (thus cor 
responding to the high-frequency coefficients of the DCT 
block) are elevated generate a large number of consecutive 
0's during the Scanning of the block. In fact, a large sequence 
of 0s permits the place taken by the coding of these coeffi 
cients (RLC coding “Run Level Coding well-known to the 
expert in the art) to be reduced. 
The quantification steps are transmitted periodically in the 

video stream and used by the video reader to recalculate 
estimations of the original non-quantified DCT coefficients 
and thus of the original block of pixels. In the case of MPEG-2 
the quantification steps contained in the quantification matrix 
can be modified by the variable “Quantizer scale code’. The 
importance of this variable is to be able to locally adapt the 
quantification steps for a Zone of the picture without having to 
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re-transmit a complete quantification matrix. As for the scan 
ning bit, every time that a quantification step is transmitted in 
the stream it is used by the reader to de-quantify the DCT 
blocks until its substitution by another quantification step 
transmitted subsequently or re-initialized. In MPEG-2, the 
quantification steps are transmitted with different elements of 
the stream: In a "quant matrix extension” field as concerns the 
complete matrix, in a "slice' or “macroblock” field for "quan 
tiser Scale code'. 

The invention therefore relates to the decoding configura 
tion information determining the quantification steps to be 
used. This second example follows the same process as the 
first example described above. The difference between these 
two examples is the type of modifications applied to the 
original stream and therefore the content of the complemen 
tary digital information sent in real time by server 12 to client 
8. 

Thus, in this second example, analysis system 121 of portal 
12 therefore reads entering MPEG stream 101 and identifies 
in the code the digital data allowing the reader to calculate the 
quantification steps. Analysis device 121 decides for each set 
of data corresponding to quantification steps to modify or not 
modify this data, and if it decides to modify it, it replaces it 
with values selected randomly, but conforming to the format 
of the stream. In this instance, analysis device 121 stores in 
the complementary digital information the reference of the 
modified set of data in the stream and the original values of the 
quantification steps that were substituted. Once the entire 
stream has been analyzed, the complementary digital infor 
mation stored in output buffer 123 contains the references in 
the stream of all the modified data and the original values of 
this data. The complementary digital information subse 
quently permits reconstitution of the starting sequence in box 
8 by making a replacement of the random values of the 
quantification steps modified by the original values contained 
in the complementary digital information. 
As in the first example, user 8 can decide to view the 

modified main stream stored on its hard disk without connect 
ing to server 12. In this instance, since the modifications made 
to the stream do not modify the format of this stream, it will 
be displayed without problems on viewing screen 6, but will 
not be correct from the standpoint of human visual perception 
because certain blocks will have been reconstructed accord 
ing to a bad quantification matrix. 

If user 8 actually desires to view the original video stream, 
the user connects to server 12 and synthesis device 87 will 
reconstruct the original stream from the modified main 
stream and from the real values of the quantification steps 
contained in the complementary digital information. 

In the instance in which the user is viewing the visual 
content of the modified main stream the result has a very 
strong quantification noise: The details constituting the pic 
ture are greatly exaggerated or disappear completely in accor 
dance with the modification made to the corresponding 
blocks. 

According to a third example, the invention modifies the 
re-initialization values of the predictors used for the decoding 
of the DC coefficients. 

It was presented above that during the decoding of an 
MPEG stream the DC coefficients of the Intra blocks are 
calculated from a “predictor recorded by the reader and 
corresponding to the last DC coefficient decoded and from the 
value transmitted in the stream for the differential part of this 
DC coefficient (the “differential coefficient'), that is added to 
the predictor. To avoid a divergence of the predictor, it is 
re-initialized regularly by the reader when the reader reads the 
re-initialization variable in the stream. 
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In MPEG-2, the re-initialization variable of the predictor of 

the DC coefficients is calculated directly from the digital field 
called “Intra DC precision” that is sent with each picture in 
the field called “picture coding extension'. The re-initializa 
tion value is used by the reader for the Intra blocks, that is to 
say, the blocks transmitted entirely and not calculated from 
blocks of preceding or following pictures by prediction of the 
movement as authorized by the MPEG-2 norm. For example, 
an I picture is composed solely of Intra blocks, but it can also 
have them in a B or P picture. In the case of MPEG-2, the 
re-initialization value is especially used at each "slice' start (a 
slice is a structure of the image corresponding to a complete 
row of macroblocks) and each time that a non-Intra block is 
decoded. 
A variant of this example is realized with a stream whose 

format comprises means for re-initialization of the predictor 
other than a variable transmitted with each picture. These 
means are thus transmitted at different intervals: once for the 
entire stream and once per slice, for example. 
The invention therefore relates to decoding configuration 

information that determines the re-initialization values of the 
predictors of the DC coefficients to be used in the Intra blocks. 
This third example follows the same process as the first 
example described above. The difference between these 
examples is the type of modifications applied to the original 
stream and therefore the content of the complementary digital 
information sent in real time by server 12 to client 8. 

Thus, in this third example, analysis system 121 of portal 
12 therefore reads entering MPEG stream 101 and each time 
that it detects a picture it identifies in the code the data per 
mitting the calculation of the re-initialization value of the 
predictors of the DC coefficients to be applied during the 
decoding of the picture. Analysis device 121 decides accord 
ing to a random law to modify the re-initialization value of the 
DC coefficients of the picture by replacing it with a value that 
is randomly selected but in conformity with the original 
stream. If the re-initialization value of the DC coefficients of 
a picture is modified, analysis device 121 stores the reference 
of this picture and the original re-initialization value of the 
DC coefficients in the complementary digital information. 
Once all the pictures of the stream have been analyzed, the 
complementary digital information stored in output buffer 
123 therefore contains the references of all the modified pic 
tures and the original re-initialization value. The complemen 
tary digital information Subsequently permits reconstitution 
of the start sequence in box 8 by replacing the modified 
re-initialization values with the original values contained in 
the complementary digital information. 

Just as in the first example, user 8 can decide to view the 
modified main stream stored on a hard disk without connect 
ing to server 12. In this instance, since the modifications made 
to the stream do not modify the format of this stream, it will 
be displayed without problems on viewing screen 6, but will 
not be correct from the standpoint of human visual perception 
because certain blocks will have been reconstructed with a 
bad predictor for the DC coefficient. 

If user 8 desires to actually view the film, the user connects 
to server 12 and synthesis device 87 can reconstruct the origi 
nal stream from the modified main stream and from the origi 
nal re-initialization values contained in the complementary 
digital information. 

In the instance in which the user is viewing the visual 
content of the modified main stream, the result has significant 
defects: The average levels of the luminosity and chromi 
nance of the image change completely on a regular basis and 
in a random manner and numerous artifacts are visible. 
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The description of the invention was presented above for 
the particular case of MPEG but can be applied to any stream 
whose format respects the conditions such as they are 
described above. 

Likewise, the examples do not constitute a limit to the 
Scope of the invention, as defined in the appended claims, that 
applies to any other decoding configuration information 
transmitted in the stream. 

The invention claimed is: 
1. A process for secure distribution of video sequences 

codes in accordance with a nominal stream format compris 
ing visual data and data for configuration of decoding of the 
Video sequences codes that does not represent the visual data, 
the process comprising: 

receiving a first video stream having a nominal video for 
mat, 

analyzing and storing data related to the configuration of 
the decoding of the first video stream, the stored data 
representing data necessary for the configuration of the 
decoding: 

modifying the first video stream to replace intercalate the 
stored data with false decoding data of the same nature 
as the stored data while maintaining the nominal video 
format to obtain a modified second video stream, the 
false decoding data being a modification of the data for 
the configuration of the decoding, wherein the modified 
Second Video stream is incorrect from a visual stand 
point of a human but correct from an MPEG format 
standpoint; 

creating a third stream with the stored data, wherein the 
third stream represents a portion of the data of the first 
video stream; 

transmitting the modified second video stream and the 
third stream in separate streams to a receiving device; 
and 

aggregating in the receiving device the second modified 
Video stream and the third stream by replacing the stored 
data contained in the third stream into the second modi 
fied video stream to obtain the first video stream. 

2. The process of claim 1, wherein the data for the configu 
ration of the decoding comprises a scanning type applied to 
the first video stream. 

3. The process of claim 1, wherein the data for the configu 
ration of the decoding comprises a reference that represents a 
quantification parameter applied to the first video stream. 

4. The process of claim 1, wherein the data for the configu 
ration of the decoding comprises a reference that represents a 
re-initialization value applied to the first video stream. 

5. The process of claim 1, wherein the nominal stream 
format comprises pictures comprising blocks of coefficients, 
and wherein the data for the configuration of the decoding 
comprises data defining a mode of organization of coeffi 
cients in the nominal stream format for its transmission. 

6. The process of claim 1, wherein the nominal stream 
format comprises pictures comprising blocks of coefficients, 
wherein the coefficients are quantified according to at least 
one quantification step, and wherein the data for the configu 
ration of the decoding comprises data permitting calculation 
of the quantification steps. 

7. The process of claim 1, wherein the nominal stream 
format comprises pictures comprising blocks of coefficients, 
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14 
wherein at least one of the coefficients is calculated from a 
previously determined predictor and from a differential value 
contained in the nominal stream format, and wherein the data 
for the configuration of the decoding comprises data permit 
ting calculation of re-initialization values of the predictor. 

8. The process of claim 1, wherein a plurality of decoding 
parameters defined by the data for the configuration of the 
decoding are modified. 

9. The process of claim 8, wherein modifications made to 
the data for the configuration of the decoding vary during the 
analysis. 

10. The process of claim 1, wherein the nominal stream 
format is based on a MPEG-2 norm. 

11. A system for secure distribution of video sequences 
comprising: 

an apparatus for production of a video stream that employs 
a nominal stream format comprising visual data and data 
for configuration of decoding of the video stream that 
does not represent the visual data, wherein, prior to 
transmission to client equipment, wherein the apparatus 
is configured to: 
analyze and store data related to the configuration of the 

decoding of the first video stream, the stored data 
representing data necessary for the configuration of 
the decoding: 

modify the first video steam to intercalate the stored data 
with false decoding data of the same nature as the 
stored data while maintaining the nominal video for 
mat to obtain a modified second video stream, the 
false decoding data being a modification of the data 
for the configuration of the decoding, wherein the 
modified second video stream is incorrect from a 
Visual standpoint of a human but correct from an 
MPEG format standpoint: 

create a third stream with the stored data; 
transmit the modified second video stream and the third 

stream in separate streams to a receiving device; and 
aggregate in the receiving device the second modified 

Video stream and the third stream by replacing the 
stored data contained in the third stream into the sec 
ond modified video stream to obtain the first video 
Stream; 

the system further comprising: 
at least one device for re-composition and viewing of the 

first video stream; and 
at least one telecommunication network between the pro 

duction apparatus and the device of re-composition 
equipment for communication therebetween. 

12. The system of claim 11, wherein the data for the con 
figuration of the decoding comprises a scanning type applied 
to the first video stream. 

13. The system of claim 11, wherein the data for the con 
figuration of the decoding comprises a reference that repre 
sents a quantification parameter applied to the first video 
Stream. 

14. The system of claim 11, wherein the data for the con 
figuration of the decoding comprises a reference that repre 
sents a re-initialization value applied to the first video stream. 

15. The process of claim 1, wherein the third stream is 
transmitted in response to a request by a user. 
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