
US 20120216271 A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2012/0216271 A1 

Cooper et al. (43) Pub. Date: Aug. 23, 2012 

(54) SYSTEMAND METHOD FOR Publication Classification 
INTERLOCKINGA HOST AND AGATEWAY (51) Int. Cl 

G06F 7700 (2006.01) 

(76) Inventors: Geoffrey Howard Cooper, Palo ge. % 38:8: 
Alto, CA (US); David Frederick 52) U.S. C 726/12.726/11:726/3 Diehl, Minneapolis, MN (US); (52) U.S. Cl. .................................. s s 
Vinay A. Mahadik, Milpitas, CA (57) ABSTRACT 
(US); Ramnath Venugopalan, A method is provided in one example embodiment and 
Webster, NY (US) includes exchanging a session descriptor associated with a 

network connection and an application on a host, correlating 
the session descriptor with a network policy, and applying the 

(21) Appl. No.: 13/032,851 network policy to the network connection. In alternative 
embodiments, the session descriptor may be exchanged 
throughan out-of-band communication channel oran in-band 

(22) Filed: Feb. 23, 2011 communication channel. 

O 

40 
WEBSERVER 35 

MAIL SERVER 

15 

USER HOST GATEWAY POLICY SERVER 

USER HOST 

20b 30 

    

  



Patent Application Publication Aug. 23, 2012 Sheet 1 of 5 US 2012/0216271 A1 

10 
FIG. 1 ? 
WEBSERVER 

MAIL SERVER 

40 
35 

15 

USER HOST GATEWAY 

USER HOST 

POLICY SERVER 
20b 30 

    

  

  

  

  

  



Patent Application Publication Aug. 23, 2012 Sheet 2 of 5 US 2012/0216271 A1 

FIG 2 

MAIL SERVER 

GATEWAY POLICY SERVER 

50bn Processor Processor -50c 
55b. MEMORY MEMORY 55C 

FIREWALL 
CONNECTOR 
MODULE 

FIREWALL 
MODULE 

USER HOST 

PROCESSOR MEMORY 

20a 60 MAIL CLIENT NETWORKSTACK 65 

POLICYAGENT FIREWALL AGENT 70 75 

  





Patent Application Publication Aug. 23, 2012 Sheet 4 of 5 US 2012/0216271 A1 

SESSION | SESSION 
DESCRIPTOR NETWORKADDRESSTRANSLATION DESCRIPTOR 

INCLUDESUUID1 INCLUDESUUID2 

USER HOSTUUID1 USER HOSTUUID2 ) 

20a 20b 

  



Patent Application Publication Aug. 23, 2012 Sheet 5 of 5 US 2012/0216271 A1 

500 

20a FIG. 5 

USER HOST 

USERRUNSSKYPE CLIENT 

NETWORKSTACKADDS"PROCESS:SKYPE.EXE; 
VENDOR: SKYPE, INC: SIGNED: YES: USER: JDOE 
UUID: f81d4fae-7dec-11d0-a765-00a0c91e6bf6;..." 

SIGNAND ENCRYPT 

HIDE STEGONOGRAPHICALLY 

GATEWAY 

DETECT AND EXTRACTEMBEDDED INFORMATION 

VALIDATE AUTHENTICITY OF INFORMATION 

POLICE: ALLOWIDENYIRATE-LIMIT. 

25 

  



US 2012/0216271 A1 

SYSTEMAND METHOD FOR 
INTERLOCKINGA HOST AND AGATEWAY 

TECHNICAL FIELD 

0001. This disclosure relates in general to the field of 
network security, and more particularly, to a system and a 
method for interlocking a host and a gateway through infor 
mation sharing. 

BACKGROUND 

0002. The field of network security has become increas 
ingly important in today's society. The Internet has enabled 
interconnection of different computer networks all over the 
world. However, the Internet has also presented many oppor 
tunities for malicious operators to exploit these networks. 
Once malicious software has infected a host computer, a 
malicious operator may issue commands from a remote com 
puter to control the malicious software. The software can be 
instructed to perform any number of malicious actions, such 
as sending out spam or malicious emails from the host com 
puter, stealing sensitive information from a business or indi 
vidual associated with the host computer, propagating to 
other host computers, and/or assisting with distributed denial 
of service attacks. In addition, the malicious operator can sell 
or otherwise give access to othermalicious operators, thereby 
escalating the exploitation of the host computers. Thus, the 
ability to effectively protect and maintain stable computers 
and systems continues to present significant challenges for 
component manufacturers, system designers, and network 
operators. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0003) To provide a more complete understanding of the 
present disclosure and features and advantages thereof, ref 
erence is made to the following description, taken in conjunc 
tion with the accompanying figures, wherein like reference 
numerals represent like parts, in which: 
0004 FIG. 1 is a simplified block diagram illustrating an 
example embodiment of a network environment in which 
information may be shared between a host and a network 
gateway for network protection in accordance with this speci 
fication; 
0005 FIG. 2 is a simplified block diagram illustrating 
additional details associated with one potential embodiment 
of the network environment, in accordance with this specifi 
cation; 
0006 FIG. 3 is a simplified block diagram illustrating 
example operations associated with one embodiment of a 
network environment in accordance with this specification; 
0007 FIG. 4 is a simplified block diagram illustrating 
example operations associated with another embodiment of a 
network environment in accordance with this specification; 
and 
0008 FIG. 5 is a simplified flowchart illustrating example 
operations associated with another embodiment of a network 
environment in accordance with this specification. 

DETAILED DESCRIPTION OF EXAMPLE 
EMBODIMENTS 

Overview 

0009. A method is provided in one example embodiment 
and includes exchanging a session descriptor between a host 
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and a network gateway, wherein the session descriptor is 
associated with a network connection and an application on a 
host, correlating the session descriptor with a network policy, 
and applying the network policy to the network connection. 
In alternative embodiments, the session descriptor may be 
exchanged through an out-of-band communication channel 
or an in-band communication channel. 
(0010. In yet more particular embodiments, the network 
policy may be applied to restrict or rate-limit communication 
over the network connection based on an identification of the 
application in the session descriptor. In other embodiments. 
the session descriptor may include a universally unique iden 
tifier associated with the host. 

Example Embodiments 
0011 Turning to FIG. 1, FIG. 1 is a simplified block dia 
gram of an example embodiment of a network environment 
10 in which a host and a networkgateway may be interlocked 
through information sharing. In the embodiment illustrated in 
FIG. 1, network environment 10 can include Internet 15, a 
user host 20a and 20b, a network gateway 25, a policy server 
30, a mail server 35, and a web server 40. In general, user 
hosts 20a-b may be any type of termination point in a network 
connection, including but not limited to a desktop computer, 
a server, a laptop, a mobile telephone, or any other type of 
device that can receive orestablish a connection with a remote 
node, such as mail server 35 or web server 40. Gateway 25 
may control communications between user hosts 20a-band 
other network nodes attached to Internet 15, and may include 
a firewall to block unauthorized access while permitting 
authorized communications. Policy server 20 may be used to 
manage user hosts 20a-b and to administer and distribute 
network policies. Thus, in this example embodiment, user 
hosts 20a-b may communicate with servers attached to Inter 
net 15, such as mail server 35 or web server 40, only by 
establishing a connection through the network gateway 25 if 
permitted by policies implemented in gateway 25. 
0012. Each of the elements of FIG. 1 may couple to one 
another through simple interfaces or through any other Suit 
able connection (wired or wireless), which provides a viable 
pathway for network communications. Additionally, any one 
or more of these elements may be combined or removed from 
the architecture based on particular configuration needs. Net 
work environment 10 may include a configuration capable of 
transmission control protocol/Internet protocol (TCP/IP) 
communications for the transmission or reception of packets 
in a network. Network environment 10 may also operate in 
conjunction with a user datagram protocol/IP (UDP/IP) or 
any other suitable protocol where appropriate and based on 
particular needs. 
(0013 For purposes of illustrating the techniques for pro 
viding network security in example embodiments, it is impor 
tant to understand the activities occurring within a given 
network. The following foundational information may be 
viewed as a basis from which the present disclosure may be 
properly explained. Such information is offered earnestly for 
purposes of explanation only and, accordingly, should not be 
construed in any way to limit the broad scope of the present 
disclosure and its potential applications. 
(0014) Typical network environments used in organiza 
tions and by individuals include the ability to communicate 
electronically with other networks using the Internet, for 
example, to access web pages hosted on servers connected to 
the Internet, to send or receive electronic mail (i.e., email) 
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messages, or to exchange files. Malicious users are continu 
ously developing new tactics for using the Internet to spread 
malware and to gain access to confidential information. Mal 
ware generally includes any Software designed to access and/ 
or control a computer without the informed consent of the 
computer owner, and is most commonly used as a label for 
any hostile, intrusive, or annoying Software such as a com 
puter virus, bot, spyware, adware, etc. Once compromised, 
malware may subvert a host and use it for malicious activity, 
Such as spamming or information theft. Malware also typi 
cally includes one or more propagation vectors that enable it 
to spread within an organization's network or across other 
networks to other organizations or individuals. Common 
propagation vectors include exploiting known Vulnerabilities 
on hosts within the local network and sending malicious 
emails having a malicious program attached or providing 
malicious links within the emails. 

0015. One way in which malware may operate is to 
deceive a userby using a different network protocol exchange 
than the user expects. The malware may be packaged so as to 
convince the user to allow access to run it in some innocuous 
way, thus allowing it access to the network, which often may 
require passing through a firewall or other security measure. 
The malware may then exploit the access to engage in alter 
native or additional activities not contemplated by the user. 
For example, a game may send email messages or a word 
processor may open a web connection. At the same time, the 
malware may also use standard protocols to deceive the fire 
wall into permitting the malware to establish remote connec 
tions. 

0016. Botnets, for example, use malware and are an 
increasing threat to computer security. In many cases they 
employ Sophisticated attack schemes that include a combina 
tion of well-known and new vulnerabilities. Botnets gener 
ally use a client-server architecture where a type of malicious 
Software (i.e., a bot) is placed on a host computer and com 
municates with a command and control (C&C) server, which 
may be controlled by a malicious user (e.g., a botnet opera 
tor). Usually, a botnet is composed of a large number of bots 
that are controlled by the operator using a C&C protocol 
through various channels, including Internet Relay Chat 
(IRC) and peer-to-peer (P2P) communication. The bot may 
receive commands from the C&C server to perform particular 
malicious activities and, accordingly, may execute such com 
mands. The bot may also send any results or pilfered infor 
mation back to the C&C server. A bot is often designed to 
initiate communication with the C&C server and to masquer 
ade as normal web browser traffic. For example, a bot may use 
a port typically used to communicate with a web server. Such 
bots, therefore, may not be detected by existing technologies 
without performing more detailed packet inspection of the 
web traffic. Moreover, once a bot is discovered, the botnet 
operator may simply find another way to masquerade net 
work traffic by the bot to continue to present as normal web 
traffic. More recently, botnet operators have crafted bots to 
use encryption protocols such as, for example, secure socket 
layer (SSL), thereby encrypting malicious network traffic. 
Such encrypted traffic may use a Hypertext Transfer Protocol 
Secure (HTTPS) port such that only the endpoints involved in 
the encrypted session can decrypt the data. Thus, existing 
firewalls and other network intrusion prevention technologies 
may be unable to perform any meaningful inspection of the 
web traffic and bots continue to infect host computers within 
networks. 
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0017. Other software security technology focused on pre 
venting unauthorized program files from executing on a host 
computer may have undesirable side effects for end users or 
employees of a business or other organizational entity. Net 
work or Information Technology (IT) administrators may be 
charged with crafting extensive policies relevant to all facets 
of the business entity to enable employees to obtain software 
and other electronic data from desirable and trusted network 
resources. Without extensive policies in place, employees 
may be prevented from downloading software and other elec 
tronic data from network resources that are not specifically 
authorized, even if such software and other data facilitate 
legitimate and necessary business activities. Such systems 
may be so restrictive that ifunauthorized software is found on 
a host computer, any host computer activities may be sus 
pended pending network administrator intervention. More 
over, at the network level there may simply be too many 
applications to effectively track and incorporate into policies. 
Large whitelists or blacklists can be difficult to maintain and 
may degrade network performance, and some applications 
may not be susceptible to easy identification. 
0018. In accordance with one embodiment, network envi 
ronment 10 can overcome these shortcomings (and others) by 
sharing information between a host and a network gateway. 
Information may be shared, for example, through an in-band 
or out-of-band protocol that allows a host agent to commu 
nicate with a network gateway to collectively and mutually 
achieve better security. The host agent may understand an 
application on the host as an executable file that is running a 
process with specific authentication, for example, while the 
network gateway may understand the application as a proto 
col in a TCP connection, which may also be correlated to a 
particular user authentication. The host agent may share ses 
sion descriptors with the network gateway, and the network 
gateway may share network policy with the host agent as 
needed to correlate application activities with expected net 
work behavior. Network policy may include elements of 
security policy as well as other network specific parameters, 
Such as quality of service (QoS) and routing. A host agent 
may also be associated with a universally unique identifier 
(UUID), which can be used to correlate connections and 
activities originating behind network address translators. 
0019 Session descriptors generally include information 
about a host and an application associated with a given net 
work session. For example, a session descriptor may include 
a UUID associated with the host and the user credentials of a 
process owner. Since a user can run separate processes with 
different user credentials, such information may be particu 
larly advantageous for Citrix and terminal services. A session 
descriptor may additionally include a filename, pathname or 
other unique identifier of an application file (e.g., C:\ . . . 
\WINWORD.EXE) that is running the process attempting to 
establish a network connection. For example, in some 
embodiments the application may be identified by a hash 
function of the application's executable file, so as to make it 
more difficult for a malicious user to spoof the application 
name. A gateway may correlate this information with an 
application identifier or protocol to ensure that the application 
is performing as expected. A session descriptor may also 
contain information about the host environment, such as Soft 
ware installed on the host and the current configuration and 
state of the Software, permitting the gateway to act as a net 
work access control device. For example, a session descriptor 
may indicate whether the local anti-virus system is up to date 
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and running. If Host-based Data Loss Prevention (HDLP) 
Software is available, a session descriptor may also include 
file typing information for file transfer. HDLP normally deter 
mines the type of file being transmitted out of the network 
(e.g., PDF, Word, etc.). The gateway may have additional 
policies about certain file types being transmitted over par 
ticular protocols, which may not be visible directly to an 
HDLP program. 
0020. A host agent may also notify the gateway of addi 
tional network connections to the host. If a host has both 
wireless and wired connections active simultaneously, for 
example, there may be a risk of data received on one connec 
tion being transmitted on the other, so it may be desirable to 
restrict access to sensitive data. A host agent may also notify 
the gateway if the connection is associated with a virtual 
machine. A hostagent may also notify the gateway if the host 
has mountable read/write media, such as a USB stick 
attached. 
0021 Dynamic information sharing may be provided in 
network environment 10. Communications between a user 
host and a network gateway may be encoded in routine net 
work traffic (e.g., IP or TCP options fields, packet padding 
locations, or trailers on DNS packets), or transmitted in a 
separate network packet from the host to the networkgateway 
as each connection starts. In some embodiments, a network 
gateway may send a UDP packet containing a randomly cho 
sensequence number or nonce to a user host on the user host's 
first egress. On each TCP open of a permitted connection, the 
user host agent may format a hash of the current nonce and 
sequence ID, place it in the packet along with other session 
descriptors. Ahash of packet contents may also be included in 
certain embodiments. The network gateway may receive the 
UDP packet and save the session descriptors to use in apply 
ing network policy to the TCP stream. The network gateway 
may send a new nonce periodically to discourage replay 
attacks. 

0022. In some embodiments of network environment 10, 
host 20a may include multiple attachment points, causing it to 
have multiple IP addresses. In other embodiments, host 20a 
may use the IP version 6 (IPv6), perhaps including Privacy 
Extensions (RFC4941), causing it to have one or more regis 
tered and known IPv6 addresses and one or more hidden or 
private IPv6 addresses. In these embodiments, gateway 25 
may readily use dynamic information sharing to discover the 
user to host mapping for all the addresses on host 20a. 
0023 This dynamic information sharing in network envi 
ronment 10 may provide several benefits over conventional 
architectures. For example, by coordinating firewall policy 
with a host agent, a gateway can allow or deny traffic differ 
ently, depending on which of multiple users on a hostagent is 
attempting to establish a connection. Moreover, only appli 
cations that need to be granularly controlled need to be con 
trolled by the firewall. Thus, the gateway may control arbi 
trary or evasive applications, provide higher effective 
throughput, and control mobile-user traffic. In addition, traf 
fic that does not need to be completely allowed or denied can 
be rate-limited. Arbitrary or evasive applications can also be 
rate-limited with process information available on a gateway, 
and differentiated services can be provided for managed and 
unmanaged hosts. 
0024 Turning to FIG. 2, FIG. 2 is a simplified block dia 
gram illustrating additional details associated with one poten 
tial embodiment of network environment 10. FIG. 2 includes 
Internet 15, user host 20a, network gateway 25, policy server 

Aug. 23, 2012 

30, and mail server 35. Each of user host 20a, network gate 
way 25, and policy server 30 may include a respective pro 
cessor 50a-c, a respective memory element 55a-c, and vari 
ous software elements. More particularly, user host 20a may 
include a mail client 60, a network stack 65, a policy agent 70, 
and a firewall agent 75. Gateway 25 may include a firewall 
module 80, and policy server 30 may include a firewall con 
nector module 85. 

0025. In one example implementation, user host 20a, net 
work gateway 25, and/or policy server 30 are network ele 
ments, which are meant to encompass network appliances, 
servers, routers, Switches, gateways, bridges, loadbalancers, 
firewalls, processors, modules, or any other Suitable device, 
component, element, or object operable to exchange infor 
mation in a network environment. Network elements may 
include any Suitable hardware, Software, components, mod 
ules, interfaces, or objects that facilitate the operations 
thereof. This may be inclusive of appropriate algorithms and 
communication protocols that allow for the effective 
exchange of data or information. However, user host 20a may 
be distinguished from other network elements as it tends to 
serve as a terminal point for a network connection, in contrast 
to a gateway or router. User host 20 may also be representative 
of a wireless network endpoint, such as an i-Phone, i-Pad, 
Android phone, or other similar telecommunications devices. 
0026. In regards to the internal structure associated with 
network environment 10, each of user host 20a, network 
gateway 25, and/or policy server 30 can include memory 
elements (as shown in FIG. 2) for storing information to be 
used in the operations outlined herein. Additionally, each of 
these devices may include a processor that can execute soft 
ware oran algorithm to perform activities as discussed herein. 
These devices may further keep information in any suitable 
memory element random access memory (RAM), ROM, 
EPROM, EEPROM, ASIC, etc., software, hardware, or in 
any other Suitable component, device, element, or object 
where appropriate and based on particular needs. Any of the 
memory items discussed herein should be construed as being 
encompassed within the broad term memory element. The 
information being tracked or sent by user host 20a, network 
gateway 25, and/or policy server 30 could be provided in any 
database, register, control list, or storage structure, all of 
which can be referenced at any suitable timeframe. Any such 
storage options may be included within the broad term 
memory element as used herein. Similarly, any of the poten 

tial processing elements, modules, and machines described 
herein should be construed as being encompassed within the 
broad term processor. Each of the network elements can also 
include Suitable interfaces for receiving, transmitting, and/or 
otherwise communicating data or information in a network 
environment. 

0027. In one example implementation, user host 20a, net 
work gateway 25, and/or policy server 30 include software 
(e.g., firewall agent 75, etc.) to achieve, or to foster, opera 
tions as outlined herein. In other embodiments, such opera 
tions may be carried out by hardware, implemented exter 
nally to these elements, or included in some other network 
device to achieve the intended functionality. Alternatively, 
these elements may include Software (or reciprocating soft 
ware) that can coordinate in order to achieve the operations, 
as outlined herein. In still other embodiments, one or all of 
these devices may include any suitable algorithms, hardware, 
Software, components, modules, interfaces, or objects that 
facilitate the operations thereof. 
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0028 Note that in certain example implementations, the 
functions outlined herein may be implemented by logic 
encoded in one or more tangible media (e.g., embedded logic 
provided in an application specific integrated circuit (ASIC), 
digital signal processor (DSP) instructions, Software (poten 
tially inclusive of object code and source code) to be executed 
by a processor, or other similar machine, etc.), which may be 
inclusive of non-transitory media. In some of these instances, 
memory elements (as shown in FIG. 2) can store data used for 
the operations described herein. This includes the memory 
elements being able to store Software, logic, code, or proces 
sor instructions that are executed to carry out the activities 
described herein. A processor can execute any type of instruc 
tions associated with the data to achieve the operations 
detailed herein. In one example, the processors (as shown in 
FIG. 2) could transform an element or an article (e.g., data) 
from one state or thing to another state or thing. In another 
example, the activities outlined herein may be implemented 
with fixed logic or programmable logic (e.g., Software/com 
puter instructions executed by a processor) and the elements 
identified herein could be some type of a programmable pro 
cessor, programmable digital logic (e.g., a field program 
mable gate array (FPGA), an erasable programmable read 
only memory (EPROM), an electrically erasable program 
mable ROM (EEPROM)) or an ASIC that includes digital 
logic, software, code, electronic instructions, or any Suitable 
combination thereof. 

0029 FIG. 3 is a simplified block diagram illustrating 
example operations associated with one embodiment of net 
work environment 10 having out-of-band communications. 
As a preliminary matter or periodically, at 0.1 firewall module 
80 may request a key from firewall connector module 85 in 
policy server 30. At 0.2, firewall connector module 85 gener 
ates a key and sends it to firewall module 80 and to all hosts, 
including policy agent 70 on host 20a. At 1.1, an application 
Such as mail client 60 may initiate a connection to a remote 
server such as mail server 35. Thus, for example, mail client 
60 may initiate a connection to mail server 35 using simple 
mail transfer protocol (SMTP). Network stack 65 may then 
route the traffic through firewall module 80. At 1.2, firewall 
module 80 can then send a HELLO packet to firewall agent 75 
on host 20a as a request for a session descriptor. A HELLO 
packet may include, for example, a KEY value, a SEQNUM, 
and a HASH value. The SEQNUM may be used both as a 
nonce and a sequence number. The HASH value is generally 
a Suitable crypto hash, Such as SHA-1, on data in the message. 
Firewall agent 75 may then decrypt the request from firewall 
module 80, obtain information from network stack 65, and 
send a sequenced, hashed, encrypted packet containing a 
session descriptor to firewall module 80 at 1.3. For example, 
if a user has been authenticated with an identification of 
“auser” and is using Microsoft Outlook as a mail client, then 
the session descriptor may contain: auser, Outlook, session 
info. This may be encrypted and transmitted along with a 
sequence number and has, as EncKEY (SEQNUM++, ses 
sion descriptor, HASH). Firewall module 80 may apply net 
work policies at 1.4 to determine if the connection to mail 
server 35 should be allowed. Additional session descriptor 
packets may be sent at 1.5 without the need for firewall 
module 80 to send a HELLO packet, as in 1.2. 
0030 FIG. 4 is a simplified block diagram illustrating 
example operations associated with another embodiment of 
network environment 10. In FIG.4, network environment 10 
includes user hosts 20a-b, a network address translator 100, 
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an intrusion prevention system (IPS) 105, and Internet 15. 
Host 20a is associated with a first UUID (UUID1) and host 
20b is associated with a second UUID (UUID2). A session 
descriptor may be transmitted out-of-bandorin-band through 
network address translator 100, or alternatively, a session 
identifier may be transmitted in-band, while a session 
descriptor is transmitted out-of-band. In such an embodi 
ment, the session descriptor can also include the session 
identifier for correlating the in-band and out-of-band commu 
nication. Although network address translator 100 may alter 
the IP addresses of hosts 20a-b, IPS 105 may use the UUIDs 
of hosts 20a-b to correlate traffic so that network policy can be 
applied to a host based on all network addresses associated 
with the host. 

0031. Note further that host 20a may by used concurrently 
by multiple users in certain embodiments, as in a timesharing 
system, Microsoft Windows “Switch Users' capability, Cit 
rix, or Microsoft Terminal Services. Firewall module 80 may 
use information in the session descriptor to pair each network 
connection with the user that established it, permitting policy 
to be implemented differently by user rather than singly for all 
users of host 20a. 
0032 FIG. 5 is a simplified flowchart 500 illustrating 
example operations that may be associated with an embodi 
ment of network environment 10 having in-band communi 
cation. At 505, a user may run an application Such as a Skype 
client, for example. Session descriptors may then be embed 
ded in redundant areas of relevant network protocols, such as 
TCP, UDP, or Internet Control Message Protocol (ICMP). For 
example, a firewall agent can embed session descriptors in 
TCP options during the TCP handshake, enabling action even 
on the first packet of a session. In another embodiment, ses 
sion descriptors may be embedded in IP options, which 
applies to TCP, UDP, and ICMP traffic. In yet another 
embodiment, additional “probe' packets may be generated 
within the network session that are redundant for the commu 
nication but may be used by a network gateway to extract 
useful information. For example, a host agent can send TCP 
Acknowledgements (ACKS) that are duplicates of previous 
ACKs already sent, which are harmless. Information may be 
embedded in fields of these ACKs that are meaningless for 
ACK packets, such as Checksum, Urgent Pointer, or 
Reserved fields. ICMP notifications that appear legitimate 
may also be used, but may be ignored by the other end. TCP 
packets with invalid sequence numbers may also be used so 
that the packets are ignored by the destination. 
0033. To illustrate further, consider the example in which 
the user runs a Skype client on user host 20a. A firewall agent 
on user host 20a may obtain a process ID of “skype.exe.” a 
vendor ID of “Skype, Inc. a username of doe” and a uuid 
of “f31d4fae-7dec-11do-a765-00a0c91e6bf6, and embed 
this information as a session descriptor in IP options fields at 
510. The packet may be signed and encrypted at 515, and 
stegonographically hidden at 520 before being sent to net 
workgateway 25. At 525, network gateway 25 may detect and 
extract the embedded session descriptor. At 530, the authen 
ticity of the session descriptor may be validated. Network 
policies may be applied to the connection at 535 based on the 
session descriptor, and allowed, denied, rate-limited, etc. 
0034. Thus, in an embodiment such as the embodiment of 
FIG. 5, a user host and a network gateway may communicate 
with each other without generating any additional network 
sessions, which can provide significant benefits. For example, 
if encryption and Steganography are applied, normal users 
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and perhaps even administrators may not know exactly how 
the user host and the networkgateway are cooperating, which 
may eliminate or minimize attempts to Subvert the commu 
nications. Additionally, the network gateway may be able to 
take immediate action on the traffic without the need to wait 
for an out-of-band communication, since each network ses 
sion may carry all of the host-level session description. 
0035. In operation, the principles described above have 
many practical applications. For example, a firewall in certain 
embodiments of network environment 10 may be pro 
grammed to allow certain protocols to be used only by spe 
cific applications. Thus, for example, a database protocol may 
be restricted to use only a specific database client program, 
and other database client programs can be blocked at the 
firewall. Additionally or alternatively, an identified applica 
tion using an unexpected protocol can be prevented from 
connecting to malicious sites. Thus, for example, a Trojan 
horse program that masquerades as a game may be prevented 
from sending private data to an Internet site. An application 
may also be denied network access without proper antivirus 
measures on a host. Intrusion prevention system signatures 
may also be enhanced to detect false positives based on the 
application that generated the outbound connection. These 
embodiments may also be equally applicable if a firewall 
provides virtual private network (VPN) access to a host, in 
which case the firewall is the network access control (NAC) 
for the host. The firewall can communicate with a policy 
server to determine the status of antivirus measures, and 
request the policy server to scan the host. The firewall may 
then quarantine the host if the host security is insufficient. 
0036. In another example operation, network environment 
10 may also allow a firewall to use a separate channel to notify 
a host if a connection has been denied, along with an expla 
nation that can be used to alert a user and/or administrator of 
the action. Thus, a user may be able to report the alert to a help 
desk or administrator, rather than trying to work around the 
firewall without being aware of the potential implications, 
and greatly simplify network management. 
0037. In yet another example operation, if a firewall is 
unable to interpret a particular protocol. Such as a custom 
protocol, a host agent can identify the application generating 
the traffic and send the identity to the firewall, thereby 
enabling the firewall to properly apply policy at the applica 
tion level. Protocols can also be correlated with applications 
based on certain network behavior that is expected or accept 
able from the applications. Using a whitelist that includes 
both applications and permitted protocols, the firewall may 
block malware that exploits an otherwise benign application. 
For example, Adobe Reader is not typically expected togen 
erate traffic using SMTP. Ifmalware were able to compromise 
Adobe Reader and attempt to use it for sending messages with 
SMTP, the firewall could read the whitelist, determine that 
Adobe Reader is not permitted to use SMTP, and block the 
malware connection. Moreover, the firewall can inform a 
policy server that the Adobe Reader program may be com 
promised by malware. The policy server can inform the user 
and instruct the policy agent on the user host to disable Adobe 
Reader. In yet another example, a database administrator may 
want to provide custom applications for accessing a database. 
Although the custom applications may use the same protocol 
as generic applications, a whitelist that associates the custom 
applications with the protocol can effectively limit access to 
those applications since the host may share information about 
the applications with the network gateway. 
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0038. Note that with the examples provided above, as well 
as numerous other potential examples, interaction may be 
described in terms of two, three, or four network elements. 
However, this has been done for purposes of clarity and 
example only. In certain cases, it may be easier to describe 
one or more of the functionalities of a given set of operations 
by only referencing a limited number of network elements. It 
should be appreciated that network environment 10 is readily 
Scalable and can accommodate a large number of compo 
nents, as well as more complicated/sophisticated arrange 
ments and configurations. Accordingly, the examples pro 
vided should not limit the scope or inhibit the broad teachings 
of network environment 10 as potentially applied to a myriad 
of other architectures. Additionally, although described with 
reference to particular scenarios, where a particular module, 
Such as an analyzer module, is provided within a network 
element, these modules can be provided externally, or con 
Solidated and/or combined in any Suitable fashion. In certain 
instances, such modules may be provided in a single propri 
etary unit. 
0039. It is also important to note that the steps in the 
appended diagrams illustrate only some of the possible sce 
narios and patterns that may be executed by, or within, net 
work environment 10. Some of these steps may be deleted or 
removed where appropriate, or these steps may be modified 
or changed considerably without departing from the scope of 
teachings provided herein. In addition, a number of these 
operations have been described as being executed concur 
rently with, or in parallel to, one or more additional opera 
tions. However, the timing of these operations may be altered 
considerably. The preceding operational flows have been 
offered for purposes of example and discussion. Substantial 
flexibility is provided by network environment 10 in that any 
Suitable arrangements, chronologies, configurations, and tim 
ing mechanisms may be provided without departing from the 
teachings provided herein. 
0040. Numerous other changes, substitutions, variations, 
alterations, and modifications may be ascertained to one 
skilled in the art and it is intended that the present disclosure 
encompass all Such changes, Substitutions, variations, alter 
ations, and modifications as falling within the scope of the 
appended claims. In order to assist the United States Patent 
and Trademark Office (USPTO) and, additionally, any read 
ers of any patent issued on this application in interpreting the 
claims appended hereto, Applicant wishes to note that the 
Applicant: (a) does not intend any of the appended claims to 
invoke paragraph six (6) of 35 U.S.C. section 112 as it exists 
on the date of the filing hereof unless the words “means for 
or “step for are specifically used in the particular claims; and 
(b) does not intend, by any statement in the specification, to 
limit this disclosure in any way that is not otherwise reflected 
in the appended claims. 

What is claimed is: 
1. A method, comprising: 
exchanging a session descriptor between a host and a net 
work gateway, wherein the session descriptor is associ 
ated with a network connection and an application on the 
host; 

correlating the session descriptor with a network policy; 
and 

applying the network policy to the network connection. 
2. The method of claim 1, wherein the session descriptor is 

exchanged through an out-of-band communication channel. 
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3. The method of claim 1, wherein the session descriptor is 
exchanged through an in-band communication channel. 

4. The method of claim 1, wherein the session descriptor is 
Stegonographically embedded in an in-band communication 
channel. 

5. The method of claim 1, wherein the network policy is 
applied to restrict communication over the network connec 
tion based on an identification of the application in the session 
descriptor. 

6. The method of claim 1, wherein the network policy is 
applied to rate-limit communication over the network con 
nection based on an identification of the application in the 
session descriptor. 

7. The method of claim 1, wherein the network policy is 
applied to restrict protocols that may be used by the applica 
tion. 

8. The method of claim 1, wherein the network policy is 
associated with a whitelist that restricts protocols that may be 
used by the application. 

9. The method of claim 1, further comprising alerting a user 
of the network policy if communication through the network 
connection is restricted. 

10. The method of claim 1, wherein the session descriptor 
includes a universally unique identifier associated with the 
host. 

11. The method of claim 1, wherein the host communicates 
through a network address translator and the session descrip 
tor includes a universally unique identifier associated with the 
host. 

12. The method of claim 1, wherein the session descriptor 
comprises information about a user executing the application 
and a filename associated with the application. 

13. The method of claim 1, wherein the session descriptor 
identifies a user executing the application and network policy 
is applied based on the user. 

14. Logic encoded in one or more tangible media that 
includes code for execution and when executed by one or 
more processors is operable to perform operations compris 
ing: 

exchanging a session descriptor between a host and a net 
work gateway, wherein the session descriptor is associ 
ated with a network connection and an application on the 
host; 

correlating the session descriptor with a network policy; 
and 

applying the network policy to the network connection. 
15. The logic of claim 14, wherein the session descriptor is 

exchanged through an out-of-band communication channel. 
16. The logic of claim 14, wherein the session descriptor is 

exchanged through an in-band communication channel. 
17. The logic of claim 14, wherein the session descriptor is 

Stegonographically embedded in an in-band communication 
channel. 

18. The logic of claim 14, wherein the network policy is 
applied to restrict communication over the network connec 
tion based on an identification of the application in the session 
descriptor. 

19. The logic of claim 14, wherein the network policy is 
applied to rate-limit communication over the network con 
nection based on an identification of the application in the 
session descriptor. 

20. The logic of claim 14, wherein the network policy is 
applied to restrict protocols that may be used by the applica 
tion. 
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21. The logic of claim 14, wherein the network policy is 
associated with a whitelist that restricts protocols that may be 
used by the application. 

22. The logic of claim 14, further comprising alerting a user 
of the network policy if communication through the network 
connection is restricted. 

23. The logic of claim 14, wherein the session descriptor 
includes a universally unique identifier associated with the 
host. 

24. The logic of claim 14, wherein the host communicates 
through a network address translator and the session descrip 
tor includes a universally unique identifier associated with the 
host. 

25. The logic of claim 14, wherein the session descriptor 
comprises information about a user executing the application 
and a filename associated with the application. 

26. The logic of claim 14, wherein the session descriptor 
identifies a user executing the application and network policy 
is applied based on the user. 

27. An apparatus, comprising: 
a firewall module: 
one or more processors operable to execute instructions 

associated with the firewall module, the one or more 
processors being operable to perform operations com 
prising: 
exchanging a session descriptor with a host, wherein the 

session descriptor is associated with a network con 
nection and an application on the host; 

correlating the session descriptor with a network policy; 
and 

applying the network policy to the network connection. 
28. The apparatus of claim 27, wherein the session descrip 

tor is exchanged through an out-of-band communication 
channel. 

29. The apparatus of claim 27, wherein the session descrip 
tor is exchanged through an in-band communication channel. 

30. The apparatus of claim 27, wherein the session descrip 
tor is stegonographically embedded in an in-band communi 
cation channel. 

31. The apparatus of claim 27, wherein the network policy 
is applied to restrict communication over the network con 
nection based on an identification of the application in the 
session descriptor. 

32. The apparatus of claim 27, wherein the network policy 
is applied to rate-limit communication over the network con 
nection based on an identification of the application in the 
session descriptor. 

33. The apparatus of claim 27, wherein the network policy 
is applied to restrict protocols that may be used by the appli 
cation. 

34. The apparatus of claim 27, wherein the network policy 
is associated with a whitelist that restricts protocols that may 
be used by the application. 

35. The apparatus of claim 27, further comprising alerting 
a user of the network policy if communication through the 
network connection is restricted. 

36. The apparatus of claim 27, wherein the session descrip 
tor includes a universally unique identifier associated with the 
host. 

37. The apparatus of claim 27, wherein the host commu 
nicates through a network address translator and the session 
descriptor includes a universally unique identifier associated 
with the host. 



US 2012/0216271 A1 

38. The apparatus of claim 27, wherein the session descrip 
tor comprises information about a user executing the appli 
cation and a filename associated with the application. 

39. The apparatus of claim 27, wherein the session descrip 
tor identifies a user executing the application and network 
policy is applied based on the user. 

40. The apparatus of claim 27, wherein more than one 
network address is associated with the host, the session 
descriptor comprises information about a user associated 
with one of the network addresses, and network policy is 
applied based on the user. 

41. The apparatus of claim 27, wherein the session descrip 
tor identifies a user executing the application and includes a 
hash of an executable file associated with the application. 

Aug. 23, 2012 

42. The apparatus of claim 27, wherein the session descrip 
tor comprises information about the configuration and state of 
software installed on the host. 

43. The apparatus of claim 27, wherein the session descrip 
tor identifies network addresses associated with the host and 
network policy is applied based on the network addresses. 

44. A method, comprising: 
applying network policy to restrict communication 

through a network connection; and 
sending an alert to a user notifying the user of the network 

policy that restricted communication. 
c c c c c 


