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network 1o at least one external, fixed network via at least one mabile router, with temporary name identifiers are allocated to the
portablc nodcs and mapped to curreat reachable addresscs of the portable nodes by at Icast onc proxy namc scrvcr.



10

15

20

25

30

35

WO 2005/027458 PCT/EP2004/051826

REACHABILITY MAINTAINANCE OF A MOVING NETWORK BASED ON TEMPORARY NAME
IDENTIFIERS

Deacription

Moving network configuration for reachability maintainance
based on temporary name jdentifi ers and method for operating

same

The invention refers to a method for operating a moving net-
work according to the preamble of claim 1 and a moving net-
work configuration which is adapted to this method.

In the course of the accelerated and ubiquitious use of net-
work based services throughout all areas of everyday life,
the availability of such services while riding on public
transport vehicles has become increasingly important for the
users. Hence, the transport companies in industrial countries
make efforts to provide the technical basis therefore, i.e.
to develop and establish adequate moving network solutions
for commercial usage. Recently, it has proved a main focus of
these developments to provide for a reliable connection be-
tween the moving network and fixed networks external from the
traffic means.

If a moving network changes its point of attachment tQ an ex-
ternal. network like the Internet., specifie measures ):xave t j
be taken for nodes ‘attached to i.t If no action is tahen, the
nodes within the mov1ng network - wlll lose connectivxtx. :

',t’his situation is either desoribed by mobile nodes’ that inde-
pendently move into similar directions with s:unilar speed or
a group of nodes that travel as -a single unit. The» signifi—

cant attributes that constitute " such- a moving network can be
_-described by ‘the common movement: betaviour of the in&ividual
nodes within a xeference system "and the relative adjacency of
‘the oindividual node_s throughout the considered t:Lme interval.
An important embodiment. is a managed vehicular network, whe:re
a network is’ 1ocm:ed inside a vehicle and provides access to
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N egee

pex‘t refers ta the dia:cumataneré 1

in“a’ 'Plﬂbllc paaswgex tx:anepox:tat;@n \tehit!le B oyn zec
en,atedwby adnd-sis“txative onﬁf%ﬁ-ié’iiéna. that iiden' y

gha.in for .offering .elect.toailc an_conmunioat n;,

a wsaible netwoﬂ;. tdpolc&gy :for ‘such’ a netnork w:l.th oon.mee-u‘
ti.vit:y to’ external network(s) .,is illuatreted in F’Lg,.l Sev‘-i
eral portable nodes PNl PN3 Aauthenticate with a,véh;.cuil.ﬁr-
netwq_rk VN, There are. several ; otentialr :seasons—why ,ai mobils |
node wants to . get access throu.gh t.he vehicular network in-—w%i
stead of having a: direct cann ; tion with the. groun;i network
a mobi,le z:ou'tex: MB, wh:tctr repnesents the gatewajr node, mﬁihi- ;f
ta.ine oonnectivity to the. grou.nd. v'ia _one-oxr more radio aooeas
networks. The moving network may be- connected. to external
networks through ‘more tlmn one MR, but ‘in- the following de-
scription only ‘a. .8ingle MR is assumed for the reason‘ of eim— '.
plicity. while the netwox:k ‘8 ‘on move, the mobile’ ropter ,MR
may have to re-establish connection with new candiﬁute aqaess
route.r and even new candidate iaccess networks. Soﬂ\e of the !
portable nodes may aestablish. communication with com:espondeht
nodes outside the’ moving netwo rk and especially want to main—
tain’ continuous oon.nectivity a.nd reachability with a’ home s
n&twork. Then, a new connection ‘from a correﬂpondent node to
a portable node needs to be: routed properly to thé current :
locatlon of the mov:.ng networlc.. Possibly looation updating is
necessary for & cons:.dera.ble n.'umber of mobile nodes, depencb—’
ent on the individual requirement of each portable node to :
maintain reachabillty :

CoeA e e

Ancother possible renlization of ‘such a x‘r{o"v“iﬁég‘ 'nét;‘ork ‘is:» :afz
parsonal area network (PAN) , with a number of portable node,s
foming a spontaneous collabor ative ad hoc network, 'where 5
some of these nodes ‘may act as qateway nodes to external neft—
works. . S

: [
v
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Nechan:ksma 'ta,re—-sam;zism oonnectioﬁ f’;t‘ X

- s

n-»th

whioh ia oalled ﬂeonnsaav&vd:by"’

'It 'ii:s 'zin"objeot“ o”f"theii invention 0 provide & methoqf
solv:mg the problem of .‘node reachability for nodee in“ moviig :
networks by’ aliocat;mg ftemporary host na:mes “to. ’the?“' Wgs‘ 'é;}-t
tached to ‘these moving Enetworks. - = HRRER
:Lng the featur‘es of clai:m 1 and, :
ing network configuration comprising the features of ciaf:l:m., .

Hence, it is a basic fea.ture of the invention to includef’mod-
els, like for example NAT (Network Address Translation) bgsed
addressing modeis, that cannot be: ‘suppoxrted with existi.ng ap-
proaches to reachability. This is done in such‘ a- way tha't.,

should the moving network roam between networks running q.if-~
ferent networking protocols (such as IPv'4 and Iva), reach—»
ability can still be maintaihed.

In this’ way, the invention presented reduces c:ommunioatibn
ineffic:.encies A possible message flow: for reachability sup--
port is shown in Fig. 3. ‘ - ;;".::.“j

In the case of a static atcctess network, ‘one option to support
-reachability is prova.ded through ‘the use of a nanung servuce.
Network entities (nodes and users) have names to: 1dent'ify
thenselves. Communication with these entities is then pre-iz
ceded by a stage in which the routable address associated :;

with the name is discovered., The DNS is the most oommonly
used system for name to address mapping._ In this’ System, '
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fe asaumad«netvar ep-xa&re‘l

......
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= SEPOAd kG

nn.me moh

Alse SIP (sesaion ::Ai’cig.fO, rotecdly.

trol, in 1B baaad muI*timeda.a‘ aeésidﬂﬂ @an‘:be oonside
naming system.-Pm:'ties dn & SIP eaaa. e addrese
SIP: mus. A ' IP eerver may relocaﬁe a.'session requeaﬁ ‘
8 2 differemt: a:tr
party. This ia sim:ller to the DNS od’n;:ept, ' [b; idoe
resalve names to add:resses for any ‘E’;‘,‘[Eb clients '

I

o M- e -

FURANINEY | oS

ability for eingle mobile devices Me ,.

1) D:u:ect updat.:.ng of the nam:l.ng—add.rees mapping L fo:: ekamk-r»
ple,. the: dynemlc TONS salution' When t‘he IP address of a mo- ‘
bile node. changes, ‘the DNS sSystem maps ‘the name to the naw
address. Although dynamic DNS h&as not fbeen p,roposed ps a"‘ o-*
lution -for moving networks, it:is easy to.extend the oonceph:' '
to this case. . . S e . :
2) Creating a mapping between the aaddr:ess that is. x:eg:kstered :
in the na.ming system, . and the new a‘ddr:ess used by: the node. .‘;
The mapping is held by an agent which intercepts packets- m—i
tended for the mobile tex:minal a.nd tunnels them to: the new~' :
address.- In +this s;tuation the name to address mapplng keeps
uncjanged This is the basis behind Mcbbile IP based solu—' !
t:.ons., A number of MIP based solut:.ons nave been p;:opcsed for
moving netwoxks , sl ;3; ;

MR = Mobile Router, the device. that’ 19 actually moving'a,foﬁnd
and connecting the moving network to ‘éxtetrnal netwarks,. :
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&H s n ‘Correspo"} i
munioates vnth -'t.‘. X L
€ok - Care of .‘Address, agﬁ a.ddress allocated by a
work to- a node that jo.i.ns it:. S i i
MIP w Mobile IP..Thisiis:d’ Hethod: of smsuri.ng ths.t gosgsﬁls.;
nodes remain" reachable, by a.llomng t‘hem to sssoci’ate‘ ‘a; CoA,
vi‘i;th ‘their well- ~known (8 gv, " DNS. regis»tered) home | addr;es!s
Baslc ‘MIP assumes that the network is ”f::_xed and ’on;Ly thex -e
terminal moves. RN N o cretorzt
GN - Ground Network -.a Graund Netwonk deliVers p&clreos iie—; ”
tween the moving network spd. &n’ externa.‘f_ IE/Intem,Bt ety ;ork
It: provides uireless conzleotJ.V1ty £O” the. ‘MR, "E ' g
RAT = Netvork Address Translation - a nechanism to xt;ra;nsltl.a‘t;e
between IP- a.ddresses, _,whn.ch can be routed in externa.l IP net-
wo,rks, i.e. the’ ‘lfnternet and’ d: private r:epresentatf,ben of IF
addresses, which can be used within a lccal network(sub— o
)domain. - : PehL.

he o Ba s e

a

T

In the following it is e:(plained for tbe different address—;'
ing models, how dynamic DNS and MIP solutlons could. somet.imses
be used to solve tb.e rea.chability problem : g -

Address allocsted by the MR home ne.tw'orli

NEMO WG {(Network Mobllity Work:.ng Group) . ’.l'he mob:.,le router
obtains a routable address, its CoA, from the ground network
using standard mechanisms. The mobile rauter is associ.ated
with a home’ network, ‘which 1s ‘not moblle Within- ‘this home
network is a mobile 1P agent that ensuras that messages ad—
dressed taq routes through the mobile router are tunneled‘ 'to
the current, globaily routable, CoA of t.he mobile: :ro'.n-.e:':~ 'Ai :
subnet (or other group) of addresses is :allocated to the: :mo'v-
ing network by the home network of the mobile router. ‘These °
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;eddnesses are then

6

&g" th#rer-
3,« ’ lgv,l;tial‘

. OV
u.e;i:n.g dynamic Du‘s, whe:re r.‘he PN updz!tee‘ :I,ts DNS »q?‘szven‘v{dttn
the IR addresa rece.tved from the MR while the wirefl..eaq pqinit
of attachment changes ‘This ‘'solution has a more ef,ﬁ:@cien?ﬁ"'
routing than the MI.P based solution, but i-t is stlj.l not very
efficient "as- all t.r:affic to the PN is atilJ. directbd hhrough<

and tunne:led out of the MR home network.

..-.,,r: -

STEEENEPRANT
LR IR 3 [
'!

The d.rawback of both of the above solutions is thér. tnaf':fic [
is routed. indinectly te--the moving network via a- tunnel be—
tween the PN's home network or the mobile router s home net-?
work and the mobile router itgelf. In the former case, aq ad—
ditional tunnel is required between the EN's home agent. and
th.e PN, leading to a double tunnel with a hlgh cormmunicatlons

overhead. This configuration is 1llustrateei in Fig 2 o

Addresses allocated by the visited netvork

In thls situation, instead of obtaining a simple CoA from the
visited network‘, ’the mobile router obtains - subnet (or some
other group) ‘of addresses from the visited network The MR
then allocates these addresses to PNs. :l‘lus eneures that the
PNs are able to initiate communications to -the Internet. As
the MR changes visited networks, e.g. the rfnoiring network: .
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i "'c’fe@-bvet bztueen,%o dif:canent nestwniif' A it

In beth cases, 'the main disadvantage "of this apprpa:qh,\ fw:om ﬁ
‘the point« of. view. o—f reachability, is. that; B:Lgnalf.*:hg1 burstéfl.'g

A
bet‘reen E’Ns and PN MIP bome agents ‘or PN DNS servér,, a:; ; gen-—

.

aLly send mobility update notifications
MR MIP foreiqn agent aolution- to .addressirig
In th:la aituation, the mobile router allow'e the Pﬂ tb ,keqp'
ite home address. The. MR keeps per—host entriea fbx eaoh reg—
istered PN.. The MR acts as ‘a MIP Foreign Agent, thus :I:t ﬁells
the PN -what the ‘MR's current network address 18, this 13: the
CoA that the PN' should register uith ‘the PN home agent' to
achieve reachability.. ’ . : A : ."., ol

This solutlon requ:.res that the PN has a MIP protocol stack
runnmg in order to correctly interpret th.e concept of the
two addresses, namely the home address and the CoA :

!me disadvantages of this approach, from the point of view of
reeohabillty, are “the signaling’ bursts bet ween PNs! and PN MIP
home agents that are generated every time the network mogvea.-
‘Further the solutlon is inefficient because of thé lise of ln-
direct routing and tunneling from the home agent. : :

NAT based addressing - ‘ : - RERELIS 08 2 30EES
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ie. addressing config'uratiqx[ LERE
'adveribis‘

'Ihe nA'l‘ may ba state’less, .
based on mschanisms 1ike ld.nk det.ecticxn end :router»

from the visited network are allocated direc;bly to the PNeg
because the mobillty events are hidden from the ?Na.

If the NA’I as stateful, i.e. there is some mecha.ninma like._
DHCP- (Dynamic Host Configuratlon Protocol), the 'HR' obtains*l r
only one add.ress (rt:s CoA) -from the qround network, azid man-— :
ages the necessaty address translatien !.l'his approa,clx is use-'
ful as currently ground networks only aLlocat.e ai.pgle ad.-"i
dresaes .to nodes. ) : co : 5 G

This address.ing model is perhaps the most important as i't'. o
would be possible to be implemented with exist:ing tech.nology.
Unlike the other options, the PN is unaware of the specifice
of the ground network - thus for’ example an IPV4 termdmal. :
will not. be- aware that the moblllty supportlng grgund netwo‘.rk
is actually IPvé6. This is likely to be an J.mportant iaaue aB’-
current devices are all IPv4, but future mob:.le networks are
llkely to be the one of the first networks to operate using
IPv6. : :

Neither the dynamic DNS nor the MIP based " aolut;ona fqr
_reachability work in this situation, as the PNs do not know

their correct. ‘Foutable addiress, and 80 can not correctly uph»:
date either system. Regiatration of the allocated, priva‘t:e, :
IP address. with either DNS or a MIP home agent would prevenrl:"
the maintainance of reachability. It may be possible to: de-
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s f’{’xf

th.is eituatién, the private nddrese p.f tne EN :Ls re'g}ema,d.»‘:g

[OETE

T;".\x:;l.ve:t:e'

.network‘ When a DNS ruquest LB *reoeived by the 'primtm@dt.;.

A~k

work, the .DNS: reply (wh.ioh qom:ains the pr:LVate a.ddxess) iby o

ALG) fOr manipulating DNS meosages Thms ALG (applipatiqn, e
1evel gatewey) requests that the NAT funct,:tqn estabiiéhep' :
temporary b.i,nding between the requ.ested px.:lvate nom’:" edd&:ege
and a pyﬂﬂic add::ess.. 'n've ALG czm then’ re.p'_‘Lace the- prigame
address uith the returned public addreas. em;:orazzy st:ate for
the address mapping is maint&ined, giving the CN some ‘time_; to
establieh a connection. to. the PN after the': name reaolyihg e—-
quest ‘has. been answered.< If nd ccnnection :.1.3 estab‘liehed, i:he
state will time out ‘and-the public’ addresa is returned to r.he

NAT ‘address: pool for future use:. - - : SERRSTANN s

v n!.f
: |

R ,x';

A

!l'h.e invention specifies a system that enhmhc.es nama sarv:i.ces
with the usage of texuporary names in order’ to efficiem:ly

muntain reachability for portable nodes that are! attaehed"
moving netwo.rks. ‘The details of ‘the solut:.on depend on the :
above’ address assagnment schemes in place,= which 13 also true
for state of the art a.pproaches, namely the MIP and Dynamic f-'
ONS solutlons described above However this solution: is elso :
applicable for same NAT addressmg solutlons where the DNS

-and MIP solutions do not apply.. T S

'l'he xnvent:.on includes a sugge“stlon fox - allocating tempobary
names ‘and reachability support for. porteble nodes: actaehed to
moving networks for the following. addreasing situationa-*5. it

- Address allocated by the MR home network i"g~~:'; N

Lt
H

- Address allocated by the visited network SRR RREERE PR
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and embodiments of.. the' 1.nventio;r

)"._

is indirectly routed, R ‘31 L R Bt

Fig. 2 snows a. moving network coufiguratd.on whea:ein

Fig. 3 shows an, exempla.ry message flow for reac'hnbd.li.ty dup-
port 'according to a firat aspect of the invention, ) L

BN .‘__. A N . . ‘ t._.'

»Fig. 4 shows a.n exemplary measage flow for reac 1it ,
i

port according ‘to a. second aspect of the inventdon,

o .
i P
C i .

.- e )

Fig. 5. shows an exemplary messa.ge . flow for reachab:l_lity ﬁubﬁ?

port  according to .a. third aspect -of the invention, ff‘ig o

Fig. 6 shows an exemplary message flow for reachabilitsy sup—"»
port accord:mg to a fourth aspect of the :mvent.lofx, : o

Fig. 7 shows an exemplary message flow for reachability sup—i
port according to a.fifth aspect of the inventlon 53@»7; ‘

Common to all situations is the fact that the PN may obtain a
temporary name' fcr use whilst at‘tached to the’ mOVing netﬂor’k,
This could easily ‘be envisaged as pnr:t of "a commonly executed
user authentication and. author;ization pracess, whe:te. & usef:‘ :
attempts being. connected to a public access netwoxk‘ In the

specific situat:i.on, described by ‘the invention, the porteb}.e*
node physically.attaches to the ‘moving network and may‘ rp-sf
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recej.vee a temppxary name :Ldenta:ﬁier a)
as,?xDNS "CMBME™. ddantiby for DHS baséd ﬂa!hmg' sé&v‘ig 3
thi.a exa.mple it uses the DNS UPDME procedm:e nto ma.p; :kt:s T
‘sftandard name bo the- new CNBME i.n its home DNS'
mob:l.le toixtar then n.eeds ‘to upda.te A pxoxy DNS serqu,
is locataed in.a service domain within the fix&d ne.}tvbork n.n"F"
fr&structure-f~mhh “the -new’ siame - addreas- recordi. - E‘u!:t}i\er,., h
mobile -router needs to manage the ﬁam;ibrary nam-ggéaggrgééi'-{;
oonfigurations on beha.lf of. all the registered portable s 5
nodes Thq precise details of this ‘will dependv upoh t.he a.d:. e
d.ress:.ng model use'd' to. aupport the moving: netwsork.. 'rha DNS :La
used as. the p:imax:y name server example simply because it\ :ks,}
the most cqmon.ly -name’ besolving aystem deploy‘ed in: the i
Internet. However, 1t also highlights some. technieai~eﬁaaz—' et
fenging. issties in:the case of state-full NAT, becauae ‘:Lt aup-'

ports a range of methoda for name resolution. s SRR E kl
: M ," N

1

o e " o R

Nﬂdrass .Allé'c':atie"d" Sy'“f:‘ﬁ'e‘ ‘MR home nef:woi‘k'

In this case the mobile router allocates a PN an addrass as
obtained from th.e MR b.ome network.. To ‘use t.his name for :
reachablln.ty, two events need ‘to happen: ‘

I

.t

- The MR'reqisters the PN' = temporary name—address'maprpmn‘gﬁ*.'
thh one or more Proxy name server(s) : .

- The PN ensures that its name server in the home network do-—
main can find ‘'theé proxy sgerver, either by expl icitly x:egis—
t:er:nng the addx:ess of the proxy name sérver with® ;n:s néme '
serve::, or, 4:Ln a system such ‘as DNS, by mappiug its 'temporary
new name to. its well*—known name. : : i

The process is illustrated in Fig. 3.
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In t:hj.s case the BN- obﬁéipa a topolog,ically corre % ;adc
from the qzound network (GN) ‘rhs GN ‘may allocate h*' 2

~addresses ﬁé the Mobile Router (MR) , and a.n addreavsxou‘;gf_

allocate"a.n individual a.ddress directly to £
just relaye the correspond:m.g fiessage to tbe PN) -

'trated in Fig. 4._ .

As before, the PN obtains its Ip configuration aqd‘ a‘ t ‘
'r&ry name. Ta: nse this name for reachability, two ue\‘(eqt ¢

to happen : S 1"’
- The MR registers the PN 's temporary name address mamuug
with ope ‘or more proxy name server (s) ..
'-"'J:he PR ensures that the name server in tne home networ'k do—
main can f:md the proxy server, either by expl:.c:.tly regls—

tering the address of the proxy name server with- its: ram ki

server- in the home network demain, or, in a System such as
DNS, by mapp:.ng its temporary new name to its wel.l—known

name. - "
~ A CN can then contact the PN using t:he PN perm:am.eni name’ o
and the normal process fo: name to addreas resolution‘
The specif:.c advantages can been seen when the network moves,
as each and every PN does not need to signal . its name serve;.
'Instead, a single message is sent directly by thelMR to the

proxy name server(s). In case several proxy riame aef:vers .are
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mjm,,dna to: ma

11:. use the

mod,;_, ths. mebile “router obta.ms 2 subnet Of" Ou‘cab?a‘?df‘
dresses fxom %he’ v.xs:.ted network‘ It associates ong,,hdw_,
one address from this subnet pool but actuaily alloaabés ;tﬁie-

Pros bl
node..a private addressm’rhsxs approacb. mmimizes theﬂ aig}ou«p;bkbf

HEe T YA

i

re—conf:l.@aration that ‘the portable ‘node needs to do‘ c;h time
the moving network suffers a cha.nge of address. R RS

.v,.,

in the home network domain and the MR updating‘ one or mo&.%' :
proxy name server. This approach minimizes the sighalin_
overhead on the wireless connection between tue mobile r,o\:lte);
and the fixed networks by reducing signallng bursts caused by
a mobility event. It also min:.mlzes the 31gnaL1ng bverhead by
reducing the number of DNS queries transmitted. across the
wireless: :mterface ‘This approach also guarant:ees re‘achabil—-.‘
1ty, despite the fact that the portable node 1_s una-ware of“
its true 1P add.ress.~ S

Reachability Support for Addresses allocated by State-full'
NAT | IR

In t‘h:xs address:.ng model, the moblle router obtalns only ione -
or few {(a limited set of) public addresses. from the fixed -,'5
network. The MR then allocates an address from a set of prx.
vate addresses to each portable node. NAT is. then uSed to eh—
sure that connectivity is achieved. “This NAT can include' spe-
cific TCP/UDP port numbers with a specific private: address
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taching to th»' 'lgyving network as :Lt wam:s‘ to
svices only. Ho‘wewer a: CN niay want o estahlish 8- <:<:tnnec:'!:(g.l.‘(:vm.'~
with this PN, 1la. t_he name: of" the PN needs to. be .nesalv d 'to
a. puh.lic IP ddress', whicha has nqt Been ailocated so far».: In

the’ case _of a DNS and a NAT system -based on E!:i.ngle 'pulql.iiq ad—
dress, t:he DNS system can not return a TCP or UDP port number
to. a CN 8o the HR will never e able to ident.ify to Whicii PN

an J..ncoming commmications is intended Where the: routabfbe'»""‘
address ‘is set dynamically on demand, ‘the. p.roxy ‘nafie: !. 5
server(s) can niot .know what dynsnu.c association to maxe ‘Qas 3
the MR may be ‘using.some addresses for outbouind, cox;nect ity
purposes) . The golutions to. these s:xtuatlons requ:L::e eve):!'
more novel treatment in the structure of the proxy na;ne serv-—

ers. - . oD A S o

Dlrect appllcatlon of a solution based on- temporary bindd,ng
(like deacribed in RFC2964 also to -the moving netwo;ck scze—.i :
nario also would fail because the assumption is that ﬁha name
server is within the private network, so. that the! ALG can xn—
tercept the messages from the server beﬁore ex1t1ng the pru—i
vate network. Inm the noving network case howaver,_,‘t:h;ls'would
mean that - the name server ‘has a changlng TP addrees 1
as-its moving network, and 'so can not be part of the nanfe

system. -

A solution of this problem is illustrated in Fig.xs Thlq
rfigure shows a ‘'scenario which requires that a part’ of thd “
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nodga; and re".tuxne a.dequa“tg rep:l.:lee
,proeessed- yithin the moving netﬁork‘

The seoond a‘:l.tuat:!‘.on Vas when enly ene roa‘ba.bil.é IP‘ add;:eg? ;l.é
asaooiated w:l.th a. potentially 1arge number of portablemﬁdéa,_.
To provide connectivity between the. ?ﬁ 1 .’d externai ~net,worka‘
e‘g. -the Internet, ‘the mob:.l *'router then prov,tdes NA;P pftme—‘._

process. Howevex, "such’ port. J.nformation :l.a —not a cammO L gar‘t
of the more sigx;ifica.nt' Internet nam.i.ng syetem - DNS., :l:.'h;ts

problem is more complex than the previous case, as. the : Dﬁg_ ';
system can only réturn the single,* same address for every cn 2
query, so a difi'erent mechanism is needed to enable tne MR '
NAT to map incoming conn.ect‘ions to! PNa. ;-' - DEEEEANEA S

Because the DBIS system allows ‘for recursive DNS que.r:.es,f;‘ !
problem is not solvable in the general case, but only when
non-recursive: are made For, these kinds of queries the origi—
~na.1 namée’ resolving requestor, i.e. “the CN. can be: identifiecl :
at the name server that finally handles the request.;:l‘he so-é
lution described here is based on the assumption that the DNS
functionality is split between an entranc;e within: the fixed
network, and a processing element in close association with
theNA’.l‘ and MR. . o R --1j§2~

S

An exemplary message flow for nori-récursive DNS queri.es
iiiuétrated in Fig. 7. In this case, the applicatipn .Lev‘el:,
gateway handling DNS . (DNS_ALG system) remembers the I¢ ad-=: .
dress of the CN that made the DNS query and the requested PN
name. This binding information is then queried when a connec-‘
tion request by CN enters the MR, to enable the NAT to 1den—'
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‘two."nameﬁ senger’ CQnRone ot

-

binding requests .

When used with network address translat:ton the solution &leaﬁs
to more efficient network usage. Di.:r:ect routing to the port-f
able node is achieved and Ip in IP 'tunnels are avoided. REEE

When used with- network address translation, some forma of :
topological correct addressing, and .MR home network add.ress .
allocation, the solution avoids signaling bursts from PNS to';

reachability agents in the home network domain over the mos
bile’ router-vis.1ted network link. S:x.nce this is normally ‘a

bottleneck for a Wireless link, this eignaling reduction is
very inmortant ’ ' - '

There 18 no requirement for a portable node to support add.v—;
tional MIP software and have a MIP home agent The portable :
‘node knows, by definit”ion, that it As) portable, i e it LS
capable to connect to a network outside the home. network xdot
main and obtain a temporary add.ress “and.: potentially a. tempo-~
rary name. It does not need to know: that it is mobile, P
part of a moving network, although dt is assumed that some
neans to maintain comnectivity for an existing’ session is re—
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Group name registratlon carried out by a mobile router in be-
half of several portable nodes attached to the moving network
can significantly reduce the amount of registration informa-
tion to be sent over a radio link. However group name regis-
tration is only possible in scenarios where a group of port-
able nodes registers temporary names more Or less simultane-
ously at the same home network domain.

The invention is not restricted to the above described spe-
cific aspects and embodiments but can also be carried out in
numerous modifications and combinations thereof.
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Claims

1. Method for operating a moving network for providing a
reachability service to connect portable nodes of the moving
network to at least one external, fixed network via at least
one mobile router,

characterized in that

temporary name identifiers are allocated to the portable
nodes and mapped to current reachable addresses of the port-
able nodes by at least one proxy name server.

2. Method according to claim 1,

characterized in that

the allocation of the temporary name identifiers is part of
the authentication of the portable nodes on entry to the mov-
ing network.

3. Method according to claim 1,

characterized in that

the allocation of the temporary name identifiers is carried
out anytime after completion of the authentication, in re-
sponse to dedicated naming requests.

4. Method according to one of the preceding claims,
characterized by

a group' registration of a plurality of temporary name identi-
fiers on behalf of several portable nodes attached to one
moving network by the mobile router.

5. Method according to one of the preceding claims,
characterized in that

the mobile router updates the proxy name server Or servers
with recent address information of the portable nodes in re-
sponse to any address change, for ensuring that sufficient
information to resolve naming requests is available in the
pProxy name server or servers, as a registration and mobility
update message.
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6. Method according to claim 5,

characterized in that

the mobile router provides the proxy name server or servers
with an address to forward a name resclving request to a lo-
cal name server in case the proxy name server 1is unable to
resolve a naming reqguest on its own behalf.

7. Method according to claim 5 or 6,

characterized in that

several mobile routers in a moving network cooperatively send
registration and mobility update messages to a proxy name
server.

8. Method according to one of the preceding claims,
characterized in that

the reachability service based on temporary name identifiers
supports a direct address translation scheme wherein each
private address of a portable node corresponds to one public
address, or address aggregation, wherein one public address
is mapped to a plurality of private addresses.

9. Method according to claim 8,

characterized in that

in the address translation scheme comprising address aggrega-
tion a name resolving request is forwarded from the name
proxy server to a local name server of the moving network
that is associated with the domain name of the portable
node's registered temporary name.

10. Method according to claim 9,

characterized in that

the local name server of the moving network identifies
whether a name resolving request is recursive or non-
recursive and responds to a recursive request by sending an
error message.
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11. Method according to one of the preceding claims,
characterized in that
a dynamic model of address translation is aupported, wherein
a portable node obtains a public address based on a name re-
solving request from a correspondent node which is located
outside the moving network, including forwarding a name re-
solving request from the name proxy server to a local name
server of the moving network that is associated with the do-
main name of the portable node's registered temporary name.

12. Method according to one of the preceding claims,
characterized in that

the temporary name is allocated to the portable node using a
new Dynamic Host Configuration Protocol option.

13. Moving network configuration for carrying out the method
according to one of the preceding claims, comprising:

a plurality of portable nodes,

at least one mobile router for providing access to at least

one external network for the portable nodes and

a proxy name server for mapping the temporary name identifi-
ers to current reachable addresses of the portable nocdes.

14. Moving network configuration according to claim 13,
characterized by

at least one local name server of the moving network which is
associated with the domain name of the portable node's regis-
tered temporary name.
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