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In an antitheft system for preventing an equipment compris-
ing moving objects such as electric vehicles or operating
machine such as lawnmower from theft, an electronic key is
prepared to be carried by an operator of the equipment and
stores authenticating data for identifying the operator who
carries the electronic key. An authenticator is installed at the
equipment and performs authentication check as to whether
the electronic key is an authorized key using stored key-
checking data, when the authenticating data is outputted from
the electronic key, whereas an electronic key copier is pro-
vided separately from the equipment and copies the elec-
tronic key, thereby enabling to make a copy of the electronic
key without activating equipment, while ensuring to prevent
the equipment from theft.
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FIG. 6
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ANTITHEFT SYSTEM

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] This invention relates to an antitheft system, par-
ticularly to a system for preventing equipment such as a
moving object or operating machine from theft.

[0003] 2. Description of the Related

[0004] In recent years, for equipment such as a moving
object(s) (specifically a small electric car(s), automobile(s) or
the like) to be shared by multiple operators (users), various
systems have been developed that prevent theft of the equip-
ment, as taught by, for example, Japanese Laid-Open Patent
Application No. 2001-43431 (particularly in paragraphs
0064 to 0069, F1G. 7, etc.). The reference is configured such
that, when the operator inserts an electronic key that stores
operator-specific authenticating data (ID) into an authentica-
tion device (reading mechanism) that is installed in the equip-
ment and stores key-checking data for verification, and when
the authenticating data outputted from the key and the key-
checking data are not identical, the system does not allow use
of the equipment.

SUMMARY OF THE INVENTION

[0005] When the equipment is shared by multiple users as
mentioned above, it is preferable for convenience that each
user has his/her own electronic key, and accordingly the same
number of copies of the key as the users should be made. In
that case, the operator will usually copy the key by using the
authentication device installed in the equipment. For that
purpose, the operator will store the key-checking data corre-
sponding to the key to be copied and must activate the equip-
ment every time the key is to be copied. This is troublesome
and tedious.

[0006] An object of this invention is therefore to overcome
the aforesaid problem by providing an antitheft system that
can make a copy of an electronic key without activating
equipment such as a moving object or operating machine,
while ensuring to prevent the equipment from theft.

[0007] In order to achieve the object, this invention pro-
vides a system for preventing an equipment from theft, com-
prising: an electronic key that is adapted to be carried by an
operator of the equipment and stores authenticating data for
identifying the operator who carries the electronic key; an
authenticator that is installed at the equipment and performs
authentication check as to whether the electronic key is an
authorized key using stored key-checking data, when the
authenticating data is outputted from the electronic key; and
an electronic key copier that is provided separately from the
equipment and copies the electronic key.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The above and other objects and advantages of the
invention will be more apparent from the following descrip-
tion and drawings in which:

[0009] FIG. 1 is a perspective view of a small electric
vehicle on which a part of an antitheft system according to a
first embodiment of this invention is mounted;

[0010] FIG.2isafrontview ofacontrol panel ofthe vehicle
shown in FIG. 1;

[0011] FIG. 3 isablock diagram showing the configuration
of the system for the vehicle shown in FIG. 1;
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[0012] FIG. 4 is a flowchart showing the operation of the
system, specifically the sequence of operations of an authen-
tication ECU thereof;

[0013] FIG. 5is a flowchart showing the operation of copy-
ing an electronic key among the operations of the system;
[0014] FIG. 6 is an explanatory view schematically show-
ing authenticating data stored in the keys shown in FIG. 3;
[0015] FIG. 7 is a flowchart showing the operation of writ-
ing into a first key among the operations of the system;
[0016] FIG. 8 is an explanatory view showing the relation-
ship between the key and vehicle shown in FIG. 3;

[0017] FIG. 9 is an explanatory view similar to FIG. 8, but
showing the relationship between an electronic key and a
small electric vehicle according to a prior art;

[0018] FIG. 10 is a side view of a lawnmower on which a
part of an antitheft system according to a second embodiment
of this invention is mounted;

[0019] FIG. 11 is a plan view of the lawnmower shown in
FIG. 10;
[0020] FIG. 12 is an enlarged cross-sectional view of an

internal combustion engine shown in FIG. 10;

[0021] FIG. 13 is a block diagram showing the configura-
tion of the system for the lawnmower shown in FIG. 10;
[0022] FIG. 14 is a flowchart showing the operation of the
system shown in FIG. 10, specifically the sequence of opera-
tions of the authentication ECU thereof;

[0023] FIG. 15 is a subroutine flowchart showing the opera-
tion for storing operation parameters of FIG. 14;

[0024] FIG. 16 is a subroutine flowchart showing the opera-
tion for storing abnormal-state operation parameters of FI1G.
14;

[0025] FIG. 17 is a flowchart similar to FIG. 14, but show-
ing the operation of the system, specifically the sequence of
operations of the authentication ECU thereof;

[0026] FIG. 18 is a flowchart showing the operation of an
analyzer shown in FIG. 13, specifically the sequence of
operations of a terminal device thereof; and

[0027] FIG. 19 is an explanatory view showing operating
history and other information displayed on a display unit of
the terminal device shown in FIG. 13.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0028] An antitheft system according to embodiments of
the invention will now be explained with reference to the
attached drawings.

[0029] FIG. 1 is a perspective view of a small electric
vehicle on which a part of an antitheft system according to a
first embodiment of this invention is mounted.

[0030] InFIG. 1, reference numeral 10 generally indicates
the small electric vehicles (equipment). As illustrated, a plu-
rality of (e.g., three) vehicles 10 are indicated by reference
numerals 10q, 105, 10c. Although the vehicles 10 will be
explained taking the vehicle 10a as an example, since the
other vehicles 105, 10c¢ have the substantially same configu-
ration, the following explanation can also be applied thereto.
[0031] The vehicle 10 is a relatively small, single-passen-
ger, electric vehicle, precisely an electric wheelchair or elec-
tric four-wheel scooter equipped with a body frame 14 sup-
ported by four wheels 12 (one of which is not shown in FIG.
1), a seat 16 installed on the frame 14 to be taken by the
operator (user) P, and an operation unit 20 to be manually
operated by the operator P. The vehicle 10 is a moving object
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that moves at extremely low speed, i.e., at a human walking
speed, and is suitable for the elderly.

[0032] Anelectric motor 22 for driving the wheels 12 (spe-
cifically rear wheels) and a battery (i.c., a lead battery) 24 for
supplying operating power to the motor 22 and the like are
installed under the seat 16. The motor 22 is a brushless motor.
[0033] FIG. 2 is a front view of the operation unit 20 of the
vehicle 10 shown in FIG. 1.

[0034] AsshowninFIG. 2, the operation unit 20 comprises
a loop-shaped handle 206 laterally projecting, as curving,
from a dashboard 20qa, two drive levers 20c that laterally
projects and allows the operator P to input a moving/stopping
instruction, a speed setting knob 204 that allows the operator
P to set a desired travel speed within a range starting continu-
ously from 1 km/hup to 6 km/h, forward/reverse switches 20e
that allows the operator P to input a traveling direction
instruction between forward and reverse travels, a horn
switch 20f that allows the operator P to sound a horn (not
shown), a power switch key 20g that allows the operator P to
connects/disconnects power from the battery 24 to the motor
22, and other components.

[0035] Two drive switches 20/ are installed near the drive
levers 20c¢. The drive switch 20/ produces an ON signal when
one of the drive levers 20c¢ is manipulated by the operator P to
drive and an OFF signal when manipulated by the operator P
to stop. A speed setting knob sensor 20 is installed near the
knob 204 and produces an output or signal (speed instruction)
corresponding to the desired travel speed set by the operator
P through the speed setting knob 204.

[0036] Details of the vehicle 10 are described in Japanese
Laid-Open Patent Application No. 2007-112363 proposed by
the applicant earlier and the further explanation is omitted
here.

[0037] FIG. 3 isablock diagram showing the configuration
of the antitheft system for the vehicles 10.

[0038] InFIG. 3, reference numeral 26 designates the anti-
theft system. The system 26 comprises an electronic key 30
that stores authenticating data (ID; explained later), a control
ECU (electronic control unit) 32 installed in each vehicle 10
for controlling the operation of the motor 22 and the like, and
anauthentication ECU (electronic control unit; authenticator)
34 installed in each vehicle 10 for authenticating the key 30.
The ECUs 32, 34 are disposed at an appropriate location in
each vehicle 10, specifically near the power switch key 20g in
the interior of the dashboard 20a of the operation unit 20, as
clearly shown in FIG. 2.

[0039] The control ECU 32 comprises a microcomputer
having a CPU 324, memory (EEPROM non-volatile
memory) 326 and other components. The control ECU 32 is
inputted by the operator P with a traveling direction instruc-
tion through the forward/reverse switch 20e, a drive instruc-
tion through the drive switch 204, and a speed instruction
through the speed setting knob sensor 20:i. The control ECU
32 controls the operation of the motor 22 and the like in
response to those instructions, thereby controlling the opera-
tion of the vehicle 10.

[0040] Specifically, the operator P selects a traveling direc-
tion using the forward/reverse switch 20e and sets desired
travel speed using the speed setting knob 204. Then, when the
operator P grips or grasps one of (or both of) the drive levers
20c¢ with the handle 205, the vehicle 10 starts moving at the set
speed, and when the operator P releases it, the vehicle 10
stops.
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[0041] The authentication ECU 34, similarly to the control
ECU 32, comprises a microcomputer having a CPU 34q,
memory (EEPROM (non-volatile memory)) 345 for storing
key-checking data (explained later), and other components.
The authentication ECU 34 further comprises a reader/writer
34c for reading authenticating data stored in the key 30, and
an LED (light-emitting diode (signal lamp)) 344 installed on
the dashboard 20q for informing the operator P of the result of
electronic key authentication (pass/fail) which will be
explained later.

[0042] The so-configured authentication ECU 34 is con-
nected for communication with the control ECU 32 through a
serial communication line 36. The ECUs 32, 34 are connected
to the battery 24 through a power line 40 to be supplied with
operating power from the battery 24.

[0043] The key 30 is a contact-less IC (integrated circuit)
card equipped with a CPU 304, a non-volatile memory 305
for storing authenticating data (i.e., identification data (user
ID) for identifying the operator P who carries the key 30 and
identification information (product ID) for identifying the
model, product number, etc., of the vehicles 10), and an
antenna 30c¢ for exchange (input/output) with the reader/
writer 34c¢ of authenticating data and the like by short-dis-
tance wireless communication (RFID: Radio Frequency
Identification). The IC card constituting the key 30 is a card
made of resin and houses the CPU 304a and other components
in its interior. As shown in FIG. 2, it is made portable to be
carried by the operator P.

[0044] There now follows an explanation of the certifica-
tion process that is one aspect of the communication activity
between the key 30 and reader/writer 34¢ of the authentica-
tion ECU 34. When the operator P moves the key 30 to the
reader/writer 34¢ after the ECU 34 has been supplied with
operating power from the battery 24, the reader/writer 34¢
outputs (transmits) radio wave to the key 30.

[0045] Upon receipt of the radio wave transmitted by the
reader/writer 34¢, the key 30 generates power by electromag-
netic induction of a built-in coil (not shown), thereby activat-
ing the CPU 30aq and the like. In other words, the key 30 is not
equipped with a battery or other internal power supply source
but is supplied with operating power induced by the radio
wave from the reader/writer 34c.

[0046] Upon being supplied with power, the CPU 30a of
the key 30 outputs the authenticating data stored in the
memory 305 to the reader/writer 34¢ through antenna 30c.
When the authenticating data is outputted from the key 30, the
authentication ECU 34 uses the key-checking data stored in
the memory 345 to perform an authentication check to deter-
mine whether the key 30 is an authorized key. The key-
checking data is identical to the authenticating data and is the
unique data (user ID and product ID) set for each vehicle 10a,
105, 10c.

[0047] The ECU 34 performs the authentication by com-
paring the authenticating data in the key 30 with the key-
checking data. Specifically, the authenticating data and the
key-checking data are compared each other to determine
whether they are identical, and the key 30 moved to the
reader/writer 34c¢ is discriminated to be an authorized key for
the vehicle 10 if they are the same and not to be an authorized
key if they do not match.

[0048] The key 30 is thus a contact-less (wireless) IC card
that can input/output (communicate) authenticating data and
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the like when the operator P merely moves it to, but out of
contact with, the reader/writer 34¢ of the authentication ECU
34.

[0049] Since the foregoing configuration enables transmis-
sion/reception of authenticating data and the like between the
key 30 comprising a contact-less IC card and the reader/writer
34c, it is possible to avoid inconveniences that might arise in
the case of transmission/reception using a wired communi-
cation means to connect an electronic key with an authenti-
cation ECU, specifically problems such as that of data com-
munication becoming impossible owing to breaking of
communication cable.

[0050] The explanation of the system 26 will be continued.
The system 26 comprises, in addition to the authentication
ECU 34, etc., an electronic key copying unit (electronic key
copier) 42 for copying the key 30.

[0051] Thecopyingunit 42 is solely provided for a plurality
of (three) vehicles 10a, 105, 10c, separately or independently
therefrom. The copying unit 42 is equipped with a terminal
device 44 for making a copy and a reader/writer 46 connected
to the device 44. The device 44 is a personal computer having
a CPU 444, a memory 445, an input unit 44¢ including a
keyboard, mouse and the like (none of which is shown) oper-
able by the operator P, and a display unit 444 including a
display (screen). The device 44 is connected to a power
source (e.g., a commercial power source; not shown) that
supplies operating power.

[0052] The reader/writer 46 operates similarly to the
reader/writer 36¢ of the authentication ECU 34. Specifically,
when the key 30 is moved near, the reader/writer 46 outputs a
radio wave to the key 30, thereby supplying operating power
to the key 30, reads authenticating data from the key 30, and
writes new authenticating data (explained later) into the key
30.

[0053] The operation of the system 26 thus configured will
be explained.
[0054] FIG. 4 is a flowchart showing the operation of the

system 26, specifically the sequence of operations of the
authentication ECU 34 thereof. The illustrated program is
executed only once when the associated vehicle 10 is started.
[0055] When the operator P operates the power switch key
20g, precisely, turns on the switch key 20g while moving the
key 30 to the reader/writer 34¢ as shown in FIG. 2, the battery
24 commences supplying the authentication ECU 34 with
operating power.

[0056] Afterthe ECU 34 is activated with the power supply,
the program begins in S10, in which the reader/writer 34c¢
outputs radio wave to the key 30 to supply operating power.
[0057] The program next proceeds to S12, in which the
authentication of the key 30 is performed using the authenti-
cating data outputted from the key 30 and key-checking data.
[0058] The program then proceeds to S14, in which it is
determined whether the key 30 was found to be an authorized
key for the vehicle 10. When the result is affirmative, the
program proceeds to S16, in which a signal enabling the
operation of the motor 22 is sent to the control ECU 32,
whereafter the program is terminated. With this, the control
ECU 32 starts controlling the operation of the motor 22 in
accordance with the instructions inputted via the running
switch 204, etc., whereby the vehicle 10 is operated normally.
[0059] When the result in S14 is negative, the program
proceeds to S18, in which the signal lamp 344 is lit to inform
the operator P that the key 30 was found to be not the autho-
rized key, and to S20, in which a signal disabling the operation
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of the motor 22 is sent to the control ECU 32. In response
thereto, the ECU 32 stops the operation of the motor 22,
thereby stopping the operation of the associated vehicle 10,
regardless of instructions inputted from the running switch
20/ and the like. Thus the system 26 prevents the vehicle 10
from theft.

[0060] When the vehicles 10a, 105, 10c are to be shared by
multiple operators P, it is convenient for each operator P to
have his/her own key 30, and accordingly the same number of
copies of the key 30 as the operators P should be made. If each
copy of the key 30 can activate all of the vehicles 10a, 105,
10c, it further enhances convenience.

[0061] The operation of copying the key 30 conducted by
the copying unit 42 of the system 26 will be explained.
[0062] FIG. 5is a flowchart showing the operation of copy-
ing the key 30. The illustrated operation is conducted in the
terminal device 44 when the key 30 is moved to the reader/
writer 46 of the copying unit 42.

[0063] Before explaining the flowchart of FIG. 5, the expla-
nation on the key 30 is made in detail. As described, the
authenticating data (ID) is stored in the memory 305 of the
key 30. The key 30 falls into two types, i.e., a first electronic
key (master key) 301 and a second electronic key (duplicate
key) 302, depending on a kind of the stored authenticating
data.

[0064] FIG. 6 is an explanatory view schematically show-
ing the authenticating data stored in the first and second keys
301, 302. In FIG. 6, the first keys 301 before copying are
shown on the left side in the drawing and the first and second
keys 301, 302 after copying on the right side.

[0065] Asshown, aplurality of (i.e., three, more exactly the
same number as the vehicles 10) the first keys 301 are desig-
nated by reference numerals 301a, 3015, 301c. The first keys
301a, 3015, 301c (before copying) each stores the authenti-
cating data (ID) corresponding to the associated vehicle 10q,
105, 10c. In FIG. 6, the authenticating data corresponding to
(i.e., capable to activate) the vehicle 10q is indicated by 1D-a.
Similarly, the authenticating data corresponding to the
vehicles 105, 10c¢ are indicated by ID-b, ID-c, respectively.
[0066] Theauthenticating data (ID) in the firstkey 301 is an
ID with which the copying unit 42 can make a duplicate key
and hereinafter called the master ID (indicated as “(Master)”
in FIG. 6). Thus the first key 301 is a key that can be copied by
the copying unit 42.

[0067] Onthe other hand, the second key 302 is a duplicate
key of the first key 301 made by the copying unit 42 and does
not store the authenticating data (ID) constituted of the master
ID. Thus the key 30 falls into two types of the firstkey 301 and
the second key 302 depending on a kind of the stored authen-
ticating data, i.e., on whether the authenticating data is the
master ID. In FIG. 6, the authenticating data with a term of
“copy” in parentheses indicates a copy of the master ID made
by the copying unit 42 and hereinafter called the “copy ID.”
[0068] Returning to FIG. 5, when the operator P moves the
key 30 to the reader/writer 46, the key 30 is supplied with
operating power induced by the radio wave and outputs the
authenticating data.

[0069] Then the program starts in S100, in which the out-
putted authenticating data is read and the program proceeds to
S102, in which the read authenticating data is displayed on
the display unit 444.

[0070] The program proceeds to S104, in which it is deter-
mined whether an instruction to issue a key 1D is inputted by
the operator P. The key 1D is an ID (number) assigned to the
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key 30. Specifically, the processing of S104 is conducted for
determining whether the operator P has inputted an ID (e.g.,
1D-a) to be assigned to the key 30 using the input unit 44c (i.e.,
has instructed to issue the ID), in other words, for checking as
to whether the operator P desires to copy the key 30.

[0071] When the result in S104 is negative, the processing
01'S104 is repeated until the operator P inputs the instruction
to issue the key 1D, and when the result is affirmative, the
program proceeds to S106, in which it is determined whether
the key 30 near the reader/writer 46 is the first key 301.
[0072] When the result in S106 is negative, i.e., when the
key 30 is the second key 302 or another electronic key, the
program proceeds to S108, in which an indication of “copy-
ing disapproved” appears on the display unit 444 to inform
the operator P that a copy of the key 30 cannot be made and the
routine ends. Thus the copying unit 42 is configured to enable
copying of the key 30 only from the first key 301, i.e., disable
copying from the second key 302.

[0073] When the result in S106 is affirmative, the program
proceeds to S110, in which the authenticating data (ID) read
in S100 is copied and stored in the memory 445 as the copy
ID. Then the program proceeds to S112, in which it is deter-
mined whether an instruction to successively perform the
processing of storing a copy of the authenticating data by
using another first key 301 is inputted, and when the result is
affirmative, the program returns to S100 and the foregoing
processing is repeated.

[0074] The processing of S112 is further explained.
[0075] When, in S110, for example, a copy of the authen-
ticating data (copy ID; ID-a (Copy)) of the first key 301a is
stored, the operation to store copies of the authenticating data
(ID-b (Copy), ID-c (Copy)) of the first keys 3015, 301c needs
to be successively conducted.

[0076] Therefore, the operator P inputs a continuation
instruction after a copy of the authenticating data (ID-a
(Copy)) of the first key 301a is stored, while the first key 3015
(or the first key 301c¢) is moved to the reader/writer 46. Spe-
cifically, the processing from S100 to S112 is repeated three
times and accordingly, the three authenticating data (ID-a
(Copy), ID-b (Copy), ID-c (Copy)) are stored in the memory
44b.

[0077] When the result in S112 is negative because the
above operation of storing the copy ID is completed, the
program proceeds to S114, in which the three copy IDs stored
in the step of S110 are written into a new electronic key, which
is to be the second key 302. At this time, the new key to be the
second key 302 is moved to the reader/writer 46 by the opera-
tor P.

[0078] The program next proceeds to S116, in which an
indication of “copying completed” is displayed on the display
unit 444 to inform the operator P of completion of the second
key 302. Thus the second key 302 shown in FIG. 6, i.e., the
second key 302 having only copies of the three authenticating
data (copy IDs), is made.

[0079] The program then proceeds to SI 18, in which it is
determined whether the operator P inputs an instruction to
produce another second key 302 successively. When the
result is negative, the program is terminated, while, when the
result is affirmative, the processing of S114 and S116 is
repeated to make another second key 302.

[0080] After making a duplicate key, i.e., the second key
302, from the first keys 301q, 3015, 301¢ as in the foregoing,
copies of the three authenticating data (copy IDs which are
the same as those in the second key 302) are written into the
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first keys 301. Specifically, the three authenticating data are
stored in the first key 301, thereby enabling the first key 301
to operate or activate all the vehicles 10a, 105, 10c.

[0081] FIG. 7 is a flowchart showing the operation of writ-
ing into the first key 301. The illustrated operation is con-
ducted in the terminal device 44 when the key 30 is moved to
the reader/writer 46 after the routine of FIG. 5 ended.
[0082] When the operator P moves the key 30 to the reader/
writer 46, the key 30 is supplied with operating power
induced by the radio wave and outputs the authenticating
data.

[0083] The program starts at S200, in which the outputted
authenticating data is read and proceeds to S202, in which the
read authenticating data is displayed on the display unit 444.
[0084] The program next proceeds to S204, in which it is
determined whether an instruction to write the copied authen-
ticating data (copy ID) is inputted by the operator P. When the
result is negative, the processing of S204 is repeated until the
operator P inputs the writing instruction, and when the result
is affirmative, the program proceeds to S206, in which it is
determined whether the key 30 near the reader/writer 46 is the
first key 301.

[0085] When the result in S206 is affirmative, the program
proceeds to S208, in which the three authenticating data
(copy IDs, i.e., ID-a (Copy), ID-b (Copy), ID-c (Copy))
stored in the memory 445 are written into the first key 301. As
aresult, the first key 301 shown on the right side in FIG. 6, i.e.,
the first key 301 storing the one master ID and three copy 1Ds,
is made.

[0086] On the other hand, when the result in S206 is nega-
tive, the program proceeds to S210, in which an indication of
“copy ID writing disapproved” is displayed on the display
unit 444 to inform the operator P that writing of the copy 1D
is not conducted and the routine ends. Thus the copying unit
42 is configured to be disabled to write the copy ID into an
electronic key other than the first key 301, after making the
second key 302.

[0087] Sincethe three copy IDs are thus written into (stored
in) both of the first and second keys 301, 302, the authentica-
tion ECU 34 can authenticate the keys 301, 302 as the autho-
rized keys at the next starting of the vehicle 10.

[0088] This will be explained with reference to FI1G. 8. Due
to the foregoing copying operation, each of the first and
second keys 301, 302 can store a plurality of (three) authen-
ticating data (ID-a (Copy), ID-b (Copy), ID-c (Copy)) corre-
sponding to the vehicles 10a, 105, 10c. Therefore, each of the
multiple operators P1, P2, P3, P4 can own the key 30, i.e., the
firstkeys 301qa, 3015, 301 ¢ or the second key 302, and operate
or activate all of the vehicles 10a, 105, 10¢ by the key 30.
[0089] On the other hand, in the prior art, as shown in FIG.
9, each duplicate key 30 stores different authenticating data
(ID-a, ID-b or ID-c). The authentication ECU 34 of the
vehicle 10 stores key-checking data corresponding to the
respective duplicate keys 30 and hence, the vehicles 10 have
to be activated one by one to rewrite the key-checking data.
[0090] Incontrast, since the system 26 according to the first
embodiment is provided with the copying unit 42 separately
from the associated vehicle 10, it becomes possible to make a
copy of the key 30 without activating the associated vehicle
10. Further, since the key 30 stores the three authenticating
data (ID-a, ID-b, ID-c), it becomes possible to activate all of
the vehicles 104, 105, 10¢ by the single key 30.

[0091] As stated above, the first embodiment is configured
to have a system (26) for preventing an equipment (small
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electric vehicle 10) from theft, comprising: an electronic key
(30) that is adapted to be carried by an operator of the equip-
ment and stores authenticating data for identifying the opera-
tor who carries the electronic key; an authenticator (authen-
tication ECU 34, S12, S14) that is installed at the equipment
and performs authentication check as to whether the elec-
tronic key is an authorized key using stored key-checking
data, when the authenticating data is outputted from the elec-
tronic key; and an electronic key copier (copying unit 42,
S100-S118, S200-S210) that is provided separately from the
equipment and copies the electronic key.

[0092] With this, since the copying unit 42 is provided
separately from or independently of the associated vehicle 10,
it becomes possible to make a copy of the key 30 without
activating the associated vehicle 10, and by providing the key
30 and the authentication ECU 34, it becomes possible to
prevent the equipment from theft.

[0093] In the system, the electronic key (30) comprises at
least one of a first electronic key (301) and a second electronic
key (302) copied from the first electronic key by the electronic
key copier, and the electronic key copier inhibits additional
copying of the second electronic key (S106, S108). With this,
it becomes possible to restrict copying of the key 30, i.e.,
prevent an undesired copy of the key 30 from being made,
thereby rendering the management of the key 30 easier.
[0094] In the system, the equipment comprises a plurality
of moving objects (small electric vehicles 10a, 105, 10¢) and
the electronic key stores authenticating data in a same number
as that of the equipment. With this, it becomes possible to
activate a plurality of the vehicles (equipment) 10 with the
single key 30 and hence, the operator P does not need to have
multiple keys for operating the multiple vehicles 10, thereby
enhancing convenience.

[0095] In the system, the electronic key copier (copying
unit 42) comprises a terminal device (44), and a reader/writer
(46) that is connected to the terminal device and reads the
authenticating data outputted from the electronic key (30) and
writes the authenticating data to the electronic key. With this,
it becomes possible to make a copy of the key 30 with the
simple structure.

[0096] In the system, the equipment comprises electric
vehicles (10a, 105, 10c¢). With this, it becomes possible to
make a copy of thekey 30 without activating the vehicles 10a,
104, 10c¢, as well as preventing theft of the vehicles 104, 105,
10c.

[0097] In the system, the electronic key (30) comprises an
IC card. With this, the foregoing effects can be achieved with
the simple structure.

[0098] FIG. 10 is a side view of a lawnmower on which a
part of an antitheft system according to a second embodiment
of this invention is mounted and FIG. 11 is a plan view
thereof.

[0099] In FIGS. 10 and 11, the reference numeral 50 indi-
cates a lawnmower (operating machine; equipment). The
lawnmower 50 is a non-riding self-propelled lawnmower
with two front wheels 52F and two rear wheels 52R (a total of
four wheels), and a handlebar 54. A general-purpose internal
combustion engine (hereinafter called “engine”) 58 is
installed beneath an engine cover 56 on a frame mounted on
the four wheels 52F and 52R. The engine 58 is equipped with
a recoil starter 60 installed to be manually operable by the
operator P (shown only in FIG. 10).

[0100] A crankshaft 62 of the engine 58 is connected to a
rear wheel drive axle 66 via a belt 64, as shownin FIG.10. The
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drive axle 66 is connected to the rear wheels 52R via a gear
mechanism 68. A rear wheel electromagnetic clutch 70 is
disposed in the middle of the drive axle 66, and the clutch 70
cuts off the transmission of engine output to the rear wheels
52R.

[0101] A grass-cutting blade 72 is mounted on the distal
end of the crankshaft 62. A blade electromagnetic clutch 74 is
disposed between the blade 72 and the belt 64 in the crank-
shaft 62, and the clutch 74 cuts off the transmission of engine
output to the blade 72. A grass bag 76 is installed in the rear
part of the lawnmower 50, so that the grass cut by the blade 72
is collected in the grass bag 76.

[0102] A drive lever 78 and a drive switch 80 which pro-
duces an ON signal when the drive lever 78 is moved to tilt
forward by the operator P in the traveling direction of the
lawnmower 50 are installed near the distal end of the handle-
bar 54. A blade switch 82 is installed on the drive lever 78. The
blade switch 82 produces an ON signal when pressed once by
the operator P, and terminates producing the ON signal when
pressed again.

[0103] FIG. 12 is an enlarged cross-sectional view of the
engine 58 shown in FIG. 10.

[0104] The engine 58 has a cylinder 86, and a piston 88 is
accommodated therein to reciprocate. An air intake valve 92
and an exhaust valve 94 are disposed at a position facing a
combustion chamber 90 of the engine 58 to open and close the
connection between the combustion chamber 90 and an
intake passage 96 or exhaust passage 98. The engine 58
specifically comprises an air-cooled, four-cycle, single cylin-
der OHV engine, and has a displacement of, for example, 163
cc.

[0105] Thepiston 88 is coupled with the crankshaft 62. One
end of the crankshaft 62 is attached with a flywheel 100 and
the distal end of the flywheel 100 is attached with the recoil
starter 60. Although omitted in the drawing, the blade 72 is
installed on the other end of the crankshaft 62 via the blade
electromagnetic clutch 74.

[0106] Multiple permanent magnets 102 are fastened to the
inside of the flywheel 100 and a magneto coil (alternator) 106
is mounted on the side of a crankcase 104 so as to face the
permanent magnets 102. When the crankshaft 62 is rotated by
operation of the recoil starter 60 or reciprocal motion of the
piston 88, the magneto coil 106 generates alternating current
in synchronous with the rotation.

[0107] The alternating current generated by the magneto
coil 106 is converted to direct current by a processing circuit
(not shown) to be supplied as operating power to a control
ECU, authentication ECU (explained later), ignition circuit
(not shown) and the like. The engine 58 can be started by the
operator P by the recoil starter 60, so it is not equipped with a
battery. In other words, it is a battery-less type general pur-
pose internal combustion engine.

[0108] A throttle body 108 is installed in the intake passage
96. A throttle valve 110 and an electric motor 112 for driving
the throttle valve 110 are accommodated in the throttle body
108. A carburetor assembly (not shown) is provided at a
location upstream of the throttle valve 110 and injects gaso-
line fuel supplied from a fuel tank (indicated by reference
numeral 114 in FIGS. 10 and 11). The resulting air-fuel
mixture is drawn into the combustion chamber 90 through the
throttle valve 110, intake passage 96 and air intake valve 92.
[0109] A throttle position sensor 116 is disposed near the
motor 112 and produces an output or signal indicative of
position (throttle opening) 6TH of the throttle valve 110. A
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crank angle sensor 118 composed of an electromagnetic
pickup is installed near the flywheel 100 and produces a pulse
signal at every predetermined crank angle.

[0110] FIG. 13 is a block diagram showing the configura-
tion of the antitheft system for the lawnmower 50 on which
the engine 58 is mounted.

[0111] The antitheft system is assigned by the reference
numeral 26« in FIG. 13. The system 26« is equipped with an
electronic key 122 that stores, in addition to authenticating
data, information on the operating history of the lawnmower
50 (explained later), a control ECU 124 that is installed in the
lawnmower 50 and controls the operation of the engine 58
and other components, and an authentication ECU 126 that is
installed in the lawnmower 50 for authenticating the key 122.
As shown in FIGS. 10 and 11, the ECUs 124, 126 are both
disposed at suitable locations in the lawnmower 50, i.e.,
inside the engine cover 56 near the recoil starter 60.

[0112] The control ECU 124 comprises a microcomputer
having a CPU 1244, memory (EEPROM non-volatile
memory) 1245, a counter (not shown) and the like. The out-
puts of the throttle position sensor 116 and crank angle sensor
118 are sent to the control ECU 124, which counts the pulses
outputted by the crank angle sensor 118 to calculate (detect)
the engine speed NE. Based on the detected engine speed NE
and throttle position 8TH, the control ECU 124 calculates a
current supply command value for operating the motor 112 so
as to make the engine speed NE equal to a predetermined
desired speed (e.g., 2,000 rpm) and outputs the calculated
command value to the motor 112 to control its operation.

[0113] The control ECU 124 is further inputted with a drive
command (ON signal) from the operator P using the drive
switch 80 and with a blade operation command (ON signal)
from the operator P using the blade switch 82. Upon receiving
the drive command, the control ECU 124 engages the rear
wheel magnetic clutch 70 to transmit the rotational output of
the engine 58 to the rear wheels 52R, whereby the lawnmower
50 is self-propelled. Upon receiving the blade command, the
control ECU 124 engages the blade magnetic clutch 74 to
transmit the rotational output of the engine 58 to the blade 72,
thereby rotating the blade 72 to enable mowing.

[0114] The authentication ECU 126 comprises, similarly to
the control ECU 124, a microcomputer having a CPU 1264, a
memory (EEPROM) 12654 for storing key-checking data and
the like, a counter (not shown) and other components. The
authentication ECU 126 is further equipped with a reader/
writer 126¢ for reading from the key 122 authenticating data
stored therein and writing to the key 122 information indica-
tive of the operating condition of the lawnmower 50 (i.e.,
information on the operating history and failure of the lawn-
mower 50 (service data) to be explained later) and with an
LED 1264 for informing the operator P of the result of elec-
tronic key authentication (pass/fail) and the like.

[0115] The authentication ECU 126 is connected for com-
munication with the control ECU 124 through a serial com-
munication line 128. The ECUs 124, 126 are connected to the
magneto coil 106 through a power line 130 to be supplied
with operating power generated by the magneto coil 106.
[0116] The key 122 is a contact-less IC card similar to that
in the first embodiment equipped with a CPU 1224, a non-
volatile memory 1224 for storing authenticating data (i.e.,
identification data (user ID) for identifying the operator P and
identification information (product ID) for identifying the
model and the like of the lawnmower 50), and an antenna
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122¢ for exchange (input/output) with the reader/writer 126¢
of authenticating data and the like by short-distance wireless
communication.

[0117] The IC card constituting the key 122 is also made of
resin and houses the CPU 122a and other components in its
interior. As shown in FIG. 10, the card is made portable to be
carried by the operator P. In the second embodiment, the key
122 may be the first key (master key) or may be the second key
(duplicate key).

[0118] Since the authentication operation, among the
operations of communication activity between the key 122
and the reader/writer 126¢ of the authentication ECU 126, is
the same as the first embodiment, the explanation thereof is
omitted.

[0119] When performing the authentication of the key 122,
the authentication ECU 126 copies (writes) information on
the operating history and the like in the memory 1225 of the
key 122 using the reader/writer 126¢. This will be explained
later.

[0120] As shown in FIG. 13, the system 26a having the
authentication ECU 126, etc., is further equipped with an
analyzer 132 for reading and analyzing information stored in
the key 122. The analyzer 132 is installed at, independently of
the lawnmower 50, such as a repair shop associated with a
lawnmower sales outlet (not shown).

[0121] The analyzer 132 is equipped with a terminal device
134 used to analyze the operating history and other informa-
tion on the lawnmower 50, and a reader/writer 136 connected
to the device 134. The device 134 is a personal computer
having a CPU 134a, a memory 1345, an input unit 134¢
comprising a keyboard, mouse and the like (none of which is
shown) operable by the operator P, and a display unit 1344
comprising a display (screen). Although not shown, the
device 134 is connected to a power source (e.g., a commercial
power source) that supplies operating power.

[0122] The reader/writer 136 operates similarly to the
reader/writer 126¢ of the authentication ECU 126. Specifi-
cally, when the key 122 is moved thereto, the reader/writer
136 outputs radio wave to the key 122, thereby supplying the
key 122 with operating power, and reads the authenticating
data, operating history and other information stored in the key
122.

[0123] The device 134 is configured to be able to access an
information system server 144 through a communication cir-
cuit 140 and the Internet (Web; public communication net-
work) 142. The server 144 stores parts data including the
specifications, price, inventory and the like ofthe components
(e.g., the engine 58 and authentication ECU 126) constituting
the lawnmower 50. In other words, the server 144 stores
specifications, inventory and other parts data required for
ordering a part of the lawnmower 50 when that part fails.
[0124] The analyzer 132 can copy the key 122 using the
devise 134 and reader/writer 136. The copying operation is
performed in the same manner as that by the electronic key
copying unit 42 in the first embodiment, so the explanation
thereofis omitted. Thus, the analyzer 132 also functions as an
electronic key copying unit.

[0125] The operation of the system 264 for the lawnmower
(equipment) 50 thus configured is explained in the following.
[0126] FIG. 14 is a flowchart showing the operation of the
system 26a, specifically the sequence of operations of the
authentication ECU 126 thereof. The illustrated program is
executed at predetermined intervals (e.g., every 100 millisec-
onds).
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[0127] The program begins at S300, in which it is deter-
mined whether the bit of a flag ST is setto 0. The bit of the flag
ST is set in a later processing step. The bit thereof (initial
value 0) being set (reset) to O indicates that the current pro-
gram loop is the first program loop following starting of the
engine 58, and its being set to 1 indicates that the current
program loop is the second or a later program loop.

[0128] In the first program loop, the result in S300 is affir-
mative and the program proceeds to S302, in which the value
of an operating event counter CNT indicative of the number
of times the lawnmower 50 has been operated is incremented
by 1, and to S304, in which the bit of the flag ST is set to 1.
Therefore, in the next program loop the result in S300 is
negative and S302 and S304 are skipped.

[0129] The program next proceeds to S306, in which the
operation parameters of the lawnmower 50 to be inputted to
and outputted from the control ECU 124 are stored (saved) in
the memory 1265. These parameters include the throttle posi-
tion OTH detected based on the output of the throttle position
sensor 116, the engine speed NE detected based on the output
of the crank angle sensor 118, the current supply command
value for the motor 112, the drive command (ON signal) from
the drive switch 80, and the blade operation command (ON
signal) from the blade switch 82.

[0130] FIG. 15 is a subroutine flowchart showing the
sequence of operations for storing operation parameters of
FIG. 14.

[0131] The program begins at S400, in which the present
(latest) operation parameters of the lawnmower 50 are sent
from the control ECU 124 through the serial communication
line 128 to be inputted to and stored in the memory 1265.
[0132] Theprogram then proceeds to S402, in which opera-
tion parameters stored a first predetermined time earlier (e.g.,
1 minute earlier) are erased from the memory 1265. When no
first-predetermined-time-earlier operation parameters are
stored in the memory 1265, i.e., when the first predetermined
time has not yet passed after starting of the engine 58, S402 is
skipped (not executed).

[0133] By this process, the operation parameters are col-
lected in (inputted to) the memory 1265 periodically (i.e.,
every 100 milliseconds) for storage of time-series data (i.e.,
time-series data over a predetermined period (1 minute)).
[0134] Returning to the explanation of FIG. 14, the pro-
gram next proceeds to S308, in which it is determined
whether any abnormality has arisen in the stored operation
parameters, specifically whether any abnormality has arisen
in the operation parameters because of failure of a component
(e.g., the engine 58) of the lawnmower 50. The processing of
S308 is conducted by comparing the operation parameters
with threshold values set for the operation parameters. The
threshold values are defined as values that enable determina-
tion of failure of components of the lawnmower 50.

[0135] Therefore, when the processing of S308 finds thatan
operation parameter exceeds the range of its threshold value,
it is discriminated that the operation parameter is abnormal
(i.e., the lawnmower 50 fails). When the operation parameters
are found to be within their threshold ranges, it is discrimi-
nated that the operation parameters are normal (i.e., the lawn-
mower 50 is failure-free).

[0136] When the result in S308 is negative, the program
proceeds to S310, in which it is determined whether, among
the stored operation parameters, the throttle position 6TH is a
predetermined idle position which is set near the fully closed
position. When the result in S310 is affirmative, the program

Jan. 14, 2010

proceeds to S312, in which an idle operation timer is started
to measure the cumulative (total) time that the engine 58
operates at the idle throttle position (the idle operation time
T1) and the measured value is stored in the memory 1265, in
other words, the idle operation time T1 is measured and stored
in the memory 1264.

[0137] When the result in S310 is negative, the program
proceeds to S314, in which it is determined whether the
throttle position 6TH is a predetermined wide-open position
which is set near the fully opened position. When the result in
S314 is affirmative, the program proceeds to S316, in which
a wide-open operation timer is started to measure the cumu-
lative time that the engine 58 is kept operating at the wide-
open throttle position (the wide-open operation time T2) and
the measured value is stored in the memory 1264.

[0138] When the result in S314 is negative, i.e. when the
throttle position 8TH is neither the idle position nor the wide-
open position and the throttle valve 110 is partially open, the
program proceeds to S318, in which a partially open opera-
tion timer is started to measure the cumulative time that the
engine 58 operates at a partially open throttle position (the
partially open operation time T3) and the measured value is
stored in the memory 1265. When one among the idle opera-
tion timer, wide-open operation timer and partially open
operation timer has been started as explained in the foregoing,
the measurement performed thereby is terminated at the time
another of the timers is started. As a result, only one of the
three timers is always in operation while the engine 58 is
running.

[0139] After the processing of S312, S316 or S318, the
program proceeds to S320, in which the total operation dura-
tion TA corresponding to the total use (operating) time of the
lawnmower 50 is calculated and stored in the memory 1265.
Specifically, the sum of the idle operation time T1, wide-open
operation time T2 and partially open operation time T3 is
calculated and stored as the total operation duration TA,
whereafter the program is terminated.

[0140] On the other hand, when the result in S308 is affir-
mative, the program proceeds to S322, in which operation
parameters after operation parameter abnormality was found
are stored in the memory 1264 as “abnormal-state operation
parameters.”

[0141] FIG. 16 is a subroutine flowchart showing the
sequence of operations for storing the abnormal-state opera-
tion parameters in S322 of FIG. 14.

[0142] The program begins in S500, in which the operation
parameters of the lawnmower 50 are sent from the control
ECU 124 through the serial communication line 128 to be
inputted to and stored in the memory 1265.

[0143] The program next proceeds to S502, in which it is
determined whether a second predetermined time (e.g., 1
minute) has passed since the operation parameter abnormal-
ity occurred. This determination is made in another subrou-
tine (not shown) by starting a counter (up-counter) when the
operation parameter abnormality occurs and ascertaining
whether its count value has reached the second predetermined
time.

[0144] When the result in S502 is negative, the processing
of' S500 is repeated. When it is affirmative, the subroutine is
terminated. In other words, the operation parameters after
occurrence of abnormality are collected (inputted) and time-
series data (i.e., time-series data over the second predeter-
mined time (1 minute)) are stored as abnormal-state operation
parameter (frozen data).
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[0145] Returning to the explanation of FIG. 14, the pro-
gram next proceeds to S324, in which the type of abnormality
(failure) of the lawnmower 50 is estimated based on the
abnormal-state operation parameters, and an error code indi-
cating the estimated abnormality (failure) type is stored in the
memory 1265.

[0146] Thus, information on the operating history (opera-
tion parameters, idle operation time T1, wide-open operation
time T2, partially open operation time T3 and total operation
duration TA) and information on failure (abnormal-state
operation parameters and error codes) of the lawnmower 50
are stored in the memory 1265. Among the different kinds of
lawnmower 50 operating history information, the operation
parameters of the most recent several cycles (e.g., the most
recent 5 cycles) are maintained in the memory 1264.

[0147] FIG.17 is a flowchart also showing the operation of
the system 26a, specifically the sequence of operations of the
authentication ECU 126. The program shown in FIG. 17 is
executed in parallel with the processing of FIG. 14 and is
executed only once at the time the engine 58 is started.
[0148] When the operator P operates the recoil starter 60,
more exactly when, as shown in FIG. 10, the operator P
operates the recoil starter 60 (pulls the recoil starter handle)
while holding the key 122 near the reader/writer 126¢ of the
authentication ECU 126, the engine 58 is started, the magneto
coil 106 commences power generation, and the ECU 126 is
supplied with operating power.

[0149] Afterthe ECU 126 has been supplied with operating
power and activated, the program begins in S600, in which
radio wave is outputted from the reader/writer 126¢ to the key
122, thereby supplying the key 122 with operating power, and
proceeds to S602, in which authentication of the key 122 is
performed using authenticating data outputted from the key
122 and key-checking data.

[0150] The program next proceeds to S604, in which it is
determined whether in S602 the key 122 held near the reader/
writer 126¢ was found to be an authorized key for the lawn-
mower 50. When the result is affirmative, the program pro-
ceeds to S606, in which the signal lamp 1264 is lit to inform
the operator P that the key 122 was authenticated to be the
authorized key.

[0151] The program then proceeds to S608, in which it is
determined whether the information on operating history and
failure stored in the memory 12654 is free of abnormal-state
operation parameters. When the result in S608 is affirmative,
the program proceeds to S610, in which the operating history
information stored in the memory 1265 is reproduced in
(copied to) the key 122. Specifically, the information (data) is
outputted from the reader/writer 126¢ and written to the
memory 12254 of the key 122. The program then proceeds to
S612, in which the engine 58 is operated normally, whereafter
the program is terminated.

[0152] On the other hand, when the result in S608 is nega-
tive, the program proceeds to S614, in which the signal lamp
126d is flashed to inform the operator P that an abnormal-state
operation parameter was stored in the memory 1265 during
the preceding operation of the lawnmower 50. This amounts
to advising the operator P that the lawnmower 50 should be
inspected (repaired) because it experienced a failure. Thus,
the signal lamp 1264 functions to notify the operator P of any
failure occurring in the lawnmower 50.

[0153] The program next proceeds to S616, in which the
operating history information and failure information stored
in the memory 1265 are copied to the key 122, and to S618, in
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which the operation of the engine 58 is terminated by, for
example, ignition cut-off. In other words, when a failure
occurs, operation of the lawnmower 50 is not allowed.

[0154] On the other hand, when the result in S604 is nega-
tive, the program proceeds to S620, in which copying of the
operating history and other information to the key 122 is not
performed. Thus it is configured such that information is
copied to the key 122 ifit is authenticated to be the authorized
key (S610, S616) but the information is not copied if the key
122 is not authenticated (S620). Following the processing of
S620, the program proceeds to S622, in which the operation
of the engine 58 is terminated by ignition cut-off or some
other means, thereby preventing theft of the lawnmower 50.

[0155] Inthis embodiment, the operation of the engine 58 is
terminated in S622 when the key 122 is not the authorized
key. However, instead of stopping the engine 58, it is possible,
for example, to control the upper limit of the engine speed NE
of'the engine 58, specifically to restrict the upper limit of the
engine speed NE to slightly higher than the idling speed (but
lower than the lowest speed at which mowing is possible). By
preventing rotation of the blade 72 of the lawnmower 50, this
arrangement makes lawn mowing impossible but allows the
lawnmower 50 to be driven at low speed, thus providing a way
to deal with cases where the operator P lost the key 122.
[0156] The operation of the analyzer 132, which is one of
the operations of the system 26a, is explained next. When
flashing of the signal lamp 1264 as a result of the aforesaid
processing makes the operator P aware that the lawnmower
50 has a problem, or at the time of a regular maintenance
inspection, the operator P sends the key 122 to a shop
equipped with the analyzer 132 (a shop where a technician
able to service and repair the lawnmower 50 is available).
[0157] FIG. 18 is a flowchart showing the sequence of
operations of the analyzer 132. The illustrated routine is per-
formed in the terminal device 134 of the analyzer 132 when
the key 122 is held near the reader/writer 136.

[0158] When the key 122 is held near the reader/writer 136
to be supplied with radio wave-induced operating power, it
outputs authenticating data, operating history and other infor-
mation. The program begins in S700, in which the authenti-
cating data, operating history and other information are read
by the reader/writer 136. The program next proceeds to S702,
in which the read authenticating data, etc., are displayed on
the display unit 1344.

[0159] FIG. 19 shows the operating history and other infor-
mation displayed on the display unit 1344.

[0160] Asshown in FIG. 19, the display unit 1344 displays
information on the operating history, specifically the user ID,
product ID, together with service data such as the total opera-
tion duration TA, idle operation time T1, wide-open operation
time T2, partially open operation time T3, number of operat-
ing times (operating event counter CNT), operation param-
eters, error code(s) (When the lawnmower 50 has experienced
a failure or the like), and abnormal-state operation param-
eters.

[0161] When the information on the operating history has
been displayed on the display unit 1344, based thereon the
service technician determines (troubleshoots) the cause of the
lawnmower 50 failure. Based on the determined failure cause,
the service technician takes remedial action by accessing the
server 144 via the input unit 134¢ of the terminal device 134,
the communication circuit 140 and the Internet 142, specifi-
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cally by placing an order for a part to replace the one that
failed, with reference to the part data contained in the server
144.

[0162] Use ofthe key 122 is not limited to cases where the
lawnmower 50 breaks down as discussed above. The operator
P can send the key 122 to the maintenance shop when a
periodic inspection is due, so that the service technician can
use information obtained from the key 122 to estimate wear
and tear on the components (engine 58 etc.) of the lawnmower
50, thereby making it possible to perform optimum mainte-
nance procedures.

[0163] It should be noted that, in the foregoing, although
the number of the lawnmower 50 is one, it can be two or more,
and in this case, the key 122 stores authenticating data corre-
sponding to each of the multiple lawnmowers 50 and operat-
ing history and failure information of the lawnmowers 50.

[0164] As stated above, the second embodiment is config-
ured to have a system (26a) for preventing an equipment (50)
from theft, comprising: an electronic key (122) that is adapted
to be carried by an operator of the equipment and stores
authenticating data for identifying the operator who carries
the electronic key; an authenticator (126, S602, S604) that is
installed at the equipment and performs authentication check
as to whether the electronic key is an authorized key using
stored key-checking data, when the authenticating data is
outputted from the electronic key; and an electronic key
copier (132) that is provided separately from the equipment
and copies the electronic key.

[0165] In the system, the electronic key (122) comprises at
least one of a first electronic key (301) and a second electronic
key (302) copied from the first electronic key by the electronic
key copier, and the electronic key copier inhibits additional
copying of the second electronic key.

[0166] In the system, the equipment comprises an operat-
ing machine (50), and the electronic key stores authenticating
data in a same number as that of the equipment.

[0167] And, the system further includes: a memory (1265)
that is installed at the equipment and stores information on at
least one of operating history operating history (operation
parameters, idle operation time T1, wide-open operation time
T2, partially open operation time T3 and total operation dura-
tion TA) and information on failure (abnormal-state operation
parameters and error codes) of the equipment; and the authen-
ticator copies the information to the electronic key (122),
when performing the authentication check (S610, S616).

[0168] With this, the operating history and failure informa-
tion can be easily and reliably read even when the lawnmower
50 experiences a breakdown or the like, thus offering
improved convenience while also making it possible to pre-
vent theft of the lawnmower 50.

[0169] Specifically, the operating history and other infor-
mation are copied and stored in both the memory 1265 of the
lawnmower 50 and the memory 1225 of the key 122. As a
result, the information can be easily read from the key 122
when the lawnmower 50 experiences a breakdown or the like,
simply by sending the key 122 to the repair shop (i.e., without
need to haul the lawnmower 50 itself to the repair shop). Since
the service technician who repairs the lawnmower 50 can
therefore pinpoint the cause of the breakdown from the read
information, the breakdown can be promptly dealt with
(namely, the lead-time between ordering and delivery of
replacement parts can be shortened), which also enhances
convenience.
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[0170] In the system, the authenticator copies the informa-
tion to the electronic key (122), when performing the authen-
tication check. This arrangement ensures that the information
can be reliably read from the key 122 if the lawnmower
memory 1265 should fail. This eliminates the inconvenience
of not being able to determine the failure cause because
information cannot be read due to the breakdown.

[0171] In the system, the authenticator (126) copies the
information to the electronic key when the electronic key
(122) is authenticated to be an authorized key (S604, S610,
S616), whereas the authenticator does not copy the informa-
tion to the electronic key when the electronic key (122) is not
authenticated to be an authorized key (S604, S620). This
arrangement ensures that the operating history and other
information are reliably copied to the authorized key 122 and
that copying of information to an electronic key other than the
authorized key (an unauthorized key) is prevented.

[0172] The system further includes: an informer (1264,
S608, S614) that informs the failure of the equipment to the
operator when the information on the failure of the equipment
(50) is copied to the electronic key (122). With this, it
becomes possible to let the operator P recognize that a failure
has occurred in the equipment 50.

[0173] The system further includes: an analyzer (132) that
is provided separately from the equipment (50) and reads the
information copied in the electronic key (122) to analyze.
With this, the service technician can easily read the informa-
tion through the analyzer 132 at a place apart from the equip-
ment 50.

[0174] Inthe system 264, the equipment comprises a lawn-
mower (50). With this, the operating history and failure infor-
mation of the lawnmower 50 can be easily and reliably read
from the key 122, thus offering improved convenience while
also making it possible to prevent theft of the lawnmower 50.

[0175] The remaining configuration is the same as that in
the first embodiment.

[0176] Although the first embodiment is explained taking a
moving object, i.e., the small electric vehicle 10 as an
example of the equipment having the system 26, it can be
other kinds of equipment including moving objects such as
four-wheeled vehicles, two-wheeled vehicles, etc., and
machines such as lawnmowers, cultivators, generators, Snow
removal machines and materials handling machines.

[0177] Although the vehicle 10 is exemplified as the equip-
ment and it is configured to supply the motor 22 (which is a
power source of the wheels 12), authentication ECU 34, etc.,
with operating power from the battery 24, in the case where
the equipment is a machine (e.g., alawnmower or a cultivator)
having the engine as a power source, a magneto coil, recoil
starter and the like can be provided instead of the battery to
supply power from the magneto coil to the authentication
ECU 34 and other components (i.e., it can be battery-less).
[0178] Although the second embodiment is explained tak-
ing a machine, i.e., the lawnmower 50 as an example of the
equipment having the system 26q, it can be other kinds of
equipment including machines such as cultivators, genera-
tors, snow removal machines and materials handling
machines, and moving objects such as four-wheeled vehicles,
two-wheeled vehicles and small electric vehicles.

[0179] The second embodiment is aimed to have an anti-
theft system which, based on the configuration of the first
embodiment, enables to copy the information on the operat-
ing history and on failure of the equipment. For that reason,
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although only single number of the lawnmower is disclosed in
the second embodiment, two or more lawnmower can be used
in the second embodiment.
[0180] Although the lawnmower 50 is configured to supply
the authentication ECU 126, etc., with operating power not
from a battery but from the magneto coil 106 (to have a
battery-less configuration), it is alternatively possible to
replace the magneto coil 106 with a battery and supply the
authentication ECU 126, etc., with power from the battery.
[0181] Although the key 122 is constituted as an IC card, it
is possible instead, for example, to incorporate a function
similar to that of the key 122 in a mobile phone so that the
mobile phone can send information directly to the terminal
device 134 at the repair shop by electronic mail or the like via
the Internet 142. This configuration enhances convenience by
enabling quick transmission of lawnmower 50 operating his-
tory, etc., to the terminal device 134.
[0182] Although the piston displacement of the engine 58
was specified, the specified value is non-limiting example.
[0183] In the first and second embodiments, although the
key 30, 122 and the reader/writer 34¢, 126¢ of the authenti-
cation ECU 34, 126 (and the reader/writer 46, 136) are con-
figured to exchange data using short-distance RFID wireless
communication, it is alternatively possible to exchange data
via another type of wireless communication means or wired
communication means.
[0184] Japanese Patent Application Nos. 2008-180557 and
2008-180558, both filed on Jul. 10, 2008, are incorporated
herein in its entirety.
[0185] While the invention has thus been shown and
described with reference to specific embodiments, it should
be noted that the invention is in no way limited to the details
of the described arrangements; changes and modifications
may be made without departing from the scope of the
appended claims.
What is claimed is:
1. A system for preventing an equipment from theft, com-
prising:
an electronic key that is adapted to be carried by an operator
of'the equipment and stores authenticating data for iden-
tifying the operator who carries the electronic key;
an authenticator that is installed at the equipment and per-
forms authentication check as to whether the electronic
key is an authorized key using stored key-checking data,
when the authenticating data is outputted from the elec-
tronic key; and
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an electronic key copier that is provided separately from
the equipment and copies the electronic key.

2. The system according to claim 1, wherein the electronic
key comprises at least one of a first electronic key and a
second electronic key copied from the first electronic key by
the electronic key copier, and the electronic key copier inhib-
its additional copying of the second electronic key.

3. The system according to claim 1, wherein the equipment
comprises a moving object or an operating machine, and the
electronic key stores authenticating data in a same number as
that of the equipment.

4. The system according to claim 1, further including:

a memory that is installed at the equipment and stores
information on at least one of operating history and
failure of the equipment;

and the authenticator copies the information to the elec-
tronic key, when performing the authentication check.

5. The system according to claim 4, wherein the authenti-
cator copies the information to the electronic key when the
electronic key is authenticated to be an authorized key,
whereas the authenticator does not copy the information to
the electronic key when the electronic key is not authenticated
to be an authorized key.

6. The system according to claim 4, further including:

an informer that informs the failure of the equipment to the
operator when the information on the failure of the
equipment is copied to the electronic key.

7. The system according to claim 4, further including:

an analyzer that is provided separately from the equipment
and reads the information copied in the electronic key to
analyze.

8. The system according to claim 1, wherein the electronic
key copier comprises a terminal device, and a reader/writer
that is connected to the terminal device and reads the authen-
ticating data outputted from the electronic key and writes the
authenticating data to the electronic key.

9. The system according to claim 1, wherein the equipment
comprises an electric vehicle.

10. The system according to claim 1, wherein the equip-
ment comprises a lawnmower.

11. The system according to claim 1, wherein the electronic
key comprises an IC card.
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