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TOTAL EXCHANGE SESSION SECURITY

BACKGROUND
[0001] Securing the traffic between two mail servers is critical to maintaining
privacy of electronic data and communications. For example, securing

communications between two Exchange-brand servers can be particularly useful for
individuals and organizations that routinely send and receive confidential information
via electronic mail. Using a traditional SSL/TLS approach requires deploying a
certificate based public key infrastructure (PKI) which is very complicated. This has
proven to be a very large impediment for using SSL/TLS to secure SMTP (simple
mail transfer protocol) traffic for many users of mail server, for example, Exchange-
brand server.
[0002] Authentication can refer to the process of verifying the identity of a
user that is logging onto a computer system or verifying the integrity of a transmitted
message. In many cases, an authentication token is employed to facilitate the
authentication process. For example, an authentication token can be passed to
authorized users and retained in their possession for future access and/or transmission
of electronic messages.
[0003] One common network authentication is the Kerberos authentication
protocol. This particular protocol enables individuals that communicate over an
insecure network to prove their identity to each other in a very secure manner. In
addition to ensuring integrity of transmitted data, the Kerberos authentication protocol
facilitates prevention of eavesdropping and/or replay attacks. Most often, the
Kerberos protocol is employed in a client-server model where mutual authentication
is provided by requiring both the user and the service to verify their respective
identity.

SUMMARY
[0004] The following presents a simplified summary of the innovation in order
to provide a basic understanding of some aspects of the innovation. This summary is
not an extensive overview of the innovation. It is not intended to identify key/critical

elements of the innovation or to delineate the scope of the innovation. Its sole

“purpose is to present some concepts of the innovation in a simplified form as a

prelude to the more detailed description that is presented later.
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[0005] The innovation disclosed and claimed herein, in one aspect thereof,
comprises a protocol for total email and collaborative software (e.g., Exchange-brand
server) session security. By way of example, securing the traffic between two servers
within the same organization or cross organizations is oftentimes very problematic.
As such, using the traditional SSL/TLS approach requires deploying a certificate
based public key infrastructure (PKI) which is very complicated. This has proven to
be a large impediment for using SSL/TLS to secure SMTP (simple mail transfer
protocol) traffics for many users of mail servers, such as the Exchange-brand server.
As well, security requirements of Exchange-brand servers call for not just mutual
“authentication” but mutual “authorization.”

[0006] As will be understood, between two Exchange-brand servers, there is
virtually no difference between a client role and server role — both are equal parties.
In other words, just as it is important for the receiving side (server) to authorize the
sending side (client) to send the information, the sending side should authorize the
receiving side to receive information to prevent information disclosure. This two-way
security protocol was not possible in conventional systems.

[0007] The novel system and/or protocol disclosed herein, in one aspect
thereof, can provide a mutually authenticated, authorized, and encrypted channel
between two servers, for example Exchange-brand servers, both within the same
forest (e.g., organization) and across disparate forests. In one aspect, the system can
be employed “out-of-the-box” without requiring further administrative overhead.
[0008] In one aspect, the innovation provides for a cryptographic protocol
Transport Layer Security (TLS), a mutual generic security service application
program interface (MUTUALGSSAPI) and/or a challenge/response system to
facilitate secure communications between multiple mail servers (e.g., within and/or
between Exchange organizations). One aspect is directed to employing all three of
the aforementioned protocols to facilitate secure transmissions. Yet another aspect is
directed to the MUTUALGSSAPI which enables mutual authorization.

[0009] Securing SMTP traffic between servers is a vital part of overall mail
server security. The novel aspects disclosed and claimed herein provide for mutual
authentication and authorization of two server endpoints while encrypting the channel
of communication. Out-of-the-box, the subject innovation enables true peer to peer

security that can ensure authenticity, privacy and integrity of SMTP traffic.
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[0010] In a nutshell, three sub-protocols can achieve the desired results. First,
in accordance with an aspect, TLS with self-signed certificate can be employed to
encrypt the communication channel. It will be appreciated that this use of TLS does
not require deploying PKI (public key infrastructure) which, as previously stated,
adds significant administrative overhead. Although PKI can lead to an increase in
administrative overhead, it is to be understood that this, and other known,
certificate(s) can be employed in connection with the novelty of the innovation
described herein. Next, a mutual authentication (e.g., Kerberos authentication) can be
employed which can also enable mutual authorization. Finally, a challenge/response
protocol can be employed to ensure the two endpoints that are secured through TLS
are exactly the same endpoints that negotiated mutual authentication (e.g., Kerberos).
It will be understood that this challenge/response protocol can be particularly useful in
preventing a Man-In-The-Middle (MITM) attack.
[0011] In yet another aspect thereof, an artificial intelligence component is
provided that employs a probabilistic and/or statistical-based analysis to prognose or
infer an action that a user desires to be automatically performed.
[0012] To the accomplishment of the foregoing and related ends, certain
illustrative aspects of the innovation are described herein in connection with the
following description and the annexed drawings. These aspects are indicative,
however, of but a few of the various ways in which the principles of the innovation
can be employed and the subject innovation is intended to include all such aspects and
their equivalents. Other advantages and novel features of the innovation will become
apparent from the following detailed description of the innovation when considered in
conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0013] FIG. 1 illustrates a system that facilitates total exchange session
security in accordance with an aspect of the novel innovation.
[0014] FIG. 2 illustrates an exemplary flow chart of procedures that facilitate
transmission security in accordance with an aspect of the innovation.
[0015] FIG. 3 illustrates a block diagram of a general system that employs a
channel encryption component, an authentication/authorization component and a
challenge/response component in accordance with an aspect of the innovation.
[0016] FIG. 4 illustrates a block diagram of a speciﬁé system that employs a

TLS component, a Kerberos authentication component and an RSA certificate
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component to facilitate secure communication in accordance with an aspect of the
innovation.
[0017] FIG. 5 illustrates an exemplary structure of a complete
MUTUALGSSAPI buffer in accordance with an aspect of the novel innovation.
[0018] FIG. 6 illustrates an exemplary protocol sequence under a normal
successful x-anonymoustls + MUTUALGSSAPI session in accordance with an aspect
of the innovation.
[0019] FIG. 7 illustrates a block diagram of a computer operable to execute the
disclosed architecture.
[0020] FIG. 8 illustrates a schematic block diagram of an exemplary
computing environment in accordance with the subject innovation.

DETAILED DESCRIPTION
[0021] The innovation is now described with reference to the drawings,
wherein like reference numerals are used to refer to like elements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of the subject innovation. It may
be evident, however, that the innovation can be practiced without these specific
details. In other instances, well-known structures and devices are shown in block
diagram form in order to facilitate describing the innovation.
[0022] As used in this application, the terms “component” and “system” are
intended to refer to a cc;mputer—related entity, either hardware, a combination of
hardware and software, software, or software in execution. For example, a
component can be, but is not limited to being, a process running on a processor, a
processor, an object, an executable, a thread of execution, a program, and/or a
computer. By way of illustration, both an application running on a server and the
server can be a component. One or more components can reside within a process
and/or thread of execution, and a component can be localized on one computer and/or
distributed between two or more computers.
[0023] As used herein, the term to “infer” or “inference” refer generally to the
process of reasoning about or inferring states of the system, environment, and/or user
from a set of observations as captured via events and/or data. Inference can be
employed to identify a specific context or action, or can generate a probability
distribution over states, for example. The inference can be probabilistic—that is, the

computation of a probability distribution over states of interest based on a
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consideration of data and events. Inference can also refer to techniques employed for
composing higher-level events from a set of events and/or data. Such inference
results in the construction of new events or actions from a set of observed events
and/or stored event data, whether or not the events are correlated in close temporal
proximity, and whether the events and data come from one or several event and data
sources.

[0024] Referring initially to the drawings, FIG. 1 illustrates a system 100 that
facilitates total session security between multiple electronic mail servers. Generally,
system 100 can include a communication session security component 102 that
facilitates secure communications between two disparate electronic mail servers (104,
106). Although the system 100 illustrated in FIG. 1 depicts two electronic mail
components, it is to be understood and appreciated that the novel concepts and
mechanisms described herein can be employed in accordance with networks
configured with any number of servers. As well, although “electronic mail” servers
are illustrated, it is to be understood that the novel security concepts and/or
mechanisms can be applied to any form of data communication without departing
from the spirit and scope of the innovation and claims appended hereto.

[0025] The innovation disclosed and claimed herein, in one aspect thereof,
comprises a protocol that enables total email and collaborative software (e.g.,
Exchange-brand server) session securi;cy. By way of example and as illustrated in
FIG. 1, the novel system can secure traffic between two servers (104, 106) within the
same organization or cross organizations which is oftentimes very problematic.

[0026] As will be understood, using the traditional SSL/TLS approach would
require deploying a certificate based public key infrastructure (PKI) which is very
complicated. This conventional approach has proven to be a large impediment for
using SSL/TLS to secure SMTP (simple mail transfer protocol) traffic for many users
of mail servers, such as the Exchange-brand server. As well, security requirements of
Exchange-brand servers call for not just mutual “authentication” but mutual
“authorization.”

[0027] Although the aspects described herein are directed to Exchange-brand
servers, it is to be understood that the novel aspects and functionality described herein
can be employed with any communication and/or data traffic server without departing
from the spirit and scope of this disclosure and claims appended hereto. With

continued reference to FIG. 1, as will be understood, between two Exchange-brand
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servers (e.g., 104, 106), there is virtually no difference between a client role and
server role — both are equal parties. In other words, just as it is important for the
receiving side (server) to authorize the sending side (client) to send the information,
the sending side should authorize the receiving side to receive information to prevent
information disclosure. Those skilled in the art will appreciate that this two-way
security protocol was not possible in conventional systems.

[0028] The novel system 100 and/or protocol disclosed herein can provide a
mutually authenticated, authorized, and encrypted channel (via communication
session security component 102) between two servers (e.g., 104, 106), for example
Exchange-brand servers, both within the same forest (e.g., organization) and across
forest. In one aspect, the system can be employed “out-of-the-box” without requiring
further administrative overhead.

[0029] FIG. 2 illustrates a methodology of facilitating secure communications
in accordance with an aspect of the innovation. While, for purposes of simplicity of
explanation, the one or more methodologies shown herein, e.g., in the form of a flow
chart, are shown and described as a series of acts, it is to be understood and
appreciated that the subject innovation is not limited by the order of acts, as some acts
may, in accordance with the innovation, occur in a different order and/or concurrently
with other acts from that shown and described herein. For example, those skilled in
the art will understand and appreciate that a methodology could alternatively be
represented as a series of interrelated states or events, such as in a state diagram.
Moreover, not all illustrated acts may be required to implement a methodology in
accordance with the innovation.

[0030] At 202, the transmission channel is encrypted. As was described above
and will be described in greater detail infra, a transport layer security (TLS) or
equivalent cryptographic technique can be employed to encrypt the communication
channel. At 204, authentication of the sender and authorization of the receiver is
accomplished. In one aspect, a novel MUTUALGSSAPI protocol can be employed to
facilitate authentication and/or authorization of the sender and receiver.

[0031] Once the communication channel is encrypted and the sender and
receiver are authenticated and authorized to communicate, the session security can be
further secured. At 206, a challenge/response mechanism can be employed to further

secure communication and/or transmission of data between the entities. These novel
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process steps, individually as well as combined, will be described in greater detail
with reference to the figures that follow.

[0032] FIG. 3 illustrates an alternative block diagram of system 100 in
accordance with the novel functionality of the innovation described and claimed
herein. In particular, communication session security component 102 can include a
channel encryption component 302, an authentication/authorization component 304
and a challenge/response component 306. It will be understood and appreciated that
these three components 302, 304, 306 can facilitate securing data traffic between two
disparate mail servers 104, 106.

[0033] Each of these sub-components will be described in greater detail with
respect to a more specific example with reference to FIG. 4 that follows. It is to be
understood that although specific protocols are employed in accordance with the
aspect described in FIG. 4, alternative aspects can exist that employ other encryption,
authentication/authorization and challenge/response mechanisms without departing
from the spirit and scope of the innovation described herein. As such, these
alternative aspects are to be included within the scope of this disclosure and claims
appended hereto.

[0034] FIG. 4 illustrates a more specific example of system 100 in accordance
with an aspect of the innovation. In this aspect, the innovation provides for a
cryptographic protocol Transport Layer Security (TLS) 402, a mutual generic security
service application program interface (MUTUALGSSAPI) 404 and a
challenge/response system 406 to facilitate secure communications between multiple
mail servers 104, 106 (e.g., via the Internet). More particularly, one aspect is directed
to employing all three of the aforementioned protocols 402, 404, 406 to facilitate
secure transmissions. Yet another aspect is directed to a novel MUTUALGSSAPI
102 which enables a novel mutual authentication and/or authorization between two
electronic mail servers.

[0035] Securing SMTP traffic between servers (e.g., 104, 106) is a vital part of
overall mail server security. The novel aspects disclosed and claimed herein provide
for mutual authentication and authorization of two server endpoints while encrypting
the channel of communication. Out-of-the-box, the subject innovation can enable true
peer to peer security that can ensure authenticity, privacy and integrity of SMTP

traffic.
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[0036] In a nutshell, three sub-protocols 402, 404, 406 can achieve the desired
results. First TLS component 402 with self-signed certificate can be employed to
encrypt the communication channel. It will be appreciated that this use of TLS
component 402 does not require deploying PKI (public key infrasfructure) which, as
previously stated, adds significant administrative overhead. Next, a mutual
authentication (e.g., Kerberos authentication 404) can be employed which can also
enable mutual authorization. Finally, a challenge/response protocol 406 can be
employed to ensure the two endpoints that are secured through TLS are exactly the
same endpoints that negotiated mutual authentication (e.g., Kerberos). It will be
understood that this challenge/response protocol 404 can be particularly useful in
preventing a Man-In-The-Middle (MITM) attack.
[0037] As stated above, although the following aspects are directed to
employing the novelty of the subject innovation in an Exchange-brand server
scenario, it is to be understood that the novel aspects can be employed in connection
with any electronic mail and/or data traffic server known in the art. As was described
above with reference to the communication session security component 102 of FIG. 4,
transport authentication and authorization component is a vital part of overall
Exchange-brand security. In particular, this component, e.g., commiunication session
security component 102, can mutually authenticate and authorize two Exchange-brand
server endpoints, and encrypt the channel. By default, the system can provide a true
peer to peer security that can ensure authenticity, privacy and integrity of SMTP
traffic.
[0038] With reference to the X-EXPS MUTUALGSSAPI component 102, X-
EXPS is an Exchange-brand specific authentication extension that can carry various
security package tokens. It will be appreciated that, prior to Exchange-brand 12,
GASSPI (SpNego package) was the default package used to authenticate between two
servers (e.g., 104, 106). Aside from not being able to encrypt the SMTP traffic,
GSSAPI follows the traditional windows dumb client model. This means that, after
the negotiation, the client does not possess the server token.
[0039] Without the server token, the client could not authorize the proper
interaction it is allowed with the server the same way the server authorizes the client.
As was stated above, in Exchange-brand scenarios, there is little difference between
two Exchange-brand servers in terms of client and server role. Both are frequently

equal parties, and the only difference is that client is always the initiating party of the
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conversation. Therefore, the novel mutual authorization as disclosed and claimed
herein is critical in preventing information disclosure.

[0040] In accordance with the innovation (as described in the Exchange-brand
scenario), MUTUALGSSAPI is introduced which can employ a Kerberos SSPI. One
reason for replacing the conventional SpNego with Kerberos (which can negotiate
between Kerberos and NTLM) is to prevent exploit through a down-grade attack.
MUTUALGSSAPI can allow both ends (e.g., Server; 104, Server, 106) to initiate

“Kerberos conversation so both can obtain the access token of the other side.

[0041] Referring now to FIG. 5, in one aspect, a complete MUTUALGSSAPI
buffer can have the structure shown. More particularly, Size Headers 502, 504 can
indicate a size (e.g., in hex value with fixed length of 4 bytes) of the each payload
section in bytes. As illustrated, a Security Blob Payload 506 can carry two-way
authentication blobs. Similarly, a Challenge/Response Payload 508 can carry
challenge/response data that can enable tying Kerberos (client->server) session key,
TLS session key and self-signed RSA certificate public key to prevent MITM.

[0042] Turning now to a discussion of X-EXPS MUTUALGSSAPI + X-
AnonymousTLS, since the token generated by Kerberos can be vulnerable to MITM
attack, the subject innovation employs the session key derived from the negotiation to
encrypt the channel. More particularly, instead of using the Kerberos session key for
encryption, one aspect of the innovation employs a combination of Kerberos and TLS
to achieve the same goal. In essence, Kerberos can fac‘ilitate the authentication, TLS
can facilitate the encryption, and a challenge/response sub-protocol can fend off
MITM exploit. This aspect will be described in greater detail infra.

[0043] In operation, one effect of MUTUALGSSAPI negotiation is that both
endpoints (e.g., server 104, 106) have a shared secret (e.g., a Kerberos session key).
In fact, both sides will have two session keys from two-way communications. The
subject innovation uses client->server one for challenge response purpose.
Additionally, both sides possess access to the token of the remote side.

[0044] To prevent MITM, two tasks will be accomplished. First, the integrity
and privacy of the token buffer has to be protected under TLS. Second, the
challenge/response protocol must prove that the both endpoints who negotiated
MUTUALGSSAPI are also the same parties who negotiated TLS. The public key of
the self-signed RSA certificate is included in the hash of challenge response protocol

so that MITM cannot coerce both client and server to negotiate the same TLS session
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key with the attacker. Man-In-The-Middle is ruled out because the attacker does not
possess all 3 keys (TLS session key, Kerberos session key and RSA certificate public
key) at the same time. ’

[0045] A novel feature of the éubject innovation is thé introduction of a new
extension called X-AnonymousTLS. In operation, it behaves like STARTTLS except
that there is no certificate verification. As such, it is to be understood that TLS is
employed in connection with this innovation to provide integrity and privacy
protection and not necessarily to provide authentication. The certificate used by X-
AnonymousTLS is a self-signed RSA certificate generated in memory store. X-
AnonymousTLS works in conjunction with X-EXPS MUTUALGSSAPIL. As well,
the innovation enforces this protocol sequence. In addition, the server can advertise
the hash algorithm used in a challenge-response sub-protocol that it deems acceptable
under a new extension called “MUTUALGSSAPIHASH.” The client can select the
one it deems appropriate, and indicates its choice in the first blob (e.g., 506 of FIG. 5)
sent to the server.

[0046] FIG. 6 illustrates an exemplary protocol sequence under a normal
successful X-AnonymousTLS + MUTUALGSSAPI session. Following is an act by
act explanation of FIG. 6.

1) SmtpOut sends ehlo along with its own server FQDN
(SmtpOutFQDN) to Smtpln.

2) Per SMTP RFC, Smtpln responds with banner advertising its
own FQDN (SmtpInFQDN) as well as x-anonymoustls. It can
also advertise starttls at the same time. MUTUALGSSAPI is
not advertised until x-anonymoustls is established.

3) SmtpOut chooses to engage x-anonymoustls negotiation with
SmtpIn. As aresult, a TLS session is established.

4) Per SMTP RFC, SmtpOut sends another ehlo to SmtpIn.

5) Smtpln responds with banner now showing the support of X-
EXPS MUTUALGSSAPI. At the same time, both starttls and
x-anonymoustls are eliminated from the banner as the session is
already in TLS. In addition, SmtpIn also advertise that it
supports both SHA256 and SHA1 as hashing method used in
MUTUALGSSAPI protocol.
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SmtpOut obtains a Kerberos ticket for SmtpIn using
SmtpInFQDN obtained in ehlo response. The ticket is
represented as ISC1 in the above diagram. At this point,
SmtpOut has obtained the Kerberos session key as well as the
TLS shared secret key. Thus, SmtpOut can construct
Challenge = SHA256(KerberosKey + TLSKey + CertPubKey).
It picks SHA256 because it is more secure. Finally, SmtpOut
sends the hashing method it picks, the Kerberos ticket, and the
challenge to SmtpIn. At this point, as far as SmtpOut is
concerned, the outbound Kerberos authentication has finished,
the challenge has been sent but response not verified.

SmtpIn parses the payload in step 6. It knows SmtpOut has
chosen SHA256 for hash used in the Challenge/Response sub-
protocol. Smtpln validate SmtpOut’s Kerberos ticket (ISC1).
Under Kerberos, this call should either succeed or fail without
generating further ticket token. If the ticket validation succeeds,
SmtpIn will validate SmtpOut’s challenge and generate the
response. If succeeded, SmtpIn has authenticated SmtpOut.
Before it tries to obtain a ticket to SmtpOut, SmtpIn will do a
complete authorization check against SmtpOut’s token. After
both authentication and authorization are completed, Smtpn
will try to obtain a Kerberos ticket (ISC2) to access SmtpOut.
Finally, SmtpIn will send ISC2 and the response back to
SmtpOut. At this point, SmtpIn has fully authenticated and
authorized SmtpOut.

SmtpOut parses ISC2 + response. It will first validate the
response. If succeeded, SmtpOut will proceed to validate ISC2
to obtain SmtpIn’s token. If this also succeeds, SmtpOut will
do the same authorization check in step 7 to authorize SmtplIn.
Then SmtpOut has fully authenticated and authorized SmtpIn.
Any error in any phrase on SmtpIn side (e.g., fail to obtain or
validate the Kerberos ticket or error in validating the challenge)

will cause the server side to send 5xx error and disconnect,
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Like wise, any error in this protocol sequence on SmtpOut side

will cause it to cancel and drop the session.

[0047] Turning now to a discussion of the challenge/response mechanisms,
one purpose of challenge/response is to prove both sides have the same Kerberos and
TLS session key and the public key of the self-signed RSA certificate. Based on
Kerberos protocol, SmtpOut is always the challenger. It is to be appreciated that any
hashing algorithm can be employed with alternative aspects of the innovation. In one

aspect;

Challenge = SHA256(KerberosKey + TlsKey +CertPubKey)
Response = SHA256(Challenge + KerberosKey + TIsKey + CertPubKey)

[0048] The challenger proves possession of all 3 keys when the server
computes the same hash based upon its own data. It will be understood that an
attacker could not know all 3 keys. The responder can prove possession of all 3 keys
by putting a version of 3 keys and challenge into hash. The other side could verify
because it is the only other party who possesses the same information. The attacker
(MITM) can not coerce the client and server to engage separate TLS sessions and still
generate the same TLS session key because CertPubKey is included in the challenge
response. This is essentially equivalent to certificate validation which prevents the
classic MITM attack against TLS.

[0049] With respect to authéntication state machine, each side has the

following state variables to keep track of the negotiation state.

s None
e InboundSecured
e OutboundSecured
e Success --- Both inbound and outbound are secured and
challenge/response verified.
[0050] A secure channel can be established when both direction of

authentication has been successful. As well, a challenge/response status can be
verified. In addition, each side is in possession of the access token of the remote for

authorization check.
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[0051] The subject innovation discloses a security analysis of
TLS+tMUTUALGSSAPL.  TLS+tMUTUALGSSAPI can prevent MITM attack
because a hacker could not possibly know all 3 keys (e.g., Kerberos, TLS session key
and CertPubKey). If a hacker inserts in the middle and engages a separate TLS
conversation with server A and B, the attacker will be detected by challenge response
without Kerberos session.key. The hacker could not tap the direct TLS conversation
between A and B because the attacker could not decrypt or alter the channel
undetected.

[0052] As mentioned in supra, in order to prevent MITM, CertPubKey (or
equivalent) must-be included in the challenge response protocol. To enforce this, the
x-anonymoustls will generate the self-signed RSA certificate (or equivalent) on the
fly and store it in in-memory store. Under RSA key exchange, if the client does not
validate the server’s certificate, it is possible for MITM to coerce both client and
server to generate the same TLS session key with the attacker. If MITM can do that,
it will defeat the purpose of challenge/response protocol. Therefore, the subject
innovation includes RSA certificate’s public key in the challenge response to defeat
this attack.

[0053] Still, the possible attack can exploit protocol implementation error to
uncouple TLS and MUTUALGSSAPIL Therefore, the novel design of the subject
innovation enforces that X-AnonymousTLS and EXPS MUTUALGSSAPI are in
closely coupled sequence. Finally, as with any other security assumption, the
complete compromise of either side the server totally defeats
TLS+MUTUALGSSAPI mechanism.

[0054] Referring now to FIG. 7, there is illustrated a block diagram of a
computer operable to execute the disclosed architecture with respect to session
security. In order to provide additional context for various aspects of the subject
innovation, FIG. 7 and the following discussion are intended to provide a brief,
general description of a suitable computing environment 700 in which the various
aspects of the innovation can be implemented. While the innovation has been
described above in the general context of computer-executable instructions that may
run on one or more computers, those skilled in the art will recognize that the
innovation also can be implemented in combination with other program modules

and/or as a combination of hardware and software.
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[0055] Generally, program modules include routines, programs, components,
data structures, etc., that perform particular tasks or implement particular abstract data
types. Moreover, those skilled in the art will appreciate that the inventive methods
can be practiced with other computer éystem configurations, includihg single-
processor or multiprocessor computer systems, minicomputers, mainframe computers,
as well as personal computers, hand-held computing devices, microprocessor-based or
programmable consumer electronics, and the like, each of which can be operatively
coupled to one or more associated devices.

[0056] The illustrated aspects of the innovation may also be practiced in
distributed computing environments where certain tasks are performed by remote
processing devices that are linked through a communications network. In a
distributed computing environment, program modules can be located in both local and
remote memory storage devices.

[0057] A computer typically includes a variety of computer-readable media.
Computer-readable media can be any available media that can be accessed by the
computer and includes both volatile and nonvolatile media, removable and non-
removable media. By way of example, and not limitation, computer-readable media
can comprise computer storage media and communication media. Computer storage
media includes both volatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information such as
computer-readable instructions, data structures, program modules or other data.
Computer storage media includes, but is not limited to, RAM, ROM, EEPROM, flash
memory or other memory technology, CD-ROM, digital versatile disk (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other medium which can be used to store the desired
information and which can be accessed by the computer.

[0058] Communication media typically embodies computer-readable
instructions, data structures, program modules or other data in a modulated data signal
such as a carrier wave or other transport mechanism, and includes any information
delivery media. The term “modulated data signal” means a signal that has one or
more of its characteristics set or changed in such a manner as to encode information in
the signal. By way of example, and not limitation, communication media includes

wired media such as a wired network or direct-wired connection, and wireless media
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such as acoustic, RF, infrared and other wireless media. Combinations of the any of
the above should also be included within the scope of computer-readable media.
[0059] With reference again to FIG. 7, the exemplary environment 700 for

implementing various aspects of the innovation includes a computer 702, the

- computer 702 including a processing unit 704, a system memory 706 and a system

bus 708. The system bus 708 couples system components including, but not limited
to, the system memory 706 to the processing unit 704. The processing unit 704 can
be any of various commercially available processors. Dual microprocessors and other
multi-processor architectures may also be employed as the processing unit 704.

[0060] The system bus 708 can be any of several types of bus structure that
may further interconnect to a memory bus (with or without a memory controller), a
peripheral bus, and a local bus using any of a variety of commercially available bus
architectures. The system memory 706 includes read-only memory (ROM) 710 and
random access memory (RAM) 712. A basic input/output system (BIOS) is stored in
a non-volatile memory 710 such as ROM, EPROM, EEPROM, which BIOS contains
the basic routines that help to transfer information between elements within the
computer 702, such as during start-up. The RAM 712 can also include a high-speed
RAM such as static RAM for caching data. (
[0061] The computer 702 further includes an internal hard disk drive (HDD)
714 (e.g., EIDE, SATA), which internal hard disk drive 714 may also be configured
for external use in a suitable chassis (not shown), a magnetic floppy disk drive (FDD)
716, (e.g., to read from or write to a removable diskette 718) and an optical disk drive
720, (e.g., reading a CD-ROM disk 722 or, to read from or write to other high
capacity optical media such as the DVD). The hard disk drive 714, magnetic disk
drive 716 and optical disk drive 720 can be connected to the system bus 708 by a hard
disk drive interface 724, a magnetic disk drive interface 726 and an optical drive
interface 728, respectively. The interface 724 for external drive implementations
includes at least one or both of Universal Serial Bus (USB) and IEEE 1394 interface
technologies. Other external drive connection technologies are within contemplation
of the subject innovation.

[0062] The drives and their associated computer-readable media provide
nonvolatile storage of data, data structures, computer-executable instructions, and so
forth. For the computer 702, the drives and media accommodate the storage of any

data in a suitable digital format. Although the description of computer-readable
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media above refers to a HDD, a removable magnetic diskette, and a removable optical
media such as a CD or DVD, it should be appreciated by those skilled in the art that
other types of media which are readable by a computer, such as zip drives, magnetic
cassettes, flash memory cards, cartridges, and the like, may also be used in the
exemplary operating environment, and further, that any such media may contain
computer-executable instructions for performing the methods of the innovation.

[0063] A number of program modules can be stored in the drives and RAM
712, including an operating system 730, one or more application programs 732, other
program modules 734 and program data 736. All or portions of the operating system,
applications, modules, and/or data can also be cached in the RAM 712. It is
appreciated that the innovation can be implemented with various commercially
available operating systems or combinations of operating systems.

[0064] A user can enter commands and information into the computer 702
through one or more wired/wireless input devices, e.g., a keyboard 738 and a pointing
device, such as a mouse 740. Other input devices (not shown) may include a
microphone, an IR remote control, a joystick, a game pad, a stylus pen, touch screen,
or the like. These and other input devices are often connected to the processing unit
704 through an input device interface 742 that is coupled to the system bus 708, but
can be connected by other interfaces, such as a parallel port, an IEEE 1394 serial port,
a game port, a USB port, an IR interface, efc.

[0065] A monitor 744 or other type of display device is also connected to the
system bus 708 via an interface, such as a video adapter 746. In addition to the
monitor 744, a computer typically includes other peripheral output devices (not
shown), such as speakers, printers, etc.

[0066] The computer 702 may operate in a networked environment using
logical connections via wired and/or wireless communications to one or more remote
computers, such as a remote computer(s) 748. The remote computer(s) 748 can be a
workstation, a server computer, a router, a personal computer, portable computer,
microprocessor-based entertainment appliance, a peer device or other common
network node, and typically includes many or all of the elements described relative to
the computer 702, although, for purposes of brevity, only a memory/storage device
750 is illustrated. The logical connections depicted include wired/wireless
connectivity to a local area network (LAN) 752 and/or larger networks, e.g., a wide
area network (WAN) 754. Such LAN and WAN networking environments are
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commonplace in offices and companies, and facilitate enterprise-wide computer
networks, such as intranets, all of which may connect to a global communications
network, e.g., the Internet.

[0067] When used in a LAN networking environment, the computer 702 is
connected to the local network 752 through a wired and/or wireless communication
network interface or adapter 756. The adapter 756 may facilitate wired or wireless
communication to the LAN 752, which may also include a wireless access point
disposed thereon for communicating with the wireless adapter 756.

[0068] When used in a WAN networking environment, the computer 702 can
include a modem 758, or is connected to a communications server on the WAN 754,
or has other means for establishing communications over the WAN 754, such as by
way of the Internet. The modem 758, which can be internal or external and a wired or
wireless device, is connected to the system bus 708 via the serial port interface 742.
In a networked environment, program modules depicted relative to the computer 702,
or portions thereof, can be stored in the remote memory/storage device 750. It will be
appreciated that the network connections shown are exemplary and other means of
establishing a communications link between the computers can be used.

[0069] The computer 702 is operable to communicate with any wireless
devices or entities operatively disposed in wireless communication, e.g., a printer,
scanner, desktop and/or portable computer, portable data assistant, communications
satellite, any piece of equipment or loca;cion associated with a wirelessly detectable
tag (e.g., a kiosk, news stand, restroom), and telephone. This includes at least Wi-Fi
and Bluetooth™ wireless technologies. Thus, the communication can be a predefined
structure as with a conventional network or simply an ad hoc cnommunication between
at least two devices.

[0070] Wi-Fi, or Wireless Fidelity, allows connection to the Internet from a
couch at home, a bed in a hotel room, or a conference room at work, without wires.
Wi-Fi is a wireless technology similar to that used in a cell phone that enables such
devices, e.g., computers, to send and receive data indoors and out; anywhere within
the range of a base station. Wi-Fi networks use radio technologies called IEEE
802.11 (a, b, g, etc.) to provide secure, reliable, fast wireless connectivity. A Wi-Fi
network can be used to connect computers to each other, to the Internet, and to wired
networks (which use IEEE 802.3 or Ethernet). Wi-Fi networks operate in the
unlicensed 2.4 and 5 GHz radio bands, at an 11 Mbps (802.11a) or 54 Mbps (802.11b)
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data rate, for example, or with products that contain both bands (dual band), so the
networks can provide real-world performance similar to the basic 10BaseT wired
Ethernet networks used in many offices.

[0071] Referring now to FIG. 8, there is illustrated a schemaﬁc block diagram
of an exemplary computing environment 800 in accordance with the subject
innovation. The system 800 includes one or more client(s) 802. The client(s) 802 can
be hardware and/or software (e.g., threads, processes, computing devices). The
client(s) 802 can house cookie(s) and/or associated contextual information by
employing the innovation, for example.

[0072] The system 800 also includes one or more server(s) 804. The server(s)
804 can also be hardware and/or software (e.g., threads, processes, computing
devices). The servers 804 can house threads to perform transformations by
employing the innovation, for example. One possible communication between a
client 802 and a server 804 can be in the form of a data packet adapted to be
transmitted between two or more computer processes. The data packet may include a
cookie and/or associated contextual information, for example. The system 800
includes aw communication framework 806 (e.g., a global communication network
such as the Internet) that can be employed to facilitate communications between the
client(s) 802 and the server(s) 804.

[0073] Communications can be facilitated via a wired (including optical fiber)
and/or wireless technology. The client(s) 802 are operatively connected to one or
more client data store(s) 808 that can be employed to store information local to the
client(s) 802 (e.g., cookie(s) and/or associated contextual information). Similarly, the
server(s) 804 are operatively connected to one or more server data store(s) 810 that
can be employed to store information local to the servers 804.

[0074] What has been described above includes examples of the innovation. It
is, of course, not possible to describe every conceivable combination of components
or methodologies for purposes of describing the subject innovation, but one of
ordinary skill in the art may recognize that many further combinations and
permutations of the innovation are possible. Accordingly, the innovation is intended
to embrace all such alterations, modifications and variations that fall within the spirit
and scope of the appended claims. Furthermore, to the extent that the term “includes”

is used in either the detailed description or the claims, such term is intended to be
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5  inclusive in a manner similar to the term “comprising” as “comprising” is interpreted

when employed as a transitional word in a claim.
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CLAIMS

1. A system that facilitates securing communications between two
servers, comprising:

a mutual authentication component (304) that authenticates a sender of
a message, the sender can be any one of the two servers; and

a mutual authorization component (304) that authorizes a receiver of
the message, the receiver is the other of the two servers.

2. The system of claim 1, further comprising a channel encryption
component (302) that cryptographically secures a communication channel for the
message.

3. The system of claim 2, the encryption component (302) employs a TLS
mechanism (402) to secure the communication channel.

4, The system of claim 2, further comprising a challenge/response
component (306) that verifies an identity of each of the authenticated and authorized
Servers.

5. The system of claim 1, the mutual authentication component (304) is a
Kerberos cryptographic mechanism (404).

6. The system of claim 5, the mutual authorization component (304) is a
Kerberos cryptographic mechanism (404).

7. The system of claim 1, the message is a SMTP message.

8. The system of claim 2, the encryption component (302) employs a TLS
mechanism (402) to secure the communication channel, the mutual authentication
component (304) is a Kerberos cryptographic mechanism (404) and the mutual
authorization component (304) is a Kerberos cryptographic mechanism (404).

9. A computer-implemented method of securing SMTP traffic between
two servers, comprising:

authenticating a sender of the SMTP traffic; and
authorizing a receiver of the SMTP traffic.

10.  The computer-implemented method of claim 9, the acts of
authenticating and authorizing employ a Kerberos cryptographic technique.

11.  The computer-implemented method of claim 10, further comprising:

encrypting a communication channel that facilitates transmission of the

SMTP traffic.



WO 2007/053255 PCT/US2006/038240
21

12.  The computer-implemented method of claim 11, the act of encrypting
employs a TLS technique to secure the channel.

13.  The computer-implemented method of claim 12, further comprising
challenging the receiver to secure communications between the sender and the
receiver.

14.  The computer-implemented method of claim 13, further comprising
analyzing a response lfrom the receiver to avoid an unauthorized man-in-the-middle
attack. '

15. A system that facilitates security of communications between two
Exchange servers, comprising:

means for authenticating a sender of a message from a first Exchange
server; and ‘

means for authorizing a receiver of the message at a second Exchange
server.

16.  The system of claim 15, further comprising means for securing a
communication channel for the message.

17.  The system of claim 16, further comprising means for verifying an
identity of the sender and the receiver.

18.  The system of claim 17, the means for securing the communication
channel is a TLS mechanism.

19.  The system of claim 18, the means for verifying the identity is a
challenge/response mechanism.

20.  The system of claim 19, the means for authenticating the sender and

the means for authorizing the receiver is a Kerberos cryptographic mechanism.
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