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$3210 ... Disassemble input executable file to obtain disassembled
code, and reconstruct disassembled code to obtain reconstructed
disassembled code

$3220 ... Convert reconstructed disassembled code into hash
function and convert hash function into N-gram data

$3230 ... Perform ensemble machine learning with respect to block
unit code of converted N-gram data to profile block unit code with
identifier of attack technique that block unit code performs, and
identifier of attacker who has generated block unit code

(57) Abstract: The disclosed embodiment provides a cyber threat information processing device, a cyber threat information processing
method, and a storage medium storing a cyber threat information processing program. One embodiment of the invention may provide a
cyber security threat information processing method comprising: a step of disassembling an input executable file to obtain a disassem-
bled code and reconstructing the disassembled code to obtain a reconstructed disassembled code; a step of converting the reconstructed
disassembled code into a hash function and converting the hash function into N-gram data (where N is a natural number); and a step
of performing ensemble machine learning with respect to a block unit code of the converted N-gram data to profile the block unit code
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with an identifier of an attack technique that the block unit code performs, and an identifier of an attacker who has generated the block
unit code. According to an embodiment, it is possible to detect and respond to even a malicious code that does not exactly match data

learned by artificial intelligence, and to respond to even a variant of a malicious code by identifying the malicious code, an attack
technique, an attacker, and an attack prediction method in a very short time.
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ASM-CODE$] 50Z 0xB969BE792] CRC-32 tlo] E] & ¥ 7 3k A2 of A &},

o] o9} ThE A CRC Hl|o|E| 9} T} th& A -3} I = d ol B} 2ol 7} th&
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MOV EDX, DWORD PTR SS: [EBP-8]
LEA EAX, DWORD PTR SS: [EBP-41

WO 2023/017931 PCT/KR2022/000955
5=35]
= 34 7Y
=3 — w4 3=
l Techniques/Tactic ID

EXE ¢ Disassembled code set
519 0P 2T TID |AH
malvare. exe MOV DRORD PTR SS: [EBP-4] , 1 1022 N2H ZQ gRAET

OV DVORD TR SS: [EBP-8] , 2 w7

PUSH EBP

MOV EBP, ESP

SUB ESP, 18

AND ESP, FEFFETFO
MOV EAY, O

W7 (A% 2o 52

LEA EAX, DWORD PTR SS: [EBP-4]
MOV EDX, DWORD PTR SS: [EBP-8]
LEA EAX, DFORD PTR SS: [EBP-4]
LEA EAX, DWORD PTR SS: [EBP-4]

W A=g 2e A

PUSH EBP

MOV EBP, ESP

MOV EAX, DWORD PTR SS: [EBPB]
AND FAX, DFRORD PTR SS: [RRPHC]
POP EBP

RETN

W0 |8 #4 57

CMP DFORD PTR SS: [EBP-4], 2
INZ SHORT if. 00401035

PUSH if. 0040C008

CALL if.printf

ADD ESP, 4

JWP SHORT if. 00401042

W |[Azo] AA

CMP DWORD PTR SS: [EBP-B], 1
JE SHORT switch. 00401027
CMP DRORD PTR SS: [EBP-B], 2
JE SHORT switch. 00401036
CMP DWORD PTR SS: [EBP-BI, 3
JE SHORT switch. 00401045
JYP SIIORT switch. 00401054

Y |Bd 2209 54 34
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Query (A)

"2020d 39 19 23 44 ~ 2020 39 29 2.4 94)
Atolol Anti-Virus 407] o] €43 dAIFE Fo
228 Anti-virus BX% F "sransomvare+"
o]z} E017} 13 EXE 3 EloHA XA (ITN)7}
"+go.kr*"0] L CodeSign A AR} EAse

%4 7] 108 ol5e] oY

Query (B)

"20201 3€ 199 Anti-Virus 107} o]} g4 8 o4
o] HWP, DOC, PPT, PDF, XLS B4 E}Fgjo]|® A

FEA7} EAs Y £ A3 "powershell.exe” £
"vbscript.exe"7t AP Y A7) 100B o|3+e Y

Query (C)

20193 1¥ ~ 1299 Anti-Virus 574 o] A3 ¢

Zo| EXE_32, EXE 64 B E}e)o|d A X7} &5
F¥A F47}F "nexon.con"o] oYW A L "nexon"
olgh= ©oj7k Eoj7bn Y £ A "Il ARE A
EE "AV—} x2 33 2" P97t A=A 184.55.38.2¢0
A& NEE e 39 371 100KB ©]4¢] 5y

Query (D)

"2019'd 14 ~ 1299 Anti-Virus 207] o)A ©X & Y F
A (hwp,doc, ppt,x1s,pdf)F4 E}?J o] WA kaspersky$]
299 "not-virus"7} SV ¥ FEA F2I} s ke

o] Eo7ke B9 wjd A AR
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0P-CODE® 0P-CODE — (RC-16 ASM-CODE ASV-CODE — CRC-32
push 0x45E9 55 0xCA034AF6
mov 0x10E3 8B EC 0x3012FD2C
lea 0xAACE 8D 45 0C 0x9214A6AA
push (x45E9 50 0xBYGIBE79
push 0x45E9 6A 00 O0xDECB91D2
push (x45E9 FF 75 08 Ox1DAAES7E
push 0x45E9 6A 01 0xA9CCA144
call (0x09F8 FF 15 B0 20 40 00 0x284055E2
pop 0x7117 59 0xCOBS06DD
push 0x45E9 50 0xBI6IBE79
call 0x09F8 E8 AB FF FF FF 0x4452C315
add (0x8BOB 83 C4 10 O0xAE137EES
pop 0x7117 ) 0xC7D8C2C4
retn 0x12B3 C3 0xDOGF7C87
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OP-CODE Vector ASM-CODE Vector
17897 201 3 74 246
4323 48 18 253 44
43726 146 20 166 170
17897 185 105 121 44
17897 222 203 145 210
17897 29 74 232 126
17897 169 204 161 68
2552 40 64 85 226
28951 192 181 6 221
17897 185 105 190 121
2552 68 82 195 21
35595 174 19 126 229
28951 199 216 194 196

4787

208 111 124 135

PCT/KR2022/000955



PCT/KR2022/000955

21/31

WO 2023/017931

0 ’ ) 9 b ? ¥ Ty 99 neygbey
0Fe 2 87 o 9y 0¥ s uns 11ose
&7 227 [T2T |07 6TT |$TL| LT |97 ST% [PT1 [ELL| % [T |OTL 60T | 89% | 0T 907 | S0T 707|601 0% [T0T 001 ] o6 | 86 | 26 | 12 11ose M0
O lz L] X | ajn|y|s|a|bldjfo|ujw| T |y v|U|8|3|d|P|2]|9q]|®e]| Iuwpo YO0[q PaxXTy]

[5=24]



22/31

WO 2023/017931 PCT/KR2022/000955
5=25]
6162 <= 0.5
gini = 0.461
2510~~~ samples = 50
value = [32,18]
class = T00O
5442 <= 0.5 gini1 = 0.0
gini = 0.435 samples = 3
2520 samples = 47 value = [0,3] 210
value = [32,15] class = TO01
class = T00O
6b30 <=0 03.957 gini = 0.0
gini =0, samples = 3
2530~ -~ Samples = /]_/]_ Valuc = [0'3] /\'/2620
value = [32,12] class = TOOL
class = TO0O
ginil= 0.22; gini1= 0.461?
samples = samples =
2540 value = [28,5] value = [4,7] 2630
class = TO0O class = T001
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[5=27]
[.abel SHA-256 (size) N-gram
T-1D Attacker (OP-CODE + ASM-CODE)'s
(or Group) Fuzzy Hash
T10XX TAR04 389E03BIAIFDICS. ... {"3736":1,"3645":1,
"4563":1, "6344":1,
"4472":1,"7255" 1
32:76EcDrURBPQK38t... | ... ..
TA504 E3ECZAAQ4AFECCS. . . {"3736":1,"3645":1,
"4563":1, "6344":1,
"4472":1,"7255" 11,
32:76EcDrURBPQk38t GeollE. . "5552":1,"5242" 1,
"4250":1......
[5=28]
EuClidean Distance Matrix
= B 2 e EREE = O3S
55 5§55 B EBE B 58 8
S 8 2 g8 2 2 g8 g g s
= = = = = = = Sl = =
ey JE ™
e _14
T1027(T) .~

T1027(K)
T1027(K)
T1027(K)
T1055(T) -
T1055(K) -

T1055(K) -

T1055(L)
T1055(L) A
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[5229]
Gram Pattern Distribution by TID
2.00 1 e eoe o e ® o TI027
o TI1055
1.75
1.50
1.95-
=
oy
§ A S ——
%1_00 = N |
=
0.75 -
0.50 -
0.95 1
OOO— D
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Gram Pattern ID
[5230]
Time Comparison
— .
175000 - —e— decision tree )
--o- ssdeep e
150000 -
< 125000 - | A *
1= /
2100000 /
5 /
5 ,
S 75000
50000 - Y
&
%004 o o
.\// \.//
O— ..-.H—.—. L L 9
0 1000 2000 3000 4000 5000 6000 7000 8000
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31]
Cylance @ Unsafe
eGambi t @ Unsafe.Al_Score_100%
SentinelOne (Static ML) ® Static Al-Malicious PE
Symantec ® ML.Attribute.HighConfidence
SecureAge APEX O Malicious
AVG @ FileRepMalware
Bkav Pro ® V32.AlDetect .malwarel
Cynet O Malicious (score:99)
Sophos ® ML/PE-A

3210 3220
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