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(57) Abstract: A technique for protecting secrets may involve enclosing master secret keys in an encapsulation module functioning

& like an envelope on ahost that may run an untrusted operating system. The encapsulation module itself can be obfuscated and pro-
O\ tected with various software security techniques, such asanti-debugging techniques, which make reverse-engineering more difficult.

Session or file keys could then be derived from the master key stored in the encapsulation module on the host, wherein each of the
keys protects a session or afile on the host. Additionally, a code can be provided to prevent the master secret and the keys from
being swapped to a non-volatile storage device of the host.
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