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A METHOD AND APPARATUS TO PROVIDE A USER PROFILE FOR USE
WITH A SECURE CONTENT SERVICE

RELATED CASES

[0001] This application claims the benefit of U.S. Provisional
Patent Application Serial No. 60/792,095 filed Aprif 13, 2006, entitled “A
Method and Apparatus to Provide Content Access with a Secure Content
Service”

FIELD OF THE INVENTION

[0002] The present invention relates to providing content access,
and more particularly to providing secure content access.
BACKGROUND

{0003] As more data is becoming available on the Internet,
providing secure access to data is becoming more difficult. Blogging
services such as LiveJournal, attempt to provide some security. Most such
services enable you to set the security level of entries when they are posted
or edited. Generally speaking, the security levels include public access,
access by named friends or friend groups, and custom access. This type of
security is enforced by using cookies stored in a visitor's web browser to
track who is logged in and show only those entries that the visitor is
authorized to see. This creates a "walled garden" method of security.
However, it is impossible to create such security for a blog (web log) which
permits RSS (Really Simple Syndication) or other syndication, short of using
"all or nothing" methods such as .htaccess. Once content is released onto
the Internet, it is generally considered insecure by its nature.

{0004] Atom is an XML-based document format and HTTP-based
protocol designed for the syndication of Web content such as web logs and
news headlines to Web sites as well as directly to user agents. Atom
defines a framework for encryption, following the XML Encryption Syntax
and Processing W3C Recommendation 10 December 2002, described at
<http://www.w3.0rg/TR/xmlenc-core/>
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[0005] Generally speaking, handling the decryption kéy is the most
difficult part. There are two options: (secret) key exchange or using public
key encryption. The content creator and content consumer can exchange
symmetric keys, using various configurations. For example, a masked key
may be included in the content. Alternatively, the creator can encrypt the
content with the consumer’'s public key, ensuring that only the consumer
(possessor of the private key) can decrypt it. However, both of these
options suffer from the flaw that they require iﬁdividual set-up for the
encryption for each recipient. This makes the encryption option
cumbersome.

SUMMARY OF THE INVENTION

[0006] A secure content service available through a network
comprising a user profile stored in a user profile store and a profile access
controller to enforce access rights to the user profile, wherein the user
profile is used to provide access rights to other content.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The present invention is illustrated by way of example, and
not by way of limitation, in the figures of the accompanying drawings and in
which like reference numerals refer to similar elements and in which:

[0008] Figure 1A is a network diagram illustrating one embodiment
of the system.

[0009] Figure 1B is a diagram illustrating one embodiment of the
communication connections between the elements of the system.

(00101 Figure 2 is a block diagram of one embodiment of the
secure content system.

{0011} Figure 3 is an overview flowchart of one embodiment of
using the secure content system.

[0012] Figure 4 is an illustration of an exemplary blog display using
the secure content system.

[0013]  Figure 5A is a flowchart of one embodiment of content
creation using the secure content system.

2-
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[0014] Figure 5B is a flowchart of one embodiment of entitlement
definition.

[0015] Figure 6 is a flowchart of one embodiment of content
consumption using the secure content system.

[o016] Figure 7 is a flowchart of one embodiment of verifying
content consumer entitiement.

[0017] Figure 8 is a flowchart of one embodiment of content
consumer filtering.

[0018] Figure 9 is a flowchart of one embodiment of creating and
selectively copying or linking a user profile to generate another user profile.

{0019] Figure 10 is a flowchart of one embodiment of utilizing a
user profile.

[0020] Figure 11 is an exemplary illustration of the categories of a
user profile.

[0021] Figure 12 is a diagram of one embodiment of a user profile.

[0022] Figure 13 illustrates an example of the continuum of identity
system characteristics.

[0023] Figure 14 is a block diagram of one embodiment of a
computer system which may be used with the present invention.
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DETAILED DESCRIPTION

[0024] The method and apparatus described is designed to enable
publishing secure, encrypted, content to individual content consumers, or
groups of content consumers, without relying on local authentication or
access controls. The system, in one embodiment, enables mixing posts
with different access controls (including encryption) in a single feed. The
system, in one embodiment, specifies a logical name for a distribution list at
publish time that can be expanded and/or queried at consumption time. In
one embodiment, the system uses a negotiation process between reader
and the secure content system server to validate the content consumer and
get the decryption key needed to read the encrypted post. In one
embodiment, the decryption key is a symmetric key which is unique to the
particular content unit.

[00251 The secure content system enables the distribution of
encrypted messages or notifications to aggregators or other feed-readers,
desktops and/or mobile systems. (For example, transactions, managed
security notifications, and device or appliance notifications.) Even if the
content is broadly available in the wild on the Internet, the encryption
mechanism ensures that it remains securely under the control of the content
creator.

[0026] The secure content server system maintains an online
profile for each user. In one embodiment, the secure content server uses a
unique identifier (e.g."hemma.verisign.com”) as a pointer to the user profile.
The user profile is used to indicate the person/resource that is authorized to
read a post (as opposed to locking down a post with an inline
username/password combo), as well as for other identity and validation
purposes. This system enables authentication of users cross-service (or
cross-publisher) for the purpose of viewing secured, encrypted, or signed
content in a web browser or aggregator.

[0027] In one embodiment, the secure content server logs each
access to a user profile. In one embodiment, this log is available to the
user. In one embodiment, the secure content server also treats users'
online identity as equivalent to a ‘bank card’ and provides similar monitoring

4~
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and real-time alerting services of usage activity and anomalous activity.
Furthermore, while the profile may contain comprehensive data, in one
embodiment the user is provided fine-grained access control over the profile
data. In one embodiment, the user may grant access to his or her profile to
requesters on a case-by-case basis, one-time, for a specified period of time,
for a specific number of accesses, or forever._Requesters may include AP!
(application program interface) calls from applications seeking to
authenticate/validate the user, users wishing to view the profile through a
web interface, or other access requests. '

[0028] Figure 1A is a network diagram illustrating one embodiment
of the system. The network includes a secure content system 140. In one
embodiment, a separate reputation server 160 is coupled to network 120, to
provide reputation data associated with a user profile stored in secure
content system 140.

[0029] Various authors, or content creators 110 may create
content. This content is generally hosted on host system 130. The host
system 130 may be the same system as the content creator's system 110,
or may be remote from the content creator. In this document, the terms
"content creator" and "author” are used interchangeably. Furthermore, the
content created by content creator may be in any format. For example, the
content may be text, image, video, audio, and/or a combination.
Furthermore, the term "content creator" does not imply that the content is
original. A content creator may simply be someone who submits content to
a host system 130, or makes that content available to content consumers. A
content consumer can be any individual, group, or application which
accesses such content.

[0030] In addition to having the content made available by content
creator on host system 130, aggregator 180 may gather data from host
system 130, or multiple systems, and make it available to content
consumers 150C. Examples of this include blog feeds such as RSS, data
streaming, content streaming (Podcasts), websites, etc. However, other
types of content gathering such as web site scraping, may be included.
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Once the content is made available on the Internet, it remains associated
with the system regardless of who obtains it.

[0031] Content consumers 150A, 150B, 150C may consume the
content created by content creator 110 either directly from content creator
110, from host system 130, or via aggregator 180, or any other intermediary.
In one embodiment, content consumers 150A, 1508, 150C utilize a "reader”
190 as an interface to obtain the content from host system 130, aggregator
180, or another source. In one embodiment the reader may be an Internet
browser. Content consumers' access rights to the content is determined
based on an entitlement, attached by the content creator to the content.
The entftlement lists the access rights to the content. Note that while the
specific description herein focuses on providing an entitlement for accessing
content, the system may be used for controlling other rights over the
content. The rights which may be enforced and limit the use of the content,
the entitliement may include one or more of the following: reading, listening,
viewing, copying, editing, deleting, republishing, and any other interaction
with the content.

[0032] In one embodiment, each content consumer and content
creator has a profile in the secure content system 140. This profile is used
as part of an encryption/decryption/signature mechanism.

[0033] Figure 1B is a diagram illustrating one embodiment of the
communication connections between the elements of the system. The
content creator 115 uses authoring tool 110 to create content, which is
made available over a network via host/server 130. In one embodiment, the
content creator 115 or host server 130 may encrypt the content. Secure
content system 140 is used to provide identity/authentication/user
profiles/profile management 145, encryption/authorization/group
management 170, and reputation system 160.

{0034] Aggregator 180 may be an intermediary between a content
consumer and host 130. In one embodiment, aggregator 180 may also be
an intermediary with the secure content system 140. Reader 190 is used by
content consumers to consume content. Note that while the term "Reader”
is used, this does not imply that the content is text. Rather, the consumption
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tools utilized by the content consumers are generically referred to as
readers. They may range from computer systems including a browser,
special applications, special purpose devices, and handheld devices such
as PDAs or BlackBerrys, to any other system that can be used to consume
content.

[0035] Figure 2 is a block diagram of one embodiment of the
secure content system. A content creator's request for encryption is
received by protection system 210. The protection system 210 interacts with
key generator 215, to generate the encryption/decryption keys. In one
embodiment, the key is a uniqgue symmetric key. Alternatively, the key may
be a public/private key pair, a related encryption and decryption key pair, or
any other type of key which enables encryption and decryption of content.
In one embodiment, protection system 210 also generates a unique content
iD for the content. In another embodiment, the authoring system may
generate the content ID.

[0036] In one embodiment the key is stored in key/keying material
store 220, associated with the unique content ID. In another embodiment, a
keying material, used to generate the key, is stored in key/keying material
store 220. In one embodiment, key generator 215 uses secret knowledge,
stored in the key/keying material store 220, to generate, and regenerate, the
key on request. in one embodiment, the secret knowledge may be a nonce.
In one embodiment, the secret knowledge may be a secret associated with
the secure content system. In one embodiment, the secure content
system's secret and the unique content ID are together used to generate the
key. In one embodiment, therefore, only the unique content 1D is stored by
the secure content system, and key/keying material store 220 may be
eliminated.

[0037] A content consumer's request for access is received
through authorization logic 230. In one embodiment, the authorization logic
230 utilizes user profile data from profile store 235, and entitlement data
associated with the content, to determine whether the content consumer is
authorized to access the content. if the content consumer is authorized,
protection system 210 uses key logic 222 for decryption. In one
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embodiment, key logic 222 uses key retrieval logic 250 to retrieve the key
associated with the unique content ID from key/keying material store 220. In
another embodiment, key generator 215 regenerates the decryption key.
The key generation may be based on the keying material available in the
key/keying material store 220 and unique content ID, or secret knowledge of
the secure content system and the unique content ID. In one embodiment,
protection system 210 then uses the key to decrypt the content. In another
embodiment, if the content consumer’s reader is capable of performing the
decryption, protection system 210 returns the key to the reader securely.

[0038] Timing logic 225 enables the protection system to attach a
time and date related attributes to the entitlement. Entitlements may include
timing details, for example "make available until or for time or date” or "do
not make available until/for time or date." The timing logic 225 uses the
system or network time to create these entitlements on behalf of the content
creator. Furthermore, during deéryption, the timing logic 225 uses the
secure content server's 140 system time or network time to verify whether a
time-related entitlement is currently active. This ensures that the content
consumer's computer clock does not have an effect, so that a content
consumer cannot have access to data, for example by altering the reader's
system clock.

[0039] Message substitution logic 245 is used to create a
substitute message instead of the standard summary message when the
message is initially encrypted by protection system 210. The message
substitution logic 245 may also provide a customized error message, when
access to encrypted content fails. In one embodiment, the message may
vary based on the reason for the failure to receive access. Inone
embodiment, a content creator may customize the substitute messages
inserted by message substitution logic 245.

[0040] User profile store 235 stores user profiles. In one
embodiment, each profile has a unique identifier. The user may set access
levels to his or her profile in profile store 235. Profile access controller 270
enables user to set access granularity and preferences. User interface 275
enables access to the user profile, through profile access controller 270. In
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one embodiment, authorization logic 230 is used for verifying access level to
user profiles.

[0041] In one embodiment, all accesses to thé secure content
system are logged by monitoring and logging logic 280. This includes
requests for encryption or decryption, requests to access user profiles, etc.
In one embodiment, the user profile, when accessed through user interface
275, may pull the data from monitoring and logging logic 280 to provide the
user profile log. in one embodiment, the profile accesses may not be shown
fully. In one embodiment, the accessing application or user may provide a
restricted amount of data. For example, in one embodiment, a user may set
his or her "access profile” to display only a limited amount of data. In one
embodiment, the content creator may require a certain level of data access
in order to provide the content. For example, in a medical context, a doctor
may require the full name of the accessing user, as well as their insurance
information.

[0042] The monitoring and logging logic 280 also monitors the
accesses to the system, including user profile accesses. Monitoring and
logging logic 280, in one embodiment, uses preferences set by the user.
Monitoring and logging logic 280 determines if an access to the user profile
is anomalous, or is set to trigger a real-time notification. Alternative
monitoring settings may be set. If the monitoring and logging logic 280
determines that the log indicates something requiring an alert, alert logic 265
sends an alert to thé user. The alert may be sent in the form set by the
user. For example, for real-time alerts, the user may prefer an SMS
message, while for anomalous requests the user may prefer email. These
preferences are set in the profile itself by the user, in one embodiment.
Monitoring and logging logic 280 may also be usable to provide a "proof of
delivery" of content. A content creator may log into the system, and utilize
the monitoring and logging logic 280 to request the "who and when” of
accesses to the content. Providing such auditability of consumption can be
very useful. For example, it enables posted content to be used in
environments which require read receipts.
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[0043] Figure 3 is an overview flowchart of one embodiment of
using the secure content system. The process starts at block 310. In one
embodiment, this process starts when a content creator submits content for
publication. As noted above, publication in this context means making
content available to a content consumer.

[0044] At block 315, the system enables the author to encrypt the
content, or data. At block 320, the data is provided to various content
consumers directly or via feeds, collected by aggregators. In one
embodiment, the data is provided simply by posting it to a website on the
Internet. In one embodiment, the entittement associated with the data is
provided in clear text form. In another embodiment, the entitlement may be
separately encrypted by a secured content key. In one embodiment, the
entittement encryption may be the server's public key, or another type of
encryption mechanism. In one embodiment, the entittement may be
protected by indirection.

[0045] At block 325, the process determines whether a content
consumer is attempting to access encrypted data. In one embodiment, an
access attempt is defined as any viewing of content which includes
encrypted content. If no encrypted data is being accessed, then the clear
text, or unsecured, data is displayed to the content consumer, at block 330.
This does not require any interaction with secure content service. However,
if the content consumer is attempting to access encrypted data, the process
continues to block 335.

[0046] At block 335, the process determines whether the content
consumer is identified. An identified content consumer has a user profile in
the secure content service, and is currently logged into the.service. In one
embodiment, the process prompts the content consumer to establish the
connection with the secure content service prior to making this verification.

[0047] If the content consumer is not identified -- indicating that
the content consumer does not have a profile in the secure content service
or that the content consumer did not successfully log into the secure content
service -- the process continues to block 340. At block 340, a substitute
message is displayed 1o the content consumer. In one embodiment, the
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substitute message simply indicates that the content is encrypted and not
available. The process then ends at block 360.

[0048] If the content consumer is identified -- i.e. has an
associated user profile, and is connected to the user profile -- the process
continues to block 345. At block 345, the process determines whether the
content consumer has access permission to the content. As noted above,
the author when encrypting the content can designate access. If the content
consumer has permission to access, i.e. is entitled to the content, the
process continues to block 349.

[0049]) At block 349, the process determines whether the content
meets the content consumer's filter specifications. In one embodiment, the
content consumer can set filters. Filters are a set of rules that modify the
incoming set of data to remove used to limit the authors or content types
accessed by user. In one embodiment, filters may also be used to limit
content accessed based on the entitlements attached to the content. If
there are no filters, or the content meets the filter specifications, the process
continues to block 350. At block 350, the data is decrypted and displayed to
the content consumer. The process then continues to block 355. If the
content does not meet the filter specifications, the process continues directly
to block 355. .

[0050] The access is logged, at block 355. In one embodiment, all
connections to the secure content service are logged. In one embodiment,
while there is a log associated with an individual user profile, that log is not
actually coupled, but rather a search pointer into the overall connection log
that provides a simple way to access the connections to the user's profile.
The process then ends at block 360.

[0051] If the content consumer was found not to have access, at
block 345, the process continues to block 347. At block 347, the process
displays the substitute message. The process then continues to block 355
to log the access attempt. This access log is available via user profiles, or
via the accessed message itself. In one embodiment, a content creator can
see the access log associated with their content. In one embodiment, a
user can see the access log associated with their user profile. This is useful
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because it enables a content creator to use the system for messages which
require read verification. For example, for certain medical notifications, it is
useful for a content creator to know with certainty which readers have
accessed the notification. This system provides such certainty, via the log.

[0052] While this and other processes in this application are
described as flowcharts, these steps may be performed in a different order.

[0053] Note that while this is described as if each content part
were accessed separately by a content consumer, in actuality many
consumers obtain a stream of content, known as a feed, from multiple
sources, or read a web page containing multiple content parts, some of
which may be encrypted. An exemplary display of a feed for content
consumer is shown in Figure 4.

[0054] As can be seen, each variety of published content in this
listing has an associated status. In one embodiment the encryption status is
indicated by the border. The bold bordered content elements are encrypted
elements, the dashed border indicates encrypted elements that have a
timing attached to them -- discussed in more detail below -- and the thin
border indicates plain text, unencrypted content. In one embodiment, when
the content consumer accesses the feed 410, represented here, the secure
content service accesses the entittements attached to each of these content
elements, and verifies whether the content consumer 420 has permission to
access the content element.

{0055] In one embodiment, visual icons 430 indicate the
encryption status of the content. The closed lock indicates an unavailable,
encrypted element. A combination of the lock and clock indicates that the
content is unavailable at this time, but will be available at a later time. The
open lock indicates that the content is encrypted, but has successfully been
decrypted, and thus is available to the content consumer. In one
embodiment, for decrypted content, the group identifier 450 for which the
content was encrypted is also available to the content consumer 420.

(0056] - Note that all of these icons and indicators are merely
exemplary. Any alternative indicators, using colors, icons, shapes, fonts,
tones, images, etc. may be utilized. '

-12-
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[0057] Figure 5A is a flowchart of one embodiment of content
creation using the secure content system. The process starts at block 510.

[0058] At block 512, thersystem enables the author to create
content. The content may be created or otherwise made available using any
tools, on any devices. The sole criterion for it to be "content” for the
purposes of the secure content service is that it be made available over a
network. In one embodiment, the content may be created using a blogging
tool. ‘

[0059] At block 515, the system enables the author to encrypt the
content. In one embodiment, the blogging tool may be specially modified to
utilize the system. In one embodiment, the content creator has two
additional "features” available. In particular, the content creator is provided
with the ability to select encryption and/or signature of content.

Furthermore, when the content is encrypted, the system enables content
creator to select an entitlement, to define which groups may have access to
the content. In another embodiment, the content creator may connect to the
secure content system after the content is created using an unmodified tool,
and apply the encryption and entitiement selection.

[0060] At block 517, the process determines whether the author is
choosing to encrypt. In one embodiment, the author may make the
affirmative choice to encrypt. In one embodiment, the author may set a
default for all content created. For example, the author may set as a default
that all content should be encrypted. In that case, there is no affirmative act
required from the author in order to encrypt the content.

[0061] It the author is not choosing to encrypt, at block 520, the
process enables the host to choose to encrypt. As above, the host may be
provided with the ability to set a default for all content, all content from a
particular author, or a subset of content. In one embodiment, the host and
author may choose to pre-set encryption settings based on any set of
preferences which can be parsed by the secure content system.

{0062] At block 522, the process determines whether the host has
chosen to encrypt the content. If the host has not chosen to encrypt, then
the content is not encrypted, and the process ends at block 540.

13-
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[0063] If the host or author has chosen to encrypt, the process
continues to block 525.

[0064] At block 527, the entitlement to be associated with the
content is identified. The entittement may be defined as a static group, a
dynamic group, or a virtual dynamic group. A static group is a listing of one
or more authorized content consumers. A dynamic group is an identification
of a group of content consumers which requires access to the content
creator's user profile, to identify members of the group. A virtual dynamic
group is an identification which requires access to the content consumer’s
user profile to identify membership in the group. These groups are
described in more detail below. The entitlements are selected by the
content creator.

[0065] At block 530, an encryption key is generated for the
content. In one embodiment the key is a unique symmetric key. In another
embodiment, another type of encryption key such as public/private, or other
key format may be utilized.

[0066] At block 532, the content is encrypted with the key, and in
one embodiment the key is stored in the secure content service, along with
the unique content ID. In another embodiment, the key may be generated
on request based on keying material, and the keying material is stored. In
another embodiment, the key is generated using a secret owned by the
secure content system, and only the unique content ID is stored. One
exemplary secret which may be used to generate the key is a nonce. The
nonce is a random number, in one embodiment, based on a time when the
encryption request was received. The unique content ID, in one
embodiment, is assigned by the secure content system. In another
embodiment, an external system -- such as the blogging system -- may
assign the unique content ID.

[0067] At block 535, the process determines whether the
entittement has an expiration or start date. In one embodiment, the author
may assign different entitlements to the content, at different times. For
example, the entittement may be "open to all" initially, but change to a
selected group of content consumers after a period of time. This may be
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useful for the temporary release of an MP3 or similar content, and then
restricting it to a select subset of content consumers, or removing it. The
opposite may also be true. The content may be available to a select first
group at a first time, and then become available to another group at a
different time. This may be useful for providing premium content to
subscribers, while providing the same content automatically to non-
subscribers after a specified time period has elapsed.

[0068] If the entittement has an expiration or start, the process
continues to block 537. The system adds an entitiement limitation based on
a time stamp. The time stamp, in one embodiment, is based on secure
content system or network time, to ensure that the content creator and
content consumer's time differential does not cause problems. In one
embodiment, the content may have multiple time-based entitiement
limitations associated with it. The process then ends at block 540.

[0069] Figure 5B is a flowchart of one embodiment of creating
entitlement settings. This is a more detailed description corresponding to
block 527, in Figure 5A. The process starts at block 550. At block 552, the
content creator is prompted to select an entitlement group type. The
entitlement group types are: static, dynamic, and virtual dynamic. If the
content creator selects static group, the process continues to block 555. At
block 555, the content creator is prompted to enter one or more unique
identifiers for content consumers who should be provided access to the
encrypted content. At block 557, the process queries whether the content
creator wants to put a time on the entitlement. If so, the process continues
to block 560. At block 560, the content creator is prompted to select a time
and whether the content will be available until that time, or starting at that

time. The process then continues to block 562. If the content creator did
not wish to put a time on the entitlement, the process continues directly to
block 562.

[0070] At block 562, the process queries the content creator
whether he or she wishes to add another entitlement to the current
entittement. If so, at block 565, the process prompts the content creator to
select the relationship between the entittlements. In one embodiment, the
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entittements may be related by an AND (additive, such that a content
consumer must meet both criteria), OR (such that the content consumer
must meet one of the criteria), ANDNOT (such that the content consumer
cannot be a member of the second group, even if he or she is a member of
the first group) or any other Boolean relationship. The process then returns
to block 552, to select an entitlement group type for the next entittement.

[0071] If the content creator did not choose to add another
entitlement; the process attaches the cumulative entitiement to the content,
at block 567. The process then ends, at block 570. In one embodiment, the
entitlement is encrypted by the secure content system with a separate key,
such as the secure content system's public key. This ensures that the
entittement cannot be altered, and cannot be determined by someone who
does not have authority to access the content. In another embodiment, the
entittement may be encrypted using the same key as the key used to
encrypt the message itself. However, in this instance, the message must be
decrypted prior to evaluating whether the content consumer is entitied to
access the content.

[0072] If, at block 552, the content creator selected dynamic
group, the process continues to block 575. Dynamic groups are defined by
membership in a group. The membership may be altered by the content
creator at any time, such changing access to the content after its
distribution. At block 575, the content creator is prompted to select an
existing group name or create a new group. If the creator chooses to create
a new group, at block 577, the content creator is prompted to add the unique
identifiers associated with the group members. In one embodiment, the
content creator is reminded that he or she can change group membership at
any time, and that such changes will affect access permissions. Otherwise,
the creator may select an existing group. The process then continues to
block 557, to determine whether the content creator wishes to add timing to
this entitiement.

[0073] If, at block 552, the content creator selected virtual dynamic
group, the process continues to block 580. Virtual dynamic groups are
defined by characteristics of the content consumer. At block 580, the
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content creator is provided with a list of claim elements which may be
constructed to produce claims to define membership in the virtual dynamic

group. Claim elements include characteristics, values, and relationships. In

one embodiment, the system makes available a full listing of characteristics
which are either attributes or derivable from attributes which have been
defined in the user profiles as its list of available claim elements. Thus, if a
new attribute is added to a profile, the attribute and characteristics
calculable from it are propagated to this selection list. In one embodiment,
the content creator can then select a claim element at block 582, and a
relationship and value for the claim element to construct a complete claim.
Alternatively, claims may be entered via natural language, structured
queries, or other formats. For example, the claim element may be "age,” the
relationship may be "greater than," and the value may be "21." Thus, the
complete claim may be "age is greater than 21." In one embodiment, the
relationship between the claim element and the value may be any
combination of equals to, less than, greater than, and does not equal, or any
other mathematical symbol.

[0074] The process then continues to block 557, to enable the
content creator to add timing to this entitlement.

[0075] Figure 6 is a flowchart of one embodiment of content
consumption using the secure content system. The process starts at block
610. At block 615, the content is fetched on behalf of the consumer. In one
embodiment, this may be a done in response to consumer logging on to a
web site, reading a blog, reading content through an aggregator, or
otherwise attempting to access content which may include one or more
content elements that may be encrypted/signed.

[0076]) At block 620, the process determines whether the reader
understands secure content. Some readers cannot understand secure
content. If the content consumer's reader is one of these, the unsecured
plain text data is displayed, and substitute data for the encrypted content is
shown, at block 625. The substitute content, as noted above, may be
defined by the content creator. In one embodiment, the substitute content
default is "This content is encrypted. Please visit <www.example.com> to
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download a reader capable of providing access to encrypted content." The
process then ends at block 627.

[0077] If the reader understands secure content, the process
continues to block 630. At block 630, the process determines whether any
of the content fetched by the reader is encrypted. if none of the content is
encrypted, the process continues to block 625, and displays the content.

[0078] If at least some of the content is encrypted, the process
continues to block 635.

[0079] At block 635, the process determines whether the content
consumer is validated. A validated content consumer has a user profile
registered with the secure content service, and is connected to the secure
content service. Connection, in one embodiment comprises being logged
in/authenticated. In one embodiment when a consumer logs in, the secure
content service uses a session cookie for authentication.

[0080] If the content consumer is not validated, the process at
block 640 prompts the content consumer to sign into the secure content
system. At block 645, the process determines whether the validation was
successful. If the validation was not successful, the process continues to
block 625, where the plain text data is displayed, and substitute data is
displayed for the encrypted content. If the validation was successful, the

" process continues to block 650. If the content consumer was found to be

validated at block 635, the process continues directly to block 650.

[0081] At block 650, the process determines whether the reader is
capable of local decryption. If the reader is capable of local decryption, the
reader requests the decryption key from the secure content system, at block
660. In one embodiment, the request simply includes the unique content ID
associated with the content. However, since the content consumer is
validated to the secure content service, the request itself, in one
embodiment automatically includes the content consumer's self-
identification. If the reader is not capable of local decryption, the reader
sends the encrypted content to the secure content system, at block 655.
Again, this request includes the content consumer's self-identification. In
another embodiment, the server may separately request the cookie.
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[0082] At block 665, the process determines whether the content
consumer is authorized for the content. This is described in more detail
below. If so, the decrypted content is displayed, at block 670. Otherwise,
the access, or failed access, is then added to the log, at block 675. As
noted above, each access is logged.

[0083] The process then continues to block 625, where the
decrypted content and unsecured content is displayed. In one embodiment,
this process is used for each encrypted content element fetched by the
content consumer. In another embodiment multiple encrypted content
elements may be batched for this process. Tl;Ius, even if the content
consumer is authorized for one content piece, there may be other content
pieces that remain encrypted. In one embodiment, this process is
transparent to the content consumer.

[0084] Figure 7 is a flowchart of one embodiment of verifying
content consumer entitlement. The process starts at block 710. This .
flowchart corresponds to blocks 650-665 of Figure 6. Thus, the process
starts when a validated content consumer requests access to a content
piece.

[0085] At block 715, the request for a content decryption or
decryption key is received from the reader. As noted above, the request
may just request the decryption key if the reader is capable of decrypting,
and has the processing power. Otherwise, the decrypted content is
requested. ,

[0086] At block 720, the entitlement data is retrieved from the
content. In one embodiment, the entittement data may be included in the
request received from the reader. In another embodiment, the system may
go out to the encrypted content to retrieve the entitlement data.

[0087] At block 725, the content consumer's profile is retrieved
from the request. In one embodiment, this step is performed after
determining the access group.

[0088] At block 730, the process determines whether the access
group is static. A static access group names content consumers, such that
the listed identities in the access group can simply be compared to the
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known and verified identity of the content consumer. This comparison is
performed at block 735. If the consumer is not in the access group, at block
745 a rejection is returned to the reader. In one embodiment, no data is
returned to the reader, and the reader system assumes that if no data is
received the consumer was not entitled to the content. In another
embodiment, the encrypted data message is returned. In another
embodiment a failure message is returned. The process then ends at block
750.

[0089] If the consumer is authorized, at block 740, the decryption
key is obtained. In one embodiment, the decryption key is retrieved from a
key store. In another émbodiment, the decryption key is generated on-the-
fly. This is described in more detail below. The system then returns either
the decrypted data or the decryption key to the consumer, in accordance
with the request, using a secure channel. The process then ends at block
750.

[0090] If, at block 730, the process determined that the entitiement
group is not a static group, the process continues to block 760. At block
760, the process determines whether the entitlement group is dynamic.
Note that this does not include "virtual dynamic groups,” only "dynamic
groups.”

[0091] Dynamic groups are groups that are defined by the content
creator, which have a variable membership. The membership of the
dynamic group is created by the content creator, and stored in the content
creator's profile. Thus, at block 765, the group membership data is retrieved
from the content creator's profile. Note that this group membership may
differ from the membership at the time the entitlement was originally
created. Thus, the content creator may alter reading access to encrypted
content by altering the group membership.

[0092] After the group membership data is retrieved, the process
continues to block 735, and the process determines whether the consumer
is in the entitlement group.

[0093] If, at block 760, the process determined that the entitlement
group was not dynamic, then the process continues to block 770. This
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means that the entitlement group is virtual dynamic. Virtual dynamic groups
are defined by consumer profile characteristics. For example, a virtual

dynamic group may be "members over the age of 21." Any characteristic or
combination of characteristics, described in more detail below, may be used.

[0094] At block 770, the identified characteristics, identified by the
virtual dynamic group, are retrieved from the content consumer's profile. At
block 775, the identified characteristic’s values are compared with the values
from the consumer’s profile. That thié may require an intermediate
calculations, in one embodiment. For example, the characteristic retrieved
may be the content consumer's birth date, and the characteristic used for
filtering may be the content consumer's age. Therefore, the system may
calculate characteristics derived from the stored fields of the user profile
prior to making the comparison. In one embodiment, if there is a
characteristic for which the consumer does not have a matching data entry --
for example user-defined profile extensions -- the default is that there is no
match. For example, if the content consumer's profile does not indicate birth
date or age, the system assumes that an age requirement is not met.

[0095] At block 780, the process determines whether the
consumer's profile data matches the characteristic requirements associated
with the content. If it does not, the process continues to block 745, and a
rejection is returned. If the consumer does qualify, the process continues to
block 740, and the decryption key is retrieved. The process then ends at
block 750.

[0096] In one embodiment, a single piece of content may have
multiple cumulative or alternative entitlements. For example, the entittement
may be "member of group 'my friends' AND over age 21." Alternatively, the
entittement may be "Joe" OR "member of group coworkers." Of course,
multiple qualifications of the same type (i.e. "over age 21" and "lives in
California") may be layered as well. The entitlement may also include time
limitations, for example "time > past April 15, 2006 AND member of grodp
X." For layered entitiements, the above process is repeated until a “No” is
found or the entitlements have all been met.
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[0097] Figure 8 is a flowchart of one embodiment of content
consumer filtering. The process enables a content consumer to set
preferences for receiving content. Note that while the content consumer
may set preferences, this does not affect whether or not the consumer is
entitled to read (decrypt) of the content. Blocks 815 through 827 illustrate
the setting of preferences. in one embodiment, this is done in the content
consumer’s profile.

[0098] The process starts at block 810. At block 815, the system
enables the consumer to set filter settings.

[0099] The process, at block 825, determines whether the
consumer wishes to set filters. If the consumer does not wish to set filters,
the process ends at block 850. If the consumer does wish to set filters, at
block 827, the consumer is prompted to set filter groups. As discussed
above with respect to entitlements, the filter groups may be static (i.e. a list
of identified content creators), dynamic (a named group having a
dynamically adjustable member list, the named group attached to the
content consumer's own profile), or virtual dynamic (defined by content
creator characteristic, where the characteristic is a part of the content
creator's user profile, or can be derived from the user profile.) In one
embodiment, the filter group may also include filters based on the content
being read, rather than the content creator. Such filters may be the
traditional filters based on words or metadata of the content, or may be
based on the entittements attached to the content. Figure 5B illustrates one
embodiment of setting entitlements. A similar process may be used for
setting filter preferences.

[00100] Blocks 830 through 880 illustrate one embodiment of using
the filter preferences. This corresponds to block 349 of Figure 3. In one
embodiment, this filtering may be performed after verifying that the content
consumer is eligible for the content, but prior to decrypting the content.
Alternatively, this filtering may take place prior to determining the content
consumer's entitiement. Alternatively, the filtering may be done after all
other steps, just prior to displaying the content. The specific ordering is
irrelevant and may change or a case-by-case basis. -
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[00101] The process, at block 830, determines whether the filter
group is static. If the filter group is static, as determined at block 830, the
process at block 835 determines whether the filter applies to the content. All
content, in one embodiment, is identified by author. Therefore, the author's
identity, group membership, and characteristics may be used to filter receipt
of data. This may be useful, for example, in a pre-constructed feed or a joint
blog where content from multiple authors is available. The consumer can,
by selecting the static filter group, read a subset of the available
feed/blog/content. If the filter does not apply to the content, at block 845 the
content is not displayed. In one embodiment the missing content is
indicated in some manner, for example a <filtered> icon. In another
embodiment, it is simply removed. If the filter applies, at block 840, the
content is processed for authorization and displayed. As noted above,
simply because the consumer's filter indicates that the content should be
displayed does not affect the authorization requirements, described above.

[00102] If, at block 830, the filter group was not static, the process
continues to block 860. The process, at block 860, determines whether the
filter group is dynamic. If so, the group membership data is retrieved from
content consumer's profile. The process then continues to block 835, to
determine based on the listed membership of the group whether the filter
applies to the content.

[00103] If the filter group is not static or dynamic, then it is virtual
dynamic, i.e. characteristic based. This may be useful, for example, if a
content consumer wishes to only read data from authors having a certain
level of authentication or trust associated with them.

[00104] At block 870, the identified characteristics specified in the
filter are retrieved from the content creator's profile. At block 875, the
content creator’s characteristic information is compared with the
characteristic values specified in the filter. Note that this may require an
intermediate calculation. For example, the characteristic retrieved may be
the content consumer’s birth date, and the characteristic used for filtering
may be the content consumer's age. Therefore, the system may, at block
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875 calculate characteristics derived from the stored fields of the user
profile.

[00105] At block 880, the process determines whether the author
meets the criteria of the filter. If so, the process continues to block 840 to
perform further processing. If the author does not meet the filter criteria, the
content is filtered, at block 845.

[00106] Figure 9 is a flowchart of one embodiment of creating,
editing, and copy & pasting a user profile. The process starts at block 910.
In one embodiment, this process is available through a web interface. In
one embodiment this process is only available after the user has provided at
least a minimal level of authentication -- for example proof that the user is
not a robot.

[00107] At block 915, the process determines whether the user
wants to create a new profile. If so, the process continues to block 920. At
block 920, a new profile template is created and a unique identifier (in one
embodiment a universal resource indicator (URI)) is assigned to the new
user profile. At block 930, the user is prompted to fill in template data. The
template data, in one embodiment, may include multiple attributes, including
user defined attributes. In one embodiment, all attributes which have been
created by any user are available for the user creating the new profile. In
one embodiment a user may be required to fill in a minimum set and/or
number of attributes.

[00108] At block 940, the process determines whether the user
provided third party authentication (TPA) for any of the data. If so, the third
party authentication is added to the user profile at block 942. In one
embodiment, the third party authentication may be a certified datum, a
signature, or any other type of third party validation of data. The process
then continues to block 945. .

[001091 At block 945, the process enables the user to define
custom attributes. These attributes may be single attributes (i.e. favorite
car) or attribute groups (favorite foods, which may include sub-attributes
such as favorite sweet, favorite drink, favorite salad dressing, and further
sub-sub-attributes such as ingredient requirements, etc.). In one
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embodiment, the user may designate the newly created attribute as
"private." Such private attributes are not propagated/disclosed outside of
the user's profile.

[00110] ‘At block 950, the process determines whether the user
added new public attributes that did not exist in the system. If so, at block
952, in one embodiment the attributes are added to the list of possible
attribute names. In one embodiment a basis “acceptability” check is made
for new attributes. In one embodiment the system also attempts to verify
that the newly created attribute does not exist under another name. If either
of these problems occurs, in one embodiment, the user is notified. In one
embodiment an administrator is notified.

[00111] In another embodiment new custom attributes are
approved by antadministrator or authorized user prior to being made
available to others. In another embodiment, a certain number of users must
have created the same custom attribute prior to it being added to the
system. In one embodiment, subsequent users creating profiles have the
newly added attributes available to them. The process then continues to
block 955.

[00112]1 ° At block 955, the user is permitted to set preferences.
Preferences may include anomalous behavior and real-time alert monitoring,
display preferences, filtering/encryption/signature preferences, profile
access preferences, dynamic group definitions, and any other available
settings.

[00113] At block 960, a reliance score is calculated for the profile.
The reliance score, in one embodiment reflects the system's overall "trust” in
the user's profile data. For example, if the user profile simply includes a
name and an email address this may be considered fairly insecure. In
comparison, a profile that includes credit cards, passport data, and certified
identity data is considered to have a very high reliance score.

[00114] At block 965, the profile is stored, and the process ends, at
block 970. Note that at this point, the user profile becomes available in
accordance with the user-set profile access settings.
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[00115] If, at block 975 the process found that the user was not
trying to create a new profile, the process continues to block 975.

foo116] At block 975, the process determines whether the user is
trying to edit an existing pﬂroﬁle. If so, at block 980, the editing is enabled.
As noted above, in one embodiment this requires authentication with the
secure content service, to ensure that only the profile owner can edit the
profile. Editing may, in one embodiment, include adding, deleting, and
changing any of the attributes which exist in the secure content system, at
the current time. In one embodiment, if new attributes have been created
between the time wheﬁ the initial profile was generated and now, the user
editing the profile has access to all those new attributes.

[00117] The process then continues to block 945, to enable the
user to add further custom attributes.

[00118] If, at block 975, the process found that the user was not
attempting to edit a profile, the process continues to block 985. At block
985, the process determines whether the user is trying to copy&paste a
profile. The concept of "copy&paste” indicates that the user is attempting to
create a child profile which is designed to inherit at least a portion of the
data from a parent profile. This enables a user, for example, to maintain a
separate professional and personal identity, without requiring the user to
reenter and reconfirm all the data previously entered. If the user is not trying
to copy&paste, the process continues to block 970, and ends.

[00119] If the user is trying to copy&paste, the process continues to
block 987. At block 987, a new profile is created, with a new unique
identifier.

[00120] At block 990, the process enables the user to copy&paste
selected data from the original profile to the new profile. The user may
copy&paste all of the content, or a subset of the content. In one
embodiment, the user may select data to copy&paste by grouping (i.e. the
user may propagate all user-defined and static data.)

[00121] At block 995, in one embodiment, the process enables the
user to create pointers for items slaved to the parent profile. In one
embodiment, certain data may be simply linked to a parent profile's data,
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causing it to automatically update when the parent profile's data is updated.
For example, the home address is likely to change simultaneously for all
profiles associated with an individual. By enabling the pointér/slaving, the
system removes the onus on the user to keep each of a plurality of profiles
up to date.

[00122] The process then continues to block 945, to enable the
user to create additional custom attributes for this profile.

[00123]1 Figure 10 is a flowchart of one embodiment of utilizing a
user profile. The process starts at block 1010. At block 1010, a request for
access to the user profile is received. In one embodiment, the access
request uses a unique identifier, such as a universal resource indicator
(URI). This request may be by an individual attempting to view the profile. It
may also be by a reader or'authoring tool accessing the profile for
authentication or entittement/filtering purposes as described above.
Additionally, since the profile may be used for general identification, the
access may be for another purpose. For example, the access may be a
request to authorize a credit card purchase, where the credit card is
purportedly associated with the profile.

[00124] At block 1020, the process determines whether the
requester is authenticated. [f the requester is not authenticated, the system
grants access to the public profile, at block 1025. The access is logged, at
block 1027. The process then ends at block 1030. As noted above, the
user may define various portions of the user profile as accessible by the
public, various authorization levels, individuals, groups, etc. In one
embodiment, complete granularity is provided for the user.

[00125] If the requester is authenticated, the process continues to
block 1035. At block 1035, the process determines whether the user is the
requester (i.e. whether the user is attempting to access is or her own
profile). If so, the process, at block 1040, displays the full profile. At block
1045, the process determines whether the user has requested to see usage
data. If so, at block 1050, the usage data is displayed. In one embodiment,
usage data is fetched from a central log, as discussed above.
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[00126] Atblock 1055, editing of the profile is enabled. Thus, the
user can change the user defined data in the user profile, as well as the
settings associated with the user data. The settings may include encryption
settings for content creation, alerts, and real-time authorization settings.
The process then continues to block 1027, and the access is logged.

[00127] If, at block 1035, it was determined that the requester is not
the user, the process continues to block 1060. At block 1060, the access
level of the requester is determined. In one embodiment, this is controlled
by the owner of the user profile. In one embodiment, this may further be
controlled by a subscription level of the requester. Alternative control
mechanisms may be implemented.

[00128] At block 1065, the process determines whether the request
is anomalous. Anomalous requests are those that do not fit a normal
pattern. Like a credit card company, the system monitors for anomalous
behaviors. For example, an access request from a service provider that the
user does not seem to be affiliated with would be considered anomalous.
For example, if the user has historically been associated with a first cell
phone provider, and there is an access request of credit card data from a
different cell phone provider, it may be flagged as anomalous. In one
embodiment, anomalous behavior is determined based on the usage data
observed for the user.

[00129] If the request appears anomalous, at block 1070, the user
is alerted. In one embodiment, the access request is also denied. The
process then continues to block 1027, to log the access attempt. In one
embodiment, the user may authorize access in response to the alert. In one
embodiment, the user’s settings may include setting all accesses as
anomalous until authorized by the user. This enables the user to create a
white list.

[00130] If the request was not considered anomalous at block
1065, the process continues to block 1075. At block 1075, the process
determines whether the request requires real-time authorization. The user
may set certain types of access as requiring real-time authorization. For
example, a request for a credit card may trigger such a real-time
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authorization requirement. If the request requires real-time authorization,
the process continues to block 1080. At block 1080, the user is asked for
authorization. In one embodiment, the user's contact preference is used for
this contact. At block 1085, the process determines whether authorization is
received. If no authorization is received, the process continues to block
1027, to log the access attempt, without having granted access to the user's
profile. In one embodiment, the requester may be granted limited access,
without the authorization-required aspects, even if no authorization is
received.

[00131] If the request does not require authorization, the process at
block 1065 grants access to the user profile at the granularity level
associated with the access level of the requester. As noted above, in one
embodiment this is based on user preference settings within the profile itself.
At block 1027, the access to the user profile, and its outcome, are logged.
The process then ends at block 1030.

[00132] Figure 11 is an exemplary illustration of the categories of a
user profile. The static data 1110 includes the identity URL, which is
permanently associated with the profile, as well as date of birth. Dynamic
data 1120 may include user self-asserted data, such as name, address,
preferences, relationships, and third party vouched data (passport number,
student ID, etc.) Behavioral data 1130 is based on the user’s pattern of
online activity. This may include typical hours, sites visited, etc. Reputation
data 1140 may include statistic based data, such as age of account, online
usage, as well as opinion based data, which includes others' opinions about
the user. Transactional data 1150 includes events, such as user log-in, and
accesses to user's data. These categories together build up a consistent
picture of the user, and are useful for understanding how groups can be
defined. For example, a virtual dynamic group may set "online usage > 30
comments per month.” Thus, the virtual dynamic group criteria may include
characteristics from any and all of the categories.

[00133] Figure 12 is a diagram of one embodiment of a user profile,
illustrating in more detail some of the possible fields. The user profite is
defined by the user profile ID 1210. In one embodiment, the user profile ID
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is actually a unique identifier, or unique resource indicator (URI). Note that,
in one embodiment, the user profile is fully extensible. That is, the user may
define custom data fields. There is static and pseudo-static data, which may
include name 1220, date of birth 1225, address 1230, gender 1235, etc. In
one embodiment, some of this data may be third party validated (TPV). The
third party validation may include the identity of the validator, a BLOB
(Binary Large Object) which may include a certificate, a SAML token, or
another indication of the third party validation.

[00134] The profile may further include other user defined data.
User defined data may include pseudonyms 1045, credit card 1250s,
hobbies 1255, and extensible fields 1290. Extensible fields 1290 allow a
user to define new attributes and associated data. For example, a user may
wish to include in his or her profile that the user's native language is Greek.
The user can create a new profile attribute defined "native language" and
enter the data. In one embodiment, once the user has created the profile
attribute "native language," this profile attribute becomes available to other
users as a selectable attribute for filtering, setting entitlements, and editing
profiles. In one embodiment, the user may designate a newly created
attribute as "private.” Such private attributes are not.propagated/disclosed
outside of the secure content system. However, in one embodiment, the
user may still set access criteria to this attribute. In one embodiment, newly
created attributes become part of the system list of attributes only once a
critical mass of user profiles include the attribute. For example, in one
embodiment, once at least 0.1% of profiles or 100 profiles, include the newly
created attribute, it is included in the list of system attributes available to
users when they create a new profile.

[00135] In one embodiment, the profile may further include the
user's settings for anomalous activity alerts 1260. Anomalous activity alerts
1260 enable the user to set the "paranocia level” on alerts. Some users
prefer a white list (i.e. requiring approval from each requester prior to
granting access) while others prefer a blacklist (i.e. only éxcluding known
bad actors). The user may set the anomalous activity alerts 1260. In one
embodiment the system provides default settings that may be overridden by
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a user. Similarly, real-time alerts 1265 may be set by the user. In one
embodiment both types of alerts may be turned off. Access granularity
definition 1285 enables the user to set access levels for various requesters.

[00136] The profile further includes a link to the transactional data
1270 associated with the user. In one embodiment, this data is dynamically
retrieved from the events database, which logs each event within the secure
content service. Behavioral data 1275 and reputation data 1280 may also
be included. In one embodiment, behavioral data 1275 and reputation data
1280 may be third party validated.

[00137] The profile may fur@her include dynamic groups 1295. As
noted previously, users can define dynamic groups, and use the group
definition for restricting access to content published by the user. These
dynamic groups 1295 have a membership defined by the user. inone
embodiment, the user may import groups from various outside sources,
such as LDAP systems (Lightweight Directory Access Protocol), email
systems, etc. In one embodiment, the dynamic group definition may be
permanently slaved to an LDAP or similar system. That is, in one
embodiment, the membership definition in the dynamic groups 1295 in the
user’s profile may point to another data source.

[00138] The profile may further include content filters 1299.
Content filters 1299 define the filters applied to content prior to its
presentation to the user. This feature is described in more detail above with
respect to Figure 9.

[00139] As noted above, the profile described is fully extensible.
The attributes discussed here are merely exemplary.

[00140] Figure 13 illustrates an example of the continuum of identity
system characteristics. As discussed with respect to the user profile, the
user's data may be authenticated by a third party. But in addition to third
party authentication, there is a continuum of identity system characteristics.
There are three dimensions to this continuum, proofing 1310, profile 1330,
and authentication 1320. Proofing 1310 is the level of authentication
conducted on the user, e.g. a government security clearance check is
performed and security clearance status is given to the user. This can
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range from none 1o a high security clearance level. Profile 1330 illustrates
the amount of data contained in the profile. This can range from simply
having the profile ID (URI) to including passport number, social security
number, blood type, etc. Authentication 1320 focuses on the ongoing user
validation required to access their own user profile, or the secure content
system, or to perform single-sign-on to other websites. The authentication
may range from none, to simple password, smart cards, all the way to
multiple biometrics. As these factors all travel outward in three dimensions,
the level of surety regarding the accuracy of the data in the profile increases.
In one embodiment, as the profile 1330 and proofing 1310 grows, the level
of authentication 1320 should also grow, because the cost of unauthorized
access to the profile data becomes more expensive.

[00141] In one embodiment, a single value is assigned to the place
along the continuum where a particular user profile resides. This reliance
score indicates how much confidence the system has in the accuracy of the
profile information. The reliance score may, in one embodiment, be used as
a virtual dynamic group criterion for access to data. In one embodiment, the
reliance score may have multiple sub-values, for example for profile,
authentication, and proofing.

[00142] Figure 14 is a block diagram of one embodiment of a
computer system which may be used with the present invention. It will be
apparent to those of ordinary skill in the art, however that other alternative
systems of various system architectures may also be used.

[00143] The data processing system illustrated in Figure 14
includes a bus or other internal communication means 1415 for
communicating information, and a processor 1410 coupled to the bus 1415
for processing information. The system further comprises a random access
memory (RAM) or other volatile storage device 1450 (referred to as
memory), coupled to bus 1415 for storing information and instructions to be
executed by processor 1410. Main memory 1450 also may be used for
storing temporary variables or other intermediate information during
execution of instructions by processor 1410. The system also comprises a
read only memory (ROM) and/or static storage device 1420 coupled to bus
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1415 for storing static information and instructions for processor 1410, and a
data storage device 1425 such as a magnetic disk or optical disk and its
corresponding disk drive. Data storage device 1425 is coupled to bus 1415
for storing information and instructions.

[00144] The system may further be coupled to a display device
1470, such as a cathode ray tube (CRT) or a liquid crystal display (LCD)
coupled to bus 1415 through bus 1465 for displaying information to a
computer user. An alphanumeric input device 1475, including alphanumeric
and other keys, may also be coupled to bus 1415 through bus 1465 for
communicating information and command selections to processor 1410. An
additional user input device is cursor control device 1480, such as a mouse,
a trackball, stylus, or cursor direction keys coupled to bus 1415 through bus
1465 for communicating direction information and command selections to
processor 1410, and for controlling cursor movement on display device
1470.

[00145] Another device, which may optionally be coupled to
computer system 1400, is a communication device 1490 for accessing other
nodes of a distributed system via a network. The communication device
1490 may include any of a number of commercially available networking

- peripheral devices such as those used for coupling to an Ethernet, token

ring, Internet, or wide area network. The communication device 1490 may
further be a null-modem connection, or any other mechanism that provides
connectivity between the computer system 1400 and the outside world.
Note that any or all of the components of this system illustrated in Figure 14
and associated hardware may be used in various embodiments of the
present invention.

[00146] It will be appreciated by those of ordinary skill in the art that
any configuration of the system may be used for various purposes according
to the particular implementation. The control logic or software implementing
the present invention can be stored in main memory 1450, mass storage
device 1425, or !other storage medium locally or remotely accessible to
processor 1410.
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[00147] It will be apparent to those of ordinary skill in the art that the
system, method, and process described herein can be implemented as
software stored in main memory 1450 or read only memory 1420 and
executed by processor 1410. This control logic or software may also be
resident on an article of manufacture comprising a computer readable
medium having computer readable program code embodied therein and
being readable by the mass storage device 1425 and for causing the
processor 1410 to operate in accordance with the methods and teachings
herein.

[00148] The present invention may also be embodied in a handheld
or portable device containing a subset of the computer hardware
components described above. For example, the handheld device may be
configured to contain only the bus 1415, the processor 1410, and memory
1450 and/or 1425. The handheld device may also be configured to include a
set of buttons or input signaling components with which a user may select
from a set of available options. The handheld device may also be configured
to include an output apparatus such as a liquid crystal display (LCD) or
display element matrix for displaying information to a user of the handheld
device. Conventional methods may be used to implement such a handheld
device. The implementation of the present invention for such a device would
be apparent to one of ordinary skill in the art given the disclosure of the
present invention as provided herein.

[00149] The present invention may also be embodied in a special
purpose appliance including a subset of the computer hardware components
described above. For example, the appliance may include a processor
1410, a data storage device 1425, a bus 1415, and memory 1450, and only
rudimentary communications mechanisms, such as a small touch-screen
that permits the user to communicate in a basic manner with the device. In
general, the more special-purpose the device is, the fewer of the elements
need be present for the device to function. In some devices,

communications with the user may be through a touch-based screen, or
similar mechanism.
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[00150] it will be appreciated by those of ordinary skill in the art that
any configuration of the system may be used for various purposes according
to the particular implementation. The controf logic or software implementing
the present invention can be stored on any machine-readable medium
locally or remotely accessible to processor 1410. A machine-readable
medium includes any mechanism for storing or transmitting information in a
form readable by a machine (e.g. a computer). For example, a machine
readable medium includes read-only memory (ROM), random access
memory (RAM), magnetic disk storage media, optical storage media, flash
memory devices, electrical, optical, acoustical or other forms of propagated
signals (e.g. carrier waves, infrared signals, digital signals, etc.).

[00151] In the foregoing specification, the invention has been
described with reference to specific exemplary embodiments thereof. it will,
however, be evident that various modifications and changes may be made
thereto without departing from the broader spirit and scope of the invention
as set forth in the appended claims. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than a restrictive sense.
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CLAIMS
What is claimed is:

1. A secure content service available through a network, the
secure content service comprising:

a user profile store to store a plurality of user profiles including
attributes, the user profile used for authentication on the network;

a user profile log to log all accesses to a user profile, the user profile
log accessible to the user for review; and

monitoring and logging logic to monitor the user profile log for
anomalous activities.

2. The secure content service of claim 1, wherein the user profile
has a reliance score indicating a level of confidence in the profile
information.

3. The secure content service of claim 1, further comprising:
a profile creation mechanism enabling a user to create a new profile
in the system, the new profile identified by a unique identifier.

4. The secure content service of claim 3, wherein the unique
identifier is a universal resource indicator (URI) which provides access to the
profile.

5. The secure content service of claim 3, wherein the new profile
is based on a template including a plurality of attributes which may be filled

out by the user.

6. The secure content service of claim 5, wherein at least one of
the plurality of attributes is extendible.

7. The secure content service of claim 5, further comprising
user-defined attributes which may be added to the new user profile.

-36-~



WO 2007/120549 PCT/US2007/008382

8. The secure content service of claim 5, further comprising third
party authentication associated with one or more attributes.

9. The secure content service of claim 5, further comprising
custom attributes which may be added by the user.

10. The secure cantent service of claim 9, wherein the custom
attributes are propagated to the template.

11.  The secure content service of claim 10, wherein the custom
attributes are propagated to the template when the custom attributes are
acceptable, adopted by a sufficient group, and/or approved by an authorized
administrator.

12.  The secure content service of claim 1, further comprising:

a profile creation mechanism enabling a user to copy and paste an
existing profile to create a new profile with attributes copied from the existing
profile.

13.  The secure content service of claim 1, further comprising:
a monitoring and logging logic to log each access to the secure
content service, and to monitor the log, to provide security for the user

14.  The secure content service of claim 13, wherein the monitoring
and logging logic is for identifying anomalous access requests, wherein an
access request is logged for each encryption and decryption request, the
service further comprising:

an alert logic to notify the user of the anomalous request.
15.  The secure content service of claim 13, wherein the monitoring

and logging logic may be used to provide proof-of-reading receipts for
encrypted content.
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16.  The secure content service of claim 13, wherein the monitoring
and logging logic is further for identifying access requests to the user profile
that require real-time authorization from the user, and further:

an alert logic to request real-time authorization from the user, and
provide access to the user profile only when authorization is received.

17. A secure content service available through a network
comprising:

a user profile stored in a user profile store;

a profile access controller to enforce access rights to the user profile,
wherein the user profile is used to provide access rights to other content.
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