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METHOD AND SYSTEM FOR DENTIFYING A 
USER 

BACKGROUND OF THE INVENTION 

0001. The present invention relates to a method and 
System for determining the identity of a System user. More 
Specifically, the present invention pertains to a method and 
System for deriving the identity of a Subscriber of a com 
munications System for use in providing Services to the 
Subscriber. 

0002 The communications industry currently provides 
consumers with a wide array of new and/or enhanced 
communications technologies. The Global System for 
Mobile Communications (GSM), for instance, provides tra 
ditional circuit-Switched communication to its Subscribers. 
Circuit-Switched Systems allocate a fixed resource to a 
Subscriber when making a call. The resource remains allo 
cated even during idle periods in which the Subscriber is 
transmitting no data. In contrast, the more recently devel 
oped General Packet Radio Service (GPRS) system provides 
packet-Switched communication to its Subscribers. Packet 
based Systems utilize communication resources only when 
information is being transmitted over the network. Further 
background details on GSM-compatible technology can be 
found in Lawrence Harte et al., GSM Superphones, 
McGraw-Hill, 1999. Further background details on the 
GPRS standard may be found in Christian Bettstetter et al., 
“GSM Phase 2+ General Packet Radio Service GPRS: 
Architecture, Protocols, and Air Interface.” IEEE Commu 
nications Surveys, <<http://www.comSoc.org/pubs/sur 
veys>>, Third Quarter 1999, Vol. 2, No. 2. 
0003) In addition, the Internet (which uses packet data 
protocol) and other data communication networks (e.g., 
Intranets) now provide a wide variety of Services to con 
Sumers. Most consumers continue to interface with the 
Internet using personal computers. More specifically, a user 
typically interfaces with these networks by dialing a modem 
pool to connect to a Server. From there, the user has acceSS 
to both local and global data networks. Browsers, Such as 
Microsoft ExplorerTM and Netscape NavigatorTM, allow the 
user to navigate on the Internet and Switch between Internet 
pages or addresses. 
0004 Some efforts have been made in recent years to 
provide means for interfacing between different communi 
cation technologies and/or Services. However, different 
communication Services have generally evolved along inde 
pendent paths, without giving adequate consideration to 
compatibility issues. It has therefore often proven challeng 
ing to provide an effective interface between these Systems 
or to share information between these Systems. For instance, 
Service providers and communications operators are typi 
cally hesitant to release information concerning their Sub 
Scribers’ identities to other, non-affiliated, Service providers. 
0005 For example, a GSM telephone forwards a GSM 
internal identification number to the communication System 
when it makes a call. This number is referred to as the 
Internal Mobile Subscriber Identity (IMSI) number. The 
communications System associates this number with the 
subscriber's public telephone number. This public number is 
formally referred to as the Mobile Subscriber Integrated 
Service Digital Network number (MSISDN). This protocol 
has a number of drawbacks. For instance, other Service 
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providers do not have access to the mappings between the 
Secret and public identification numbers. This makes it 
difficult for these other service providers to provide supple 
mental Services to the Subscribers during the use of their 
communication devices. 

0006. One solution to the above problem would be to 
Simply disclose the mappings of public and Secret identities 
to all interested parties. However, in today's information 
age, many Subscribers and operators are reluctant to divulge 
personal information over the Internet (and other public 
networks). There remains a general concern regarding inva 
Sion of privacy issues, and Specific concerns regarding credit 
fraud and related issues. Accordingly, the above-identified 
Solution may not be fully Satisfactory. 
0007. There is therefore a need to provide more effective 
techniques for interfacing between different communication 
technologies, and in particular for conveying Subscriber 
identity information between different communication tech 
nologies. 

SUMMARY OF THE INVENTION 

0008. The technique disclosed herein addresses the 
above-identified problems. In accordance with one embodi 
ment of the technique, a data Server derives information 
regarding the identities of users placing calls in a circuit 
Switched communications network. It performs this task by 
initially establishing at least one known and trusted identity 
“seed.” This trusted identity is stored in a “known list.” The 
data server then uses the trusted identity Seed, in conjunction 
with information regarding calls placed in the circuit 
Switched communication network, to derive additional user 
identities. The data server stores the derived identities in the 
known list. The derived user identities also serve as new 
“seeds” for uncovering additional user identities. In this 
fashion, the data Server may quickly Supply the identities of 
unknown users without having access to the internal data 
bases maintained by the circuit Switched communication 
System. 

0009. In one particular embodiment, the identities are 
defined by a pairing of Secret and public identities used by 
the circuit-Switched communications network to identify its 
subscribers (e.g., IMSI and MSISDN identification num 
bers, respectively). 
0010 Further, a user device may encrypt its secret iden 
tification number before transmitting it to the data Server to 
maintain the Secrecy of this information. 
0011 Further, the data server can additionally verify that 
the user identities stored in the known list remain valid. The 
data Server can be configured to invalidate or correct inac 
curate entries. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. The present invention can be understood more 
completely by reading the following Detailed Description of 
exemplary embodiments, in conjunction with the accompa 
nying drawings, in which: 
0013 FIG. 1 shows an exemplary system for implement 
ing the techniques described herein; 
0014 FIG. 2 shows an exemplary server for use in the 
system of FIG. 1; 
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0015 FIGS. 3-5 show different types of terminals that 
can interact with the system of FIG. 1; 
0016 FIG. 6 shows a procedure for requesting and 
displaying data objects, 
0017 FIG. 7 shows a procedure for servicing a request 
for data objects at a data Server; 
0.018 FIG. 8 shows a procedure for requesting and 
displaying data objects in an A-class user device; 
0.019 FIG. 9 shows a procedure for requesting and 
displaying data objects in a B-class user device; 
0020 FIG. 10 shows a procedure for requesting and 
displaying data objects with respect to a called (B-party) 
user device; 
0021 FIG. 11 shows an exemplary technique for uncov 
ering identity pairings based on one or more known “seed' 
pairings; 

0022 FIG. 12 graphically shows (in tree-type format) the 
derivation of multiple identity pairings from an initial 
known “seed” pairing using the technique of FIG. 1; 
0023 FIG. 13 shows an exemplary technique using 
encryption for uncovering identity pairings based on one or 
more known “seed pairings”; 
0024 FIG. 14 graphically shows (in tree-type format) the 
derivation of multiple identity pairings from an initial 
known “seed” pairing, particularly illustrating the effects of 
the erroneous mapping of identities, 
0.025 FIG. 15 shows an exemplary technique for uncov 
ering identity pairings based on one or more known “seed' 
pairings, including updating of erroneous identity mappings, 
and 

0026 FIG.16 graphically shows (in tree-type format) the 
derivation of multiple identity pairings from an initial 
known “Seed' pairing, particularly illustrating the correction 
of erroneous identity mappings using the technique of FIG. 
15. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0027 1. System Architecture 
0028. The identity mapping technique is described with 
reference to specific types of communication Systems, stan 
dards and protocols to facilitate explanation. However, the 
technique can be implemented using other types of Systems, 
including various types of circuit and packet-Switched SyS 
tems. The technique likewise can be implemented with 
reference to any type of fixed or mobile terminals using any 
type of access technology, Such as Time Division Multiple 
Access (TDMA), Code Division Multiple Access (CDMA), 
Frequency Division Multiple Access (FDMA), Orthogonal 
Frequency Division Multiple Access (OFDMA), Time Divi 
sion Duplex (TDD), Frequency Division Duplex (FDD), 
etc., or any combinations thereof. 
0029 FIG. 1 illustrates an overview of a system 10 that 
can implement the technique. The System 10 combines 
multiple different network infrastructures 110 for providing 
communication resources to a user device 100. More spe 
cifically, the system 10 includes a circuit-switched (CS) 
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network and a packet-switched (PS) network. The circuit 
Switched part of the network may be implemented according 
to the GSM standard. It includes a Mobile Switching Center 
(MSC) 118 and a Base Station Subsystem (BSS) 112, which 
are well known to those skilled in the art. The circuit 
Switched part of the communication network interfaces with 
the Public Switched Communication Network (PSTN) 140. 
The PSTN can provide connection between a user device 
100 and user device 150. 

0030 The packet-switched part of the network may be 
implemented using the GPRS standard. It include a Serving 
GPRS Support Node (SGSN) 114 and a Gateway GPRS 
Support Node (GGSN) 116. The BSS 112 also provides 
communication resources to the packet-Switched part of the 
system. Namely, the BSS 112 provides both packet-switched 
communication resources (denoted by communication 162) 
and circuit-switched communication resources (denoted by 
communication 161). As shown, the packet-Switched and 
circuit-Switched parts of the network may also be intercon 
nected by way of an interface between the MSC 118 and the 
SGSN 114. 

0031. The packet-switched part of the network interfaces 
with a data network 120. The data network can comprise any 
type of data network having limited or global access, Such 
as an Intranet, the Internet, Local Area Network (LAN), etc. 
Also, the data network 120 typically includes one or more 
routers (not illustrated) and data bridges to interconnect 
nodes in the network and to enable the nodes to communi 
cate with each other. The data network provides connection 
between the user terminal 100 and one or more data server 
objects 130. 
0032. Accordingly, a party using user device 100 
(referred to as the A-party) may obtain a complete logical 
connection 171 to a user using user device 150 (referred to 
as the B-party). This channel is formed by the BSS circuit 
Switched resources 161 of BSS 112, MSC node 118, and 
PSTN 140. For example, this channel can be used to conduct 
real-time voice communication between user device 100 and 
user device 150. Similarly, a party using user device 100 
may obtain a complete logical connection 172 to data Server 
130 connected to the data network 120. This channel is 
formed by the BSS packet-switched resources 162 of BSS 
112, the SGSN 114, GGSN 116 node, and data network 120. 
This channel can be used to transmit data between the user 
device 100 and the data server 130. 

0033. In a variation of the present invention, the user 
device 100 does not support the use of a packet-switched 
communication channel. In this alternative embodiment (not 
shown), data objects from the server 130 (or some other 
network equipment) can be retrieved by other means, Such 
as a Short Message Service (SMS) or a temporary CS 
communication channel. 

0034. In another variation, a packet-switched communi 
cation channel having a particular QoS is used for conveying 
speech within the communication system 10, and the PSTN 
140 and the data network 120 are interconnected by some 
alternative known means (not shown in FIG. 1). 
0035 Having described the overall architecture of the 
System 10, further description of its Structural components 
follows. Well known structure and protocol is not discussed 
So as to facilitate explanation. 
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0036) The SGSN 114 typically includes functionality for 
the delivery of data packets from and to the user devices 
within its Service area. It also performs packet routing and 
transfer, authentication and charging operations, mobility 
management, and logical link management. 

0037. The GGSN 116 acts as an interface between the 
GPRS system and external packet data networks. More 
specifically, this node converts the GPRS packets sent from 
the SGSN into the packet data protocol (PDP) format 
appropriate for the external network (e.g., Internet Protocol 
or X.25). It also transmits the converted packets to the 
packet data network. This node also converts PDP addresses 
of incoming data packets into the GSM address of destina 
tion user devices. 

0.038. The data network 120 provides access to one or 
more data object servers 130 (only one is shown to simplify 
the discussion). FIG. 2 identifies features of the data server 
130. It includes at least one CPU 210 connected to at least 
one memory device 220, a cache memory 250, at least one 
database 240, and at least one communication interface 230. 
Memory devices 220 and databases 240 can be non-volatile. 
The interface 230 enables the CPU 210 to send and receive 
data to/from the data network 120. The cache memory 250 
allows Storage of frequently used data objects So that the 
CPU 210 may obtain them in an efficient manner. The 
database 240 contains the actual data objects that can be 
requested by the user device 100 via the communication 
infrastructure 110 and the data network 120. The data object 
server 120 may also comprise a number of programs 260. 
The programs 260 can include a filter 270 allowing the data 
objects to be optimized according to the rendering capabili 
ties of the user device 100. The programs 260 may also 
include an encryption/decryption engine 280 allowing data 
object requests to be decrypted and data objects to be 
encrypted. 

0.039 According to a variation, various modules of the 
data Server can be implemented as Separate computers. The 
computerS may be located together in one facility or located 
remotely from each other. 
0040. The database 240, including the known list 242, 
can comprise any type of Storage media. For instance, it can 
comprise a hard-drive, RAM memory, magnetic media (e.g., 
discs, tape), optical media, printed media (e.g., lists), etc. 
The database 240 can be formed using any type of organi 
Zation, Such as relational, object-oriented, etc. The database 
240 can be separated into two or more databases in a 
distributed fashion. Further, the database (or databases) 240 
may contain redundant data. Any node can access the 
database (or databases) 240, including internal nodes (e.g., 
nodes internal to the data server System) or external nodes 
(e.g., nodes external to the data server System). The list 242 
may be Stored in the same physical Storage media as the data 
objects (e.g., the phonepages), or in a separate database. 
Thus, the database 240 is intended to very generally repre 
Sent any type of means of retaining data objects and Sub 
Scriber identification information. 

0041 According to one aspect of the technique, the data 
objects Stored in database 240 include graphical information 
objects associated with telephone numbers. These pages are 
alternatively referred to as "phonepages.” That is, for 
instance, Selected phonepages might correspond to the tele 
phone numbers of the Subscribers of user device 100 and 
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user device 150. The telephone number associated with user 
device 100 is referred to as an A-number pertaining to an 
A-party. The telephone number associated with user device 
150 is referred to as a B-number pertaining to a B-party. 
0042. The system can be configured in such a manner that 
the A-party, upon dialing the B-number, connects to a data 
object server 130 (by way of the packet-switched commu 
nication channel) and receives a data object, e.g., a "phonep 
age' Stored in a memory position in the data object Server, 
with a memory address corresponding to the B-number 
dialed. The phonepage may, for example, comprise infor 
mation about the B-party, Such as phone number, address 
and other information. Alternatively, the phonepage may 
Simply provide an immediate access to an internal or exter 
nal data network as maintained by the B-party Subscriber. 
After having received the B-party phonepage, the System 
can execute one or more procedures. For instance, if the 
B-number is addressing a POT (Plain Old Telephone) 150, 
a circuit-Switched Voice connection can be set up. If the 
B-number is addressing another device, other events may 
occur. The procedures performed may also depend on the 
type of A-party device 100 being used. 
0043. The database 240 also stores a list 242 of known 
asSociations between Secret and public identification num 
bers of the communications System Subscribers. That is, if 
the data server 130 successfully determines the association 
(or mapping) between a Secret and public identification 
number for a Subscriber, it Stores this association in the list 
242. In the exemplary GSM environment, the secret iden 
tification number would correspond to the Internal Mobile 
Subscriber Identity (IMSI) number. This is an internal 
(non-public) number used for internal call routing, billing, 
etc. The public identification number corresponds to the 
Mobile Subscriber Integrated Service Digital Network 
(MSISDN) number. This number is generally the same as 
the number that a third party enters to reach a Subscriber. 
0044) The programs 260 also include an identity deriva 
tion module 272. This module 272 is used to derive the 
identities of communication System Subscribers on the basis 
of information stored in the known list 242 of the database 
240. Further details regarding this function are discussed in 
Section No. 3 below. 

004.5 FIGS. 3-5 show different types of user devices 100 
that can interface with the network infrastructure 110. For 
instance, the user device 100 shown in FIG. 3 comprises a 
mobile telephone or a PDA with mobile telephone capabili 
ties. The mobile telephone includes a central processing unit 
(hereafter CPU) 310 connected to at least one memory unit 
324, and at least one display 328. The CPU 310 may also be 
connected to a keyboard device 312 or other type of input 
device. The memory unit 325 may be non-volatile (e.g., 
EEPROM or SIM card) in order to retain stored information, 
should power be temporarily unavailable. The CPU 310 is 
further connected to a radio unit 326 that can convert 
incoming and out going data to RF modulated Signals in 
well-known fashion. The radio unit 326 also connects to an 
antenna 330 allowing the RF modulated signals to be 
received/transmitted from/to an RF compatible media (e.g., 
air). The radio unit 326 may also directly or indirectly be 
connected to an earphone 320 and a microphone 322 to 
enable voice communication. 

0046) The user device may further comprise a plurality of 
programs 314, such as a browser 316. The browser 316 
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presents at least one type of data object to a user for viewing. 
The programs 314 may also include an encryption/decryp 
tion engine 318 that encrypts data object requests and 
decrypts received data objects. The user device may option 
ally include cache memory (not shown) for storing and 
retrieving frequently used display objects, etc. 
0047 FIG. 4 illustrates another type of user device 100 
that can be used to interface with network infrastructure 110. 
The device shown there is a fixed (non-mobile) telephone 
with graphic capabilities. According to this Second variant, 
the user device includes the same basic components dis 
cussed above in connection with FIG. 3, including CPU 
410, keyboard 412, memory 424, earphone 420, microphone 
422, display 428, and programs 414. The programs include 
browser 416 and encryption/decryption engine 418. The 
user device 100 in FIG. 4 differs by replacing the radio unit 
326 with a media adapter 450, and by replacing the antenna 
330 with a hardwired connection 452. The media adapter 
450 converts incoming and outgoing Signals to and from a 
particular media Standard, including but not limited to 
ISDN, ADSL, HDSL, VDSL, various cable network-com 
patible formats, etc. 
0048 FIG. 5 shows yet another type of user device 100, 
500 that can interface with the communication infrastructure 
110. The user device 500 shown here comprises a mobile 
telephone 502 that may lack data object rendering capabili 
ties. The mobile telephone 502 interfaces with a Personal 
Digital Assistance Device (PDA) device 504 (or similar 
device) via a communication link 506. The communication 
link 506 may comprise, for example, an infrared, radio (e.g., 
Bluetooth"M) or wire communication arrangement. The 
PDA 504 includes functionality for displaying and manipu 
lating the data objects. 
0049 More specifically, the mobile telephone 502 in 
FIG. 5 generally includes many of the same basic compo 
nents discussed above in connection with FIG. 3, including 
CPU 510, keyboard 512, memory 524, earphone 520, micro 
phone 522, display 528, radio unit 536 and antenna 530. The 
mobile telephone 502, however,-may lack the programs 314 
shown in FIG. 3. 

0050. The PDA 504 shown in FIG.5 includes a CPU 570 
connected to at least one memory unit 572, and at least one 
display 582. The CPU 570 may also be connected to a 
keyboard device 574 or other known type of input device (to 
allow, for instance, a user to enter digits.) The memory unit 
572 may be non-volatile (e.g., EEPROM or SIM card) in 
order to retain Stored information, should power be tempo 
rarily unavailable. The PDA 504 further comprises a col 
lection of programs 576 including but not limited to a 
browser 578 that can present at least one type of data object 
to the user. The programs 576 also may include an encryp 
tion/decryption engine 580 allowing data object requests to 
be encrypted and data objects to be decrypted. 
0051 Returning to FIG. 1, the PSTN 140 provides access 
to another user device 150 over the fixed network. The user 
device 150 can also comprise any type of communication 
device, such as a “plain old telephone” (POT), facsimile or 
data modem devices, etc. The PSTN 140 can also interface 
(directly or indirectly) with a host of other types of devices 
or Systems, Such ISDN terminals and communication 
devices connected via a Digital Subscriber line (DSL). 
0.052 Also, the PSTN can interface with another wireless 
System (e.g., having at least one MSC connected to at least 
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one BSS) to provide wireless connection to a mobile tele 
phone or like device. In this case, user device 150 may 
comprise a mobile telephone having any of the features 
discussed above in connection with FIGS. 3-5, or Some other 
type of mobile device. 
0053 2. System Operation 

0054 Having described the exemplary architecture of the 
system 10, its operation will now be discussed. 
0055 FIG. 6 is a flow diagram of a procedure used by the 
user device 100 for communicating a phonepage to an 
A-party. The procedure Starts by an initiation from the 
A-party, (e.g., a user device 100 is switched on). Step 610 
indicates the occurrence of Some triggering event that causes 
the generation of a phonepage request. The trigger may be 
attributed to an automatic event (e.g., as when a call is 
terminated by the other party), or may be attributed to a 
manual event (e.g., as when the A-party dials a number, Such 
as the B-number). More specifically, the triggering event 
may be at least one of the following incidents: a) an outgoing 
call is (or is about to be) initiated.; b) an addressed B-party 
answers a call; c) an addressed B-party is busy; d) an 
addressed B-party does not answer; e) an addressed B-party 
rejects a call, f) an addressed B-party is unavailable (e.g., an 
addressed mobile phone is out of coverage); g) an incoming 
call is imminent or has just started; h) a conference call is or 
is about to be initiated; i) a call is disconnected; j) a call is 
conducted (under which several triggering events can be 
generated); k) a Subscriber is put on hold; l) a new cell in the 
PLMN has been selected; m) the location of a subscriber has 
changed; n) a new Public Land Mobile Network (PLMN) 
operator is selected; o) a new country of registration is made; 
p) a user device is about to be Switched off, q) a user device 
has been Switched on; r) a designated button on a user device 
is pressed; S) a talk spurt is received by a user device; t) a 
voice mail has been left to a subscriber; and u) an SMS has 
been Sent to a Subscriber. 

0056. The A-party initiates a request in step 630, possibly 
after encryption in Step 620, and Sends this request via a 
communication channel (e.g., a packet-Switched channel as 
illustrated in FIG. 1) to a data object server. The data object 
request may include at least one of the following parameters: 
a) a requested protocol to be used for transmission (e.g., 
WAP, WML, HDML, HTML, XML, etc.); b) an identifica 
tion of a data object Server (e.g., a server name or a plain IP 
address); c) a code denoting what kind of event triggered the 
data object request (e.g., outgoing call setup); d) the indi 
cated B-number associated with at least one B-party equip 
ment; e) an A-party identity and/or a Secret A-party identity 
(e.g., an A-number of a mobile Station), f) a network address 
of the A-party (e.g., IP address) used by the data object 
Server when returning a requested data object, g) a capability 
code indicating the displaying capabilities of the A-party 
(e.g., Screen resolution, audio, etc.); h) a code indicating an 
encryption Scheme or encryption key used; i) a code indi 
cating the country that the mobile Station is registered in 
(i.e., country code);j) a code identifying the current PLMN 
(V-PLMN) operator or the PLMN where the A-party has a 
subscription (H-PLMN) or both; k) a code indicating the 
vendor of the mobile station and the type of the mobile 
Station.; 1) a code indicating a unique equipment identity; 
and m) a validation code (e.g., a checksum) of the param 
eterS. 
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0057 The data object request in step 630 may be 
answered by the data object Server in an encrypted format. 
In this case, the user device 100 decrypts the object in 
decryption step 650 following the reception of the object at 
the user device 100 (in step 640). The user device 100 
renders the data objects in step 660 in accordance with the 
capabilities of the user device 100. 
0.058 Following step 660, a number of additional proce 
dures may be performed which depend on the capabilities of 
the A-party user device 100 and/or the type of equipment 
addressed by the B-number. For example, a call may be set 
up or a call may be disconnected. 
0059 FIG. 7 shows corresponding procedures performed 
in a data object server (such as data object server 130) in 
response to the procedures shown in FIG. 6. Namely, in step 
710 the data object server receives a request for a data 
object. The request typically includes (in exemplary 
embodiments) at least an indication specifying an A- or 
B-number and a Specification of what kind of action trig 
gered the request. If the request is encrypted, decryption will 
be performed in step 720 before interpreting the content. The 
address indication (e.g., A- or B-number) in the request 
received in step 710 will be mapped to a memory address in 
the data object Server, or to an address provided in another 
database maintained at Some other site. The address may 
Specify a data object, Such as a phonepage. The data Server 
retrieves the database in step 730. The request received in 
step 710 may also include an indication of a user device 
display capability; in this case, the data Server may adapt the 
retrieved data object to the requested format. Alternatively, 
the database may store the data objects in different formats. 
In this case, the data Server complies with the request by 
retrieving the data object having the correct format. Step 750 
encrypts the request if requested or necessary. The data 
server sends the encrypted data object in step 760. 
0060. The above-described general technique for access 
ing a data object associated with a specified address may be 
varied in a number of different ways, depending on, for 
example, the communication capabilities of the user devices. 
For example, one or more of the StepS described as being 
Sequentially performed can be performed concurrently. 
0061 User devices, such as mobile telephones, are cur 
rently capable of handling both packet-Switched and circuit 
Switched communication Simultaneously. These devices are 
generally referred to as “class A mobile telephones. Other 
mobile telephones have designs that allow packet-Switched 
and circuit-Switched communication in an alternative fash 
ion. That is, these phones can alternate between packet 
Switched and circuit-Switched communication, but cannot 
conduct both types of communication at the same time. 
These mobile telephones are referred to as “class B mobile 
Stations. 

0.062 FIG. 8 shows exemplary procedures used when a 
circuit-Switched connection is initiated from a class A user 
device. In step 810, the user initiates a call session by 
indicating a B-number of a B-party, e.g., by pressing a digit, 
a button or by activating a Voice recognition mechanism. 
The user device then Starts to Set up two different connec 
tions, a circuit-Switched connection for a voice communi 
cation channel in Step 820, and a packet-Switched commu 
nication channel for retrieval of a phonepage in Steps 
840-880. These procedures may be performed simulta 
neously in a class A user device. 
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0063 For the circuit-switched procedures, a voice con 
nection with a B-party is initiated in step 820. Further, the 
circuit-Switched communication System assigns a commu 
nication resource over which a telephone conversation can 
take place. The voice conversation ends (in step 830) in a 
conventional manner, for example by pressing a designated 
button on the mobile user device or hanging up a handheld 
part of a fixed network telephone. Ending the call also 
involves deallocation of relevant communication resources 
within the circuit-Switched part of the mobile communica 
tion network, as well as, e.g., any PSTN resources involved 
in the connection. 

0064. The packet-switched procedures basically follow 
the procedures described with reference to FIG. 6. Namely, 
the procedure involves Sending a data object request in Step 
850, optionally after encryption in step 840. The user device 
receives the data objects in step 860, decrypts the data 
objects in step 870 (if necessary), and displays the data 
objects in step 880. At this point, the packet-switched 
connection also ends. 

0065. As mentioned above, a class B type user device 
cannot simultaneously handle packet-Switched and circuit 
Switched communication. FIG. 9 shows a procedure for 
handling voice and data communication under these con 
straints. In step 920 the class B type user device indicates a 
B-number in the manner described above with reference to 
FIG.8. The procedure then advances to step 930, where the 
user device determines whether a phonepage is being 
requested or not. That is, a user may directly request the 
phonepage. Alternatively, the B-number that was dialed 
prompts Such a request. For instance, in an exemplary 
embodiment, double clicking on a designated SEND button 
indicates that the phone page is to be requested. If no phone 
page is requested, the procedure advances to StepS 970 and 
980 where the circuit-switched call is conducted and then 
terminated. 

0066. If a phonepage is requested, then the user device 
encrypts a data object request (in Step 940) and then sends 
the request (in step 950) over a packet-switched communi 
cation channel. If the packet Session is not interrupted (as 
determined in step 960) then the user terminal receives the 
data object (in step 962) and displays the data objects (in 
Step 964). And if data packet transmission is complete (as 
determined in step 968) then the procedure advances to steps 
970 and 980 where the circuit-switched communication is 
then conducted. 

0067. The downloading of the packet-switched data 
objects may be interrupted for various reasons. For example, 
a user may deliberately wish to terminate the download of 
the data object and proceed directly to the circuit-Switched 
communication. The download may also be automatically 
terminated if it is taking too long or there is an error in the 
transmission, or because of Some other reason. In any case, 
if the download is interrupted (as determined in step 960), 
the circuit-switched call is conducted in steps 970 and 980. 
0068. In alternative embodiments, the user device may 
download data objects when the user device is idle (e.g., not 
conducting a circuit-switched communication). Further, the 
user device may store the phonepages of commonly 
accessed numbers in its memory to obviate or reduce the 
need to access the data Server upon every telephone call. 
0069. So far, the retrieval of phonepages for display at an 
A-party user device has been addressed. A B-party may 
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Similarly display a phonepage related to a connection, pref 
erably a phonepage associated with the A-party number. 
FIG. 10 shows the procedures used in a B-party user device 
for retrieval of A-party phonepages. In the exemplary 
embodiment shown in FIG. 10, the user device is an A-class 
device (giving it the ability to simultaneously communicate 
over the circuit-switched network and the public Switched 
network). 
0070 The procedure starts when the B-party receives a 
call. In step 1010, the communication system allocates a 
communication channel for conducting the communication. 
In Step 1020, an indication of the call originating identity, 
i.e., the A-party identity, and preferably an A number, is 
revealed to the B-party. The B-party user device then sends 
a data object request (in step 1080) to a data object server 
after optionally encrypting the request (in step 1070). The 
request is, when received in the Server, treated in a manner 
Similar to that outlined above for the A-party user device. 
Namely, the B-party user device obtains the data object (in 
Step 1082), decrypts the data object if necessary (in Step 
1084) and displays the data object (in step 1086). 
0071) If the call is answered (as determined in step 1030), 
the Voice connection may follow the same procedures (steps 
1040 and 1050) as those described in relation to FIG. 8, for 
instance. If the call is not answered the Voice communication 
terminates. 

0.072 Further details regarding the architecture and 
operation of the system 10 shown in FIG. 1 can be obtained 
by review of the copending application Ser. No. 09/644,307 
(the 307 application), entitled “Method and Apparatus for 
Exchange of Information in a Communication Network.” 
and filed on Aug. 23, 2000, which is incorporated herein by 
reference in its entirety. The 307 application is based on 
provisional application No. 60/176,806, filed on Jan. 19, 
2000, which is also incorporated herein by reference in its 
entirety. 

0073. 3. Identification Procedures 
0.074 As described above, in the GSM standard, the user 
device includes a Subscriber Identification Module (SIM) 
that stores an Internal Mobile Subscriber Identity (IMSI) 
number. When the user device makes a call it forwards its 
IMSI number to the circuit-switched communications sys 
tem. The user device does not typically transmit its actual 
public telephone number. This public number is formally 
referred to as its Mobile Subscriber Integrated Service 
Digital Network number (MSISDN). The circuit-switched 
communication system can translate the IMSI number to the 
MSISDN number by reference to databases which provide 
mapping between these two identities. 
0075) The data server 130 may not be directly affiliated 
with the circuit-switched service and therefore may not have 
direct access to the mapping between the IMSI and 
MSISDN numbers. The following procedures allow the data 
Server 130 to gain Sufficient information regarding the 
identities of the Subscribers to provide Services to these users 
(e.g., to Supply data objects, Such as phonepages, to the 
users). 
0076 For example, FIG. 11 shows a first procedure for 
uncovering public MSISD numbers. In the following dis 
cussion, Secret identification numbers (such as internal GSM 
IMSI numbers) are denoted by “SI" (for secret identity). On 
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the other hand, public identification numbers (such as GSM 
MSISDN numbers) are referred to as “PI” (for public 
identity). It should be recognized, however, that reference to 
the GSM Subscriber identification scheme is illustrative. The 
disclosed technique finds application to other communica 
tions environments which use different identification num 
bers and/or protocols. Further, in the GSM context, the 
descriptive labels “secret” and “public' are used for conve 
nience of explanation and do not necessary imply complete 
Secrecy or public disclosure. In fact, the circuit-Switched 
operators may choose to divulge Secret identification num 
bers to the public, or the subscribers may opt to restrict the 
disclosure of public identification numbers from the public. 

0077. The procedure starts in step 1110, where the data 
Server establishes a “seed” pairing which maps a known 
secret identity SI to a known public identity PI. One simple 
way to establish a known identity is to have a circuit 
Switched System operator manually or automatically enter or 
forward the Seed pairing. Alternatively, the System may 
enable any subscriber to directly contact the data server 130 
(e.g., by dialing a special telephone number assigned to the 
data Server and retrieving a data object page Sponsored by 
the data server). At that time, the data server software will 
prompt the Subscriber to directly register the Seed pairing. 
More specifically, the data Server may automatically derive 
or extract a Subscriber's Secret identification number and 
then prompt the Subscriber to manually enter his or her 
public identification number (e.g., in an appropriate entry 
field of the page). The Secret identification number can be 
derived or extracted on the basis of information ordinarily 
transmitted in the course of Setting up a connection. (Such 
a procedure is useful, as a Subscriber may be unaware of his 
or her secret identification number.) Other procedures for 
registering a Seed pairing can be used. For instance, the data 
Server may execute a menu-based prerecorded dialogue with 
a Subscriber to collect necessary identification information. 
Whatever method is used, the data server then stores the 
Seed pairing in the database of the data Server, e.g., in the 
“known list”242 of database 240 (with reference to FIG. 2). 
0078 The data server then waits for a call event (in step 
1112). The call event may comprise any event discussed in 
Section No. 2 above. For example, a call event may be 
caused by the A-party (e.g., using device 100) dialing the 
phone number of the B-party (e.g., using device 150) to set 
up a call, which may prompt the System to generate a request 
to the data Server. 

0079. In step 1114 the data server receives the request 
that accompanies a call Set up, and the information contained 
therein. In one embodiment, the A-party user device may 
Specify its Secret identification number and the public iden 
tification number of the party it is calling. The data Server 
then determines whether this call information pertains to any 
entry in the “known list.” For example, for illustration 
purposes, Suppose that that the list contains the known 
pairing SI, PI corresponding to a first Subscriber. Further 
Suppose that this first Subscriber makes a telephone call to 
another party “n.” In this case, the data Server may receive 
the Secret identity of the known user (i.e., SI) and the public 
identity of the other terminal n (denoted by PI). 
0080 Step block 1116 then derives a new identity pair 
(e.g., SI, PI) from the gathered information. More specifi 
cally, in Step 1118, the data Server accesses the known list to 
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determine the public identity corresponding to the received 
known Secret identity. That is, in one example, the data 
server determines PI using SI (which was received from 
the user device which initiated the call) as an index. In Step 
1120, the data server obtains a ring response from the 
B-party. More specifically, in the course of Setting up a call, 
the circuit-Switched communication network pages the 
called party (i.e., the B-party) with a ring signal. The 
circuit-Switched communication network may also inform 
the called party of the public identity of the calling party 
(e.g., PI). 
0081. The “ring response” refers to the called party's 
response to the ring Signal. The ring response is forwarded 
to the data Server. It may contain the Secret identification 
number of the called user (i.e., SI) and the public identi 
fication number of the calling A-party Subscriber (i.e., PI). 
0082 In step 1122 the data server then associates the 
pubic identification number PI received in the ring response 
with the public identification number PI received from the 
database look-up (i.e., from step 11118). The gathered infor 
mation now permits the data Server to associate the Secret 
identification number and public identification number of 
the called party (i.e., SI, PI), and thus establish another 
known identity. In step 1124, the data server adds the new 
identity pair (i.e., SI, PI) to the known list 242. 
0.083. In step 1126, the system handles the call event, e.g., 
by conducting the call. The user devices may access and 
display data objects obtained from the data Server in the 
manner outlined section No. 2. However, the data server 
may lack sufficient information to identify many subscribers 
in initial stages of its operation (e.g., when the known list 
contains only a few entries). In this case, the data server may 
be unable to retrieve and forward requested data objects 
until it-acquires Sufficient knowledge of the Subscribers 
identities. The user would thus conduct his or her call 
without the Supplement of phonepages or with restricted 
functionality. 
0084. The procedure of FIG. 11 repeats by waiting for a 
Subsequent call event. The known list now contains two 
known entries, i.e., corresponding to the initial Seed Sub 
Scriber (i.e., SI, PI) and the party called in the previous call 
event (i.e., SI, PI). Both of these entries can be used to 
uncover the identities of additional users. That is, if the 
initial Seed Subscriber calls yet another user, then the Seed 
pairing (SI, PI) can be used to uncover the identity of that 
other user. The same is true of the user SI, PI. If this known 
Subscriber calls another perSon, then the uncovered pairing 
SI, PI can be used to uncover the identity of that other 
person. It will therefore be appreciated that there will be a 
rapid “explosion” in the discovery of identities because the 
entries in the known list Serve as Seeds for uncovering yet 
further identities, and the known Subscribers themselves 
Serve as agents for propagating information to the data 
SCWC. 

0085. In the above discussion of FIG. 11, a subscriber 
having a known identity places a call to a Subscriber having 
an unknown identity, thereby uncovering the unknown iden 
tity. The basic procedure of FIG. 11 also applies to the case 
where a Subscriber having an unknown identity places a call 
to a Subscriber having a known identity. In this case too, the 
unknown identity can be uncovered. 
0.086 More specifically, the Subscriber having the 
unknown identity (e.g., SI, PI) places a call to the Sub 
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Scriber having a known identity (e.g., PI, SI) over the 
circuit Switched communication System. The Subscriber hav 
ing the unknown identity may likewise forward a request to 
the data server. The data server detects this event (in Step 
1112) and then determines whether the event pertains to an 
entry in the known list (in step 1114). More specifically, the 
Subscriber having the unknown identity may forward its 
Secret identification number (e.g., SI) along with the public 
identification number of the party it is calling (e.g., PI). The 
data Server detects a previously stored pairing pertaining to 
PI; thus, decision step 1114 is answered in the affirmative 
(“Y”). 
0087. In step 1118 the data server accesses the known list 
and retrieves the pairing PI, SI, e.g., using the identifica 
tion number PI as an index (which was forwarded by the 
subscriber having an unknown identity). In step 1120 the 
data Server gets the ring response from the called party, in 
this case the subscriber having a known identity (PI, SI). 
The ring response may contain the Secret identification 
number of the called party (e.g., SI) and the public iden 
tification number of the calling party (e.g., PI). In Step 1122, 
the data server now has all the information it needs to derive 
the identity of the unknown Subscriber, namely the associa 
tion between SI and PI. This new identity is stored in the 
new list in step 1124. 

0088 FIG. 12 graphically shows how multiple identities 
can be derived from a Single Seed identity. In this case, the 
Seed identity pairing is designated by the letter “A.” It 
additionally contains the label “k” to designate that it 
represents a known, i.e., trusted, mapping between Secret 
and public identities. The Seed identity pairing is used to 
uncover the identity pairings for subscribers B and C (this 
may be because the Subscriber A placed telephone calls to 
subscribers B and C, or subscribers Band C placed a call to 
subscriber A). The B pailing is then used to derive the 
identity pairings of Subscribers D and E. The D pairing is 
used to derive the identity pairings for subscribers G, H and 
I, while the E identity pairing is used to derive the identity 
pairings of Subscribers J and K. The reader will appreciate 
that this pattern of derivation is exemplary. The pattern will 
differ if any of the identified subscribers make a different 
Selection of calls. In a best case (where no Subscriber calls 
the same party more than once), the data server can uncover 
more than 65,000 identity pairs when each subscriber makes 
only 16 calls. The data Server can uncover more than 
1,000,000 identity pairs when the Subscribers each make at 
least 20 calls. 

0089. In a multi-country context, the operator of the data 
Server may wish to provide a Small number of known Seed 
identity pairings in different countries. This is because the 
subscribers may be less likely to call subscribers from other 
countries, thus slowing the propagation of the known iden 
tity list. 

0090. In the FIG. 11 procedure, the user devices for 
warded their Secret identities (e.g., SI) to the data server. 
However, Some Subscribers may be reluctant to release any 
secret information over the Internet (or other public or 
private network). Thus, as an alternative to the procedure of 
FIG. 11, a user device n may first encrypt its secret identity 
to provide a fingerprint identity, denoted, FI. The user 
device then forwards its fingerprint identity FI, instead of 
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the unencrypted Secret identity SI. Any one of a variety of 
encryption techniques can be used to accomplish this pur 
pose, Such as DES. 
0091 FIG. 13 shows a procedure which has the same 
principal steps as FIG. 11, but uses the fingerprint identifi 
cation number FI instead of the Secret identification num 
ber. That is, in step 1310 the data server establishes one or 
more seed pairings of identities (e.g., FI, PI). The data 
server then awaits for a call event in step 1312. If the call 
event involves a known Subscriber (as determined in Step 
1314), then the data server executes the procedure 1316 for 
uncovering an additional known identity. This procedure 
1316 follows the same steps identified with reference to 
FIG. 11. Namely, the data server obtains PI from the 
database using the known fingerprint identity FI as an index 
(in step 1318). In step 1320, the-data server receives the ring 
response from the called party (i.e., B-party), containing the 
fingerprint identity of the called party (i.e., FI) and the 
public identification number of the calling party (i.e., PI). In 
Step 1322, the data Server uses the gathered information to 
establish a known pairing between FI, and PI. In step 1324, 
the data Server Stores the new known pairing in the known 
list of the database. 

0092. Further, the procedure shown in FIG. 13 can also 
be used when a Subscriber having an unknown identity 
places a call to a Subscriber having a known identity, thereby 
uncovering the unknown identity. The basic Steps in this 
procedure were outlined above in connection with FIG. 11. 
0093. The known list 242 may contain inaccurate entries. 
For instance, the operator of the Switched communication 
System may change a numbering plan in a region (e.g., to 
allow more Subscribers). In this case, a Secret identity may 
remain valid, but it is now associated with another public 
identity within the circuit-Switched communication System. 
This invalidates the entry in the known list of the data server, 
which contains the previous mapping between the Secret and 
public identities. Moreover, the data Server may uninten 
tionally use incorrect entries to derive additional known 
identities. This may propagate the errors in the known list. 
FIG. 14 illustrates this concept. In this exemplary case, the 
circuit-Switched System may have eXecuted a renumbering 
plan which invalidated the derived identity pairing for 
subscriber C. This is graphically indicated by the symbol 
“w” associated with Subscriber C, designating that the list 
contains the “wrong” pairing. Further, the data Server may 
have Subsequently used the incorrect pairing for Subscriber 
C to derive the identity pairings for Subscribers F, L and M. 
The pairings for subscribers F, L and M may therefore also 
be wrong, as they may incorporate the incorrect mapping 
used in Subscriber C's pairing. 
0094 Similar problems are encountered when a sub 
Scriber is issued a new SIM card containing a new Secret 
identity. In this case, the public identity of the subscriber 
remains the Same, but the Secret identity may have changed. 
This invalidates the identity pairing in the known list of the 
data server (which is based on a previous association of 
Secret and public identity pairings). 
0.095 FIG. 15 presents an exemplary technique for 
reducing the deleterious impact of the above-described 
problems. The procedure starts in the same manner as FIGS. 
11 and 13, e.g., by establishing seed identities (step 1510), 
determining if a call event has occurred (in step 1520), 
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determining whether the call event pertains to an entry in the 
known list (step 1522), and if So, finding a new identity 
pairing based on the known pairings in the list (Step 1524). 
Step 1524 may specifically include the Substeps identified in 
FIG. 11 or 13 (that is, for example, steps 1118-1122 in FIG. 
11 or steps 1318-1322 in FIG. 13). Thus, as with the FIG. 
11 procedure, the procedure in FIG. 15 can uncover the 
pairing SI, PI (or FI, PI) based on the initial Seed pairing 
of SI, PI(or FI, PI). 
0096. In the procedure of FIG. 15, however, the derived 
identity (SI, PI, or FI, PI) may not be completely 
unknown, but may, in fact, have been previously derived. 
Thus, the database may already Store an identity pairing (i.e., 
SI, PI or FI, PI, that was derived in a previous iteration 
of the procedure. For example, another known A-party (from 
the known list) may have previously placed a call to the 
currently contacted B-party, and the data Server may have 
previously derived the identity pairing (SI, PI or FI, PI) 
of the B-party based on that previous known A-party. 
0097 Accordingly, in step 1526, the data server deter 
mines whether the newly uncovered identity pairing con 
flicts with a previously Stored identity pairing. This may be 
the case where the previously Stored identity pairing is now 
inaccurate, whereas the currently derived identity pairing is 
accurate. 

0098. The data server assigns confidence levels to the old 
and new identity pairings to assess their relative accuracy. 
The data Server can use a variety of parameters to define a 
confidence level. 

0099 For instance, one confidence parameter pertains to 
the “distance” from a trusted identity pairing to the identity 
pairing in question. The “distance' corresponds to the num 
ber of derivations that were made, Starting with a trusted 
identity pairing, to derive the final identity pairing in ques 
tion. For instance, an identity pairing which was determined 
in a long chain of derivations Starting from a trusted identity 
pairing may have a lower confidence level than an identity 
pairing that was directly determined from a trusted identity 
pairing (e.g., without an intervening chain of derivations). 
0100 Other indicia of confidence may be used instead of 
the distance measure, or as a Supplement to the distance 
measure. For instance, another possible confidence param 
eter pertains to the “age' of the pairing, indicating the length 
of time since it was first uncovered. That is, the data Server 
may be configured to give priority to more recent pairings 
based on the assumption that “old” pairings are more likely 
to be inaccurate than “new” pairings (having had more time 
to be corrupted by Subsequent events). Other confidence 
parameters may attach Significance to the characteristics of 
the subscriber (or subscribers) used to derive the new 
identity (under the assumption that some “seed” Subscribers 
may be more reliable than others). Other confidence param 
eters may reflect errors or failures experienced in the past 
when using a pairing in the known list. 
0101 The choice of parameters may depend on the 
communications environment of a specific application. 
Whatever parameters are used, the database may be config 
ured to Store the parameters along with their associated 
pairings So that they can be accessed and evaluated when 
performing the procedure defined by FIG. 15. 
0102) Step 1528 compares the confidence level of the 
current identity pairing with the confidence level of the 
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previously derived identity pairing. Step 1530 determines 
whether the new identity pairing is Superior to the previous 
identity pairing based on their respective confidence levels. 
If So, the data Server replaces the previous identity pairing 
with the new identity pairing (in step 1532). If the new 
identity pairing does not have a higher confidence level, the 
data server maintains the previous pairing in the database (in 
step 1536). The procedure terminates by the handling of the 
call in step 1534. 
0103 FIG. 16 graphically shows how the procedure of 
FIG. 15 can be used to modify the identity pairings in the 
database. As in the FIG. 14 depiction, the identity pairing 
for Subscriber C has become inaccurate, thus infecting the 
identity pairings of Subscribers F, L and M, which are 
derived from the identity pairing for subscriber C. In this 
Situation, presume that another 15 may also treat the A-party 
as a potential inferior party, which must then itself Submit to 
a change in identity. This algorithm thus has the potential of 
quickly affecting corrective action in the known list.Other 
mechanisms for correcting identity pairings are possible. For 
instance, the database may maintain a record which traces 
the chain of identity pairing derivations. That is, the database 
may maintain information describing the links shown FIG. 
16. Upon discovery of an inaccurate identity pairing, the 
data Server could then invalidate all identity pairings that 
were derived based on this inaccurate identity pairing. If 
Sufficient information is available, the data Server may also 
attempt to correct erroneously derived identity pairings. 
0104. The above described techniques offer a number of 
benefits. For instance, the techniques allow a data server to 
uncover Sufficient information regarding the identities of 
circuit-Switched communication System Subscribers to pro 
vide these Subscribers with various services. Moreover, the 
data server performs this task without having to “break into” 
(i.e., directly access) the internal data records maintained by 
the circuit-Switched communication network. 

0105. Further, the technique of encrypting the user's 
Secret identity prior to transmission to the data Server helps 
to protect the privacy of the user. 
0106 The method and system described above can be 
modified in various ways. For instance, the Seed pairing can 
be established in an automatic manner (without requiring 
that the Subscriber manually specify his or her identification 
numbers). For instance, in an alternative embodiment, the 
data Server may log call event information in its database. 
Namely, for instance, when an A-party places a call, the data 
Server may record its Secret identification number and the 
public identification number of the B-party it is calling. 
Also, when a B-party receives a call and forwards a response 
to the data Server, the data Server may record its Secret 
identification number and the public identification number 
of the calling A-party. Further, the data Server may be 
configured to Store a timestamp which indicates when each 
of the events occurred. 

0107. In the above-described variation, the data server 
may establish the association between a particular Secret 
identification number SI and public identification number 
(PI) for a subscriber “X” by statistical inference based on 
the entries in the database. More specifically, presume that 
there were plural call events (i.e., n call events) pertaining to 
Subscriber “X” (e.g., constituting calls placed by Subscriber 
X” or calls placed to subscriber “X”). For each of these 
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events, the data Server should have logged the Secret iden 
tification number and the public identification number for 
subscriber “X” within a time period T. The time period T may 
empirically reflect an interval of time which typically (e.g., 
on average) separates the logging of a Secret identification 
number from the logging of a public identification number. 
The association between SI and PI can therefore be derived 
by examining the entries in the database for each of the call 
events within the prescribed time period T. That is, the data 
Server may examine the events that occurred within +T of 
the secret identification number SI and within -T of the 
Secret identification number SI. 
0108. The association between SI and PI can be com 
puted by counting the number of times that SI is paired with 
PI for the nevents. If there is a true association between SI. 
and PI, then the database should indicate Several (e.g., n) 
pairings for the nevents. (Of course, if a pairing between SI. 
and Some other public identification number is more preva 
lent, then this pairing may indicate the true association.) This 
asSociation may also be computed using more advanced 
correlation techniques, Such as least Squares, etc. The entries 
in the database may also be weighted depending on their 
proximity to an expected Separation between Secret and 
public identification numbers. That is, the data Server may 
decrease the relevancy of pairings that are located relatively 
far apart from each other (but still within the interval T). 
Whatever association/correlation technique is used, the con 
fidence level of this inferred identity pairing will obviously 
increase if the number of events in that the data server 
examines is increased. 

0109 The above-described inference calculations can 
also be used to provide yet another confidence parameter for 
use in the procedure of FIG. 15. Namely, the data server can 
examine a plurality of call events pertaining to a Subscriber 
to assess the accuracy of its identity pairing. The above 
described inference calculations can also be used to auto 
matically correct identity pairings that are assessed to be 
inaccurate. These corrections can be performed at any time 
(e.g., not necessarily during the call event), because they 
draw from the stored call event data. 

0110. In yet another alternative embodiment, the above 
described inference calculation can be used to derive mul 
tiple unknown identities (that is, additional unknown iden 
tifies beyond the initial seed identity). For instance, all of the 
identities can be derived by inference. The desirability of 
this solution may diminish as the number of Subscribers in 
the System increases. 
0111. In the above-described encryption technique (e.g., 
with reference to FIG. 13), the data server stores the 
encrypted Secret identification number (i.e., FI) in the 
known list without decrypting it. In this way, the data Sever 
cannot uncover the Secret identification number of a Sub 
Scribers. In an alternative technique, the data Server can 
decrypt the encrypted Secret identification number and Store 
the decrypted identification number (i.e., SI) in the known 
list (that is, providing that the data server is authorized to 
obtain and use the encryption key). In this way, the circuit 
Switched System can at least limit the disclosure of Secret 
identification numbers to authorized data Servers. 

0112 Further, additional measures can be taken to protect 
the Security of transmission within the System. For instance, 
the user device may include Security logic for adding 
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Security data to the encrypted Secret identification number. 
The Security data changes for each transmission Session 
(e.g., each call). The data server also includes Security logic 
that Separately computes the Security data. In operation, the 
data Server's Security logic Strips the received Security data 
from the encrypted Secret identification number and com 
pares it to its separately-computed Security data. If the 
Separately-computed Security data is the same as the 
received Security data, then the data Server may process the 
call in its typical manner (e.g., by accessing and download 
ing a data object and/or by determining the identity of a 
Subscriber). If the separately-computed Security data differs 
from the received Security data, then there has been a 
potential Security violation. In this case, the data Server may 
terminate the connection or take Some other appropriate 
Security-related action. This technique therefore Serves to 
authenticate the identity of a user device. For instance, it 
provides a way of detecting whether an unauthorized party 
is wrongfully using an encryption key of a user device, and 
thus attempting to imperSonate the user device. The use of 
the Security data also provides a technique for preventing an 
unauthorized party from tracking the transactions (e.g., 
calls) made by a Subscriber (because it is not easy for the 
unauthorized user to uncover the Security data which 
changes for each transaction). 
0113. In one specific example of the above-described 
technique, the user device uses a Sequential counter in each 
communication Session (e.g., each call) to generate a count 
value, which constitutes the Security data. The data Server 
maintains a similarly-configured sequential counter which is 
Synchronized to generate the same count value for the 
Session. More Specifically, the user device increases the 
counter by one preceding each communication Session. 
After a Session is established, the counter in the data Server 
is also incremented by one. Thus, the user device counter 
and the data Server counter should track each other. Also, 
Since the counter is first increased in the user device, any 
Signaling failures can be recovered by performing a retry 
and by also increasing the counter value in the data Server. 

0114. In the above example, the user device appends the 
count Value to the encrypted Secret identification number 
and forwards it to the data Server. Upon receipt, the data 
Server Strips the count value from the encrypted Secret 
identification number and compares the received count value 
with its own Separately-computed count Value. Lack of 
agreement potentially indicates that an unauthorized trans 
mission has occurred. Namely, if the counter in the user 
device is found to be different from the counter value in the 
data Sever, the user device may have been imperSonated. 
That is, disagreement in the count Values may indicate that 
Someone has wrongly appropriated the encryption key of the 
user device. The extent to which these values differ may 
indicate the degree of Wrongful activity by the imperSonat 
ing party (e.g., the number of wrongful call attempts by the 
imperSonating party). 

0115. It should be noted that other nodes in the system 
can be used to perform the above-described authentication 
processing (e.g., besides the data server node). Further, in 
the above-described embodiments, the Security data is 
appended to an encrypted Secret identification number, to 
thereby provide an additional level of security. However, 
this technique could also be used without encrypting the 
Secret identification number (e.g., by appending the Security 
data to the unencrypted Secret identification number). 
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0116 Further, other techniques for generating security 
data can be used. For instance, a timer can generate a time 
value as the Security data (e.g., in the case where the user 
device and data Server are configured to generate the same 
time values for a transaction). Also, a random number 
generator can generate a random value as the Security data 
(e.g., in the case where the user device and data server are 
configured to generate the same random values for a trans 
action.) 
0117 Generally, while the foregoing description includes 
many details and Specificities, it is to be understood that 
these have been included for purposes of explanation only, 
and are not to be interpreted as limitations of the present 
invention. Many modifications to the embodiments 
described above can be made without departing from the 
Spirit and Scope of the invention, as is intended to be 
encompassed by the following claims and their legal equiva 
lents. 

What is claimed is: 
1. A method for deriving the identity of a user, charac 

terized in that the method comprises the Steps of: 
establishing a first known identity associated with a first 

uSer, 

Storing the first known identity in a database; 
receiving information regarding a communication 

between the first user and a Second user; 
deriving a Second known identity associated with the 

Second user based on the first known identity and the 
received information regarding the communication 
with the Second user; and 

updating the database to Store the Second known identity 
in the database. 

2. The method according to claim 1, characterized in that 
the Step of establishing a known identity comprises estab 
lishing a mapping between a Secret identification number 
(SI) and public identification number (PI) for the first user. 

3. The method according to claim 2, characterized in that 
the secret identification number (SI) comprises an IMSI 
number and the public identification number (PI) comprises 
a MSISDN number. 

4. The method according to claim 2 or 3, characterized in 
that the information regarding the communication includes: 
a) in the case where the first user initiates a call, the Secret 
identification number (SI) corresponding to the first user 
and a public identification number (PI) corresponding to the 
Second user; or b) in the case where the Second user initiates 
a call, the Secret identification number (SI) corresponding 
to the second user and a public identification number (PI) 
corresponding to the first user. 

5. The method according to any one of claims 2 to 4, 
characterized in that the Secret identification number (SI or 
SI) is encrypted prior to transmission to form an encrypted 
secret identification number (FI or FI). 

6. The method according to any one of claims 2 to 5, 
characterized in that the Step of deriving includes: 

accessing the database to determine the identification 
numbers (SI1, PI1) of the first user based on the 
received information; 

in the case where the first user initiates the call, receiving 
a message from the Second user, the message including 
an indication of the Secret identification number (SI) 
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of the Second user and the public identification number 
(PI) of the first user, or, in the case where the second 
user initiates the call, receiving a message from the first 
user, the message including an indication of the Secret 
identification number (SI) of the first user and the 
public identification number (PI) of the second user; 
and 

using the information obtained in the accessing and 
receiving Substeps to derive a known mapping between 
the Secret identification number of the Second user (SI) 
and the public identification number of the Second user 
(PI). 

7. The method according to any one of claims 1 to 6, 
characterized in that the method further comprises the Steps 
of: 

determining the identity of the Second user using another 
known identity to form an updated identity; 

determining whether the updated identity has a higher 
confidence level than a previously Stored identity for 
the Second user; and 

Storing the updated identity in the database if it has a 
higher confidence level than the previously Stored 
identity. 

8. The method according to claim 7, characterized in that 
the confidence level is at least one of: 

a distance measure which indicates the number of deri 
vations from a trusted identity to a final derived iden 
tity; or 

an age measure which indicates the lapse of time Since an 
identity was uncovered. 

9. The method according to any one of claims 1 to 8, 
characterized in that the establishing, Storing, receiving, 
deriving and updating Steps are performed in a data Server in 
a first communication network, and wherein the identities 
pertain to users of a Second communication network. 

10. The method according to claim 9, characterized in that 
the first data network is a packet-Switched communication 
network, and the Second network is a circuit-Switched com 
munication network. 

11. A System for deriving the identity of a user, compris 
ing: 

at least first and Second user devices operated by first and 
Second users, respectively; 

a data Server for providing at least one Service to the first 
and/or Second users, 

a first data network connected to the data Server; and 

a Second communications network providing communi 
cation Services to the first and Second users, 

characterized in that the data Server includes a database 
and a processing unit, wherein Said processing unit 
includes: 

establishing logic for establishing a first known identity 
asSociated with the first user; 

Storing logic for Storing the first known identity in the 
database; 

receiving logic for receiving information regarding a 
communication between the first user and the Second 
uSer, 
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deriving logic for deriving a Second known identity 
asSociated with the Second user based on the first 
known identity and the received information regarding 
the communication with the Second user; and 

updating logic for updating the database to Store the 
Second known identity in the database. 

12. The System according to claim 11, characterized in 
that the processing logic for establishing a known identity 
comprises logic for establishing a mapping between a Secret 
identification number (SI) and public identification number 
(PI) for the first user. 

13. The System according to claim 12, characterized in 
that the Secret identification number (SI) comprises an 
IMSI number and the public identification number (PI) 
comprises a MSISDN number. 

14. The System according to claim 12 or 13, characterized 
in that the information regarding the communication 
includes: a) in the case where the first user initiates a call, the 
Secret identification number (SI) corresponding to the first 
user and a public identification number (PI) corresponding 
to the Second user; or b) in the case where the Second user 
initiates a call, the Secret identification number (SI) corre 
sponding to the Second user and a public identification 
number (PI) corresponding to the first user. 

15. The System according to any one of claims 12 to 14, 
characterized in that the Secret identification number (SI. or 
SI) is encrypted prior to transmission to form an encrypted 
secret identification number (FI or FI). 

16. The System according to any one of claims 12 to 15, 
characterized in that the logic for deriving includes: 

accessing logic for accessing the database to determine 
the identification numbers (SI, PI) of the first user 
based on the received information; 

receiving logic for receiving, in the case where the first 
user initiates a call, a message from the Second user, the 
message including an indication of the Secret identifi 
cation number (SI) of the Second user and the public 
identification number (PI) of the first user or, in the 
case where the Second user initiates the call, receiving 
a message from the first user, the message including an 
indication of the secret identification number (SI) of 
the first user and the public identification number (PI) 
of the Second user; and 

mapping logic for using the information obtained by the 
accessing and message receiving logic to derive a 
known mapping between the Secret identification num 
ber of the second user(SI) and the public identification 
number of the second user (PI). 

17. The System according to any one of claims 11 to 16, 
characterized in that the processing unit further includes: 

determining logic for determining the identity of the 
Second user using another known identity to form an 
updated identity; 

determining logic for determining whether the updated 
identity has a higher confidence level than a previously 
Stored identity; and 

Storing logic for Storing the updated identity in the data 
base if it has a higher confidence level than the previ 
ously Stored identity. 

18. The System according to claim 17, characterized in 
that the confidence level is at least one of 
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a distance measure which indicates the number of deri 
vations from a trusted identity and a final derived 
identity; or 

an age measure which indicates the lapse of time Since an 
identity was uncovered. 

19. The system according to any one of claims 11 to 15, 
characterized in that the identities pertain to users of the 
Second communication network. 

20. The system according to any one of claims 11 to 19, 
characterized in that the first data network is a packet 
Switched communication network, and the Second network 
is a circuit-Switched communication network. 

21. A data Server for deriving the identity of a user, 
comprising a database and a processing unit, characterized 
in that Said processing unit includes: 
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establishing logic for establishing a first known identity 
asSociated with a first user; 

Storing logic for Storing the first known identity in the 
database; 

receiving logic for receiving information regarding a 
communication between the first user and a Second 
uSer, 

deriving logic for deriving a Second known identity 
asSociated with the Second user based on the first 
known identity and the received information regarding 
the communication with the Second user; and 

updating logic for updating the database to Store the 
Second known identity in the database. 

k k k k k 


