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METHOD, APPARATUS AND COMPUTER PROGRAM PRODUCT FOR 

PROVIDING SECURED CONNECTION TO A COMPUTERIZED DEVICE 

BACKGROUND OF THE INVENTION 

Any discussion of the prior art throughout the specification should in no way be 

5 considered as an admission that such prior art is widely known or forms part of common 

general knowledge in the field.  

A computer network, such as the Internet, allows users to transmit data to and 

receive data from one or more sites or servers associated with the network.  

Remote access provides a client computerized device the ability to log onto or 

10 access a computer network from a "remote" location. The term "remote" does not refer 

to physical distance, but rather to a location that is not part of a configured network.  

One conventional form of remote access involves the use of a virtual private network 

(VPN). The VPN is a type of private network constructed using a public network 

infrastructure (e.g., the Internet) to connect divergent network nodes (e.g., remote sites 

15 or users). Instead of using a dedicated, physical connection, such as a leased line, a VPN 

uses "virtual" connections routed from, for example, a company's private central 

network through a public network (e g., the Internet) to a remote site or to a remote 

employee on the road or working from home. Such "virtual" connections are formed in 

a process known as tunneling. VPN's are conventionally constructed to operate over a 

20 public network through the use of a combination of data encapsulation, data encryption, 

and user authentication.  

One of the several types of conventional remote-access VPN environments 

involves using a client application at a remote site, such as a software client application 

installed on a remote computer, to connect to a central site, such as a corporate network.  

25 A typical example of a VPN employing a software client device is a home-office 

computer or a laptop of a mobile worker. To establish a VPN connection, a user decides 

to either transmit or receive data or traffic using the VPN. Conventionally, the user 

actively engages the software client application and, as a result, the client computer 

connects to the central site (e.g., a concentrator of a corporate network) via a telephone 

30 connection or an Internet Service Provider connection to the Internet. The VPN 

software client establishes a secure, encrypted tunnel from the client device to the central



-2

site over the Internet. Access and authorization to the central site are then controlled 

from the central site.  

While many home computers communicate with the Internet over phone lines, 

conventional business computers communicate with networks using an Ethernet 

5 connection. In an Ethernet network, an Ethernet cable provides a link between a 

computer's Ethernet adapter and the network. An alternative to Ethernet-connecting 

computers and other devices to a network involves the use of a wireless local area 

network (WLAN). With a WLAN, a wireless transceiver (e.g., access point) is Ethernet

connected to the network. The access point uses radio frequency (RF) signals, or radio 

10 waves, to communicate with WLAN client adapters in computers and other devices.  

With a WLAN, then, the medium for communications between a client device and the 

network is not an Ethernet cable but radio waves that travel between the client device 

and the access point on the Ethernet network. A WLAN enables a user to move his 

computer within a geographic area encompassed by the WLAN while maintaining his 

15 connection to the network.  

SUMMARY OF THE INVENTION 

Conventional devices and methods of accessing remote networks suffer from a 

variety of deficiencies.  

Regardless of how a computing device gains access to a network, in certain 

20 situations (e.g., with respect to a corporate network) the network connection must be 

secure. In a secure connection, a user's computer device has authorization to access the 

network and the user's computer device transmits data to and from the network in a 

private manner such that other devices cannot access the data. Many organizations, 

however, deploy WLANs that are not secure. In such unsecure WLANs, a user can gain 

25 access to the WLAN without being properly authenticated as a valid network user. The 

user can also wirelessly transmit and receive data with the network without protecting 

the data via encryption. An unauthorized user or "hacker" having a computer stationed 

within the vicinity of the WLAN (e.g., outside of the corporate office) and equipped 

with a device, such as a wireless sniffer, can view such data transmitted between the 

30 WLAN access point and the user. The hacker can, for example, utilize the data to 

receive an Internet identifier (e.g., Internet protocol address) from the WLAN, and join 

the network to access the data and services transmitted through the WLAN.
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Many organizations choose to secure both remote access and WLAN access by 

requiring that every remote and WLAN user employ a VPN to gain access to the 

network. When the use of a VPN is required, a user must establish a VPN connection 

with a central site or network and actively engage the software client application to 

5 establish such a connection. However, while actively engaging the software client 

application, the user typically navigates through multiple levels of setup procedures.  

Such navigation can be cumbersome and time consuming to the user.  

It is an object of the present invention to overcome or ameliorate at least one of 

the disadvantages of the prior art, or to provide a useful alternative.  

10 Some embodiments of the present invention significantly overcome such 

deficiencies and provide mechanisms and techniques for establishing a data connection 

to a network. When establishing a communications channel to a wireless network, 

through a wireless connection, a computerized device receives an Internet protocol (IP) 

address from a Dynamic Host Configuration Protocol (DHCP) server associated with the 

15 wireless network. The computerized device is configured with a table or list of IP 

addresses associated with wireless networks requiring a VPN or secure connection. The 

computerized device compares the IP address received from the DHCP server with the 

IP address entries of the table stored by the computerized device. If the computerized 

device detects a correspondence between the IP address received from the DHCP server 

20 and an IP address entry within the table, the computerized device automatically initiates 

(e.g., performs an autoinitiation procedure to automatically establish) a secure or VPN 

connection with the wireless network associated with the DHCP server. A user performs 

a login procedure after the computerized device establishes a secured connection with 

the wireless network to prevent outside interference or interception of the 

25 communication between the computerized device and the wireless network. The 

computerized device therefore actively establishes a secure connection with the wireless 

network, prior to user login and without user intervention, based upon the computerized 

device being a client of the wireless network.  

In a first embodiment, the invention provides a method for establishing a data 

30 connection between a computerized device and a network comprising the steps of: 

detecting network identification information for the computerized device, the 

network identification information transmitted from a network identification information 

source associated with the network;
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comparing the network identification information with at least one address entry, 

the at least one address entry indicating the network requiring a secure data connection 

and corresponding to the network identification information; and 

in response to detecting a correspondence between the network identification 

5 information and the at least one address entry, automatically establishing a secure data 

connection with the network without user intervention; 

providing a user login access to the computerized device after automatically 

establishing a secure data connection with the network.  

In a second embodiment, the invention provides a computerized device 

10 comprising: 

at least one communications interface; 

a controller; and 

an interconnection mechanism coupling the at least one communications 

interface and the controller; 

15 wherein the controller comprises: 

means for detecting network identification information for the computerized 

device, the network identification information transmitted from a network identification 

information source associated with a network through the at least one communications 

interface; 

20 means for comparing the network identification information with at least one 

address entry, the at least one address entry indicating the network requiring a secure 

data connection and corresponding to the network identification information; and 

means for automatically establishing a secure data connection with the network 

without user intervention through the at least one communications interface a response 

25 to detecting a correspondence between the network identification information and the at 

least one address entry 

means for providing a user login access to the computerized device after 

automatically establishing a secure data connection with the network.  

In a third embodiment, the invention provides a computer program product 

30 having a computer-readable medium including computer program logic encoded thereon 

that, when performed on a controller in a computerized device having a coupling to at 

least one communications interface provides a method for performing the operations of:
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detecting network identification information for the computerized device, the 

network identification information transmitted from a network identification information 

source associated with a network through the at least one communications interface; 

comparing the network identification information with at least one address entry, 

5 the at least one address entry indicating the network requiring a secure data connection 

and corresponding to the network identification information; and 

in response to detecting a correspondence between the network identification 

information and the at least one address entry, automatically establishing a secure data 

connection with the network without user intervention through the at least one 

10 communications interface; 

providing a user login access to the computerized device after automatically 

establishing a secure data connection with the network.  

In a fourth embodiment, the invention provides a method for establishing a data 

connection, comprising: 

15 detecting, in a computerized device, a network identification information for the 

computerized device, where the computerized device receives the network identification 

information in a wireless local area network transmission from a network identification 

information source associated with a first network to which the computerized device is 

to establish a secure wireless data connection; 

20 comparing the network identification information with at least one address entry 

stored in the computerized device, the at least one address entry indicating that the first 

network requires a secure data connection; 

in response to detecting a correspondence between the network identification 

information and the at least one address entry, establishing a secure wireless data 

25 connection between the computerized device and the first network; and 

selectively establishing a non-secure data connection between the computerized 

device and the first network in response to detecting a secure connection stop function.  

In a fifth embodiment, the invention provides a computerized device comprising: 

at least one communications interface; 

30 a controller; and 

an interconnection mechanism coupling the at least one communications 

interface and the controller; 

wherein the controller is configured to:
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detect, in the computerized device, network identification information for the 

computerized device, the network identification information transmitted from a network 

identification information source associated with a first network through the at least one 

communications interface; 

5 compare the network identification information with at least one address entry, 

the at least one address entry indicating the corresponding first network requiring a 

secure data connection and corresponding to the network identification information, and 

detecting a secure connection stop function; and 

in response to detecting a correspondence between the network identification 

10 information and the at least one address entry, establishing a secure data connection with 

the first network and establishing a non-secure data connection with the first network in 

response to detecting the secure connection stop function.  

In a sixth embodiment, the invention provides a computer program product 

having a computer-readable medium including computer program logic encoded thereon 

15 that, when performed on a controller in a computerized device having a coupling to at 

least one communications interface provides a method for performing the operations of: 

detecting, in the computerized device, network identification information for the 

computerized device, the network identification information transmitted from a network 

identification information source associated with the first network through the at least 

20 one communications interface; 

comparing the network identification information with at least one address entry, 

the at least one address entry indicating the corresponding first network requiring a 

secure data connection and corresponding to the network identification information and 

detecting a secure connection stop function; and 

25 in response to detecting a correspondence between the network identification 

information and the at least one address entry, establishing a secure data connection with 

the first network and establishing a non-secure data connection with the first network in 

response to detecting the secure connection stop function.  

In a seventh embodiment, the invention provides a computerized device 

30 comprising: 

at least one communications interface; 

a controller; and
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an interconnection mechanism coupling the at least one communications 

interface and the controller; 

wherein the controller is configured to produce a means for distributing content, 

such means including: 

5 means for detecting, in the computerized device, network identification 

information for the computerized device, the network identification information 

transmitted from a network identification information source associated with a first 

network through the at least one communications interface; 

means for comparing the network identification information with at least one 

10 address entry, the at least one address entry indicating the corresponding first network 

requiring a secure data connection and corresponding to the network identification 

information, and means for detecting a secure connection stop function; and 

in response to detecting a correspondence between the network identification 

information and the at least one address entry, means for establishing a secure data 

15 connection with the first network and means for establishing a non-secure data 

connection with the first network in response to detecting the secure connection stop 

function.  

In an eighth embodiment, the invention provides in a client computer, a method 

for establishing a data connection to an onsite, wireless local area network comprising 

20 the steps of: 

detecting address information for the client computer, the address information 

transmitted from a Dynamic Host Configuration Protocol server associated with the 

wireless local area network; 

comparing the address information with at least one address entry in an initiation 

25 information table, the at least one address entry indicating the corresponding wireless 

local area network requiring a secure data connection and corresponding to the address 

information; and 

in response to detecting a correspondence between network identification 

information and the at least one address entry in the initiation information table, 

30 performing an autoinitiation procedure to establish a secure data connection with the 

wireless local area network.  

In a ninth embodiment, the invention provides a computerized device 

comprising:
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at least one communications interface; 

a controller; and 

an interconnection mechanism coupling the at least one communications 

interface and the controller; 

5 wherein the controller is configured to: 

detect address information for the computerized device, the address information 

transmitted from a Dynamic Host Configuration Protocol sever associated with a 

wireless network; 

compare the address information with at least one address entry in an initiation 

10 information table, the at least one address entry indicating the corresponding wireless 

network requiring a secure data connection and corresponding to the address 

information; and 

in response to detecting a correspondence between network identification 

information and the at least one address entry in the initiation information table, perform 

15 an autoinitiation procedure to establish a secure data connection with the wireless 

network.  

In another embodiment, the invention relates to a method for establishing a data 

connection to a first network. In the method, a computerized device detects network 

identification information for the computerized device where the network identification 

20 information is transmitted from a network identification information source associated 

with the first network. The computerized device compares the network identification 

information with an address entry, the address entry indicating the corresponding first 

network requiring a secure data connection and corresponding to the network 

identification information. In response to detecting a correspondence between the 

25 network identification information and the address entry, the computerized device 

establishes a secure data connection with the first network. By automatically initiating 

(e.g., performing an autoinitiation procedure to establish) a secure connection with a 

wireless network, the system, including the computerized device, provides the user with 

a connection experience to the wireless network similar to the connection experience 

30 when the user connects to a network using a physical connection.
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In another embodiment, the computerized device establishes a secure wireless data 

connection to the first network, such as a wireless local area network. The secure connection 

for a WLAN prevents unauthorized users from remotely intercepting transmissions made 

between the computerized devices and the wireless network.  

5 In another embodiment, the computerized device monitors for network identification 

information received by the computerized device. In response to detecting network 

identification information while monitoring, the computerized device performs the steps of 

comparing and establishing. By monitoring network identification information, the 

computerized device establishes a secured connection with the network in response to (e.g., 

10 immediately after) receiving the IP address from the DHCP, thereby minimizing a time 

period in which the computerized device transmits or receives data in an unsecured format 

that the network is accessible by an unauthorized user.  

In another embodiment, the computerized device receives updated network 

identification information from a network identification information source associated with a 

15 second network. The computerized device compares the updated network identification 

information with an address entry in an initiation information table, the address entry 

indicating a corresponding second network requiring a secure data connection. In response to 

detecting a correspondence between the updated network identification information and the 

address entry in the initiation information table, the computerized device establishes a secure 

20 data connection with the second network. Such a process provides mobility of the 

computerized device and allows the computerized device to perform an autoinitiation 

procedure to form a secured connection with more than a single network. For example, 

assume a user moves his computer (e.g., laptop computer) within a corporate office such that, 

rather than having access to a first WLAN, the computer has access to a second WLAN. By 

25 using the described process, the computer can establish secured connection with the second 

WILAN without re-initiation of the computerized device and without user intervention.  

In another embodiment, the computerized device provides a user login access to the 

computerized device in response to establishing a secure data connection with the first 

network. For example, when a user activates his computer, the computer first establishes a 

30 secure connection with a central site then requests the user provide login information. Such a 

configuration provides security to the computer by limiting unsecured access to the computer 

or data stored by the computer.
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In another embodiment, when the computerized device performs the step of 

comparing the computerized device detects a secure connection stop function. The 

computerized device establishes a non-secure data connection with the first network in 

response to detecting the secure connection stop function. Alternately, the computerized 

5 device prevents establishment of a data connection with the first network in response to 

detecting the secure connection stop function. The secure connection stop function limits the 

establishment of a secure or VPN connection with a network to save or not burden network 

resources.  

In another embodiment, after detecting a correspondence between the network 

10 identification information and the at least one address entry in the initiation information table, 

the computerized device detects a profile entry within the initiation information table. The 

profile entry maps to secure connection instructions relating to establishment of a secure data 

connection between the computerized device and the first network. The computerized device 

then retrieves the secure connection instructions indicated by the profile entry to establish a 

15 secured connection with the network. By having the secure connection instructions separate 

from the initiation information table, the user, such as administrator, can map two or more 

address entries (e.g., ranges of IP addresses) to a single set of secure connection instructions, 

thereby minimizing the amount of storage required by the computerized device to hold or 

store multiple secure connection instructions or protocols for multiple entries.  

20 In the case where the computerized device does not detect a correspondence between 

the network identification information and the address entry in the initiation information 

table, the computerized device either establishes a non-secure data connection with the first 

network or prevents establishment of a data connection with the first network.  

Other embodiments of the invention include a computer system, such as a data 

25 communications device, computerized device, or other device configured with software 

and/or circuitry to process and perform all of the method operations noted above and 

disclosed herein as embodiments of the invention. In such embodiments, the device, such as 

a data communications device comprises at least one communications interface (e.g., a 

network interface), a memory (e.g., any type of computer readable medium, storage or 

30 memory system), a processor and an interconnection mechanism connecting the 

communications interface, the processor and the memory. In such embodiments, the memory 

system is encoded with a data connection application that when performed on the processor, 

produces a data connection process that causes the computer system to perform any and/or all
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of the method embodiments, steps and operations explained herein as embodiments of 

the invention. In other words, a computer, switch, router, gateway, network bridge, 

proxy device or other network device that is programmed or otherwise configured to 

operate as explained herein is considered an embodiment of the invention.  

5 Other arrangements of embodiments of the invention that are disclosed herein 

include software programs to perform the method embodiment steps and operations 

summarized above and disclosed in detail below. As an example, a data 

communications device software control application, such as a data communications 

device operating system configured with data connection manager that operates as 

10 explained herein is considered an embodiment of the invention. More particularly, a 

computer program product is disclosed which has a computer-readable medium 

including computer program logic encoded thereon that, when executed on at least one 

processor with a computerized device, causes the processor to perform the operations 

(e.g., the methods) indicated herein is considered an embodiment of the invention. Such 

15 embodiments of the invention are typically embodied as software, logic instructions, 

code and/or other data (e.g., data structures) arranged or encoded on a computer readable 

medium such as an optical medium (e.g., CD-ROM), floppy or hard disk or other a 

medium such as firmware or microcode in one or more ROM or RAM or PROM chips 

or as an Application Specific Integrated Circuit (ASIC). These software or firmware or 

20 other such configurations can be installed onto a computer system, data communications 

device or other dedicated or general purpose electronic device to cause such a device to 

perform the techniques explained herein as embodiments of the invention.  

The embodiments of the invention may be implemented by computer software 

and/or hardware mechanisms within a data communications device apparatus. It is to be 

25 understood that the system of the invention can be embodied strictly as a software 

program, as software and hardware, or as hardware and/or circuitry alone. The features 

of the invention, as explained herein, may be employed in data communications devices 

and other computerized devices and/or software systems for such devices such as those 

manufactured by Cisco Systems, Inc. of San Jose, California.  

30 Unless the context clearly requires otherwise, throughout the description and the 

claims, the words "comprise", "comprising", and the like are to be construed in an 

inclusive sense as opposed to an exclusive or exhaustive sense; that is to say, in the 

sense of "including, but not limited to".
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BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other objects, features and advantages of the invention will be 

apparent from the following more particular description of embodiments of the 

invention, as illustrated in the accompanying drawings and figures in which like 

5 reference characters refer



WO 2004/062231 PCT/US2003/039824 

-7

to the same parts throughout the different views. The drawings are not necessarily to scale, 

with emphasis instead being placed upon illustrating the embodiments, principles and 

concepts of the invention.  

Fig. 1 is a block diagram of a data communication system, configured according to 

5 one embodiment of the invention.  

Fig. 2 is a flowchart of a procedure performed by the computerized device of Fig. 1, 

configured according to one embodiment of the invention.  

Fig. 3 is a block diagram of a data communication system, configured according to 

another embodiment of the invention.  

10 Fig. 4 illustrates an initiation information table, according to one embodiment of the 

invention.  

Fig. 5 is a block diagram of a computerized device, configured according to one 

embodiment of the invention.  

15 DETAILED DESCRIPTION OF EMBODIMENTS 

Embodiments of the present invention provide mechanisms and techniques for 

establishing a data connection with a wireless network. When establishing a communications 

channel to a wireless network, through a wireless connection, a computerized device receives 

an Internet protocol (IP) address from a Dynamic Host Configuration Protocol (DHCP) 

20 server associated with the wireless network. The computerized device is configured with a 

table or list of IP addresses associated with wireless networks requiring a VPN or secure 

connection. The computerized device compares the IP address received from the DHCP 

server with the IP address entries of the table stored by the computerized device. If the 

computerized device detects a correspondence between the IP address received from the 

25 DHCP server and an IP address entry within the table, the computerized device automatically 

initiates (e.g., performs an autoinitiation procedure to automatically establish) a secure or 

VPN connection with the wireless network associated with the DHCP server. A user 

performs a login procedure after the computerized device establishes a secured connection 

with the wireless network to prevent outside interference or interception. The computerized 

30 device therefore actively establishes a secure connection with the wireless network, prior to 

user login and without user intervention, based upon the computerized device being a client 

of the wireless network.
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Fig. 1 illustrates a data communications system 20, according to one embodiment of 

the invention. The data communications system 20 includes a network 36 containing a 

network identification information source 32, a computerized device 30, and a data 

communication connection 46 formed between the network 36 and the computerized device 

5 30.  

As illustrated in Fig. 1, the network 36 includes a single or first network 36-1 having 

corporate resources, such as computer servers and printers, accessible by users 30 who log 

into the first network 36-1. In one embodiment, the network 36 is a WLAN and includes a 

wireless transmitter/receiver for establishment of a wireless connection 46 between the 

10 network 36 and computerized device 30. The WLAN, for example, forms part of an on-site 

corporate network.  

The network identification information source 32 forms part of the first network 36-1.  

In one embodiment, the network identification information source 32 is a DHCP server 32 

that assigns dynamic IP addresses to computerized devices 30 when the computerized devices 

15 30 attempt to gain access or log into the first network 36-1.  

The computerized device 30 is configured to access or establish a connection with the 

first network 36-1. The computerized device 30 is either mobile or stationary relative to the 

first network 36-1. For example, when the first network 36-1 is a WLAN, the computerized 

device 30 (e.g., a laptop computer) is movable relative to the first network 36-1. In another 

20 example the computerized device 30 is stationary (e.g., a personal computer) relative to the 

first network 36-1.  

The connection 46 between the first network 36-1 and the computerized device 30 is a 

secure data connection that protects or limits the interception of data transmitted between the 

first network 36-1 and the computerized device 30 by an unauthorized user. For example, the 

25 secure data connection includes a VPN connection between the first network 36-1 in the 

computerized device 30 established using a VPN tunneling protocol such as the IP Security 

Protocol (IPSec), the Layer 2 Tunneling Protocol (L2TP) or the Point-To-Point Tunneling 

Protocol (PPTP). In one embodiment, the connection 46 is a secure wireless data connection 

between the computerized device 30 and the first network 36-1. Such a wireless connection 

30 46, in one embodiment, allows a user to move or relocate the computerized device 30 relative 

to the first network 36-1 while maintaining the connection 46 in order to access data or 

resources contained within the first network 36-1.
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Fig. 2 illustrates a flowchart showing a method 200 performed by the computerized 

device 30 of the data communications system 20, according to one embodiment of the 

invention. In the method 200, the computerized device 32 automatically (e.g., without user 

intervention) establishes a secured connection 46 to a network 36.  

5 In step 202, the computerized device 30 detects 38 network identification information 

34 for the computerized device 30 transmitted from a network identification information 

source 32 associated with the first network 36-1. The network identification information 34, 
in one embodiment, is an IP address used by the computerized device 30 as a source IP 

address when the computerized device 30 engages in communication with the first network 

10 36-1. In order to receive the network identification information 34, a user engages the 

computerized device 30 (e.g., places the computerized device in an "on" mode of operation).  

The computerized device 30 receives information indicating the presence of a wireless 

network 36. For example, a daemon 64 within the client machine 30 watches for potential 

network connections. After receiving the presence information, the computerized device 30 

15 transmits a message to (e.g., initiates handshaking with) the network 36, or a gateway 

associated with the network 36, such as a request to establish a communications channel with 

the network 36. During such communications between the computerized device 30 and the 

network 36, the network identification information source 32 (e.g., DHCP server) transmits 

or assigns an IP address to the computerized device 30. For example, as shown in Fig. 1, the 

20 network identification information source 32 transmits or assigns an IP address of 20.20.20.0 

to the computerized device 30.  

In step 204, the computerized device 30 compares 44 the network identification 

information 34 with an address entry 42 that indicates the corresponding first network 36-1 

requiring a secure data connection and corresponding to the network identification 

25 information 34. The computerized device 30 in one embodiment, stores the address entry 42 

within an initiation information table 40. The initiation information table 40 allows the 

computerized device 30 to determine when to create a secured connection 46 with a network 

36. The initiation information table 40 is configured with multiple address entries 42 or 

ranges of entries, each entry or range of entries corresponding to the network identification 

30 information 34 and indicating a network 36 requiring a secure data connection 46. As 

illustrated, the initiation information table 40 includes several address entries 42, illustrated 

as address entry 42-1 through address entry 42-K. Each address entry 42-1, 42-K, in one
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embodiment, has an associated network address, 66-1, 66-Y, such as the IP address of a 

concentrator 48 or gateway associated with the network 36.  

With respect to Fig. 1 assume that the network identification information 34 is an IP 

address of 20.20.20.0. Furthermore, assume that the initiation information table 40 includes 

5 address entries 42-1 and 42-K where address entry 42-1 is IP address 10.10.10.0 and where 

address entry 42-K IP address 20.20.20.0. When the computerized device 30 compares 44 

the network identification information IP address 20.20.20.0 with the IP address of each 

address entries 42-1, 42-K, the computerized device 30 detects a correspondence between the 

network identification information 34 and the address entry 42-K. As illustrated, the address 

10 entry 42-K is associated with the network address 66-Y of the first network 36-1.  

In one embodiment, the computerized device 30 includes the initiation information 

table 40 as part of client VPN software or client VPN hardware installed on the computerized 

device 30. When installing the VPN software or hardware, an administrator configures the 

initiation information table 40 such that each entry 42 within the table 40 corresponds to a 

15 particular range of network addresses that can be assigned to the computerized device 30 by 

each of the different networks 36 of which the computer and device 30 is a client.  

For example, during the handshaking procedure, networks typically transmit an IP 

address to a requesting client computer where that client computer uses the IP address as a 

source IP address. Typically, for each network, the IP address falls within a particular range.  

20 For example, a first network 36-1 can assign a computerized device 30 an address within the 

range of 20.20.20.0 to 20.20.20.255. With respect to Fig. 1, assume the first network 36-1 is 

configured to include the computerized device 30 as a client and also requires a secured 

connection with the computerized device 30. An administrator pre-configures the initiation 

information table 40 such that when the computerized device 30 receives an IP address 34 

25 within the range of 20.20.20.0 and 20.20.20.255 and compares the IP address 34 to the entries 

42 within the table 40, the computerized device 30 detects the first network 36-1 as the 

source of the IP address 34 and detects the network 36-1 as requiring a secure connection 46.  

In one embodiment, the computerized device 30 combines the address entry 42 (e.g., 

IP address) within the initiation information table 40 with a mask value or netmask 68. The 

30 netmask 68 acts to "mask out" certain portions of an IP address when combined with the IP 

address. When combined with the netmask 68, each address within a range of IP addresses 

assignable to the computerized device 30 from a network 36 as network identification
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information 34 yields a single IP address that the computerized device 30 compares with the 

address entries 42 within the initiation information table 40.  

For example, in one embodiment, the netmask 68 has a value of 255.255.255.0. This 

particular netmask 68, when combined with an IP address, masks the lowest element of the IP 

5 address data range. As described above, the network identification information source 30 

transmits a range of IP addresses between 20.20.20.0 and 20.20.20.255 to the computerized 

device 30. When an IP address 34 within the range of 20.20.20.0 and 20.20.20.255 is 

combined with the netmask 68 through the process of binary addition, using an AND 

procedure, the IP address of 20.20.20.0 is returned. The computerized device 30 uses the 

10 resultant IP address (e.g., netmasked network identification information) as a basis for 

comparison against the IP addresses of the address entries 42 within the initiation information 

table 40.  

In step 206, in response to detecting a correspondence 44 between the network 

identification information 34 and the address entry, the computerized device 30 establishes a 

15 secure data connection 46 with the first network 36-1. For example, the computerized device 

30 establishes a VPN connection or a VPN tunnel 46 with the first network 36-1. Such a 

secure connection 46 limits unauthorized users from determining the nature of the 

communication between the computerized device 30 and the first network 36-1. In the 

conventional case where the connection 46 between the computerized device 30 and the first 

20 network 36-1 is an unsecured, wireless connection, unauthorized users, external to the first 

network 36-1 (e.g., off site relative to a corporate office) for instance, can intercept data 

transmitted between the first network 36-1 and the computerized device 30. In the present 

system 20, contrary to conventional systems, the computerized device 30 automatically, and 

without user intervention, establishes a secured connection 46 between the first network 36-1 

25 and the computerized device 30 when the computerized device 30 detects that the first 

network 31-1 requires communication through a secured connection 46.  

In certain cases, the computerized device 30 does not detect a correspondence 

between the network identification information 34 received from the network identification 

information source 32 and an address entry 42 within the initiation information table 40.  

30 Such non-detection can result from the computerized device 30 not being configured to 

communicate the particular network 36 (e.g., is not a client of the network 36) or from the 

computerized device 30 not being configured to establish a secure connection 46 with the 

network 36.
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In the case where the computerized device 30 does not detect a correspondence 

between the network identification information 34 and an address entry 42 within the 

initiation information table 40, the computerized device 30 prevents establishment of a data 

connection 46 with the network 36. For example, assume the computerized device 30 

5 includes an initiation information table 40 configured such that the computerized device 30 

can establish a secured connection 46 only with the first network 36-1 within an on-site 

location (e.g., corporate office) 28. Also assume the user attempts to establish a secured 

connection between a second network 36-2 within the on-site location and the computerized 

device 30. In such case, when the computerized device 30 receives network identification 

10 information 34 from the second network 36-2, the computerized device 30 does not detect a 

correspondence between the network identification information 34 and the address entries 42 

within the initiation information table 40. Because the computerized device 30 is configured 

to establish a connection only with the first network 36-1, the computerized device 30 

prevents establishment of a connection with the second network 36-2.  

15 In another embodiment, in the case where the computerized device 30 does not detect 

a correspondence between the network identification information 34 and an address entry 42 

within the initiation information table 40, the computerized device 30 establishes a non

secure data connection 46 with the network 36. For example, certain networks 46 can require 

a non-secure connection with a client computerized device 30 in cases where non

20 confidential data or communications are transmitted between the computerized device 30 and 

the network 36 By establishing a non-secure data connection 46 with the network 36, the 

computerized device 30 can still communicate with and transfer data with the network 36.  

Fig. 3 illustrates another embodiment of the data communications system 20 where 

the data communications system 20 includes the first network 36-1 and a second network 36

25 2. Each network 36-1, 36-2 includes a concentrator 48-1, 48-2 located at the edge of the 

network 36-1, 36-2, respectively. A concentrator 48 is a type of multiplexor that combines 

multiple channels (e.g., communications channels) onto a single transmission medium in such 

a way that all the individual channels are simultaneously active. For example, concentrators 

48 are used in LANs (e.g., the first network 36-1 and the second network 46-2) to combine 

30 transmissions from a cluster of nodes (e.g., computerized devices 30). The computerized 

device 30 forms a secure connection with either the first network 36-1 or the second network 

36-2 through the concentrator 48-1, 48-2 associated with the respective network 36-1, 36-2.
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The computerized device 30 establishes a secure connection 46 with a network 36 in 

response, in part, to receiving network identification information (e.g., an IP address) from 

the network identification information source 32 associated with the network 36. In one 

embodiment, the computerized device 30 includes a monitoring application 64, such as a 

5 monitoring daemon, that monitors for incoming network identification information 34-1 

transferred from the network identification information source 32. In response to detecting 

the presence of network identification information 34-1 by the monitoring application 64, the 

computerized device 30 compares the network identification information 34-1 to address 

entries 42-1, 42-2 within the initiation information table 40. Upon detecting correspondence 

10 between the initiation identification information 34-1 and the address entry 42, the 

computerized device 30 establishes a secure connection 46 with a network 36 associated with 

the address entry 42 (e.g., using the network address 66 to establish a connection with the 

concentrator 48 of a particular network). By establishing a secure connection 46 with a 

network 36 in response (e.g., immediately after) detecting network identification information 

15 34, the computerized device 30 blocks all other incoming traffic to the computerized device 

30, thereby limiting unauthorized access to the computerized device 30.  

In one embodiment, the monitoring demon 64 performs a sampling or detection of 

network identification information 34 within the computerized device 30 at a give rate, such 

as once every five seconds. By sampling the network identification information 34 at the 

20 given rate, the monitor application detects the presence of updated network information, such 

as data transmitted by a second network identification information source 32-2 associated 

with the second network 36-2.  

In another embodiment, the computerized device 30 updates the secured connection 

46 with a network 36 within the on-site network 28 after receiving updated network 

25 identification information 34 from a network identification information source 32. The 

computerized device 30 establishes a secured connection with a network 36 associated with 

the network identification information source 32 in response to the receiving the network 

identification information 34 (e.g., updated IP address).  

For example, in Fig. 3, assume that the first network 36-1 is a WLAN located on the 

30 first floor 70 of an on-site location 28 and that the second network 36-2 is a WLAN located 

on the second floor 72 of the same on-site location 28. Also assume that the computerized 

device 30 has an established secure connection 46 with the first network 36-1. When a user 

moves the computerized device 30 (e.g., laptop computer) from the first floor 70 to the
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second floor 72 of the on-site location 28, the user can disrupt the connection 46 between the 

computerized device 30 and the first network 36-1. Such disruption can allow the 

computerized device 30 to begin establishment of a secure connection 46 with the second 

network 36-2.  

5 When the user moves the computerized device 30 from the first floor 70 to the second 

floor 72, the computerized device 30 receives updated network identification information 34

2 from the network identification information source 32-2 associated with the second network 

36-2. In one embodiment, as described above, the computerized device 30 includes a 

monitoring program 64 that detects 38 the updated network identification information 34-2.  

10 After receiving the updated network identification information 34-2, the computerized device 

30 compares 44 the updated network identification information 34-2 with address entries 42 

within the initiation information table 40. When the computerized device 30 detects a 

correspondence between the updated network identification information 34-2 and an entry 42 

within the information table 40, the computerized device 30 establishes a secured connection 

15 46 (e.g., secured wireless connection), such as a VPN connection, with the second network 

36-2.  

In another embodiment, the computerized device 30 establishes a secured connection 

46 with a network 36 prior to allowing a user to log into or access the computerized device 

30. In conventional systems, the user must first log into (e.g., provide a password to gain 

20 access to) the computerized device 30 prior to establishing a secured connection 46 with a 

network 36. With such a conventional system, an unauthorized user can gain access to the 

computerized device 30 or data stored on the computerized device 30 in the absence of 

secured connection 46. In the present system 20, because the computerized device 30 

establishes a secure connection 46 with a network 36 prior to allowing the user to log into the 

25 computerized device 30, the present system 20 minimizes or limits the ability of an 

unauthorized user to gain access to data stored on the computerized device 30.  

In one embodiment, the computerized device 30 provides a user with login access 52 

to the computerized device 30 in response to establishing a secure data connection 46 with a 

network 36. As shown in Fig. 3, in one embodiment, after establishing a secure connection 

30 46 with the first network 36-1 the computerized device 30 provides a login query 52 to the 

user on a display 50 associated with or communication with the computerized device 30.  

Based upon the login query 52, the user enters a password or identification that allows the 

user to access the computerized device 30 and data associated either with the computerized
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device 30 or the network 36. Because the computerized device 30 automatically establishes a 

secure connection 46 with a network 36 prior to the user logging into the computer 30, the 

secure connection 46 limits or prevents establishment of additional connections with the 

computerized device thereby limiting access to the computerized device 30 by an 

5 unauthorized user.  

As described above, the initiation information table 40 includes address entries 42 

where each address entry 42-1, 42-K relates to or corresponds to a network 36 requiring a 

secure data connection 46. After detecting a correspondence between the network 

identification information 34 received from the network identification information source 32 

10 and an address entry 42 within the initiation information table 40, the computerized device 30 

establishes a secured connection 46 with the network 36 or network entry point (e.g., 

concentrator 48) using an associated network address 66 corresponding to the address entry 

42. In one embodiment, the computerized device 30 does not store the network address or 

network information 66, corresponding to the address entry 42, within the initiation 

15 information table 40 but accesses the network information 66 from a separate location.  

Fig. 4 illustrates an initiation information table 40 and corresponding secure 

connection instructions 56, according to one embodiment of the invention. As described 

above, the initiation information table 40 allows the computerized device 30 to determine 

when to create a secured connection 46 with a network 36. For example, the computerized 

20 device 30 establishes secured connection 46 with a network 36 when the computerized device 

30 detects a correspondence between network identification information 34 (e.g., an IP 

address) received from a network identification information source 32 and an entry 42 within 

the initiation information table 40. The secure connection instructions 56, however, provide 

the computerized device 30 with rules or instructions for connecting with a particular 

25 network 36 and include the network address 66 of the network requiring the secured 

connection 46. For example, the secured connection instructions 56 include protocols, such 

as IPSec, L2TP, or PPTP, used by the computerized device 30 to establish a VPN connection 

46 with the network 36. By having the secure connection instructions 56 separate from the 

initiation information table 40, the user, such as administrator, can map two or more address 

30 entries 42 (e.g., ranges of IP addresses) to a single set of secure connection instructions 56, 

thereby minimizing the amount of storage required by the computerized device 30 to hold or 

store multiple secure connection instructions or protocols 56 for multiple entries.
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In one embodiment, the initiation information table 40 includes information table 

elements 58. Each information table element 58 within the initiation information table 40 

includes an address entry 42, a netmask entry 68, and a profile entry 54. The address entry 

42 and the netmask entry 68 are described in detail above. The profile entry 54 maps each 

5 information table element 58 to secure connection instructions 56. Each profile entry 54 

within each information table element 58 can map to a single set of secure connection 

instructions 56 or can map to separate, distinct secure connection instructions 56.  

In one embodiment as shown in Fig. 4, for example, the initiation information table 

40 includes a first information table element 58-1, labeled "1 stfloorSanJose" and a second 

10 information table element 58-2, labeled "2ndfloorSanJose." In one embodiment, each 

information table element 58 represents a table entry 42 for individual (e.g., separate) 

WLAN's within an on-site location 28. For example, the first information table element 58-1 

represents a WLAN located on the first floor of a San Jose location while the second 

information table element 58-2 represents a WLAN located on the second floor of a San Jose 

15 location.  

When the computerized device 30 receives network identification information 34 

(e.g., an IP address) from the network identification information source 32, the computerized 

device 30 compares the network identification information 34 with the entry 42 within each 

information table element 58. The computerized device 30 performs such comparisons for 

20 each information table element 58 (e.g., "1stfloorSanJose" 58-1 and "2ndfloorSanJose" 5 8-2) 

until the computerized device 30 detects a correspondence between the network identification 

information 34 and an address entry 42 in one of the information table elements 58 or until 

the computerized device 30 makes a comparison for every information table element 58 

within the initiation information table 40 and does not detect a correspondence.  

25 In one embodiment, during the comparison process, the computerized device 30 

combines the network identification information 34 with the netmask entry 68 prior to 

comparing the network identification information 34 with the address entry 42. For example, 

assume the computerized device 30 receives network identification information 34 having an 

IP address of 20.20.20.55. The computerized device 30 combines the network identification 

30 information 34 with the netmask entry 68-1 of 255.255.255.0 to yield a netmasked network 

identification information value of 20.20.20.0. The computerized device 30 then compares 

the netmasked network identification information 34 with the address entry 42-1 within the
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information table element 58 to detect a correspondence between the netmasked network 

identification information 34 and the address entry 42-1.  

After detecting a correspondence between the address entry 42-1 and the netmasked 

network identification information 34, the computerized device 30 detects a profile entry 54 

5 within the initiation information table 40 where the profile entry 54 maps to secure 

connection instructions 56. The computerized device 30 uses the secure connection 

instructions 56 to establish a secure data connection 46 (e.g., VPN tunnel) between the 

computerized device 30 and the network 36 corresponding to the network identification 

information 32. In one embodiment, the computerized device 30 retrieves the secure 

10 connection instructions 56 from a storage location, such as a memory or other data storage 

device, associated with the computerized device 30.  

As illustrated in Fig. 4, the profile entry 54 for both the first information table element 

58-1 and the second information table element 58-2 indicates a mapping to secure connection 

instructions 56 entitled "SanJoseWLAN." Upon detecting a correspondence between the 

15 address entry 42-1 and the network identification information 34, the computerized device 

retrieves 60 the corresponding, "SanJoseWLAN" secure connection instructions 56. The 

secure connection instructions 56 include a network address 66, such as for a gateway or 

concentrator 48 associated with the network 36 requiring a secured connection 46, for the 

computerized device 30. For example, as illustrated in Fig. 4, the network address 66 is 

20 "sanjosewlan.acme.com." The computerized device 30 executes the secure connection 

instructions 56 to create a secure connection 46 between the computerized device 30 and the 

concentrator 48 or network 36 located at the "sanjosewlan.acme.com" address 66.  

Fig. 4 also illustrates the information table element 58-2 as including a secure 

connection stop function 62, such as a "discontinue" command. When the computerized 

25 device 30 detects a correspondence between the network identification information 34 and 

the address entries 42 within the initiation information table 40, the presence of the secure 

connection stop function 62 prevents the computerized device 30 from establishing a 

connection with a network 36. In one embodiment, when the computerized device 30 detects 

the presence of the secure connection stop function 62, the computerized device 30 

30 establishes a nonsecure data connection with the network 36.  

The secure connection stop function 62, for example, limits or prevents the 

computerized device 30 from establishing an unnecessary secure connection 46 with a 

network 36. For example, the network 36 can require that the computerized device 30
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establish a secured connection 46 with the network 36 when a user uses the computerized 

device 30 away from the on-site location 28. The network can also require the computerized 

device 30 to establish an unsecured connection 46 with the network 36 when a user uses the 

computerized device 30 within the on-site location 28. Such a requirement limits the 

5 establishment of a secure or VPN connection when the computerized device 30 is on-site 

(e.g., within the corporate office) to save or not burden network resources within the on-site 

location 28.  

Fig. 5 illustrates a more detailed architecture of a computerized device 30 configured 

according to one embodiment of the invention. A computer program product 118 includes an 

10 application or logic instructions, such as data connection instructions, that are loaded into the 

computerized device 30 to configure the computerized device 30 to establish a secured data 

connection with the network 36.  
- The computerized device 30 in this embodiment of the invention includes an 

interconnection mechanism 111 such as a data bus and/or other circuitry that interconnects a 

15 controller 124, including a memory 24 and a processor 22, and one or more communications 

interfaces 114.  

The memory 24 can be any type of volatile or non-volatile memory or storage system 

such as computer memory (e.g., random access memory (RAM), read-only memory (ROM), 
or other electronic memory), disk memory (e.g., hard disk, floppy disk, optical disk and so 

20 forth). The memory 24 is encoded with logic instructions (e.g., software code) and/or data 

that form a data connection application 120 configured according to embodiments of the 

invention. In other words, the data connection application 120 represents software code, 

instructions and/or data that represent or convey the processing logic steps and operations as 

explained herein and that reside within memory or storage or within any computer readable 

25 medium accessible to the computerized device 30.  

The processor 22 represents any type of circuitry or processing device such as a 

central processing unit, microprocessor or application-specific integrated circuit that can 

access the data connection application 120 encoded within the memory 24 over the 

interconnection mechanism 111 in order to execute, run, interpret, operate or otherwise 

30 perform the data connection application 120 logic instructions. Doing so forms the data 

connection process 122. In other words, the data connection process 122 represents one or 

more portions of the logic instructions of the data connection application 120 while being
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executed or otherwise performed on, by, or in the processor 22 within the computerized 

device 30.  

Those skilled in the art will understand that there can be many variations made to the 

embodiments explained above while still achieving the same objective of those embodiments 

5 and the invention in general.  

As described above, the network 36 is a WLAN and includes a wireless 

transmitter/receiver for establishment of a wireless connection 46 between the network 36 

and computerized device 30. In an alternate embodiment, the connection between the 

computerized device 30 and the network 36 is a physical connection (e.g., such as by using 

10 an Ethernet cable). In such an embodiment, the computerized device 30 performs the steps of 

detecting, comparing, and establishing (as outlined in Fig. 2) in order to form a secured data 

connection (e.g., VPN tunnel) with the network 36 through the physical connection.  

As described above, the network identification information source 32 forms part of 

the first network 36-1. In one embodiment, the network identification information source 32 

15 is a DHCP server 32 that assigns dynamic IP addresses to computerized devices 30 when the 

computerized devices 30 attempt to gain access or log into the first network 36-1. Other 

types of communications protocols used to establish a connection between the computerized 

device 30 and the network 46, however, are within the scope of the invention.  

Fig. 1 also illustrates a single computerized device 30 connected to the first network 

20 36-1. Multiple computerized devices 30, however, can connect to the first network 36-1, 

such as through a concentrator 48, to access data and resources associated with the first 

network 36-1.  

Also as described above, the monitoring demon 64 of the computerized device 30 

performs a sampling or detection of network identification information 34 at a given rate, 

25 such as once every five seconds. By increasing the sampling rate of the monitoring program 

64, however, the computerized device 30 decreases the time span between receiving the 

network identification information 34 and establishing a secure connection 46 with the 

network 36 (e.g., performing an autoinitiation procedure to establish a secure connection).  

Therefore, a monitoring application 64 that samples network identification information 34 at 

30 a relatively high rate can, in turn, increase the security of the computerized device 30.  

Such variations are intended to be covered by the scope of this invention. As such, 
the foregoing description of embodiments of the invention is not intended to be limiting.  

Rather, any limitations to the invention are presented in the following claims.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

I. A method for establishing a data connection between a computerized device and 

a network comprising the steps of: 

detecting network identification information for the computerized device, the 

5 network identification information transmitted from a network identification information 

source associated with the network; 

comparing the network identification information with at least one address entry, 

the at least one address entry indicating the network requiring a secure data connection 

and corresponding to the network identification information; and 

10 in response to detecting a correspondence between the network identification 

information and the at least one address entry, automatically establishing a secure data 

connection with the network without user intervention; 

providing a user login access to the computerized device after automatically 

establishing a secure data connection with the network.  

15 2. The method of claim 1 further comprising the steps of: 

monitoring for network identification information; and 

in response to detecting network identification information while monitoring, 

performing the steps of comparing and establishing.  

3. The method of claim 1 or claim 2 further comprising the steps of: 

20 receiving updated network identification information for the computerized device 

from a network identification information source associated with a second network; 

comparing the updated network identification information with at least one 

address entry, the at least one address entry indicating the second network requiring a 

secure data connection and corresponding to the updated network identification 

25 information; and 

in response to detecting a correspondence between the updated network 

identification information and that at least one address entry, establishing a secure data 

connection with the second network.  

4. The method of claim 1 wherein the step of comparing further comprises the step 

30 of detecting a secure connection stop function and wherein the step of establishing a 

secure data connection with the network comprises the step of establishing a non-secure
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data connection with the network in response to detecting the secure connection stop 

function.  

5. The method of claim 1 wherein the step of comparing further comprises the step 

of detecting a secure connection stop function and wherein the step of establishing a 

5 secure data connection with the network comprises the step of preventing establishment 

of a data connection with the network in response to detecting the secure connection stop 

function.  

6. The method of claim 1 wherein the step of comparing further comprises the steps 

of: 

10 in response to detecting a correspondence between the network identification 

information and the at least one address entry, detecting a profile entry, the profile entry 

mapped to secure connection instructions relating to establishment of a secure data 

connection between the computerized device and the network; and 

retrieving the secure connection instructions indicated by the profile entry.  

15 7. The method of claim 1 wherein the step of establishing a secure data connection 

with the network comprises the step of establishing a secure wireless data connection to 

the network.  

8. The method of claim I wherein, in response to detecting no correspondence 

between the network identification information and the at least one address entry, further 

20 comprising the step of establishing a non-secure data connection with the network.  

9. The method of claim 1 wherein, in response to detecting no correspondence 

between the network identification information and the at least one address entry, further 

comprising the step of preventing establishment of a data connection with the network.  

10. A computerized device comprising: 

25 at least one communications interface; 

a controller; and 

an interconnection mechanism coupling the at least one communications 

interface and the controller; 

wherein the controller comprises:
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means for detecting network identification information for the computerized 

device, the network identification information transmitted from a network identification 

information source associated with a network through the at least one communications 

interface; 

5 means for comparing the network identification information with at least one 

address entry, the at least one address entry indicating the network requiring a secure 

data connection and corresponding to the network identification information; and 

means for automatically establishing a secure data connection with the network 

without user intervention through the at least one communications interface a response 

10 to detecting a correspondence between the network identification information and the at 

least one address entry 

means for providing a user login access to the computerized device after 

automatically establishing a secure data connection with the network.  

11. The computerized device of claim 10 further comprising: 

15 means for monitoring for network identification information; and 

means for performing the steps of comparing and establishing in response to 

detecting network identification information while monitoring.  

12. The computerized device of claim 10 or claim 1 1 further comprising: 

means for receiving updated network identification information for the 

20 computerized device from a network identification information source associated with a 

second network through the at least one communications interface; 

means for comparing the updated network identification information with at least 

one address entry, the at least one address entry indicating the second network requiring 

a secure data connection; and 

25 means for establishing a secure data connection with the second network through 

the at least one communications interface in response to detecting a correspondence 

between the updated network identification information and the at least one address 

entry.  

13. The computerized device of claim 10 further comprising means for detecting a 

30 secure connection stop function when comparing and means for establishing a non

secure data connection with the network through the at least one communications
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interface in response to detecting the secure connection stop function when establishing 

a secure data connection with the network.  

14. The computerized device of claim 10 further comprising means for detecting a 

secure connection stop function when comparing; and means for preventing 

5 establishment of a data connection with the network in response to detecting the secure 

connection stop function when establishing a secure data connection with the network.  

15. The computerized device of claim 10 further comprising: 

means for detecting a profile entry, in response to detecting a correspondence 

between the network identification information and the at least one address entry, the 

10 profile entry mapped to secure connection instructions relating to establishment of a 

secure data connection between the computerized device and the network; and 

means for retrieving the secure connection instructions indicated by the profile 

entry through the at least one communications interface.  

16. The computerized device of claim 10 further comprising means for establishing a 

15 secure wireless data connection to the network through the at least one communications 

interface when establishing a secure data connection with the network.  

17. The computerized device of claim 10 further comprising means for establishing a 

non-secure data connection with the network, in response to detecting no 

correspondence between the network identification information and the at least one 

20 address entry.  

18. The computerized device of claim 10 further comprising means for preventing 

establishment of a data connection with the network, in response to detecting no 

correspondence between the network identification information and the at least one 

address entry.  

25 19. The computerized device according to any one of claims 10 to 18, wherein the 

controller comprises: 

means for detecting address information for the computerized device, the address 

information transmitted from a Dynamic Host Configuration Protocol server associated 

with the wireless network;
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means for comparing the address information with at least one address entry in 

an initiation information table, the at least one address entry indicating the 

corresponding wireless network requiring a secure data connection and corresponding to 

the address information; and 

5 means for performing an autoinitiation procedure to establish a secure data 

connection with the wireless network in response to detecting a correspondence between 

the network identification information and the at least one address entry in the initiation 

information table.  

20. A computer program product having a computer-readable medium including 

10 computer program logic encoded thereon that, when performed on a controller in a 

computerized device having a coupling to at least one communications interface 

provides a method for performing the operations of: 

detecting network identification information for the computerized device, the 

network identification information transmitted from a network identification information 

15 source associated with a network through the at least one communications interface; 

comparing the network identification information with at least one address entry, 

the at least one address entry indicating the network requiring a secure data connection 

and corresponding to the network identification information; and 

in response to detecting a correspondence between the network identification 

20 information and the at least one address entry, automatically establishing a secure data 

connection with the network without user intervention through the at least one 

communications interface; 

providing a user login access to the computerized device after automatically 

establishing a secure data connection with the network.  

25 21. A method for establishing a data connection, comprising: 

detecting, in a computerized device, a network identification information for the 

computerized device, where the computerized device receives the network identification 

information in a wireless local area network transmission from a network identification 

information source associated with a first network to which the computerized device is 

30 to establish a secure wireless data connection;
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comparing the network identification information with at least one address entry 

stored in the computerized device, the at least one address entry indicating that the first 

network requires a secure data connection; 

in response to detecting a correspondence between the network identification 

5 information and the at least one address entry, establishing a secure wireless data 

connection between the computerized device and the first network; and 

selectively establishing a non-secure data connection between the computerized 

device and the first network in response to detecting a secure connection stop function.  

22. A computerized device comprising: 

10 at least one communications interface; 

a controller; and 

an interconnection mechanism coupling the at least one communications 

interface and the controller; 

wherein the controller is configured to: 

15 detect, in the computerized device, network identification information for the 

computerized device, the network identification information transmitted from a network 

identification information source associated with a first network through the at least one 

communications interface; 

compare the network identification information with at least one address entry, 

20 the at least one address entry indicating the corresponding first network requiring a 

secure data connection and corresponding to the network identification information, and 

detecting a secure connection stop function; and 

in response to detecting a correspondence between the network identification 

information and the at least one address entry, establishing a secure data connection with 

25 the first network and establishing a non-secure data connection with the first network in 

response to detecting the secure connection stop function.  

23. A computer program product having a computer-readable medium including 

computer program logic encoded thereon that, when performed on a controller in a 

computerized device having a coupling to at least one communications interface 

30 provides a method for performing the operations of: 

detecting, in the computerized device, network identification information for the 

computerized device, the network identification information transmitted from a network



- 26 

identification information source associated with the first network through the at least 

one communications interface; 

comparing the network identification information with at least one address entry, 

the at least one address entry indicating the corresponding first network requiring a 

5 secure data connection and corresponding to the network identification information and 

detecting a secure connection stop function; and 

in response to detecting a correspondence between the network identification 

information and the at least one address entry, establishing a secure data connection with 

the first network and establishing a non-secure data connection with the first network in 

10 response to detecting the secure connection stop function.  

24. A computerized device comprising: 

at least one communications interface; 

a controller; and 

an interconnection mechanism coupling the at least one communications 

15 interface and the controller; 

wherein the controller is configured to produce a means for distributing content, 

such means including: 

means for detecting, in the computerized device, network identification 

information for the computerized device, the network identification information 

20 transmitted from a network identification information source associated with a first 

network through the at least one communications interface; 

means for comparing the network identification information with at least one 

address entry, the at least one address entry indicating the corresponding first network 

requiring a secure data connection and corresponding to the network identification 

25 information, and means for detecting a secure connection stop function; and 

in response to detecting a correspondence between the network identification 

information and the at least one address entry, means for establishing a secure data 

connection with the first network and means for establishing a non-secure data 

connection with the first network in response to detecting the secure connection stop 

30 function.  

25. In a client computer, a method for establishing a data connection to an onsite, 

wireless local area network comprising the steps of:
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detecting address information for the client computer, the address information 

transmitted from a Dynamic Host Configuration Protocol sever associated with the 

wireless local area network; 

comparing the address information with at least one address entry in an initiation 

5 information table, the at least one address entry indicating the corresponding wireless 

local area network requiring a secure data connection and corresponding to the address 

information; and 

in response to detecting a correspondence between network identification 

information and the at least one address entry in the initiation information table, 

10 performing an autoinitiation procedure to establish a secure data connection with the 

wireless local area network.  

26. A computerized device comprising: 

at least one communications interface; 

a controller; and 

15 an interconnection mechanism coupling the at least one communications 

interface and the controller; 

wherein the controller is configured to: 

detect address information for the computerized device, the address information 

transmitted from a Dynamic Host Configuration Protocol sever associated with a 

20 wireless network; 

compare the address information with at least one address entry in an initiation 

information table, the at least one address entry indicating the corresponding wireless 

network requiring a secure data connection and corresponding to the address 

information; and 

25 in response to detecting a correspondence between network identification 

information and the at least one address entry in the initiation information table, perform 

an autoinitiation procedure to establish a secure data connection with the wireless 

network.  

27. A method for establishing a data connection substantially as herein described 

30 with reference to any one of the embodiments of the invention illustrated in the 

accompanying drawings and/or examples.



-28

28. A computerized device substantially as herein described with reference to any 

one of the embodiments of the invention illustrated in the accompanying drawings 

and/or examples.  

29. A computer program product substantially as herein described with reference to 

5 any one of the embodiments of the invention illustrated in the accompanying drawings 

and/or examples.
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