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(57) ABSTRACT 

A method, computer program product, and computing device 
for modifying a first channel portion of a digital media data 
file to include at least a first primary watermark. A second 
channel portion of the digital media data file is modified to 
include at least a first secondary watermark, wherein the first 
secondary watermark is the complement of the first primary 
watermark. 
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ADVANCED MULT-CHANNEL 
WATERMARKING SYSTEMAND METHOD 

RELATED APPLICATION 

0001. This application claims the benefit of the following 
application, which is herein incorporated by reference: U.S. 
Provisional Patent Application No. 60/956,545, entitled 
“Advanced Two-Stage Transactional Audio Watermarking, 
filed 17 Aug. 2007. 

TECHNICAL FIELD 

0002 This application relates to watermarking of digital 
media and, more particularly, to digital watermarking 
wherein multiple channels of digital media are embedded 
with watermarks and watermark complements. 

BACKGROUND 

0003. The advent of digital media, such as digital speech, 
audio, graphics, images, and video, has significantly 
improved many existing applications, as well as introduced 
many new applications. This is due, in large part, to the 
relative ease by which digital media may be stored, transmit 
ted, searched, and accessed. 
0004 Media data is often analog data that is converted into 
digital data using e.g., Pulse Coded Modulation (PCM), 
which may result in the generation of a significant amount of 
digital data. As an example, high quality PCM digital music is 
available on Compact Disk (CD). When a music CD is 
encoded with stereo PCM digital music at a sampling rate of 
44.1 kHz with 16 bits per sample (generating a raw data rate 
of 1411 kbits/s), the music CD is capable of storing about 650 
megabytes of digital music with error correction (about 64 
minutes of music) and about 746 megabytes of digital music 
without error correction (about 74 minutes of music). 
0005. Unfortunately, due to the size of the above-de 
scribed PCM digital music files, when downloading/transfer 
ring Such digital music files, the download/transfer may take 
a considerable amount of time. Thus, for efficient communi 
cation, storage and/or transmission of digital music files, the 
digital music files may be compressed using one of a plurality 
of compression techniques (e.g., MPEG and ITU-T standards 
committees, as well as proprietary Solutions). 
0006 Over time the approaches used for compression 
have grown very Sophisticated. Indeed, these approaches may 
allow high compression for audio that can reach a factor 
between 5 and 15, while still producing very high psychoa 
coustic quality that is similar to the uncompressed audio. 
Moreover, the compression factor attainable for video is even 
higher, and depending on the resolution, it can vary between 
factors of 10 and 100. For instance, due to such compression 
schemes, digitized movies with standard television resolution 
and quality have been available on Digital Video Discs 
(DVD's) for approximately 10 years, and they are now also 
available in High Definition format as well. 
0007. However, digital multimedia, if unprotected, also 
brings with it an increase in the risk of piracy. For one, the 
process of copying of digital multimedia content does not 
incur any additional loss of quality due to multigenerational 
effects (associated with analog audio or video tapes), as e.g., 
the one millionth copy is identical to the original. This is not 
only a problem with uncompressed multimedia, but even 
more so with compressed multimedia. With modest compres 
sion factors of, e.g., 5, the quality of music can remain per 
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ceptually perfect when state of the art compression schemes 
are used, while enabling a music album to be downloaded/ 
transferred 5 times faster (e.g., in about 6 minutes instead of 
30 minutes). 
0008 Furthermore, extraction tools are freely available on 
the internet for ripping of CDs and protected DVDs, as well as 
tools for re-compressing multimedia content in various for 
mats. Coupled with the advent of peer-to-peer (P2P) network 
ing, large multimedia files can be easily posted on the internet 
and illegally shared with millions of users. This results in a 
significant amount of piracy and, thus, lost revenues for con 
tent owners. Further, this type of piracy requires complex 
monitoring to determine the identity of pirates and download 
ers of pirated content. Thus, digital multimedia, if unpro 
tected, can pose a significant challenge to preventing piracy. 
0009. To address this challenge, a committee effort was 
launched in 1998 for developing a Secure Digital Music Ini 
tiative (SDMI) standard that comprised a specification for 
portable devices and an overall architecture for delivery of 
digital music. Digital watermarks were proposed as a key 
component of the SDMI system. The embedded watermarks, 
when extracted by a suitable detector, could be used to control 
aspects of a digital music system (e.g., permit or deny record 
ing, allow copying a certain number of times). Other notable 
uses of digital watermarks include their ability to establish 
authorship or ownership, define usage rights and copyright 
control, and verify the integrity of the content. 
(0010. In September of 2000, SDMI invited the public to 
test the attack resistance of its watermarking technology. 
While a discussion of the results of these tests is beyond the 
Scope of this application, many Vulnerabilities of specific 
watermarking technologies were demonstrated during the 
SDMI challenge. This eventually led to the abandonment of 
SDMI's program. 
0011. In general, digital watermarks can be either robust 
or fragile depending on their design. A robust watermark is 
intended to Survive common attacks by securely carrying 
embedded information, while a fragile watermark is intended 
to indicate whether the audio signal has been changed due to 
certain processing methods, including compression, filtering, 
as well as Some types of attack. In the past, watermarks. Such 
as those developed by SDMI, have predominately been used 
to carry information about access rights to a multimedia file 
by the user. However, they can also be used to transport 
information about a user-initiated multimedia file purchase 
transaction. 
0012 Transactional watermarking may thus be described 
as the process of digital watermarking of each copy of mul 
timedia content with a unique watermark to allow identifica 
tion of the specific transaction, which may include informa 
tion related to the purchase and/or download of the 
multimedia content itself. This type of watermarking intro 
duces additional technological hurdles as compared to gen 
eral watermarking, as information about a transaction is only 
available at the time of the transaction. Therefore, embedding 
must be performed in realtime (i.e., at the time of the trans 
action). 
0013 Conventionally, transactional watermarking has 
yielded functional, but less than ideal results. For example, 
FIG. 1a shows a high-level view of conventional watermark 
ing system 10 for watermarking of digital audio. Digital audio 
may be provided as input to watermark embedder 12 as well 
as to perceptual analyzer 14. Concurrently, the message to be 
embedded in the digital audio file may be provided to water 
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mark generator 16, which converts the message to binary 
code (i.e., watermark) for embedding. Watermark embedder 
12 performs the function of embedding this watermark in the 
audio signal of the digital audio file, but does so while ensur 
ing that the watermark is below the threshold of audibility. To 
accomplish this, perceptual analyzer 14 measures the amount 
of masking energy present and modulates the strength of the 
watermark to be embedded. Watermark embedder 12 may 
employ any number of known principles of watermarking, 
however, a spread spectrum embedder generally provides 
higher quality results. The resulting watermarked audio sig 
nal is then encoded (i.e., compressed) by digital audio 
encoder 18 (e.g., MP3, AAC, WindowsMediaAudio (WMA), 
or Real Audio (RA) encoder), resulting in a watermarked 
compressed digital audio file of corresponding format. 
0014. The primary limitations of this system are that it is 
not practical for realtime distribution on a large Scale and the 
embedded watermark may produce audible interference. For 
example, if employed as an online music store application, 
conventional watermarking system 10 may result in a system 
of very high complexity that would be highly inefficient when 
serving a large number of music files simultaneously. As 
discussed above, due to size considerations, online music/ 
media stores generally distribute compressed media files to 
promote efficient transmission (as well as efficient storage), 
which may be performed after a media file has been water 
marked. However, since transaction information is only 
known at the time of the transaction, such a system requires 
realtime watermarking and realtime encoding of thousands, 
and possibly tens of thousands, of music streams being 
requested at any given time. Further, while perceptual ana 
lyZer 14 may attempt to mask the audible energy of the 
watermark by the native audio, audible interference may still 
result. In addition to less than ideal audio quality, Such a 
system can be excessively complex, expensive, and delay 
sensitive for an online store application. 
0015. An example of a conventional approach intended to 
remedy the limitations of conventional watermarking system 
10 is shown at FIG. 1b. Alternate conventional watermarking 
system 20 of FIG. 1b operates in compressed (bitstream) 
domain 22. In this system, digital music/audio files may first 
be encoded by a digital audio encoder 24 similar to that 
discussed earlier. The resulting compressed audio streams are 
then stored in compressed media server 26. When specific 
music content is requested, the corresponding stream is 
retrieved from compressed media server 26, and partially 
decoded in partial digital audio decoder 28 to prepare it for 
embedding of a watermark. The message provided as input to 
watermark generator 30 is converted to binary code (repre 
senting a watermark) and then provided to quantizer Scale 
factors sequence changes mapper 32. 
0016 Quantizer scale factors sequence changes mapper 
32 alters aspects of the audio encoding that, for example, can 
slightly change the quantization scale factors of the audio 
signal of the digital audio file to mimic a sequence of binary 
digits in order to form a watermark. The selected quantization 
scale factors may then need to be re-applied on transform 
coefficients and the changed scale factors, as well as resulting 
coefficients, may need to be re-encoded in partial digital 
audio re-encoder34. The resulting compressed stream is then 
output, and carries a hidden watermark that may be extracted 
by a watermark extractor by correctly interpreting embedded 
variations in quantization scale factors. 
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0017. The primary limitations of alternate conventional 
watermarking system 20 are that it is not highly robust, and 
the audio quality concerns of conventional watermarking sys 
tem 10 were not addressed. Due to the fact that it operates 
entirely in the compressed bitstream domain, the coding 
parameters (e.g., quantization scale factors) of the resulting 
watermarked compressed digital audio file are rather easy to 
modify, rendering the watermark useless. A secondary limi 
tation arises from the practical need for fast processing. While 
alternate conventional watermarking system 20 is more effi 
cient than conventional watermarking system 10, as it oper 
ates in compressed domain, the amount of possible realtime 
processing is still limited. Moreover, and similar to conven 
tional watermarking system 10, audio quality still relies upon 
the ability of quantizer Scale factors sequence changes map 
per 32 to mask the embedded watermark's audible energy. 
0018 Overall, at the present time, no single commercial 
watermarking Solution exists that can efficiently, securely, in 
large numbers, and in realtime, address the problem of 
recording transactional watermarks into multimedia content 
with essentially no audible change to the native audio. 

SUMMARY OF DISCLOSURE 

0019. In a first implementation, a method includes modi 
fying a first channel portion of a digital media data file to 
include at least a first primary watermark. A second channel 
portion of the digital media data file is modified to include at 
least a first secondary watermark, wherein the first secondary 
watermark is a complement of the first primary watermark. 
0020. One or more of the following features may be 
included. The first primary watermark may include one or 
more of a transaction identifier, an asset identifier, a synchro 
nization word, a speed change word, a space, a content pro 
vider identifier, and a distributor identifier. The first channel 
portion of the digital media data file may include a left audio 
channel. The second channel portion of the digital media data 
file may include a right audio channel. The second channel 
portion of the digital media data file may include a left audio 
channel. The first channel portion of the digital media data file 
may include a right audio channel. The digital media data file 
may be selected from the group consisting of an audio file and 
a digital audio portion of a digital audio-visual file. The digi 
tal media data file may include at least a third channel portion. 
0021. In another implementation, a computer program 
product resides on a computer readable medium having a 
plurality of instructions stored on it. When executed by a 
processor, the instructions cause the processor to perform 
operations including modifying a first channel portion of a 
digital media data file to include at least a first primary water 
mark. A second channel portion of the digital media data file 
is modified to include at least a first secondary watermark, 
wherein the first secondary watermark is a complement of the 
first primary watermark. 
0022. One or more of the following features may be 
included. The first primary watermark may include one or 
more of a transaction identifier, an asset identifier, a synchro 
nization word, a speed change word, a space, a content pro 
vider identifier, and a distributor identifier. The first channel 
portion of the digital media data file may include a left audio 
channel. The second channel portion of the digital media data 
file may include a right audio channel. The second channel 
portion of the digital media data file may include a left audio 
channel. The first channel portion of the digital media data file 
may include a right audio channel. The digital media data file 
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may be selected from the group consisting of an audio file and 
a digital audio portion of a digital audio-visual file. The digi 
tal media data file may include at least a third channel portion. 
0023. In another implementation, a computing device is 
configured to perform operations including modifying a first 
channel portion of a digital media data file to include at least 
a first primary watermark. A second channel portion of the 
digital media data file is modified to include at least a first 
secondary watermark, wherein the first secondary watermark 
is a complement of the first primary watermark. 
0024. One or more of the following features may be 
included. The first primary watermark may include one or 
more of a transaction identifier, an asset identifier, a synchro 
nization word, a speed change word, a space, a content pro 
vider identifier, and a distributor identifier. The first channel 
portion of the digital media data file may include a left audio 
channel. The second channel portion of the digital media data 
file may include a right audio channel. The second channel 
portion of the digital media data file may include a left audio 
channel. The first channel portion of the digital media data file 
may include a right audio channel. The digital media data file 
may be selected from the group consisting of an audio file and 
a digital audio portion of a digital audio-visual file. The digi 
tal media data file may include at least a third channel portion. 
0025. In another implementation, a method includes 
modifying a left audio channel of a digital media data file to 
include at least a first primary watermark. A right audio 
channel of the digital media data file is modified to include at 
least a first secondary watermark, wherein the first secondary 
watermark is a complement of the first primary watermark. 
The first primary watermark includes one or more of a trans 
action identifier, an asset identifier, a synchronization word, a 
speed change word, a space, a content provider identifier, and 
a distributor identifier. 
0026. One or more of the following features may be 
included. The digital media data file may be selected from the 
group consisting of an audio file and a digital audio portion of 
a digital audio-visual file. 
0027. In another implementation, a method of extracting a 
watermark includes obtaining a digital media data file that 
includes a first channel portion and a second channel portion. 
The first channel portion includes at least a first primary 
watermark and the second channel portion includes at least a 
first secondary watermark. The first secondary watermark is a 
complement of the first primary watermark. A difference 
signal between the first channel portion and the second chan 
nel portion may be determined, whereby the strength of the at 
least the first primary watermark is enhanced. 
0028. One or more of the following features may be 
included. The first channel portion of the digital media data 
file may include a left audio channel. The second channel 
portion of the digital media data file may include a right audio 
channel. The second channel portion of the digital media data 
file may include a left audio channel. The first channel portion 
of the digital media data file may include a right audio chan 
nel. 
0029. The details of one or more implementations are set 
forth in the accompanying drawings and the description 
below. Other features and advantages will become apparent 
from the description, the drawings, and the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0030 
system; 

FIG. 1(a) is a flowchart of a prior art watermarking 
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0031 FIG. 1(b) is a flowchart of another prior art water 
marking system; 
0032 FIG. 2 is a diagrammatic view of a digital media 
watermarking system, a media distribution application, and 
client applications coupled to a distributed computing net 
work; 
0033 FIG. 3 is a flowchart of a process executed by the 
digital media watermarking system of FIG. 2; 
0034 FIG. 4 is a diagrammatic view of a portion of the 
digital media watermarking system of FIG. 2; 
0035 FIG. 5 is a diagrammatic view of a portion of the 
digital media watermarking system of FIG. 2; 
0036 FIG. 6(a) is a diagrammatic view of a portion of the 
digital media watermarking system of FIG. 2; 
0037 FIG. 6(b) is a diagrammatic view of exemplary 
encoding options controlled by a process executed by the 
digital media watermarking system of FIG. 2; 
0038 FIG. 7(a) is a flowchart of a process executed by the 
digital media watermarking system of FIG. 2; 
0039 FIG. 7(b) is a flowchart of a process executed by the 
digital media watermarking system of FIG. 2; 
0040 FIG. 8 is a diagrammatic view of a portion of the 
digital media watermarking system of FIG. 2; 
0041 FIGS. 9(a)-9(e) are diagrammatic views of exem 
plary watermark placements as executed by the digital media 
watermarking system of FIG. 2; 
0042 FIG. 10 is a diagrammatic view of a portion of the 
digital media watermarking system of FIG. 2; 
0043 FIG. 11 is a diagrammatic view of a portion of the 
digital media watermarking system of FIG. 2; 
0044 FIG. 12(a) is an illustrative view of a binary “1” chip 
for use within the digital media watermarking system of FIG. 
2: 
004.5 FIG. 12(b) is an illustrative view of a binary “0” chip 
for use within the digital media watermarking system of FIG. 
2: 
0046 FIG. 13(a) is an illustrative view of a primary spread 
spectrum marker signal generated by the digital media water 
marking system of FIG. 2; 
0047 FIG. 13(b) is an illustrative view of a secondary 
spread spectrum marker signal generated by the digital media 
watermarking system of FIG. 2; 
0048 FIG. 13(c) is an illustrative view of a complemented 
spread spectrum marker signal generated by the digital media 
watermarking system of FIG. 2; 
0049 FIG. 14 is a diagrammatic view of a spread spectrum 
marker signal; 
0050 FIG. 15 is a diagrammatic view of a pn sequence 
generator, 
0051 FIG. 16 is a diagrammatic view of a perceptually 
weighted embedder; 
0.052 FIG. 17 is a diagrammatic view of an input audio 
signal; 
0053 FIG. 18 is a diagrammatic view of a spectral distri 
bution; and 
0054 FIG. 19 is a diagrammatic view of a perceptually 
weighted spread spectrum marker. 
0055 Like reference symbols in the various drawings 
indicate like elements. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

System Overview 
0056 Referring to FIG. 2, there is shown digital media 
watermarking process 50 that may reside on and may be 
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executed by server computer 52, which may be connected to 
network 54 (e.g., the Internet or a local area network). 
Examples of server computer 52 may include, but are not 
limited to: a personal computer, a server computer, a series of 
server computers, a mini computer, and a mainframe com 
puter. Server computer 52 may be a web server (or a series of 
servers) running a network operating system, examples of 
which may includebut are not limited to: Microsoft Windows 
XP Server TM; Novell NetwareTM; or Redhat LinuxTM, for 
example. Alternatively, digital media watermarking process 
50 may reside on and be executed, in whole or in part, by a 
client electronic device. Such as a personal computer, note 
book computer, personal digital assistant, or the like. 
0057 The instruction sets and subroutines of digital media 
watermarking process 50, which may be stored on storage 
device 56 coupled to server computer 52, may be executed by 
one or more processors (not shown) and one or more memory 
architectures (not shown) incorporated into server computer 
52. Storage device 56 may include but is not limited to: a hard 
disk drive; a tape drive; an optical drive; a RAID array; a 
random access memory (RAM); and a read-only memory 
(ROM). 
0058 Server computer 52 may execute a web server appli 
cation, examples of which may include but are not limited to: 
Microsoft IISTM, Novell Webserver'TM, or Apache Web 
server'TM, that allows for HTTP (i.e., HyperText Transfer Pro 
tocol) access to server computer 52 via network 54. Network 
54 may be connected to one or more secondary networks 
(e.g., network58), examples of which may includebut are not 
limited to: a local area network; a wide area network; or an 
intranet, for example. 
0059 Server computer 52 may execute a media distribu 
tion application, examples of which may include, but are not 
limited to RealNetworks Rhapsody Server'TM, Apple iTunes 
ServertM, and Microsoft Windows Media Server TM. Media 
distribution application 60 may distribute requested media 
content from digital media watermarking process 50 (which 
acquires uncompressed digital media files that may be stored, 
at least in part, in uncompressed media library 62, residing on 
storage device 56 of server computer 52) to online media 
client applications, e.g., online media client applications 64. 
66, 68,70. Examples of online media client applications 64, 
66, 68, 70 may include but are not limited to RealNetworks 
RhapsodyTM, Apple iTunesTM, and Microsoft Windows 
Media Player'TM, for example. The requested media content 
provided to media distribution application 60 by digital media 
watermarking process 50 is stored in uncompressed digital 
media library 62. Digital media watermarking process 50 
may be a stand alone application that interfaces with media 
distribution application 60 or an applet/application that is 
executed within media distribution application 60. 
0060. The instruction sets and subroutines of media dis 
tribution application 60, which may be stored on storage 
device 56 coupled to server computer 52 may be executed by 
one or more processors (not shown) and one or more memory 
architectures (not shown) incorporated into server computer 
52. 

0061. As mentioned above, in addition/as an alternative to 
being a server-based application residing on server computer 
52, digital media watermarking process 50 may be a client 
side application (not shown) residing on one or more client 
electronic device 80, 82,84, 86 (e.g., stored on storage device 
72, 74,76, 78, respectively), and executed by a processor (not 
shown) and memory architecture (not shown) incorporated 
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into the one or more client electronic devices. The client-side 
digital media watermarking system (not shown) may be a 
stand alone application that interfaces with an online media 
client application (e.g., online media client applications 64. 
66, 68,70), or may be an applet/application that is executed 
within an online media client application. As such, digital 
media watermarking system 50 may be a client-side applica 
tion, a server-based application, or a hybrid client-side/ 
server-based application, which may be executed, in whole or 
in part, by server computer 52, and/or one or more client 
electronic device (e.g., client electronic devices 80, 82, 84. 
86). 
0062. The instruction sets and subroutines of online media 
client applications 64, 66, 68, 70, which may be stored on 
storage devices 72, 74,76, 78 (respectively) coupled to client 
electronic devices 80, 82, 84, 86 (respectively), may be 
executed by one or more processors (not shown) and one or 
more memory architectures (not shown) incorporated into 
client electronic devices 80, 82,84, 86 (respectively). Storage 
devices 72, 74,76, 78 may include but are not limited to: hard 
disk drives; tape drives; optical drives: RAID arrays; random 
access memories (RAM); read-only memories (ROM), com 
pact flash (CF) storage devices, secure digital (SD) storage 
devices, and memory stick storage devices. Examples of cli 
ent electronic devices 80, 82, 84, 86 may include, but are not 
limited to, personal computer 80, laptop computer 82, per 
Sonal digital assistant 84, notebook computer 86, a data 
enabled, cellular telephone (not shown), and a dedicated net 
work device (not shown), for example. Using online media 
client applications 64, 66, 68, 70, users 88,90, 92, 94 may 
access media distribution application 60 and may request the 
delivery of media content. 
0063. Users 88,90, 92.94 may access media distribution 
application 60 directly through the device on which the online 
media client application (e.g., online media client applica 
tions 64, 66, 68, 70) is executed, namely client electronic 
devices 80, 82,84, 86, for example. Users 88,90, 92.94 may 
access media distribution application 60 directly through net 
work 54 or through secondary network 58. Further, server 
computer 52 (i.e., the computer that executes media distribu 
tion application 60) may be connected to network 54 through 
secondary network 58, as illustrated with phantom link line 
96. 

0064. The various client electronic devices may be 
directly or indirectly coupled to network 54 (or network 58). 
For example, personal computer 80 is shown directly coupled 
to network 54 via a hardwired network connection. Further, 
notebook computer 86 is shown directly coupled to network 
58 via a hardwired network connection. Laptop computer 82 
is shown wirelessly coupled to network 54 via wireless com 
munication channel 98 established between laptop computer 
82 and wireless access point (i.e., WAP) 100, which is shown 
directly coupled to network 54. WAP 100 may be, for 
example, an IEEE 802.11a, 802.11b, 802.11g, 802.11n, Wi 
Fi, and/or Bluetooth device that is capable of establishing 
wireless communication channel 98 between laptop com 
puter 82 and WAP 100. Personal digital assistant 84 is shown 
wirelessly coupled to network 54 via wireless communica 
tion channel 102 established between personal digital assis 
tant 84 and cellular network/bridge 104, which is shown 
directly coupled to network 54. 
0065. As is known in the art, all of the IEEE 802.11x 
specifications may use Ethernet protocol and carrier sense 
multiple access with collision avoidance (i.e., CSMA/CA) for 
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path sharing. The various 802.11x specifications may use 
phase-shift keying (i.e., PSK) modulation or complementary 
code keying (i.e., CCK) modulation, for example. As is 
known in the art, Bluetooth is a telecommunications industry 
specification that allows e.g., mobile phones, computers, and 
personal digital assistants to be interconnected using a short 
range wireless connection. 
0066 Client electronic devices 80, 82, 84, 86 may each 
execute an operating system, examples of which may include 
but are not limited to Microsoft WindowsTM, Microsoft Win 
dows CETM, Redhat LinuxTM, or a custom operating system. 
0067 Referring to FIGS. 3-5, there is shown a diagram 
matic view of digital media watermarking process 50. While, 
as discussed above, digital media watermarking process 50 
may be a stand alone application that interfaces with media 
distribution application 60 or an applet/application that is 
executed within media distribution application 60, for illus 
trative purposes, digital media watermarking process 50 will 
be described in this disclosure as being executed within media 
distribution application 60. Further, and also for illustrative 
purposes, media distribution application 60 will be described 
as an online music store. However, this is not to be construed 
as a limitation of this disclosure. Accordingly, the following 
discussion may be equally applied to a variety of media 
delivery systems, and/or in an independent digital media 
watermarking environment devoid of delivery consider 
ations. 
0068. The following disclosure will describe the manner 
in which digital media watermarking process 50 generates 
complemented media data file 200 from uncompressed media 
data file 202. As will be discussed in greater detail below, 
complemented media data file 200 may include portions of: 
watermarked compressed media data file 206 and unwater 
marked compressed media data file 208. 
0069. As will be discussed below in greater detail, digital 
media watermarking process 50 may include a method for 
modifying 150: a first channel portion 212 of uncompressed 
media data file 202 to include a first primary watermark 214: 
and a second channel portion 216 of uncompressed media 
data file 202 to include a first secondary watermark 218 
(respectively). The first secondary watermark 218 is a 
complement of the first primary watermark 214. 
0070 Additionally and as will be discussed in greater 
detail below, digital media watermarking process 50 may 
modify 150 media data file 202 in several ways prior to a 
request from media distribution application 60 (i.e., prior to a 
transaction initiated by, e.g., users 88, 90, 92, 94). For 
example, such modifications 150 may include, but are not 
limited to: obtaining 152 uncompressed media data file 202: 
inserting 154 first primary watermark 214 into first channel 
portion 212 and inserting 154 first secondary watermark 218 
into second channel portion 216 of uncompressed media data 
file 200 to form watermarked uncompressed media data file 
204; compressing 156 watermarked uncompressed media 
data file 204 to form watermarked compressed media data file 
206; and compressing 156 uncompressed media data file 202 
to form unwatermarked compressed media data file 208. 
Accordingly, such pre-transaction modifications by digital 
media watermarking process 50 may be referred to as non 
realtime processing 250. Conversely, and as will be described 
in detail below, post-transaction modifications by digital 
media watermarking process 50 may be referred to as real 
time processing. 
Non-Realtime Processing: 
0071 Referring also to FIG. 6(a) and as discussed above, 
digital media watermarking process 50 may perform non 
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realtime processing 250 prior to initiation of a transaction by 
e.g., users 88,90, 92, 94. For example, in preparation for 
distribution by media distribution application 60, digital 
media watermarking process 50 may perform non-realtime 
processing 250 on a Subset (or all) of uncompressed media 
data files 202 stored in uncompressed digital media library 
62. However, this is not to be construed as a limitation of this 
disclosure, as digital media watermarking process 50 may 
perform non-realtime processing 250 on a subset (or all) of 
uncompressed media data file 202 stored in uncompressed 
digital media library 62 in response to initiation of a transac 
tion (i.e., in realtime) by e.g., users 88,90, 92.94. 
0072. When digital media watermarking process 50 is 
modifying 150 uncompressed media data file 202, digital 
media watermarking process 50 may first obtain 152 uncom 
pressed media data file 202. For example, non-realtime media 
manager 252 of digital media watermarking process 50 may 
obtain 152 uncompressed media data file 202 from uncom 
pressed digital media library 62. Uncompressed media data 
tile 202 may include first channel portion 212 (e.g., a left 
channel) and second channel portion 216 (e.g., a right chan 
nel). Once obtained from uncompressed digital media library 
62, non-realtime media manager 252 may provide uncom 
pressed media data file 202 to first primary and secondary 
watermark embedder 254 for insertion 154 of first primary 
watermark 214 into first channel portion 212 and first second 
ary watermark 218 into second channel portion 216. Simi 
larly, non-realtime media manager 252 may also provide 
uncompressed media data file 202 to second primary and 
secondary watermark embedder 256 for insertion 154 of sec 
ond primary watermark 220 into first channel portion 212 and 
second secondary watermark 222 into second channel portion 
216. As will be discussed in greater detail below, insertion 
154 of such watermarks into uncompressed media data file 
202 may form watermarked uncompressed media data file 
204. 

0073. Examples of the format of uncompressed media 
data file 202 obtained 152 from uncompressed media data 
library 62 may include, but are not limited to: purchased 
downloads received from media distribution application 60 
(i.e., media content licensed to e.g., user 88 for use in perpe 
tuity); and Subscription downloads received from media dis 
tribution application 60 (i.e., media content licensed to e.g., 
user 88 for use while a valid subscription exists with media 
distribution application 60), for example. 
0074 Uncompressed media data file 202 may be selected 
from the group consisting of an audio file and a digital audio 
portion of a digital audio-visual file. For example, while 
uncompressed media data file 202 is described herein as an 
audio (e.g., music) file, this is for exemplary purposes only. 
For example, uncompressed media data file 202 may be a 
digital audio portion of a digital audio-visual file. Accord 
ingly, multi-media containers (i.e., files containing embedded 
audio and video streams) are also contemplated in the scope 
of this disclosure. Examples of such files may include, but are 
not limited to: RealMediaTM3gp, ASF, AVI, MPEG-2, MP4, 
and MOV. 
(0075. Examples of complemented media data file 200 
(distributed by media distribution application 60) may 
include, but are not limited to: audio media data files (ex 
amples of which may include but are not limited to music 
files, audio news broadcasts, audio sports broadcasts, and 
audio recordings of books, for example); audio/video media 
data files (examples of which may include but are not limited 
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to a/v news broadcasts, a?v sports broadcasts, feature-length 
movies and movie clips, music videos, and episodes of tele 
vision shows, for example); and multimedia content media 
data files (examples of which may include but are not limited 
to interactive presentations and slideshows, for example). 
0076 First channel portion 212 of uncompressed media 
data file 202 may include, but is not limited to, a left audio 
channel. For example, where uncompressed media data file 
202 comprises a music file, first channel portion 212 may 
include the left audio channel of the music file. Similarly, 
second channel portion 216 of uncompressed media data file 
202 may include, but is not limited to, a right audio channel. 
For example, where uncompressed media data file 202 com 
prises a music file, second channel portion 216 may include 
the right audio channel of the music file. This is not to be 
construed as a limitation, however, as e.g., first channel por 
tion 212 may include a right audio channel, and e.g., second 
channel portion 216 may include a left audio channel. 
0077. Additionally, first primary watermark 214 may 
include but is not limited to one or more default watermarks 
224. As will be discussed in greater detail below, default 
watermarks 224 may include a positive or negative marker 
(representing, e.g., transaction identifier 226). This is not to 
be construed as a limitation of this disclosure, however. For 
example, first primary watermark 214 may include non-de 
fault information (not shown). Non-default information may 
include, but is not limited to: asset-specific information, thus 
forming asset identifier 228; synchronization information, 
thus forming synchronization word 230; speed change infor 
mation, thus forming speed change word 232; distributor 
information, thus forming distributor identifier 234; content 
provider information, thus forming content provider identi 
fier 236; and null information, thus forming space 238. 
0078 Similarly, first secondary watermark 218 may 
include but is not limited to one or more default watermarks 
224. Again, and as will be discussed in greater detail below, 
default watermarks 224 may include a positive or negative 
marker (representing, e.g., transaction identifier 226). This is 
not to be construed as a limitation of this disclosure, however. 
For example, first secondary watermark 218 may include 
non-default information, such as asset identifier 228; syn 
chronization word 230; speed change word 232; distributor 
identifier 234; content provider identifier 236; and space 238. 
0079 Referring also to FIG. 6(b), in addition to managing 
data propagation throughout non-realtime processing 250, 
non-realtime media manager 252 may also manage encoding 
options. Examples of encoding options may include but are 
not limited to: Selection of compression scheme parameters 
258 (examples of which are provided below); defining a plu 
rality of media data file parameters 260 based upon, at least in 
part, the attributes of uncompressed media data file 202, 
watermarked compressed media data file 206, and unwater 
marked compressed media data file 208; and selection of 
watermark scheme 262. The selection of watermark scheme 
262 may include, but is not limited to, determining the type, 
frequency, and location of watermarkinsertion 154, as well as 
the parameters that define any particular watermark (e.g., 
watermark size, default watermark values, etc.). 
0080 Modifying 150 media data file 202 may further 
include inserting 154 first primary watermark 214 into first 
channel portion 212 and inserting 154 first secondary water 
mark 218 into second channel portion 216 of uncompressed 
media data file 202 to form watermarked uncompressed 
media data file 204. 
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I0081 Referring also to FIG. 7(a), the manner in which 
first primary and secondary watermark embedder 254 inserts 
154 first primary watermark 214 into uncompressed media 
data file 202 is more fully described below. By way of 
example only, specific values are provided to explain the 
insertion process. However, as is understood by one of skill in 
the art, many other suitable values may be selected. 
I0082 In preparation for insertion 154 of first primary 
watermark 214 into uncompressed media data file 202, first 
channel portion 212 and second channel portion 216 of 
uncompressed media data file 202 may be divided 300 into a 
plurality of segments (i.e., N segments 302). Each segment 
(e.g., segment number 6,969) of first channel portion 212 may 
have a corresponding segment (e.g., segment number 6,969) 
in second channel portion 216. Additionally, each segment 
may consist of e.g., fifty frames, with each frame consisting of 
e.g., 1,024 samples. 
I0083. An exemplary digital audio file (e.g., uncompressed 
media data file 202) may be encoded in Pulse-Code Modula 
tion (PCM) format. As is known in the art, a PCM encoded 
digital audio file may be sampled at 44.1 kHz with sixteen 
bits/sample. Thus, a segment may consist of 51.200 samples, 
or 819,200 bits. As the number of segments per digital audio 
file (i.e., N segments) depends on the length of the digital 
audio file, a length of two minutes (i.e., one-hundred-twenty 
seconds) will be used for illustrative purposes. Therefore, 
where audio length is the number of seconds in a given 
digital audio file, sample rate is the number of Samples 
recorded per second, and segment size is computed as 
described above, dividing 300 of uncompressed media data 
file 202 may be performed using: 

N(audio lengthsample rate) segment size 

N=(120 seconds*44,100 samples per second) (1,024 
samples per frame*50 frames per segment) 

I0084 Applying this to the above example of a two-minute 
digital audio file, the digital audio file may consist of 103.359 
segments (i.e., one-hundred-three complete segments and 
one partial segment). 
I0085 First primary and secondary watermark embedder 
254 may read 304 the bitpattern of first primary watermark 
214 to have a length of L. markers 306, where a marker may 
consist of e.g., 4,096 chips. As is known in the art, a chip may 
represent a binary “1” or “O'”. As a transaction has not yet 
occurred, a default value for the length of first primary water 
mark 214 may be provided. For example, first primary water 
mark 214 may consist of fifty markers, totaling 204.800 
chips, wherein the chips may all be pre-set to binary “1” or 
“0”. Additionally, as first secondary watermark 218 may be 
the complement of first primary watermark 214 (as will be 
discussed in greater detail below), first secondary watermark 
218 may have an equivalent length L. 
I0086 For illustrative purposes, first primary watermark 
214 and first secondary watermark 218 will be described as 
transaction identifier 226. As such, the following discussion 
may refer to first primary watermark 214 and first secondary 
watermark 218 specifically/directly, or indirectly in the form 
of transaction identifier 226. 
I0087. Non-default information (e.g., asset identifier 228; 
synchronization word 230; speed change word 232; distribu 
tor identifier 234; content provider identifier 236; and space 
238) may be known prior to the occurrence of a transaction. 
To illustrate an instance where non-default information is 
known apriori (as discussed above), the insertion 154 of an 
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additional watermark (i.e., second primary watermark 220 
and its complement, second secondary watermark 222) will 
be discussed. Thus, in addition to inserting 154 first primary 
watermark 214 into first channel portion 212 and first second 
ary watermark 218 into second channel portion 216, second 
primary watermark 220 (e.g., asset identifier 228) may also be 
inserted 154 into first channel portion 212 and second sec 
ondary watermark 222 (e.g., the complement of asset identi 
fier 228) may also be inserted into second channel portion 
216. In such a case, an actual value for M (i.e., the length of 
second primary watermark 220 and second secondary water 
mark 222 in markers) may be generated by digital media 
watermarking process 50 (in lieu of a default value). 
0088. Once the values of L (i.e., the length of first primary 
watermark 214 and first secondary watermark 218 in mark 
ers; that is the transaction identifier 226) and/or M (i.e., the 
length of second primary watermark 220 and second second 
ary watermark 222 in markers; that is asset identifier 228) are 
determined, digital media watermarking process 50 may gen 
erate 310 the spread spectrum watermark. As is convention 
ally employed in the art, the principles of Direct Sequence 
Spread Spectrum (DSSS) technology are utilized to generate 
first primary watermark 214 (e.g., transaction identifier 226) 
and first secondary watermark 218 (e.g., the complement of 
transaction identifier 226). 
0089 For example and referring also to FIG. 8, cosine 
waveform generator 312 may generate a cosine waveform 
based upon an input of the desired frequency. Cosine wave 
form generator 312 may then provides the generated cosine 
waveform to Binary Phase Shift Keying (BPSK) Multiplier 
314. Concurrently, pseudo-noise (pn) sequence generator 316 
may provide an accompanying pn sequence to BPSK multi 
plier 314, thus enabling BPSK multiplier 314 to generate first 
primary watermark 214 (e.g., transaction identifier 226) and 
second primary watermark 220 (e.g., asset identifier 228). 
0090. As is known in the art, a pn sequence generator may 
generate a pn sequence that is a secondary sequence obtained 
from a root pn sequence by cyclic rotation. Thus, pn sequence 
generator 316 may generate a cosine waveform that corre 
sponds to the state of a chip (i.e., “1” or “O) based on the root 
pn sequence. For example, a chip that corresponds to a cosine 
waveform with a length of twelve samples may be used to 
represent binary “1”, and its complement may be used to 
represent binary “O'”. The actual length of the generated pn 
sequence may thus be given by 2°-1 (i.e., 4,095), which may 
be made even by adding a dummy chip (i.e., 4,095+1 =4,096). 
Accordingly, the length of a single DSSS signal may be 
49,152 samples (i.e., 4096*12), and such a signal may be used 
to represent a marker as described above. 
0091. Further and as mentioned above, processes utilizing 
BPSK multipliers inherently generate two types of markers 
(i.e., binary “1” or binary “0”), thus a pn sequence consisting 
of a string of binary 1’s may be referred to as a positive 
marker. Conversely, a pn sequence consisting of a string of 
binary 0's may be referred to as a negative marker. Accord 
ingly, in the event that default values are used when generat 
ing 310 first primary watermark 214 (e.g., transaction iden 
tifier 226) and first secondary watermark 218 (e.g., the 
complement of transaction identifier 226), BPSK multiplier 
314 may generate a positive or negative marker. 
0092. Returning to FIG. 7(a), first primary and secondary 
watermark embedder 254 may set 318 several initial count 
values related to the embedding of first primary watermark 
214 in first channel portion 212 and first secondary watermark 
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218 in second channel portion 216. As digital audio files 
frequently begin with low native spectral energy (i.e., low 
audible sound), setting 318 an initial count value may estab 
lish offset value 320, i.e., init, from which first primary water 
mark 214 (e.g., transaction identifier 226) and first secondary 
watermark 218 (e.g., the complement of transaction identifier 
226) may be embedded into first channel portion 212 and 
second channel portion 216 (respectively) of uncompressed 
media data file 202. Additionally, when setting 318 an initial 
count value, the number of transaction identifiers 226 and the 
residual transaction identifiers (not shown) that may be 
embedded into uncompressed media data file 202 may be 
calculated. Setting 318 an initial count value may also initial 
ize a counter, e.g., transD count, that may be used to main 
tain the current number of times transaction identifier 226 has 
been embedded. 

0093. For example, where J represents the number of 
transaction identifiers 226 that may be inserted 154, J may be 
given as: 

0094. As will be discussed in greater detail below, one or 
more synchronization markers (comprising synchronization 
word 230) may be embedded into first channel portion 212 
and/or second channel portion 216 of uncompressed media 
data file 202 to enhance the detectability of a watermark (e.g., 
transaction identifier 226 or asset identifier 228). In such a 
case, the synchronization word 230 may be accounted for in 
the calculation of J. For example: 

0.095 Given the above calculated values for e.g., the num 
ber of transaction identifiers 226 (i.e., J), the length of trans 
action identifier 226 and asset identifier 228 (i.e., L and M 
respectively), and the number of segments of uncompressed 
media data file 202 (i.e., N), as well as other values to the 
extent necessary, embedding may proceed. 
0096. The remaining processes constitute a loop for 
embedding transaction identifier 226 (i.e., into first channel 
portion 212) and a complement of transaction identifier 226 
(i.e., into second channel portion 216) a plurality of times, as 
calculated at J. For illustrative purposes, an exemplary 
embedding process is described. First primary and secondary 
watermark embedder 254 may compute 322 the offset of the 
location in uncompressed media data file 202 where the next 
transaction identifier 226 may be embedded within first chan 
nel portion 212 and the next complement of transaction iden 
tifier 226 may be embedded within second channel portion 
216. First primary and secondary watermark embedder 254 
may then establish 324 a segment counter (e.g., marked 
segment count) with a default value (e.g., “0”) to increment 
as each segment is marked. Next, a nested loop of processes 
may be performed, starting by perceptually modulating and 
embedding 326 a marker (not shown) of transaction identifier 
226 (where L represents the total number of markers consti 
tuting transaction identifier 226) into a segment. 
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0097. Also well-known in the art is the process of percep 
tually weighting the amplitude of a DSSS signal (e.g., 
marker) to mask its frequency components by the spectral 
energy of the native audio. This is performed to render the 
marker below the threshold of human hearing (i.e., inau 
dible). For example, a perceptually weighted embedder (not 
shown) may perform a perceptual masking analysis of a seg 
ment of uncompressed media data file 202 and, using a 
weighting amplitude calculator (not shown), modulate the 
marker to be embedded in the segment. The perceptually 
weighted embedder may then embed the modulated marker 
into the segment of uncompressed media data file 202, 
wherein the modulated marker is inaudible to, e.g., users 88. 
90, 92,94. 
0098. After perceptually modulating and embedding 326 
a marker of transaction identifier 226, first primary and sec 
ondary watermark embedder 254 may increment 328 the 
value of the counter representing the number of marked seg 
ments, e.g., marked segment count. This nested loop of pro 
cesses may be repeated as long as the number of marked 
segments is less than the number of markers constituting 
transaction identifier 226 (i.e., L 306). That is, until first 
primary and secondary watermark embedder 254 confirms 
330 that transaction identifier 226/the complement of trans 
action identifier 226 were successfully embedded. 
0099. Once first primary and secondary watermark 
embedder 254 confirms 330 that transaction identifier 226/the 
complement of transaction identifier 226 were embedded 
successfully, first primary and secondary watermark embed 
der 254 may 332 increment the value of the counter used to 
maintain the current number of times transaction identifier 
226/the complement of transaction identifier 226 have been 
embedded (e.g., transD count). First primary and secondary 
watermark embedder 254 may then confirm 334 that transac 
tion identifier 226/the complement of transaction identifier 
226 have been embedded into uncompressed media data file 
202 the desired number of times. This may be accomplished 
by calculating whether transD count is less than J, or by 
confirming that embedding has completed in accordance with 
a selected watermark scheme 262 (as will be discussed below 
in greater detail). If first primary and secondary watermark 
embedder 254 does not confirm 334 such, the process is 
repeated (from offset computation process 322). If first pri 
mary and secondary watermark embedder 254 confirms 334 
that all watermarks have been successfully embedded into 
uncompressed digital media file 202, digital media water 
marking process 50 has successfully generated watermarked 
uncompressed media data file 204 in accordance with the 
selected watermark scheme 262 (as will be discussed below 
in greater detail). 
0100 While the above discussion has generally described 
the insertion 154 of transaction identifier 226/the comple 
ment of transaction identifier 226 have into uncompressed 
media data file 202, the same procedure may be followed for 
insertion 154 of asset identifier 228, or any other watermark 
(e.g., synchronization word 230, speed change word 232, 
content provider identifier 236, distributor identifier 234, and 
space 238). Moreover, the above discussion has involved 
inserting 154 watermarks with default values (e.g., transac 
tion identifier 226), however, this is not to be construed as a 
limitation of this disclosure. 
0101 For example, in many instances asset-specific infor 
mation, represented by asset identifier 228 may be known 
apriori. That is, although transaction-specific information 
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(represented by e.g., transaction identifier 226) may not be 
known prior to the initiation of a transaction by e.g., users 88. 
90, 92,94, asset-specific information related to an asset (e.g., 
uncompressed media data file 202) may be known inadvance. 
Thus, rather than inserting 154 asset identifier 228 (e.g., sec 
ond primary watermark 220 and second secondary water 
mark 222) with default values into uncompressed media data 
file 202, asset identifier 228 may be inserted 154 with asset 
specific information. Examples of asset-specific information 
may include, but are not limited to: artist information, album 
information, track information, label information, and release 
date information. 

0102. As described above, digital media watermarking 
process 50 may include non-realtime media manager 252, 
which manages the transformation of uncompressed media 
data file 202 into watermarked compressed media data file 
206. In the above example wherein asset identifier 228 may be 
inserted 154 into uncompressed media data file 202 (in lieu of 
transaction identifier 226), digital media watermarking pro 
cess 50 may direct non-realtime media manager 252 to man 
age the delivery of uncompressed media data file 202 from 
uncompressed digital media library 62 to second primary and 
secondary watermark embedder 256. Alternatively, if first 
primary and secondary watermark embedder 254 first embed 
ded e.g., one or more transaction identifiers 226 into uncom 
pressed digital media data file 202 to form watermarked com 
pressed media data file 206, non-realtime media manager 252 
may manage the delivery of watermarked compressed media 
data file 206 to second primary and secondary watermark 
embedder 256 from first primary and secondary watermark 
embedder 254. 
0103 For illustrative purposes, the following description 
assumes that first primary and secondary watermark embed 
der 254 has previously embedded one or more transactional 
identifiers 226 (e.g., first primary watermark 214 and first 
secondary watermark 218) into uncompressed media data file 
202 (i.e., into first channel portion 212 and second channel 
portion 216, respectively). However this is not intended to be 
a limitation of this disclosure. For example, second primary 
and secondary watermark embedder 256 may insert 154 sec 
ond primary watermark 220 (e.g., asset identifier 228) and 
second secondary watermark 222 (e.g., the complement of 
asset identifier 228) into uncompressed media data file 202 
without one or more transaction identifiers 226 having been 
inserted 154. As above, the following discussion may refer to 
second primary watermark 220 and second secondary water 
mark 222 specifically/directly, or indirectly in the form of 
asset identifier 228. 

0104 Referring also to FIG. 7(b), there is shown a flow 
chart representing the various processes that may be utilized 
to insert 154 asset identifier 228 (and a complement of asset 
identifier 228) into uncompressed media data file 202 (i.e., at 
second primary and secondary watermark embedder 256). In 
preparation for insertion 154 of asset identifier 228 (and the 
complement of asset identifier 228), non-realtime media 
manager 252 may read 336 uncompressed media data file 202 
to second primary and secondary embedder 256 from first 
primary and secondary watermark embedder 254. 
0105. Additionally, non-realtime media manager 252 may 
also read 338 the parameters (not shown) of uncompressed 
media data file 200 and the watermark. The parameters 260 of 
uncompressed media data file 202, after insertion 154 of 
transaction identifier 226 by first primary and secondary 
embedder 254, may include, but are not limited to: the num 
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ber of segments included within first channel portion 212 and 
second channel portion 216 of uncompressed media data file 
202 (i.e., N), the number of markers included within transac 
tion identifier 226 (i.e., L), the number of markers included 
within asset identifier 228 (i.e., M), the residual transaction 
identifiers (not shown), and asset-specific information (not 
shown). 
0106 Given media data file parameters 260 provided by 
non-realtime media manager 252, second primary and sec 
ondary watermark embedder 256 may generate 340 the 
spread spectrum watermark. As is conventionally employed 
in the art, the principles of Direct Sequence Spread Spectrum 
(DSSS) are utilized to generate asset identifier 228. For 
example and referring again to FIG. 8, cosine waveform 
generator 312 may generate a cosine waveform based upon an 
input of the desired frequency. Cosine waveform generator 
312 may then provide the generated cosine waveform to 
Binary Phase Shift Keying (BPSK) Multiplier 314. Concur 
rently, pseudo-noise (pn) sequence generator 316 may pro 
vide an accompanying pn sequence to BPSK multiplier 314, 
enabling BPSK multiplier 314 to generate asset identifier 
228. 

0107 AS is known in the art, a pn sequence generator may 
generate a pn sequence that is a secondary sequence obtained 
from a root pn sequence by cyclic rotation. Thus, pn sequence 
generator 316 generates a cosine waveform that corresponds 
to the state of a chip (i.e., “1” or “O) based on the root pn 
sequence. For example, a chip that corresponds to a cosine 
waveform with a length of twelve samples may be used as to 
represent binary “1”, and its complement may be used to 
represent binary “O'”. The actual length of the generated pn 
sequence may thus be given by 2-1 (i.e., 4,095), which may 
be made even by adding a dummy chip (i.e., 4,095+1 =4,096). 
Accordingly, the length of a single DSSS signal may be 
49,152 samples (i.e., 4,096*12), and such a signal may be 
used to represent a marker as described above. 
0108 Moreover, as processes utilizing BPSK multipliers 
inherently generate two types of markers (i.e., binary “1” or 
binary “0”), a pn sequence consisting of a string of binary 1's 
may be referred to as a positive marker. Conversely, a pn 
sequence consisting of a string of binary 0's may be referred 
to as a negative marker. Accordingly, in the event that default 
values are used when generating 340 second primary water 
mark 220 (e.g., asset identifier 228) and second secondary 
watermark 222 (e.g., the complement of asset identifier 228), 
BPSK multiplier 314 may generate a positive or negative 
marker. 

0109) However and as mentioned above, if asset-specific 
information is provided by e.g., non-realtime media manager 
252, digital media watermarking process 50 may not generate 
340 a positive or negative marker and may generate 340 
markers comprising asset identifier 228 (and a complement of 
asset identifier 228) that represent the asset-specific informa 
tion. 

0110. For example, if asset-specific information is avail 
able, non-realtime media manager 252 may obtain an index of 
asset identifiers (not shown) and, using this index, obtain an 
asset-specific identifier (not shown). The asset-specific iden 
tifier may then be converted to a bitpattern (not shown) that 
may be used by digital media watermarking process 50 to 
generate 340 markers including asset identifier 228 (and a 
complement of asset identifier 228) that represent the bitpat 
tern. 
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0111 Returning to FIG.7(b), second primary and second 
ary watermark embedder 256 may set 342 several initial 
count values related to the embedding of asset identifier 228 
(and a complement of asset identifier 228). As digital audio 
files frequently begin with low native spectral energy (i.e., 
low audible Sound), setting 342 an initial count value may 
establish offset value 320, e.g., init, from which second pri 
mary watermark 220 (e.g., asset identifier 228) and second 
secondary watermark 222 (e.g., the complement of asset 
identifier 228) may be embedded into first channel portion 
212 and second channel portion 216 (respectively) of uncom 
pressed media data file 202. 
0112 The value derived for offset value 320 (e.g., init) 
may also include an offset for a previously embedded water 
mark (e.g., transaction identifier 226/the complement of 
transaction identifier 226). Additionally, when setting 342 an 
initial count value, the number of asset identifiers 228 that 
may be embedded into uncompressed media data file 202 
may be calculated, taking into account not only the total 
number of segments (i.e., N) but also any other watermarks 
previously embedded (e.g., transactional identifier 226/the 
complement of transactional identifier). Setting 342 an initial 
count may also initialize a counter, e.g., assetID count, that 
may be used to maintain the current number of times that asset 
identifier 228/the complement of asset identifier 228 have 
been embedded. 

0113 For example, where K represents the number of 
asset identifiers that may be inserted 154, K may be given as: 

else if G == 1) { 
K = J - 1: 

0114. As will be discussed in greater detail below, one or 
more synchronization markers (comprising synchronization 
word 230) may be embedded into uncompressed media data 
file 202 to enhance the detectability of a watermark (e.g., 
transaction identifier 226 or asset identifier 228). In such a 
case, the synchronization word 230 may be accounted for in 
the calculation of K. 

0115 Given the above calculated values for, namely, the 
number of asset identifiers 228 (i.e., K), the length of asset 
identifier 228 and transaction identifier 226 (i.e., M and L 
respectively), and the number of segments of uncompressed 
media data file 202 (i.e., N), as well as other values to the 
extent necessary, embedding may proceed. 
0116. The remaining processes constitute a loop for 
embedding asset identifier 228 (i.e., into first channel portion 
212) and the complement of asset identifier 228 (i.e., into 
second channel portion 216) a plurality of times, as calculated 
at K. For illustrative purposes, an exemplary embedding pro 
cess is described. Second primary and secondary watermark 
embedder 256 may compute 344 the offset of the location in 
uncompressed media data file 202 where the next asset iden 
tifier 228 may be embedded within first channel portion 212 
and the next complement of asset identifier 228 may be 
embedded within second channel portion 216. 
0117 For example, where offset represents the location in 
uncompressed media data file 202 where the next asset iden 
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tifier 228/the complement of asset identifier 228 may be 
embedded, offset may be given by: 

offset=init--assetID count (L+M) 

0118 Second primary and secondary watermark embed 
der 256 may establish a segment counter (e.g., marked seg 
ment count) with a default value (e.g., “0”) to increment as 
each segment is marked. Next, a nested loop of processes may 
be performed, starting by perceptually modulating and 
embedding 348 a marker (not shown) of asset identifier 228 
(where M represents the total number of markers constituting 
asset identifier 228) into a segment. 
0119. As described above, well-known in the art is the 
process of perceptually weighting the amplitude of a DSSS 
signal (i.e., marker) to mask its frequency components by the 
spectral energy of the native audio. This is performed to 
render the marker below the threshold of human hearing (i.e., 
inaudible). For example, a perceptually weighted embedder 
(not shown) may perform a perceptual masking analysis of a 
segment of uncompressed media data file 202 and, using a 
weighting amplitude calculator (not shown), modulate the 
marker to be embedded in the segment. The perceptually 
weighted embedder may then embed the modulated marker 
into the segment of uncompressed media data file 202, 
wherein the modulated marker is inaudible to, e.g., users 88. 
90, 92,94. 
0120. After perceptually modulating and embedding 348 
a marker of asset identifier 228, increment segment count 350 
may increment the Value of the counter representing the num 
ber of marked segments, e.g., marked segment count. This 
nested loop of processes may be repeated as long as the 
number of marked segments is less than the number of mark 
ers constituting asset identifier 228 (i.e., M.308). That is, until 
second primary and secondary watermark embedder 256 con 
firms 352 that asset identifier 228/the complement of asset 
identifier 228 were successfully embedded. 
0121 Once second primary and secondary watermark 
embedder 256 confirms 352 that asset identifier 228/the 
complement of asset identifier 228 were embedded success 
fully, second primary and secondary watermark embedder 
256 may increment 354 the value of the counter used to 
maintain the current number of times asset identifier 228/the 
complement of asset identifier 228 have been embedded (e.g., 
assetID count). Second primary and secondary watermark 
embedder 256 may then confirm 356 that asset identifier 
228/the complement of asset identifier 228 have been embed 
ded into uncompressed media data file 202 the desired num 
ber of times. This may be accomplished by calculating 
whether assetID count is less than K, or by confirming that 
embedding has completed in accordance with a selected 
watermark scheme 262 (as will be discussed below in greater 
detail). If second primary and secondary watermark embed 
der 256 does not confirm 356 such, the process is repeated 
(from offset computation process 344). If second primary and 
secondary watermark embedder 256 confirms 356 that all 
watermarks have been Successfully embedded into uncom 
pressed digital media file 202, digital media watermarking 
process 50 has successfully generated watermarked uncom 
pressed media data file 204 in accordance with the selected 
watermark scheme, 262 (as will be discussed below in greater 
detail). 
0122 Referring also to FIGS. 9(a)-9(e), watermark 
scheme 262 may include a variable pattern of transaction 
identifier 226, asset identifier 228, synchronization word 230, 
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speed change word 232, distributor identifier 234, content 
provider identifier 236, and space 238. For example, the order 
in which watermarks (e.g., transaction identifier 226, asset 
identifier 228, synchronization word 230, speed change word 
232, distributor identifier 234, content provideridentifier 236, 
space 238) may be inserted 154 may conform to watermark 
scheme 262 or may be random. For illustrative purposes, 
exemplary watermark schemes 262 are provided at FIGS. 
9(a)-(e), however this is not to be construed as a limitation of 
this disclosure. Any combination/order of watermarks (e.g., 
transaction identifier 226, asset identifier 228, synchroniza 
tion word 230, speed change word 232, distributor identifier 
234, content provider identifier 236, space 238) may be cho 
Sen for purposes of embedding. 
I0123 Referring also to FIGS. 3, 4 & 6(a) again, upon the 
completion of inserting 154 all desired watermarks (as 
described above), digital media watermarking process 50 
may compress 156 watermarked uncompressed media data 
file 204 to form watermarked compressed media data file 206. 
Digital media watermarking process 50 may also compress 
158 uncompressed media data file 202 to form unwater 
marked compressed media data file 208. For example, non 
realtime media manager 252 may manage the delivery of 
watermarked uncompressed media data file 204 to water 
marked digital media encoder 262 for compression 156. Con 
currently, non-realtime media manager 252 may also manage 
the delivery of uncompressed media data file 202 to unwater 
marked digital media encoder 264 for compression 158. 
0.124 Watermarked digital media encoder 262 and unwa 
termarked digital media encoder 264 may then compress 156, 
158 watermarked uncompressed media data file 204 and 
uncompressed media data file 202 (respectively). Non-real 
time media manager 252 may also manage compression 
scheme parameters 258 employed by watermarked digital 
media encoder 262 and unwatermarked digital media encoder 
264, as the compression scheme parameters 258 may need to 
be substantially the same for modification 150 of water 
marked compressed media data file 206. Examples of com 
pression scheme parameters 258 may include, but are not 
limited to, the number of frames, the identity of each frame, 
and the size of the frames. Encoding parameters may also 
vary dependent upon the compression scheme (not shown) 
that is employed for compression 156, 158. 
0.125. Any number of known compression schemes may 
be employed by watermarked digital media encoder 262 and 
unwatermarked digital media encoder 264. Examples of Such 
compression schemes may include but are not limited to 
MPEG-1, MPEG-2, MPEG-4, H.263, H.264, Advanced 
Audio Coding, and other techniques promulgated by e.g., the 
International Standards Organization and the Motion Picture 
Experts Group. 
0.126 The resulting compressed files (i.e., watermarked 
compressed media data file 206 and unwatermarked com 
pressed media data file 208) and their associated parameters 
(e.g., compression scheme parameters 258, media data file 
parameters 260, watermark scheme 262) may then be 
received by compressed media data library 266. Thus, com 
pressed media data library 266 may store two compressed 
versions of media data file 202, one watermarked version 
(i.e., watermarked compressed media data file 206) and one 
unwatermarked version (i.e., unwatermarked compressed 
media data file 208). 
The Realtime Process: 

I0127. Referring also to FIG. 10, digital media watermark 
ing process 50 may perform real time processing 358. As 
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discussed above, transactional information may not be known 
prior to a user (e.g., users 88,90, 92,94) initiating a transac 
tion. Thus, realtime processing 358 may be utilized to modify 
150 first primary watermark 214 (i.e., transaction identifier 
226) and first secondary watermark 218 (i.e., the complement 
of transaction identifier 226) inserted 154 into e.g., water 
marked compressed media data file 206 to associate it with 
transaction-specific information. Additionally and as dis 
cussed above, asset identifier 228/the complement of asset 
identifier 228 may not have been associated with asset-spe 
cific information when asset identifier 228/the complement of 
asset identifier 228 were inserted 154 into watermarked com 
pressed media data file 206 during non-realtime processing 
250. Thus, realtime processing 358 may also be utilized to 
modify 150 second primary watermark 220 (i.e., asset iden 
tifier 228) and second secondary watermark 222 (i.e., the 
complement of asset identifier 228) inserted 154 into e.g., 
watermarked compressed media data file 206 to associate it 
with asset-specific information. 
0128. The modification 150 of watermarked compressed 
media data file 206 to associate transaction identifier 226/the 
complement of transaction identifier 226 and asset identifier 
228/the complement of asset identifier 228 with transaction 
specific information and asset-specific information (respec 
tively) is not to be construed as a limitation of this disclosure. 
For example, modification 150 of watermarked compressed 
media data file 206 may also include, but is not limited to, 
associating: synchronization word 230 with synchronization 
information; speed change word 232 with speed change infor 
mation; distributor identifier 234 with distributor informa 
tion; content provider identifier 236 with content provider 
information; and space 238 with null information. 
0129 Realtime processing 358 of digital media water 
marking process 50 may include, but is not limited to, com 
pressed media synthesizer 360 and realtime media manager 
362. As will be discussed in greater detail below, compressed 
media synthesizer 360 may modify 150 watermarked com 
pressed media data file 206 by combining at least a portion of 
unwatermarked compressed media data file 208 with at least 
a portion of watermarked compressed media data file 206 to 
form complemented media data file 200. Realtime media 
manager 362 may manage the transformation of watermarked 
compressed media data file 206 and unwatermarked com 
pressed media data file 208 into complemented media data 
file 200. 

0130 Referring also to FIG. 11, there is shown an illus 
trative view of compressed media synthesizer 360. The fol 
lowing example explains the manner in which digital media 
watermarking system 50, and more specifically, compressed 
media synthesizer 360, may modify 150 watermarked com 
pressed media data file 206 to form complemented media data 
file 200. Moreover, the following example assumes that 
default values (as described above) were utilized during inser 
tion 154 of first primary watermark 214 (e.g., transaction 
identifier 226) and first secondary watermark 218 (e.g., the 
complement of transaction identifier 226), as well as second 
primary watermark 220 (e.g., asset identifier 228) and second 
secondary watermark 222 (e.g., the complement of asset 
identifier 228), into first channel portion 212 and second 
channel portion 216 (respectively). However, this is not 
intended to be a limitation of this disclosure, as non-default 
information (e.g., asset-specific information) may be utilized 
during insertion 154 of e.g., asset identifier 228/the comple 
ment of asset identifier 228. Additionally, while the following 
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example describes the modification 150 of two specific water 
marks (i.e., transaction identifier 226 (and its complement) 
and asset identifier 228 (and its complement)), it is to be 
understood that any suitable type and/or number of water 
marks (as described above) may be inserted 154 and modified 
150. 

I0131. As noted above, first secondary watermark 218 and 
second secondary watermark 222 may be complements of 
first primary watermark 214 and second primary watermark 
220 (respectively). A significant gain may be achieved by 
embedding watermark signals in the right channel (e.g., sec 
ond channel portion 216) that are complementary to that of 
the signals in the left channel (e.g., first channel portion 212). 
Additionally, while the details of detector design are beyond 
the scope of this disclosure, due to the similarity of left and 
right channel contents (i.e., first channel portion 212 and 
second channel portion 216, respectively), embedding water 
mark complements may improve the watermark detection 
process. That is, audio interference generated by the embed 
ded watermarks may be essentially eliminated due to the 
differencing of channels (i.e., destructive interference), thus 
allowing for watermarks having an amplitude Sufficient to 
detect. 

I0132 Complementing of sinusoidal waves is well known 
in the art. For illustrative purposes, an exemplary process of 
complementing a sinusoidal wave representing a watermark 
will be described within compressed media synthesizer 360. 
This is not to be construed as a limitation of this disclosure, 
however, as complementing may be performed in any manner 
as understood by one of skill in the art. Further, although the 
process is described as implemented by compressed media 
synthesizer 360, it may be implemented at any point after the 
necessary information (e.g., transaction-specific information, 
asset-specific information) is acquired. 
0.133 Concerning the generation of complements, the pn 
sequence of length 4,096 chips that is a string of 1's and 0's 
represents a positive state and its complement (1’s and 0's 
inverted) represents a negative state. The actual spread spec 
trum marker that is embedded is the one that results from 
BPSK modulation of the pn sequence by the cosine waveform 
and is referred to as the positive marker and is of length 
4,096x12 samples, and its complement is referred to as the 
negative marker. 
0.134. In single channel watermarking, the positive marker 
may be used to represent data of “1”, while absence of any 
marker may represent a “0”, with a negative marker repre 
senting the sync signal that facilitates detection of data mark 
ers. It should be understood that the assignment of a positive 
marker to represent data of “1”, a negative marker to represent 
a “sync', and the lack of a marker to represent a “0”, is only 
exemplary and is not intended to imply any limitations of this 
disclosure. 

I0135) In dual-channel watermarking, one of the channels 
may follow the same procedure as that used in the single 
channel watermark embedding while the other channel may 
use a negative marker to represent data of “1”, while absence 
of any marker represents a “0”, with a positive marker repre 
senting the sync signal that facilitates detection of data mark 
ers. It should be understood that the assignment of a positive 
marker to represent data of “1”, a negative marker to represent 
a “sync’, and lack of a marker to represent a “0” for the first 
channel, and the use of a negative marker to represent data of 
“1”, a positive marker to represent a “sync', and lack of a 
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marker to represent a “0” for the second channel is only 
exemplary and is not intended to imply any limitations of this 
disclosure. 
0.136 Referring also to FIGS. 12 and 13 and as discussed 
above, chips (a basic unit that corresponds to the root pn 
sequence) may be the basic building blocks of spread spec 
trum marker signal 364, which may be output from BPSK 
multiplier 314. As chips may be used to represent a binary 1 
or a '0' (as mentioned above), a chip that corresponds to a 

cosine wave with a length of twelve audio samples may be 
used as a representation of a binary 1 , and its complement 
may be used as a representation of a binary 0 . For example, 
FIG. 12(a) shows chip 500 that is illustrative of a chip having 
a value of e.g., binary 1, while FIG. 12(b) shows chip 502 
that is illustrative of a chip having a value of e.g., binary 0. 
0.137 Generating a calculated series of chips 500,502 may 
render primary spread spectrum marker signal 504, wherein 
primary spread spectrum marker signal 504 includes e.g., first 
primary watermark 214 or second primary watermark 220. 
Further, when each chip (e.g., chip 500 and/or chip 502) of 
primary spread spectrum marker signal 504 is comple 
mented, secondary spread spectrum marker signal 506 may 
be generated. That is, if every instance of chip 500 (e.g., 
representing a value of binary 1 ) of primary spread spec 
trum marker signal 504 were replaced by chip 502 (e.g., 
representing a value of binary 0), and every instance of chip 
502 were replaced by chip 500, the complement of primary 
spread spectrum marker signal 504 (i.e., secondary spread 
spectrum marker signal 506) may be generated and output by 
BPSK multiplier 314. Secondary spread spectrum marker 
signal 506 may include e.g., first secondary watermark 218 
(i.e., the complement of first primary watermark 214) or 
second secondary watermark 222 (i.e., the complement of 
second primary watermark 220). 
0.138. When first channel portion 212 and second channel 
portion 216 of watermarked compressed media data file 206 
are modified 150 to represent first primary watermark 214 and 
first secondary watermark 218 (or second primary watermark 
220 and second secondary watermark 222), respectively; 
complemented media data file 200 has been generated. That 
is, complemented media data file 200 may comprise a plural 
ity of watermarks in e.g., the left channel that are comple 
mented in e.g., the right channel, thus essentially collectively 
eliminating the audio generated by each watermark while 
also doubling their strength (i.e., by providing two water 
marks that may be detected). 
0.139. An exemplary illustration of the effect caused by 
embedding first primary watermark 214 in first channel por 
tion 212 and first secondary watermark 218 in second channel 
portion 216 of complemented media data file 200 is provided 
at FIG. 13(c). As shown in FIG. 13(c), the audible interfer 
ence generated by primary spread spectrum marker signal 
504 is cancelled (via destructive inference) by the audible 
interference of secondary spread spectrum marker signal 506, 
thus resulting in complemented spread spectrum marker sig 
nal 508. One implementation of this process will now be 
described. This is not to be construed as a limitation, however, 
as one of skill in the art will appreciate that many processes 
may be utilized to generate complementary watermarks. 
0140. Referring again to FIG. 11, upon request from 
media distribution application 60 (e.g., when users 88,90,92, 
94 initiate a transaction), realtime media manager 362 may 
provide a transD index and a base address of the index to 
transaction address generator 400. Transaction address gen 
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erator 400 may then generate the actual address of transD 
and provide such to transD binary codeword converter 402. 
Similarly, realtime media manager 362 may provide an 
assetID index and a base address of the index to asset address 
generator 404. Asset address generator 404 may then generate 
the actual address of assetID and provide such to assetID 
binary codeword converter 406. 
0141 TransiD binary codeword converter 402 and assetID 
binary codeword converter 406 may then convert and store a 
binary representation of transD (i.e., first primary watermark 
214) and assetID (i.e., second primary watermark 220), 
respectively, to be utilized for modifying 150 watermarked 
compressed media data file 206. Additionally, transD binary 
codeword converter 402 and assetID binary codeword con 
verter 406 may convert and store a complemented binary 
representation of transD (i.e., first secondary watermark 
218) and assetID (i.e., second secondary watermark 222), 
respectively, after deriving such per the method described 
above. The binary output of transiD binary codeword con 
verter 402 and assetID binary codeword converter 406 may be 
a bitpattern (i.e., 1s and 0's), wherein each binary bit repre 
sents the watermark marker (as described above) of transD 
and assetID (respectively). Further, the binary output may be 
inverted when generating the bitpattern of the complement 
watermarks (e.g., first secondary watermark 218 and second 
secondary watermark 222). 
0.142 Concurrently, realtime media manager 362 may 
provide a plurality of media data file parameters 260 based 
upon, at least in part, the attributes of uncompressed media 
data file 202, watermarked compressed media data file 206, 
and unwatermarked compressed media data file 208 to seg 
ment map generator 408. Additionally, realtime media man 
ager 362 may also provide watermark Scheme 262 to segment 
map generator 408. Segment map generator 408 may then 
output a markup-map (not shown) that provides details (e.g., 
the location of transaction identifiers 226 (and their comple 
ments) and asset identifiers 228 (and their complements)) 
pertaining to all segments of the compressed media files (i.e., 
watermarked compressed media data file 206 and unwater 
marked compressed media data file 208). 
0.143 Process controller 410 may be used to direct the flow 
of information in compressed media synthesizer 360. For 
example, when process controller 410 activates ctrl a signal 
and deactivates ctrl c signal, the output of segment map gen 
erator 408 may be transferred to switch 412. The output (as 
described above) of segment map generator 408, after trans 
fer to Switch 412, may serve as an address to access segment 
store 414 from which the bitpattern of e.g., transD and 
assetID (and their complemented bitpatterns) may be copied 
multiple times. The amount of storage, in bits, of segment 
store 414 may be equal to the number of segments (i.e., N) in 
first channel portion 212/second channel portion 216 of e.g., 
watermarked compressed media data file 206 that is being 
processed. 
0144. Additionally, counter 416 may maintain a count that 
may be provided to segment address generator 418 for gen 
eration of the address of a segment within first channel por 
tion 212 and/or second channel portion 216 of watermarked 
compressed media data file 206 and unwatermarked com 
pressed media data file 208 (stored in watermarked com 
pressed segment buffer 420 and unwatermarked compressed 
segment buffer 422 (respectively) to be modified 150. Using 
the generated address, the corresponding segment from first 
channel portion 212 and/or second channel portion 216 of 
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watermarked compressed segment buffer 420 and unwater 
marked compressed segment buffer 422 may be copied into 
compressed segments selector/combiner 426. Concurrently, 
process controller 410 may activate ctrl b signal to indicate 
that the count of counter 416 may be provided to switch 412. 
This may induce the individual bits stored in segment store 
414 to be copied to bit buffer 424 one bit at a time. 
(0145 The individual bits that were copied to bit buffer 424 
may then be provided to mapper logic 428 to be utilized by 
compressed segments selector/combiner 426. Based on the 
mapped value of the bit in bit buffer 424 (at the output of 
mapper logic 428) compressed segments selector/combiner 
426 may then select either the segment in first channel portion 
212 and/or second channel portion 216 of watermarked com 
pressed media data file 206, or the segment in first channel 
portion 212 and/or second channel portion 216 of unwater 
marked compressed media data file 208 in the formation of 
complemented media data file 200. 
0146 For example, if the mapped value of the bit in bit 
buffer 424 (again, at the output of mapper logic 428) is “1”, 
compressed segments selector/combiner 426 may select the 
segment (e.g., segment number 100) in first channel portion 
212 and/or second channel portion 216 of watermarked com 
pressed media data file 206 for use in formation of comple 
mented media data file 200. This segment (i.e., segment num 
ber “100) may then constitute e.g., segment number 100 of 
complemented media data file 200. Dependent on the mapped 
value of the next bit in bit buffer 424 (at the output of mapper 
logic 428), the subsequent segment (e.g., segment number 
“101') of complemented media data file 200 may be formed 
by using e.g., segment number “101 in first channel portion 
212 and/or second channel portion 216 of unwatermarked 
compressed media data file 208 (i.e., if the mapped value is 
“O). The result of the selection/combination of segments of 
watermarked compressed media data file 206 and unwater 
marked compressed media data file 208 by compressed seg 
ments selector/combiner 426 may form complemented media 
data file 200. 
0147 The logic used by mapper logic 428 for this selec 
tion/combination process accounts for several encoding con 
cerns. For illustrative purposes only, it may be helpful to 
analogize mapper logic 428 to a final arbiter in the decision of 
whether to utilize a watermarked segment of the digital media 
data file (i.e., watermarked compressed media data file 206) 
or an unwatermarked segment of the media data file (i.e., 
unwatermarked compressed media data file 208) in the for 
mation of complemented media data file 200. In such an 
analogy, bit buffer 424 may provide the data necessary to 
form a particular watermark in complemented media data file 
200, and mapper logic 428 may decide, for each watermark, 
whether embedding is appropriate. 
0148 For example, if a series of segments have low native 
spectral energy (and, thus, have the undesirable effect of 
rendering an embedded watermark audible), a preexisting 
condition flag (e.g., with a mapped value of 'O') may indicate 
to mapper logic 428 that compressed segments selector/com 
biner 426 should only select segments from unwatermarked 
compressed media data file 208 in the formation of the cor 
responding segments in complemented media data file 200. 
This logic may also be followed if mapper logic 428 is aware 
of metadata that may be corrupted due to the presence of a 
watermark. 
0149. Alternatively, if preexisting watermarks exist in 

e.g., uncompressed media data file 202 (e.g., synchronization 
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words 230, speed change words 232, distributor identifiers 
234, content provider identifiers 236, and space 238) that 
must be present in complemented media data file 200, mapper 
logic 428 may override the mapped value of bit buffer 424 
with a value of “1”. This mapped value may remain effective 
for the sequence of segments that comprise the preexisting 
watermark, thus enabling mapper logic 428 to instruct com 
pressed segments selector/combiner 426 to select segments 
from e.g., watermarked compressed media file 206 in the 
formation of that portion of complemented media data file 
2OO. 

0150. This selection/combination process may be 
repeated for all segments of the digital media data file as 
calculated at N, above. The combination of the watermarked 
and unwatermarked segments may form complemented 
media data file 200. This combination may include, but is not 
limited to, a plurality of non-default transaction identifiers 
226 and asset identifiers 228. As described above, these iden 
tifiers may be used to identify information pertaining to spe 
cific transactions initiated by e.g., users 88,90, 92,94 as well 
as information pertaining to the specific asset (e.g., comple 
mented media data file 200). Upon completion of the above 
described process, realtime media manager 362 may manage 
the transfer of complemented media data file 200 from com 
pressed segments selector/combiner 426 to media distribu 
tion application 60 for e.g., delivery to users 88,90, 92.94. 
0151. While the above discussion describes the insertion 
154 of unique watermarks (e.g., transaction identifier 226 and 
asset identifier 228), this is not intended to be a limitation. For 
example, digital media watermarking process 50 may only 
insert 154 transaction identifier 226 (or only asset identifier 
228). Furthermore, digital media watermarking process 50 
may insert 154 the same watermark (e.g., transaction identi 
fier 226 or asset identifier 228) in a multitude of locations 
throughout complemented media data file 200. 
0152. As discussed above, digital media watermarking 
process 50 may utilize spread spectrum technology to gener 
ate a spread spectrum watermark. Referring also to FIG. 14. 
there is shown section 600 of a spread spectrum marker signal 
(at the output of Binary Phase Shift Keying (BPSK) Multi 
plier 308). 
0153. As discussed above, digital media watermarking 
process 50 may utilize pn sequences. A pn sequence is a 
pseudorandom sequence of binary numbers and is often used 
in applications such as Scrambling/descrambling, and direct 
sequence spread spectrum communication. A reason for 
using a pn sequence may have to do with its properties that 
allow one to reliably detect the presence of the pn sequence by 
correlating it with a known sequence to find their similarity. 
For example, if two sequences are identical/near identical, 
their correlation may possess a high peak. Conversely, if they 
are different, the correlation value is not peaked/is small. 
Accordingly, reliable detection of pn sequence based markers 
is possible from a portion of the pn sequence even when 
impacted by noise conditions, partial erasures, and inten 
tional attacks. 
0154 To generate a pn sequence, digital media water 
marking process 50 may utilize a pn sequence generator. With 
respect to pn sequence generators, a primitive binary polyno 
mial (called the generator polynomial) may be expressed as: 

0155 Concerning the above-stated primitive binary poly 
nomial, the leading term g, and the constant term go of the 
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generator polynomial may be a '1', as the polynomial is a 
primitive. This may result in the updated expression for the 
generator polynomial as follows. 

0156 The general equation of the generator polynomial 
stated above is known in the art as well as its mapping to the 
block diagram of pn sequence generator 316 (as shown in 
FIG. 15), which illustrates shift registers having feedback and 
XOR adders. All r shift registers in pn sequence generator 316 
may update their values based on the values of the incoming 
arrow to the shift register. The adders may perform modulo 2 
XOR addition (0+0=0,0+1=1+0=1, 1+1=0). If the coefficient 
g is a '1', there may be a connection between the kth register 
to the adder. 
0157. In general, pn sequence generator 316 may include 
shift registers SR, SR, SR, . . . , SR, SR, SR; cor 
responding XOR Adders: Switches g1 g2 gs. . . . g-s, g-2, 
g-1, and Switches mo, m1, m2, . . . . m,-3 m, 2 m,-1. 
0158 Basically, a pn sequence may be defined by its gen 
erator polynomial that, in turn, specifies which of the g 
coefficients are 1's or 0's. For example, if the following gen 
erator polynomial is used to generate a pn sequence of length 
4.095, coefficients g gs, and g, may be set to “1”, and 
coefficients g1 g2,gs, gags, g-7, go, and go may be setto "0". 

0159. In addition, an initial state vector (e.g., a bitpattern 
sequence of 1's and 0's) may be used to provide an initial 
value of “1” or “0” to each shift register. This bitpattern may 
have at least a single “1” to ensure a nonzero pn sequence. 
Further, a shift parameter may be used to shift the output 
sequence with respect to the starting point by configuring one 
or more Switches (e.g., mask m), by setting them to “1” (i.e., 
closed switch) or “0” (i.e., open switch). For instance if 
mo-“1” and all other mask bits are set to “0”, this may 
correspond to only Switch m being closed while all other 
Switches are open, thus corresponding to a delay of Zero. 
Thus, the generator polynomial, initial bitpattern, and mask 
bitpattern taken together may customize pn sequence genera 
tor 316. 
0160. In order to embed the spread spectrum signal within 
an audio stream in an imperceptible manner, well known 
psychoacoustic spectral masking properties may be utilized. 
The human ear’s inability to perceive tonal audio as well as 
noise like frequency components in the neighborhood of 
strong spectral bands may permit the embedding of a spread 
spectrum watermark. However, the amplitude of the signal 
should be carefully adapted/modulated so that all frequency 
components are adequately masked by the spectral energy of 
the native audio, thus rendering the watermark well below the 
threshold of human hearing (i.e., inaudible). 
0161 Referring also to FIG. 16, there is shown Perceptu 
ally Weighted Embedder 700 that may calculate the percep 
tual strength to be used for embedding and may embeda (Sync 
or data) marker. The block diagram may be an implementa 
tion of the perceptual modulation and embedding process 
discussed above. For each marker to be embedded, a corre 
sponding audio segment may be input to an overlapped 
blocks formatter, and the resulting overlapped audio blocks 
may be processed by a Forward FFT, which converts time 
domain samples into frequency domain spectral coefficients. 
(0162. These FFT coefficients may be provided to a Nor 
malized Spectral Energy Calculator that computes normal 
ized energy in bands of this coefficient block. The normalized 
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energy may be provided to a Critical Band Identifier that may 
also receive information concerning masking properties of 
the audio block from a Masking Analyzer. The masking prop 
erties may be local to audio and thus the amplitude of the 
spread spectrum signal to be used may be calculated in Small 
audio blocks of e.g., five-hundred-twelve samples with two 
hundred-fifty-six new samples and two-hundred-fifty-six 
samples overlapping with adjacent blocks using a window 
function. The perceptual masking analysis of audio may yield 
a masking function PMIb such that b=0, 1 . . . 41 as indices 
of critical bands such as that in MPEG-2 Audio. Combining 
the spectral energy distribution with critical bands provides 
information about the worst case critical band that has the 
lowest masking energy. This information concerning the 
worst case critical band may be used for modulation by a 
Weighting Amplitude Calculator, which provides the sync? 
data marker to be embedded. As the perceptual weighting 
steps are individually known in the state of the art, they are not 
elaborated in detail. The output of Weighting Amplitude Cal 
culator may contain the modulated sync? data marker that is 
then added in an adder to the original audio, resulting in 
output audio including the original audio plus a perceptually 
weighted version of the marker. 
0163 For example, consider input audio signal 702 as 
shown in FIG. 17. By applying the above-described FFT 
procedures on blocks of audio, the spectral distribution 704 of 
its two-hundred-fifty six coefficients may be computed (as 
shown in FIG. 18). Further, after finding normalized energy 
and computing the critical bands and the worst case critical 
band, a perceptually weighted spread spectrum marker 706 
may be generated (as shown in FIG. 19). 
0164 Digital media watermarking process 50 may further 
include a method of extracting a watermark. For example, 
digital media watermarking process 50 may obtain comple 
mented media data file 200 that (as discussed above) includes 
first channel portion 212 and second channel portion 216. 
First channel portion 212 may include at least first primary 
watermark 214 and second channel portion 216 may include 
at least first secondary watermark 218. First secondary water 
mark 218 may be a complement of first primary watermark 
214. A difference signal between first channel portion 212 
and second channel portion 216 may be determined (e.g., 
complemented spread spectrum marker signal 508), whereby 
the strength of e.g., first primary watermark 214 may be 
enhanced. 
0.165. A number of implementations have been described. 
Nevertheless, it will be understood that various modifications 
may be made. Accordingly, other implementations are within 
the scope of the following claims. 

What is claimed is: 
1. A method comprising: 
modifying a first channel portion of a digital media data file 

to include at least a first primary watermark; and 
modifying a second channel portion of the digital media 

data file to include at least a first secondary watermark, 
wherein the first secondary watermark is a complement 
of the first primary watermark. 

2. The method of claim 1 wherein the first primary water 
mark comprises one or more of 

a transaction identifier, an asset identifier, a synchroniza 
tion word, a speed change word, a space, a content 
provider identifier, and a distributor identifier. 



US 2010/024681.0 A1 

3. The method of claim 1 wherein the first channel portion 
of the digital media data file comprises: 

a left audio channel. 
4. The method of claim 1 wherein the second channel 

portion of the digital media data file comprises: 
a right audio channel. 
5. The method of claim 1 wherein the second channel 

portion of the digital media data file comprises: 
a left audio channel. 
6. The method of claim 1 wherein the first channel portion 

of the digital media data file comprises: 
a right audio channel. 
7. The method of claim 1 wherein the digital media data file 

is selected from the group consisting of 
an audio file and a digital audio portion of a digital audio 

visual file. 
8. The method of claim 1 wherein the digital media data file 

includes at least a third channel portion. 
9. A computer program product residing on a computer 

readable medium having a plurality of instructions stored 
thereon which, when executed by a processor, cause the pro 
cessor to perform operations comprising: 

modifying a first channel portion of a digital media data file 
to include at least a first primary watermark; and 

modifying a second channel portion of the digital media 
data file to include at least a first secondary watermark, 
wherein the first secondary watermark is a complement 
of the first primary watermark. 

10. The computer program product of claim 9 wherein the 
first primary watermark comprises one or more of: 

a transaction identifier, an asset identifier, a synchroniza 
tion word, a speed change word, a space, a content 
provider identifier, and a distributor identifier. 

11. The computer program product of claim 9 wherein the 
first channel portion of the digital media data file comprises: 

a left audio channel. 
12. The computer program product of claim 9 wherein the 

second channel portion of the digital media data file com 
prises: 

a right audio channel. 
13. The computer program product of claim 9 wherein the 

second channel portion of the digital media data file com 
prises: 

a left audio channel. 
14. The computer program product of claim 9 wherein the 

first channel portion of the digital media data file comprises: 
a right audio channel. 
15. The computer program product of claim 9 wherein the 

digital media data file is selected from the group consisting of 
an audio file and a digital audio portion of a digital audio 

visual file. 
16. The computer program product of claim 9 wherein the 

digital media data file includes at least a third channel portion. 
17. A computing device configured to perform operations 

comprising: 
modifying a first channel portion of a digital media data file 

to include at least a first primary watermark; and 
modifying a second channel portion of the digital media 

data file to include at least a first secondary watermark, 
wherein the first secondary watermark is a complement 
of the first primary watermark. 

18. The computing device of claim 17 wherein the first 
primary watermark comprises one or more of: 
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a transaction identifier, an asset identifier, a synchroniza 
tion word, a speed change word, a space, a content 
provider identifier, and a distributor identifier. 

19. The computing device of claim 17 wherein the first 
channel portion of the digital media data file comprises: 

a left audio channel. 
20. The computing device of claim 17 wherein the second 

channel portion of the digital media data file comprises: 
a right audio channel. 
21. The computing device of claim 17 wherein the second 

channel portion of the digital media data file comprises: 
a left audio channel. 
22. The computing device of claim 17 wherein the first 

channel portion of the digital media data file comprises: 
a right audio channel. 
23. The computing device of claim 17 wherein the digital 

media data file is selected from the group consisting of 
an audio file and a digital audio portion of a digital audio 

visual file. 
24. The computing device of claim 17 wherein the digital 

media data file includes at least a third channel portion. 
25. A method comprising: 
modifying a left audio channel portion of a digital media 

data file to include at least a first primary watermark; and 
modifying a right audio channel portion of the digital 

media data file to include at least a first secondary water 
mark, wherein the first secondary watermark is a 
complement of the first primary watermark; 

wherein the first primary watermark comprises one or 
more of a transaction identifier, an asset identifier, a 
synchronization word, a speed change word, a space, a 
content provider identifier, and a distributor identifier. 

26. The method of claim 25 wherein the digital media data 
file is selected from the group consisting of 

an audio file and a digital audio portion of a digital audio 
visual file. 

27. A method of extracting a watermark comprising: 
obtaining a digital media data file that comprises a first 

channel portion and a second channel portion, wherein 
the first channel portion comprises at least a first primary 
watermark and the second channel portion comprises at 
least a first secondary watermark, wherein the first sec 
ondary watermark is a complement of the first primary 
watermark; and 

determining a difference signal between the first channel 
portion and the second channel portion, whereby the 
strength of the at least the first primary watermark is 
enhanced. 

28. The method of claim 27 wherein the first channel por 
tion of the digital media data file comprises: 

a left audio channel. 
29. The method of claim 27 wherein the second channel 

portion of the digital media data file comprises: 
a right audio channel. 
30. The method of claim 27 wherein the second channel 

portion of the digital media data file comprises: 
a left audio channel. 
31. The method of claim 27 wherein the first channel por 

tion of the digital media data file comprises: 
a right audio channel. 


