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SECURITY KEY GENERATION TECHNIQUES

TECHNICAL FIELD

This disclosure is directed generally to digital wireless communications.

BACKGROUND

Mobile telecommunication technologies are moving the world toward an increasingly
connected and networked society. In comparison with the existing wireless networks, next
generation systems and wireless communication techniques will need to support a much wider
range of use-case characteristics and provide a more complex and sophisticated range of access
requirements and flexibilities.

Long-Term Evolution (LTE) is a standard for wireless communication for mobile
devices and data terminals developed by 3rd Generation Partnership Project (3GPP). LTE
Advanced (LTE-A) is a wireless communication standard that enhances the LTE standard. The
5th generation of wireless system, known as 5G, advances the LTE and LTE-A wireless standards
and is committed to supporting higher data-rates, large number of connections, ultra-low latency,

high reliability and other emerging business needs.

SUMMARY

Techniques are disclosed for generating a security key when a user equipment (UE) in a
Radio Resource Control (RRC) inactive state transmits data during connection reestablishment.

An exemplary embodiment discloses a wireless communication method that includes
generating, by a user equipment, a first security key in response to the user equipment initiating a
data transmission or a procedure to resume network connection while the user equipment operates
in an inactive state. The first security key is generated based on a second security key associated
with a first network node and a counter value, and the first security key is associated with a second
network node and is used to generate user plane security keys to communicate data with one or
more network nodes.

In some embodiments, the second security key is obtained by the user equipment based

on a second counter value and a third security key, the user equipment is configured to use the third
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security key associated with the first network node before the user equipment transitions to the
inactive state, and the second counter value is indicated by the first network node in response to the
user equipment transitioning to the inactive state.

In some embodiments, the second counter value is a Next Hop Chaining Counter (NCC)
value. In some embodiments, the counter value is a pre-set value, a first value included in a cell
system information, or a second value included in a control message received by the user
equipment.

In some embodiments, the control message is a Radio Resource Control (RRC) message
used to transition the user equipment into the inactive state. In some embodiments, the data is
mapped on a data radio bearer that is terminated in the second network node. In some
embodiments, the one or more network nodes includes a master node or a secondary node, the first
network node includes the master node, and the second network node includes the secondary node.
In some embodiments, the inactive state is a Radio Resource Control (RRC) inactive state.

Another exemplary embodiment discloses a second wireless communication method.
The second wireless method includes generating, by a first network node, a first security key
associated with a second network node. The first security key is generated based on a second
security key associated with the first network node and a counter value, the first security key is
used to generate user plane security keys to communicate data with a user equipment, and the first
network node generates the first security key in response to the user equipment being configured to
initiate a data transmission or a procedure to resume network connection while the user equipment
operates in an inactive state.

In some embodiments, the second security key is obtained by the first network node
based on a second counter value and a third security key, the user equipment is configured to use
the third security key associated with the first network node before the user equipment transitions
to an inactive state, and the second counter value is indicated by the first network node in response

to the user equipment transitioning to the inactive state.

In some embodiments, the second counter value is a Next Hop Chaining Counter (NCC)
value. In some embodiments, the counter value is a pre-set value, a first value included in a cell
system information, or a second value included in a control message sent to the user equipment.
In some embodiments, the control message is a Radio Resource Control (RRC) message used to

transition the user equipment into the inactive state.
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In some embodiments, the data is mapped on a data radio bearer that is terminated in the
second network node. In some embodiments, the first network node includes a master node, and
the second network node includes a secondary node. In some embodiments, the first network
node indicates the first security key to the second network node. In some embodiments, the
inactive state is a Radio Resource Control (RRC) inactive state.

In yet another exemplary aspect, the above-described method is embodied in the form
of processor-executable code and stored in a computer-readable program medium.

In yet another exemplary embodiment, a device that is configured or operable to
perform the above-described methods is disclosed.

The above and other aspects and their implementations are described in greater detail in

the drawings, the descriptions, and the claims.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a schematic diagram of a four-step random access procedure to transmit uplink
data by a UE in a RRC inactive state.

FIG. 2 is a schematic diagram of a two-step random access procedure to transmit uplink
data by a UE in a RRC inactive state.

FIG. 3 shows an exemplary flowchart for generating a security key by a user equipment.

FIG. 4 shows an exemplary flowchart for generating a security key a network node.

FIG. 5 shows an exemplary block diagram of a hardware platform 500 that may be a

part of a network node or a user equipment.

DETAILED DESCRIPTION

In the 3rd Generation Partnership Project (3GPP) system, a new Radio Resource
Control (RRC) state is introduced. The new RRC state is referred to as RRC inactive state
(RRC _INACTIVE). For the user equipment (UE) in this inactive state the context information of
the Access Stratum (AS) of the UE are maintained on the network side network element and the
UE. Here, the AS context information includes a security context, Signaling Radio Bearer (SRB)
and Data Radio Bearer (DRB) configuration information, status information, and user plane
protocol layer configuration information such as Packet Data Convergence Protocol (PDCP) and

Radio Link Control (RLC) configurations. The inactive UE behaves like the UE of the RRC Idle
3
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State (RRC _IDLE), that is, there is no dedicated radio resources configured for this UE. The
network side network element maintains the control plane and user plane connection to core
network (CN) for the inactive UE. The access network element that maintains the AS context of the
UE is referred to as the anchor network element of the UE.

The UE may resume the RRC connection from the RRC inactive state through the RRC
connection resume procedure, thereby returning to the RRC connected state. Specifically, the UE
sends an RRC connection resume request message through the msg3 in the Random Access
Channel (RACH) procedure, and carries the identifier of the UE, the verification information, and
the like.

In 3GPP technology, there is a function of transmitting uplink data by a UE in a RRC
inactive state, which can be implemented in an RRC inactive state by using a four-step random
access procedure (RACH) or a two-step random access procedure to send uplink data.

FIG. 1 is a schematic diagram of a four-step random access procedure to transmit uplink
data by a UE in a RRC inactive state. As shown in FIG. 1, a UE first sends a message 1 to a
network element of an access network, where message 1 includes preamble information. The
access network element receives the message 1, and in response, sends a message 2 to the UE,
where message 2 includes a random access response (RAR) message. After receiving the
message 2, the UE sends message 3 to the access network element. Message 3 may include a
RRC message (e.g., RRC connection resume request message) and uplink data. After the
reception of message 3, the access network element sends message 4 to the UE, where message 4
includes a response message. As shown in FIG. 1, the response message may include a RRC
message, such as a RRC connection resume message, and a medium access control (MAC) control
element (CE) for contention resolution.

FIG. 2 is a schematic diagram of a two-step random access procedure to transmit uplink
data by a UE in a RRC inactive state. As shown in FIG. 2, the UE first sends a message 1 to the
access network element, where message 1 includes a preamble or spreading code. Message 1 also
includes uplink data and the RRC connection resume request message.  After receiving message 1,
the access network element sends message 2 to the UE. Message 2 includes a response message
that includes the RRC message, such as a RRC connection resume message, and a MAC CE for

contention resolution.
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3GPP radio access network technology also includes a dual connection (DC) mode. In
DC mode, the UE establishes radio connections with two network elements at the same time. One
network element is called the UE’s master node (MN) and the other network element is called
secondary node (SN). The UE and MN establish signaling wireless bearer SRBO, SRB1, as well
as optional SRB2.

The data radio bearer type includes: MN terminated MCG bearer, MN terminated SCG
bearer, MN terminated split bearer, SN terminated MCG bearer, SN terminated SCG bearer, SN
terminated split bearer. MN terminated MCG bearer, MN terminated SCG bearer and MN terminated
split bearer are data radio bearers which are terminated in MN. SN terminated MCG bearer, SN
terminated SCG bearer and SN terminated split bearer are data radio bearers which are terminated in SN.

The SN terminated MCG bearer is a radio bearer in which the PDCP entity of the data
radio bearer is established in the SN network element, the RLC and the MAC protocol entity are
established in the MN network element. The SN terminated split bearer refers to the PDCP entity
of the data radio bearer established in the SN network element, the RLC and MAC protocol entities
is established in the two network elements of the MN and the SN, respectively.

In 3GPP, for the data radio bearer whose PDCP entity is established in MN, its user
plane security keys, including user plane encryption key (Kuyp.pnc) and user plane integrity
protection key (Kgrc-nt), are derived from MN’s AS layer security key (K-mn). For the data radio
bearer whose PDCP entity is established in SN, its user plane security keys are derived from SN’s
security key K-sn. The K-sn is derived from K-mn and a counter called sk-counter, where K-sn =
KDF (k-mn, sk-counter), where KDF is a security key derivation algorithm function.

In 3GPP, when the network side network element transitions the UE in the RRC
connected state to the RRC inactive state through a RRC message, a Next Hop Chaining Counter
(NCC) value is indicated in the RRC message, and the NCC value is used by the UE to generate a
new K-mn when an RRC connection resume request message is initiated or the UE initiate uplink

data transmission in RRC inactive state.

Depending on the type of MN and SN network element, the K-mn and K-sn have
different names, including: (i) when the MN is an eNB defined by 3GPP or an next generation
evolved NodeB (ng-eNB), K-mn is a Kevg or a Kygeng; (i) when MN is a 3GPP-defined gNB,
K-mn is Kyng; and (iii) when the SN is an eNB defined by 3GPP or an ng-eNB, K-sn is an S-Keng
or an S-Kygeng.  The K-sn is S-Kgng when the SN is defined as a gNB of 3GPP.

5
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A UE in RRC inactive state which is configured with dual connectivity in RRC
connected state, may generate data mapped on SN terminated MCG bearer, SN terminated SCG
bearer or SN terminated split bearer, and may initiate RRC connection resume procedure to resume
RRC connection to network. Current technology does not describe how the security key is
generated for these bearers when the bearer’s data is generated and to be transmitted in RRC
inactive state, and when UE is resumed to RRC connected state.

In an exemplary embodiment, a UE generates a K-sn in the following exemplary
manner when a UE initiates a procedure to resume connection to a network node (e.g., by sending a
RRC connection resume request message to a master node), or when the user equipment initiates
uplink data transmission in RRC inactive state:

In some embodiments, the UE generates a new K-sn using the newly generated K-mn
and the sk-counter value. The UE generates the new K-sn when the UE is in the RRC inactive
state.

The newly generated k-mn is derived by the UE based on an old K-mn used before
entering the RRC inactive state, and the NCC value indicated by the network side network element
(e.g., a master node) when transitioning the UE from the RRC connected state to the RRC inactive
state. Specifically, when the UE moves to the RRC inactive state, the AS layer context of the
connected state is saved locally, where the AS context stores security key K-mn-0 used before
transition to RRC inactive state, and the NCC-0 value corresponding to the security key K-mn-0.

If the value of NCC-0 saved by the UE is the same as the above-mentioned NCC value
indicated by the network side network element, then the UE derives a new K-mn from the above
K-mn-0 using a horizontal derivation method. If the value of NCC-0 saved by the UE is different
from the above-mentioned NCC value indicated by the network side network element, then the UE
derives a new K-mn from the NCC and its corresponding Next Hop (NH) value pair by using a
vertical derivation method.

The sk-counter is determined by the UE using one of the following example methods:

Example Mode 1: The sk-counter value is a pre-set value of the protocol agreement,
preferably, the number is 0. For example, the protocol agreement may include a value

pre-determined between a UE and a network node.
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Example Mode 2: The sk-counter value is a value broadcast by a cell system
information. Optionally, in this method, the UE includes the sk-counter value in the msg 1 or the
msg 3 in the RACH process (as shown in FIGS. 1 or 2), and sends the sk-counter value to the
network side network element.

Example Mode 3: The sk-counter value is the sk-counter value indicated in the
dedicated RRC message sent to the UE. In this method, the network-side network element indicates
the value of the sk-counter in a RRC message that transitions the UE to RRC inactive state. The UE
in the RRC inactive state holds the sk-counter value in the local AS context.

After determining the sk-counter by one of the above example methods, the UE
generates a new K-sn according to the newly derived K-mn and the sk-counter value.

When the UE sends uplink data in an inactive state, if the uplink data is mapped to radio
data bearer which type is SN terminated MCG bearer, or SN terminated SCG bearer, or SN
terminated split bearer, then the UE uses the new user plane encryption key which is derived from
the new K-sn for encryption of the data to be transmitted to one or more network node (e.g., to SN
via MN, to SN, or to both MN and SN). Further, if the data is to be treated with integrity
protection, the UE uses the new user plane integrity protection key which is derived from the new
K-sn for this data integrity protection process. The user plane encryption security key and user
plane integrity protection security key derived from K-sn are also used by UE to process downlink
data of SN terminated MCG bearer, SN terminated SCG bearer and SN terminated split bearer.

When the UE sends uplink data in an inactive state, if the uplink data is mapped to a
data radio bearer which type is MN terminated MCG bearer, or MN terminated SCG bearer, or MN
terminated split-bearer, the UE uses the new user plane encryption keys which is derived from the
new K-mn for encryption of this data to be transmitted to one or more network node (e.g., to MN,
to MN via SN, or to both MN and SN). Further, if the data is to be treated with integrity
protection, the UE uses the new user plane integrity protection security key new which is derived
from the new K-mn for the data integrity protection process. The user plane encryption security
key and user plane integrity protection security key derived from K-mn are also used by UE to
process downlink data of MN terminated MCG bearer, MN terminated SCG bearer and MN

terminated split bearer.
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Specifically, when the UE sends uplink data in an inactive state, or when UE initiate
RRC connection resume request, the UE re-establish the PDCP entity of the data radio bearer, that
is, PDCP re-establishment, and applies the newly generated user plane encryption security key for
data radio bearer and, if necessary, the integrity protection security key.

The network side network element that receives the data transmitted by the UE in an
RRC inactive state through msgl or msg3 (as shown in FIGS. 1 or 2) or the RRC connection
resume request message determines the sk-counter for generating the new K-sn in a similar manner
as the manner in which the UE determines the sk-counter. In some embodiments, sk-counter is
determined by the network side network element using one of the following example methods:

Example Mode 1: The sk-counter value is a value of the protocol agreement, preferably,
the number is 0.

Example Mode 2: The sk-counter value is a value broadcast by the cell system
information. The access network element determines the value of the sk-counter by obtaining the
sk-counter value carried in the msgl or the msg3 sent by the UE (as shown in FIGS. 1 or 2).

Example Mode 3: The sk-counter value is the sk-counter value indicated in the
dedicated RRC message sent to the UE. In this method, the network side network element obtains
the sk-counter value from the UE AS context saved in the network-side.

The network-side network element derives a new k-mn using a similar method as UE,
which derives a new k-mn from the k-mn-0 of the UE prior to entering the RRC inactive state and
the NCC value indicated when the UE is converted to the RRC inactive state.

Specifically, and for example:

(1) The network-side network element derives a new K-sn based on the new k-mn and
the sk-counter value as described above. For example, a master node generates a new security key
K-sn based on a newly generated security key K-mn. The master node generates the new K-sn in
response to the user equipment being configured to initiate a data transmission or a procedure to
resume connection with a network node while the user equipment operates in an inactive state.

(i1) The current network side network element MN indicates the newly derived K-sn to
the new network side network element SN. Specifically, the new MN indicates the new SN with
the new K-sn in the message of adding the SN, that is, the newly derived K-sn is included in the

SN addition request message sent to the SN; or
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(ii1) The new MN includes a new K-sn in the message indicating the UE’s old SN to
resume the UE’s data radio bearer resources.

The SN that received the above message processes the message as follows:

The SN derives an user plane encryption key from the K-sn and, if necessary, the SN
derives an integrity protection key for the data radio bearer whose PDCP entity is located on the
SN.

For the data radio bearer whose PDCP entity is located on the SN, the SN re-establishes
its PDCP entity (PDCP re-establishment), applies a newly derived user plane encryption key to the
PDCP entity, and applies an integrity protection key to the PDCP, if necessary.

FIG. 3 shows an exemplary flowchart for a user equipment. At the generating
operation 302, the user equipment generates a first security key when the user equipment initiates a
data transmission or a procedure to resume network connection while the user equipment operates
in an inactive state. The first security key is generated based on a second security key associated
with a first network node and a counter value. Further, the first security key is associated with a
second network node and is used to generate user plane security keys to communicate data with
one or more network nodes.

In some embodiments, the second security key is obtained by the user equipment based
on a second counter value and a third security key, where the user equipment is configured to use
the third security key associated with the first network node before the user equipment transitions
to the inactive state, and where the second counter value is indicated by the first network node in
response to the user equipment transitioning to the inactive state.

In some embodiments, the second counter value is a Next Hop Chaining Counter (NCC)
value. In some embodiments, the counter value is a pre-set value, a first value included in a cell
system information, or a second value included in a control message received by the user
equipment. In some embodiments, the control message is a Radio Resource Control (RRC)

message used to transition the user equipment into the inactive state.

In an exemplary embodiment, the data is mapped on a data radio bearer that is
terminated in the second network node. In some embodiments, the one or more network nodes
includes a master node or a secondary node, the first network node includes the master node, and
the second network node includes the secondary node. In an exemplary embodiment, the inactive

state is a Radio Resource Control (RRC) inactive state.
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FIG. 4 shows an exemplary flowchart for a network node. At the generating operation
402, a first network node generates a first security key associated with a second network node. In
some embodiments, the first security key is generated based on a second security key associated with
the first network node and a counter value, the first security key is used to generate user plane
security keys to communicate data with a user equipment, and the first network node generates the
first security key in response to the user equipment being configured to initiate a data transmission or
a procedure to resume network connection while the user equipment operates in an inactive state.

In an exemplary embodiment, the second security key is obtained by the first network
node based on a second counter value and a third security key, where the user equipment is
configured to use the third security key associated with the first network node before the user
equipment transitions to an inactive state, and where the second counter value is indicated by the
first network node in response to the user equipment transitioning to the inactive state.

In some embodiments, the second counter value is a Next Hop Chaining Counter (NCC)
value. In some embodiments, the counter value is a pre-set value, a first value included in a cell
system information, or a second value included in a control message sent to the user equipment.
In some embodiments, the control message is a Radio Resource Control (RRC) message used to
transition the user equipment into the inactive state.

In some embodiments, the data is mapped on a data radio bearer that is terminated in the
second network node. In some embodiments, the first network node includes a master node, and
the second network node includes a secondary node. In some embodiments, the first network
node indicates the first security key to the second network node. In an exemplary embodiment,

the inactive state is a Radio Resource Control (RRC) inactive state.

FIG. 5 shows an exemplary block diagram of a hardware platform 500 that may be a
part of a network node or a user equipment. The hardware platform 500 includes at least one
processor 510 and a memory 505 having instructions stored thereupon. The instructions upon
execution by the processor 510 configure the hardware platform 500 to perform the operations
described in FIGS. 1 to 4 and in the various embodiments described in this patent document. The
transmitter 515 transmits or sends information or data to another node. For example, a network
node transmitter can send a message to a user equipment. The receiver 520 receives information
or data transmitted or sent by another node. For example, a user equipment can receive a message

from a network node.

10
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In this document the term “exemplary” is used to mean “an example of” and, unless
otherwise stated, does not imply an ideal or a preferred embodiment.

Some of the embodiments described herein are described in the general context of
methods or processes, which may be implemented in one embodiment by a computer program
product, embodied in a computer-readable medium, including computer-executable instructions,
such as program code, executed by computers in networked environments. A computer-readable
medium may include removable and non-removable storage devices including, but not limited to,
Read Only Memory (ROM), Random Access Memory (RAM), compact discs (CDs), digital
versatile discs (DVD), etc. Therefore, the computer-readable media can include a non-transitory
storage media. Generally, program modules may include routines, programs, objects, components,
data structures, etc. that perform particular tasks or implement particular abstract data types.
Computer- or processor-executable instructions, associated data structures, and program modules
represent examples of program code for executing steps of the methods disclosed herein. The
particular sequence of such executable instructions or associated data structures represents
examples of corresponding acts for implementing the functions described in such steps or
processes.

Some of the disclosed embodiments can be implemented as devices or modules using
hardware circuits, software, or combinations thereof. For example, a hardware circuit
implementation can include discrete analog and/or digital components that are, for example,
integrated as part of a printed circuit board. Alternatively, or additionally, the disclosed
components or modules can be implemented as an Application Specific Integrated Circuit (ASIC)
and/or as a Field Programmable Gate Array (FPGA) device. Some implementations may
additionally or alternatively include a digital signal processor (DSP) that is a specialized
microprocessor with an architecture optimized for the operational needs of digital signal processing
associated with the disclosed functionalities of this application.  Similarly, the wvarious
components or sub-components within each module may be implemented in software, hardware or
firmware. The connectivity between the modules and/or components within the modules may be
provided using any one of the connectivity methods and media that is known in the art, including,
but not limited to, communications over the Internet, wired, or wireless networks using the

appropriate protocols.

11
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While this document contains many specifics, these should not be construed as
limitations on the scope of an invention that is claimed or of what may be claimed, but rather as
descriptions of features specific to particular embodiments. Certain features that are described in
this document in the context of separate embodiments can also be implemented in combination in a
single embodiment. Conversely, various features that are described in the context of a single
embodiment can also be implemented in multiple embodiments separately or in any suitable
sub-combination. Moreover, although features may be described above as acting in certain
combinations and even initially claimed as such, one or more features from a claimed combination
can in some cases be excised from the combination, and the claimed combination may be directed
to a sub-combination or a variation of a sub-combination. Similarly, while operations are
depicted in the drawings in a particular order, this should not be understood as requiring that such
operations be performed in the particular order shown or in sequential order, or that all illustrated
operations be performed, to achieve desirable results.

Only a few implementations and examples are described and other implementations,
enhancements and variations can be made based on what is described and illustrated in this

disclosure.
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CLAIMS

1. A wireless communication method, comprising:

generating, by a user equipment, a first security key in response to the user equipment
initiating a data transmission or a procedure to resume network connection while the user
equipment operates in an inactive state,

wherein the first security key is generated based on a second security key associated with
a first network node and a counter value, and

wherein the first security key is associated with a second network node and is used to

generate user plane security keys to communicate data with one or more network nodes.

2. The method of claim 1,

wherein the second security key is obtained by the user equipment based on a second
counter value and a third security key,

wherein the user equipment is configured to use the third security key associated with the
first network node before the user equipment transitions to the inactive state, and

wherein the second counter value is indicated by the first network node in response to the

user equipment transitioning to the inactive state.

3. The method of claim 2, wherein the second counter value is a Next Hop Chaining

Counter (NCC) value.

4. The method of claim 1, wherein the counter value is a pre-set value, a first value
included in a cell system information, or a second value included in a control message

received by the user equipment.

5. The method of claim 4, wherein the control message is a Radio Resource Control (RRC)

message used to transition the user equipment into the inactive state.

6. The method of claim 1, wherein the data is mapped on a data radio bearer that is

terminated in the second network node.
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7. The method of claim 1, wherein the one or more network nodes includes a master node
or a secondary node, the first network node includes the master node, and the second network

node includes the secondary node.

8. The method of claim 1, wherein the inactive state is a Radio Resource Control (RRC)

inactive state.

9. A wireless communication method, comprising:

generating, by a first network node, a first security key associated with a second network
node,

wherein the first security key is generated based on a second security key associated with
the first network node and a counter value,

wherein the first security key is used to generate user plane security keys to communicate
data with a user equipment, and

wherein the first network node generates the first security key in response to the user
equipment being configured to initiate a data transmission or a procedure to resume network

connection while the user equipment operates in an inactive state.

10. The method of claim 9,

wherein the second security key is obtained by the first network node based on a second
counter value and a third security key,

wherein the user equipment is configured to use the third security key associated with the
first network node before the user equipment transitions to an inactive state, and

wherein the second counter value is indicated by the first network node in response to the

user equipment transitioning to the inactive state.

11. The method of claim 10, wherein the second counter value is a Next Hop Chaining

Counter (NCC) value.

12. The method of claim 9, wherein the counter value is a pre-set value, a first value

14
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included in a cell system information, or a second value included in a control message sent to

the user equipment.

13. The method of claim 12, wherein the control message is a Radio Resource Control (RRC)

message used to transition the user equipment into the inactive state.

14. The method of claim 9, wherein the data is mapped on a data radio bearer that is

terminated in the second network node.

15. The method of claim 9, wherein the first network node includes a master node, and the

second network node includes a secondary node.

16. The method of claim 9, wherein the first network node indicates the first security key to

the second network node.

17. The method of claim 9, wherein the inactive state is a Radio Resource Control (RRC)

inactive state.

18. An apparatus for wireless communication comprising a processor, configured to

implement a method recited in one or more of claims 1 to 17.

19. A computer readable program storage medium having code stored thereon, the code,

when executed by a processor, causing the processor to implement a method recited in one or

more of claims 1 to 17.
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