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(57) Abstract: Example implementations relate to storing state machine information in a non-volatile memory (NVM) in a pro -
cessor. In example implementations, a plurality of state registers may hold state machine information of a processor. The processor
may pause operation in response to a trigger indication. An NVM in the processor may store, in response to the trigger indication,
state machine information that is in the plurality of state registers when operation of the processor is paused.
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STORING STATE MACHINE INFORMATION IN A NON-VOLAYILE MEMORY

BACKGROUND
[D001] Server and siorage systems may have many different components.
When a component malfunctions, it may be removed from s server/storage
system and returned to s manufacturer. A manufacturer may test returned
components 1o determine causes of failure.

Brigr DESCRIPTION OF THE DRAWINGS
[0QD2]  The following detailed description references the drawings, wherein;
{0003] FIG. 1 is a block diagram of an example integrated circuit that includes
a processor having a non-volatile memory (NVM) to store state machine
information;
[00CG4] FIG. 2 is a block diagram of an example integrated circuit that includes
a processor having shadow registers, environmental sensors, and an NVM;
[0005] FIG. 3 is a block diagram of an example sysiem that includes a
processor having an NVM for storing state machine information;
[0008] FIG. 4 s a block diagram of an example system that includes
environmental monitoring and cache copying modules to transfer dafa to an
NVM;
[0007] FIG. & is a flowchart of an example methoed for storing state machine
information in an NVM;
{0008] FIG. 6 is a flowchart of an example method for storing prior state
machine information in an NVM; and
[0009] FIG. 7 is a flowchart of an example method for storing processor-
related data in an NVM in accordance with received instructions.

DETAILED DESCRIPTION
[0010] Manufacturers of hardware componenis {e.g., components in server/
storage systems) may test retumed components for causes of fallure.
Components may be retumed with litlle or no information indicating the reason for

failure. Call data related {o a returned processor chip at the time the processor's
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failure may be stored in a location extemal o the processor {8.q., in file or paper
logs), but comrelating call data to individua! parls may be complicated and
unretiable. If a cause of failure cannot be determined for a returned component,
the component may be marked NDF {(no defect found). NDF returns may erode
profit margineg for manufacturers since time/material/shipping costs for
exchanging hardware may be much higher than the cost of the component being
replaced, and because NDF returns may indicate that cusiomers' problems have
not been resalved, reducing customer salisfaction and brand value.

[0011]  in light of the above, the present disclosure provides for storing, in a
non-volaiile memory in a processor, the processors state and snvironmental
conditions when the processor fails. Such stored information refained by the
processor may be analyzed by the manufacturer when the processor is retumed,
and may enable targeted testing to determine cause(s) of failure. Thus, the
number of NDF retums may be reduced, saving manufacturers time and money.
[0012] Referring now to the drawings, FIG. 1is a block diagram of an example
integrated circuit 100 that includes a processor having a non-volatile memory
(NVM} o siore state machine informatlion. integrated circuit 100 may be in, for
example, an electronic user device {e.g., notebook computer, deskiop computer,
waorkstation, tablet computing device, mobile phone, or electronic book reader} or in
a server. In FIG. 1, integrated circuit 100 includes processor 102, which may
include a central processing unit {CPU), microprocessor (e.g., semiconductor-
based microprocessor), and/or other hardware device suitable for retrieval andior
execution of instructions stored in a machine-readable storage medium. As used
herein, the terms Minclude”, “have”, and “comprise” are interchangeable and
should be understood o have the same meaning.

{0013] Processor 102 may include a plurality of state registers 104 to hold
state machine information of processor 102. State registers 104 may include
hardware registers. Siate machine information may include, for example, status
flag bits, interrupt flags, parity flags, values of locally stored variables, retirement
unit information, instruction decoding information, andf/or instruction pipeline
information.
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[0014] Processor 102 may pause operation in response 1o a irigger indication.
As used herein, the term “trigger indication” should be understood {o refer fo an
indication of a non-recoverable error for which immediate attention/action is
needed. A trigger indication may be generated in response to, for example, a
detection of bad parity, a system bus error, or an overstressed/failed hardware
component. In some implementations, a trigger indication may be a hardware
error indication or system management interrupt (SMIY. A hardware error
indication may be, for example, 8 machine check exception or a non-maskable
intferrupt. Pausing operation of processor 102 may involve, for example, halling
all normal processes running on processor 102 and suspending an operating
systemy (O8). In some implementations, processor 102 may enter a special-
purpose operating mode {&.g., System Management Mode, or SMM} in response
fo a trigger indication, after operation is paused. In some implementations,
processor 102 may cause an error message o be displayed while operation s
paused. After operation of processor 102 is paused in response o a trigger
indication, processor 102 may need {o be restarted/rebooted to resume normatl
operation.

{0015]  Processor 102 may include NVM 106 {o slore, in response o a trigger
indication, state machine information that is in state registers 104 when operation
of processor 102 is paused. NVM 106 may include, for example, a flash memory,
a memristor, and/or any other non-volatile memory sutable for storing state
machine information of a processor. NVM 1068 may be fabricated in 8 region of
processor 102 such that NVM 106 is part of the processor chip. information
stored in NVM 1068 may be relaned across rebools and power cycles of
pracessor 102, i processor 102 is returned (0 8 manufacturer, the manufacturer
may use state machine information stored in NVM 106 to, for example, recreate
circumstances (e.g., populate state registers in processor 102) under which
processor 102 failed, for testing and failure analysis purposes.

[0016] FIG. 2 is a block diagram of an example integrated circuit 200 that
includes a processor having shadow registers, environmental sensors, and an
NVM. Integrated circuit 200 may be in, for example, an electronic user device
(e.g., notebook computer, desktop computer, workstation, tablet computing dewvice,
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maobile phone, or slectronic book reader) or in 8 server. In FIG. 2, integrated
circuit 200 includes processor 202, which may include a CPU, microprocessor
(e.g., semiconductor-based microprocessor), and/or other hardware device
suitable for retrieval and/or execution of instructions stored in a machine-readable
storage medium.

[0017] Processor 202 may include a plurality of state registers 204 and
NVM 2086, State registers 204 may be analogous 1o (e.g., have functions andior
components similar 1) state registers 104 of FIG. 1. Processor 202 may pause
operation in response to a trigger indication and NVM 206 may store, in response
to the trgger indication, siate machine information that is in state registers 204
when operation of processor 202 is paused, as discussed above with respect {o
FIG. 1. NVM 206 may be fabricated in g region of processor 202 such that
NVM 206 is part of the processor chip. NVM 206 may include, for example, a
flash memory, a memnsior, andfor any other non-volatile memory suiiable for
storing state machine information of a processor. Information stored in NVM 206
may be retained across reboots and power cycles of processor 202.

[0018]  in some implementations, processor 202 may include a plurality of
shadow registers 208 o store prior state machine information of processor 202
Shadow registers 208 may include hardware registers, latches, and/or a dedicated
segment of a volatile memory in processor 202. As used herein, the ferm “prior
state machine information” should be undersicod to refer to information that was
previously held in & state register {i.e., information that reflects a previous slate of 8
processor). For example, prior state machine information of processor 202 may
include wformation that was held in state registers 204 during the previous dlock
cycle, or two clock cycles ago. I some implementations, information held in slale
registers 204 may be transferred to shadow registers 208 before state registers 204
are updated with current stale machine information of processor 202 {e.g., data
may be transferred from state regisiers 204 to shadow registers 208 on each rising
clock edge before contents of stale registers 204 are updated). NVM 2086 may
store, in response {o a trigger indication, prior state machine information that is in
shadow registers 208 when operation of processor 202 is paused.
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[0019]  f processor 202 is retumed 0 & manufacturer, the manufacturer may
examing prior state machine information stored in NVM 206 fo, for example,
better understand and/or recreale circumstances lsading up {0 the fallure of
processor 202, for lesting and failure analysis purposes. in some
implementations, processor 202 may receive, before runtime operation of
processor 202, instructions specifying whether prior stale maching information
should be stored when frigger indications are detected. When g trigger indication is
detected during runtime of processor 202, NVM 206 may store or not store prior
state machine information in NVM 206 in accordance with the received instructions.
Such instructions may be received fromymodified by, for example, a system
adminisirator,

100201 In some implemeniations, processor 202 may include thermal
sensor 210, voltage sensor 212, and power usage monitor 214, Thermal
sensor 210 may monitor thermal condibons on processor 202, For example,
thermal sensor 210 may measure the temperalure in 8 particular region of
processor 202, Voltage sensor 212 may monitor vollage conditions on
processor 202. For example, voltage sensor 212 may measurs voltage in a circuit
of processar 202, Power usage monitar 214 may detenmine power usage of
processor 202. For example, power usage monitor 214 may use current and
voltage readings taken on processor 202 to calculate power consumption. NVM 208
may stare, in response 1O a rigger indication, a reading of thermal sensor 210 when
operation of processor 202 8 paused, a reading of vollage sensor 212 when
operation of processor 202 is paused, and a reading of power usage monitor 214
when operation of processor 202 & paused. If processor 202 is retumed o a
manufacturer, the manufacturer may use such readings stored in NVM 208 to, for
example, recreate environmental conditions that existed at the time
processor 202 failed, for testing and failure analysis purposes. Although FIG. 2
tlustrates one thermal sensor, one voltage sensor, and one power usage monitor, it
should be understood that processor 202 may include mudtiple thermal sensors,
voltage sensors, and/or power usage monifors to monitor environmental conditions
in various parts of processor 202, and readings of each of such sensorsimongors
may be stored in NVM 208 in response 1o 3 trigger indication.
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08211 in some implementstions, processor 202 may receive, before runtime
operation of processor 202, instructions specifying which environmental conditions
should be stored when trigger indications are detected, When a trigger indication is
detected during runtime of processor 202, NVM 206 may siore a subset of a
thermal sensor reading {(or readings), a voltage sensor reading {(or readings), and a
power usage monitor reading {or readings) in accordance with the received
instructions. Such instructions may be received from/modified by, for example, a
system administrator.

[0022] in some implementations, processor 202 may include a plurality of
caches 216, Caches 216 may include, for example, an insfruction cache, daia
cache, and/or translation lockaside buffer (TLB). Caches 216 may be implemented
in a volatile memory in processor 202, NvM 208 may store, in response to a trigger
indication, data that is in caches 216 when operation of processor 202 is paused.
{0023]  if processor 204 is returned to g manufacturer, the manufaclurer may
use cache data stored in NVM 206 {0, for example, recreate circumstances (e.g.,
populate caches in processor 202) undear which processor 202 failed, for testing
and failure analysis purposes. In some implementations, processor 202 may
receive, before runtime operation of processor 202, instructions specifying whether
cache data should be stored when trigger indications are detected. When a trigger
indication is detected during runtime of processor 202, NVM 206 may store or not
store cache data in accordance with the received instructions. Such instructions
may be received fronvmodified by, for example, a sysiem administrator,

[0024] FIG. 3 is a block diagram of an example system 300 that includes a
pracessor having an NVM for storing state machine information. System 300 may
be implemented, for example, in an electronic user device (e.g., notebook
computer, desktop computer, workstation, tablet computing device, mobile phone,
or electronic book reader) or in a server. In FIG. 3, system 300 includes
processor 302, which may include a CPLU, microprocessor {e.g., semiconductor-
based microprocessor), and/or other hardware device suitable for retrieval andfor
execution of instructions stored in a machine-readable storage medium.

[0025] Processor 302 may include a plurality of state registers 304, NVM 3086,
and state capture module 308. A module may include a set of instructions encoded
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on 8 machine-readable siorage medium and executable by a processor. in addiion
or as an alternative, a module may include a hardware device comprising slectronic
circuitry for implementing the funclionality described below.

[0026] State registers 304 may hold state machine information of
processor 302. State registers 304 may include hardware registers. Stale
machine information may include, for example, status flag bits, interrupt flags,
parity flags, values of locally stored variables, retirement unit information,
instruction decoding information, and/or instruction pipsiine information.

[0027] Processor 302 may pause operation in response {o a trigger indication.
The trigger indication may be, for example, a hardware error indication {(e.9.,
machine check exception or non-maskable interrupt) or SML. Pausing operation
of processor 302 may involve, for example, halting all normal processes running
on processor 302 and suspending an operaling system {OS). In some
implementations, procassor 302 may enter a special-purpose operating mode
{e.g.. SMM) in response to a trigger indication, after operation is paused. In some
implementations, processor 302 may cause an error message o be displayed
while opergtion s paused. Afler operation of processor 307 is paused in
response to a trigger indication, processor 302 may need to be restaried/
rebooted to resume normal operation.

[0028] State capture module 308 may transfer to NVM 3086, in response fo a
frigger indication, state machine information that 18 in state registers 304 when
operation of processor 302 is paused. NVM 306 may include, for exampie, a flash
memory, a memyigtor, and/or any other non-volatile memaory suitable for storing
state machine information of a processor. In some implementations, NVM 308
may be fabiicsted I g region of processor 302 in an infegrated circuit.
Information stored in NVM 306 may be retained across reboots and power cycles
of processor 302. ¥ processor 302 is returned fo a manufacturer, the
manufaciurer may use state machine information stored in NVM 306 to, for
example, recreate circumstances (e.g., populate state registers in processor 302}
under which processor 302 failed, for testing and failure analysis purposes.

[0029] FIG. 4 is a block diagram of an example system 400 that includes
environmental monitoring and cache copying modules to fransfer data to an
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NV, System 400 may be implemented, for example, in an electronic user device
{&.g., notebook computer, deskiop computer, worksiation, tablet computing device,
mobile phone, or electronic book reader) or in a server. In FIG. 4, system 400
includes processor 402, which may include a CPU, microprocessor {e.g.,
semiconductor-based microprocessor), andfor other hardware device suitable for
retrieval and/or exscution of instructions stored in a machine-readable slorage
medium.

{00301  Processor 402 may include a plurality of state registers 404, NVM 4086,
and state capture module 408. State registers 404 may be analogous fo state
reqisters 304 of FIG. 3. Processor 402 may pause operation in response {0 a
trigger indication and state capture module 408 may fransfer to NVM 406, in
response o the frigger indication, stale machine information that is in siate
registers 404 when operation of processor 402 is paused, as discussed above
with respect fo FIG. 3. A module may include a set of instructions encoded on a
machine-readable slorage medium and executable by a processor. in addition or as
an alternative, a module may include a hardware device comprising electronic
circuitry for implementing the functionality described helow.

{0031] in some implementations, processor 402 may include a plurality of
shadow registers 410 fo store prior state machine information of processor 402,
Shadow registers 410 may include hardware registers, latches, and/or a dedicated
segment of a volatile memory in processor 402, State caplure module 408 may
transfer to NVM 408, in response o a irigger indication, prior state machine
information that is in shadow registers 410 when operation of processor 402 is
paused. In some implemeniations, stale capture module 408 may transfer
information held in state registers 404 o shadow registers 410 before stale
registers 404 are updated with current state machine information of processor 402
{e.g., state capture module 408 may transfer data from state registers 404 o
shadow registers 410 on each nsing dock edge before contenis of state
registers 404 are updated).

[0032]  If processor 402 is returned fo a manufacturer, the manufacturer may
examing prior state maching information stored in NVM 406 to, for exampie,
better understand andfor recreate circumstances leading up to the fallure of
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processor 402, for testing and failure analysis purposes. In some
implementations, processor 402 may receive, before runtime operation of
processor 402, instructions specifying whether prior state machine nformation
shaould be stored when trigger indications are detected. When a trigger indication is
detected during runtime of processor 402, state capture module 408 may transfer or
nat transfer prior state machine information to NVM 406 in accordance with the
received instructions. Such instructions may be received from/modified by, for
example, a system administrator.

[0033] in some implementations, processor 402 may include environmental
moniforing module 412 communicatively coupled 1o processor 402
Environmental monitoring module 412 may measure, in response to a trigger
indication, thermal and vollage conditions on processor 402 when operation of
processor 402 is paused, and determine, in response to the trigger indication,
power utilization of processor 402 immediately before opseration of processor 402
is paused. In some implementialions, environmental monitoring module 412 may
include a thermal sensor {e.g., thermal sensor 210), a voltage sensor {e.g.,
voltage sensor 212), andior a power usage monitor (8.g., power usage
monitor 214}, In some examples, processar 402 and environmental monitoring
modute 412 may be on separate dies in the same mulli-die package. In some
examples, environmental monitoring module 412 may be implemented partially or
fully in processor 402 {(e.g., environmental monitoring module 412 may be
fabricated in 3 region of the processor chip).

[0034] Environmental monitoring module 412 may transfer o NVM 406, in
respanse to the trigger indication, the measured thermal and voltage conditions
and the determinad powsr utilization. If processor 402 is retumed o a
manufacturer, the manufacturer may use the measured thermal and voltage
conditions and the determined power ulilization stored in NVM 406 to, for
example, recreate environmental conditions that existed at the time
processor 402 failed, for tfesting and failure analysis purposes. in some
implementations, processor 402 may receive, before runtime operation of
processor 402, instructions specifying which environmental conditions should be
stored when trigger indications are detected. When a trigger indication is detected
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during runtime of processor 402, environmental moniioring module 412 may
transfer to NVM 406 a subset of measured thermal and voliage conditions and
determined power utilization in accordance with the received instructions. Such
instructions may be received from/modified by, for example, a system administrator.
[0035] In some implementations, processor 402 may include a plurality of
caches 416 and cache copying module 414, Caches 416 may include, for
example, an instruction cache, data cache, andior TLB. Caches 418 may be
implemented in a volatile memory in processor 402, Cache copying madule 414
may copy to NVM 408, in response {o a frigger indication, data that is in
caches 416 when operation of processor 402 is paused.

[0036] if processor 402 is retuned to a manufacturer, the manufacturer may

use cache data stored in NVM 4086 to, for example, recreate circumstances (e.g.,

and faiure analysis purposes, In some implementations, processor 402 may
receive, hefore runtime operation of processor 402, instructions specifying whether
cache data should be stored when trigger indications are detected. When a trigger
indication is detected during runtime of processor 402, cache copying module 414
may copy or not copy cache data to NVM 408 in accordance with the received
nstructions. Such instructions may be received from/modified by, for example, a
system administrator.

[0037] Methods related t¢ capluring data when processor operation i1 paused
are discussed with respect fo FIGS. 5-6. FIG. 5 is a flowchart of an example
method 500 for storing state machine infonmation in an NVM. Although execution
of method 500 is described below with reference to processor 102 of FIG. 1,
should be understood that execution of method 500 may be performed with respect
to other suitable devices, such as processors 202, 302, and 402 of FIGS. 2, 3,
and 4, respectively. Method 500 may be implemented in the form of execuiable
instructions sicred on a machine-readable storage medium andior in the form of
etectronic circuiiry.

[0038] Method 500 may start in block 502, where a plurality of state registers in
processor 102 may be used to hold state machine information of processor 102,
Processor 102 may include an NVM. The NVM {e.g., NVM 106} may include, for
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gxample, a flash memory, 8 memristor, and/ar any other non-volatie memory
suitable for storing siate machine information (e.g.. information in siale
registers 104} of & processor. The NVM may be fabricated in a region of
processor 102 such that the NVM is part of the processor chip.

[0039]  In block 504, it may be determined whether a trigger indication has been
detected in processor 102,  a trigger indication has not been detected,
method 500 may loop back o block 502, If a trigger indication has been detected,
meathod 500 may proceed 1o block 508, in which operation of processor 102 may be
paused in response {o the trigger indication.

[0040] in block 508, state machine information, that is in the plurality of slate
reqisters when operation of processor 102 is paused, may be stored in the NVM in
response to the trigger indication. if processor 102 is returned to a manufacturer,
the manufacturer may use state machine information stored in the NVM 1o, for
example, recreate circumstiances (e.g., populate state registers in processor 102}
under which processor 102 failed, for testing and fallure analysis purposes.

[0041] FIG. 6 is a flowchart of an example method 600 for storing prior state
machine information in an NVM. Although execution of method 600 is described
below with reference to processor 202 of FIG. 2, # should be undersiood that
execution of method 800 may be performed with respect to other suitable devices,
such as processors 102, 302, and 402 of FIGS. 1, 3, and 4, respectively. Some
biocks of method 600 may be performed in parailel with andfor after method 500,
Method 600 may be implemented in the form of executable instructions stored on a
machine-readable storage medium and/or in the form of electronic dircuitry.

[0042] Method 800 may start in block 602, where a plurality of shadow registers
in processor 202 may be used to hold prior state machine information of
processor 202, Processor 202 may indude an NVM. The NVM (e.g., NVM 206)
may include, for example, a flash memory, a memristor, and/or any other non-
volatile memory suitable for sloning prior state machine information {(e.g..
information in shadow registers 208) of a processor. The NVM may be fabricated
in a region of processor 202 such that the NVM is part of the processor chip.
[0043] in block 604, it may be determined whether a trigger indication has been
detected in processor 202. if a frigger indication has not been detected, method 800
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may loop back 1o block 602, f a frigger indication has bean detected, method 800
may proceed {o block 808, in which operation of processor 202 may be paused in
response 1o the trigger indication.

[0044] in block 608, prior slate machine information, that is in the plurality of
shadow registers when operation of processor 202 is paused, may be stored in the
NVM in response to the trigger indication. I processor 202 is retumed 0 a
manufacturer, the manufacturer may sxamine prior staie machine information
stored in the NVM {o, for example, belter understand andfor recreste
circumstances leading up o the fallure of processor 202, for testing and failure
analysis purposes.

[0045] FIG. 7 is a flowchart of an example method 700 for storing processor-
related data in an NVM in gcoordance with received instructions. Although
execution of method 700 is described below with reference to processor 202 of
FIG. 2, it should be understood that execution of method 700 may be performed
with respect to other suitable devices, such as processors 102, 302, and 402 of
FIGS. 1, 3, and 4, respectively. Some blocks of method 700 may be performed in
parallel with and/or after method 500 or 600. Method 700 may be implemented in
the form of executable instructions stored on a machine-readable storage medium
and/or in the form of electronic circuitry.

[0048] Method 700 may start in block 702, where processor 202 may receive,
before runtime operation of processor 202, instructions spedifying which of thermal
data, voltage data, power utiization dals, and cache data 0 siore when figger
indications are detected. The instructions may be received from, for example, a
system admimstrator. Processor 202 may include an NVM and a plurality of caches.
The NVM {(e.g.. NVM 208) may include, for example, a flash memaory and/or a
memristor. The NVM may be fabricated in a region of processor 202 such that
the NVM is part of the processor chip.

{0047] in block 704, runtime operation of processor 202 may occur. in
block 708, thermal and voltage conditions on processor 202 when operation of
processor 202 is paused may be measuwred in response {0 a trigger indication.
Thermal and voliage conditions on processor 202 may be measured by, for
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gxample, thermal sensor 210 and voltage sensor 212, respectively, as discussed
above with respect tc FIG. 2.

{0048] in block 708, power utlization of processor 202 immediately before
operation of processor 202 is paused may be determined in response o the frigger
indication. The power ulilization may be determined by, for example, power usage
monitor 214, as discussed above with respect to FIG. 2.

[0048] In block 710, data in the plurality of caches when operation of
processor 202 is paused may be identified in response o the tnigger indication.
Although blocks 708 and 710 are shown below block 708 in FIG. 7, i should be
understood that the elements of blocks 706, 708, and 710 may be performed in
any order, andior in parallel.

{00501  In block 712, a subset of the measured thermal and voltage conditions,
the determined power utiization, and the identified data in the plurglity of caches
may be stored in the NVM in response to the trigger indication, in accordance with
the instructions received in block 702. if processor 202 is retumed o a
manufacturer, the manufacturer may use data stored in the NVM to, for example,
recreate circumstances under which processor 202 failed, for testing and failure
analysis purposes.

{00511  The foregoing disclosure describes sloring, in a non-volatile memory in
a processor, the processor's state and environmental conditions when the
processor fails. Example implementations described herein enable reduction of

the number of NDF returns, saving manufaciurers time and money.
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We clain:
1. A processor in an integrated circult, wherein the processor is 1o pause

operation in response o g frigger indication, the processor comprising:

a plurality of state registers 1o hold state machine information of the
processor; and

a non-volatile memory (NVM) to store, in response to the trigger
indication, state machine information that is in the plurality of state registers when
operation of the processor is paused.

2. The processor of claim 1, further comprising a plurality of shadow
registers to store prior state maching information of the processor, wherein the
NVM is further to store, in response {o the trigger indication, prior state machine
information that is in the plurality of shadow registers when operation of the
processor is paused.

3. The processor of claim 1, further comprising:
a thermat sensor io monitor thermal conditions on the processor;
a voltage sensor to monitor voltage conditions on the processor;
and
a power usage monitor to determine power usage of the processor;
wharein the NVM is further fo store, in response 10 the trigger
indication:
a reading of the thermal sensor when operation of the
Drocessor s paused,
a reading of the voltage sensor when operation of the
pracessor is paused, and
a reading of the power usage monitor when operation of the
processor is paused.

4. The processor of claim 1, further comprising a plurality of caches,
wherein the NVM s further to sfore, in response 1o the trigger indication, data that
is in the plurabty of caches when operation of the processor is paused.
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5. The processor of daim 1, wherein the NVM comprises a fiash memary
OF memristor,

8. The processor of claim 1, wherein the trigger indication is a hardware
error indication or system management interrupt (SMi).

7. A system comprising:
a processor comprising:

a plurality of state registers to hold state machine information
of the processor, wherein the processor s {0 pause operation in response to a
trigger indication;

a non-volatile memory (NVM); and

a siate capture module fo transfer to the NVM, in response fo
the trigger indication, stale machine information that is in the plurality of state
registers when aperation of the processor is paused.

8. The system of claim 7, wherein the NVM is fabricated in a region of the
processor in an integrated circuit,

8. The system of claim 7, wherein:
fhe processor further comprises a plurality of shadow registers o
store prior state machineg information of the processor; and
the siate capiure module is further to transfer {o the NVM, in
respanse {0 the trigger indication, prior stale machine information that s in the
plurality of shadow registers when operation of the processor is paused.

10. The system of claim 7, further comprising an environmental
monitoring module communicatively coupled to the processor, the environmental
monitoring module to:

measure, in response {o the trigger indication, thermal and voltage
conditions on the processor when operation of the processor is paused,
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determine, in response o the trigger indication, power wilization of
the processor immediately before operation of the processor is paused; and

transfer to the NVM, in response o the Ingger indication, the
measured thermal and voltage conditions and the determined power utilization.

11. The system of claim 7, wherein the processor further comprises a
plurality of caches, the processor further comprising a cache copying module to
copy 1o the NVM, in response to the frigger indication, data that is in the plurality
of caches when operation of the processor is paused.

12. A method comprising:

using a plurality of state registers in a processor to hold state
machine information of the processor, the processor comprising a non-volatile
memory {NVM);

pausing operation of the processor in response 0 a triggsr
indication; and

storing it the NVM, in response {o the trigger indication, siate
maching information that is in the plurality of state registers when operation of the
processor is paused.

13. The method of claim 12, further comprising:
using a plurality of shadow registers {0 store prior state machine
information of the processor; and
storing in the NVM, in response {o the trigger indication, prior state
machine infarmation that is in the plurality of shadow registers when operation of
the processor is paused.

14. The method of claim 12, wherein the processor further comprises a
plurality of caches, the method further comprising:
measwring, in response to the trigger indication, thermal and
voitage conditions on the processor when operation of the processor is paused;
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determining, in response {o the trigger indication, power utilization
of the processor immediately before operation of the processor is paused; and

identifying, in response 1o the trigger indication, data in the plurality
of caches when operation of the processor is paused.

15, The method of claim 14, further comprising:
receiving, before runtime operation of the processor, instructions
specifying which of thermal data, voltage data, power uliiization data, and cache
data o store when trigger indications are detected; and
storing in the NVM, in response o the trigger indication and in
accordance with the received instructions, a subset of the measured thermal and
voltage conditions, the determined power utilization, and the identified data in the

plurality of caches.
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