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ABSTRACT

A secure data parser is provided that may be integrated into
any suitable system for securely storing and communicating
data. The secure data parser may split or share a data set into
multiple portions that are stored or communicated distinctly.
Encryption of the original data, the portions of data, or both
may be employed for additional security. The secure data

parser

may be used to protect data in motion by splitting an

original data set into portions of data that may be communi-
cated using one or more communications paths. Secure work-

group

communication is supported through the secure distri-

bution and management of a workgroup key for use with the
secure data parser.

28
Trust Enging N
r,x‘"" \"'“\\
e s
7 e
i -~ . .
206 e 25 i
210
Depository
To . I .
[ Transacton Authentication Crypicgraphic
Cmmﬁsﬁ;{mhaﬂ 855l Enging Authentication Engineg Enging
Reys Data
£
£y 3
\ ¥ \\, - e
Y e o /
\ [ e “
. 4 ) /
N 225 e
Ny Mass Storage -
\\\ //_/’
R e
M‘\\“‘\% hhhhhhh M/,,,«—”




US 2016/0056956 A1

Feb. 25, 2016 Sheet 1 of 22

Patent Application Publication

61}

sty | Aoy e
st PIBOUIIED ,@/ oh

/“w

wninig

\% SOPUSA

5% \..mmmm
g &
« RN
x ey \
oF L Y mamwgmmm%&@&\m
hY P
N S
N,
\,w_wm Vwmmf
BORUIRUAYRIY | d M WIBISAg
suBuy Ry el 10
21

L -

AT

e B
MABLE )

ISR .V

3,

~.

N I

i,

o

7

P
2
anes




US 2016/0056956 A1

Feb. 25, 2016 Sheet 2 of 22

geq g&8y
snbug subuyg uspRInusiny sutbus Hu
swydesSoyefan @ vopeagusny 1T W uonsesuesy (¥ 188 memwmumwmm&mmeu
Aiousodsg

oLz #
Iy Gie- \\ 307

e sulug snaL

Patent Application Publication

opL’ e



US 2016/0056956 A1

Feb. 25,2016 Sheet 3 of 22

Patent Application Publication

sBBICIS SO &L <8

aunBuz spdeifordlin oL <

2uBuD UDHROBUSLNY O <

188

Aiopsode of €

HUEY UOHESRINWIIOS 0f G

wasig
Buazisdn

Soe

u&i:::.

188

&:ﬁ:::

swibug sdeiSoiddsm wosy

e 1D UORBSRUSLEINY WO

YU LOIROLIIIUGTS WD

i
o
o

puifug vonoesuB ]



US 2016/0056956 A1

Feb. 25, 2016 Sheet 4 of 22

Patent Application Publication

ARSI E
T e
LHOHPINUBINY
e l..j" .\\\t...... e,
weg | L eeg
npny | Aoy
T T
Sip g0y
k- A
suiug ogdealiogdiig o) ’ - SUIB UOHORSURL] W0
suiBug vonRoRUBRINY 0] % RN weishg Bupessdg 188 gt amBuy owdesBoidiin wolg
21U UOHEONUSINY WOl
50010 BBBW O)
Ot — Aiousodag



US 2016/0056956 A1

Feb. 25,2016 Sheet 5 of 22

Patent Application Publication

& "9id
Snpom Q)v_\ - aepuay wheenyy
57g Bunquiessy 5gEg e
ST sonsunsH
SInEON Qey
Sumdy sleq
sopipdiion
suiBuD uondesuRl] 0L - GLg
syek = Asousodes wodg
AICHSOUBCE O L shdcod 238 s BISIEAY ]
¥ Goie 188 @ | Buneedg < 88 n swhUD UCHOBSURLL Wold
suabug siydefiodfin o) «
S Aoy 81RAlY
7 (i8

suhug LOIBDHUBYINY



US 2016/0056956 A1

Feb. 25,2016 Sheet 6 of 22

Patent Application Publication

Lpuscdan op ¢

479

sinpon Bunpusy saiduiboidias

mxmmmm&

UDHIESURIE O

suiBug

UOREIRUSYINY W4

e Aopis e woiy

Uy UOROESURI] oI

&7!‘
wiEisig
18y T Bunesedp % 188 MHEEE
509
§ SIPON Snpow
arg | Bungquossy sjeq 06 Bumndsg mEG
o7 suBun sdesBoidisn



Patent Application Publication  Feb. 25,2016 Sheet 7 of 22 US 2016/0056956 A1

Recipient /71 0

/ 706

/?{38
MNetwork )
Parser \/7’(}2 V,»?OQ
704
Message |
Sender




Patent Application Publication

Feb. 25,2016 Sheet 8 of 22

US 2016/0056956 A1

Recipient 810
S
o 806
,.-""““\v/" W
808
Network )
N\
- \i\: = 208
i
800
802 |
Parser |
804
Message -/
Sender




US 2016/0056956 A1

Feb. 25,2016 Sheet 9 of 22

Patent Application Publication

PIIIPIPIIIITIIINTR

86 Dis

¥Q

43

PP IRIIEIIRIHITIIIIN

¥E6 Ol

vig -

Ay
gy ypa diaoug

{(indg smueyg “Bs)
Sueug 194098

506

{
cfian And ooy w
H

vos - *
HORBISUSD
£sy wdg
06 -
5T



Patent Application Publication  Feb. 25,2016 Sheet 10 of 22 US 2016/0056956 A1

{iata

1004
Diata

oo

Data

Header




US 2016/0056956 A1

Feb. 25,2016 Sheet 11 of 22

Patent Application Publication

L7 == A eleduion
{xpPedg = 7 epndio]
{1951} dn MO0 = M9

PoLL

{promesediseli(l = Med

< ; ,
PR = A g
,, B
X ebuBieyd  goyy
B 188 AUBD]  gay

&2
el
b
@



US 2016/0056956 A1

Feb. 25, 2016 Sheet 12 of 22

Patent Application Publication

&L D4
{obessawl) M5 = W a1BaIn
v dioen
(prea = USW e
B I ESR
T 6L 'CUSsn 40 DS
15

asucdsaxysbusiayn

FAVA

L1 sepieandAios(

pozL

&
£
g



US 2016/0056956 A1

Feb. 25,2016 Sheet 13 of 22

Patent Application Publication

LIROISICISES

gregesied |

MAA Buisn siopesisinss)
2IDIEARY O WAL Hodu

€ "2id

bbb

BB Cglel

THYY

/

YV Yy

@
b
&
Nl

SIBDESH

gigcienied

(W SiciglsHel T,

waa Busn siepeonaizioush
SIGIQAD O MAL Moy



US 2016/0056956 A1

Feb. 25, 2016 Sheet 14 of 22

Patent Application Publication

7L "Old

Sivi




Patent Application Publication  Feb. 25,2016 Sheet 15 of 22 US 2016/0056956 A1

3

,
~
~

3

ol

Bema

)

kv

e

o

o~

f.'\w
g i
-

e
g 2 g
K 5 LD
o £ cid
= TR

o

%

&

S

v

W arks




Patent Application Publication  Feb. 25,2016 Sheet 16 of 22 US 2016/0056956 A1

ot
<
&
kA
K
]
¥
o
bt
el
T P
e
723
< ri
B8 “w
¢ G -
b “ 4
[ »
ok s
& 51 8 « W,
g 3 < b
& - J
= I
o3 =
&5 £ gﬁ
= [

inttiaior




Patent Application Publication  Feb. 25,2016 Sheet 17 of 22 US 2016/0056956 A1

1780

1702
;<

Clisnt Indicates
Dasire to Join
Workgroup

l /w“i 704

WA Generates Secret
Key for a Symmetric
Cipher

1706
r

WA Stores Secret
Key and List of
Authorized
Workgroup Key IDs

1708
,f

Clisnt Stores Secret
Key

/‘1710

Client Stores
Workgroup Key ID
and Sets Key Refresh
Alarm o § and Key
Versionto 0

FIG. 17



Patent Application Publication  Feb. 25,2016 Sheet 18 of 22 US 2016/0056956 A1

1800

f1 802

Client 1 Initiates
Communication with
Client 2

1804
{,«'Q

k:

Client 1 Checks
Refrash Alarm Time

~Refresh Alarm >
N Current Time? -

NO

Jy {A 808

Cliant 1 Transmits
Secure Data
Parser's Generated
Headers to Client 2

l ‘/4810

Chent 2 Checks
Workgroup Key ID

1814
{/8

Clisnt 2 Reports
Error

FIG. 18A



Patent Application Publication

Feb. 25,2016 Sheet 19 of 22

US 2016/0056956 A1

~18186

Client 1 Generates
Nonce and Sends
Encrypted Up-to-

Date Message to WA

i f,~r1818

WA Locks Up
CHent 1's Secret Key
and Decrypls

{,r‘i 922

WA Sends Back Not

Authorized Message 4-NO

182
f88

Glient 1 Updates
Hefresh Alarm o
Current Time + TTL

Message

~1820

o Glient? 7

ves 1824
v
WA Sends Message
Encrypted with
Clisnt 1's Secret Key
fo Client 1

N 1826

ALhient 1's Keyx,

< Version Earlier ™

o Than Current
™o, Wersion?

,/4 830

Client 1 Updates iis
Workgroup Key

FiG. 188



Patent Application Publication  Feb. 25,2016 Sheet 20 of 22 US 2016/0056956 A1

1834
{/“'

Client 2 Reports
Ervor

&ian Earlier Than

NO

" Current Time >
eRefresh Alarm Time 2"

YES

% [/»1 838

Client 2 Updates
NO its Key

1840 1842

 Workgroup Key "
. VYersion i Client 2's p
o pdated Koy Version "

Client 2 Reports
Error

NG

% /-1 844

Client 2 Reports
Successful
Connection

FIG. 18C



Patent Application Publication

Feb. 25, 2016 Sheet 21 of 22

ll/’ G

Recaive Workgroup

FiG. 18

Revocation Request

Yis 1908

Remove Revoked
Workgroup Key ID
From Client’s List

‘" Update?

o ~ {/-'1 910

| Trigger Key A

YES

% ’/4‘312

WA incraments Current
Version Number and
Generates New
Workgroup Key

l /4914

WA Encrypts Workgroup
Key and Generates
Signed Update Message

l (’1916

Update Message
Published to All Users
Yia Semi~Trusted
Channel

US 2016/0056956 A1

~1906
{

ignore Revocation
Regquest and Return
Error




Patent Application Publication  Feb. 25,2016 Sheet 22 of 22 US 2016/0056956 A1

2800
2002
;

Client Sends
Encrypied Key
Reguest Message to
WA

k 4

l {,»2004

WA Looks Up Client’s
Secret Key and
Decrypis Reguest
Message

2008 AN 2008

WA Sends Back Not

1Authorized Message NG

< IDValid? .~

YES

201
§ oo

WA Accesses Newest
Yersion of
Workgroup Key

l f201

WA Creatles Key
Response Message
and Encrypis with
Client’s Secret Key

l 2014

Client Receives Key
Response Message
and Updates the
Workgroup Key

o

FIG. 20 v 200

Client Updates
Refresh Alarm to the
Current Time + TTL




US 2016/0056956 Al

SYSTEMS AND METHODS FOR SECURE
WORKGROUP MANAGEMENT AND
COMMUNICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This is a continuation application of U.S. patent
application Ser. No. 14/181,257 filed Feb. 14, 2014, which
claims the benefit of U.S. patent application Ser. No. 12/391,
025 filed Feb. 23, 2009, now U.S. Pat. No. 8,656,167, which
claims the benefit of U.S. Provisional Patent Application Nos.
61/066,699, entitled “Systems and Methods for Secure Work-
group Management” filed Feb. 22, 2008, and 61/147,961,
entitled “Workgroup Key Management and Distribution”
filed Jan. 28, 2009. Each of these prior applications are incor-
porated by reference herein in their entireties.

FIELD OF THE INVENTION

[0002] The present invention relates in general to improved
systems and methods for securing data in motion (i.e., data
being transferred from one location to another) within a work-
group. The systems and methods described herein may be
used in conjunction with other systems and methods
described in commonly-owned U.S. Pat. No. 7,391,865 and
commonly-owned U.S. patent application Ser. No. 10/458,
928, filed Jun. 11, 2003, Ser. No. 11/258,839, filed Oct. 25,
2005, Ser. No. 11/602,667, filed Nov. 20, 2006, Ser. No.
11/983,355, filed Nov. 7, 2007, Ser. No. 11/999,575, filed
Dec. 5, 2007, Ser. No. 12/209,703, filed Sep. 12, 2008, and
Ser. No. 12/349,897, filed Jan. 7, 2009, all of which are
hereby incorporated by reference herein in their entireties.

BACKGROUND OF THE INVENTION

[0003] In today’s society, individuals and businesses con-
duct an ever-increasing amount of activities on and over com-
puter systems. These computer systems, including propri-
etary and non-proprietary computer networks, are often
storing, archiving, and transmitting all types of sensitive
information. Thus, an ever-increasing need exists for ensur-
ing data stored and transmitted over these systems cannot be
read or otherwise compromised.

[0004] One common solution for securing computer sys-
tems is to provide login and password functionality. However,
password management has proven to be quite costly with a
large percentage of help desk calls relating to password
issues. Moreover, passwords provide little security in that
they are generally stored in a file susceptible to inappropriate
access, through, for example, brute-force attacks.

[0005] Another solution for securing computer systems is
to provide cryptographic infrastructures. Cryptography, in
general, refers to protecting data by transforming, or encrypt-
ing, it into an unreadable format. Only those who possess the
key(s) to the encryption can decrypt the data into a useable
format. Cryptography may be used to identify users, e.g.,
authentication, to allow access privileges, e.g., authorization,
to create digital certificates and signatures, and the like. One
popular cryptography system is a public key system that uses
two keys, a public key known to everyone and a private key
known only to the individual or business owner thereof. Gen-
erally, the data encrypted with one key is decrypted with the
other and neither key is recreatable from the other.

[0006] Unfortunately, even the foregoing typical public-
key cryptographic systems are still highly reliant on the user
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for security. For example, cryptographic systems issue the
private key to the user, for example, through the user’s
browser. Unsophisticated users then generally store the pri-
vate key on a hard drive accessible to others through an open
computer system, such as, for example, the Internet. On the
other hand, users may choose poor names for files containing
their private key, such as, for example, “key.” The result of the
foregoing and other acts is to allow the key or keys to be
susceptible to compromise.

[0007] Traditional solutions for securing data in motion
also fail to provide robust and secure workgroup support. For
example, the members of a workgroup may wish to commu-
nicate securely (e.g., in a private and authenticated manner)
with other workgroup members over one or more secure
channels. Typical secure workgroup communication proto-
cols based on pre-shared workgroup encryption keys, public
key broadcast encryption, and the like often become unstable
and insecure because of insecure and inefficient management
and distribution of the shared workgroup key. In addition,
these secure workgroup communication protocols generally
include only limited workgroup client revocation support. For
example, the communication privileges of any one work-
group member generally cannot be efficiently revoked, for
example, after compromise of the member’s identity or
shared workgroup key, or after the workgroup member leaves
a workgroup. Moreover, with traditional approaches, there is
generally no way to quickly and efficiently renew a work-
group security mechanism either on-demand, periodically, or
automatically after the communication privileges of any one
workgroup member has been revoked (or the workgroup
member leaves the workgroup).

SUMMARY OF THE INVENTION

[0008] Based on the foregoing, a need exists to provide a
more robust and secure workgroup security scheme for use
with data in motion solutions.

[0009] In some embodiments, a workgroup management
module is provided to manage workgroup encryption keys.
The module may be integrated with third-party user authen-
tication, user logon, or directory access services, such as
Microsoft’s® Active Directory (AD) directory service. The
directory service may enforce security policies for users (and
groups of users), as well as manage and verify workgroup
membership and track workgroup and user activities.

[0010] The workgroup management module may be inte-
grated with any of the secure data parsers described in the
above-referenced U.S. patent and patent applications in order
to secure data in motion between any two or more end points
(e.g., clients or services) belonging to the same workgroup. In
some embodiments, users are authenticated through the veri-
fication of a shared secret. For example, Digest Authentica-
tion may be used to transform a user’s ASCII password into a
cryptographic key. The client device may then request a chal-
lenge value, which is encrypted using the password-based
key. The resulting ciphertext may then be transmitted to the
authentication server. In response to receiving the ciphertext,
the authentication server may perform the same encryption
on the challenge value (using a stored copy of the user’s
password-based key) and verify that the received ciphertext
and the result of the server’s encryption are a match. If there
is a match, the client may be authenticated. Otherwise, the
authentication request may be denied.

[0011] After a user is authenticated, further requests for
services and communications on the network may be handled



US 2016/0056956 Al

by a Kerberos-based subsystem of the authentication server.
Users or client devices may be supplied a Ticket Granting
Ticket (TGT) that serves as a token to be given to a Key
Distribution Center (KDC) whenever a secure service or
secure communication with another workgroup member is
desired. In some embodiments, the TGT may include a block
or string of data indicative of one or more of the identity of the
recipient, a timestamp, and any other credentials. The TGT
may be encrypted under the KDC’s Master Key so that only
the KDC may read its contents.

[0012] To communication securely with a service (e.g.,
email or web server), a client may pass the TGT to the KDC
and request a Service Ticket (ST). If the TGT is valid, the
KDC may return two STs to the client, each containing the
credentials of the parties involved in the communication, a
timestamp, and a unique and fresh Session Key (SK) to be
used as a temporary shared key between both parties for
encryption. One of the STs may be encrypted using the shared
password-based key between the user and the KDC, and the
other ST may be encrypted using the shared password-based
key between the service being accessed and the KDC. The ST
encrypted for the client making the request may immediately
be decrypted and the session key uncovered. The user may
then send the second ST and a message encrypted using the
SK to the targeted service. The service may then decrypt the
ST with its password-based key to obtain the SK, and subse-
quently decrypt the message sent by the user. Through this
process, the client and the service may now share the SK.
[0013] The SK may thenbeused as a Workgroup Key (WK)
for use with the secure data parser. The WK may be stored
locally to a client’s KeyStore. The WK may also be used to
wrap internally created session keys, including the Encryp-
tion Session Key (ESK) and the MAC Session Key (MK).
After being wrapped with the WK, the ciphertexts may be
securely shared among each header generated by the secure
data parser, where a single share of each wrapped key is stored
with each header. Accessing the ESK or MK now may require
obtaining the WK and some minimum quorum of shares
sufficient to restore the wrapped ESK and MK ciphertexts.
[0014] Insomeembodiments,the WK may be used to wrap
an internally generated ESK. Once wrapped with the WK, the
ciphertext may be again wrapped with a freshly generated
Key Encrypting Key (KEK), resulting in an ESK that has been
doubly wrapped and that can only be recovered with knowl-
edge of' both the WK and the KEK. The KEK may be securely
shared among each header generated by the secure data
parser, and the doubly wrapped ESK may be stored within
each header. Recovering the ESK may now require obtaining
WK and some minimum quorum of shares sufficient to
rebuild the KEK.

[0015] In some embodiments, online key updates are sup-
ported. Each time a client wishes to update its key (or check
the availability of an update), the client may interact with an
online key server. This online key server may then distribute
and share key material according to a workgroup security
policy.

[0016] In some embodiments, online key updates may be
made available on-demand, periodically on some schedule
defined by the workgroup security policy, or automatically
after some event (e.g., after a client’s communication privi-
leges are revoked or a client leaves a workgroup). The key
update system may be managed by a Workgroup Authority
(WA), which may control workgroup membership for mul-
tiple client devices and users. Each client or user in the system
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may be initially provisioned with a public/private keypair.
Public keys may be registered with the WA, which may also
record or store the public keys. Alternatively, in some
embodiments, a symmetric encryption scheme may be used
where each client or user in the system is initially provisioned
with a secret key instead of a public/private keypair. Secret
keys may be registered with the WA, which may also record or
store the secret keys. The WA (or some other workgroup key
server) may provide each device with the key server’s public
key certificate, which has been signed by a trusted Certificate
Authority (CA).

[0017] To initiate an outgoing connection or receive an
incoming connection, each client may contact its WA, which
may, in some embodiments, interface with a third-party
authentication or user logon service (e.g., an Active Directory
server) to determine the client’s workgroup membership. The
client may then proves its identity to the WA using public-key
or secret key techniques. The current WK may then be
encrypted using a public-key or secret key encryption scheme
such that a receiving client can decrypt the resulting cipher-
text to obtain the current WK. The resulting ciphertext may
also be signed by the key server (using the signing key cor-
responding to its certified public key) and transmitted to the
requesting client.

[0018] In some embodiments, key updates may be sup-
ported even when the key server cannot be reached by a client
(i.e., the client is untethered or partially untethered). Renew-
ability may still be achieved by incorporating a mechanism to
periodically update the shared workgroup key. On a periodic
schedule, key updates may be initiated by the key server,
which may interface with a third-party authentication or user
logon service to determine group membership. Each key
update may contain a fresh WK and its identifier. The WK
may be encrypted using a public-key broadcast encryption
scheme such that only the current workgroup members can
decrypt the resulting ciphertext. The resulting ciphertext may
then be signed by the key server (using the signing key cor-
responding to its certified public key) and transmitted to the
non-revoked devices via a semi-trusted channel (e.g., a web-
site). For example, when a client is prepared to go offline, the
key server can pre-provision the client with key updates for a
limited number of future time periods. Additionally or alter-
natively, for clients with limited network access, key revoca-
tion and update messages can be posted to a highly-available
location, e.g., a TLS-secured public website.

[0019] To join a workgroup, in some embodiments, a client
is first registered with the WA, and the client is then provi-
sioned with a secret key. The WA may store the client’s
identity and secret key in a secure location (e.g., in an
encrypted lookup table or keystore).

[0020] To initiate connections, in some embodiments, a
client may connect to the WA using its secret key and request
the WK. The WA may look up the client and use the stored key
to decrypt the message. It may then responds with the WK
encrypted with the client’s secretkey. The client may now use
the WK to initiate a connection to another client in the work-
group. In some embodiments, the WA also indicates to the
client an approximate duration of validity for the WK. Secu-
rity policies in force on the client may require the client to
contact the WA after key expiration for a key update (but the
client may also check for key updates before key expiration if
desired). When receiving a connection, security policies in
force on the client may require a fresh and unexpired WK,
verifying the status of the WK by the WA if necessary.
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[0021] To revoke the communication privileges of a single
client within a workgroup, the WA may refuse further key
updates to the revoked client. A compromised client, there-
fore, may only have communication access to the workgroup
during the period of time that the current WK is valid. Revo-
cation may only affect new connections, or both new connec-
tions and existing connections (by terminating stale connec-
tions or forcing reconnection when a connection exceeds
some system-defined length of time or number of connec-
tions).

[0022] To initiate a connection with another workgroup
member, in some embodiments, the initiator may send the
headers generated by the secure data parser to a recipient
workgroup member. The headers may include one or more of
the workgroup key, a workgroup key identifier, and a work-
group key version number. The recipient workgroup member
may then check the workgroup key identifier to verify that the
identifier is the correct identifier used for the current work-
group. The recipient workgroup member may also check the
workgroup key version number to verify that the version
number is the same as the recipient workgroup member’s
current workgroup key version number (and optionally if the
current time is greater than the workgroup key refresh alarm
time). If the workgroup key identifier is valid and the work-
group key version numbers are identical (and optionally if the
current time is not greater than the workgroup key refresh
alarm time), then the recipient workgroup member may
report a successful connection attempt.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The present invention is described in more detail
below in connection with the attached drawings, which are
meant to illustrate and not to limit the invention, and in which:
[0024] FIG.1illustrates ablock diagram of a cryptographic
system, according to aspects of an embodiment of the inven-
tion;

[0025] FIG. 2 illustrates a block diagram of the trust engine
of FIG. 1, according to aspects of an embodiment of the
invention;

[0026] FIG. 3 illustrates a block diagram of the transaction
engine of FIG. 2, according to aspects of an embodiment of
the invention;

[0027] FIG. 4 illustrates a block diagram of the depository
of FIG. 2, according to aspects of an embodiment of the
invention;

[0028] FIG. Sillustrates a block diagram of the authentica-
tion engine of FIG. 2, according to aspects of an embodiment
of the invention;

[0029] FIG. 6 illustrates a block diagram of the crypto-
graphic engine of FIG. 2, according to aspects of an embodi-
ment of the invention;

[0030] FIG. 7 is a block diagram of an illustrative data in
motion system in accordance with one embodiment of the
present invention;

[0031] FIG. 8isablock diagram of another illustrative data
in motion system in accordance with one embodiment of the
present invention;

[0032] FIGS. 9A and 9B are simplified and illustrative pro-
cess flow diagrams for header generation and data splitting
for data in motion, that may be used in any suitable combi-
nation, with any suitable additions, deletions, or modifica-
tions in accordance with one embodiment of the present
invention;

Feb. 25,2016

[0033] FIG. 10 is a simplified block diagram of an illustra-
tive share format, that may be used in any suitable combina-
tion, with any suitable additions, deletions, or modifications
in accordance with one embodiment of the present invention;
[0034] FIG. 11 is a simplified protocol illustrating the mes-
sage sequence for authenticating a client in a workgroup in
accordance with one embodiment of the present invention;
[0035] FIG. 12 is a simplified protocol illustrating the mes-
sage sequence for obtaining service tickets in a workgroup in
accordance with one embodiment of the present invention;
[0036] FIG. 13 is a simplified protocol illustrating the mes-
sage sequence for using a workgroup key to secure data in
motion in accordance with one embodiment of the present
invention;

[0037] FIG. 14 is a simplified protocol illustrating the mes-
sage sequence for kernel and user space interaction in accor-
dance with one embodiment of the present invention;

[0038] FIG. 15 is a simplified block diagram of the initial
setup of Workgroup Authorities within a domain in accor-
dance with one embodiment of the present invention;

[0039] FIG. 16 is a simplified protocol illustrating the con-
nection sequence for two clients within a workgroup in accor-
dance with one embodiment of the present invention;

[0040] FIG. 17 is an illustrative process flow diagram for
joining a workgroup in accordance with one embodiment of
the present invention;

[0041] FIGS. 18A, 18B, and 18C are illustrative process
flow diagrams for initiating a connection between two work-
group clients in accordance with one embodiment of the
present invention;

[0042] FIG. 19 is an illustrative process flow diagram for
revoking a client’s communication privileges within a work-
group in accordance with one embodiment of the present
invention; and

[0043] FIG. 20 is an illustrative process flow diagram for
updating a workgroup key in accordance with one embodi-
ment of the present invention.

DETAILED DESCRIPTION

[0044] The present invention provides a cryptographic sys-
tem where one or more secure servers, or a trust engine, stores
cryptographic keys and user authentication data. Users may
access the functionality of conventional cryptographic sys-
tems through network access to the trust engine, however, the
trust engine does not release actual keys and other authenti-
cation data and therefore, the keys and data remain secure.
This server-centric storage of keys and authentication data
provides for user-independent security, portability, availabil-
ity, and straightforwardness.

[0045] Because users can be confident in, or trust, the cryp-
tographic system to perform user and document authentica-
tion and other cryptographic functions, a wide variety of
functionality may be incorporated into the system. For
example, the trust engine provider can ensure against agree-
ment repudiation by, for example, authenticating the agree-
ment participants, digitally signing the agreement on behalf
of or for the participants, and storing a record of the agree-
ment digitally signed by each participant. In addition, the
cryptographic system may monitor agreements and deter-
mine to apply varying degrees of authentication, based on, for
example, price, user, vendor, geographic location, place of
use, or the like.

[0046] To facilitate a complete understanding of the inven-
tion, the remainder of the detailed description describes the
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invention with reference to the figures, wherein like elements
are referenced with like numerals throughout.

[0047] FIG.1illustrates ablock diagram of a cryptographic
system 100, according to aspects of an embodiment of the
invention. As shown in FIG. 1, the cryptographic system 100
includes a user system 105, a trust engine 110, a certificate
authority 115, and a vendor system 120, communicating
through a communication link 125.

[0048] According to one embodiment of the invention, the
user system 105 comprises a conventional general-purpose
computer having one or more microprocessors, such as, for
example, an Intel-based processor. Moreover, the user system
105 includes an appropriate operating system, such as, for
example, an operating system capable of including graphics
or windows, such as Windows, Unix, Linux, or the like. As
shown in FIG. 1, the user system 105 may include a biometric
device 107. The biometric device 107 may advantageously
capture a user’s biometric and transfer the captured biometric
to the trust engine 110. According to one embodiment of the
invention, the biometric device may advantageously com-
prise a device having attributes and features similar to those
disclosed in U.S. Pat. No. 6,856,383, entitled “RELIEF
OBJECT IMAGE GENERATOR,” U.S. patent application
Ser. No. 09/558,634, filed on Apr. 26, 2000, entitled “IMAG-
ING DEVICE FOR A RELIEF OBJECT AND SYSTEM
AND METHOD OF USING THE IMAGE DEVICE,” U.S.
Pat. No. 6,631,201, entitled “RELIEF OBJECT SENSOR
ADAPTOR,” and U.S. patent application Ser. No. 09/477,
943, filed on Jan. 5, 2000, entitled “PLANAR OPTICAL
IMAGE SENSOR AND SYSTEM FOR GENERATING AN
ELECTRONIC IMAGE OF A RELIEF OBJECT FOR FIN-
GERPRINT READING,” all of which are owned by the
instant assignee, and all of which are hereby incorporated by
reference herein.

[0049] In addition, the user system 105 may connect to the
communication link 125 through a conventional service pro-
vider, such as, for example, a dial up, digital subscriber line
(DSL), cable modem, fiber connection, or the like. According
to another embodiment, the user system 105 connects the
communication link 125 through network connectivity such
as, for example, a local or wide area network. According to
one embodiment, the operating system includes a TCP/IP
stack that handles all incoming and outgoing message traffic
passed over the communication link 125.

[0050] Although the user system 105 is disclosed with ref-
erence to the foregoing embodiments, the invention is not
intended to be limited thereby. Rather, a skilled artisan will
recognize from the disclosure herein, a wide number of alter-
natives embodiments of the user system 105, including
almost any computing device capable of sending or receiving
information from another computer system. For example, the
user system 105 may include, but is not limited to, a computer
workstation, an interactive television, an interactive kiosk, a
personal mobile computing device, such as a digital assistant,
mobile or cellular telephone, laptop, or the like, a wireless
communications device, a smartcard, an embedded comput-
ing device, or the like, which can interact with the communi-
cation link 125. In such alternative systems, the operating
systems will likely differ and be adapted for the particular
device. However, according to one embodiment, the operat-
ing systems advantageously continue to provide the appro-
priate communications protocols needed to establish commu-
nication with the communication link 125.
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[0051] FIG. 1 illustrates the trust engine 110. According to
one embodiment, the trust engine 110 comprises one or more
secure servers for accessing and storing sensitive informa-
tion, which may be any type or form of data, such as, but not
limited to text, audio, video, user authentication data and
public and private cryptographic keys. According to one
embodiment, the authentication data includes data designed
to uniquely identify a user of the cryptographic system 100.
For example, the authentication data may include a user iden-
tification number, one or more biometrics, and a series of
questions and answers generated by the trust engine 110 or
the user, but answered initially by the user at enrollment. The
foregoing questions may include demographic data, such as
place of birth, address, anniversary, or the like, personal data,
such as mother’s maiden name, favorite ice cream, or the like,
or other data designed to uniquely identify the user. The trust
engine 110 compares a user’s authentication data associated
with a current transaction, to the authentication data provided
at an earlier time, such as, for example, during enrollment.
The trust engine 110 may advantageously require the user to
produce the authentication data at the time of each transac-
tion, or, the trust engine 110 may advantageously allow the
user to periodically produce authentication data, such as at the
beginning of a string of transactions or the logging onto a
particular vendor website.

[0052] According to the embodiment where the user pro-
duces biometric data, the user provides a physical character-
istic, such as, but not limited to, facial scan, hand scan, ear
scan, iris scan, retinal scan, vascular pattern, DNA, a finger-
print, writing or speech, to the biometric device 107. The
biometric device advantageously produces an electronic pat-
tern, or biometric, of the physical characteristic. The elec-
tronic pattern is transferred through the user system 105 to the
trust engine 110 for either enrollment or authentication pur-
poses.

[0053] Once the user produces the appropriate authentica-
tion data and the trust engine 110 determines a positive match
between that authentication data (current authentication data)
and the authentication data provided at the time of enrollment
(enrollment authentication data), the trust engine 110 pro-
vides the user with complete cryptographic functionality. For
example, the properly authenticated user may advanta-
geously employ the trust engine 110 to perform hashing,
digitally signing, encrypting and decrypting (often together
referred to only as encrypting), creating or distributing digital
certificates, and the like. However, the private cryptographic
keys used in the cryptographic functions will not be available
outside the trust engine 110, thereby ensuring the integrity of
the cryptographic keys.

[0054] According to one embodiment, the trust engine 110
generates and stores cryptographic keys. According to
another embodiment, at least one cryptographic key is asso-
ciated with each user. Moreover, when the cryptographic keys
include public-key technology, each private key associated
with a user is generated within, and not released from, the
trust engine 110. Thus, so long as the user has access to the
trust engine 110, the user may perform cryptographic func-
tions using his or her private or public key. Such remote
access advantageously allows users to remain completely
mobile and access cryptographic functionality through prac-
tically any Internet connection, such as cellular and satellite
phones, kiosks, laptops, hotel rooms and the like.

[0055] According to another embodiment, the trust engine
110 performs the cryptographic functionality using a key pair
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generated for the trust engine 110. According to this embodi-
ment, the trust engine 110 first authenticates the user, and
after the user has properly produced authentication data
matching the enrollment authentication data, the trust engine
110 uses its own cryptographic key pair to perform crypto-
graphic functions on behalf of the authenticated user.

[0056] A skilled artisan will recognize from the disclosure
herein that all the cryptographic keys may advantageously
include one or more of symmetric encryption keys (e.g.,
private keys) and asymmetric encryption keys (e.g., public/
private keypairs). In addition, a skilled artisan will recognize
from the disclosure herein that the foregoing keys may be
implemented with a wide number of algorithms available
from commercial technologies, such as, for example, RSA,
ELGAMAL, or the like. When an asymmetric cryptographic
scheme is described herein, this scheme may be substituted
with a symmetric scheme, and vice versa.

[0057] FIG. 1 also illustrates the certificate authority 115.
According to one embodiment, the certificate authority 115
may advantageously comprise a trusted third-party organiza-
tion or company that issues digital certificates, such as, for
example, VeriSign, Baltimore, Entrust, or the like. The trust
engine 110 may advantageously transmit requests for digital
certificates, through one or more conventional digital certifi-
cate protocols, such as, for example, PKCS10, to the certifi-
cate authority 115. In response, the certificate authority 115
will issue a digital certificate in one or more of a number of
differing protocols, such as, for example, PKCS7. According
to one embodiment of the invention, the trust engine 110
requests digital certificates from several or all of the promi-
nent certificate authorities 115 such that the trust engine 110
has access to a digital certificate corresponding to the certifi-
cate standard of any requesting party.

[0058] According to another embodiment, the trust engine
110 internally performs certificate issuances. In this embodi-
ment, the trust engine 110 may access a certificate system for
generating certificates and/or may internally generate certifi-
cates when they are requested, such as, for example, at the
time ofkey generation or in the certificate standard requested
at the time of the request. The trust engine 110 will be dis-
closed in greater detail below.

[0059] FIG. 1 also illustrates the vendor system 120.
According to one embodiment, the vendor system 120 advan-
tageously comprises a Web server. Typical Web servers gen-
erally serve content over the Internet using one of several
internet markup languages or document format standards,
such as the Hyper-Text Markup Language (HTML) or the
Extensible Markup Language (XML). The Web server
accepts requests from browsers like Netscape and Internet
Explorer and then returns the appropriate electronic docu-
ments. A number of server or client-side technologies can be
used to increase the power of the Web server beyond its ability
to deliver standard electronic documents. For example, these
technologies include Common Gateway Interface (CGI)
scripts, Secure Sockets Layer (SSL) security, and Active
Server Pages (ASPs). The vendor system 120 may advanta-
geously provide electronic content relating to commercial,
personal, educational, or other transactions.

[0060] Although the vendor system 120 is disclosed with
reference to the foregoing embodiments, the invention is not
intended to be limited thereby. Rather, a skilled artisan will
recognize from the disclosure herein that the vendor system
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120 may advantageously comprise any of the devices
described with reference to the user system 105 or combina-
tion thereof.

[0061] FIG. 1 also illustrates the communication link 125
connecting the user system 105, the trust engine 110, the
certificate authority 115, and the vendor system 120. Accord-
ing to one embodiment, the communication link 125 prefer-
ably comprises the Internet. The Internet, as used throughout
this disclosure is a global network of computers. The struc-
ture of the Internet, which is well known to those of ordinary
skill in the art, includes a network backbone with networks
branching from the backbone. These branches, in turn, have
networks branching from them, and so on. Routers move
information packets between network levels, and then from
network to network, until the packet reaches the neighbor-
hood of'its destination. From the destination, the destination
network’s host directs the information packet to the appro-
priate terminal, or node. In one advantageous embodiment,
the Internet routing hubs comprise domain name system
(DNS) servers using Transmission Control Protocol/Internet
Protocol (TCP/IP) as is well known in the art. The routing
hubs connect to one or more other routing hubs via high-
speed communication links.

[0062] One popular part of the Internet is the World Wide
Web. The World Wide Web contains different computers,
which store documents capable of displaying graphical and
textual information. The computers that provide information
on the World Wide Web are typically called “websites.” A
website is defined by an Internet address that has an associ-
ated electronic page. The electronic page can be identified by
a Uniform Resource Locator (URL). Generally, an electronic
page is a document that organizes the presentation of text,
graphical images, audio, video, and so forth.

[0063] Although the communication link 125 is disclosed
in terms of its preferred embodiment, one of ordinary skill in
the art will recognize from the disclosure herein that the
communication link 125 may include a wide range of inter-
active communications links. For example, the communica-
tion link 125 may include interactive television networks,
telephone networks, wireless data transmission systems, two-
way cable systems, customized private or public computer
networks, interactive kiosk networks, automatic teller
machine networks, direct links, satellite or cellular networks,
and the like.

[0064] FIG. 2 illustrates a block diagram of the trust engine
110 of FIG. 1 according to aspects of an embodiment of the
invention. As shown in FIG. 2, the trust engine 110 includes a
transaction engine 205, a depository 210, an authentication
engine 215, and a cryptographic engine 220. According to
one embodiment of the invention, the trust engine 110 also
includes mass storage 225. As further shown in FIG. 2, the
transaction engine 205 communicates with the depository
210, the authentication engine 215, and the cryptographic
engine 220, along with the mass storage 225. In addition, the
depository 210 communicates with the authentication engine
215, the cryptographic engine 220, and the mass storage 225.
Moreover, the authentication engine 215 communicates with
the cryptographic engine 220. According to one embodiment
of'the invention, some or all of the foregoing communications
may advantageously comprise the transmission of XML
documents to IP addresses that correspond to the receiving
device. As mentioned in the foregoing, XML documents
advantageously allow designers to create their own custom-
ized document tags, enabling the definition, transmission,
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validation, and interpretation of data between applications
and between organizations. Moreover, some or all of the
foregoing communications may include conventional SSL
technologies.

[0065] According to one embodiment, the transaction
engine 205 comprises a data routing device, such as a con-
ventional Web server available from Netscape, Microsoft,
Apache, or the like. For example, the Web server may advan-
tageously receive incoming data from the communication
link 125. According to one embodiment of the invention, the
incoming data is addressed to a front-end security system for
the trust engine 110. For example, the front-end security
system may advantageously include a firewall, an intrusion
detection system searching for known attack profiles, and/or
a virus scanner. After clearing the front-end security system,
the data is received by the transaction engine 205 and routed
to one of the depository 210, the authentication engine 215,
the cryptographic engine 220, and the mass storage 225. In
addition, the transaction engine 205 monitors incoming data
from the authentication engine 215 and cryptographic engine
220, and routes the data to particular systems through the
communication link 125. For example, the transaction engine
205 may advantageously route data to the user system 105,
the certificate authority 115, or the vendor system 120.

[0066] According to one embodiment, the data is routed
using conventional HTTP routing techniques, such as, for
example, employing URLs or Uniform Resource Indicators
(URIs). URIs are similar to URLs, however, URIs typically
indicate the source of files or actions, such as, for example,
executables, scripts, and the like. Therefore, according to the
one embodiment, the user system 105, the certificate author-
ity 115, the vendor system 120, and the components of the
trust engine 210, advantageously include sufficient data
within communication URLs or URIs for the transaction
engine 205 to properly route data throughout the crypto-
graphic system.

[0067] Although the data routing is disclosed with refer-
ence to its preferred embodiment, a skilled artisan will rec-
ognize a wide number of possible data routing solutions or
strategies. For example, XML or other data packets may
advantageously be unpacked and recognized by their format,
content, or the like, such that the transaction engine 205 may
properly route data throughout the trust engine 110. More-
over, a skilled artisan will recognize that the data routing may
advantageously be adapted to the data transfer protocols con-
forming to particular network systems, such as, for example,
when the communication link 125 comprises a local network.

[0068] According to yet another embodiment of the inven-
tion, the transaction engine 205 includes conventional SSL
encryption technologies, such that the foregoing systems may
authenticate themselves, and vise-versa, with transaction
engine 205, during particular communications. As will be
used throughout this disclosure, the term “%%2 SSL” refers to
communications where a server but not necessarily the client,
is SSL authenticated, and the term “FULL SSL” refers to
communications where the client and the server are SSL
authenticated. When the instant disclosure uses the term
“SSL”, the communication may comprise %2 or FULL SSL.

[0069] As the transaction engine 205 routes data to the
various components of the cryptographic system 100, the
transaction engine 205 may advantageously create an audit
trail. According to one embodiment, the audit trail includes a
record of at least the type and format of data routed by the
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transaction engine 205 throughout the cryptographic system
100. Such audit data may advantageously be stored in the
mass storage 225.

[0070] FIG. 2 also illustrates the depository 210. According
to one embodiment, the depository 210 comprises one or
more data storage facilities, such as, for example, a directory
server, a database server, or the like. As shown in FIG. 2, the
depository 210 stores cryptographic keys and enrollment
authentication data. The cryptographic keys may advanta-
geously correspond to the trust engine 110 or to users of the
cryptographic system 100, such as the user or vendor. The
enrollment authentication data may advantageously include
data designed to uniquely identify a user, such as, user ID,
passwords, answers to questions, biometric data, or the like.
This enrollment authentication data may advantageously be
acquired at enrollment of a user or another alternative later
time. For example, the trust engine 110 may include periodic
or other renewal or reissue of enrollment authentication data.
[0071] According to one embodiment, the communication
from the transaction engine 205 to and from the authentica-
tion engine 215 and the cryptographic engine 220 comprises
secure communication, such as, for example conventional
SSL technology. In addition, as mentioned in the foregoing,
the data of the communications to and from the depository
210 may be transferred using URLs, URIs, HTTP or XML
documents, with any of the foregoing advantageously having
data requests and formats embedded therein.

[0072] As mentioned above, the depository 210 may
advantageously comprises a plurality of secure data storage
facilities. In such an embodiment, the secure data storage
facilities may be configured such that a compromise of the
security in one individual data storage facility will not com-
promise the cryptographic keys or the authentication data
stored therein. For example, according to this embodiment,
the cryptographic keys and the authentication data are math-
ematically operated on so as to statistically and substantially
randomize the data stored in each data storage facility.
According to one embodiment, the randomization of the data
of an individual data storage facility renders that data unde-
cipherable. Thus, compromise of an individual data storage
facility produces only a randomized undecipherable number
and does not compromise the security of any cryptographic
keys or the authentication data as a whole.

[0073] FIG. 2 also illustrates the trust engine 110 including
the authentication engine 215. According to one embodiment,
the authentication engine 215 comprises a data comparator
configured to compare data from the transaction engine 205
with data from the depository 210. For example, during
authentication, a user supplies current authentication data to
the trust engine 110 such that the transaction engine 205
receives the current authentication data. As mentioned in the
foregoing, the transaction engine 205 recognizes the data
requests, preferably in the URL or URI, and routes the
authentication data to the authentication engine 215. More-
over, upon request, the depository 210 forwards enrollment
authentication data corresponding to the user to the authenti-
cation engine 215. Thus, the authentication engine 215 has
both the current authentication data and the enrollment
authentication data for comparison.

[0074] According to one embodiment, the communications
to the authentication engine comprise secure communica-
tions, such as, for example, SSL technology. Additionally,
security can be provided within the trust engine 110 compo-
nents, such as, for example, super-encryption using public
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key technologies. For example, according to one embodi-
ment, the user encrypts the current authentication data with
the public key of the authentication engine 215. In addition,
the depository 210 also encrypts the enrollment authentica-
tion data with the public key of the authentication engine 215.
In this way, only the authentication engine’s private key can
be used to decrypt the transmissions.

[0075] As shown in FIG. 2, the trust engine 110 also
includes the cryptographic engine 220. According to one
embodiment, the cryptographic engine comprises a crypto-
graphic handling module, configured to advantageously pro-
vide conventional cryptographic functions, such as, for
example, public-key infrastructure (PKI) functionality. For
example, the cryptographic engine 220 may advantageously
issue public and private keys for users of the cryptographic
system 100. In this manner, the cryptographic keys are gen-
erated at the cryptographic engine 220 and forwarded to the
depository 210 such that at least the private cryptographic
keys are not available outside of the trust engine 110. Accord-
ing to another embodiment, the cryptographic engine 220
randomizes and splits at least the private cryptographic key
data, thereby storing only the randomized split data. Similar
to the splitting of the enrollment authentication data, the
splitting process ensures the stored keys are not available
outside the cryptographic engine 220. According to another
embodiment, the functions ofthe cryptographic engine canbe
combined with and performed by the authentication engine
215.

[0076] According to one embodiment, communications to
and from the cryptographic engine include secure communi-
cations, such as SSL technology. In addition, XML docu-
ments may advantageously be employed to transfer data and/
or make cryptographic function requests.

[0077] FIG.2alsoillustrates the trust engine 110 having the
mass storage 225. As mentioned in the foregoing, the trans-
action engine 205 keeps data corresponding to an audit trail
and stores such data in the mass storage 225. Similarly,
according to one embodiment of the invention, the depository
210 keeps data corresponding to an audit trail and stores such
data in the mass storage device 225. The depository audit trail
data is similar to that of the transaction engine 205 in that the
audit trail data comprises a record of the requests received by
the depository 210 and the response thereof. In addition, the
mass storage 225 may be used to store digital certificates
having the public key of a user contained therein.

[0078] Although the trust engine 110 is disclosed with ref-
erence to its preferred and alternative embodiments, the
invention is not intended to be limited thereby. Rather, a
skilled artisan will recognize in the disclosure herein, a wide
number of alternatives for the trust engine 110. For example,
the trust engine 110, may advantageously perform only
authentication, or alternatively, only some or all of the cryp-
tographic functions, such as data encryption and decryption.
According to such embodiments, one of the authentication
engine 215 and the cryptographic engine 220 may advanta-
geously be removed, thereby creating a more straightforward
design for the trust engine 110. In addition, the cryptographic
engine 220 may also communicate with a certificate authority
such that the certificate authority is embodied within the trust
engine 110. According to yet another embodiment, the trust
engine 110 may advantageously perform authentication and
one or more cryptographic functions, such as, for example,
digital signing.
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[0079] FIG. 3 illustrates a block diagram of the transaction
engine 205 of FIG. 2, according to aspects of an embodiment
of the invention. According to this embodiment, the transac-
tion engine 205 comprises an operating system 305 having a
handling thread and a listening thread. The operating system
305 may advantageously be similar to those found in conven-
tional high volume servers, such as, for example, Web servers
available from Apache. The listening thread monitors the
incoming communication from one of the communication
link 125, the authentication engine 215, and the crypto-
graphic engine 220 for incoming data flow. The handling
thread recognizes particular data structures of the incoming
data flow, such as, for example, the foregoing data structures,
thereby routing the incoming data to one of the communica-
tion link 125, the depository 210, the authentication engine
215, the cryptographic engine 220, or the mass storage 225.
As shown in FIG. 3, the incoming and outgoing data may
advantageously be secured through, for example, SSL tech-
nology.

[0080] FIG. 4 illustrates a block diagram of the depository
210 of FIG. 2 according to aspects of an embodiment of the
invention. According to this embodiment, the depository 210
comprises one or more lightweight directory access protocol
(LDAP) servers. LDAP directory servers are available from a
wide variety of manufacturers such as Netscape, ISO,
Microsoft, and others. FIG. 4 also shows that the directory
server preferably stores data 405 corresponding to the cryp-
tographic keys and data 410 corresponding to the enrollment
authentication data. According to one embodiment, the
depository 210 comprises a single logical memory structure
indexing authentication data and cryptographic key data to a
unique user ID. The single logical memory structure prefer-
ably includes mechanisms to ensure a high degree of trust, or
security, in the data stored therein. For example, the physical
location of the depository 210 may advantageously include a
wide number of conventional security measures, such as lim-
ited employee access, modern surveillance systems, and the
like. In addition to, or in lieu of, the physical securities, the
computer system or server may advantageously include soft-
ware solutions to protect the stored data. For example, the
depository 210 may advantageously create and store data 415
corresponding to an audit trail of actions taken. In addition,
the incoming and outgoing communications may advanta-
geously be encrypted with public key encryption coupled
with conventional SSL technologies.

[0081] According to another embodiment, the depository
210 may include distinct and physically separated data stor-
age facilities. For example, depository 210 may include more
than one physical storage device (e.g., tape drive, hard disk
drive, optical drive, or any combination thereof) housed in
geographically separated locations.

[0082] FIG. 5 illustrates a block diagram of the authentica-
tion engine 215 of FIG. 2 according to aspects of an embodi-
ment of the invention. Similar to the transaction engine 205 of
FIG. 3, the authentication engine 215 comprises an operating
system 505 having at least a listening and a handling thread of
a modified version of a conventional Web server, such as, for
example, Web servers available from Apache. As shown in
FIG. 5, the authentication engine 215 includes access to at
least one private key 510. The private key 510 may advanta-
geously be used for example, to decrypt data from the trans-
action engine 205 or the depository 210, which was encrypted
with a corresponding public key of the authentication engine
215.
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[0083] FIG. 5 also illustrates the authentication engine 215
comprising a comparator 515, a data splitting module 520,
and a data assembling module 525. According to an embodi-
ment of the invention, the comparator 515 includes technol-
ogy capable of comparing potentially complex patterns
related to the foregoing biometric authentication data. The
technology may include hardware, software, or combined
solutions for pattern comparisons, such as, for example, those
representing finger print patterns or voice patterns. In addi-
tion, according to one embodiment, the comparator 515 of the
authentication engine 215 may advantageously compare con-
ventional hashes of documents in order to render a compari-
son result. According to one embodiment of the invention, the
comparator 515 includes the application of heuristics 530 to
the comparison. The heuristics 530 may advantageously
address circumstances surrounding an authentication
attempt, such as, for example, the time of day, IP address or
subnet mask, purchasing profile, email address, processor
serial number or ID, or the like.

[0084] Moreover, the nature of biometric data comparisons
may result in varying degrees of confidence being produced
from the matching of current biometric authentication data to
enrollment data. For example, unlike a traditional password
which may only return a positive or negative match, a finger-
print may be determined to be a partial match, e.g. a 90%
match, a 75% match, or a 10% match, rather than simply
being correct or incorrect. Other biometric identifiers such as
voice print analysis or face recognition may share this prop-
erty of probabilistic authentication, rather than absolute
authentication.

[0085] When working with such probabilistic authentica-
tion or in other cases where an authentication is considered
less than absolutely reliable, it is desirable to apply the heu-
ristics 530 to determine whether the level of confidence in the
authentication provided is sufficiently high to authenticate the
transaction which is being made.

[0086] It will sometimes be the case that the transaction at
issue is a relatively low value transaction where it is accept-
able to be authenticated to a lower level of confidence. This
could include a transaction which has a low dollar value
associated with it (e.g., a $10 purchase) or a transaction with
low risk (e.g., admission to a members-only web site).
[0087] Conversely, for authenticating other transactions, it
may be desirable to require a high degree of confidence in the
authentication before allowing the transaction to proceed.
Such transactions may include transactions of large dollar
value (e.g., signing a multi-million dollar supply contract) or
transaction with a high risk if an improper authentication
occurs (e.g., remotely logging onto a government computer).
[0088] The use of the heuristics 530 in combination with
confidence levels and transactions values may be used as will
be described below to allow the comparator to provide a
dynamic context-sensitive authentication system.

[0089] According to another embodiment of the invention,
the comparator 515 may advantageously track authentication
attempts for a particular transaction. For example, when a
transaction fails, the trust engine 110 may request the user to
re-enter his or her current authentication data. The compara-
tor 515 of the authentication engine 215 may advantageously
employ an attempt limiter 535 to limit the number of authen-
tication attempts, thereby prohibiting brute-force attempts to
impersonate a user’s authentication data. According to one
embodiment, the attempt limiter 535 comprises a software
module monitoring transactions for repeating authentication
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attempts and, for example, limiting the authentication
attempts for a given transaction to three. Thus, the attempt
limiter 535 will limit an automated attempt to impersonate an
individual’s authentication data to, for example, simply three
“guesses.” Upon three failures, the attempt limiter 535 may
advantageously deny additional authentication attempts.
Such denial may advantageously be implemented through,
for example, the comparator 515 returning a negative result
regardless of the current authentication data being transmit-
ted. On the other hand, the transaction engine 205 may advan-
tageously block any additional authentication attempts per-
taining to a transaction in which three attempts have
previously failed.

[0090] Theauthentication engine 215 also includes the data
splitting module 520 and the data assembling module 525.
The data splitting module 520 advantageously comprises a
software, hardware, or combination module having the ability
to mathematically operate on various data so as to substan-
tially randomize (e.g., randomize or pseudo-randomize) and
split the data into individual portions (also called shares). In
some embodiments, to substantially randomize data, data
splitting module 520 may generate random or pseudo-ran-
dom numbers. The random or pseudo-random numbers may
then be associated with units (e.g., any number of bits, bytes,
or blocks) of data from a data set. The random or pseudo-
random numbers may also be associated with the shares. Data
splitting module 520 may determine into which share to store
each unit of data from the data set based on, at least in part, the
association of the random or pseudo-random numbers with
the units of data and the shares.

[0091] According to one embodiment, original data is not
recreatable from an individual portion or user share. The data
assembling module 525 advantageously comprises a soft-
ware, hardware, or combination module configured to math-
ematically operate on the foregoing substantially randomized
portions, such that the combination thereof provides the origi-
nal deciphered data. According to one embodiment, the
authentication engine 215 employs the data splitting module
520 to randomize and split enrollment authentication data
into portions, and employs the data assembling module 525 to
reassemble the portions into usable enrollment authentication
data.

[0092] FIG. 6 illustrates a block diagram of the crypto-
graphic engine 220 of the trust engine 200 of FIG. 2 according
to aspects of one embodiment of the invention. Similar to the
transaction engine 205 of FIG. 3, the cryptographic engine
220 comprises an operating system 605 having at least a
listening and a handling thread of a modified version of a
conventional Web server, such as, for example, Web servers
available from Apache. As shown in FIG. 6, the cryptographic
engine 220 comprises a data splitting module 610 and a data
assembling module 620 that function similar to those of FIG.
5. However, according to one embodiment, the data splitting
module 610 and the data assembling module 620 process
cryptographic key data, as opposed to the foregoing enroll-
ment authentication data. Although, a skilled artisan will
recognize from the disclosure herein that the data splitting
module 910 and the data splitting module 620 may be com-
bined with those of the authentication engine 215.

[0093] The cryptographic engine 220 also comprises a
cryptographic handling module 625 configured to perform
one, some or all of a wide number of cryptographic functions.
According to one embodiment, the cryptographic handling
module 625 may comprise software modules or programs,
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hardware, or both. According to another embodiment, the
cryptographic handling module 625 may perform data com-
parisons, data parsing, data splitting, data separating, data
hashing, data encryption or decryption, digital signature veri-
fication or creation, digital certificate generation, storage, or
requests, cryptographic key generation, or the like. Moreover,
a skilled artisan will recognize from the disclosure herein that
the cryptographic handling module 825 may advantageously
comprises a public-key infrastructure, such as Pretty Good
Privacy (PGP), an RSA-based public-key system, or a wide
number of alternative key management systems. In addition,
the cryptographic handling module 625 may perform public-
key encryption, symmetric-key encryption, or both. In addi-
tion to the foregoing, the cryptographic handling module 625
may include one or more computer programs or modules,
hardware, or both, for implementing seamless, transparent,
interoperability functions.

[0094] A skilled artisan will also recognize from the dis-
closure herein that the cryptographic functionality may
include a wide number or variety of functions generally relat-
ing to cryptographic key management systems.

[0095] The secure data parser of the present invention may
be integrated into an operating system kernel (e.g., Linux,
Unix, or any other suitable commercial or proprietary oper-
ating system). This integration may be used to protect data at
the device level whereby, for example, data that would ordi-
narily be stored in one or more devices is separated into a
certain number of portions by the secure data parser inte-
grated into the operating system and stored among the one or
more devices. When original data is attempted to be accessed,
the appropriate software, also integrated into the operating
system, may recombine the parsed data portions into the
original data in a way that may be transparent to the end user.
[0096] The secure data parser of the present invention may
be integrated into a volume manager or any other suitable
component of a storage system to protect local and networked
data storage across any or all supported platforms. For
example, with the secure data parser integrated, a storage
system may make use of the redundancy offered by the secure
data parser (i.e., which is used to implement the feature of
needing fewer than all separated portions of data in order to
reconstruct the original data) to protect against data loss. The
secure data parser also allows all data written to storage
devices, whether using redundancy or not, to be in the form of
multiple portions that are generated according to the parsing
of'the present invention. When original data is attempted to be
accessed, the appropriate software, also integrated into the
volume manager or other suitable component of the storage
system, may recombine the parsed data portions into the
original data in a way that may be transparent to the end user.
[0097] In one suitable approach, the secure data parser of
the present invention may be integrated into a RAID control-
ler (as either hardware or software). This allows for the secure
storage of data to multiple drives while maintaining fault
tolerance in case of drive failure.

[0098] The secure data parser of the present invention may
be integrated into a database in order to, for example, protect
sensitive table information. For example, in one suitable
approach, data associated with particular cells of a database
table (e.g., individual cells, one or more particular columns,
one or more particular rows, any combination thereof, or an
entire database table) may be parsed and separated according
to the present invention (e.g., where the different portions are
stored on one or more storage devices at one or more locations
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or on a single storage device). Access to recombine the por-
tions in order to view the original data may be granted by
traditional authentication methods (e.g., username and pass-
word query).

[0099] The secure parser of the present invention may be
integrated in any suitable system that involves data in motion
(i.e., transfer of data from one location to another). Such
systems include, for example, network file servers and file
systems, email servers, web servers, streaming data broad-
casts, and wireless (e.g., WiFi) communications. With respect
to email, in one suitable approach, the secure parser may be
used to parse outgoing messages (i.e., containing text, binary
data, or both (e.g., files attached to an email message)) and
sending the different portions of the parsed data along differ-
ent paths thus creating multiple streams of data. If any one of
these streams of data is compromised, the original message
remains secure because the system may require that more
than one of the portions be combined, in accordance with the
present invention, in order to generate the original data. In
another suitable approach, the different portions of data may
be communicated along one path sequentially so that if one
portion is obtained, it may not be sufficient to generate the
original data. The different portions arrive at the intended
recipient’s location and may be combined to generate the
original data in accordance with the present invention.

[0100] FIGS.7 and 8 are illustrative block diagrams of such
email systems. FIG. 7 shows a sender system 700, which may
include any suitable hardware, such as a computer terminal,
personal computer, handheld device (e.g., PDA, Blackberry),
cellular telephone, computer network, any other suitable
hardware, or any combination thereof. Sender system 700 is
used to generate and/or store a message 704, which may be,
for example, a network packet, an email message, a binary
data file (e.g., graphics, voice, video, etc.), or any combina-
tion of the foregoing. Message 704 is parsed and split by
secure data parser 702 in accordance with the present inven-
tion. The resultant data portions may be communicated across
one or more separate communications paths 706 over net-
work 708 (e.g., the Internet, an intranet, a LAN, WiFi, Blue-
tooth, any other suitable hard-wired or wireless communica-
tions means, or any combination thereof) to recipient system
710. The data portions may be communicated parallel in time
or alternatively, according to any suitable time delay between
the communication of the different data portions. Recipient
system 710 may be any suitable hardware as described above
with respect to sender system 700. The separate data portions
carried along communications paths 706 are recombined at
recipient system 710 to generate the original message or data
in accordance with the present invention.

[0101] FIG. 8 shows a sender system 800, which may
include any suitable hardware, such as a computer terminal,
personal computer, handheld device (e.g., PDA), cellular
telephone, computer network, any other suitable hardware, or
any combination thereof. Sender system 800 is used to gen-
erate and/or store a message 804, which may be, for example,
a network packet, an email message, a binary data file (e.g.,
graphics, voice, video, etc.), or any combination of the fore-
going. Message 804 is parsed and split by secure data parser
802 in accordance with the present invention. The resultant
data portions may be communicated across a single commu-
nications paths 806 over network 808 (e.g., the Internet, an
intranet, a LAN, WiFi, Bluetooth, any other suitable commu-
nications means, or any combination thereof) to recipient
system 810. The data portions may be communicated serially
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across communications path 806 with respect to one another.
Recipient system 810 may be any suitable hardware as
described above with respect to sender system 800. The sepa-
rate data portions carried along communications path 806 are
recombined at recipient system 810 to generate the original
message or data in accordance with the present invention.
[0102] It will be understood that the arrangement of FIGS.
7 and 8 are merely illustrative. Any other suitable arrange-
ment may be used. For example, in another suitable approach,
the features of the systems of FIGS. 7 and 8 may be combined
whereby the multi-path approach of FIG. 7 is used and in
which one or more of communications paths 706 are used to
carry more than one portion of data as communications path
806 does in the context of FIG. 8.

[0103] The secure data parser may be integrated at any
suitable level of a data-in motion system. For example, in the
context of an email system, the secure parser may be inte-
grated at the user-interface level (e.g., into Microsofit® Out-
look), in which case the user may have control over the use of
the secure data parser features when using email. Alterna-
tively, the secure parser may be implemented in a back-end
component such as at the exchange server, in which case
messages may be automatically parsed, split, and communi-
cated along different paths in accordance with the present
invention without any user intervention. In some embodi-
ments, the integration may be transparent to the user.

[0104] Similarly, inthe case of streaming broadcasts of data
(e.g., audio, video), the outgoing data may be parsed and
separated into multiple streams each containing a portion of
the parsed data. The multiple streams may be transmitted
along one or more paths and recombined at the recipient’s
location in accordance with the present invention. One of the
benefits of this approach is that it avoids the relatively large
overhead associated with traditional encryption of data fol-
lowed by transmission of the encrypted data over a single
communications channel. The secure parser of the present
invention allows data in motion to be sent in multiple parallel
streams, increasing speed and efficiency.

[0105] Itwill be understand that the secure data parser may
be integrated for protection of and fault tolerance of any type
of data in motion through any transport medium, including,
for example, wired, wireless, or physical. For example, voice
over Internet protocol (VoIP) applications may make use of
the secure data parser of the present invention. Wireless or
wired data transport from or to any suitable personal digital
assistant (PDA) devices such as Blackberries and Smart-
Phones may be secured using the secure data parser of the
present invention. Communications using wireless 802.11
protocols for peer to peer and hub based wireless networks,
satellite communications, point to point wireless communi-
cations, Internet client/server communications, or any other
suitable communications may involve the data in motion
capabilities of the secure data parser in accordance with the
present invention. Data communication between computer
peripheral device (e.g., printer, scanner, monitor, keyboard,
network router, biometric authentication device (e.g., finger-
print scanner), or any other suitable peripheral device)
between a computer and a computer peripheral device,
between a computer peripheral device and any other suitable
device, or any combination thereof may make use of the data
in motion features of the present invention.

[0106] The data in motion features of the present invention
may also apply to physical transportation of secure shares
using for example, separate routes, vehicles, methods, any
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other suitable physical transportation, or any combination
thereof. For example, physical transportation of data may
take place on digital/magnetic tapes, floppy disks, optical
disks, physical tokens, USB drives, removable hard drives,
consumer electronic devices with flash memory (e.g., Apple
IPODs or other MP3 players), flash memory, any other suit-
able medium used for transporting data, or any combination
thereof.

[0107] The secure data parser of the present invention may
provide security with the ability for disaster recovery.
According to the present invention, fewer than all portions of
the separated data generated by the secure data parser may be
necessary in order to retrieve the original data. That is, out of
m portions stored, n may be the minimum number of these m
portions necessary to retrieve the original data, where n<=m.
For example, if each of four portions is stored in a different
physical location relative to the other three portions, then, if
n=2 in this example, two of the locations may be compro-
mised whereby data is destroyed or inaccessible, and the
original data may still be retrieved from the portions in the
other two locations. Any suitable value for n or m may be
used.

[0108] Inaddition, the n of m feature of the present inven-
tion may be used to create a “two man rule” whereby in order
to avoid entrusting a single individual or any other entity with
full access to what may be sensitive data, two or more distinct
entities, each with a portion of the separated data parsed by
the secure parser of the present invention may need to agree to
put their portions together in order to retrieve the original
data.

[0109] The secure data parser of the present invention may
be used to provide a group of entities with a group-wide key
that allows the group members to access particular informa-
tion authorized to be accessed by that particular group. The
group key may be one of the data portions generated by the
secure parser in accordance with the present invention that
may be required to be combined with another portion cen-
trally stored, for example in order to retrieve the information
sought. This feature allows for, for example, secure collabo-
ration among a group. It may be applied in for example,
dedicated networks, virtual private networks, intranets, or any
other suitable network.

[0110] Specific applications of this use of the secure parser
include, for example, coalition information sharing in which,
for example, multi-national friendly government forces are
given the capability to communicate operational and other-
wise sensitive data on a security level authorized to each
respective country over a single network or a dual network
(i.e., as compared to the many networks involving relatively
substantial manual processes currently used). This capability
is also applicable for companies or other organizations in
which information needed to be known by one or more spe-
cific individuals (within the organization or without) may be
communicated over a single network without the need to
worry about unauthorized individuals viewing the informa-
tion.

[0111] Another specific application includes a multi-level
security hierarchy for government systems. That is, the secure
parser of the present invention may provide for the ability to
operate a government system at different levels of classified
information (e.g., unclassified, classified, secret, top secret)
using a single network. If desired, more networks may be
used (e.g., a separate network for top secret), but the present
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invention allows for substantially fewer than current arrange-
ment in which a separate network is used for each level of
classification.

[0112] It will be understood that any combination of the
above described applications of the secure parser of the
present invention may be used. For example, the group key
application can be used together with the data in motion
security application (i.e., whereby data that is communicated
over a network can only be accessed by a member of the
respective group and where, while the data is in motion, it is
split among multiple paths (or sent in sequential portions) in
accordance with the present invention).

[0113] The secure data parser of the present invention may
be integrated into any middleware application to enable appli-
cations to securely store data to different database products or
to different devices without modification to either the appli-
cations or the database. Middleware is a general term for any
product that allows two separate and already existing pro-
grams to communicate. For example, in one suitable
approach, middleware having the secure data parser inte-
grated, may be used to allow programs written for a particular
database to communicate with other databases without cus-
tom coding.

[0114] The secure data parser of the present invention may
be implemented having any combination of any suitable
capabilities, such as those discussed herein. In some embodi-
ments of the present invention, for example, the secure data
parser may be implemented having only certain capabilities
whereas other capabilities may be obtained through the use of
external software, hardware, or both interfaced either directly
or indirectly with the secure data parser.

[0115] The secure data parser of the present invention may
be advantageously used in a number of applications and tech-
nologies. For example, email system, RAID systems, video
broadcasting systems, database systems, tape backup sys-
tems, or any other suitable system may have the secure data
parser integrated at any suitable level. As previously dis-
cussed, it will be understand that the secure data parser may
also be integrated for protection and fault tolerance of any
type of data in motion through any transport medium, includ-
ing, for example, wired, wireless, or physical transport medi-
ums. As one example, voice over Internet protocol (VoIP)
applications may make use of the secure data parser of the
present invention to solve problems relating to echoes and
delays that are commonly found in VoIP. The need for net-
work retry on dropped packets may be eliminated by using
fault tolerance, which guarantees packet delivery even with
the loss of a predetermined number of shares. Packets of data
(e.g., network packets) may also be efficiently split and
restored “on-the-fly” with minimal delay and buffering,
resulting in a comprehensive solution for various types of data
in motion. The secure data parser may act on network data
packets, network voice packets, file system data blocks, or
any other suitable unit of information. In addition to being
integrated with a VoIP application, the secure data parser may
be integrated with a file-sharing application (e.g., a peer-to-
peer file-sharing application), a video broadcasting applica-
tion, an electronic voting or polling application (which may
implement an electronic voting protocol and blind signatures,
such as the Sensus protocol), an email application, or any
other network application that may require or desire secure
communication.

[0116] In some embodiments, support for network data in
motion may be provided by the secure data parser of the
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present invention in two distinct phases—a header generation
phase and a data partitioning phase. Simplified header gen-
eration process 900 and simplified data partitioning process
910 are shown in FIGS. 9A and 9B, respectively. One or both
of'these processes may be performed on network packets, file
system blocks, or any other suitable information.

[0117] In some embodiments, header generation process
900 shown in FIG. 9A may be performed one time at the
initiation of a network packet stream. At step 902, a random
(or pseudo-random) split encryption key, K, may be gener-
ated. The split encryption key, K, may then be optionally
encrypted (e.g., using the workgroup key described above) at
AES key wrap step 904. Although an AES key wrap may be
used in some embodiments, any suitable key encryption or
key wrap algorithm may be used in other embodiments. AES
key wrap step 904 may operate on the entire split encryption
key, K, or the split encryption key may be parsed into several
blocks (e.g., 64-bit blocks). AES key wrap step 904 may then
operate on blocks of the split encryption key, if desired.
[0118] At step 906, a secret sharing algorithm (e.g.,
Shamir) may be used to split the split encryption key, K, into
key shares. Each key share may then be embedded into one of
the output shares (e.g., in the share headers). Finally, a share
integrity block and (optionally) a post-authentication tag
(e.g., MAC) may be appended to the header block of each
share. Each header block may be designed to fit within a
single data packet.

[0119] After header generation is complete (e.g., using
simplified header generation process 900), the secure data
parser may enter the data partitioning phase shown in F1IG. 9B
using simplified data splitting process 910. Each incoming
data packet or data block in the stream is encrypted using the
split encryption key, K, at step 912. At step 914, share integ-
rity information (e.g., a hash H) may be computed on the
resulting ciphertext from step 912. For example, a SHA-256
hash may be computed. At step 916, the data packet or data
block may then be partitioned into two or more data shares
using one of the data splitting algorithms described above in
accordance with the present invention. In some embodiments,
the data packet or data block may be split so that each data
share contains a substantially random distribution of the
encrypted data packet or data block. The integrity informa-
tion (e.g., hash H) may then be appended to each data share.
An optional post-authentication tag (e.g., MAC) may also be
computed and appended to each data share in some embodi-
ments.

[0120] Each data share may include metadata, which may
be necessary to permit correct reconstruction of the data
blocks or data packets. This information may be included in
the share header. The metadata may include such information
as cryptographic key shares, key identities or identifiers,
share nonces, signatures/MAC values, and integrity blocks.
In order to maximize bandwidth efficiency, the metadata may
be stored in a compact binary format.

[0121] For example, in some embodiments, the share
header may include a cleartext header chunk, which is not
encrypted and may include such elements as the Shamir key
share, per-session nonce, per-share nonce, and key identifiers
(e.g., a workgroup key identifier and a post-authentication
key identifier). The share header may also include an
encrypted header chunk, which is encrypted using the split
encryption key. An integrity header chunk, which may
include integrity checks for any number of the previous
blocks (e.g., the previous two blocks) may also be included in
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the header. Any other suitable values or information may also
be included in the share header in other embodiments.
[0122] As shown in illustrative share format 1000 of FIG.
10, header block 1002 may be associated with two or more
output blocks 1004. Each header block, such as header block
1002, may be designed to fit within a single network data
packet. In some embodiments, after header block 1002 is
transmitted from a first location to a second location, the
output blocks may then be transmitted. Alternatively, header
block 1002 and output blocks 1004 may be transmitted at the
same time in parallel. The transmission may occur over one or
more similar or dissimilar communications paths.

[0123] Each output block may include data portion 1006
and integrity/authenticity portion 1008. As described above,
each data share may be secured using a share integrity portion
including share integrity information (e.g., a SHA-256 hash)
of'the encrypted, pre-partitioned data. To verify the integrity
of the outputs blocks at recovery time, the secure data parser
may compare the share integrity blocks of each share and then
invert the split algorithm. The hash of the recovered data may
then be verified against the share hash.

[0124] As described above, the secure data parser of the
present invention may also be used to secure data in motion
(or data being communicated from one system or service to
another) within a workgroup. In some embodiments, a cen-
tralized server handles all user, service, and workgroup man-
agement for a single domain (or across multiple domains).
The centralized server may include one server or a cluster of
servers (for fault-tolerance) and may include an LDAP server,
such as a server running Microsoft® Server 2003 and Active
Directory.

[0125] Seamless user authentication within a workgroup
may be provided using challenge/response protocol 1100 as
shown in FIG. 11. Using protocol 1100, workgroup client
1102 may authenticate itself to authentication server 1104.
Seamless user authentication may be granted through the
verification of a shared secret (for example, using Digest
Authentication). When a user logs onto workgroup client
1102, a password entered by the user may be put through a
cryptographic function transforming the ASCII text of the
password into a cryptographic key. This password-based key
(labeled “PBK” in the example of FIG. 11) may also be stored
on, or accessible by, authentication server 1104.

[0126] To be authenticated, workgroup client 1102 may
identify itself to authentication server 1104 with message
1106. For example, message 1106 may include data indica-
tive of the user’s identity, such as, for example, the user’s
workgroup name, logon username, network address, MAC
address, or any combination of the foregoing. In response to
message 1106, authentication server 1104 may send work-
group client 1102 a challenge value in message 1108. The
challenge value may include any number of bits or bytes
which, after received by workgroup client 1102, may be
encrypted using the password-based key. The resulting
ciphertext (labeled “Y” in the example of FIG. 11) may then
be returned to the server in message 1110. Authentication
server 1104 may then perform the same encryption on the
challenge value using the stored password-based key for the
workgroup client and verify that its own encryption and the
received ciphertext match. If there is a match, the user has
been authenticated. Otherwise, the authentication request
may be denied.

[0127] FIG. 12 shows illustrative process 1200 for commu-
nicating with a service on the network. Process 1200 may be
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implemented using a Kerberos subsystem, which allows two
workgroup clients (such as clients 1202 and 1206) on a net-
work to prove their authenticity to one another through the
use of a central server sometimes referred to as Key Distri-
bution Center (KDC) 1204.

[0128] After being authenticated (e.g., using a challenge/
response protocol as shown by messages 1208), a user may be
given a Ticket Granting Ticket (TGT) in message 1210. This
ticket may serve as a token to be given to KDC 1204 whenever
client 1202 intends to communicate with another user or
service on the network (such as a web server, email server, or
client 1206). The TGT may include, for example, a block of
information containing the name or identity of the recipient,
a timestamp, and any other necessary credentials. The TGT
may also be encrypted under the KDC’s Master Key so that
only the KDC can read its contents.

[0129] Whenauser with a TGT wants to communicate with
a service on the network, it may pass the TGT to the KDC and
request a valid Service Ticket (ST). For example, as shown in
FIG. 12, workgroup client 1202 has requested a ST for client
1206 via message 1212. If the TGT is valid, KDC 1204 may
return to client 1202 two STs via message 1214, each ST
containing the credentials of the parties involved in the com-
munication, a timestamp, and a unique and fresh session key
(SK) to be used as a temporary shared key between both
parties for encryption. One of the STs may be encrypted
under the shared password-based key between the user and
the KDC, and the other ST may be encrypted under the shared
password-based key between the service or client being con-
tacted (e.g., client 1206) and the KDC.

[0130] The ST encrypted for client 1202 making the
request can immediately be decrypted by client 1202 and the
SK uncovered. Client 1202 may then send the second ST and
a message encrypted under the SK to the targeted service or
client (e.g., client 1206) via message 1216. In a final step, the
service or client (e.g., client 1206) may then decrypt the ST
with its password-based key to obtain the SK, and subse-
quently decrypt the message sent by client 1202. Through this
process, clients 1202 and 1206 now share the SK.

[0131] Inpractice, one or more steps shown in process 1200
may be combined with other steps, performed in any suitable
order, performed in parallel (e.g., simultaneously or substan-
tially simultaneously), or removed.

[0132] FIG. 13 shows illustrative process 1300 for using
shared keys with the secure data parser. The SK described
above may be used as a shared workgroup key (WK) to
support secure workgroup communication using the secure
data parser. In some embodiments, the secure data parser WK
may be used to wrap internally generated session keys,
including the Encryption Session Key (ESK) and the MAC
session key (MK), as described in more detail in U.S. Pat. No.
7,391,865 and U.S. patent application Ser. No. 10/458,928,
filed Jun. 11, 2003, Ser. No. 11/258,839, filed Oct. 25, 2005,
Ser. No. 11/602,667, filed Nov. 20, 2006, Ser. No. 11/983,
355, filed Nov. 7, 2007, Ser. No. 11/999,575, filed Dec. 5,
2007, Ser. No. 12/209,703, filed Sep. 12, 2008, and Ser. No.
12/349,897, filed Jan. 7, 2009.

[0133] After wrapped with the WK, the ciphertexts may be
securely shared (e.g., using a secret sharing scheme, such as
Shamir) among each header generated by the secure data
parser, where a single share of each wrapped key is stored
with each header. Obtaining the ESK or MK may now require
obtaining WK and a quorum of shares sufficient to rebuild the
wrapped ESK and MK ciphertexts. In some embodiments,
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the secure data parser WK may be used to wrap an internally
generated Encryption Session Key (ESK). Once wrapped
with the WK, the ciphertext may be again wrapped with a
freshly generated Key Encrypting Key (KEK). Now the ESK
has been doubly wrapped and may only be recovered with
knowledge of both the WK and the KEK. The KEK may be
securely shared among each header generated by the secure
data parser, and the doubly wrapped ESK may be stored
within each header. Obtaining the ESK now may require
obtaining the WK and a quorum of shares sufficient to rebuild
the KEK. In a typical communication session, two users or
workgroup clients may obtain tickets encrypted only for each
client individually, the tickets containing the WK value. The
WK value may then be imported in to the KeyStore for each
of the two users or clients and used as a normal WK in the
context of a secure data parser communication session.

[0134] For example, client 1302 may import a shared WK
into its KeyStore and generate secure data parser headers, as
described above in regard to FIGS. 9 and 10. The secure data
parser headers may include one or more of the WK, the
workgroup-key 1D, and the WK version number (e.g., the
WK, key ID, and version number may be shared out to the
headers using a secret sharing scheme, such as Shamir, in
some embodiments). Client 1302 may then send these head-
ers to client 1304 via messages 1306. Client 1304 may recon-
struct the WK, the workgroup-key 1D, and the WK version
number from received headers and import the WK into its
KeyStore. After each client has stored the WK in its respective
KeyStore, a secure data parser communications session (e.g.,
parsing a data set and restoring the data set) may then take
place using data messages 1308 and 1310.

[0135] Inpractice, one or more steps shown in process 1300
may be combined with other steps, performed in any suitable
order, performed in parallel (e.g., simultaneously or substan-
tially simultaneously), or removed.

[0136] In order for the above mechanisms to be integrated
with a kernel-level network driver, in some embodiments,
authentication server modifications are provided to distribute
the session keys. Workstation modifications may also be pro-
vided, in some embodiments, to request TGTs and STs. Pro-
cess 1400, as shown in FIG. 14, illustrates an exemplary
message sequence. For example, Kerberos functionality and
communication with KDC 1406 generally cannot occur in
kernel space 1404. Instead, the network driver may call back
to user space 1402 to perform the Kerberos key exchanges,
then pass back down any data that is used by the network
driver (or sent to the original destination). For example, after
client 1401 wishes to communicate with client 1419, message
1408 may be generated and delivered from user space 1402 to
the network driver in kernel space 1404. The network driver
may determine whether or not there is already a secure date
parser session with the desired destination IP address (or
other network identifier), and, if so, may use that channel. If
there is no existing session, the network driver may pass the IP
address (or other network identifier) up to a user-level service
to obtain STs using message 1410.

[0137] The service may then determine whether or not the
STs for the given IP address (or other network identifier) are
currently cached, and, if not, the user-level service may obtain
the STs from KDC 1406 via messages 1412. Next, the user-
level service may decrypt the embedded WK in the ST for
client 1401 and pass the WK and the ST for client 1419 back
to the network driver in kernel space 1404 via message 1414.
The network driver may then use the WK to generate secure
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data parser headers and send them, along with the ST for
client 1419, to client 1419 via messages 1416. After receiving
the headers and the ST at the network driver of client 1419, the
ST may then be passed up to its own user-level service via
message 1418. The user-level service may decrypt the ST and
extract the WK, which is then passed back down to the net-
work driver via message 1420. Client 1419 may then use WK
to restore the secure data parser headers it has received and
complete the channel.

[0138] Inpractice, one or more steps shown in process 1400
may be combined with other steps, performed in any suitable
order, performed in parallel (e.g., simultaneously or substan-
tially simultaneously), or removed.

[0139] FIG. 15 shows illustrative network topology 1500.
Certificate Authority (CA) 1502 may enroll each Workgroup
Authority (WA) in the network or domain. Although in the
example of FIG. 15 three WAs are shown (i.e., WA 1504, WA
1506, and WA 1508), in actual implementations there may be
more or less than three WAs in a single network or domain.
CA 1502 may enroll each of WA 1504, WA 1506, and WA
1508 by issuing each WA a WA certificate for their respective
workgroup. The certificates may be digitally signed by CA
1502 to prevent tampering.

[0140] After being enrolled by CA 1602, WA 1504, WA
1506, and WA 1508 may begin enrolling clients (e.g., users,
machines, and services) into their respective workgroups. For
example, in some embodiments, enrollment may be based, at
least in part, on pre-exiting Active Directory (or other LDAP)
membership semantics. Enrolled clients may be issued cer-
tificates signed by their respective WA, as well as the certifi-
cates of the WA, CA, or both.

[0141] FIG. 16 shows illustrative connection setup 1600.
Initiator 1604 may first ensure that it is using the latest WK by
performing key update 1608 with WA 1602. Initiator 1604
may provide a nonce to WA 1602 and prove that it possesses
a valid certificate. WA 1602 may then provide an encrypted
and signed WK that includes the initiator’s nonce. In some
embodiments, encryption is performed using RSA PKCS #1
v2 with RSA-PSS or ECDSA signatures. In other embodi-
ments, AES-GCM authenticated encryption is used under
pre-shared symmetric keys.

[0142] Initiator 1604 then initiates a connection with
recipient 1606 using the latest WK with request message
1610. After receiving the connection request, recipient 1606
may ensure that it has the latest WK. Key update 1612 may be
performed in the same encrypted, authenticated replay-resis-
tant manner as performed by initiator 1604. If recipient 1606
belongs to more then one workgroup, recipient 1606 sclects
the appropriate WA based, at least in part, on the workgroup-
key ID supplied in request message 1610. Ifinitiator 1604 and
recipient 1606 retrieve the same WK from WA 1602, then
recipient 1606 may send successful connection message 1614
to initiator 1604.

[0143] One or both of the key update steps shown in con-
nection setup 1600 may be performed upon initial connection
with another workgroup client, periodically after a work-
group key refresh alarm time has been reached, or periodi-
cally on any other suitable schedule. In some embodiments,
as described in more detail below, key updates are performed
automatically before every new communication session is
established. System or user control of the workgroup key TTL
and refresh alarm may provide customized levels of renew-
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ability. This may be beneficial, for example, after a client’s
communication privileges have been revoked and immediate
revocability is desired.

[0144] The need for certificate revocation lists (CRLs) may
also be reduced or even altogether eliminated using this
approach. Workgroup membership may be maintained by the
authentication or LDAP server. In some embodiments, WA
revocation is also supported using the Online Certificate Sta-
tus Protocol (OCSP). For example, an OSCP responder may
determine the status of a WA’s certificate without checking
CRL published by the CA.

[0145] In practice, one or more steps shown in connection
setup 1700 may be combined with other steps, performed in
any suitable order, performed in parallel (e.g., simultaneously
or substantially simultaneously), or removed.

[0146] FIGS. 17-20 show illustrative processes for support-
ing the secure workgroup key management and distribution
of the present invention. FIG. 17 shows illustrative process
1700 for joining a new workgroup. At step 1702, client n may
indicate a desire to join a workgroup. At step 1704, the WA
may generate a secret key E,, for the client. In some embodi-
ments, E, may be a key for a symmetric cipher. In other
embodiments, a public-key encryption scheme using an
asymmetric cipher may be used and E,, may be a key (e.g., a
private key) for an asymmetric cipher. For example, the Naor,
Naor and Lotspeich subset cover broadcast encryption
approach may be used in place of the symmetric scheme
described below. This public-key encryption algorithm may
be built on top of any other secure public-key encryption
scheme.

[0147] Key generation using the public-key approach, in
some embodiments, may be performed centrally by the WA.
If M is the maximum workgroup size, then the WA may
generate 2M-1 distinct public/private keypairs. If a binary
tree exists of span M, with each keypair associated with an
internal node in the tree, then for each device or client in the
workgroup, the i leaf in the tree could be chosen and the
device or client i could be provided with each keypair asso-
ciated with the i? leaf upward to the root of the tree. The total
size of the device or client’s key material may then be equal to
log M+1. Other approaches forkey generation using a public-
key or secret key approach may be used in other embodi-
ments.

[0148] At step 1706, the WA may store one or more of the
identity of the client n, the client’s secret key E,,, and a list of
authorized workgroup-key IDs. At step 1708, client n may
store its secret key E,,. For example, the client may store its
secret key locally in a key store. At step 1710, client n may
also store the workgroup-key ID (e.g., public knowledge and/
or string identifier) and set the workgroup key refresh alarm to
0 (i.e., immediate) and key version to O.

[0149] A single client may belong to one or more work-
groups. Each workgroup (and hence current WK for that
workgroup) may be associated with a unique workgroup
identifier. The unique workgroup identifiers and associated
workgroup-key IDs may help the client and WA determine to
which workgroup or workgroups the client currently belongs
as well as determine which workgroup key to use to establish
a communication session with another client who also
belongs to one or more workgroups.

[0150] Inpractice, one or more steps shown in process 1700
may be combined with other steps, performed in any suitable
order, performed in parallel (e.g., simultaneously or substan-
tially simultaneously), or removed.
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[0151] FIGS. 18A, 18B, and 18C show illustrative process
1800 for initiating a connection between two clients. At step
1802, client 1 may initiate a communication session with
client 2. For example, client 1 may send its identity (e.g.,
network address or username) to client 2 and request a com-
munication session with client 2. At step 1804, client 1 may
check its workgroup key refresh alarm time. At step 1804,
client 1 may also verify that any time to live (TTL) value
associated with client 1’s WK has not expired. For example,
in order to determine if client 1’s WK is expired, client 1 may
compare the TTL value associated with client 1’s WK to the
current time or the WK timestamp. The WK timestamp may
indicate when the WK was generated or delivered to client 1.
If, at step 1806, the refresh alarm time is greater than the
current time (or WK timestamp), illustrative process 1800
may continue in FIG. 18B. If, at step 1806, the refresh alarm
time is not greater than the current time (or WK timestamp),
at step 1808, client 1 may contact client 2 with the secure data
parser’s generated headers. These headers may include, for
example, the WK and WK version number. At step 1810,
client 2 may read the workgroup-key ID. If, at step 1812, the
workgroup-key ID is not valid for this workgroup (or a work-
group to which client 2 currently belongs), client 2 may report
the error to the calling application at step 1814. In some
embodiments, the calling application may determine the
response to the signaled error. If, at step 1812, the workgroup-
key 1D is valid for this workgroup (or a workgroup to which
client 2 currently belongs), illustrative process 1800 may
continue in FIG. 18C.

[0152] FIG. 18B continues illustrative process 1800 after it
is determined, at step 1806, that the refresh alarm time is
greater than the current time (or WK timestamp). In some
embodiments, this may indicate a stale WK. In order for client
1 to continue, in some embodiments, it must contact the WA
and refresh its WK. At step 1816, client 1 may generate a
nonce N . At step 1816, client 1 may also send a message to
the WA. In some embodiments, the message may be format-
ted as follows: {Client 1||E, {UP-TO-DATE?||N,|workgroup-
key ID||client workgroup key version} }, where Client 1 is the
identity of client 1, E, is a cryptographic function based, at
least in part, on client 1’s secret key, and UP-TO-DATE? is the
message type.

[0153] At step 1818, the WA may look up client 1 and
access E |, client 1’s secretkey. As previous described, the WA
may store each workgroup member’s secretkey in akey store,
key repository, or database. At step 1818, the WA may also
decrypt the message sent by client 1 at step 1816. At step
1820, the WA may determine if client 1 is authorized by
validating that the received workgroup-key ID is authorized
for this client. The WA may also check to see if there is a
newer version of the WK and calculate how long until the WK
expires (e.g., a “time to live” or TTL value for the WK may be
computed). If, at step 1820, the WA determines that the client
is not found or not authorized for this workgroup, the WA may
send back a not authorized message at step 1822. Otherwise,
at step 1824, the WA may send back a message encrypted with
client 1’s secret key. The message may be in the following
format in  some embodiments: E, {UP-TO-
DATE?||N, |workgroup-key ID||current workgroup key
version||TTL}.

[0154] At step 1826, client 1 may decrypt the message and
compare is WK version with the current WK version. If client
1’s WK version is earlier that the current WK version, client
1 may update its WK at step 1830. An illustrative process a
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client may use to update its WK is described with regard to
FIG. 20 below. If client 1°’s WK version is not earlier than the
current WK version (e.g., itis the current version), then client
1 may update its WK refresh alarm to the current time plus the
TTL calculated by the WA at step 1828.

[0155] Referring now to FIG. 18C, if the workgroup-key ID
is valid for the particular workgroup, client 2 may then deter-
mine if the version number of client 1’s WK is less than client
2’s current version number at step 1832. If so, client 2 may
report an error to the calling application at step 1834. In some
embodiments, the calling application may determine the
response to the signaled error (e.g., the calling application
may automatically perform a key update to obtain a newer
version of the WK and retry the connection). If; at step 1832,
client 2 determines that client 1’s WK version number is not
greater than client 2’s version, client 2 may then determine if
the current time is greater than the WK refresh alarm time at
step 1836. If the current time is greater than the refresh alarm
time, client 2 may contact the WA using the UP-TO-DATE?
(described above) and/or KEY-REQUEST (described in
regard to FIG. 20 below) message types to verify the fresh-
ness of the current workgroup key, request a new workgroup
key, or both. It should be noted that the UP-TO-DATE? mes-
sage type may be an optimization for checking that a work-
group key is fresh. Nevertheless, the KEY-REQUEST mes-
sage type can be used without a preceding UP-TO-DATE?
message type in order to reduce latency. In other embodi-
ments, the WA may force clients to check the freshness of
keys on every connection attempt by setting the TTL to O.
[0156] After updating its key at step 1838 (or if the current
time was not greater than the refresh alarm time at step 1836),
client 2 may then determine, at step 1840, if the version
number of client 1’s WK is not equal to client 2°s now up-to-
date version number. If the two version numbers are not the
same, client 2 may report an error to the calling application at
step 1842. If the workgroup-key ID is valid and the version
numbers are identical, client 2 may report a successful con-
nection attempt to the calling application at step 1844.
[0157] Inpractice, one or more steps shown in process 1800
may be combined with other steps, performed in any suitable
order, performed in parallel (e.g., simultaneously or substan-
tially simultaneously), or removed.

[0158] FIG. 19 shows illustrative process 1900 for revoking
the communication privileges of a workgroup client. As pre-
viously described, traditional secure workgroup communica-
tion protocols may require the use of CRLs and may not
support immediate revocability and renewability of the work-
group security mechanism. The present invention, however,
may support the immediate discovery of revoked clients by
renewing the security mechanism periodically (or at every
connection attempt). For example, to revoke a workgroup
client, the WA may start sending a new WK to all non-revoked
users. By using a versioned WK, connections using a stale
WK may be refused, depending on the security policy in force
at the receiving client.

[0159] A workgroup client revocation request may be
received at step 1902. For example, one or more users may be
removed from a workgroup (or their communication privi-
leges revoked). As previously described, workgroup member-
ship may be maintained by an LDAP (e.g., Microsoft® Active
Directory) server in some embodiments. Certain users (e.g.,
workgroup administrators) may be authorized to remove spe-
cific users (or groups of users), machines (e.g., computers and
printers), services (e.g., web services and print/file services),
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or any combination thereof from a workgroup using a work-
group administration interface. At step 1904, the server man-
aging the workgroup membership may determine if the revo-
cation request is valid. Valid revocation requests may be
authenticated (e.g., singed) by an authorized user or other
entity (e.g., WA or CA) and indicate a valid workgroup user,
machine, or service to revoke. If the revocation request is not
valid, an error may be returned to the calling application at
step 1906 and the revocation request ignored.

[0160] Ifthe revocation request is valid at step 1904, how-
ever, the revoked workgroup-key ID may be removed from
the workgroup client’s list at step 1908. For example, the WA
may remove the client’s workgroup-key ID from a work-
group-key ID table in a relational database stored at the WA or
CA. At step 1910, the WA may determine if a key update
should be triggered. In some embodiments, at step 1910, akey
update is automatically triggered in response to each valid
revocation request. In other embodiments, key updates may
be triggered only after a predetermined number of valid revo-
cation requests (as defined by the workgroup security policy),
a predetermined number of currently outstanding revoked
clients, periodically after a predetermined length of time
since the last key update, on-demand by the WA or an autho-
rized user, automatically after one or more users leave the
workgroup, or at any combination of the foregoing times.
Triggering a key update may implicitly deny access to all
revoked users because the revoked users may not have access
to the new WK. Communication using stale WKs may be
controlled, limited, or completely prohibited by customizing
WK version numbers, TTL values computed by the WA, and
WK refresh alarm times.

[0161] If a key update is not triggered at step 1910, illus-
trative process 1900 may return to step 1902 to await another
revocation request. If a key update is triggered at step 1910,
the WA may increment its current WK version number and
generate a new WK at step 1912. To generate a new WK, in
some embodiments, the WA may evaluate the workgroup
name and current update number using its Master Key Gen-
eration Key (MKGK) through a secure Key Derivation Func-
tion (KDF). Other approaches for generating a new WK may
be used in other embodiments. The newly generated WK may
then be encrypted by the WA and a signed key update message
may be generated at step 1914. In some embodiments, the key
update message generated at step 1914 may include some or
all of the following fields: (1) WA Identifier and Certificate
Field, which may include identifying information for the WA
authoring the update, including its CA-signed certificate; (2)
Workgroup Identifier Field, which may include a unique
identifier specifying the name of the workgroup to which this
update applies; (3) Sequence Identifier Field, which may
include a sequential counter indicating the number of the
update; (4) Update Time Period Field, which may include an
indication of the time period during which the key material
will be valid; (5) Update Payload Field, which may include a
ciphertext containing the updated key material; (6) Auxiliary
Data Field, which may include additional information
required by the client (e.g., a key policy and the location
where further updates may be found); (7) Re-keying Flag,
which, when set, may instruct the client to regenerate its
secret key and contact the WA for re-certification; and (8)
Signature Filed, which may include a digital signature com-
puted over the previous fields using the WA’s signing key.

[0162] Ifapublic-key scheme is used, the key update mes-
sage may be encrypted to all of the non-revoked users by
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marking each leaf in the binary tree described above in regard
to FIG. 17 according to whether the device at that position has
been revoked. Then, all nodes which are parents (or coexist-
ent) to the leaves associated with non-revoked devices may be
identified (but not revoked ones). For example, the root of the
full tree is parent to all of the leaves; thus, this node is suffi-
cient when no devices are revoked. Next, the message may be
encrypted under each of the keys associated with those nodes.
The result may include a list identifying these nodes, as well
as a list of the ciphertexts produced. When this encryption
scheme is used, each non-revoked user may possess at least
one of the keypairs that was used to encrypt the message. It
may identify this keypair, decrypt the appropriate ciphertext,
and output the message.

[0163] After the key update message has been generated, it
may be published to all non-revoked users via a semi-trusted
channel (e.g., website) at step 1916. Untethered (and semi-
tethered) operation may also be supported. When a client or
device is prepared to go offline, the WA may pre-provision the
client or device with key updates for a limited number of
future time periods. Additionally or alternatively, for devices
with some network access, key revocation and key update
messages may be posted to a highly-available location, e.g., a
TLS-secured public website.

[0164] Inpractice, one or more steps shown in process 1900
may be combined with other steps, performed in any suitable
order, performed in parallel (e.g., simultaneously or substan-
tially simultaneously), or removed.

[0165] FIG. 20 shows illustrative process 2000 for request-
ing a WK update. At step 2002, a client may send the WA akey
request message encrypted with the client’s secret key (or
private key, if an asymmetric encryption scheme is used). For
example, at step 2002, the client may send a message in the
following format to the WA: {Client X| E,{KEY-
REQUEST]|N,||workgroup-key ID|requested key version}},
where X is the identity of the requesting client, E ,-is client X’s
secret key (or private key, if an asymmetric encryption
scheme is used), KEY-REQUEST represents the key request
message type, and N, is a nonce generated by the requesting
client. At step 2004, the WA may receive the encrypted mes-
sage and look up the client to obtain the client’s secret encryp-
tion key E,. At step 2004, the WA may also decrypt the key
request message and, at step 2006, verify that the workgroup-
key 1D is valid for this client. If the workgroup-key ID is not
valid for this client, at step 2008 the WA may send back a not
authorized message and illustrative process 2000 may return
to step 2002. If the workgroup-key ID is valid for this client,
however, the WA may access the newest (i.e., most current)
version of the key (it may be newer than the version
requested). The WA may then create a response to the key
request message at step 2012 and encrypt the response using
the client’s secret key E. In some embodiments, the WA’s
response to the key request message may take the following
format: E{KEY-REQUEST|N,||workgroup-key ID||current
key version||TTL|key}. After receiving the response from the
WA, the client may update its WK at step 2014. Finally, at step
2016, the client may update its WK refresh alarm time to the
current time plus the received TTL value.

[0166] Inpractice, one or more steps shown in process 2000
may be combined with other steps, performed in any suitable
order, performed in parallel (e.g., simultaneously or substan-
tially simultaneously), or removed.

[0167] A number of key distribution systems and protocols
(e.g., the Kerberos protocol) have been developed that sup-
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port key distribution in a reasonably efficient manner. How-
ever, these prior systems and protocols fail to meet the
requirements for secure workgroup key distribution and man-
agement for use in securing data in motion in conjunction
with the secure data parser of the present invention. Some of
these requirements may include, for example: (1) Identifica-
tion Unavailable For Connection—The system should sup-
port communication between two clients when one or both do
not have the full identity of the other. An immediate conse-
quence of this requirement may be to exclude per-peer ses-
sion keys; (2) Revocation—The system should be able to
revoke the communication privileges of any client. The time
required for the revocation to be completed should be user-
configurable. In some embodiments, revocation may only
affect new connections, but not existing ones; (3) Parameter-
ized Network Chatter—This system should support a central-
ized authority that can validate and distribute keys. However,
communication with this server may allow for a distributed
key to be usable or valid only for some user-configurable or
predetermined period of time; (4) Minimal Participant
State—Clients may only need to store a small amount of
information to communicate. In particular, the state stored by
a client should not include per-peer information. All of the
above requirements may be met using the systems and meth-
ods described herein.

[0168] In some embodiments, the following client func-
tions may be used to support the processes and systems of the
present invention at a workgroup client. The functions
described below may be implemented using software, firm-
ware, hardware (e.g., embedded systems), or any combina-
tion of the foregoing. Arguments in the function below may
be indicated except for “helper” arguments such as the length
field to a buffer. Also, only some notable error codes are
mentioned. In other embodiments, additional error codes,
arguments, or both, may be used.

[0169] 1.Function wa_init—This function may return type
ErrorCode, take clientld as input, and output type ctx. This
function may be used to initialize the client-side key distri-
bution service. The ctx variable may be initialized and hold
the state on all the keys currently in use, their versions, and
other key-specific information. This function may also set up
an event thread for handling asynchronous communications.
The clientld should be the same identifier given to the WA.
[0170] 2. Function wa_newKeyld—This function may
return type ErrorCode, take types ctx, wgKeyld, waAddress,
and privateKey as inputs, and have no output. This function
may be used to add a workgroup key ID to the ctx context for
managing. waAddress may be the network address for the
WA that is responsible for this particular ID. privateKey may
be used for encrypting communication with the WA and
should be the same key provided to the WA.

[0171] 3. Function wa_teardown—This function may
return type ErrorCode, take type ctx as input, and have no
output. This function may be used to tear down all of the states
managed by the service and deallocate the memory for the
context ctx. This function may also cancel any pending
requests (e.g., tickets).

[0172] 4. Fucntion wa_keyUpToDate_async—This func-
tion may return type ErrorCode, take types ctx, wgKeyld, and
callback as inputs, and output type Ticket t. This function may
be used to check that the workgroup key identified by
wgKeyld is up-to-date. There may be no need to specify the
version number in some embodiments because the version
number may be handled internally by the managing context.
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This call may be asynchronous and may return immediately.
When the event loop receives the response from the server, the
event loop may call the callback function. It may then pass to
this callback function an error code as well as a status code,
although the status code may be meaningful if there was no
error. If the client is not authorized to communicate with this
workgroup any longer, callback may receive ERROR_
WORKGROUP_AUTHORIZATION. Ifthere is no error and
the key is still valid, it may receive STATUS_KEY_OK.
Otherwise, it may receive STATUS_KEY_STALE. When
this function terminates, the ticket t may serve as an identifier
for the waiting request listener.

[0173] 5. Function wa_keyRequest_async—This function
may return type ErrorCode, take types ctx, wgKeyld, and
callback as inputs and return type Ticket t. This function may
be used to refresh the key material and version for this key
identifier. A call to this function may be asynchronous and
may return immediately. When the event loop receives the
response, the event loop may call the callback function. It
may pass to this callback function an error code indicating
whether the key update was successful or not. If the client is
not authorized to communicate with this workgroup any
longer, callback may receive ERROR_WORKGROUP_AU-
THORIZATION. When this function terminates, the ticket t
may serve as an identifier for the waiting request listener.

[0174] 6. Function wa_keyValidate_async—This function
may return type ErrorCode, take ctx, wgKeyld, wgKeylD-
Version, and callback as inputs, and output type Ticket t. This
function may be used to validate a key received from another
party. This function may update its own key (as per wa_key-
Request_async) as part of the operation. This function may
also be asynchronous and may return immediately. When the
event loop receives the response, the event loop may call the
callback function. It may pass to this callback function an
error code indicating whether the key check was successful
and a status code indicating the validity of the key. The three
possible status codes may include, for example, STATUS_
KEY_OK, STATUS_KEY_STALE, and STATUS_KEY_
INVALID. Ifthe workgroup key is not one currently managed
by the context ctx, this function may return ERROR_UNK-
NOWN_KEY. This error code may also be passed to the
callback function as an optimization.

[0175] 7.Function wa_currentVersion—This function may
return type ErrorCode, take ctx and wgKeyld as inputs, and
output version. This function may be used to return the cur-
rent version as managed by the context ctx for the given
workgroup-key ID.

[0176] 8. Function wa_nextRefresh—This function may
return type ErrorCode, take ctx and wgKeyld as inputs and
output timeLeft. This function may be used to return the
number of seconds remaining before the key should be
refreshed. This function may return O if the next refresh time
has already expired.

[0177] 9. Function wa_status—This function may return
type, take Ticket t as input, and output type status. This
function may be used to provide, for example, STATUS_
COMPLETE or STATUS_WAITING for the given ticket to
status. If the ticket is unknown, this function may return
ERROR_UNKNOWN_TICKET.

[0178] 10. Function wa_timeWaiting— This function may
return type ErrorCode, take Ticket t as input, and output
seconds. This function may be used to provide the number of
seconds that the request has been pending to seconds.
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[0179] 11.Function wa_cancel—This function may return
type ErrorCode, take Ticket t as input, and have no output.
This function may be used to cancel a pending request.
[0180] The above functions are merely illustrative. Many
other functions may be defined at a workgroup client for use
in distributing and managing workgroup keys in accordance
with the present invention. In addition, although some appli-
cations of the secure data parser and workgroup management
module are described above, it should be clearly understood
that the present invention may be integrated with any network
application in order to increase security, fault-tolerance, ano-
nymity, or any suitable combination of the foregoing.
[0181] Additionally, other combinations, additions, substi-
tutions and modifications will be apparent to the skilled arti-
san in view of the disclosure herein. For example, although
many of the processes illustrated in the figures refer to a
client’s secret key and/or symmetric key cryptography, a
skilled artisan will recognize that a public/private keypair
could alternatively be used in a corresponding asymmetric
cryptographic scheme.

1. (canceled)

2. A method for securing workgroup communications
between a first workgroup client and a second workgroup
client, the method comprising:

receiving a request to initiate a communication session

between the first workgroup client and the second work-
group client, wherein the first workgroup client is asso-
ciated with a first encryption key, and wherein the sec-
ond workgroup client is associated with a second
encryption key;

encrypting a workgroup key using the first encryption key

to generate a first encrypted message;
encrypting the workgroup key using the second encryption
key to generate a second encrypted message; and

transmitting the first encrypted message and the second
encrypted message to the first workgroup client,
wherein the first encrypted message and the second
encrypted message are usable to secure a workgroup
communication between the first workgroup client and
the second workgroup.

3. The method of claim 2, wherein the workgroup commu-
nication comprises the second encrypted message.

4. The method of claim 2, wherein the first encryption key
comprises one of a public key of the first workgroup client or
an encryption key that is shared between the first workgroup
client and the workgroup key server.

5. The method of claim 2, wherein the second encryption
key comprises one of a public key of the second workgroup
client or an encryption key that is shared between the second
workgroup client and the workgroup key server.

6. The method of claim 2, wherein the first encryption key
and the second encryption key comprise symmetric encryp-
tion keys, and wherein the first workgroup client does not
have access to the second encryption key, and wherein the
second workgroup client does not have access to the first
encryption key.

7. The method of claim 2, wherein the first encrypted
message and the second encrypted message each include an
identification of the first workgroup client and the second
workgroup client.

8. The method of claim 2, wherein the first encrypted
message and the second encrypted message are transmitted
by the workgroup key server in response to the request from
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the first workgroup client to initiate the communication ses-
sion with the second workgroup client.

9. The method of claim 2, wherein the first encrypted
message and the second encrypted message further include at
least one of a timestamp associated with creation of the work-
group key and a version number associated with the work-
group key.

10. The method of claim 9, wherein the timestamp and/or
the version number is usable to determine whether the work-
group key is expired.

11. The method of claim 2, wherein the workgroup com-
munication comprises a plurality of share headers that are
associated with a plurality of shares.

12. A system for securing workgroup communications
between a first workgroup client and a second workgroup
client, the system comprising:

a workgroup key server configured to:

receive a request to initiate a communication session
between the first workgroup client and the second
workgroup client, wherein the first workgroup client
is associated with a first encryption key, and wherein
the second workgroup client is associated with a sec-
ond encryption key;

encrypt a workgroup key using the first encryption key
to generate a first encrypted message;

encrypt the workgroup key using the second encryption
key to generate a second encrypted message; and

transmit the first encrypted message and the second
encrypted message to the first workgroup client,
wherein the first encrypted message and the second
encrypted message are usable to secure a workgroup
communication between the first workgroup client
and the second workgroup.

13. The system of claim 12, wherein the workgroup com-
munication comprises the second encrypted message.
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14. The system of claim 12, wherein the first encryption
key comprises one of a public key of the first workgroup client
or an encryption key that is shared between the first work-
group client and the workgroup key server.

15. The system of claim 12, wherein the second encryption
key comprises one of a public key of the second workgroup
client or an encryption key that is shared between the second
workgroup client and the workgroup key server.

16. The system of claim 12, wherein the first encryption
key and the second encryption key comprise symmetric
encryption keys, and wherein the first workgroup client does
not have access to the second encryption key, and wherein the
second workgroup client does not have access to the first
encryption key.

17. The system of claim 12, wherein the first encrypted
message and the second encrypted message each include an
identification of the first workgroup client and the second
workgroup client.

18. The system of claim 12, wherein the first encrypted
message and the second encrypted message are transmitted
by the workgroup key server in response to the request from
the first workgroup client to initiate the communication ses-
sion with the second workgroup client.

19. The system of claim 12, wherein the first encrypted
message and the second encrypted message further include at
least one of a timestamp associated with creation of the work-
group key and a version number associated with the work-
group key.

20. The system of claim 19, wherein the timestamp and/or
the version number is usable to determine whether the work-
group key is expired.

21. The system of claim 12, wherein the workgroup com-
munication comprises a plurality of share headers that are
associated with a plurality of shares.
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