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A security apparatus and method are provided for
performing a security algorithm  that  prevents
unauthorized access to contents of a physical address (PA)
that have been loaded into a storage element of the
computer system as a result of performing a prediction
algorithm during a hardware table walk that uses a
predictor to predict a PA based on a virtual address (VA).
When the predictor is enabled, it might be possible for a
person with knowledge of the system to configure the
predictor to cause contents stored at a PA of a secure
portion of the main memory to be loaded into a register in
the TLB. In this way, a person who should not have access
to contents stored in secure portions of the main memory
could indirectly gain wunauthorized access to those
contents. The apparatus and method prevent such
unauthorized access to the contents by masking the

contents under certain conditions.
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