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(57) ABSTRACT

A wireless station (STA) and a method are disclosed that
allow the STA to determine suitable characteristics for wire-
less transmissions from the STA. The STA may receive
frames from a number of access points (APs), each frame
including a country code indicating a country in which the
corresponding AP is located, determine a popularity of each
country code by polling the received country codes, deter-
mine in which country the STA is currently located based, at
least in part, on the determined popularities of the country
codes, and select a wireless channel and a transmit power
level based, at least in part, on the determined country.

'/100

%




Patent Application Publication = Mar. 31,2016 Sheet 1 of 5 US 2016/0095103 A1




US 2016/0095103 A1

Mar. 31, 2016 Sheet2 of 5

Patent Application Publication

0GZ @npow
MS U0I09js
uolssiwsuel |

8¥¢ a|npow
MS uoneouenb
8poo Ajuno)

9%z 9Inpowl
MS Aeindod
8po2 Aiuno)

¥vC snpow Ms
abueyoxs swel4

Tz 9|9e) Auendod
8apoo Auno)n

Zve elqey Aoisiy
9po0 Asuno)

we
al0)s ejep a|yoid 4y

Otg Aloway

ree Tie
saulbu
0F¢ Jossaooid [P co_EwEw_o Janigosuel] i |lq—
02z OVIA 012 AHd
00¢
V1S



US 2016/0095103 A1

Mar. 31, 2016 Sheet 3 of 5

Patent Application Publication

e

o%¢€ a|npowl
MS Buippaquie
apoo Aunon

¥¥E aInpow pS
abueyoxa awel4

T 10SS800.d

423
sananp 19)oed

H

%S Aoway

0G€E @oeua|
JJomieN

12¢
soulbug

uonuau0D

1€
Jonlgosuel |

¢t OVIN

(X3

AHd




US 2016/0095103 A1

Mar. 31, 2016 Sheet4 of 5

Patent Application Publication

SAOTT
dv J017
1 dv
1
€A 4
X ATIUN0D
ZXoiT |
ZAOTT dv
dv 1
1
IXOTT
L av

oov\;

X a“_CDOO



Patent Application Publication = Mar. 31,2016 Sheet S of 5 US 2016/0095103 A1

500\‘

receive a plurality of frames from a number of
access points (APs), each frame including a
country code pertaining to a corresponding
one of the APs. (502)

!

determine a popularity of each of the
country codes by polling the received
country codes. (504)

qualify (or disqualify) the country codes
for the popularity determination. (504A)

disqualify a country code when indicated

country code information does not match
country code information previously
received from the same AP. (504B)

disqualify country code from polling when
RSSI value of AP is not greater than a
threshold. (504C)

Use country code from APs having
highest average RSSI values when
multiple country codes have the same
popularity value (504D)

!

determine which country the STA is currently
located in based, at least in part, on the
determined popularities of the extracted
country codes. (506)

!

select a wireless channel and a transmit
power level based on the determined country.
(508)

!

periodically perform the qualification and
popularity determination operations. (510)

FIG. 5
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COUNTRY CODE SELECTION LOGIC FOR
WI-FI STATIONS

TECHNICAL FIELD

[0001] The example embodiments relate generally to wire-
less networks, and specifically to determining correct country
code information broadcast from one or more access points.

BACKGROUND OF RELATED ART

[0002] A wireless local area network (WLAN) may be
formed by one or more access points (APs) that provide a
wireless communication channel or link with a number of
client devices or stations (STAs). Each AP, which may corre-
spond to a Basic Service Set (BSS), periodically broadcasts
beacon frames to enable any STAs within wireless range of
the AP to establish and/or maintain a communication link
with the WLAN (also known as the Wi-Fi network). The
beacon frames, which may include a traffic indication map
(TIM) and/or a delivery traffic indication message (DTIM)
indicating whether the AP has queued downlink data for the
STAs, are typically broadcast according to a target beacon
transmission time (TBTT) schedule.

[0003] ThelEEE 802.11d standards allow an AP to include
an Information Element (IE) in the beacon frames that
includes country code information of the AP. The country
code information may include a country code indicating a
country, region, or domain where the AP is located, and may
also include a list of authorized channels, transmit power
levels, and other restrictions (e.g., imposed by a government
or regulatory agency). For example, countries typically apply
their own regulations to both the authorized channels,
allowed users, and maximum power levels for various wire-
less frequency ranges. These regulations may vary between
countries. For example, while Japan may currently allow
Wi-Fi devices to operate on a particular channel, the United
States may currently not allow Wi-Fi devices to operate on the
particular channel. A station (STA) receiving these beacon
frames may extract the country code information to deter-
mine in which country or domain the AP is located, and then
use only those acceptable channels and corresponding trans-
mit power levels associated with that country.

[0004] Thus, for a STA to comply with such regulations, the
country code information provided in the beacon frames must
be accurate. Unfortunately, when a particular AP is malfunc-
tioning or is being maliciously operated (hereinafter referred
to as a “rogue” AP), the AP may provide incorrect country
code information to the STA, which in turn may cause the
STA to run afoul of regulations specified by the country in
which the STA is currently located (e.g., by transmitting on
channels that are not authorized by the country and/or by
transmitting at power levels greater than the power limits
allowed by the country).

[0005] In addition, when the STA is near a border between
two countries, the STA may receive beacon frames from
groups of APs that are located in different countries, where a
first group of APs may broadcast country code information
pertaining to a first country and a second group of APs may
broadcast country code information pertaining to a second
country. In this situation, it is desirable for the STA to select
the correct country code information broadcast from the dif-
ferent groups of APs so that the STA complies with regula-
tions imposed by the country in which the STA is located.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The example embodiments are illustrated by way of
example and are not intended to be limited by the figures of
the accompanying drawings, where like reference numerals
refer to corresponding parts throughout the drawing figures.
[0007] FIG. 1 shows a block diagram of a WLAN system
within which the example embodiments may be imple-
mented.

[0008] FIG. 2 shows a block diagram of a wireless station
(STA) in accordance with example embodiments.

[0009] FIG. 3 shows a block diagram of a wireless access
point (AP) in accordance with example embodiments.
[0010] FIG. 4 depicts a STA within wireless range of a
plurality of APs that are located in different countries.
[0011] FIG. 5 is an illustrative flow chart depicting an
example operation of the STA of FIG. 4 qualifying received
country code information and selecting the correct country
based at least in part on the qualified country code informa-
tion.

DETAILED DESCRIPTION

[0012] The example embodiments are described below in
the context of data exchanges between Wi-Fi enabled devices
for simplicity only. It is to be understood that the example
embodiments are equally applicable to data exchanges using
signals of other various wireless standards or protocols. As
used herein, the terms “WLAN” and “Wi-Fi” can include
communications governed by the IEEE 802.11 family of
standards, Bluetooth, HiperLAN (a set of wireless standards,
comparable to the IEEE 802.11 standards, used primarily in
Europe), and other technologies having relatively short radio
propagation range. Thus, the terms “WLAN” and “Wi-Fi”
may be used interchangeably herein. In addition, the example
embodiments may be implemented in wireless networks con-
figured to operate as infrastructure WLAN systems, peer-to-
peer (or Independent Basic Service Set) wireless systems,
Wi-Fi Direct wireless systems, and/or Hotspots. Thus, the
term “AP” may include access points, soft APs, group owners
(GOs), and any other device that manages and/or controls
access to and/or the operation of a wireless network.

[0013] In addition, although described herein in terms of
exchanging data packets between wireless devices, the
example embodiments may be applied to the exchange of any
data unit, packet, and/or frame between wireless devices.
Thus, the term “data packet” may include any frame, packet,
or data unit such as, for example, protocol data units (PDUs),
MAC protocol data units (MPDUs), and physical layer con-
vergence procedure protocol data units (PPDUs). The term
“A-MPDU” may refer to aggregated MPDUs.

[0014] Further, as used herein, a “country code” may indi-
cate a country, region, or domain where a corresponding AP is
located. Thus, the terms country, region, and domain may be
used interchangeably herein, and generally refer to a geo-
graphic area having one or more associated attributes such as
allowed Wi-Fi channels (e.g., frequency bands), maximum
transmit power levels, and other regulations or restrictions
imposed upon APs and/or STAs operating within the corre-
sponding geographic region.

[0015] In the following description, numerous specific
details are set forth such as examples of specific components,
circuits, and processes to provide a thorough understanding
of the present disclosure. The term “coupled” as used herein
means connected directly to or connected through one or
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more intervening components or circuits. Also, in the follow-
ing description and for purposes of explanation, specific
nomenclature is set forth to provide a thorough understanding
of'the example embodiments. However, it will be apparent to
one skilled in the art that these specific details may not be
required to practice the example embodiments. In other
instances, well-known circuits and devices are shown in
block diagram form to avoid obscuring the present disclosure.
The example embodiments are not to be construed as limited
to specific examples described herein but rather to include
within their scopes all embodiments defined by the appended
claims.

[0016] FIG. 1 shows a block diagram of an example wire-
less system 100 within which the example embodiments may
be implemented. The wireless system 100 is shown to include
a wireless station STA, two wireless access points (APs)
110A-110B, and a wireless local area network (WLAN) 120.
The WLAN 120 may be formed by any number of APs that
may operate according to the IEEE 802.11 family of stan-
dards (or according to other suitable wireless protocols).
Thus, although only two APs 110A-110B are shown in FIG.
1 for simplicity, it is to be understood that WLAN 120 may be
formed by any number of APs. Each of APs 110A-110B is
assigned a unique MAC address that is programmed therein
by, for example, the manufacturer of the AP. Similarly, the
STA is also assigned a unique MAC address.

[0017] The station STA may be any suitable Wi-Fi enabled
wireless device including, for example, a cell phone, personal
digital assistant (PDA), tablet device, laptop computer, or the
like. The station STA may also be referred to as a user equip-
ment (UE), a subscriber station, a mobile unit, a subscriber
unit, a wireless unit, a remote unit, a mobile device, a wireless
device, a wireless communications device, a remote device, a
mobile subscriber station, an access terminal, a mobile ter-
minal, a wireless terminal, a remote terminal, a handset, a user
agent, a mobile client, a client, or some other suitable termi-
nology. For at least some embodiments, the station STA may
include one or more transceivers, one or more processing
resources (e.g., processors and/or ASICs), one or more
memory resources, and a power source (e.g., a battery). The
memory resources may include a non-transitory computer-
readable medium (e.g., one or more nonvolatile memory ele-
ments, such as EPROM, EEPROM, Flash memory, a hard
drive, etc.) that stores instructions for performing operations
described below with respect to FIG. 5.

[0018] The APs 110A-110B may be any suitable device
that allows one or more wireless devices to connect to a
network (e.g., alocal area network (LAN), wide area network
(WAN), metropolitan area network (MAN), and/or the Inter-
net) via AP 110 using Wi-Fi, Bluetooth, or any other suitable
wireless communication standards. For at least one embodi-
ment, each of APs 110A-110B may include one or more
transceivers, a network interface, one or more processing
resources, and one or more memory resources. The memory
resources may include a non-transitory computer-readable
medium (e.g., one or more nonvolatile memory elements,
such as EPROM, EEPROM, Flash memory, a hard drive, etc.)
that store instructions for performing operations described
below with respect to FIG. 5.

[0019] FIG. 2 shows ablock diagram ofa wireless STA 200
in accordance with some embodiments. Specifically, the STA
200 may be one embodiment of the station STA of FIG. 1. The
STA 200 may include a PHY device 210 including at least a
WLAN transceiver 211, a MAC device 220 including a num-
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ber of contention engines 221, a processor 230, and a memory
240. The transceiver 211 may be used to transmit signals to
and receive signals from an AP (e.g., APs 110A-110B) and/or
other STAs, and to scan the surrounding environment to
detect and identify nearby APs (e.g., APs within range of STA
200) and/or nearby STAs. More specifically, the transceiver
211 may be used to perform active and/or passive scanning
operations to request and/or receive country code information
from nearby APs. For purposes of discussion herein, MAC
device 220 is shown in FIG. 2 as being coupled between PHY
device 210 and processor 230. For actual embodiments, PHY
device 210, MAC device 220, processor 230, and/or memory
240 may be connected together using one or more buses (not
shown for simplicity).

[0020] The contention engines 221 may contend for access
to a shared wireless communications medium, and may also
store packets for transmission over the shared medium. The
STA 200 may include one or more contention engines 221 for
each of a plurality of different ACs (not shown in FIG. 2 for
simplicity). For other embodiments, the contention engines
221 may be separate from MAC device 220. Still further, for
some embodiments, the contention engines 221 may be
implemented as one or more software modules (e.g., stored in
memory 240 or stored in memory provided within MAC
device 220) containing instructions that, when executed by
processor 230, perform the functions of contention engines
221.

[0021] Memory 240 may include an AP profile data store
241 that stores profile information for a plurality of APs. The
profile information for a particular AP may include informa-
tion including, for example, the AP’s service set ID (SSID),
channel information, country code information, received sig-
nal strength indicator (RSSI) values, supported data rates,
connection history with STA 200, a trustworthiness value of
the AP (e.g., indicating a level of confidence about the AP’s
location, broadcast country code information, etc.), and any
other suitable information pertaining to or describing the
operation of the AP.

[0022] Memory 240 may also include a country code his-
tory table 242 and a country code popularity table 243. The
country code history table 242 may store country codes,
authorized channel lists, and/or maximum transmit power
levels previously received from each ofa number of APs (e.g.,
during a previous time period, which may be dynamically
configurable). The country code popularity table 243 may
store a popularity value for each of a number of received
country codes. The popularity values may be used to deter-
mine which country the STA 200 is currently operating in,
and to therefore select the correct list of authorized channels
and transmit power levels.

[0023] Memory 240 may also include a non-transitory
computer-readable medium (e.g., one or more nonvolatile
memory elements, such as EPROM, EEPROM, Flash
memory, a hard drive, and so on) that can store the following
software modules:

[0024] a frame exchange software module 244 to facili-
tate the creation and exchange of frames (e.g., associa-
tion requests, probe requests, data frames, acknowl-
edgement (ACK) frames, management frames, action
frames, control frames, and so on) between the STA 200
and other STAs and/or a number of APs (e.g., as
described for the operations of FIG. 5);

[0025] acountry code popularity software module 246 to
determine a popularity of the country codes received
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from a number of APs, for example, by polling received
country code information to determine occurrence val-
ues during a selected period of time (e.g., as described
for the operations of FIG. 5);

[0026] acountry code qualification software module 248
to qualify the received country code information for
polling by the country code popularity software module
246 (e.g., as described for the operations of FIG. 5); and

[0027] a transmission selection software module 250 to
select Wi-Fi channels and transmit power levels suitable
for the country in which the STA 200 is determined to be
located (e.g., as described for the operations of FIG. 5).

Each software module includes program instructions that,
when executed by processor 230, cause STA 200 to perform
the corresponding functions. The non-transitory computer-
readable medium of memory 240 thus includes instructions
for performing all or a portion of the operations described
below with respect to FIG. 5.

[0028] Processor 230, which is shown in the example of
FIG. 2 as coupled to PHY device 210 and transceiver 211, to
MAC device 220 and contention engines 221, and to memory
240, may be any suitable one or more processors capable of
executing scripts or instructions of one or more software
programs stored in STA 200 (e.g., within memory 240). For
example, processor 230 may execute the frame exchange
software module 244 to facilitate the creation and exchange
of frames (e.g., association requests, probe requests, data
frames, acknowledgement (ACK) frames, management
frames, action frames, control frames, and so on) between the
STA 200 and other STAs and/or a number of APs. Processor
230 may also execute the country code popularity software
module 246 to determine a popularity value for each of the
country codes received from a number of APs, for example,
by polling the received country codes to determine how many
times the same country code is received by the STA 200
during a selected time period. Processor 230 may also execute
the country code qualification software module 248 to qualify
the received country code information for polling by the
country code popularity software module 246. Processor 230
may also execute the transmission selection software module
250 to select Wi-Fi channels and transmit power levels suit-
able for the country in which the STA 200 is determined to be
located.

[0029] FIG. 3 shows an example of an AP 300 that is one
embodiment of APs 110A-110B of FIG. 1. AP 300 includes a
PHY device 310 including at least a transceiver 311, a MAC
device 320 including at least a number of contention engines
321, a processor 330, a memory 340, and a network interface
350. The transceiver 311 may be used to communicate wire-
lessly with one or more STAs, with one or more other APs,
and/or with other suitable devices. The network interface 350
may beused to communicate with a WLAN server (not shown
for simplicity) associated with WLAN 120 of FIG. 1 either
directly or via one or more intervening networks and to trans-
mit signals. Processor 330, which is coupled to PHY device
310 and transceiver 311, to MAC device 320 and contention
engines 321, to memory 340, and to network interface 350,
may be any suitable processor capable of executing scripts or
instructions of one or more software programs stored in AP
300 (e.g., within memory 340). For purposes of discussion
herein, MAC device 320 is shown in FIG. 3 as being coupled
between PHY device 310 and processor 330. For actual
embodiments, PHY device 310, MAC device 320, processor
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330, memory 340, and/or network interface 350 may be con-
nected together using one or more buses (not shown for sim-
plicity).

[0030] The contention engines 321 may contend for access
to the shared wireless medium, and may also store packets for
transmission over the shared wireless medium. For some
embodiments, AP 300 may include one or more contention
engines 321 for each of the plurality of different access cat-
egories. For other embodiments, the contention engines 321
may be separate from MAC device 320. For still other
embodiments, the contention engines 321 may be imple-
mented as one or more software modules (e.g., stored in
memory 340 or within memory provided within MAC device
320) containing instructions that, when executed by proces-
sor 330, perform the functions of contention engines 321
[0031] Memory 340 may include a number of packet
queues 342. The packet queues 342 may store packets to be
transmitted from AP 300 to one or more STAs. For some
embodiments, the memory 340 may include one or more
packet queues 342 for each of a plurality of different priority
levels or access categories. In addition, for at least some
embodiments, memory 340 may include packet queues for a
plurality of different destinations (e.g., STAs).

[0032] Memory 340 may also include a non-transitory
computer-readable medium (e.g., one or more nonvolatile
memory elements, such as EPROM, EEPROM, Flash
memory, a hard drive, and so on) that can store the following
software modules:

[0033] a frame exchange software module 344 to facili-
tate the creation and exchange of frames (e.g., associa-
tion responses, probe responses, beacon frames, data
frames, acknowledgement (ACK) frames, management
frames, action frames, control frames, and so on)
between the AP 300 and nearby STAs; and

[0034] a country code embedding software module 346
to embed country code information within beacon
frames, probe responses, action frames, and/or any other
suitable frames. The country code information may
include a country code, a list of authorized channels for
the corresponding country, and/or maximum allowable
transmit power levels for the authorized channels.

[0035] Each software module includes instructions that,
when executed by processor 330, cause AP 300 to perform the
corresponding functions. The non-transitory computer-read-
able medium of memory 340 thus includes instructions for
performing all or a portion of the AP-side operations of the
methods of FIG. 5.

[0036] Processor 330, which is shown in the example of
FIG. 3 as coupled to transceiver 311 of PHY device 310 via
MAC device 320, to memory 340, and to network interface
350, may be any suitable processor capable of executing
scripts or instructions of one or more software programs
stored in AP 300 (e.g., within memory 340). For example,
processor 330 may execute the frame exchange software
module 344 to facilitate the creation and exchange of frames
(e.g., association responses, probe responses, beacon frames,
data frames, acknowledgement (ACK) frames, management
frames, action frames, control frames, and so on) between the
AP 300 and nearby STAs. Processor 330 may also execute the
country code embedding software module 346 to embed
country code information within beacon frames, probe
responses, action frames, and/or any other suitable frames.
[0037] FIG. 4 is a diagram 400 illustrating the STA 200 of
FIG. 2 in the vicinity of six APs 110X1-110X2, 110Y1-
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110Y3, and 110R (each of which may be an embodiment of
AP 300 of FIG. 3). The STA 200 is depicted in FIG. 4 as being
currently located in country X. APs 110X1-110X2 and AP
110R are located in country X, and APs 110Y1-110Y3 are
located in country Y. For purposes of discussion herein, AP
110R is considered to be a “rogue” AP. Thus, AP 110R may be
including incorrect country code information in its beacon
frames, probe responses, and/or action frames. As used
herein, incorrect country code information may mean that AP
110R is broadcasting an incorrect country code (e.g., a coun-
try code that does not correspond to country X, is broadcast-
ing an incorrect list of authorized channels for country X,
and/or is broadcasting incorrect transmit power levels for
channels authorized by country X).

[0038] The STA 200 receives frames F_X1-F_X2 from
respective APs 110X1-110X2, receives frames F_Y1-F_Y3
from respective APs 110Y1-110Y3, and receives frames F_R
from AP 110R. The frames may be beacon frames broadcast
by the APs (e.g., at target beacon transmission times
(TBTTs)) and received by the STA 200 during passive scan-
ning operations, or may be probe responses transmitted in
response to probe requests broadcast by the STA 200 during
active scanning operations. For other embodiments, the
frames may be action frames or other suitable frames trans-
mitted from the APs to the STA 200.

[0039] The STA 200 extracts the country code information
from the received frames, and may first qualify of each the
received country codes for consideration in a subsequent
polling or voting operation to determine a popularity of each
of the received country codes. The qualification operation
may involve two steps. Although these two steps are
described below as sequential steps performed in a given
manner, the two steps may be performed concurrently or in a
different order.

[0040] The first qualification step may qualify (or dis-
quality) the received country code information (1) based on a
comparison between the received country code and one or
more country codes previously received from the same AP
(e.g., as stored in country code history table 242) and/or (2)
based on a comparison between the received country code
and a list of valid channels advertised by the AP. More spe-
cifically, if there is a match for conditions (1) and (2), then the
STA 200 may qualify the received country code information
for consideration in the subsequent polling operation. Con-
versely, if there is a mismatch for either of conditions (1) and
(2), then the STA 200 may disqualify the received country
code information for consideration in the subsequent popu-
larity determination (e.g., polling operation).

[0041] For one example, suppose that although AP 110R is
located in country X, the country code broadcast by AP 110R
indicates country Z. The STA 200 may compare the country
code broadcast from AP 110R with country codes previously
received from AP 110R and/or with a known country code
associated with AP 110R (e.g., using country code qualifica-
tion software module 248 and country code history table 242
of FIG. 2) to determine if there is a mismatch. For this
example, there is a mismatch between the country code just
received from AP 110R and either (1) country codes previ-
ously received from AP 110R or (2) a known country code for
AP 110R; in response thereto, the STA 200 may disqualify the
country code information received from AP 110R.

[0042] For another example, suppose that AP 110R
includes the correct country code (e.g., indicating country X),
but advertises (e.g., in the frame received by the STA 200) an
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incorrect list of authorized channels and/or transmit power
levels for country X. For this example, the STA 200 may
compare the list of authorized channels and/or transmit power
levels advertised by AP 110R with stored information indi-
cating the correct list of authorized channels and/or transmit
power levels for country X (e.g., using country code qualifi-
cation software module 248). The stored information may be
previously stored in the STA 200, or may be provided to STA
200 via a cellular or Wi-Fi connection (or any other suitable
connection). If the STA 200 determines that the list of autho-
rized channels or transmit power levels is inconsistent with
the stored information, then the STA 200 may disqualify the
country code information received from AP 110R.

[0043] The second qualification step may qualify (or dis-
qualify) the received country code information based on RSSI
values of the received frames. More specifically, if the RSSI
value of a received frame is greater than (or equal to) a
threshold value (e.g., indicating that the corresponding AP
may be relatively close to the STA 200), then the STA 200
may qualify the received country code information for con-
sideration in the subsequent popularity determination (e.g.,
polling operation) (e.g., if not disqualified during the first
qualification step). Conversely, if the RSSI value of the
received frame is less than the threshold value (e.g., indicat-
ing that the corresponding AP may be relatively far from the
STA 200), then the STA 200 may disqualify the received
country code information for consideration in the subsequent
popularity determination (e.g., polling operation).

[0044] For example, referring again to FIG. 4, a first group
of APs 110X1-110X2 may broadcast country codes for coun-
try X, while a second group of APs 110Y1-110Y3 may broad-
cast country codes for country Y. For some embodiments, the
STA 200 may qualify country code information provided by
APs having an RSSI value that is greater than a threshold
level, and may disqualify country code information provided
by APs having an RSSI value that is not greater than the
threshold level. For the example of FIG. 4, the STA 200 is
depicted as having an RSSI threshold level corresponding to
geographical RSSI range 410. More specifically, the RSSI
range 410 of FIG. 4 is shown to include APs 110X1, 110X2,
and 110Y1. Thus, because the RSSI values for APs 110X1,
110X2, and 110Y1 are greater than the RSSI threshold level
(e.g., as indicated by their inclusion in geographical RSSI
range 410), country codes provided by APs 110X1, 110X2,
and 110Y1 may be qualified for the popularity determination.
Conversely, the RSSI range 410 of FIG. 4 is shown to not
include APs 110Y2, 110Y3, and 110R. Thus, because the
RSSIvalues for APs 110Y2, 110Y3, and 110R are not greater
than the RSSI threshold level (e.g., as indicated by their
exclusion from geographical RSSIrange 410), country codes
provided by APs 110Y2, 110Y3, and 110R may be disquali-
fied from the subsequent popularity determination (e.g., poll-
ing operation).

[0045] The STA 200 may then determine which of the
country codes is the most popular based on the qualified
country codes (e.g., which of the qualified country codes is
received the most number of times during a selected time
period). For the example of FIG. 4, the STA 200 may count
the number of times that country codes are received from the
“qualified” APs 110X1, 110X2, and 110Y1 during the
selected time period, and then determine that the most popu-
lar country code is likely to be the correct country code (e.g.,
the country code corresponding to the country in which the
STA is located). For purposes of discussion herein, the num-
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ber of received country codes indicating country X is greater
than the number of country codes indicating country Y, and
therefore the country code indicating country X is determined
to be the most popular. In other words, for a respective coun-
try code, the STA 200 may increment a count value for the
respective country code each time a frame containing the
respective country code is received and qualifies for the popu-
larity determination, and the STA 200 may ignore the respec-
tive country code when the respective country code does not
qualify for the popularity determination.

[0046] For some embodiments, the STA 200 may use a
number of counters (not shown for simplicity) each for main-
taining a count of the number of corresponding country codes
received during the selected time period, and may use com-
pare logic to determine which of the country codes was
received the most times during the selected time period. The
selected time period may be any suitable time period. For at
least one embodiment, selected time period may be config-
urable or otherwise selectable (e.g., by a user of STA 200, by
a manufacturer of STA 200, or by an operator of a wireless
service used by STA 200).

[0047] For this example, the STA 200 determines that it is
located in country X, and then operates using a list of channels
and transmit power levels authorized by country X. Thereat-
ter, the STA 200 may maintain the channel list and transmit
power levels of country X, and may then periodically perform
the qualification and popularity determination operations to
ensure that the STA 200 remains in compliance with channels
and transmit power levels authorized by the country within
which the STA is located. In this manner, if the STA 200 later
crosses the border into country Y, then the STA 200 may
update its channel list and transmit power levels to be consis-
tent with regulations imposed by country Y (e.g., in response
to determining that the number of qualified country codes
indicating country Y is greater than the number of qualified
country codes indicating country X). The period of time
between periodically performing the qualification and popu-
larity determination operations may be predetermined or
dynamically configurable; for some embodiments, the period
of time may range from as little as a few seconds to as much
as several minutes (or more). Further, if the STA 200 does not
receive any additional country code information for a given
time period, then the STA 200 may maintain the current
country code settings until subsequent country code informa-
tion is received (e.g., from subsequent beacon frames) and is
deemed to warrant another qualification and popularity deter-
mination operation.

[0048] Ifthere is a tie in the popularity determination (e.g.,
if two or more received country codes have the same deter-
mined popularity), then the STA 200 may select the country
code broadcast from the AP(s) having the highest average
RSSI values (and that was not disqualified from the popular-
ity polling operations). For example, if the number of frames
including a first country code indicating country X is the same
as the number of frames including a second country code
indicating country Y, then the STA 200 may determine
whether the group of APs 110X1-1110X2 or the group of APs
110Y1-110Y3 has the highest average RSSI value, and then
select the most popular country code accordingly.

[0049] FIG. 5 shows an example operation 500 of a method
for station 200 to determine suitable transmission character-
istics in accordance with the example embodiments. First, the
STA 200 receives a plurality of frames from a number of
access points (APs), each frame including country code infor-
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mation containing at least a country code indicating in which
country the AP is located (502). The country code informa-
tion may also include a list authorized channels and/or allow-
able transmit power levels for the corresponding country. The
STA 200 may extract the country code information from the
received frames. Next, the STA 200 determines a popularity
of'each of a number of different country codes by polling the
received country codes (504). As described above, the polling
operation may determine a number of times that the same
country code is received (e.g., from one or more APs) during
a selected time period. For some embodiments, the polling
operation may be implemented using a voting mechanism.

[0050] For some embodiments, the STA 200 may qualify
(or disqualify) the country codes for the popularity determi-
nation (504A). The STA 200 may disqualify a country code
when the country code information most recently received
from an AP does not match country code information previ-
ously received from the same AP (504B). Conversely, the
STA 200 may qualify the country code when the most
recently received country code information matches previ-
ously received country code information from the same AP.
For one example, for each of the received country codes, the
STA 200 may compare the country code received from a
corresponding AP with one or more country codes previously
received from the same AP, and qualify the received country
code when the comparison results in a match; otherwise,
when there is a mismatch, the STA 200 may disqualify the
received country code (e.g., because the recent country code
is inconsistent with its historical and/or known country code
indications). For another example, for each of the received
country codes, the STA 200 may compare a list of authorized
channels received from a corresponding AP with known
authorized channels for the corresponding country, and
qualify the received country code when the comparison
results in a match; otherwise, if there is a mismatch, the STA
200 may disqualify the received country code (e.g., because
the advertised list of authorized channels is inconsistent with
its historical and/or known list of authorized channels).

[0051] The STA 200 may disqualify a country code from
the polling operation when the RSSI value of an AP is not
greater than a threshold RSSI level (e.g., which may indicate
that the AP is not relatively close to the STA 200 and thus may
not be in the same country as the STA) (504C). Conversely,
when the RSSI is greater than the threshold value (e.g., which
may indicate that the AP is relatively close to the STA 200 and
thus may be in the same country as the STA), then the STA
200 may qualify the country code. For example, for each of
the received country codes, the STA 200 may determine a
received signal strength indicator (RSSI) value for a corre-
sponding AP, and qualify the received country code when the
RSSI value is greater than a threshold level; otherwise, the
STA 200 may disqualify the received country code when the
RSSI value is not greater than the threshold level.

[0052] Ifthere is a tie in the popularity determination (e.g.,
if a plurality of different country codes are received the same
number of times during the selected time period), then the
STA 200 may select the country code corresponding to the
group of APs having the highest average RSSI values (504D).
For example, when a first country code and a second country
code have the same determined popularity, the STA 200 may
determine an average RSSI value for one or more first APs
associated with the first country code and determine an aver-
age RSSI value for one or more second APs associated with
the second country code. Then, the STA 200 may select the
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first country code as the most popular country code when the
average RSSI value of the one or more first APs is higher than
the average RSSI value of the one or more second APs, and
may select the second country code as the most popular
country code when the average RSSI value of the one or more
second APs is higher than the average RSSI value of the one
or more first APs.

[0053] Next, the STA 200 determines in which country the
STA 200 is currently located based, at least in part, on the
determined popularities of the received (and qualified) coun-
try codes (506). Once the correct country code is determined,
the STA 200 may then determine the list of authorized chan-
nels and acceptable transmit power levels for the correspond-
ing country. Then, the STA 200 selects a wireless channel and
atransmit power level based on the determined country (508).
[0054] Thereafter, the STA 200 may maintain the list of
authorized channels and acceptable transmit power levels for
the corresponding country, and may periodically perform the
qualification and popularity determination operations to
ensure that the STA 200 remains in compliance with channels
and transmit power levels authorized by the country within
which the STA 200 is located (510). In this manner, ifthe STA
200 later crosses the border into another country, then the
STA 200 may update its channel list and transmit power levels
to be consistent with regulations imposed by the other coun-
try.

[0055] At least one embodiment may include a non-transi-
tory computer-readable medium containing program instruc-
tions that, when executed by a processor of a wireless station
(STA) to determine suitable characteristics for wireless trans-
missions from the STA, cause the STA to perform operations
comprising: determine a popularity of each country code by
polling the received country codes; determine in which coun-
try the STA is currently located based, at least in part, on the
determined popularities of the country codes; and select a
wireless channel and a transmit power level based on the
determined country. Execution of the instructions may cause
the STA to qualify each of the received country codes for the
popularity determination. Execution of the instructions may
also cause the STA to, for a respective country code, incre-
ment a count value for the respective country code each time
aframe containing the respective country code is received and
qualifies for the popularity determination; and ignore the
respective country code when the respective country code
does not qualify for the popularity determination.

[0056] Execution of the instructions to qualify each of the
received country codes may cause the STA to determine a
received signal strength indicator (RSSI) value for a corre-
sponding AP; qualify the received country code when the
RSSIvalueis greater than a threshold level; and disqualify the
received country code when the RSSI value is not greater than
the threshold level.

[0057] Execution of the instructions to qualify each of the
received country codes may cause the STA to compare the
country code received from a corresponding AP with one or
more country codes previously received from the same AP;
qualify the received country code when the comparing results
in a match; and disqualify the received country code when the
comparing results in a mismatch.

[0058] Execution of the instructions to qualify each of the
received country codes may cause the STA to compare a list
of authorized channels received from a corresponding AP
with known authorized channels for the corresponding coun-
try; qualify the received country code when the comparing
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results in a match; and disqualify the received country code
when the comparing results in a mismatch.

[0059] Execution of the instructions may cause the STA to
determine when a first country code and a second country
code have the same determined popularity; determine an
average received signal strength indicator (RSSI) value for a
first group of APs associated with the first country code;
determine an average RSSI value for a second group of APs
associated with the second country code; select the first coun-
try code as the most popular country code when the average
RSSI value of the first group of APs is higher than the average
RSSI value of the second group of APs; and select the second
country code as the most popular country code when the
average RSSI value of the second group of APs is higher than
the average RSSI value of the first group of APs.

[0060] Inthe foregoing specification, the example embodi-
ments have been described with reference to specific exem-
plary embodiments thereof. It will, however, be evident that
various modifications and changes may be made thereto with-
out departing from the broader scope of the disclosure as set
forth in the appended claims. The specification and drawings
are, accordingly, to be regarded in an illustrative sense rather
than a restrictive sense.

What is claimed is:

1. A method for a wireless station (STA) to determine
transmission characteristics, the method comprising:

receiving a plurality of frames from a number of access

points (APs), each frame including a country code indi-
cating a country in which the corresponding AP is
located;

determining a popularity of each country code by polling

the received country codes;

determining in which country the STA is currently located

based, at least in part, on the determined popularities of
the country codes; and

selecting a wireless channel and a transmit power level

based, at least in part, on the determined country.

2. The method of claim 1, wherein the frames includes at
least one member of the group consisting of beacon frames,
probe responses, and action frames.

3. The method of claim 1, further comprising:

qualifying each of the received country codes for the popu-

larity determination.

4. The method of claim 3, further comprising:

periodically repeating the popularity determination and the

qualification operations for each of the received country
codes every M milliseconds, wherein M is an integer that
is configurable by a user of the STA.

5. The method of claim 3, further comprising:

for a respective country code,

incrementing a count value for the respective country
code each time a frame containing the respective
country code is received and qualifies for the popu-
larity determination; and

ignoring the respective country code when the respec-
tive country code does not qualify for the popularity
determination.

6. The method of claim 3, wherein the qualifying com-
prises:

for each of the received country codes,

determining a received signal strength indicator (RSSI)
value for a corresponding AP;

qualifying the received country code when the RSSI
value is greater than a threshold level; and
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disqualifying the received country code when the RSSI
value is not greater than the threshold level.

7. The method of claim 3, wherein the qualifying com-
prises:

for each of the received country codes,

comparing the country code received from a correspond-
ing AP with one or more country codes previously
received from the same AP;

qualifying the received country code when the compar-
ing results in a match; and

disqualifying the received country code when the com-
paring results in a mismatch.

8. The method of claim 3, wherein the qualifying com-
prises:

for each of the received country codes,

comparing a list of authorized channels received from a
corresponding AP with known authorized channels
for the country indicated by the received country
code;

qualifying the received country code when the compar-
ing results in a match; and

disqualifying the received country code when the com-
paring results in a mismatch.

9. The method of claim 1, further comprising:

when a first country code and a second country code have

the same determined popularity,

determining an average received signal strength indica-
tor (RSSI) value for one or more first APs associated
with the first country code;

determining an average RSSI value for one or more
second APs associated with the second country code;

selecting the first country code as a most popular country
code when the average RSSI value of the one or more
first APs is higher than the average RSSI value of the
one or more second APs; and

selecting the second country code as the most popular
country code when the average RSSI value of the one
or more second APs is higher than the average RSSI
value of the one or more first APs.

10. A non-transitory computer-readable storage medium
storing one or more programs containing instructions that,
when executed by one or more processors of a wireless station
(STA), cause the STA to perform operations comprising:

receiving a plurality of frames from a number of access

points (APs), each frame including a country code indi-
cating a country in which the corresponding AP is
located;

determining a popularity of each country code by polling

the received country codes;

determining in which country the STA is currently located

based, at least in part, on the determined popularities of

the country codes; and

selecting a wireless channel and a transmit power level

based, at least in part, on the determined country.

11. The non-transitory computer-readable storage medium
of claim 10, wherein execution of the instructions cause the
STA to perform operations further comprising:

qualifying each of the received country codes for the popu-

larity determination.

12. The non-transitory computer-readable storage medium
of claim 11, wherein execution of the instructions causes the
STA to perform operations further comprising:
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for a respective country code,

incrementing a count value for the respective country
code each time a frame containing the respective
country code is received and qualifies for the popu-
larity determination; and

ignoring the respective country code when the respec-
tive country code does not qualify for the popularity
determination.

13. The non-transitory computer-readable storage medium
of claim 11, wherein execution of the instructions for quali-
fying causes the STA, for each of the received country codes,
to:

determine a received signal strength indicator (RSSI) value
for a corresponding AP;

qualify the received country code when the RSSI value is
greater than a threshold level; and

disqualify the received country code when the RSSI value
is not greater than the threshold level.

14. The non-transitory computer-readable storage medium
of claim 11, wherein execution of the instructions for quali-
fying causes the STA, for each of the received country codes,
to:

compare the country code received from a corresponding
AP with one or more country codes previously received
from the same AP;

qualify the received country code when the comparing
results in a match; and

disqualify the received country code when the comparing
results in a mismatch.

15. The non-transitory computer-readable storage medium
of claim 11, wherein execution of the instructions for quali-
fying causes the STA, for each of the received country codes,
to:

compare a list of authorized channels received from a cor-
responding AP with known authorized channels for the
country indicated by the received country code;

qualify the received country code when the comparing
results in a match; and

disqualify the received country code when the comparing
results in a mismatch.

16. The non-transitory computer-readable storage medium
of claim 10, wherein execution of the instructions causes the
STA to perform operations further comprising:

determining when a first country code and a second coun-
try code have the same determined popularity;

determining an average received signal strength indicator
(RSSI) value for one or more first APs associated with
the first country code;

determining an average RSSI value for one or more second
APs associated with the second country code;

selecting the first country code as a most popular country
code when the average RSSI value of the one or more
first APs is higher than the average RSSI value of the one
or more second APs; and

selecting the second country code as the most popular
country code when the average RSSI value of the one or
more second APs is higher than the average RSSI value
of the one or more first APs.

17. A wireless station (STA) to determine transmission

characteristics, the STA comprising:

a transceiver to receive frames from a number of access
points (APs), each frame including a country code indi-
cating a country in which the corresponding AP is
located;
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one or more processors; and
a non-volatile memory storing instructions that, when
executed by the one or more processors, cause the STA
to:
determine a popularity of each country code by polling
the received country codes;
determine in which country the STA is currently located
based, at least in part, on the determined popularities
of the country codes; and
select a wireless channel and a transmit power level
based, at least in part, on the determined country.

18. The wireless station of claim 17, wherein execution of
the instructions causes the STA to:

qualify each of the received country codes for the popular-

ity determination.

19. The wireless station of claim 18, wherein execution of
the instructions causes the STA to:

for a respective country code,

increment a count value for the respective country code
each time a frame containing the respective country
code is received and qualifies for the popularity deter-
mination; and

ignore the respective country code when the respective
country code does not qualify for the popularity deter-
mination.

20. The wireless station of claim 18, wherein execution of
the instructions to qualify each of the received country codes
causes the STA to:

determine a received signal strength indicator (RSSI) value

for a corresponding AP;

qualify the received country code when the RSSI value is

greater than a threshold level; and

disqualify the received country code when the RSSI value

is not greater than the threshold level.

21. The wireless station of claim 18, wherein execution of
the instructions to qualify each of the received country codes
causes the STA to:
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compare the country code received from a corresponding
AP with one or more country codes previously received
from the same AP;

qualify the received country code when the comparing

results in a match; and

disqualify the received country code when the comparing

results in a mismatch.
22. The wireless station of claim 18, wherein execution of
the instructions to qualify each of the received country codes
causes the STA to:
compare a list of authorized channels received from a cor-
responding AP with known authorized channels for the
country indicated by the received country code;

qualify the received country code when the comparing
results in a match; and

disqualify the received country code when the comparing

results in a mismatch.

23. The wireless station of claim 17, wherein execution of
the instructions causes the STA to further:

determine when a first country code and a second country

code have the same determined popularity;

determine an average received signal strength indicator

(RSSI) value for a first group of APs associated with the
first country code;

determine an average RSS1value for a second group of APs

associated with the second country code;

select the first country code as a most popular country code

when the average RSSI value of the first group of APs is
higher than the average RSSI value of the second group
of APs; and

select the second country code as the most popular country

code when the average RSSI value of the second group
of APs is higher than the average RSSI value of the first
group of APs.



