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(57) Abstract: The present disclosure provides systems, methods, and devices for improved computer-based local transactions. In
one aspect, a system, for improving reliability of a computer-based local transaction using a first user device and a second user
device comprises one or more processors and memory including instructions executable by the one or more processors. The instruc-
tions, when executed, can generate one or more transaction parameters for the local transaction based on transaction data received
from the first and second user devices. The one or more transaction parameters can comprise a payment amount for the local, trans -
action.
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SYSTEMS, METHODS, AND DEVICES FOR COMPUTER-BASED LOCAL
TRANSACTIONS
CROSS-REFERENCE
{0081] This application claims the benefit of U.S. Provisional Application No. 62/175.063, filed

June 12, 20135, the disclosure of which is incorporated hercin by reference in its entirety.

BACKGROUND
{0002] A local wansaction involves two parties (e.g., a buyer and a seller) meeting in person to
physically exchange goods for payment. A local transaction can be initiated when a buyer and
scller tentatively agree upon a price for an offered good. The buver and scller can then arrange to
meet in person to conduct the local transaction by exchanging payment for the offered good.
Praring the in-person meeting, the buyer is able to physically inspect the offered good before
making the final decision whether to approve the transaction and pay the seller. Online services
such as online marketplaces, listings, etc. can be used by transacting parties to find and
communicate with potential buyers and/or sellers in order to arrange local transactions.
{0603] In some instances, however, prior methods for local transactions can be less than ideal
with respect to security, reliability, and convenience. For example, a fransacting party may have
no way of verifying the other party’s identity and trostworthiness, and can be exposed to
substantial risk of being robbed or scammed when meeting in person to finalize the transaction.
Additionally, prior methods for local transactions may be limited to physical payment methods,
such as cash or check payments. Cash payments can be inconvenient to obtain and risky for the
buyer to carry, while check payments can be susceptible to frand. Furthermore, in some
instances, prior local transaction methods may not accommodate adjustments to the transaction
amount during the in-person mecting.
{0084] Accordingly, improved systems, methods, and devices for local transactions are needed.

The present disclosure addresses this need and more.

SUMMARY
{0083] The present disclosure provides systems, methods, and devices for improved compuier-
based local transactions. In many embodiments, a computer-based local transaction utilizes
digital processing devices as proxies for the parties participating in a local transaction {e.g., a
buyer and a seller) in order to improve the reliability, flexibility, and security of such
transactions. A fransaction management system can be configured with instructions to determine
whether two user devices have authorized a focal transaction and automatically cause electronic
transfer of the payment amount in response to the asthorization with the two user devices, which

can decrease the risks and user inconvenience associated with physical payment methods. The
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system can permit {ransaction parameters such as a payment amount to be modified before the
transaction is finalized (e.g., to accommodate negotiations between buyer and seller), which
provides greater flexibility and convenience. In many embodiments, the wransaction management
system determines whether the transacting user devices are in proximity to cach other before the
transaction can be conducted, which can reduce the incidence of fraud. Alternatively or in
combination, the transaction management system can generate verification data such as ove or
more of digital tokens or security codes that are exchanged and validated by the user devices
before the transaction can be conducted, thus providing an added layer of security to the
transaction process.

{6086] In one aspect, a system for validating a computer-based local transaction using a first user
device and a second user device is provided. The system can cOmprise Onc OF MOTC Processors
comprising memory. The memory can be configured with instructions executable by the one or
more processors to cause the syster o: receive localization information from one or more of the
first user device or the second user device; process the localization information so as ©
determine whether the first and second user devices are in proximity o cach other; and allow the
first and second user devices to conduct the local transaction if the first and second user devices
are deterniined to be in proximity to cach other.

{0087] In some embodiments, the first and second user devices are determined to be in proximity
to cach other when the processed localization information indicates that the first and second user
devices are within a target distance of each other. The target distance can be determined based
on one or more of: a localization information type, an expected population density at a location
where the local transaction is to be conducted, a mumber of other user devices at the location
where the local transaction is to be conducted, or a distance between the first and second user
devices when transaction data was received from the first and second user devices.

{0608} In some embodiments, the localization information comprises one or more of: position
data, cell tower triangulation data, IP address data, or wireless access point data for one or more
of the first user device or the second user device. The localization information can comprise a
signal indicating that the first and second user devices are in conrmunication with cach other over
a short range communication link.

{0009] In some embodiments, the instructions finrther cause the system to generate one or more
transaction parameters for the local transaction based on wransaction data received from the first
and second user devices, wherein the one or more ransaction parameters Comprise a payment
amount for the local transaction. The one or more transaction parameters can comprise a location
where the local transaction is to be conducted, and the instructions can further cause the system

to process the localization information so as to determine whether the first and second user
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devices are each at the location where the local transaction is to be conducted. The one or more
transaction parameters can comprise a time when the local transaction is to be conducted, and the
instroctions can further cause the system (o process the localization information so as
determine whether the first and second user devices are in proximity to cach other at the time
when the local trassaction is to be conducted. The one or more transaction pararneters can be
generated prior to determining that the first and second user devices are in proximity to cach
other.

{6018] In some embodiments, the instructions further cause the system to: detect whether
authorization to perform the local transaction according to the one or more transaction
parameters has been received from the first and second aser devices; and process the local
transaction according to the one or more transaction parameters by causing transfer of the
payment amount, in response to the received authorization.

{0011] In some embodiments, the one or more transaction parameters comprise a payment
method for the local transaction, and the local transaction is processed by causing the transfer of
the payment amount according to the payment method. The system can detect whether the
authorization has been received in response to determining that the first and second user devices
are in proximity (o each other based on the processed localization information.

{0612} In some embodiments, the instructions finrther cause the system to: modify the one or
more fransaction parameters in response to a request reccived from one or more of the first user
device or the second user device; detect whether authorization to perform the focal transaction
according to the modified one or more transaction parameters has been received from the first
and second user devices; and process the local transaction according to the modified one or moore
transaction parameters, in response to the received authorization.

{041 3] In some embodiments, the modified one or more transaction parameters comprise a
maodified payment amount differcnt from the payment amouni, and the local transaction is
processed by causing transfer of the modified payment amount. The modified payment amount
can be less or greater than the payment amount.

{6014] In some embodiments, the one or more transaction parameters comprise a first payment
method for the focal transaction, the modificd one or more transaction parameters Comprise a
second payment method different from the first payment method, and the tocal transaction is
processed by causing the wransfer of the payment amount according {o the second payment
method.

{0015] In some embodiments, the instructions further cause the system to: cause the payment
amount o be transferred from an account associated with one of the {irst user device or second
user device to a reserve account, in response to the generated one or more {ransaction parameters;

-
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and process the local transaction by causing wransfer of the payment amount from the reserve
account. The instructions can further cause the system to transmit a notification to one or more
of the first user device or the second user device indicating that the payment amount bas been
transferred to the reserve account.

{6816] In some embodiments, the instructions further cause the system to: modify the payment
amount in response o a request received from one or more of the first user device or the second
user device; detect whether authorization to perform the local transaction according o the
modified payiment amount has been received from the first and second user devices; and process
the local transaction by causing transfer of the modified payment amount, wherein at least some
of the modified payment amount is transferred from the reserve account.

{0617} In some embodiments, the first and second user devices each comprise a local
application, and the one or more processors are configured to communicate with the first and
second user devices with the respective local applications.

{0018] In some embodiments, the first and second user devices each comprise a mobile
application, and the one or more processors are configured to comnwnicate with the first and
second user devices with the respective mobile applications.

{60191 In another aspect, a method for validating a computer-based local transaction using a first
uscr device and a second user device is provided. The method can comprise: receiving
localization information from one or more of the first user device or the second user device;
processing the localization information so as to determine whether the first and second user
devices are in proximity to cach other; and allowing the first and second user devices to conduct
the local fransaction if the first and second user devices are determnined © be in proximity o cach
other.

{06261 In another aspect, a system for conducting a computer-based local transaction using a first
user device and a second user device is provided. The system can comprise 0nc or mMore
processors comprising memory. The mermory can be configured with instructions executable by
the one or more processors to cause the system (o: generate one or more fransaction parameters
for the local transaction based on transaction data received from the first and second user devices,
wherein the one or more transaction parameters comprise a payment amount for the local
transaction; modify the one or more transaction pararneters in response to a request received from
one or more of the first user device or the second user device; detect whether authorization to
perform the local transaction according to the modified one or more transaction parameters has
been received from the first and second user devices; and process the local transaction according

to the modified one or more ransaction parameters, i response to the received authorization.
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{6021] In some embodiments, the modified one or more transaction parameters comprise a
modified payment amount different from the payment amount, and the local transaction is
processed by causing transfer of the modified payment amount. The modified payment amount
can be less than or greater than the payment amount.

{6022] In some embodiments, the one or more transaction parameters comprise a first payment
method for the local transaction, the modified one or more transaction parareters comprisce 4
second payment metheod different from the first payment method, and the local transaction is
processed by causing the transfer of the payment amount according to the second payment
method.

{6023] In some embodiments, the instructions further cagse the system to cause the payment
amount to be fransferred from an account associated with one of the first user device or second
user device {0 a reserve account, in response to the generated one of more transaction parametess.
The instructions can further cause the system to fransmit a notification to one or more of the first
user device or the second user device indicating that the payment amount has been transferred to
the reserve account. The instructions can further cause the system to process the local transaction
by causing transfer of the modified pavment amount. At least some of the modified payment
amount can be transferred from the reserve account.

{0624} In some embodiments, the instructions firther cause the system to process localization
information recetved from one or more of the first user device or the second user device 8o as ©
determine whether the first and second user devices are in proximity to each other. The first and
second user devices can be determined to be in proximity to cach other when the processed
localization information indicates that the first and second user devices are within a target
distance of each other. The target distance can be determined based on one or more of: a
localization information type, an expected population density at a location where the local
transaction is to be conducted, a number of other user devices at the location where the local
transaction is to be conducted, or a distance between the first and second user devices when the
transaction data was received.

{6025] In some embodiments, the localization information comprises one or more of: position
data, cell tower triangulation data, IP address data, or wircless access point data for one or more
of the first user device or the second user device. The localization information can comprise a
signal indicating that the first and second uwser devices are in communication with each other over
a short range communication link.

{0026] In some embodiments, the one or more transaction parameters comprise a location where

the local transaction is to be conducted, and the instructions further cause the system to process
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the localization information so as to determine whether the first and second user devices are each
at the location where the local fransaction is o be conducted.

{6027} In some embodiments, the one or more transaction parameters comprise a time when the
local transaction is 1o be conducted, and the instructions further cause the system to process the
localization information so as o detenmnine whether the first and second user devices are in
proximity to each other at the time when the local transaction is to be conducted.

{0028] In some embodiments, the one or more transaction parameters are generated prioy o
determining that the first and second user devices are in proximity to each other.

{0629] In some embodiments, the first and second user devices each comprise a focal
application, and the one or more processors are configured to communicate with the first and
second user devices with the respective local applications.

{0638} In some embodiments, the first and second user devices each comprise a mobile
application, and the one or more processors are configured to communicate with the first and
second user devices with the respective mobile applications.

{6031] In another aspect, a method for conducting a computer-based local transaction using a
first user device and a second user device is provided. The method can comprise: generating one
or more transaction parameters for the local ransaction based on transaction data received from
the first and second uscr devices, wherein the one or more fransaction parameters comprise a
payment amount for the local transaction; modifying the one or more fransaction parameters in
response to a request received from one or more of the first user device or the second user device;
detecting whether authorization to perform the local transaction according to the modified one or
more fransaction parameters has been received from the first and second user devices; and
processing the local transaction according to the modified one or more transaction parameters, in
response to the received authorization.

{0632} In another aspect, a system for validating 2 computer-based local transaction using a first
user device and a second user device is provided. The system can comprise one or more
processors comprising memory. The memory can be configured with instructions executable by
the one or more processors to cause the system (o: generate one or more fransaction parameters
for the local transaction based on transaction data received from the first and sccond user devices,
wherein the one or more transaction parameters comprise a payment amount for the local
transaction; generate one or more digital tokens based on the one or more transaction parameters;
and transmit the one or more digital tokens to each of the first and second user devices. The one
or more digital tokens can be configured with instructions to permit the first and second user
devices to conduct the local transaction in response o the first and second user devices

exchanging and validating their respective digital tokens with each other.
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{0033] In some embodiments, the one or more digital tokens are configured with instructions to
permit the first and second user devices to conduct the local transaction independently of the one
or more processors when sach of the first and second user devices has received the one or more
digital tokens.

{0034] In some embodiments, the one or more digital tokens are configured with instructions to
permit the first and second user devices to conduct the local transaction without being connected
to the one or more processors when each of the first and second user devices has received the one
or more digital tokens.

{0435] In some embodiments, the one or more digital tokens comprise one or more transaction
requirements for the local transaction, and the one or more digital tokens are configured with
instructions to permit the first and sccond user devices to conduct the local transaction in
response to a determination that the one or more wansaction requirements have been fulfilled.
The one ot more transaction requirements can comprise one or more of: the first and sccond user
devices being in proximity to cach other, the local transaction ocownring at a predetermined
location, the local transaction occurring at a predetermined time, a maximum payment amount
for the local transaction, or a mininwim payraent amount for the local transaction.

{6036] In another aspect, a method for validating a computer-based local transaction using a first
uscr device and a second user device is provided. The method can comprise: generating one or
more fransaction parameters for the local transaction based on transaction data received from the
first and sccond user devices, wherein the one or morve transaction parameters comprise a
payment amount for the local transaction; generating one or more digital tokens based on the one
or more transaction parameters; and transmitting the onc or more digital tokens to each of the
first and second user devices. The one or more digital tokens can be configured with instructions
to permit the first and second vser devices to conduct the local transaction in response to the first
and second user devices exchanging and validating their respective digital tokens with each other
{0037] In another aspect, a system for validating a computer-based local transaction using a first
user device and a second user device is provided. The system can comprise ong or more
processors comprising memory. The memory can be configured with instructions executable by
the one or more processors (o cause the system (0! generate one of 1ore ransaction parameters
for the local transaction based on transaction data received from the first and second user devices,
wherein the one or more transaction parameters comprise a payment amount for the focal
transaction; generate one Or more security codes based on the one or more transaction
parameters; and transmit the one or more security codes to cach of the first and second user

devices. The one or more security codes can be configured to permit the first and second user
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devices to conduct the local transaction in response o the first and second user devices
cxchanging and validating their respective security codes with cach other.

{6038] In another aspect, a method for validating a computer-based local transaction using a first
user device and a second user device is provided. The method can comprise: generating one or
more fransaction parameters for the local transaction based on transaction data received from the
first and sccond user devices, wherein the one or morve transaction parameters comprise a
payment amount for the local transaction; generating one or more security codes based on the
one of more transaction parameters; and transmitting the one or more security codes to each of
the first and second vser devices. The one or more security codes can be configured to permit the
first and second user devices w conduct the local transaction in response o the first and second
uscr devices exchanging and validating their respective security codes with cach other.

{0639] In another aspect, a system for improving reliability of a computer-based local transaction
using a first user device and a sccond user device is provided. The systern can comprise one or
more processors comprising memory configured with instructions exccutable by the one or more
processors to cause the systent to gonerate one or more transaction parameters for the local
transaction based on transaction data received from the first and sccond user devices. The one or
More fransaction pararmeters can comprise a payment amount for the local transaction.

{0848} In some embodiments, the first and second user devices each comprise a local
application, and the one or more processors are configured to communicate with the first and
second user devices with the respective local applications. Alternatively or in combination, the
first and second user devices can cach comprise a mobile application, and the one or more
processors can be configured to communicate with the first and second user devices with the
respective mobile applications.

{0041] In some embodiments, the instructions further cause the system to detect whether
authorization to perform the local transaction according to the one or more transaction
parameters has been received from the first and second user devices. The system can process the
local ransaction according to the one or more ransaction parameters by causing transfer of the
payment amount, in response to the received authorizadon. The one or more ransaction
parameters can comprise a payment method for the local transaction, for example, and the local
transaction can be processed by causing the transfer of the payment amount aceording to the
payment method.

{0842} In some embodiments, the instructions further cause the systen: to modify the one or
more transaction parameters in response o a request received from one or more of the first user
device or the second user device. The system can detect whether avthorization to perform the

local transaction according to the modified one or morce transaction parameters has been received
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from the first and sccond user devices. The system can process the local transaction according o
the modified one or more transaction parameters, in response to the received authorization. The
modified one or more transaction parameiers can comprise a modified payment amount different
from the pavment amount, for example, and the local transaction can be processed by causing
transfer of the modified payment amount. The modified payment amount can be less than or
greater than the payment amount.

{0043] In some embodiments, the one or more transaction parameters comprise a first payment
method for the local transaction, the modified one or more transaction parameters comprise a
second payment method different froro the first payment method, and the local ransaction is
processed by causing the wransfer of the payment amount according {o the second payment
method.

{0644} In some embodiments, the instructions further cause the system to cause the payment
amount to be transferred from an account associated with one of the first user device or second
user device to a reserve account, in response to the generated one or more transaction parameters.
The system can process the local transaction by causing transfer of the payment amount from the
reserve account. The instructions can further cause the system to transmit a notification to one or
maore of the first user device or the second user device indicating that the payment amount has
been transferred to the reserve account.

{0045] In some embodiments, the instructions further cause the system to modify the payment
amount in response o a request received from one or more of the first user device or the second
user device. The system can detect whether authorization to perform the local transaction
according to the modified payment amnount has been received from the first and second user
devices, and process the local transaction by causing transfer of the modified payment amount.
Optionally, at least some of the modified payment amount 1s transferred from the reserve
account.

{0046] In some embodiments, the instructions further cause the system to process localization
information received from one or more of the first user device or the secoud user device so as ©
determine whether the first and second user devices are i proximity to each other. The systemn
can detect whether the authorization has been received in response to determining that the first
and sccond user devices are in proxirmity to each other based on the processed localization
information. Por example, the first and second user devices can be determined to be in proxumity
to cach other when the processed localization information indicates that the first and second user
devices are within a target distance of each other. The target distance can be determined based
on one or more of: a localizaton information type, an expected population density at a location

where the local transaction is to be conducted, a number of other user devices at the location
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where the local transaction is to be conducted, or a distance between the first and second user
devices when the transaction data was received.

{6047] In some embodiments, the localization information comprises one or more of: position
data, cell tower triangulation data, IP address data, or wireless access point data for one or more
of the first user device or the sccond user device. Alternatively or in combination, the
localization information can comprise a signal indicating that the first and second user devices
are in comupnunication with each other over a short range commaunication link.

{0048] In some embodiments, the one or more transaction parameters comprise a location where
the local transaction is to be conducted, and the instructions further cause the system to process
the locahization information so as to determine whether the first and second user devices are each
at the location where the local transaction is to be conducted. Alternatively or in combination,
the one or more transaction paramceters can comprise a time when the local transaction is to be
conducted, and the instructions can further cause the system to process the localization
information so as to determine whether the first and second user devices are in proximity to each
other at the time when the local transaction is to be conducted. Optionally, the one or more
transaction parameters are generated prior to determining that the first and second user devices
are in proximity (o cach other.

{0049] In some embodiments, the instructions further cause the system: fo generate one or more
digital tokens based on the one or more transaction parameters and transmit the one or more
digital tokens to cach of the first and second user devices. The one or more digital tokens can be
configured with the instructions to permit the first and second uscr devices to conduct the ocal
transaction in response to the first and second user devices exchaunging and validating their
respective digital tokens with each other. For instance, the one or more digital tokens can be
configured with the instructions to permit the first and second user devices to conduct the local
transaction independently of the one or more processors when cach of the tirst and second user
devices has received the one or more digital tokens. The one or more digital tokens can be
configured with the instructions to permit the first and second user devices to conduct the local
transaction without being connected to the one or more processors when cach of the first and
second user devices has received the one or more digital tokens.

{0056] In some embodiments, the one or more digital tokens comprise one or more transaction
requirements for the local transaction, and the one or more digital tokens are configured with
instructions to permit the first and sccond user devices to conduct the local transaction in
response to a determination that the one or more transaction requirements have been fulfilled.
The one or more transaction requirernents can comprise one or more of: the first and second user

devices being in proximity to cach other, the local transaction occurring at a predetermined
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location, the local ransaction ocourring at a predetermined time, 2 maximam payment amount
for the local transaction, or a mininwim payraent amount for the local transaction.

{6051} In some embodiments, the instructions further caose the system: to generate one or more
security codes based on the one or more transaction parameters and transmit the one or more
security codes to cach of the first and second user devices. The one or more security codes can
be configured to permit the first and second user devices to conduct the local transaction in
response to the fivst and second user devices exchanging and vahdating their respective security
codes with each other.

{0052} In another aspect, a method comprises providing a system as in any one of the
embodiments presented herein.

{0853} In another aspect, a method for improving reliability of a computer-based local
transaction using a first user device and a sccond user device is provided. The method can
comprisc generating one or more transaction parameters for the local transaction based on
transaction data received from the first and second user devices, the one or more fransaction
parameters comprising a payment amount for the local transaction.

{G054] In another aspect, a mobile device for improving reliability of a computer-based local
transaction conducted with a second mobile device is provided. The mobile device can comprise
Ofle OF MOIC Processors comprising memory configured with instructions executable by the one
or more processors to cause the mobile device to generate transaction data for a local transaction,
wherein the transaction data cornprises a payment amount for the local transaction, and transmit
the transaction data o a server.

{G055] In some embodiments, the mohile device is configured with the instructions to receive
one or more digital tokens from the server and transmit the one or more digital tokens to the
second mobile device. The mohile device can receive and validate a second one or more digital
tokens from the second mobile device and conduct the local transaction in response to validation
of the second one or more digital tokens.

{3056] In another aspect, a mobile device for improving reliability of a computer-based local
transaction with a second mobile device is provided. The mobile device can comprise a display
comprising a user interface configured to receive a user input, and one or MOIC PrOCESSOES
comprising memory configured with instructions executable by the one or more processors to
cause the mobile device to receive the user input and ransmit a signal to the second mobile
device in response to the user input.

{0057] In another aspect, a system for improving reliability of a computer-based local transaction
using a first user device and a second aser device is provided. The systemn can comprise one oy

more processors comprising memory configured with instructions executable by the one or more
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processors o provide a user interface on a display of one or more of the first user device or the
second user device.
[0058] Additional features of the present disclosure will become apparent by a review of the

specification, claims, and appended figares.

INCORPORATION BY REFERENCE
{05%] All publications, patents, and patent applications mentioned in this specification are
herein incorporated by reference in their entirety to the same extent as if each individual
publication, patent, or patent application was specifically and individually indicated to be

incorporated by reference.

BRIEF DESCRIPTION OF THE DRAWINGS
{6068] The novel features of the invention are set forth with particularity in the appended claims.
A better understanding of the features and advantages of the present invention will be obtained
by reference to the following detailed description that sets forth illustrative emnbodiments, in
which the principles of the invention are utilized, and the accompanying drawings of which:
{0061] FIG. 1 illusirates a systemn architecture for computer-based local transactions, in
accordance with embodiments;
[0062] FIG. 2A iHlustrates a server-based method for computer-based local transactions
performed by a transaction management system, in accordance with embodiments;
[6063] FIG. 2B illustrates a server-based method for computer-based local transactions
performed by a user device, i accordance with embodimnents;
{0064] FIGS. 3A and 3B illustraie a processing flow tor a server-hased method for computer-
based local transactions, in accordance with embodiments;
{0065] FIG. 4 illustrates a method for proximity detection using a transaction management
system, in accordance with embodiments;
{0066] FIG, A illustrates a client-based method for computer-based local transactions
performed by a user device, i accordance with embodimnents;
{0067] FIG. 5B illustrates a client-based method for computer-based local transactions
performed by a transaction management system, in accordance with embodiments;
[0068] FIGS, 6A through 6C illustrate a processing flow for a client-based method for
computer-based local transactions, in accordance with embodiments;
{0069] FIG, 7 tllustrates a user interface tor displaying a transaction posting, in accordance with
embodiments;

{0676] FIG. 8 lluswrates a user interface for submitting a transaction offer, in accordance with
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[0071] FIG. 9 illustrates a user nterface for displaying and selecting a transaction offer, in
accordance with embodiments;

{0072] FIG. 18 illustrates a user interface for communicating with a transacting party, in
accordance with embodiments:

{0073] FIG. 11 illustrates a aser interface for modifying transaction parameters, in accordance
with embodiments;

{0074] FIG. 12 llustrates a user interface for displaying a transaction confirmation, in
accordance with embodiments;

{0075] FIG. 13 tllustrates a user interface for displaying a transaction receipt, in accordance with
embodiments;

{0076] FEG. 14 illustrates a user interface for submitting a reservation offer, in accordance with
embodiments:

{0077] FIG. 15 illustrates a user interface for displaying and approving a reservation offer, in
accordance with embodiments; and

{0078] FIG. 16 illustrates a user interface for authorizing a modified reserve offer payment

amount, in accordance with embodiments.

DETAILED DESCRIPTION
{0079] The systems, methods, and devices of the present disclosure provide iroprovements to the
rehiabihity, flexibility, and security of local transactions performed with the aid of digital
processing devices, also referred to herein as “computer-based local transactions.” in some
cmbodiments, digital processing devices {c.g., mobile devices, smartphones, wearable devices
such as smart watches, tablets, laptop computers, personal computers, ¢tc.) are used to initiate
and/or conduct a computer-based local transaction. “Initiating a local transaction” may refer
herein to steps and processes involved in setting up a local transaction, e.g., creating a transaction
posting indicating a good for sale, creating a transaction offer indicating a proposed payment
amount for an offered good, accepting a transaction offer, arranging a time and location to mect
in person, cte. In some embodiments, initiation of a local transaction occurs before the buver and
seller actually meet in person. In alternative embodiments, a local transaction may be partially or
wholly initiated after the buyer and seller have met in person {e.g., the buyer decides to purchase
another item from the seller after meeting). “Conducting a local transaction” may refer herein to
steps and processes that occur after the buyer and scller bave met in person, ¢.g., negotiating the
final payment amount, agthorizing the final payment amount for the transaction, effecting
transfer of the payment, transferring the good to complete the transaction, etc. In some

embodiments, a transaction roanagement sysiem mediates various aspects of iniiating and
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conducting computer-based local transactions using digital processing devices in order o
improve the reliability, security, and flexibility of such transactions.

{00868] Although various embodiments herein are described in the context of local transactions
involving goods, this is not intended to be Imiting, and a person of ordinary skill in the art would
appreciate that the present disclosure is equally applicable to other types of local fransactions,
e.g., local transactions involving non-tangible products, property, services, etc.

[O081] Systews Architecture

{0082] Turning now the drawings, FIG. 1 illustrates a system architecture 100 for computer-
based local transactions, in accordance with embodiments. The system architecture 100 can
include a trapsaction management system 102, a plurality of user devices 104a-b, and a payment
processing system 106 connected to cach other via a network 108. The transaction management
systemn 102 can include a server (also referred fo herein as a “computer system” or “computing
systern”) configured to woplement the various methods described herein. The server can include
one or more of the digital processing devices or components theveof, as described further heretn
For example, the server can include a central processing unit (CPU, also “processor” and
“computer processor” bereiny, which can be a single core or nmlti core processor, or a plurality
of processors for parallel processing. The server can also include memory (e.g., random-access
memory, read-only memory, flash memory), data storage devices (¢.g., hard disks},
communications interfaces (e.g., network adapters) for communicating with one or more other
systerns and/or devices, and/or peripheral devices (c.g., cache, other memory, data storage and/or
electronic display adapters). The memory can include instructions executable by the one or more
processors of the transaction management system 102 to perform the methods described herein.
In some embodiments, the transaction management systemn 102 is imaplemented as a distributed
“cloud” computing system across any suitable combination of hardware and/or virtual computing
TCSOUICEs.

{0083] The wansaction management system 102 can be configured o communicate with a
plurality of user devices 104a-b used to perform a local transaction.  Although FIG. 1 depicts
two user devices 104a-b, it shall be appreciated that the system 100 can be configured o
accommodate any number of user devices. The term “user device” may be used herein to refer to
a digital processing device associated with {(e.g., belonging to and/or carried by) a user or party
invoived in a local transaction. For example, the user device 104a can be a device associated
with a buyer in a particular transaction and the user device 104b can be a device associated with a
seller in the transaction, or vice-versa. In some embodiments, a tocal ransaction involves a
single buyer user device and a single seller user device communicating with each other and/or the

transaction management system 102, In alternative embodiments, a plurality of different buyer
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user devices and/or a plurality of different seller user devices can be used to perform a local
transaction, such that different steps of the transaction procedure are performed by different
devices. For instance, a user can use a first user device to conduct a first part of the transaction
and a second, different user device to conduct a second part of the transaction. Optionally. each
user of the transaction management system 102 can have a user account registered with the
transaction roanagement systern 102, and each user can link or otherwise associate one or more
user devices with the user account. In such embodiments, a local wansaction can be conducted
using any combination of the user devices associated with the ransacting party’s user account. It
shall be appreciated that any method described herein as being performed between two user
devices {e.g., a single buyer user device and a single seller user device) can also be performed
using more than two user devices (g.2., a plurality of buyer user devices associated with a buver
account and/or a plurality of seller user devices associated with a seller account), and vice-versa.
{0084] In some embodiments, the user devices 104a-b are mobile devices (e.g., smartphones,
tablet computers, laptop computers, personal digital assistants, wearable computing devices,
handheld computing devices, etc.), such that the transacting partics arc able to bring their user
devices to the physical location where the local transaction is to be conducted. Each user device
can include one or more processors and memory configured with instructions to enable the user
device to perform the various methods presented herein. For example, the user devices 104a-b
can cach include a local software application (e.g., a mobile application or “mobile app™)
configured to perform the methods described herein, e.g., provide a user interface for receiving
user input and/or displaying output, transmit data to the transaction management system 102
and/or another user device, receive data from the transaction management system 102 and/or
another user device, ete. Alternatively or in combination, the user devices 104a-b can be used to
access a web-based software application (“web app”) configured to perform the methods herein
Additionally, each user device can include a display (c.g., monitor, touchscreen, ete.) and a user
input device (e.g., kevboard, mouse, touchscreen, etc.) configured to provide a user interface to
receive user input and display output to the user, in accordance with embodiments herein.
{0085] The wansaction management system 102 can communicate with the user devices 104a-b
via a network 108, The network 108 can inchide the Internet, intranet networks, extranet
networks, telecommunications networks, cellular networks, data networks, virtual private
networks ( VPNs), wireless networks, ocal area networks (LLANs), wide area networks (WANs),
or combinations thereof. The transaction management system 102 and user devices 104a-b can
be connected to the network 108 using wired and/or wireless commnunication technologies.
Communication between the transaction management system 102 and the user devices 104a-b via

the network 108 can generally conform to a client-server model, in which the transaction
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management systemn 102 (server) provides services and/or resources related to local fransactions
in response to requests from the user devices 104a-b (clients). Certain embodiments of the
present disclosure provide a server-based implementation for initiating and conducting local
transactions, while other embodiments provide a client-based implementation, as described
further berein.

{0086] In addition to communicating with the transaction management system 102, the user
devices 104a-b can also be configured to communicate with each other, e.g.., via the network 108
or directly without going through the network 108. Direct communication between the user
devices 104a-b can involve various types of communication methods, such as short range
wireless communication {e.g., Bluetooth®, near ficld communication, etc.), and can be mediated
by a local application (e.g., mobile app) and/or web application installed on the respective
devices. Direct communication between user devices 104a-b can be utilized in client-based
implementations of computer-based local transactions, as described in further detail herein.
{0087] In some embodiments, the transaction management systern 102 is commanicably coupled
to a payment processing system 106 via the network 108, The payment processing system 106
can include one or more servers configured to process and perform electronic financial
transactions, ¢.g., transfer payment from a buyer account to a seller account, place an
authorization hold on an account, etc. The various cmbodiments presented herein can be used
with various types of clectronic payment processing systems, including but not limited to
Automated Clearing House (ACH) systems, electronic funds transfer (EFT) systems, e-
commerce payment systems (e.g., PayPal®, Google Wallet®, Apple Pay®, Venmo®, Square®,
Stripe®, Braintree®, etc.), or credit card systems (¢.g., systems associated with a credit card
acquirer or issuer). Alternatively or in combination, the payment processing system 106 can
accommodate physical payment methods (e.g., receiving a physical check from a buyer and/or
issuing a physical check to a seller). In some embodiments, the transaction management system
102 communicates with the payment processing system 106 in order to process and complete a
local ransaction by asthorizing transfer of a payment amount from a buyer account to a seller
account {e.g.. via ACH to a seller’s bank account or e-comumerce account, 1ssuing a physical
check, etc.). The transaction managerent system 102 can also communicate with the payment
processing system 106 in order to perform one or more the following functions: place an
authorization hold on a buyer account, remove an avthorization hold from a buyer account,
transfer a payment amount from a buyer account to a reserve account, transfer a payment amount
from a reserve account to a buyer account, and/or transfer a payment amount from a reserve
account to a seller account, as discussed further herein. Optionally, the transaction management

system 102 can communicate with the payment processing system 106 to validate payment
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information for a user device {e.g., whether the credit card information provided by a user device
is valid, whether a buyer account includes sufficient funds for an transaction, etc.).

{0088] Server-Based Implementation for Computer-Based Local Transactions

[6089] Some embodiments of the present disclosare provide server-based implementations or
methods for performing computer-based local transactions using user devices. I such
embodiments, the user devices are connected to and inferact with the transaction management
system while the transaction is being conducted {e.g., when the buyer and seller are meeting in
person). The transaction management system may be responsible for mediating certain key steps
in the local transaction process, such as validating the devices for the transaction, checking that
authorization for the transaction has been received from both user devices, processing the
transaction by effecting payment transfer, and/or transmitting transaction confirmation to the user
devices. In some embodiments of the server-based implementation, the user devices may not be
able to conduct the local transaction if both devices are not connected to the transaction
management system.

{80907 It shall be understood that the discussion of certain embodiments in the context of server-
based implementations is not intended to be limiting, and that any of the steps or components
described herein with respect 1o a server-based implementation are equally apphcable to and can
be used in combination with any other implementation, such as the client-based implementations
presented herein, and vice-versa.

{0091] FIG. 2ZA illusirates a server-based method 200 for computer-based local transactions
performed by a transaction management system, in accordance with embodiments. The steps of
the method 200 can be performed by one or more processors of a fransaction management
system, e.g., the transaction management systemn 102 of the system 100. The transaction
management system can be in commuanication with two transacting user devices, ¢.g., via a local
application such as a mobile app installed on the user devices. Diata can be received from and
transmitted to the user devices via a network, as described herein.

{6092] In step 203, transaction data for a local transaction is received from first and/or second
user devices. The transaction data can include data related to a local transaction that has yet to be
conducted (e.g., the buyer and seller have not yet met in persony. Exaroples of such fransaction
data include but are not flimited to: the name of an offered good, a description of the offered
good, a payment amount for the offered good, a payment method to be used for the transaction, a
location where the transaction is to be conducted, a time where the transaction is to be conducted,
wentification information for the first and/or second user devices nvolved in the transaction,
and/or account information for user accounts associated with the first and/or second user devices.

In some embodiments, transaction data is generated by the first and/or second user devices
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during the process of initiating a local transaction, e.g., creating a transaction posting offering a
good for sale, creating a transaction offer responding to a transaction posting with a proposed
payment amount, and/or accepting a transaction offer. The transaction management system can
receive and store the transaction data genevated by the fivst and/or second user devices during
these interactions. Alternatively or in combination, the transaction data can include data
generated after the transaction has been inttiated. For instance, after a transaction offer has been
accepted, the buyer and seller can determine a time and locanon for the transaction to be
conducted, and communicate this information to the wansaction management system via the user
devices.

{6093] In step 210, one or more transaction parameters are gencrated based on the transaction
data. The transaction parameters can be for a local transaction that has been initiated but not yet
conducted. Examples of transaction parameters include but are not imited to: the name of an
offered good, a description of the offered good, a payment amount for the offered good, a
payment method to be used for the transaction, a location where the transaction is to be
conducted, a time where the transaction is to be conducted, identification information for the first
and/or second user devices involved i the transaction, and/or account information for user
accounts associated with the first and/or second user devices. In some embodiments, the
transaction management system processes the transaction data received from the first and/or
second user devices in order o determine the appropriate parameters for the transaction. For
instance, in response to receiving a notification that a transaction offer has been accepted, the
transaction management system can process the offer to determine a proposed payment amount
for the transaction o be conducted. As another cxample, the transaction management system can
process communications between the first and second user devices to determine whether a time
and/or location for the transaction has been specified. The generated transaction parameters can
be stored in a data storage device associated with the transaction management system.

[0094] In step 213, it 1s detected whether authorization to perform the local transaction has been
recetved from the first and second user devices. The authorization can be indicative of approval
from both the wansacting partics o perform the local transaction according (o ong or more
transaction parameters. For example, the first user device can fransmit an authorization
indicative of a proposed payment amount for the transaction, and the second user device can
transmit an authorization indicative of approval of the proposed payment amount. As another
cxample, the first user device can transmit an authorization indicative of a proposed payment
method for the transaction, and the second user device can transmit an authorization indicative of

approval of the proposed payment method.
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{6095] In some embodiments, some or all of the authorized transaction parameters are the same
transaction parameters generated in step 210, This may indicate that the buyer and seller have
agreed to perform the local wansaction according to the parameters that were imitially agreed
ugpon in the accepted ransaction offer. Alternatively or in combination, some or all of the
authorized transaction parameters may be different from the previously generated transaction
parameters. This may indicate that the buyer and seller have modified one or more parameters
from the accepted transaction offer. For mstance, the buyer and/or seller may modify the
proposed payment amount, e.g., if the buyer physically inspects the offered good and decides that
the initial price was too high, if the buver and seller renegotiate the price during the in-person
meeting, etc.

{0096] In such embodiments, the method 200 further includes an optional step of modifying the
one or more transaction parameters generated in step 210 in response 1o a request received from
the first and/or second user devices. The modified transaction parameters can include a modified
pavment amount (e.g., greater than ov less than an amount specified in step 210) and/or a
modified payment methoed (¢.g., different from the method specified in step 210). Accordingly,
step 215 can involve detecting whether authorization to perform the local transaction according
to the modified transaction pararneters has been received from the first and second user devices,
in order to ensure that both transacting partics have agreed to the proposed modifications. This
approach can be used t© acconunodate ad hoc negotiations that ray occur during an in-person
meeting, thus enhancing flexibility and convenience.

{3097] Optionally, the method 200 can include additional validation performed in combination
with step 215, and the transaction may be permitied to proceed only if the additional validation is
successful. For instance, the transaction management system can perform further checks on the
authorized transaction parameters, such as whether the authorized payment amount is within an
cxpecied range. An authorized payment amount that is significantly greater or less than the
initial amount in the accepted transaction offer may be indicative of fraudulent activity. The
fransaction management systems can be configured to prevent modification of the payment
amount beyond a predetermined miionm and/or maximum amount. As another example, the
fransaction management system can receive data indicative of the identity of the good from the
first and/or second user devices {(e.g., an image of the good, a scan of an identifier or barcode
associated with the good, ete.) to confirm that the buyer is receiving the correct item. This can be
beneficial for preventing scams in which an unscrupulous seller brings a different good to the
local transaction than what was initially offered in the transaction posting.

[0098] In step 220, the local ransaction is processed. The local transaction can be processed

according to the transaction parameters authorized by the first and second user devices in step
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2135, which may or may not have been modified relative to the parameters generated in step 210
as discussed herein. For instance, processing of the local transaction can involve causing an
authorized payment amount 0 be transferred, e.g., from an account associated with a buyer to an
account associated with a seller. In some embodiments, the pavment wansfer is performed in
accordance with a specified payment method {e.g., credit card, debit card, PayPal®, Google
Wallet®, Apple Pay®, Venmo®, Square®, Stripe®, Braintree®, etc.), such as a payment method
specified by the authorized transaction parameters in step 215. The transaction management
system can process the local transaction by transmitting instructions {0 a payment processing
system in order to effect the payment transfer according to the payment method, as discussed
above and herein. Optionally, the payment processing system can respond o the transaction
management system by confirming whether the payment transfer was successful, and this
confirmation can be subseguently communicated to the first and sccond user devices (e.2., as a
displayable transaction receipt). Once the user devices have received confirmation that the local
transaction was successtully processed, the offered good can be transferred from the seller to the
buyer in order to complete the local transaction.

{00991 The tming of the steps of the method 200 may be related to the stage of the local
transaction. In some embodiments, as indicated by the dashed line, steps 205 and 210 are
performed before the local transaction has been conducted (e.g., before the buyer and selier have
met i person to conduct the transaction), while steps 215 and 220 are performed when the local
transaction is being conducted (e.g., during the in-person mecting between the buyer and seller).
The transaction management system can be configured to determine whether the transaction is
heing conducted and automatically proceed to step 215 if appropriate. For instance, the
transaction management system can receive an input signal from the first and/or second user
devices indicating that the transaction is being conducted (¢.g., user input indicating that the
buyer is with the seller and is ready to procecd). Optionally, the transaction management system
can use other methods besides vser input to detect whether the transaction is being conducted
{e.g., locabization information, as discussed finther herein}. In alternative embodiments, the
method 200 can be performed without considering the stage of the local transaction.

{00100 FiG, 28 illustrates a server-based method 250 for computer-based local
transactions performed by a user device, in accordance with embodiments. The steps of the
method 230 can be performed by one or more processors of a user device involved in a
computer-based local transaction, e.g., user device 104a or 104b of the system 1060, The user
device can be in comununication with a transaction rnanagement systern, such as a transaction
management systemn configured to perform the method 200, In some embodiments, all of the

steps of the method 250 are performed using a single user device. Alternatively, some or all of
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the steps of the method 250 can be performed using a plurality of ditferent user devices (e.g.. a
plurality of user devices associated with the same user account).

{00101} In step 255, transaction data for a local transaction is generated. The transaction
data can be similar to the transaction data described herein with respect to step 205 of the method
200. Exemplary transaction data can inchide one or more of! the name of an offered good, a
description of the offered good, a payment amount for the offered good, a payment method to be
used for the transaction, a location where the transaction is to be conducted, a time where the
transaction 18 to be conducted, identification information for the first and/or second user devices
involved in the transaction, and/or account inforrpation for user accounts associated with the first
and/or second user devices. The transaction data can be generated based on user input recetved
via a displayed user interface, such as a user mterface generated by a local application and/or
web application on the user device. Such user input can be received during the process of
initiating a local transaction {e.g., creating a transaction posting offering a good for sale, creating
a transaction offer responding to a transaction posting with a proposed payment amount, and/or
accepting a transaction offer) and/or afier the transaction has been initiated, as discussed herein.
{00102] In step 260, the transaction data is transmitted o a transaction management
system, e.g., via a network. Steps 255 and 260 can be performed prior to step 205 of the method
200, such that the transaction management system recetved and responds to the transaction data
generated by the user device.

[00103] in step 265, authorization to perform the local transaction is transmitted to the
transaction management system. The authorization can be transmitted in response (0 receiving
uscr input indicating approval to perform the local transaction according o one or more
transaction parameters. For instance, the user device can provide a user interface displaying one
or more proposed parameters for the transaction (e.g., a payment amount and/or method), and the
user inpait can indicate acceptance or rejection of the proposed parameters. In some
embodiments, the transaction parameters are generated by the transaction management system
based on the transaction data generated and transmitted in steps 255 and 260. Generation of
transaction parameters can be performed as discussed herein with respect to step 210 of the
method 200,

[00104] In some embodiments, the method 250 includes an optional step of transmitting a
request to the ransaction management systemn to modify one or more transaction parameters for
the local transaction system. The request can be gencrated based on user input received from a
displayed user interface indicative of a proposed modification to one or more parameters {(e.g., an
increased or decreased payment amount). The user device may be subsequently prompted by the

transaction management system to provide authorization for performing the local transaction
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according to the modified parameters. Alternatively, the transmittal of a requested modification
may be freated as an authorization.

{60105} Similar to the method 200, the timing of the steps of the method 250 may be
related to the stage of the local ransaction. In some embodiments, as indicated by the dashed
line, steps 255 and 260 are performed before the local transaction has been conducted, while step
260 is performed when the local transaction is being conducted. The user device can be
configured to determing whether the transaction is being conducted and automatically proceed to
step 260 if appropriate, e.g., by displaying an authorization user interface for receiving user input
authorizing the transaction. For instance, the user device can receive an input signal from the
user indicating that the transaction is being conducted (e.g., user input indicating that the buyer is
with the seller and is ready to proceed). Optionally, the user device can use other methods
besides user input to detect whether the transaction is being conducted (e.g., localization
information, as discussed further herein). In some embodiments, the user device receives a
signal from the transaction management system indicating that the transaction is being conducted
and autornatically proceeds o step 260 in response to the signal. In alternative ermmbodiments, the
method 250 can be performed without considering the timing of the local transaction.

[60106] In such embodiments, one or more steps of the method 250 can be performed in
coordination with one or more steps of the method 200.  For example, steps 255 and 260 of the
method 250 can be performed prior to siep 205 of the method 200, and step 265 of the method
230 can be performed prior to step 213 of the method 200.

{60197] FIGKS, 3A and 3B illustrate a processing flow for a server-based method for
computer-based local transactions, in accordance with embodiments. The processing flow can
include a fivst processing flow pottion 300a (see FIG. 3A) performed prior fo conducting the
local transaction (e.g., before the buyer and seller have met in person) and a second processing
flow portion 300b (see FI{. 3B) performed while the local transaction is being conducted {e.g.,
when the buyer and seller are mecting in person}. The various steps of the processing flow can
be performed by one or more user devices assoctated with a seller (e.g., seller user device 302},
one or more user devices associated with a buyer (e.g., buyer user device 306), and/or a
transaction management system 304, as indicated by the respective regions in FIGS, 3A and 3B
separated by the dashed Hnes. One or more steps of the processing tlow depicted in FIGK. 3A
and 3B can be used in combination with any embodiment of the methods described herein, such
as the methods 200 or 250. It shall be appreciated that any of the steps depicted herein may be
optional, combined with any other step, or substituted {or any other step.

{00108] Referring to FEG. 34, in step 308, a transaction posting is generated by the seller

user device 302. The transaction posting can include one or more of the following types of data:
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identification information for the device and/or user that generated the posting, the name of the
zood being offered for sale, an tmage of the good, a description of the good (.., type of good,
condition, location, seller-generated description), timing information indicating when the
transaction posting was created, a proposed price for the good, and/or a proposed payment
method for the good. In some embodiments, the transaction posting data is received as user input
via a displayed user interface on the seller user device 302, and the transaction posting is
generated based on the received data. Alternatively or in combination, some or all of the
transaction posting data can be generated automatically by the seller user device 302 (e.g.,
location information is automatically determined and generated). The seller user device 302 may
need to be logged into a user account registered with the tansaction management system 304
before a transaction posting can be generated. In step 309, the transaction posting is received and
stored by the transaction management system 304 (e.g., in a transaction posting database).
[00109] in step 310, the transaction posting is displayed on a buyer user device 306, e.g.,
via a user interface. In some embodiments, the transaction posting is transmitted to the buyer
device 306 from the trausaction management system 304 in response to a request from the buyer
device 306. For cxample, the buyer device 306 can provide a user interface allowing a user to
input a search request for transaction postings {¢.g., based on the name of the good, type of good,
description, price range, location, posting date, seller name, etc.) and transmit the search request
to the transaction manageroent system 304, Inresponse, the transaction management systern 304
can search the posting database and return postings that match and/or are relevant to the search
request.

{00110] In step 312, the buyer user device 306 is used 1o select a payment method for the
displayed transaction. As discussed above and herein, the systems, methods, and devices of the
present disclosure are suitable for use with a wide variety of payment methods, including both
physical payment methods and clectronic payment methods. In some embodiments, different
types of payment methods are displayed on the buyer user device 306 for selection. {f an
electronic payment method is selected, the user may be prompted to input payment information,
e.g., credit or debit card information, user account information, etc. In some embodiments, step
3172 is optional, such that the user is not required to select any payment method, or may delay
selecting the payment method until the transaction is ready to be finalized and processed.
{00131} In step 314, the transaction offer is submitted by the buyer device 306. The
buyer user device 306 may need to be logged into a user account registered with the transaction
management system 304 before a transaction offer can be submitted. The submitted transaction
offer can inclide one or more of! a proposed payment amount for the good, a proposed payment

method for the good, a proposed time for conducting the location transaction, a proposed location
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for conducting the location transaction, and/or identification information for the device and/or
user that submitted the transaction offer. In some embodiments, the submitted fransaction
inchudes at least a proposed payment amount for the good. The proposed payment amount may
be the same as the asking price specified in the fransaction posting, or may be different {(e.g.,
higher or lower). In step 315, the transaction offer is received and stored by the transaction
management system 304 (e.g., in a transaction offer database).

[00112] In step 316, the transaction offer is displayed on the seller user device 302. In
some embodiments, the transaction offer is transmitted to the seller device 302 from the
transaction management system 304 in response to a request from the seller device 302, For
instance, the seller device 302 can transmif a request {o transaction management system 304 for
all transaction offers that were submitted for a particular transaction posting. In response, the
transaction management system 304 can search the offer database and return related transaction
offers. The transaction offers can be displaved on a user interface that permits the user to further
search and/or filter the offers, e.g., based on proposed payment amount, proposed payment
method, etc.

{00113] In step 317, a transaction offer is accepted by the seller user device 302, e.g.,
based on user input received via the user interface. The seller user device 302 (and/or the seller
user account associated with the seller user device 302) may only be allowed to accept a single
transaction offer at a time. The acceptance can be transmitted to the transaction management
systern 304, which can in transmit a notification to the buyer user device 306 indicating that the
offer has been accepted. In step 318, the ransaction management system responds {o the
acceptance by generating and storing transaction parameters for the accepted local transaction,
¢.g., i a database of parameters for pending local transactions. Optionally, the generated
transaction parameters can be transmitted to and displayed on the seller user device 302 and/or
buyer user device 306, e.g., as a confirmation of the pending transaction. As discussed above
and herein, the transaction parameters can be generated based on transaction data received from
the seller user device 302 and/or buyer user device 306, such as data associated with the
transaction posting, transaction offer, and/or acceptance of the ansaction offer. Optionally,
additional transaction parameters can be specified and/or modified after step 318, c.g., if the
buver and seller decide upon a time and location for conducting the transaction after the
transaction offer is accepted.

{001 14] Referring to FHG. 3B, in steps 322 and 324, the seller user device 302 and buyer
user device 306 each connect to the transaction management systern 304, e.g., via a network
connection. The connecting may indicate a request by the seller user device 302 and buyer user

device 306 to proceed with the local transaction. In step 326, the transaction management system
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304 validates the seller user device 302 and the buyer user device 306 for the transaction. The
validation process may involve verifying that the seler user device 302 and the buyer user device
306 are the same devices that were used to initiate the local transaction as depicted herein in
steps 308 through 317 of the flow portion 300a. In such embodiments, it may not be possible for
a user to use one device to initiate a local transaction (e.g., perform one or more of the steps in
flow portion 300a) and use a different device to conduct the transaction {e.g., perform one or
more of the steps in flow portion 300b). Alternatively or in combination, the validation process
may involve verifying that the seller user device 302 and the buyer user device 306 are associated
with the same user accounts that were used to initiate the local transaction {e.g., used to perform
steps 308 through 317). In such embodiments, it may possible for a user to initiate and conduct
the local transaction using different devices, as long as the user account is the same for both
procedures.
[00115] Validation of device and/or user account identity can be performed in various
ways. For example, the transaction parameters generated and stored by the transaction
management systern 304 can include identification information for the device and/or user
account. In such embodiments, step 326 can involve detecting whether the identification
information of the devices and/or accounts connected to the transaction management system 304
matches the stored identification information. Alternatively or in combination, the validation
procedure can be performed based on localization information, as described further herein, The
of such validation procedures can improve the security and reliability of the local transaction
process by reducing the risk of spoofing and fraud. In some embodiments, validation is
performed automatically by the transaction management system 304 once both devices are
connected. The validation can be performed without requiring any user input into the seller user
device 302 and/or buyer user device 306. Alternatively, the validation may involve entering user
input{e.g., a password or PIN} into the seller user device 302 and/or buyer user device 306, as
discussed further herein.
[00116] In step 328, if both devices are validated, the transaction management system 304
can permit the transaction to proceed. Optionally, in steps 330 and 332, the seller user device
302 and/or buyver uscr device 306 can modify one or more of the transaction parameters,
respectively, such as by transmitting a request for modification (e.g., of the payment amount
and/or payment method) to the transaction management system 304 as discussed herein. In steps
334 and 336, the seller user device 302 and/or buyer user device 306 respectively authorize
processing the transaction according to one or more transaction parameters. As described herein,

if the transaction parameters were modified {e.g., during steps 334 and/or 336), the seller user
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device 302 and buyer user device 306 will both authorize the modifications before the transaction
can proceed.

{60117} In step 338, the wransaction management system 304 detects whether both devices
authorized the transaction. I authorization was received from both devices, the transaction
management system 304 processes the transaction, £.2., by comapunicating with a payrment
processing system to effect transfer of the authorized payment amount. The payment processing
system can respond fo the transaction management system to confirm whether the requested
transfer was successful. In step 340, the wansaction management system 304 transmits a
transaction confirmation to the seller user device 302 and buyer user device 306, which can then
be displayed on the respective devices in steps 342 and 344, vespectively. This can provide
immediate confirmation to the seller that the payment was successfully received and that the
good can now be transferred to the buyer.

[00118] Once the transaction management system 304 detects that the local transaction has

1
3

been completed (e.g., by transmuttal of the transaction confirmation 340), the system 304 can
remove the fransaction posting from the posting database and automatically decline all pending
transaction offers. The transaction management systern 304 can optionally request feedback data
for the compieted wransaction from the seller user device 302 and/or buyer user device 306, e.g.. a
quality rating for the particular seller and/or buver. The quality rating may be displayed in future
transaction postings and offers produced by the seller and/or buyer, thus allowing potential
transacting parties to assess their reliability and trustworthiness.

{60119] In some embodiments, if the transaction is not completed within a predetermined
amount of time, the transaction management systern 304 causes the transaction to automatically
cxpire. The predetermined time interval can be at least one week, at least two wecks, at least
three weeks, or more since the initial acceptance of the transaction offer. Alternatively or in
combination, the transaction may expire if the transaction management system 304 receives an
indication from the seller user device 302 and/or buyer aser device 306 that the transaction will
not be completed. If the transaction expires, the buyer user device 306 may need to reinitiate the
local transaction by submitting a new transaction offer.

{0G120] Reservation Offer

{00121} In some embodiments, the payment amount for the good is not transferved from
the buyer account until the final ransaction parameters have heen authorized by both parties.
Alternatively, in an optional “reservation offer” approach, the buyer user device can authorize
transter of a proposed payment amount from the buver account to a reserve account before the
transaction is conducted (e.g., before the transacting parties meet). In some embodiments, the

processing flow for performing a local transaction using a reservation offer is similar to the
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processing flow depicted in FEGS. 3A and 3B, but with one or more of the modifications
described below.

{60122} In step 312, the buyer user device 306 is requived to select an electronic payment
method and input payment information in ovder to generate a reservation offer. In step 314, the
reservation offer is submitted to the transaction raanagement systera 304, The reservation offer
includes at least a proposed payment amount and the payment method selected i step 312, The
transaction management system 304 receives and stores the reservation offer in step 315, e.g., in
a reservation offer database. In step 316, the reservation offer is transmitted to and displayed on
the seller user device 302. The reservation offer can be displayed separately from regular
transaction offers for the posting, e.g., on a different user interface. Alternatively, the reservation
offer can be displayed in conjunction with regular transaction offers, but with some indication
that allows the seller to differentiate i from the regular transaction offers. In some embodiments,
there is a tirne limit associated with reservation offers, such that the seller user device 302 only
has a certain amount of time to respond to the reservation offer {e.g.. within 48 hours) and the
reservation offer is automatically declined if the seller user device 302 does not respond.

{00123] In step 317, a reservation offer is accepted by the seller user device 302, The
seller user device 302 (and/or the seller user account associated with the device 302) may only be
allowed to accept a single reservation offer for a transaction posting at a time. The acceptance
can be transmitted fo the transaction managemexnt system 304, which can transmit a notification
to the buyer vser device 306 indicating that the reservation offer has been accepted. A similar
netification can be transmitted to the buyer user device 306 if the seller user device 302 declings
the reservation offer,

[00124] in step 318, the ransaction management system 304 responds o the acceptance
by generating and storing transaction parameters for the accepted local transaction, as discussed
hercin. The transaction parameters can include data indicating that the local transaction is
specifically to be conducted using payment from a reserve account, rather than the other payment
methods described herein. Additionally, the transaction management systemn 304 can respond to
the acceptance by causing the payment amount specified by the reservation offer to be wansferred
from a buyer account to the reserve account (¢.g., by communicating imstructions to a pavment
processing systenmy). The reserve account can be an account that is associated with the transaction
management system 304, and not with the buyer user device 306 or the seller user device 302.
Once the payment amount has been successfully transferred, the transaction management system
304 can transmit a notification indicating that the transfer has occurred to the seller user device

302 and/or buyer user device 306.
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[00125] Subsequently, the local wransaction can be conducted similar to the embodiments
described herein with respect to FEG. 3B, with the modification that in step 338, the transaction
management system 304 processes the transaction by causing transfer of the payment amount
from the reserve account w an account associated with the seller user device 302, Optionally, the
reservation offer approach can be designed to accommeodate modifications to the payment
amount that may occur in step 330 and/or 332, e.g., due to ad hoc negotiations between the buyer
and seller. For example, if the final payment amount authorized in steps 334 and 336 is less than
the payment amount that was initially transferred to the reserve account, the difference can be
credited back to the buyer account. Conversely, if the final authorized payment amount is greater
than the payment amount in the reserve account, the buyer user device 306 may be prompted to
authorize transter of the difference to the reserve account and/or provide the difference through a
ditferent payment method.

[00126] Alternatively, the payment amount can he transferred back to the buver account if
the transaction management system 304 determines that the wansaction will not be completed.
The determination can be made based on an indication fror the seller user device 302 and/or
buyer user device 306 that the local transaction will not be completed. Alternatively or in
cormbination, the transaction can avtomatically expire if a predetermined amount of tme has
clapsed since the initial acceptance of the reservation offer (e.g., at least one week, at least two
weeks, at least three weeks, ete.). In such erobodiments, the buyer user device 306 may need to
reinitiate the local transaction by submitting a new reservation offer.

(601271 A reservation offer can serve as an indication to the seller that the buyer is more
firmly committed to corapleting the local transaction and purchasing the item. Some scllers may
preferentially choose to transact with buvers who submit reservation offers, since a reservation
offer demonstrates that the buver is willing and able to advance sufficient funds to complete the
transaction. Accordingly, the use of reservation offers may be advantageous in situations where
multiple buyers are competing to purchase an offered good.

[O03128] Proximity-Based Features

{60129] in some embodiments, the systems, methods, and devices herein incorporate ong
or more features based on proximity between a buyer user device and a seller user device. Ina
computer-based local transaction, proximity between the buver and seller user devices may
indicate that the buyer and seler are in physical proximity to each other and are ready to conduct
the transaction. Accordingly, various embodiments herein implement methods for determining
whether a buver user device and seller user device are in proximity to cach other, and

avtomatically performing one or more fanctions in response to the determination. The
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proximity-based features described herein can inprove security and reliability by providing
additional transaction validation, while also enhancing user convenience.

{60130} FIG. 4 illustrates a method 400 for proximity detection using a transaction
management system, in accordance with embodiments. Similar to other embodiments herein, the
steps of the method 400 can be performed by one or more processors of a transaction
management system for mediating a local transaction between fivst and second user devices. In
some embodiments, the method 400 is performed after a local transaction has been initiated as
described herein. For instance, one or more steps of the method 400 can be performed after step
210 of the method 200 and/or before step 215 of the method 200. Alternatively or in
combination, one or move steps of the method 400 can be performed as part of or as a substitute
for a validation process performed by the transaction management system when a focal
transaction is being conducted, e.g., as part of or as a substitute for steps 326 and 328 of the
processing flow presented n FIGS. 3A and 3B.

§00G131 5 i step 405, localization information is veceived from the fivst and/or second user
devices. Localization information can include any data related to the location of a user device,
including global location data {c.g.. relative to a global reference frame or coordinate system)
and/or relative location data {(e.g., relative to the lpcation of the another sser device). In some
cmbodiments, localization information inchides one or more of: global positioning system (GPS)
data or other position data, Wi-Fi-based positioning system (WPS) data or other wireless access
point data, 1P address data, Bluctooth® data, near field cormamunication data, and/or GSM
trianguiation data or other data based on cell tower triangulation. Optionally, the localization
information can include a signal indicating that the first and second user devices are in
communication with each other over a short range communication link, such as Bluctooth®
communication or near field coramuuication. In such embodiments, it may be sufficient to
receive the localization information from a single user device rather than both user devices. The
localization information can further inchide a time stamp or other teraporal data indicating the
time at which the localizaton information was generated and/or received.

[00132] i1 step 410, the localizadon information is processed to determine whether the
first and second user devices are in proximity to each other. For instance, focalization
information received from the first user device can be processed to determine a location of the
first user device and localization information received from the second user device can be
processed to determine a location of the second user device. The locations of the first and second
user devices can then be compared to each other to determine proximity.  As another example,

localization wformation indicating that the first and second user devices are i communication
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with cach other via a short range communication link may be suafficient to establish that the
devices are in proximity to cach other.

§003133] In some embodiments, the first and second user devices are considered to be in
proximity to cach other when they are within a target distance of cach other. In some
cmbodiments, the target distance is less than about 5 feet, less than about 10 feet, less than about
15 feet, less than about 20 feet, less than about 50 fect, or less than about 100 feet. The target
distance can be within a vange from about 5 feet to about 25 feet. The target distance may be a
fixed value. Alternatively, the target distance may vary, e.g., based on the expected accuracy of
the localization information, the expected number of other individuals and/or devices at the
transaction location, and/or the imitial distance between the first and second user devices {g.g., at
the time the transaction was initiated). In such embodiments, the target distance can be
determined based one or more of: the focalization information type, the expected population
density at the location where the local transaction is to be conducted, the number of other user
devices at the location, or a distance between the first and second user devices when the
transaction was initiated (e.g., when transaction data such as a transaction posting or transaction
offer was received). The use of a variable target distance may be advantageous in terms of
improving the rehability and accuracy of proximity detection while reducing the rate of false
positives.

{00134] i1 step 415, the local transaction is allowed to proceed if the first and second user
devices are in proximity to each other. For instance, if the transaction management systern
determines that the first and second user devices are in proximity, the system can then proceed o
step 215 of the method 200 to detect authorization from the first and second user devices. In
some embodiments, the proximity detection is part of the validation performed by the transaction
management system {e.g., in step 326), such that the transaction is not allowed to proceed if the
devices are not in proximity. This may be beneficial for reducing the incidence of fraud in
computer-based local transactions.  As another example, certain behaviors can be automatically
triggered when the first and second user devices are in proximity to cach other. In some
embodiments, when proximity is detected, the user devices auntomatically display a user interface
prompting the buver and/or seller to indicate whether they are ready to proceed with the
transaction. Optionally, the proximity-based behaviors presented herein can include displaying
alerts {e.g., visual, audio, haptic, etc.) via the first and second user devices to notify one party that
the other party has arrived at the transaction location and/or is within a certain distance. In some
embodiments, when proximity is detected, the user devices automatically display a user interface
mapping the locations of the two devices relative to cach other {e.g., & “radar”-type map) so as t©

facilitate the transaction pasties finding cach other.
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{00135] As discussed above and herein, the transaction parameters previously generated
and stored by the transaction management system (e.g., during step 210 of the method 200,
which may be performed prior to the method 400) can include a location and/or time where the
transaction is to be conducted. In such embodiments, the method 400 can optionally involve
comparing the localization information to the stored transaction parameters to determine whether
the first and second user devices are in proximity at the location and/or time specified by the
stored parameters, and allowing the transaction to proceed as described herein if the first and
second user devices are in proximity at the specified location and/or tirne. This approach can
reduce false positives that may occur if the buyer and seller happen to encounter each other at a
ditferent location and/or time, e.g., for reasons unreiated to the transaction. Additionally, these
steps can be implemented as part of or as a substitute for a validation process performed by the
transaction management system when a local transaction is being conducted, e.g., as part of or as
a substitute for steps 326 and 328 of the processing flow presented in FIGS. 3A and 3B. Insuch
embodiments, the transaction may not be allowed o proceed if the user devices are not in
proximity at the specified location and/or time. The use of such location and/or time-based
validation can further improve transaction security and reliability.

{06136} Client-Based Implementation for Computer-Based Local Transactions
{00137} In some embodiments, the present disclosure provides client-based
implementations and methods for performing computer-based local transactions using user
devices. The client-based toplementation may also be referred to as a peer-to-peer
implementation (P2P). In such embodiments, some or all of the steps of the transaction can be
performed by the user devices independently of the transaction management system. For
instance, some or all of the steps of the transaction can be performed without one or more both
devices being connected to the transaction management systern. Accordingly, the user devices
may be responsible for mediating certain key steps in the local transaction process, such as
performing validation, checking for authorization, and/or processing the transaction. This client-
based approach may be advantageous in situations where connectivity to the transaction
management systems is unreliable or unavailable, e.g., when the buyer and seller are meeting ina
location with poor Internet connectivity.

{00138] FIG. 54 illustrates a client-based method 500 for computer-based local
transactions performed by a user device, in accordance with embodiments. The steps of the
method 500 can be performed by one or more processors of a first user device involved in a
computer-based local transaction. The user device can be i communication with a transaction
management systern and/or a second user device. In some embodiments, one or more steps of

the method 500 are performed while the user device is not in communication with the transaction
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management systemn. For example, as indicated by the dashed lines, steps 505, 510, and 525 may
be performed when the user device is communicably coupled to the transaction management
system, while steps 515 and 520 may be performed when the user device is not communicably
coupled to the transaction management systent.  In some embodiments, all of the steps of the
method 500 are performed using a single user device. Alternatively, some or all of the steps of
the method 300 can be performed using a plurality of different user devices (e.g., a plurality of
user devices associated with the same user account).

{00139] In step 505, wansaction data for a local wansaction is generated and transmitted to
a transaction management system. Step 503 may be performed similarly to steps 255 and 260 of
the method 250 previousty described hereti.

{00140] In step 510, verification data is received from the transaction management system.
The verification data can be any data that can be exchanged between the first and second user
devices in order to allow the devices to validate each other (e.g., verify that the device identity is
correct) and/or the transaction {e.g., verity that the transaction is occurring at the expected time,
location, etc.). The verification data can be specific to the particular transaction to be conducted
and/or the user devices involved in the transaction. Verification data can include one or more of
digital tokens, digital keys, digital signatures, security codes (e.g., PINs}, and the like. For
cxample, the verification data can include one or more digital tokens configured with instructions
to permit the user devices to conduct the transaction in response to the devices exchanging and
validating their respective digital tokens with each other. Various types of digital tokens are
suitable for incorporation in the embodiments herein, such as “smart” software tokens configured
with instructions to perform functions such as encryption, decryption, validation, etc., as well as
other token-based approaches known to one of ordinary skill in the art. n some embodiments, a
token system is implemented in conjunction with a thivd-party system {(c.g., Apple Pay®, Touch
ID®, etc.), in order to integrate with existing universal token issucrs and/or systems. This
approach can be beneficial in terms of facilitating transactions with multiple different types of
devices.

{60141} As another example, the verification data can inclade one or more security codes
configured to permit the user devices to conduct the transaction in response to the devices
cxchanging and validating their vrespective security codes with each other.  The verification data
can be uniquely generated and/or encrypted such that it would be relatively difficult to replicate,
mimic, or guess the verification data, in accordance with methods known to one of ordinary skill
in the art. Optionally, to further troprove security, the verification data can be configured to

expire after a predetermined amount of time if not successfully validated in a transaction. The
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use of verification data enables client-based validation performed by the user devices
independently of the transaction management system, as discussed further herein.

§003142] In some embodiments, the verification data inclodes and/or implements one or
more fransaction requiremnents that need o be fulfilled before the wansaction is permitted to
proceed and/or can be authorized. For instance, the transaction requirement can specify that the
transaction roust be performed at a predetermined time and/or location.  As another example, the
transaction requirement can lmit the modifications that can be made to the transaction
parameters, e.g., the payment amount for the transaction must be within a predetermined range,
greater than a predetermined minimurm value, and/or less than a predetermuined maxtmum value.
Exemplary transaction reguirements can include one or more of the following: the user devices
being in proximity to cach other, the local ransaction occurring at a predetermined location, the
local transaction occurring at a predetermined time, a maximum payment amount for the local
transaction, or a minimum payment arnount for the local fransaction. Accordingly, the validation
procedure can further involve verifying that the transaction requirements have been met, as
discussed further herein.

{00143] In step 5185, verification data is exchanged and validated with a second user
device. Exchanging verification data can involve transmitting the verification data received in
step 510 to the second user device, and receiving verification data into the second user device. In
some embodiments, transmaission of the verification data is performed by manually inputting the
verification into the user device. For example, the buyer can input a buyer security code into the
seller user device and/or the seller can input a seller security code into the buyer user device. In
other embodiments, transmission of the verification data is performed by the devices using direct
communication methods {¢.g., Bloctooth®, near field communication), such that no user inputis
needed. For instance, the user device can automatically transmit one or more digital tokens to the
second user device, and vice-versa.

(0031441 The verification data received from the second user device can then be validated
by the first user device. Vahdation of verification data such as digital tokens, security codes, etc.
can be performed in accordance with methods known o one of ordinary skill in the art. In some
embodiments, the user device 18 configured to perform the validation independently of the
transaction management system, such that the user device can be configured to perform the
validation even when the user device is not connecied to the transaction management system
(e.g., is offline). Successful validation of the verification data can indicate that the identity of
the other user device and/or a user account associated with the other user device is valid, and/or

matches the user device and/or user account used to initiate the transaction.
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[00145] Optionally, the validation procedure can involve confirming that one or more
transaction requirements specified by the verification data have been fulfilled. For example, the
user device can determine ifs current location and/or the current location of the second user
device (e.g., using localization information as discussed herein), then verify whether the user
devices are both at the predetermined location for the transaction specified by the transaction
requirement. Similarly, the user device can determine and compare the current time to a
predetermined transaction time specified by the transaction requivement. In some embodinents,
the transaction requirernent may require that the two user devices are 1 proximity to each other
{e.g., within a target distance of cach other) before the transaction can be performed. The uvser
device can determine #is proximity to the second aser device in accordance with the localization
methods discussed herein. Alternatively or in combination, the digital tokens described herein
can be configured with instructions for performing validation of the transaction requircments.
(003146} if the user device successfully validates the vertfication data from the sccond user
device and vice-versa, the user devices are permitted to conduct the local ransaction. As
described berein, conducting the local transaction can involve modifying one or more fransaction
parameters (¢.g., payment amount, pavment method). The modifications can be communicated
directly between the user devices, without requiring interaction with the transaction management
systermn. Optionally, the modifications may be required o conform to one or more transaction
requirerments specified by the verification data. Conducting the local transaction can also involve
transmitting an authorization to the second user device indicative of an approval to perform the
local transaction according to onc or more fransaction parameters, as well as receiving a
corresponding authorization from the second user device. Once the authorizations have been
mutually transmitted and received, the buyer and seller can be prompted (e.g.. via a message
displayved on a user interface of the user device) to finalize the transaction by transferring the
good to the buyer.

(03147} in some embodiments, the user device and/or second user device are configured to
commmumnicate with a payment processing system to authorize processing of the transaction and
transter of payment to the selier. Accordingly, the local ransaction may be completed by the
user device and/or second user device without further involvement from the transaction
management system, such that steps 520 and 525 are optional. In other embodiments, however,
the user device and/or second user device may not be configured to communicate with the
payment processing system to cause payment transfer. In such embodiments, it may be
necessary for the user device and/or second user device to notify the transaction managerment

system that the local transaction has been conducted, so that the transaction management system
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can then communicate with the payment processing system to process and complete the local
fransaction.

{00148} Accordingly, in step 520, authorization data for the local transaction is generated
by the user device. The authorization data can be generated in response to a determination that
both the uscr device and the second user device have authorized conducting the transaction
according to one or more transaction pararneters. Such a determination can be made, for
example, based on whether the user device has transmitted an authorization to the second user
device and received a corresponding authorization from the second user device. The
authorization data can inclode a digital key, digital token, digital security, security code, or the
like that serves as an indication that both parties have authorized the transaction. The
authorization data can be uniquely generated and/or encrypted such that it would be relatively
ditficult to replicate, mimic, or guess the authorization data, in accordance with methods known
to one of ordinary skill in the art.

[00149] In step 525, the authorization data is transmitted to the transaction management
system. The authorization data may be transmitted automatically once the user device connects
to the transaction management system, without involving any input from the user. The
transaction management system can respond to the asthorization data by processing the local
transaction {o transfer payment to the seller, as discussed further herein. In such embodiments,
the buyer and seller may have already exchanged the good prior to step 525, such that the seller
is not actually paid untif a later tirne when the user device is able to connect to the transaction
management systemnt.

{00130] The timing of the steps of the method 300 may be related to the stage of the local
transaction. In some cmbodiments, as indicated by the dashed line, steps 505 and 510 are
performed hefore the local transaction has been conducted (e.g., before the buyer and seller have
met in person to conduct the transaction) and steps 515 and 520 are performed when the local
transaction is being conducted (e.g., during the in-person mecting between the buyer and seller).
Step 525 may be performed during the local transaction or after the local transaction has been
conducted (e.g., after the in-person meeting). The user device can be configured to determine the
current stage of the local transaction and automatically proceed to the appropriate step. For
instance, the user device can receive user input indicating that the ransaction is being conducted
{e.g., user input indicating that the buyer is with the seller and s ready to proceed) and
automatically proceed to step 515. Optionally, the user device can use other methods besides
user mput to detect whether the transaction is being conducted, such as using localization

information to determine whether the user device is in proximity to the second user device. In
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alternative embodiments, the method 500 can be performed without considering the stage of the
focal transaction.

§0031513 FIG. 5B illustrates a client-based method 560 for computer-based local
transactions performed by a transaction management system, in accordance with embodiments.
The sieps of the method 560 can be performed by one or more processors of a transaction
management system in communication with two transacting user devices.

§003152} i1 step 355, wansaction data for a local tansaction is veceived from fivst and/or
second user devices. Step 555 may be performed similarly to the step 205 of the method 200
previously described herein.

{00183} In step 560, verification data is generated and transmitted to the first and second
uscr devices. The verification data generated by the transaction management system can be
similar to the data previously described herein with respect to step 510 of the method 500.
Generation of verification data such as digital tokens, digital keys, security codes, cte. can be
performed in accordance with methods known to one of ordinary skill in the art. For example,
the verification data can include one or more digital tokens configured with instructions to permit
the first and second user devices to conduct the local transaction in response to the first and
second user devices exchanging and validating their respective digital tokens with cach other.
The digital tokens can be configured to permit the first and second user devices to conduct the
local transaction independently of the transaction management system when both devices have
received the digital tokens. In some embodiments, the digital tokens are configured to permit the
first and second user devices to conduct the local transaction without being connected to the
transaction management system when both devices have received the digital tokens.
Alternatively or in combination, the verification data can include one or more security codes
configured to permit the first and second user devices to conduct the local transaction in responsc
to the devices exchanging and validating their respective security codes with each other.

(003154} in some embodiments, the verification data transmitted to each device 8
customized for that particular device, such that the data transmitted to the first and second user
devices is different. The transaction management system can maintain a record of the specific
user device that is associated with the verification data. Accordingly, the verification data can
serve as a unique identifier for the particular device. In embodiments where the verification data
is associated with a device only, this would restrict the local transaction to being performed using
that specific device, which may provide greater security. Alternatively, the transaction
management system can associate the verification data with a user account rather than a specific

user device. In such embodiments where the verification data is associated with a user account, it
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may be possible for the transaction to be performed with a different device that is associated with
the same account, which may provide greater flexibility.

§003155] In some embodiments, the verification data can be generated based on one or
more fransaction parameters (€.g., payment amount, payment method, transaction location,
transaction time, etc.) for the local transaction. The transaction parameters may have been
previously generated and stored by the transaction management system as discussed herein. In
some ernbodiments, for instance, the transaction parameters can be used to determine one or
more transaction requirements for the verification data. Subsequently, the user devices can
validate that the local transaction is being conducted in accordance with the previously agreed
gpon transaction parameters {e.g., a predetermined time, location, payment amount, etc.). This
approach can provide an additional layer of security for computer-based local transactions, as
atterapts to conduct a local transaction in a manner that is inconsistent with the transaction
parameters (¢.g., an unexpected time, location, payrent amount, etc.) may be indicative of
fraudulent activity.

{00156] In step 565, authorization data is received from the first and/or second user
devices. Receipt of the authorization data can indicate to the transaction management syster
that the local ransaction was successfully conducted and should be processed in order to pay the
seller. The transaction management system can process the authorization data to confirm its
validity, using methods known to one of ordinary skill in the art. I the authorization is validated,
the transaction management system can then proceed to step 570 to process the local transaction,
thus effecting transfer of payment to the seller account. Step 570 may be performed similarly to
the step 220 of the method 200 previously described herein.

{0031571 In some emboduments, aunthorization data 1s received from both user devices
before the transaction management systern can process the transaction.  Alternatively,
authorization data received from a single user device may be sufficient to permit the transaction
management system to proceed. In such embodiments, as long as one of the two user devices
connects to the fransaction management systern after the local transaction has been conducted,
the ransaction management system can determine that the transaction did occur and process
payment accordingly. This approach can be used to prevent unscrupulous buyers from delaying
payment by discomnecting the buyer user device, since the payment can be friggered by
authorization data from the seller user device alone.

{00138] The timing of the steps of the method 550 may be related to the stage of the local
transaction. In some embodiments, as indicated by the dashed line, steps 555 and 360 are
performed before the local transaction has been conducted, while steps 565 and 570 are

performed during the local transaction or after the local transaction has been conducted {(e.g.,
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after the in-person meeting has taken place and/or after the good has already been transferred
from buver to seller).

{60159} In such embodiments, one or more steps of the method 550 can be performed in
coordination with one or more steps of the method 500. For example, steps 555 and 560 of the
method 550 can be performed between steps 505 and 510 of the method 300, and steps 365 and
370 of the method 550 can be performed after step 325 of the method 500.

{001 60] FIGS. 6A through 6C illustrate a processing flow for a client-based method for
computer-based local transactions, in accordance with embodiments. The processing flow can
include a fivst processing flow pottion 600a (see FIG. 8A) performed prior fo conducting the
local transaction {e.g., before the buyer and seller have met in person), a second processing tlow
portion 600b (see FEG. 6B) performed while the local ransaction is being conducted (e.g., when
the buyer and seller are meeting in person), and a third processing flow portion 600¢ (see FIG.
60) performed while the local transaction is being conducted or after the local transaction has
been conducted {e.g., after the good has been transferred to the buyer). The various steps of the
processing flow can be performed by one or more user devices associated with a seller (e.g.,
seller user device 602), one or more user devices associated with a buyer {e.g., buyer user device
606), and/or a transaction management system 604, as indicated by the respective regions in
FIGS. 6A through 6BC separated by the dashed lines. Some or all of the steps depicted in FiG.
6B can be performed by the seller user device 602 and buyer user device 606 independently from
the transaction management system 604. One or more steps of the processing flow depicted in
FIGS, 6A through 6 can be used in combination with any embodiment of the methods
described berein, such as the methods 500 or 550. it shall be appreciated that any of the steps
depicted herein may be optional, combined with any other step, or substituted for any other step.
{00161} Referring to FIG. 6A, steps 608 through 618 of the processing flow portion 600a
may be performed similarly to steps 308 through 318 of FIG. 3A previously described herein. In
step 620, verification data is generated by the transaction manageroent system 604. The
verification data is transmitted to the seller user device 602 and buyer user device 606 in steps
622 and 624, respectively. Once the verification data has been transmitted and received, the
seller user device 602 and buyer user device 606 can proceed to conduct the local transaction
independently from the transaction managerent system 604.

{00162} Referring to FEG. 6B, in steps 626 and 628, the seller user device 602 and buyer
user device 606 directly exchange and validate verification data with each other. As discussed
herein, data exchange may or may not involve manual input from a user. In steps 630 and 632, if
the verification data 1s validated, the selier user device 602 and buyer user device 606 can

proceed with the local transaction. Optionally, in steps 634 and 636, the seller user device 602
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and/or buyer user device 604 can modify one or more of the ransaction parameters, respectively.
The seller user device 602 and buyer user device 606 may conununicate proposed modifications
to each other via divect communication. In steps 638 and 640, the seller user device 602 and/or
buyer user device 606 respectively authorize processing the transaction according to one or more
transaction parameters, ¢€.g., via direct comunication with each other. As described herein, if
the transaction parameters were modified (e.g., during steps 634 and/or 636), the seller user
device 602 and buyer user device 606 will need to authorize the modifications before the
transaction can proceed. Once both devices have mutually authorized the ransaction,
authorization data is generated by the seller user device 602 and buyer user device 606 in steps
642 and 644, respectively. The seller user device 602 and buver user device 606 can exchange
authorization data as further confirmation that both parties authorized the transaction. At this
point, the uscr devices can display a user interface prompting the seller to transfer the good to the
buyer. The seller user device 602 and/or buyer user device 606 can subsequently reconnect with
the transaction management system 604 in order to effect the actual transfer of the payment
amount to the seller, thereby completing the local transaction.

{00163] Referring to FEG. 6C, in steps 646 and 648, the seller user device 602 and buyer
aser device 606 transmit authorization data to the ransaction management system 604. In step
650, the transaction management system 604 validates the received authorization data to confirm
that the transaction was successfully conducted. One of the steps 646 or 648 may be optional,
such that the transaction management system 604 can proceed even if authorization data is
recetved from only one of the user devices. Once validation has been successfully performed,
the transaction management system can proceed to process the transaction in step 652 by
communicating with a payment processing systern. The steps 652 through 658 can be performed
similarly to steps 338 through 344 of FIG. 3B previcusty described herein.

[00164] it shall be understood that the discussion of certain embodiments in the context of
client-based implementations is not intended to be limiting, and that any of the steps or
components described herein with respect to a chient-based implementation are egually
applicable to and can be used in combination with any other implementation, such as the server-
based implementations presented herein, and vice-versa. For example, the reservation offer
approach discussed herein can also be used with a client-based implementation. The
modifications to the processing flows of FIG. 64 and 6C to accommodate reservation offers may
be similar to the modifications o the processing flows of FIGS. 3A and 3B described above.
{001 65] Additonally, the client-based implementation can incorporate one or more of the
proximity-based features presented herein. In such embodiments, the user devices are configured

to determine proximity to each other independenty of the transaction management system. For
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example, a user device can be configured to determine its own location {e.g., using self-generated
localization information} and the location of the other user device (e.g., using localization
information received from the other device), and can compare the two locations to determine
proximity {e.g., whether the two locations are within a target distance). Alternatively or in
combination, proximity can be established if the user device successfully communicates with the
other user device using a short range communication method. Confiwmation of proximity can be
used as a basis for allowing the local transaction to proceed and/or triggering certain behaviors,
as described herein.

[00166] Moreover, the verification data approaches described herein can also be
incorporated into a server-based tmplementation. For example, i some embodiments, the
processing tlow in FIGS. 3A and 3B can include one or more of the following modifications.
Subsequent to step 318, the transaction management system 304 generates verification data and
transmits the verification data to the seller user device 302 and buyer user device 306, stmilar to
steps 620 through 624 of FIG. 6A. In step 326, the transaction management system 304 can
receive and validate verification data from the seller user device 302 and buyer user device 306.
Alternatively, the transaction management systern 304 can mediate the exchange of verification
data between the seller user device 302 and buyer user device 306, and confirm that validation
was successiul for both devices. As yet another option, the selier user device 302 and buyer user
device 306 can exchange and validate verification data independently of the transaction
management system 304, similar to steps 626 and 628 of FIG. 6B. Once the verification data
from both devices is successtully validated, the processing flow can then proceed to step 328.
Optionally, the authorization of the transaction in steps 334 through 338 can involve mutually
transmitting and receiving authorizations between the seller user device 302 and buyer user
device 306, similar to steps 638 and 640 of FIG. 6B.

{00167] In somce embodiments, the systems, methods, and devices for performing
computer-based local transactions provided herein can utilize both the server-based
implementation and the client-based implementation. For example, the server-based
implementation can be used as the default approach for performing the ransaction, while the
client-based implementation can be used as a failover in case the user devices are unable ©
communicate with the transaction management system (e.g., if Internet connectivity s lost during
the transaction process). In such embodiments, the transaction management systern can be
configured to generate verification data (e.g., tokens, security codces, etc.) for cach transaction,
even if the transaction is ultimately performed without using the verification data {e.g., the client-
based implementation is not used). As another example, the server-based implementation and

the client-based mmplementation can be used simultaneously, such that validation and/or
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authorization is performed by the devices as well as the transaction management system. This
approach can provide an extra level of security to the transaction process.

{00168} In alternative cmbodiments, the systems, methods and devices herein can be
configured for only a single implementation, ¢.g., the server-based implementation only or the
client-based implementation only. Optionally, a method for computer-based local transactions
can be implemented as a P2P implementation that is completely independent of the transaction
management syster. In such embodiments, one or more of the user devices can include a local
and/or web application configured with instructions o perform some or all of the functionalities
of the transaction management system discussed herein

{00169] User Interface

[00170] The various user interface embodiments described herein can be used in
combination with any of the systems, methods, and devices of the present disclosure. As
discussed above and herein, the systems, devices presented herein can utilize user interfaces to
output information to a user and receive input from the user in order to facilitate the transaction
process. The user interface can be generated by a software application {¢.g., mobile app, web
app, etc.) running on the user device. In some embodiments, the user interface is configured to
receive user input {e.g., via interactive graphical elements such as buttons, mput ficlds, shiders,
toggles, checkboxes, eic.). The user device can transmit signals to the transaction management
systerm and/or another user device in response to the user input. The specific user interfaces that
are displayed by the application may vary depending on whether the user device is associated
with a buyer or a seller in a particular local transaction, the stage of the transaction (e.g., whether
the transaction has been initiated, conducted, or completed}, and/or the particular parameters of
the transaction {¢.g., payment moethod). In some embodiments, the transaction management
system is configured to ransmit signals to a user device in order to cause a certain user interface
to be displayed. Alternatively or in combination, the user devices can be configured o transmit
signals to each other to cause a certain user interface to be displayed.

[00171] FIG. 7 illustrates a user interface (U 700 for displaying a transaction posting, in
accordance with embodiments. The Ul 700 can be used to display a transaction posting to a
potential buyer. In some embodiments, the Ul 700 displays seller information 702 for the scller
who created the transaction posting (e.g., name, location, an image), the name and/or an image
704 of the good being otfered for sale, a description 706 of the good (e.g., type of good,
condition, focation, seller-generated description, when the transaction posting was created), and
the asking price 707 requested by the selier. The Ul 700 can also include interactive elements
(e.g.. buitons, Hnks, etc.) for receiving input from the user. For example, the Ul 700 can include

a “Flag” button 708 allowing the user to report the transaction posting for moderation or review.
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The Ul 700 can include a “Favorite” button 709 (depicted as a star icon) allowing the user to
mark the transaction posting for follow up and/or add the fransaction posting to a watch list. The
U1 700 can also include a “Buy” button 710 allowing the user to create a transaction offer to
purchase the good. Optionally, the Ul 700 can include an “Ask’™ button 712 allowing the user to
communicate with the seller, ¢.g., in order to request more information about the transaction
posting.

[00172] FIG. 8 illustrates a Ul 800 for creating and submitting a transaction offer, in
accordance with embodiments. The Ul 800 can be displayed on a buyer user device in response
to the buyer inputting instructions to create a transaction offer to purchase a good (e.g., by
selecting the “Buy” button 710 of the Ul 700). The Ul 800 can include an input field 802 for
receiving user input indicating the amount the user is willing to pay for the particular good. In
some embodiments, the Ul 800 displays the seller’s asking price 804 as the default value in the
input ficld 802, and the aser has the option of modifying the price if desired. The Ul 800 can
also include a “Make Offer” button 806 that aliows the user to submit the transaction offer to the
transaction management system.

{00173] In some embodiments, the Ul 800 can allow the user to input other parameters for
the transaction offer in addition to the payment amount. For example, the Ul 800 can include an
input field (not shown) for the user to specify a proposed payment method for the transaction
(e.g., cash payment, check payment, credit card payment, debit card payment, electronic
“cashless” payment, ete.). If the user selects a cashless payment method, the Ul 800 may prompt
the user to input information enabling the transaction management system to authorize payment
via an electronic payment processing system, such as credit or dehit card information, c-
commerce payment account information, etc. Credit and debit card information can be obtained
in various ways, ¢.g., by having the user manually input the card information, by having the user
take a photograph of the card and exiracting the information from the image, by having the user
select the card from a list of saved cards, cte. In alternative embodiments, the user may be
prompied to specity the payment method only after the transaction offer has been submitted.
Optionally, the user can proceed without specifying the payment method for the transaction.
{00174] FiG, 9 illustrates a UL 900 for displaving and selecting a transaction offer, in
accordance with embodiments. The Ul 900 can be provided on the display of a seller user device
in order to display received transaction offers. Each displayed offer can include buyer
information 902 for the buyer who submitted the offer (e.g., name, location, an image) and the
offered payment amount 904. The Ul 900 can also indicate whether the buyer has roessaged the
seller {e.g., to indicate interest, discuss the offer, stc.) and allow the seller to view the messages.

Optionally, the Ul 900 can also display other paramcicers for the transaction offer, such as a
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proposed payment method 906 for the wansaction. In such embeodiments, the seller can
preferentially select an offer that uscs a preferred payvment method. For example, electronic
payment methods may be preferred because they may be more reliable, verifiable, and
converient than physical payment methods.

{00175] FIG. 19 illustrates a Ul 1000 for communicating with a transacting party, in
accordance with embodiments. The Ul 1000 can allow the user to view the comnumications
between the buyer and seller related to a particular transaction posting 1002, For example, the Ul
1000 can include a log 1004 of all previous communications with the other ransaction party.
Additionally, the UI 1000 can include an input field 1006 allowing the user to create and send a
new message. The Ul 1000 can provide a simple and convenient mechanism for the buyer and
seller to communicate with each other in order to arrange the local transaction, without having to
use another application or communication method. Optionally, the Ul 1000 can allow the buver
to initiate the process of paying the seller to consummate the local transaction, e.g., via a “Pay
Seiler” button 1008. For instance, once the buyer has met with the seller to physically inspect the
zood and approve the transaction, the buyer can proceed to initiate the payment procedure via the
UL 1000,

{60176} FIG. 11 illustrates a UL 1100 for modifying transaction parameters, in accordance
with embodiments. The Ul 1100 can be displayed on a buyer user device once the buyer has met
in person with the seller to conduct the local transaction. For instance, the Ul 1106 can be
displayed in vesponse to the buver inputting instructions to conduct the transaction (e.g., by
selecting the “Pay Seller” button 1008 in the Ul 1000). Alternatively or in combination, the Ul
1100 can be automatically displayed in response to a determination that the buver user device
and seller user device are in proxunity fo each other, as discussed herein. Optionally, the Ul
1100 is displayed only if both devices have been successfully validated for the transaction, e.g.,
by the transaction management system and/or by each other. The Ul 1100 can be used to display
various fransaction parameters for the local transaction, such as seller information 1102, a
pavment amount 1104, the name of the good, payment method 1108, and/or whether the buyer
has inspected the good in person {e.g., as indicated by user input received via an input element
such as checkbox 1106).

{00177} In some emboduments, the displayed transaction parameters are the initial
parameters generated and stored by the transaction management systen, e.g., when the
transaction offer was accepted. For example, the displayed payment amount 1104 and payment
method 1108 may reflect the payment amount and oethod specified by the buyer and accepted
by the seller in the tutal transaction offer. As discussed above and hercin, it may be desirable in

some embodiments to permit the buyer and/or seller to modify one or more of these parameters
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during the local transaction, e.g., in response to in-person negotiations between the buyer and
seller. Accordingly, the UL 1100 can be configured to receive user input modifying various
transaction parameters. In the depiction of FIG. 11, the Ul 1100 inclodes a modifiable input
field for adjusting the payment amount 1104 and a link 1110 for modifying the payment method.
Once the appropriate modifications bave been made, the buyer can submit the modification
request to the transaction management system and/or seller user device by selecting a “Confirm
& Pavy” button 1112. The seller user device can then display the proposed modifications so that
the seller can decide whether to accept or reject the transaction with the modified parameters.
[00178] FIG. 12 iltustrates a UT 1200 for displaying a transaction confirmation, in
accordance with embodiments. In the server-based implementations described herein, the Ul
1200 can be displayed once the transaction management has determined that both devices have
authorized the local transaction and/or has received confirmation the local transaction was
successfully processed. In the client-based iroplementations described herein, the UT 1200 can be
displayed once both devices have authorized the transaction and commumicated this authorization
to each other. The UL 1200 can include 3 notification 1202 that payment was successfully
transferred to the seller, seller information 1204, the payment ammount 1206, the name of the good
being paid for 1208, and/or a message 1210 indicating that the good can now be transferved from
buyer to seller. Additionally, the UI 1200 can include a link 1212 or other selectable element
that allows the user to view a receipt for the transaction. The Ul 1200 can be displayed on a
buyer user device to confirm that the transaction was successfully completed. A similar
transaction confirmation Ul can be displayed on a seller user device to confirm that the seller has
heen paid and can proceed to fransfer the good fo the buyer,

{00179] FIG. 13 iltustrates a U 1300 for displaying a transaction receipt, in accordance
with embodiments. The Ul 1300 can be displayed on the buyer and/or seller user devices to
allow the buyer and/or seller to view the final transaction parameters. The displayed receipt can
include a transaction identifier 1302, the transaction date 1304, the amount the buyer paid for the
good 1306, any additional processing fees 1308, the total received by the seller 1310, information
for the buyer and/or seller 1312, and/or information for the good that was transacted 1314. The
transaction receipt can serve as a record of the local transaction, which may be beneficial in
terms of reducing the incidence of scams or fraud.

§0031 863 FIG. 14 illustrates a Ul 1400 for submitting a reservation offer, in accordance
with embodiments. The Ul 1400 can be displayed on a buyer user device in response to user
input indicating that the buver wishes to create a reservation offer instead of a regular transaction
offer. As discussed above and herein, a reservation offer indicates a commitment from a buyer to

transfer the offered payment amount {0 a reserve account if the offer is accepted by the selier.
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The U 1400 can include an input field 1402 indicating the proposed pavment amount and an
input field 1404 indicating the clectronic payment method to he used. The Ul 1400 can also
include a notification 1406 alerting the buyer that the payment amount will be wansferred to a
reserve account if the reservation offer is accepted.

{00181 ] FIG., 15 illustrates a U1 1500 for displaying and approving a reservation offer, in
accordance with embodiments. The Ul 1500 can include the transaction data 1502 associated
with the reservation offer {e.g., buyer information, proposed payment amount, tc.). The Ul
1500 can also include interactive elements for receiving user input to accept the reservation offer
(e.g., “Accept” button 1504) or decline the reservation offer (e.g., “Decline” button 1506). The
U1 1500 can be displayed on a seller user device in response to a notification received from the
transaction management system that a reservation offer has been submitted for a transaction
posting. In some embodiments, the Ul 1500 is avtomatically generated when the notification is
received, without the seller user device specifically requesting retrieval of the reservation offer
from the transaction management system. This approach may be beneficial in embodiments
where the reservation offer is configured to automatically expire after a predetermiined amount of
time {e.g., 48 hours after the offer has been submitted). In other embodiments, the UL 1300 can
be displayed in response to a request from the seller user device, similar to the Ul 900 for
transaction offers described above.

{00182] FIG, 16 ithustrates a UT 1600 for authorizing a modified reserve offer payment
amount, in accordance with embodiments. The Ul 1600 can be displayed on a seller and/or
buyer user device in response to a modification to the initial reserve offer payment amount. The
Ul 1600 can display the initial payroent amount 1602 and the modified payment amount 1604,
The Ul 1600 can also include interactive elements for receiving user input to authorize the
modified amount {e.g., “Yes” button 1606) or decline the modified amount {e.g., “No” button
1608). Optionally, the Ul 1600 can include an input field (not shown) for receiving user input to
make additional adjustments to the modified payment amount 1604.

[O3183] Digital Processing Devices

{60184] As discussed above and herein, the sysiems, methods, and devices described
herein can include one or more digital processing devices, or use of the same. In further
cmbodiments, the digital processing device includes one or more hardware central processing
anits (CPU) that carry out the device’s functions. In still further embodiments, the digital
processing device further comprises an operating system configured to perform executable
instructions. In some embodiments, the digital processing device is optionally connected a
computer network, In further embodiments, the digital processing device is optionally connected

to the Internet such that it accesses the World Wide Web. In still further embodiments, the

-45-



WO 2016/201267 PCT/US2016/036947

digital processing device is optionally connected to a cloud computing infrastructure. In other
cmbodiments, the digital processing device is optionally connected to an intranet. In other
embodiments, the digital processing device is optionally connected to a data storage device.
{60185} In accordance with the description herein, suitable digital processing devices
include, by way of non-limiting examples, scrver computers, desktop computers, laptop
computers, notebook computers, sub-notebook computers, netbook computers, netpad
computers, set-top compuiers, handheld computers, Internet appliances, mobile smariphones,
tablet computers, personal digital assistants, video game consoles, and vehicles. Those of skill in
the art will recognize that many smartphones are suitable for use in the system described herein.
Those of skill in the art will also recognize that select televisions, video players, and digital
music players with optional computer network connectivity are suitable for use in the system
described herein. Suitable tablet computers include those with booklet, slate, and convertible
configurations, known to those of skill in the art.

{001 86] In some embodiments, the digital processing device includes an operating system
configured to perform cxecutable instructions. The operating system is, for example, software,
including programs and data, which manages the device’s hardware and provides services for
execution of apphications. Those of skill in the art will vecognize that suitable server operating
systerns include, by way of non-limiting examples, FreeBSD, OpenBSD, NetBSD®, Linux,
Apple® Mac 05 X Server®, Oracle® Solaris®, Windows Server®, and Novell® NetWarc®.
Those of skill in the art will recognize that suitable personal computer operating systems include,
by way of non-limiting examples, Microsoft® Windows®, Apple® Mac OS5 X®, UNIX®, and
UNIX-like operating systems such as GNU/Linux®. In some embodiments, the operating
system is provided by cloud computing. Those of skill in the art will also recognize that suitable
mobile smart phone operating systems include, by way of non-limiting examples, Nokia®
Symbian® 08, Apple® 108®, Research In Motion® BlackBerry O8®, Google® Android®,
Microsoft® Windows Phone® O8S, Microsoft® Windows Mobile® OF, Linux®, and Palm®
Web(O5®.

[00187] in some embodiments, the device inciudes a storage and/or memory device. The
storage and/or memory device is one or more physical apparatuses used to store data or programs
o1 a temporary or permanent basis. In some embodiments, the device is volatile memory and
requires power to maintain stored information. In some embodiments, the device 18 non-volatile
memory and retains stored information when the digital processing device is not powered. In
further embodiments, the non-volatile memory comprises flash memory. In some embodiments,
the non-volatile memory comprises dynamic random-access memory (DRAM). In some

embodiments, the non-volatile memory comprises ferroelectric random access memory (FRAM).
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In some embodiments, the non-volatife memory comprises phase-change random access memory
(PRAM). In other embodiments, the device is a storage device including, by way of non-limiting
examples, CD-ROMs, DVDs, flash memory devices, magnetic disk drives, magnetic tapes
drives, optical disk drives, and cloud computing based storage. In further embodiments, the
storage and/or memory device is a combination of devices such as those disclosed herein.
[00188] in some embodiments, the digital processing device includes a display to send
visual information to a user. in some embodiments, the display is a cathode vay tube (CRT). In
some embodiments, the display is a liguid crystal display (LCD). In further embodiments, the
display is a thin film transistor liquid crystal display (TFT-LCD). In some embodiments, the
display is an organic light emitting diode {OLED) display. In various further embodiments, on
OLED display is a passive-matrix OLED (PMOLED) or active-matrix OLED (AMOLED)
display. In some embodiments, the display is a plasma display. In other embodiments, the
display 1s a video projector. in still further emboduments, the display is a combination of devices
such as those disclosed herein.

{00189] In some embodiments, the digital processing device includes an input device to
reccive information from a user. In some embodiments, the input device is a kevboard. In some
embodiments, the input device is a pointing device including, by way of non-limiting examples, a
maouse, trackball, track pad, joystick, game controller, or stylus. In some embodiments, the input
device is a touch screen or a multi-touch screen. In other embodiments, the input device is a
microphone to capture voice or other sound input. In other embodiments, the inputdevice s a
video camera to capture motion or visual input. In still further embodiments, the input device is
a combination of devices such as those disclosed herein.

{00190 In some embodiments, the systems, methods, and devices disclosed herein include
O71C oF wore non-transitory computer readable storage media encoded with a program including
instructions cxecutable by the operating system of an optionally networked digital processing
device. in further embodiments, a computer readable storage medium is a tangible component of
a digital processing device. In still further embodiments, a computer readable storage medinvm is
optionally removable from a digital processing device. In some embodiments, a computer
readable storage medium includes, by way of non-limiting examples, CD-ROMs, DVDs, flash
memory devices, solid state ruernory, magnetic disk drives, ragnetic tape drives, optical disk
drives, cloud computing systems and services, and the like. In some cases, the program and
instructions are permanently, substantially permanently, semi-permanently, or non-transitorily
encoded on the media.

§006191 3 in some embodiments, the systems, methods, and devices disclosed herein include

at least one compuiter program, or usc of the same. A computer program includes a sequence of
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instructions, executable in the digital processing device’s CPU, written to perform a specified
task. Computer readable mstructions may be implemented as program modules, such as
functions, objects, Apphcation Programming Interfaces {(APIs), data structures, and the like, that
perform particular tasks or implement particalar abstract data types. In Hght of the disclosure
provided herein, those of skill in the art will recognize that a computer program may be written in
various versions of various languages.

[00192] The functionality of the computer readable instructions may be combined or
distributed as desired 1 various environments. In some embodiments, a computer program
comprises one sequence of instructions. In some ermmbodiments, a computer program comprises a
plurality of sequences of instructions. In some embodiments, a computer program is provided
from one location. In other embodiments, a computer program is provided from a plurality of
locations. In various cmbodiments, a computer program inchudes one or more software modules.
In various embodiments, a computer program includes, in part or in whole, one or more web
applications, one or more mobile applications, one or more standalone applications, one or more
web browser plug-ins, extensions, add-ins, or add-ons, or combinations thereof.

{00193] In some embodiments, a computer program includes a web application. In light of
the disclosure provided herein, those of skill in the art will recognize that a web application, in
various embodiments, utilizes one or more software frameworks and one or more database
systems. In some embodiments, a web application is created upon a software framework such as
Microsoft® NET or Ruby on Rails (RoR). In some emnbodiments, a web application utilizes one
or more database systems including, by way of non-limiting examples, relational, non-relational,
object oriented, associative, and XML database systems. In further emabodiments, suitable
relational database systems include, by way of non-limniting examples, Microsoft® SQL Server,
mySQL™, and Oracle®. Those of skill in the art will also recognize that a web application, in
various embodiments, is written in one or more versions of one or more languages. A web
application may be written in one or more markup languages, presentation definition languages,
chent-side scripting languages, server-side coding languages, database query languages, or
combinadons thereof. In some embodiments, a web application is written to some extent inn a
markup language such as Hypertext Markup Language (HT ML), Extensible Hypertext Markup
Language (XHTML), or eXtensible Markup Language (XML). In some cmbodiments, a weh
application is written to some extent in a presentation definition language such as Cascading
Style Sheets (CS5). In some embodiments, a web application is written to some ¢xéent in a
client-side scripting language such as Asynchronous Javascript and XML (AJAX), Flash®
Actionseript, Javascript, or Siiverlight®. In some embodiments, a web application is written to

=

some exient in a server-side coding language such as Active Server Pages (ASP), ColdFusion®,
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Perl, Java™, JavaServer Pages (J5P), Hypertext Preprocessor {(PHP), Python™, Ruby, T¢l,
Smalltalk, WebDNA®, or Groovy. In some embodiments, a web application is written o some
extent in a database query language such as Structured Query Language (SQL). In some
embodiments, a web application integrates enterprise sevver products such as IBM® Lotus
Domino®. In some embodiments, a web application includes a media player element. In various
further embodiments, a media plaver element utilizes one or more of many suitable multimedia
technologies including, by way of non-limiting examples, Adobe® Flash®, HTML 5, Apple®
QuickTime®, Microsoft® Silverlight®, Java™, and Unity®.

[00194] In some embodiments, a computer program inchides a mobile application
provided to a mobile digital processing device. In some embodiments, the mobile application is
provided to a mobile digital processing device at the time it is manufactured. In other
cmbodiments, the mobile application s provided to a mobile digital processing device via the
computer network described herein.

[00195] In view of the disclosure provided herein, a mobile application is created by
techniques known to those of skill in the art using hardware, languages, and development
environments known to the art. Those of skill in the art will recognize that mobile applications
ave written in several languages. Suitable programming languages include, by way of non-
limiting exarapies, C, C++, CH#, Ubjective-C, Java™, Javascript, Pascal, Object Pascal, Python™,
Ruby, VB.NET, WML, and XHTML/HTML with or without CSS, or combinations thercof.
[00196] Suitable mobile application development environments are available from several
sources. Commercially available development environments include, by way of non-limiting
cxamples, AnplaySDK, alcheMo, Appcelerator®, Celsius, Bedrock, Flash Lite, NET Compact
Framework, Rhomobile, and WorkLight Mobile Platform. Other development environments are
available without cost including, by way of non-limiting examples, Lazarus, MobiFlex, MoSyne,
and Phonegap. Also, mobile device manufacturers distribute software developer kits including,
by way of non-limiting examples, iPhone and iPad (0O8) SDK, Android™ SDK, BlackBerry®
SDK, BREW SDK, Palm® 08 SEK, Symbian SDK, webOS SDE, and Windows® Mobile
SDK.

{00197] Those of skill in the art will recognize that several commercial forums are
available for distribution of mobile applications including, by way of non-limiting cxamples,
Apple® App Store, Android™ Market, BlackBerry® App World, App Store for Palm devices,
App Catalog for web(5, Windows® Marketplace for Mobile, Ovi Store for Nokia® devices,
Samsung® Apps, and Nintendo® DS Shop.

{00198] In some embodiments, a computer program includes a standalone application,

which is a program that is run as an independent computer process, not an add-on to an existing
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process, .g., not a phug-in. Those of skill in the art will recognize that standalone applications
are often compiled. A compiler is a computer program(s) that transforms source code written in
a programming language into binary object code such as assembly language or machine code.
Suitable compiled programming languages include, by way of non-limiting examples, C, C++,
Objective-C, COBOL., Delphi, Eiffel, Java™, Lisp, Python™, Visual Basic, and VB NET, or
combinations thereof. Cormpilation is often performed, at least in part, to create an executable
program. In some embodiments, a computer program includes one or more executable complied
applications.

[00199] In some embodiments, the computer program inclades a web browser plug-in. In
computing, a phig-in is one or move software components that add specific functionalityto a
larger software application. Makers of software applications support plug-ins to enable third-
party developers to create abilities which exicnd an application, to support easily adding new
features, and to reduace the size of an application. When supported, plug-ins enable customizing
the functionality of a software application. For example, plug-ins are commonly used in web
browsers to play video, generate interactivity, scan for viruses, and display particular file types.
Those of skill in the art will be familiar with several web browser plug-ins including, Adobe®
Flash® Player, Microsoft® Sitverlight®, and Apple® QuickTime®. In some embodiments, the
toolbar comprises one or more web browser cxtensions, add-ins, or add-ons. In some
cmbodiments, the toolbar comprises one or more explorer bars, tool bands, or desk bands.
[00200] in view of the disclosure provided herein, those of skiil in the art will recognize
that several plug-in frameworks arc availablc that enable development of plug-ins in various
programming languages, including, by way of non-limiting exaraples, C++, Delphi, Java™, PHP,
Python™, and VB NET, or combinations thereof.

{00201} Web browsers (also called Internet browsers) are software applications, designed
for use with network-connected digital processing devices, for retrieving, presenting, and
traversing information resources on the World Wide Web. Suitable web browsers include, by
way of non-limiting examples, Microsoft® Internet Explorer®, Mozilla® Firefox®, Google®
Chrome, Apple® Safani®, Opera Software® Opera®, and KDE Kongueror. In some
embodiments, the web browser is a mobile web browser. Mobile web browsers {also called
microbrowsers, mini-browsers, and wircless browsers) are designed for use on mobile digital
processing devices including, by way of non-limiting exampies, handheld computers, tablet
computers, nethook computers, subnotebook computers, smartphones, music players, personal
digital assistants (PDAs), and handheld video game systems. Suitable mobile web browsers
include, by way of non-limiting examples, Google® Android® browser, RIM BlackBerry®

Browser, Apple® Safari®, Palm® Blazer, Palm® WebOS® Browser, Mozilla® Firefox® for
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mobile, Microsoft® Internet Explorer® Mobhile, Amazon® Kindle® Basic Web, Nokia®
Browser, Opera Software® Opera® Mobile, and Sony® PSP™ browser.

§0032402] In some embodiments, the systems, methods, and devices disclosed herein include
software, server, and/or database modules, ov use of the same. [n view of the disclosure provided
herein, software modules are created by technigues known to those of skill in the art using
machines, software, and languages known to the art. The software modules disclosed herein arc
implemented in a moltitade of ways. In various embodiments, a software module comprises a
file, a section of code, a programming object, a programming structure, or combinations thereof.
In further various embodiments, a software module comprises a plurahity of files, a plurality of
sections of code, a plarality of programming objects, a plurality of progranmming structures, or
combinations thereof. In various cmbodiments, the one or more software modules comprise, by
way of non-limiting examyples, a web application, a mobile application, and a standalone
application. In some embodiments, software modules are in one computer program or
application. In other embodiments, software modules are in more than one computer program or
application. In some embodiments, software modules are hosted on one machine. In other
embodiments, software modules are hosted on more than one machine. In further embodiments,
software modales are hosted on cloud computing platforms. In some embodiments, software
modules are hosted on one or more machines in one location. In other embodimenis, software
modules are hosted on one or more machines in more than one focation.

(00263} in some embodiments, the systeros, methods, and devices disclosed herein include
onc of more databases, or use of the same. In view of the disclosure provided herein, those of
skill in the art will recognize that many databases are suitable for storage and retrieval of
information. In various embodimnents, suitable databases include, by way of non-limiting
cxamples, relational databases, non-relational databases, object oriented databases, object
databases, entity-relationship model databases, associative databascs, and XML databases. In
some embodiments, a database is internet-based. In further emboduments, a database is webh-
based. In still further embodiments, a database is cloud computing-based. In other embodiments,
a database is based on one or more local computer storage devices.

{00204} As used herein the term “and/or” is used as a functional word to indicate that two
words or expressions are to be taken together or individually. For example, A and/or B
encompasses A alone, B alone, and A and B together.

{00205] Unless otherwise specified, the presently described methods and processes can be
performed in any order. For example, a method describing steps (a}, (b), and (¢} can be
performed with step (a) first, followed by step (b}, and then step {¢). Or, the method can be

performed in a differcnt order such as, for example, with step (b) first followed by step (¢} and
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then step (a). Furthermore, those steps ¢an be performed simultancously or separately unless
otherwise specified with particularity. Additionally, any of the steps of the methods and
processes presented herein can be added or omitted otherwise specified with particularity.
[60206] While preferred embodiments of the present invention have been shown and
described herein, it will be obvious to those skilled in the art that such embodiments are provided
by way of example only. Numerous variations, changes, and substitutions will now occur to
those skilled in the art without departing from the invention. It should be understood that various
alternatives to the embodiments of the invention described herein may be employed in practicing
the invention. Numerous different combinations of embodiments described herein are possible,
and such combinations are considered part of the present disclosure. In addition, all features
discussed in connection with any one embodiment herein can be readily adapted for usc in other
cmbodiments herein. It is intended that the foliowing claims define the scope of the invention
and that methods and structures within the scope of these claims and their equivalents be covered

thereby.
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CLAIMS
WHAT IS CLAIMED IS:
1. A system for validating a computer-based local transaction using a first user
device and a second uwser device, the system comprising:
ONC OF 1Ore processors comprising memory configured with instructions

exccutable by the one or more processors to cause the system to:

receive localization information from one or more of the first user device
or the second user device;

process the localization mformation so as to determine whether the first
and sccond user devices are in proximity to each other; and

allow the first and second user devices to conduct the local transaction if

the first and second uscr devices are determined to be in proximity to each other.

2. The system of claim 1, wherein the first and second user devices are determined to
be in proximity to cach other when the processed localization information indicates that the first

and second user devices are within a target distance of cach other.

3

3. The system of claim 2, wherein the target distance is determined based on one or
more of: a localization information type, an expected population density at a location where the
focal transaction is to be conducted, a number of other user devices at the location where the
local transaction is to be conducted, or a distance between the first and second user devices when

transaction data was received from the first and second user devices.

4. The systern of claim 1, wherein the localization information comprises one or
more of: position data, cell tower triangulation data, IP address data, or wireless access point data

for one or more of the first user device or the second user device.,

5. The system of claim 1, wherein the localization information comprises a signal
indicating that the first and second user devices are in communication with cach other over a

short range communication link.

6. The system of claim 1, wherein the instructions further cause the system to
generate one of more fransaction parameters for the local transaction based on transaction data
reccived from the first and second user devices, wherein the one or more transaction pararmeters

comprise a payment amount for the local transaction.
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7. The system of claim 6, wherein the one or more transaction parameters comprise a
location where the local transaction is to be conducted, and wherein the instructions further cause
the system to process the localization information so as to determing whether the first and second

user devices are each at the location where the local transaction is to be conducted.

8. The system of claim 6, whercin the ong or more transaction parameters comprise
4 time when the local transaction is to be conducted, and wheretn the instructions further cause
the system to process the localization information so as to determing whether the first and second
user devices are in proximity to cach other at the time when the local transaction is to be

conducted.

. The system of claim 6, wherein the one or more ransaction parameters are
generated prior to determining that the first and second user devices are in proximity to cach

other.

10. The system of claim 6, wherein the instructions further cause the system to:
ietect whether authorization to perform the local transaction according to the one
or more transaction pararaeters has been received from the first and second user devices; and
process the local transaction according (o the one or more ransaction parameters

by causing transfer of the payment amount, in response to the reccived authorization.

11 The system of claim 10, wherein the one or more transaction parameters comprise
a payment method for the local transaction, and wherein the local transaction is processed by

causing the transfer of the payment amount according to the payroent raethod.

i2. The system of claim 10, wherein the system detects whether the authorization has
been received in response to determining that the first and second user devices are in proximity to

cach other based on the processed localization information.

13. The system of claim 6, wherein the instructions further cause the system to:
modify the one or more transaction parameters in response to a request received
from one or more of the first user device or the second user device;
detect whether authorization to perform the local transaction according to the
maodified one or more transaction parameters has been received from the first and second user

devices; and
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process the local transaction according to the modified one or more ransaction

parameters, in response to the received authorization.

14. The system of claim 13, wherein the modified one or more transaction parameters
comprisc a modified payment amount different from the payment amount, and wherein the local

transaction is processed by causing transfer of the modified payment amount.

15. The system of claim 14, wherein the modified payment amount is less than the

payment amount.

16. The system of claim 14, wherein the modified payment amount is greater than the

payment armount.

17. The system of claim 13, wherein the one or more transaction parameters comprise
a first payment method for the local transaction, the modified one or more transaction parameters
comprise a second payment method different from the first payment method, and the local
transaction is processed by causing the transfer of the payment amount according to the second

payment method.

18. The system of claim 6, wherein the instructions further cause the system to:
causc the payment amount to be transferred from an account associated with one
of the first user device or second user device to a reserve account, in response to the generated
one or more transaction parameters; and
process the local transaction by causing transfer of the payment amount from the

reserve account.

19. The system of claim 18, wherein the instructions further cause the system o
transmit a notification to one or more of the first user device or the second user device indicating

that the payment amount has been transferved to the reserve account.

20, The system of claima 18, whercin the instructions further cause the system to:
modify the payment arpount in response to a request reccived from one or more of
the first user device or the second user device;
detect whether authorization to perform the local transaction according to the

modified payment amount has been received from the first and second user devices; and
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process the local transaction by causing transfer of the modified payment amount,

wherein at least some of the modified payment amount is transferred from the reserve account.

21. The system of claim 1, wherein the first and second user devices each corprise a
local application, and wherein the one or more processors are configured to communicate with

the first and second user devices with the respective local applications.

22. The system of claim 1, wherein the first and second user devices each comprise a
mobile application, and wherein the one or move processors are configured to communicate with

the first and second vser devices with the respective mobile applications.

23 A method for validating a computer-based local transaction using a first user
device and a second user device, the method comprising:
receiving localization information from onc or more of the first user device or the
second user device;
processing the localization mformation so as to determine whether the first and
second user devices are in proximity to cach other; and
allowing the first and sccond user devices to conduct the local fransaction if the

first and second user devices are determined o be in proximity to each other.

24. A system for conducting a computer-based local transaction using a first user
device and a second user device, the system comprising:
ONE OF MOTe Processors comprising memory configured with instructions

cxccutable by the onc or more processors to cause the systent fo:

gencrate one or more fransaction parameters for the local transaction based
on transaction data recetved from the first and second user devices, wherein the one or more
transaction parameters comprise a payment amount for the local transaction;

modify the one or more fransaction parameters in (esponse o a request
recetved from one or more of the first user device or the second user device;

detect whether authorization to perform the local transaction according to
the modified one or more transaction parameters has been received from the first and second user
devices; and

process the local transaction according to the modified one or more

transaction parameters, in response to the received authorization.
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25. The system of claim 24, wherein the modified one or more transaction parameters
comprise a modified payment amount differcnt from the payment amount, and wherein the local

transaction s processed by causing transfer of the modified payment amount.

26 The system of claim 253, wherein the modificd payment amount is less than the

payment amount.

27. The system of claim 25, wherein the modified payment amount is greater than the

payment amount.

28. The system of claim 24, wherein the one or more transaction pararaeters comprise
a first payment method for the local transaction, the modified one or more transaction parameters
comprise a second payment method different from the first payment method, and the local
transaction is processed by causing the transfer of the payment amount according to the second

payment method.

)
o

The system of claim 24, wherein the instructions further cause the system to:
causc the payment amount to be transferred from an account associated with one
of the first user device or second user device to a reserve account, in response to the generated

one or more transaction pammeters.

30. The systern of claim 29, wherein the instractions further cause the syster to
transmit a notification to one or more of the first user device or the second user device indicating

that the payment amount has been transferred to the reserve account.

31 The system of claim 29, wherein the instructions further cause the system to
process the local transaction by causing transfer of the modified payment amount, wherein af

least some of the modified payment amount is transferred from the reserve account.

32, The system of claim 24, wherein the instructions further cause the system to
process localization information received from one or more of the first user device or the second
user device 50 as to determine whether the first and second user devices are in proximity to each

other.
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33. The system of claim 32, wherein the tirst and second user devices are determined
to be in proximity to cach other when the processed localization information indicates that the

first and second user devices are within a target distance of each other.

34. The system of claim 33, wherein the target distance is determined based on one or
more of: a localization information type, an expected population density at a location where the
focal transaction is to be conducted, a number of other user devices at the location where the
local transaction is to be conducted, or a distance between the first and second user devices when

the transaction data was received.

35. The system of claim 32, wherein the localization information comprises ong or
more of: position data, cell tower triangulation data, IP address data, or wireless access point data

for one or more of the first user device or the second user device.

36. The system of claim 32, wherein the localization information comprises a signal
indicating that the first and second user devices are in conununication with each other over a

short range communication link.

37. The system of claim 32, wherein the one or move transaction parameters comprise
a location where the local transaction is to be conducted, and wherein the instructions further
cause the system to process the localization information so as to determine whether the first and

second user devices are each at the location where the local transaction is to be conducted.

38. The system of claim 32, wherein the one or more transaction parameters comprise
a time when the local transaction is to be conducted, and wherein the instructions further cause
the systern to process the localization information so as to determine whether the first and second
user devices are in proximity to cach other at the time when the local transaction is to be

conducted.

39. The system of claim 32, wherein the one or more transaction parameters are
generated prior to determining that the first and second user devices are in proximity to cach

other.

44 The system of claim 24, wherein the first and second user devices each comprise a
local application, and wherein the one or more processors are configured 0 conmumunicate with

the first and second user devices with the respective local applications.
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41. The system of claim 24, whervein the first and second user devices each comprise a
mobile application, and wherein the one or more processors are configured to communicate with

the first and second vser devices with the respective mobile applications.

42. A method for conducting a computer-based local transaction using a first user

device and a second user device, the method comprising:

generafing one or more fransaction parameters for the local transaction based on
transaction data received from the first and second user devices, wherein the one or more
transaction parameters comprise a payment amount for the local transaction;

modifying the one or more transaction parameters in response o a request
received from one or more of the first user device or the second user device;

detecting whether authorization to perform the local transaction according to the
modified one or more transaction parameters has been veceived from the first and second aser
devices; and

processing the local transaction according to the modified one or more fransaction

parameters, in vesponse to the received authorization.

43, A system for validating a computer-based local transaction using a first user
device and a second user device, the system comprising:
One OF MOYe Processors comprising memory condigured with instuctions

cxecutable by the one or more processors to cause the systerm to:

generate one or more travsaction parameters for the bocal transaction based
on transaction data received from the first and second user devices, wherein the one or more
transaction parameters comprise a payment amount for the local transaction;

generate one or more digital tokens based on the one or more transaction
parameters; and

transmit the one or more digital tokens o cach of the {ivst and second user
devices,

wherein the one or more digital tokens are configured with instructions to
permit the first and second user devices to conduct the local transaction in response to the first
and second user devices exchanging and validating their respective digital tokens with each

other.

44. The system of claim 43, wherein the one or more digital tokens are configured

with instructions to permit the first and second user devices to conduct the local transaction

5.
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independently of the one or more processors when each of the first and second user devices has

reccived the one or more digital tokens.

45. The system of claim 43, wherein the one or more digital tokens are configured
with instructions to permit the first and second user devices to conduct the local transaction
without being connected to the one or more processors when each of the fivst and second user

devices has received the one or more digital tokens.

46. The system of claim 43, wherein the one or more digital tokens comprise one or
more fransaction requirements for the local transacuon, and wherein the one or more digital
tokens are configured with instructions to permit the first and second user devices to conduct the
local transaction in response to a determination that the one or more transaction requircroents

have been fulfilled.

47. The systern of claim 46, wherein the one or more transaction reguirements
comprise one or more of: the first and second user devices being in proximity to each other, the
local transaction occurring at a predetermined location, the local transaction occurring at a
predetermined time, a maximum payment amount for the local transaction, or a minimum

payment amount for the local transaction.

48. A method for validating a computer-based local transaction using a first user

device and a second user device, the method comprising:

generafing one or more transaction parameters for the focal ransaction based on
transaction data received from the first and second user devices, wherein the one or more
transaction parameters comprise a payment amount for the local transaction;

generating one or more digital tokens based on the one or more transaction
parameters; and

transmitting the one or more digital tokens o cach of the first and sccond user
devices,

wherein the one or more digital tokens are configured with instructions to permit
the first and second user devices to conduct the local transaction in response to the first and

second user devices cxchanging and validating their respective digital tokens with cach other.

49. A system for validating a computer-based local transaction using a first user

device and a second user device, the system comprising:
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One OF MOYe Processors comprising memory condigured with instuctions

cxecutable by the one or more processors to cause the systerm to:

generate one or more transaction parameters for the local transaction based
on transaction data received from the first and second user devices, wherein the one or more
transaction parameters comprise a payment amount for the local transaction;

gencrate one or more sccurity codes based on the one or more transaction
parameters; and

transmif the one or more security codes to each of the first and second user
devices,

wherein the one or more security codes are configured (o permit the first
and second user devices to conduct the local transaction in response to the first and second user

devices exchanging and validating their respective security codes with cach other.

50. A method for validating a computer-based local transaction using a first user

device and a second user device, the method comprising:

generating one ot more fransaction parameters for the local transaction based on
transaction data received from the first and second user devices, wherein the one or more
transaction parameters comprise a payment amount for the local transaction;

generating one or more security codes based on the one or more transaction
parameters; and

transmitting the one or more security codes to cach of the first and second user
devices,

wherein the one or more security codes are configured o permit the first and
second user devices to conduct the local transaction in response to the first and second user

devices exchanging and validating their respective security codes with cach other.

51 A method, the method comprising providing a system as in any one of claims 1-

22,24-41, 43-47, or 49.

52. A system for improving reliability of a computer-based iocal transaction using a
first user device and a second user device, the system comprising:
ONe OF TNOTS Processors coraprising memory configured with instructions

executable by the one or more processors to cause the system o:
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generate one of more transaction parameters for the local transaction based
on transaction data received from the first and sccond user devices, wherein the one or more

transaction parameters comprise a payment amount for the local transaction.

33 A method for improving reliability of 2 computer-based local transaction using a
first user device and a second vser device, the method comprising:
generafing one or more fransaction parameters for the local transaction based on
transaction data received from the first and second user devices, the one or more transaction

parameters comprising a payment amount for the local transaction.

54. A mobile device for improving reliability of a computer-based local transaction
conducted with a second mobile device, the mobile device comprising:
One OF MOYe Processors comprising memory condigured with instuctions
executable by the one or more processors to cause the mobile device to:
generate transaction data for a local transaction, wherein the transaction
data comprises a payment amount for the local transaction, and

transimit the transaction data to a server.

35. The mobile device of claim 54, wherein the mobile device is configured with the
instructons to:
receive one of more digital tokens from the server;
transmit the one or more digital tokens to the second mobile device;
receive and validate a second one or more digital tokens from the second mobile
device; and
conduct the local trassaction in response to validation of the second one or more

digital tokens.

56. A mobile device for improving reliability of a computer-based local transaction
with a second mobile device, the mobile device comprising:
a display comprising a user interface configured to receive a user mput;
ONEC OF IOre Processors comprising memory contigured with instructions
exccutable by the one or more processors to cause the mobile device to:
receive the user input, and

transmit a signal to the second mobile device in response to the user input.

(2~
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57. A system for improving reliability of a computer-based local transaction using a
first user device and a second user device, the system comprising:
ONE OF MOTe Processors comprising memory configured with instructions
executable by the one or more processors (o provide a user interface on a display of one or more

of the first user device or the second user device.
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