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(57) ABSTRACT 

A method and device for integrating multiple threat security 
services are disclosed. The method may comprise parsing an 
incoming packet at a current layer and analyzing the packet 
with respect to multiple threat security services and so that 
one or more threat security services needed by the packet may 
be determined. According to an exemplary embodiment, the 
current layer may be a layer in a protocol stack constructed 
based on the multiple threat security services. With this 
method, integrated multiple threat security services may filter 
application data and parse network packet data via a single 
integrated entity, and thus the efficacy of filtering application 
data may be improved while computation overhead may be 
reduced. 
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METHOD AND DEVICE FOR INTEGRATING 
MULTIPLE THREAT SECURITY SERVICES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is a continuation applica 
tion of U.S. patent application Ser. No. 12/331,912, filed Dec. 
10, 2008. The present application claims priority under 35 
U.S.C. S 120 to U.S. patent application Ser. No. 12/331,912, 
which claims priority under 35 U.S.C. S 119 to Chinese Patent 
Application No. 200710199827.X filed Dec. 13, 2007, the 
contents of which are incorporated herein by reference. 

BACKGROUND 

0002 The various embodiments described herein gener 
ally relate to network threat security services and, more par 
ticularly, to a method and device for integrating multiple 
threat security services. 
0003. With the growing application of communication 
networks, individuals attach increasing importance to Secu 
rity and prevention of threats within communication net 
works. To this end, a range of security services can be acti 
vated on a gateway, such as Intrusion Detection/Protection 
System (IPS), anti virus, anti spam, content filter (CF) (i.e., 
firewall), and worm filter (WF), as shown in FIG. 1 according 
to the prior art. However, a single threat security service in a 
single device is not an effective solution because of the 
uncontrolled expenses of on-site administration and trouble 
shooting. Many platforms offer a multitude of security ser 
vices in one Unified Threat Management (UTM) device, 
which is a combination of the above security services with a 
firewall and which is used by enterprises and service provid 
ers to increase their security while reducing total operating 
COStS. 

0004. A common characteristic among the aforemen 
tioned security threat security services is that they all need to 
scan the entire packet data to obtain corresponding applica 
tion data. That is to say, each threat security service has its 
own protocol stack, and each always parses the packet data to 
obtain corresponding application data. Illustration will be 
provided in the context of an example according to the prior 
art, as shown in FIG. 2. When an IP packet enters a gateway, 
it first enters a firewall threat security service, which performs 
parsing to determine whether to apply a corresponding threat 
security service to the packet. If the firewall threat security 
service does not need to be provided, then the packet enters an 
Intrusion Detection/Protection threat security service, at 
which parsing processing is again performed on the packet in 
order to obtain application data required by the Intrusion 
Detection/Protection threat security service so that it may be 
determined whether the Intrusion Detection/Protection threat 
security service should be applied to this incoming packet. 
Similar steps are performed until for the rest of the preset 
multiple threat security services (e.g., the Content Filter, 
Worm Filter, and AntiVirus AntiSpam threat security ser 
vices as shown in FIG. 2). Along with an increasing number 
of integrated threat security services and growth of computa 
tion complicacy, protocol parsing has been one of the most 
computation-intensive operations. This situation is a signifi 
cant obstacle against UTM’s popularity. 
0005. In view of this situation, current mechanisms focus 
on hardware acceleration to improve UTM performance, 
such as Fortinet’s FortiCate, which is an ASIC-accelerated 
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multi-threat security system. However, only some security 
services can be integrated into Fortinet's UTM device. 
0006. Therefore, there is currently a need for a more com 
plete solution for integrating multiple threat security services 
that can reduce computation overhead. 

SUMMARY 

0007. In order to overcome the deficiencies in the prior art, 
the various embodiments described herein provide a method 
for integrating multiple threat security services that can filter 
incoming data packets with respect to multiple threat security 
services. 

0008 According to one aspect of the various embodi 
ments, a method is provided for integrating multiple threat 
security services. The method may parse an incoming packet 
at a current layer and may analyze the packet with respect to 
multiple threat security services so that one or more threat 
security services needed by the packet may be determined. 
0009. According to another aspect of the various embodi 
ments, a device is provided for integrating multiple threat 
security services. The device may comprise a plurality of 
parsers, wherein each parser of the plurality of parsers is 
configured for parsing an incoming packet at a current layer. 
Moreover, the device may comprise an analyzer configured 
for analyzing the packet with respect to the multiple threat 
security services so that one or more threat security services 
needed by the packet may be determined. 
0010. According to the method and device of an exem 
plary embodiment, integrated multiple threat security Ser 
vices may filter application data and parse network packet 
data via a single integrated entity. Specifically, the method 
and device may involve a protocol stack constructed based on 
multiple threat security services. Accordingly, the efficiency 
of filtering application data may be improved, and computa 
tion overhead may be reduced. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0011. The various embodiments described herein will be 
described in detail with reference to the following figures. 
0012 FIG. 1 provides an arrangement of multiple threat 
security services in a network according to the prior art. 
0013 FIG. 2 provides a procedure of processing multiple 
threat security services according to the prior art. 
0014 FIG.3 provides a schematic view of a network secu 
rity service environment in which an exemplary embodiment 
may be implemented. 
0015 FIG. 4 is a simplified schematic view illustrating the 
principles of an exemplary embodiment. 
0016 FIG. 5 provides a flowchart showing an operation of 
integrating multiple threat security services according to an 
exemplary embodiment. 
0017 FIG. 6 provides an architectural view of an inte 
grated security service stack according to an exemplary 
embodiment. 

0018 FIG. 7 is a schematic view illustrating an operation 
performed by an event analyzer according to an exemplary 
embodiment. 

0019 FIG. 8 provides a flowchart of an operating proce 
dure of an event analyzer management module according to 
an exemplary embodiment. 
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0020 FIG. 9 provides an illustration of an operating pro 
cedure of an event analyzer scheduling module according to 
an exemplary embodiment. 

DETAILED DESCRIPTION 

0021 Description will be provided below with respect to 
various exemplary embodiments with reference to the accom 
panying drawings. 
0022 FIG. 3 provides a typical network security service 
environment 30 in which an exemplary embodiment may be 
implemented. In the environment 30, an integrated threat 
security service device 31 on which multiple threat security 
services may be integrated may be connected on a link 
between a local area network.32 and the Internet 33 in a serial 
pattern or in a routing pattern. That is to say, all incoming/ 
outgoing local area network data (e.g., SMTP POP3, HTTP, 
etc.) may pass through the device 31. 
0023. If the device 31 is connected between networks in a 
serial pattern, it may connect the two networks at the data link 
layer and may forward data frames according to a network 
card physical address. A network bridge including the device 
31 may form a transparent pathway between the local area 
network32 and the Internet 33 and may enable the device 31 
to monitor and filter the communication between a client and 
a server without changing the network configuration or 
informing the client. 
0024. If the device 31 is connected among networks in a 
routing pattern, then it may be regarded as a node in the 
network configuration and may be passed through by appro 
priately configuring a route. Data messages passing through 
the device 31 may be monitored and filtered. 
0025. The device 31 needs to secure the pathways to the 
Internet 33. In the eventofa system failure, the device 31 may 
support the connection between the local area network32 and 
the Internet 33, thereby guaranteeing the network service. 
The device 31 may be interconnected with a database 34 and 
a control node 35 via a network (can be via a link or by 
multiplexing). 
0026. The database 34 may have multiple functions. One 
function may be to store information of a system on which 
multiple threat security services are integrated, such as con 
figuration and matching patterns, in order to provide the infor 
mation to be used by the device 31 during initialization and 
running. Another function may be to store illegal behavior 
patterns found by the device 31 during operation thereof. The 
control node 35 may add keywords to the database 34, may 
control integration information of the integrated multiple 
threat security services, and/or may view detection results. 
0027 FIG. 4 is a simplified schematic view illustrating the 
principles of an exemplary embodiment. In the left portion of 
FIG. 4, multiple threat security services in the form of a 
histogram are shown in conjunction with a protocol hierar 
chical structure and various corresponding parsers (described 
in further detail herein), each shown by a dotted line. For 
example, as indicated by the histogram, the firewall security 
service may use an Internet Protocol (IP) parser, and the 
content/worm filter security service may use an IP parser, a 
Transmission Control Protocol (TCP) parser, or an applica 
tion layer protocol parser. The right portion of FIG. 4 shows 
an integrated security service stack 401 according to an exem 
plary embodiment. Each parser in the integrated security 
service stack 401 may send parsed packet data to an event 
analyzer 400 after the completion of corresponding parsing, 
and the event analyzer 400 may process the data with respect 
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to multiple threat security services, thereby determining the 
one or more threat security services to be executed. 
0028 FIG. 5 is a flowchart showing the operation of inte 
grating multiple threat security services according to an 
exemplary embodiment. In step 501, a packet entering a net 
work may be parsed at each layer in accordance with the 
hierarchical structure of the integrated security service stack 
401. In step 502, the packet being parsed at a current layer 
may be analyzed with respect to multiple threat security Ser 
vices. In step 503, the one or more threat security services 
required by the packet may be determined via matching algo 
rithms. With reference to FIGS. 6-9, a detailed description 
will be provided for the steps shown in FIG. 5. 
(0029 FIG. 6 provides an architecture view of the inte 
grated security service stack according to an exemplary 
embodiment. In FIG. 6, parsers are distributed according to 
the layers in the histogram of FIG. 4. The parsers illustrated in 
FIG. 6 include a TCP/IP parser 610, an application layer 
protocol parser 611, and a file parser 612. As shown in FIG. 6, 
after receiving a data message, the device 31 first may send 
the data message to the TCP/IP parser 610. In step 601, the 
TCP/IP parser 610 may restore data packets entering the 
transport layer by invoking corresponding plug-ins based on 
different classifications of protocols. For example, upon cap 
turing a TCP message, the TCP/IP parser 610 first may estab 
lish information on a connection and may submit the estab 
lished information on the connection to the corresponding 
TCP protocol processing plug-in. Then, in step 602 the cor 
responding TCP protocol processing plug-in may send the 
restored information (e.g., an IP source address, source port 
number, destination address, destination port number, mes 
sage length, etc.) to the event analyzer 400 for further analysis 
and filtering (a detailed description will be provided herein 
regarding the operation of the event analyzer 400). 
0030. In step 603, the TCP/IP parser 610 may send gener 
ated packets from the transport layer to the appropriate appli 
cation layer protocol parser 611 (e.g., HTTP protocol parser, 
SMTP protocol parser, POP3 protocol parser, FTP protocol 
parser, or Telnet protocol parser). This step may entail iden 
tifying the appropriate application layer protocol type. A 
general method of identifying a protocol type is to determine 
the type of a protocol using the protocol default port specified 
by the Request for Comments (RFC). However, the accuracy 
of such method is not high. At present, while a few protocols 
(e.g., the DNS and SMTP protocols) can make a determina 
tion based on the destination port of a TCP connection, all 
protocols can change a connected port. For example, while 
the HTTP protocol uses the port 80 in a default situation under 
the RFC, a large amount of HTTP services use other ports, 
such as 1080, 8080, etc., in practical applications. In addition 
to or in lieu of using a protocol default port specified by the 
RFC, the protocol type may be identified intelligently by 
intensifying analysis of the content of a data message. 
0031. After invoking a corresponding application layer 
protocol analysis plug-in, in step 604 the application layer 
protocol parser 611 may restore the uploaded content and 
may send the restored information to the event analyzer 400 
for analysis and filtering. 
0032. If a file from the application data stream (e.g., a mail 
attachment) needs to be reverted, the application layer proto 
col parser 611 may send the data to the file parser 612 in step 
605. In step 606, the file parser 612 may parse the received 
file, may restore the data, and may sendit to the event analyzer 
400 for filtering. 
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0033. It should be noted that the parsers of the various 
embodiments described herein are not limited to the 
described TCP/IP parser 610, application layer protocol 
parser 611, and file parser 612. Accordingly, other types of 
parsers may be constructed for hierarchical structures of vari 
ous security service protocol stacks without departing from 
the spirit and scope of the disclosure. 
0034) Referring to FIG. 7, a detailed description will be 
provided regarding the operation procedure of the event ana 
lyzer 400 according to an exemplary embodiment. FIG. 7 
provides the event analyzer 400 and pattern databases (i.e., 
pattern DBs) DB1 through DBn. Pattern database DB1 may 
be a virus pattern database, pattern database DB2 may be an 
IPS pattern database, pattern database DB3 may be a WF 
pattern database, and pattern database DBn may be a CF 
pattern database. The event analyzer 400 may comprise a 
management module 701, a string matching algorithm pool 
704 comprising string matching algorithms 702, and a sched 
uling module 703. The pattern databases DB1 through DBn 
may store patterns corresponding to all threat security Ser 
vices. The pattern database of each threat security service 
may comprise patterns for the various layers in the integrated 
security service stack 401. The management module 701 of 
the event analyzer 400 may be responsible for initializing all 
of the String matching algorithms 702, which comprise the 
core of the event analyzer 400. 
0035. The event analyzer 400 may carry out a matching 
procedure that may be divided primarily into three phases: a 
pattern input phase, a compiling phase, and a string matching 
phase. In the first phase (pattern input phase), the manage 
ment module 701 may extract patterns from the pattern data 
bases DB1 through DBn and may arrange them into a pattern 
set. The patterns may be tagged so that the threat security 
service corresponding to each pattern may be identified. For 
example, tag 1 may be assigned to patterns from the pattern 
database DB1, tag 2 may be assigned to patterns from the 
pattern database DB2, and so forth. Such tagging will be 
further described herein with reference to FIG.8. The second 
phase (compiling phase) may be executed after all patterns 
have been prepared; in this phase, string matching algorithms 
702 may be compiled using the patterns. Different compiling 
methods may be used based on different matching algo 
rithms. This phase may be fulfilled by the management mod 
ule 701, as is further described herein with reference to FIG. 
8. The third phase (string matching phase) may occur when 
the system service is running. After data from a parser in the 
integrated security service stack 401 (i.e., the TCP/IP parser 
610, the application layer protocol parser 611, or the file 
parser 612 as described herein and shown in FIG. 6) is sent to 
the event analyzer 400, the scheduling module 703 may select 
a corresponding string matching algorithm 702 based on the 
type of inputted data (i.e., based on the stack layer at which 
the data is sent). 
0036 FIG. 8 provides a flowchart of the operating proce 
dure of the management module 701 of the event analyzer 
400 according to an exemplary embodiment. First, in step 801 
the management module 701 may read patterns for multiple 
threat Security services at a respective layer from various 
pattern databases. For example, the management module 701 
may read patterns from pattern databases DB1 through DBn 
for all security services at the TCP/IP layer (e.g., pattern 
1.1.1.1, pattern 10.10.10.10:80, etc.). Next, in step 802 the 
multiple security service patterns as read may be tagged in 
order to identify the threat security service that corresponds to 
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each pattern. As shown in FIG. 7, tag 1 may be assigned to 
each of multiple patterns from the virus pattern database 
DB1, tag 2 may be assigned to each of multiple patterns from 
the IPS pattern database DB2, tag 3 may be assigned to each 
of multiple patterns from the WF pattern database DB3, and 
tagn may be assigned to each of multiple patterns from the CF 
pattern database DBn. Subsequently, in step 803 the manage 
ment module 701 may generate (i.e., compile) a string match 
ing algorithm 702 for the respective layer by using the tagged 
patterns, wherein all patterns focusing on the layer in the 
integrated security service stack 401 may be merged into a 
pattern set used for initializing Such string matching algo 
rithm 702. This procedure may be followed for multiple threat 
security services at all layers in the integrated security service 
stack 401. 
0037 According to an exemplary embodiment, a TCP/IP 
string matching algorithm, an application layer string match 
ing algorithm, and the like may be generated via the operation 
procedure of the management module 701. The string match 
ing algorithms 702 for the various layers may be placed into 
the string matching algorithm pool 704, as indicated by the 
grouping of spring matching algorithms 702 in FIG. 7. 
According to existing patterns, one or more state machines 
may be generated so that a lookup for a certain section of 
inputted text can be performed via Such state machines. Such 
procedure is named 'string search’. Highly efficient string 
matching algorithms 702 may improve the performance of a 
program. 

0038 A brief illustration will be provided of a string 
matching algorithm 702 that may be employed according to 
an exemplary embodiment. Such string matching algorithm 
702 may be used for determining whether a text such as 
Text t . . . t contains a method for one or more character 
strings Pp... p. For example, the principle of a finite state 
machine algorithm is that each of all possible inputs for a 
matching character String has a state value in each step, and if 
this state value is equal to the length of the matching character 
string, a Successful match is proven. 
0039. According to an implementation manner, matching 
algorithms may be divided into software pattern matching, 
TCAM pattern matching, and ASCI pattern matching. 
Among string matching algorithms, an algorithm matching 
one character string is called a single-pattern matching algo 
rithm, and an algorithm for simultaneously matching mul 
tiple character strings is called a multi-pattern matching algo 
rithm. TCAM pattern matching involves a dedicated chip 
used for table lookup operations and is characterized by scor 
ing a hit only once (i.e., an inspection is made all at one time). 
Moreover, the lookup speed is irrelevant to the size of a table. 
TCAM pattern matching requires the location of a matching 
character string to be relatively fixed. ASCI pattern matching 
requires a character string that is to be detected to be first 
complied with a regular expression and then loaded to a chip. 
Afterwards, matching is performed. It should be noted that 
the string matching algorithms described herein are merely 
illustrative. Accordingly, any Suitable String matching algo 
rithm may be selected to implement the various embodiments 
by those skilled in the art without departing from the spirit and 
Scope of the disclosure. 
0040 FIG. 9 shows the operating procedure of the sched 
uling module 703 of the event analyzer 400 according to an 
exemplary embodiment. After data from a parser in the inte 
grated Security service stack 401 is sent to the event analyzer 
400, the scheduling module 703 may select a corresponding 
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string matching algorithm 702 from the string matching algo 
rithm pool 704 to filter (i.e., match) the data and then may 
return one or more results with tag i (withi being one oftag 1, 
tag2 ... tag n). Due to the tagi, a receiver of the filtering result 
(not shown) may know to which one of multiple pattern 
databases the pattern identified by tag i belongs, and accord 
ingly the receiver may determine threat security services cor 
responding to the incoming packet based on Such knowledge. 
The threat security services may detect whether the packet 
contains one or more threats and may perform appropriate 
response processing such as alarming, blocking, and the like 
(e.g., via event responders) in order to address any Such 
threats. 

0041. For illustrative purposes, a detailed description will 
be provided of the procedure for integrating multiple threat 
security services according to an exemplary embodiment in 
the context of an exemplary incoming message. Assume that 
the IP address of a user is 1.1.1.1 and that the user accesses the 
port 80 of a remote Web server 10.10.10.10 through the local 
port 25467 (i.e., sends a HTTP request). In this case, the 
content of the first message P. sent by the user generally 
includes a request command and request content, Such as 
“GET http://news.ZZZ.com/20071205/12345.shtml. 
0042 Suppose that there is a pattern 1.1.1.1 assigned with 
tag 3 at the TCP/IP layer in the WF pattern database DB3 
(FIG. 7), there is a pattern 10.10.10.10:80 assigned with tag 2 
at the TCP/IPlayer in the IPS pattern database DB2 (FIG. 7), 
and there is a pattern news.ZZZ.com assigned with tag 2 at the 
application layer in the IPS pattern database DB2 (FIG. 7). 
After the parser at each layer in the integrated Security service 
stack 401 sends the parsed content to the event analyzer 400, 
the event analyzer 400 may perform the following operations. 
0043. When the TCP/IP parser 610 sends information 
(e.g., IP source address 1.1.1.1, source port number 25467, 
destination address 10.10.10.10, destination port number 80, 
the length of a message, etc.) to the event analyzer 400, the 
scheduling module 703 of the event analyzer 400 invokes the 
string matching algorithm 702 for the TCP/IP layer. As a 
result, the scheduling module 703 filters the sent information 
and finds that the information matches the pattern 1.1.1.1 
assigned with tag 3 and corresponding to the WF threat Secu 
rity service and that the information also matches the pattern 
10.10.10.10:80 assigned with tag 2 and corresponding to the 
IPS threat security service. Accordingly, the scheduling mod 
ule 703 may provide tags 3 and 2 indicating corresponding 
threat security services WF and IPS (respectively) to a 
receiver, and the receiver may determine from the tags 3 and 
2 that the threat security services WF and IPS (respectively) 
need to be provided. Once provided, if one or both of the WF 
and IPS threat security services detect that the message con 
tains one or more threats, then one or both may drive one or 
more corresponding event responders in order to perform 
appropriate processing Such as alarming, blocking, and the 
like. 
0044 Similarly, when the application protocol parser 611 
sends the information “GET http://news.ZZZ.com/20071205/ 
12345.shtml to the event analyzer 400, the scheduling mod 
ule 703 invokes the string matching algorithm 702 for the 
application layer. As a result, the scheduling module 703 
filters the sent information and finds that the information 
matches the pattern news.ZZZ.com assigned with tag 2 and 
corresponding to the IPS threat security service. Accordingly, 
the scheduling module 703 may provide tag 2 indicating 
corresponding threat security service IPS to a receiver, and 
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the receiver may determine from the tag 2 that the threat 
security service IPS needs to be provided. Once provided, if 
the IPS threat security service detects that the message con 
tains one or more threats, then it may drive one or more 
corresponding event responders in order to perform appropri 
ate processing Such as alarming, blocking, and the like. 
0045. It should be noted that in order to facilitate easier 
understanding of the various embodiments described herein, 
the foregoing description omits various technical details that 
are well known to those skilled in the art. 
0046. The various embodiments have been presented for 
purposes of illustration and description and are not intended 
to be exhaustive or limited to the form disclosed. Many modi 
fications and variations will be apparent to those of ordinary 
skill in the art. Accordingly, the various embodiments have 
been chosen and described in order to best explain key prin 
ciples and to enable others of ordinary skill in the art to 
understand that all modifications and alterations made with 
out departing from the spirit of disclosure fall within the 
Scope as defined in the appended claims. 

1. A method for integrating multiple threat security Ser 
vices, said method comprising: 

generating parsed packet data by parsing an incoming 
packet at each layer of an integrated security service 
stack; 

analyzing said generated parsed packet data at each layer of 
the integrated security service stack with respect to one 
or more patterns, wherein each of said one or more 
patterns corresponds to one of said multiple threat secu 
rity services; and 

consequent to analyzing said parsed packet data with 
respect to said one or more patterns, determining one or 
more of said multiple threat security services needed by 
said parsed packet data. 

2. The method according to claim 1, wherein said inte 
grated security service stack is in a protocol stack constructed 
based on said multiple threat security services. 

3. (canceled) 
4. (canceled) 
5. The method according to claim 1, wherein each of said 

one or more patterns corresponds to a layer of said integrated 
security service stack. 

6. The method according to claim 5, wherein determining 
one or more of said multiple threat security services needed 
by said parsed packet data comprises forming a matching 
algorithm for each layer of said integrated security service 
stack. 

7. The method according to claim 6, wherein forming a 
matching algorithm for said each layer of said integrated 
security service stack comprises assigning a tag to each of 
said one or more patterns, wherein each tag identifies one of 
said multiple threat security services. 

8. A device for integrating multiple threat security services, 
said device comprising: 

a plurality of parsers, loaded in a computer, wherein each 
of said plurality of parsers is configured for generating 
parsed packet data by parsing an incoming packet at 
each layer of an integrated security service stack; and 

an analyzer, also loaded in said computer, configured for 
analyzing said generated parsed packet data at each 
layer of the integrated security service Stack with respect 
to one or more patterns and determining one or more of 
said multiple threat security services needed by said 
parsed packet data consequent to analyzing said parsed 
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packet data with respect to said one or more patterns, 
wherein each of said one or more patterns corresponds to 
one of said multiple threat security services. 

9. The device according to claim 8, wherein said integrated 
security service stack is in a protocol stack constructed based 
on said multiple threat security services. 

10. (canceled) 
11. (canceled) 
12. The device according to claim 8, wherein each of said 

one or more patterns corresponds to a layer of said integrated 
security service stack. 

13. The device according to claim 12, wherein said ana 
lyZer is configured for determining one or more of said mul 
tiple threat security services needed by said parsed packet 
data by forming a matching algorithm for each layer of said 
integrated security service stack. 

14. The device according to claim 13, wherein said ana 
lyZer is configured for forming a matching algorithm for each 
layer of said integrated security service stack by assigning a 
tag to each of tagging said one or more patterns, wherein each 
tag identifies one of said multiple threat security services. 

15. The method according to claim 6, whereinforming said 
matching algorithm for each layer of said integrated security 
service stack comprises merging all of said one or more 
patterns corresponding to the layer into a pattern set. 

16. The method according to claim 6, wherein said match 
ing algorithm is a string matching algorithm. 

17. The method according to claim 7, wherein determining 
one or more of said multiple threat security services needed 
by said parsed packet data further comprises: 

for each layer of said integrated security service stack: 
filtering parsed packet data at the layer by invoking a 

matching algorithm for the layer, and 
returning one or more tagged results identifying one or 
more of said multiple threat security services. 
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18. The device according to claim 13, wherein said ana 
lyZer is configured for forming a matching algorithm for each 
layer of said integrated security service stack by merging all 
of said one or more patterns corresponding to the layer into a 
pattern set. 

19. The device according to claim 13, wherein said match 
ing algorithm is a string matching algorithm. 

20. The device according to claim 14, wherein said ana 
lyZer is further configured for determining one or more of said 
multiple threat security services needed by said parsed packet 
data by: 

for each layer of said integrated security service stack: 
filtering parsed packet data at the layer by invoking a 

matching algorithm for the layer, and 
returning one or more tagged results identifying one or 
more of said multiple threat security services. 

21. The method according to claim 1, wherein said multiple 
threat security services include at least one of an anti virus 
service, an anti spam service, an intrusion detection/protec 
tion system, a firewall, or a worm filter. 

22. The method according to claim 1, wherein generating 
parsed packet data comprises parsing said incoming packet 
via at least one of an Internet Protocol (IP) parser, a Trans 
mission Control Protocol (TCP) parser, an application layer 
protocol parser, or a file parser. 

23. The device according to claim 8, wherein said multiple 
threat security services include at least one of an anti virus 
service, an anti spam service, an intrusion detection/protec 
tion system, a firewall, or a worm filter. 

24. The device according to claim 8, wherein said plurality 
of filters include at least one of an Internet Protocol (IP) 
parser, a Transmission Control Protocol (TCP) parser, an 
application layer protocol parser, or a file parser. 
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