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AUTHENTICATION OF ENTITLEMENT CERTIFICATES

BACKGROUND

[00011 in a device o device (D20} computing ervironment such as a smart
office or home, users or administrators can authorise a set of actions that
devices can perform based on user or device policy that dictates the actions
such authorisations confer. A service provider device can contact 3 signing
authority to authorise and produce an authentication certificate. The service
provider device can access a policy decision point using, for example, an online
connection 1o an infrastructure portal to use authornisation encoding.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Various features of cerlain examples will be apparent from the detailed
description which follows, {sken in conjunction with the sccompanying drawings,
which together illustrate, by way of exampie only, a number of features, and

wherein:

[0003] Figure 1 shows an apparatus for providing a set of cerlificales that
gncode authorisations according 1o an example;

[0004] Figure 2 shows a flow chart of a method for providing a set of cedificates
that encode authorisations according {0 an example; and

[0005] Figure 3 shows an apparatus according o an example,

DETAILED DESCRIPTION

[0008] in the following description, for purposes of explanation, numerous
specific details of certain exampies are set forth. Reference in the specification
o "an example" or similar language means that a particular feature, structure,
or characteristic described in connection with the example is included in at least

that one example, R not necessarily in other examples.
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[0007] According o an example, there is provided a method for an entitlement
signing workflow {0 enable an administration device to collect multiple
guthorisation requesis from devices wishing o use certain services or perform
cerfain actions. That is, the administration device can collect multiple requesis
from devices wishing to oblain permission or guthorization o use certain
services or perform certain actions. Accordingly, certificates that encode these
authorizations can be provided. The requesting device need not have a
persistent connection to an infrastructure as the certificate that encodes the
parmissions for the device can be requested and delivered by way of an
administration apparatus that can act as an effective broker between the
requesting device and a trusted certificate generating apparatus.

[0008] Therefore, according {o an example, authorisation rights or permissions
can he encoded in a cerlificate. The requests for authorisation are tied to an
identity of a device through a digital signature. This is done by signing the
request with the private key of a device's public key pair. # can then be
forwarded from the administration device {0 a signing authority in a single sst.

(D009 In an example, the signed requests and their contents, which can be
authorisation request paramsters defining the scope of an authorisation
request, can be authenticaled and cerdificates encoding one or more
permissions gensrated for the devices. The cerdificales can be transmitted to
the devices using a different communication path to the one used o deliver the
requests o the signing authority {which i{self need not be secure as a result of
the initial request signing). For example, a request can be made using a low
gnergy radio frequency communication profocal, and delivery of a certificate can
be by made using a different radic frequency communication protocol such as
WiFi for example. Alternatively, either or both of the request and delivery
pathways can use other wireless and/or hardwired comimunication profocols or
methods, near field communication and so on.

(G010} In an example, an authodsation request parameter can provide an
indication of the device's desired entiflement 1o use a service. Forexample, a
parameter can indicate whether read andfor write access 10 a service s
requested, or if a device requesis access o or use of a particular node in &
network and so on.



WO 2019/017883 PCT/US2017/042412

L}

[0011] Devices that wish 10 generate authorisation signing requests {(ASR], for
use in a protoco] using access control under a trusted third-party authority can
leverage thelr pre-existing suthenticated identily 1o sign thelr requests. Thess
requasts can be fransferred using any means {manuslly, over pesr-lo-peer
networks, of over an infrastructure LAN or WLAN connection for example) {o a
signing asuthordy. The authority can produce signed entitlements and these can

be returned to the requesting devices.

[00123] The disclosed meathod for provisioning devices with cerfificates means
that a device does not have to have an online connection {0 an infrastructure
portal. The methods are suiiabie even when a device, or a set of many devices,
require signed entitlements and are not in a position to directly connect fo a
signing authority.

[0013] The method can be used in scenarios where a service provider device
does not have persistent access o a policy decision point, since the device can
stiif benefit from authorization encoding. The process of generating the
cartificates sncoding permissions usss an administration apparatus as an
intermediary 1o enable a device to indirectly make contact with & signing
authority.

[00141In an example, an authorized administrator's device can be used o
collect requests from devices and forward the requests 10 g signing authority.
Certificates encoding the permissions that were requested by the device can be
generated by the signing authonly, and the resulting certlificates can then be
retumed to the reguesting devices over a channel, which may or may not be the

same as the channel over which the requests were initially communicated.

[0015] Figure 1 is a schematic representation of an apparatus for providing a st
of certificates encoding one or more guthordsations O permissions according o
an example. Devices 100 have pre-existing identity certificates that have been
signed by a trusted third-party authority. The cerlificates confaing a unique
When a device wishes fo request an authorisation 110, i generates an
authorisation request and signs the request with its private signing key. Thus,
the request can no longer be modifisd without detection by the authonly. This
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aflows the request {0 be transported 115 via an administration apparatus 120 to
a rusted signing authority 130 using any means since no securnity requirements
need {0 be placed on the transport mechanism.  The requests can take any
route from the requesting device 1o the authority.

[0016] When the authority 130 recelves a request it verifies 135 the correctness
of the signature az well as whether the authorisation(s) requested are
acceptable. For example, the authority 130 can determine whether a requssiad
authorisation accords with a set of allowable permissions for the device that
may be preconfigured &t the authonty 130 and which may be penodically

updated.

[O0171 ¥ both checks pass, the authority gensrates a cerlificate 140 encoding
the or each requested authorisation. This cerlificate can be transported 145,
150 via the administration apparatus 120 back fo the reguesting device 100
using any transport msthod.

[CQ18) Upon recsiving the cedificate, the requesting device verfies the
authority’'s signature within the certificate and whether the authorisations signed
were those requested. If all checks pass, the device has been successfully
provisioned with authorisations.

[0018] Figure 2 shows a flow chart of a method for providing a set of certificates
according to an exampie. Al block 200 the frusled signing authorily apparalus
receives a request for authorisation 10 use or access a service or apparatus
{e.g. a printer or network node) via the adminisiration apparatus from the one or
mare devices., Al block 210 the authonity verifies the digital signatures applied
to the requests. At block 220 one or more request parameters are validated. At
block 230 the authority generates the certificates encoding the authorisations
for each respective request from the one or more devices. Al block 240 the
certificates are transmitied via the administration apparatus back fo the one or
more devices that made the respective requests.

[00201 In an example, the method for providing a set of certificates encoding

authorisations uses an administrator device provisioned with authorisations that
allow ¥ to read and wiile o g security policy held by a pariicipating device.
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These administrator devices can be mobile devices, such as phones and
fablets, and can communicate with targets using a protocol such as Blugtooth
Low Energy for example, which is a low ensrgy radio frequency communication
protocol. The mobile devices may notl always have an infrastructure connection
available {0 an administrator portal. Accordingly, using pre-sxisting
authenticated device identilies, these devices can generate tfemporary requests
offine. These requests can be collected by, for example, an administrator and
transported on foot {o an infrastructure connected portal. This portal can then
compiete the remainder of the process.

[0021] According o an example, the method enables a set of requesis to be
collated and delivered to a signing authority in a single batch. Thus, only one
member of an IT depariment, for example, may need o walk to an infrastructure
connected machine. This is useful in a whole raff of office-of-the-future use
cases. H enables a ilow-efforl and seamiess workflow for generating and
authenticating short-lived entitlements for use in device administration, access
and authorization protocols. The method also allows for any transport protocol
or method 0 be used o gensrate an entiflement signing request and a
corresponding certificate.  This includes a sneakernet approach (that is, the
fransfer of electronic information by physically moving media comprising the
information, such as magnelic tape, flash drives or extermnal hard drives and so
on, from one device to another), which in tum enables a bulk collection and
collation of requests that can be farried to an authority in one go.

[0022] The method is suilsble for deployment over a variety of different
transport protocols, ranging from full infrastructure communication protocals, fo
peer-to-peer protocals, 10 manual ransport on a physical device.

[0023] Examples in the present disclosure can be provided as methods,
systems or machine-readable instructions. Such machine-readable instructions
may be included on a computer readable storage medium {including but not
limited fo disc storage, CD-ROM, optical storage, efc.) having computer
readable program codes therein or thereon.

[Q024] The present disclosure {8 described with reference to flow charls andfor
block diagrams of the method, devices and systems according o examples of



WO 2019/017883 PCT/US2017/042412

the present disclosure. Although the flow diagrams described above show a
specific order of execution, the order of execution may differ from that which is
depicted. Blocks described in relation to one flow chart may be combined with
those of another flow chart. In some examples, some blogks of the flow
diagrams may not be necessary and/or additional blocks may be added. it shall
be understood that each flow and/or block i the flow charts and/or block
diagrams, as well as combinations of the flows andfor diagrams in the flow
charts and/or block diagrams can be realized by machine readabls instructions.

device, an administration apparatus, a ftrusted signing authority apparatus, a
general-purpose computer, a special purpose computer, an embedded
processor or processors of other programmable data processing devices to
realize the functions described in the description and diagrams. in particular, a
processor of processing apparatus may execule the machine-readable
instructions. Thus, modules of the administration apparatus or trusted signing
authority apparatus may be implemented by a processor executing maching
readable instructions stored i a memory, Or a processor operating in
accordance with instructions embedded in logic circuitry.  The term 'processor’
is fo be interpreted broadly fo include a CPU, processing unit, ASIC, logic unit,
or programmable gate set ete. The methods and modules may all be performed
by a single processor or divided amongst several processors.

[0026] Such machine-readable instructions may also be stored in a computer
readable storage that can guide the compuder or other programmable data
pracessing devices {o operate in 3 specific mode.

[Q027] For example, the instructions may be provided on a non-fransifory
computer readable storage medium encoded with instructions, executable by a
pPrOCessor.

[0028] Figure 3 shows an example of an apparalus comprising a processor 350
associated with & memory 352. The memory 352 comprises computer readable
instructions 354 which are executable by the processor 350. The instructions
354 comprise:



WO 2019/017883 PCT/US2017/042412

instructions {o receive requests;

instruction o verify digital signatures applied 1o the requests by the devices;
Instructions to validate one or more request parameter(s);

Instructions to generate certificates; and

Instructions to fransmit certificates.

[0029] Such machine-readable instructions may also be loaded onto a computer
of other programmable data processing devices, so that the computer or other
programmable data processing devices perform a series of operations to
produce computer-implemented procassing, thus the insiructions executad on
the computer or other programmable devices provide an operation for realizing
functions specified by flow(s) in the flow charls and/or block{s) in the block
diagrams.

[0030] Further, the teachings herein may be implemented in the form of 3
computer software product, the computer software product being stored in a
sforage medium and comprising a plurality of instructions for making a
computer device implement the methods recifed in the examples of the present
disclosure.

[0031] While the method, apparalus and relaled aspecis have been described
with reference o certain examples, various modifications, changes, omissions,
and substitutions can be mads without departing from the spirit of the present
disclosure. In particular, a feature or block from one example may be combined
with or substituted by a feature/block of another example.

[0032] The word "comprising” does not exclude the presence of elements other
than those listed in a claim, "a" ar "an” does not exclude a plurality, and a single
processor or other unit may fulfil the funclions of several units recited in the

claims.

[0033] The features of any dependent claim may be combined with the features
of any of the indspendent claims or other depsendent claims.
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CLAIMS

1. A method for providing a set of certificates encoding authorisations, the
method comprising:

processing respective ones of multiple authorisation requests at a trusted
signing authority apparatus to verify respective digital signatures applied to the
requests, the mulliple authorisation requesis received over a first
communication link between the frusted signing authority apparatus and an
administration apparatus;

validating one or more authorisation requsst parameters of respective
ones of the atdhorisation requests;

generating a cerlificate enceding an authorisation at the frusied signing
authority apparatus; and

fransmitting the generated certificate o the administration apparatus or a
requesting apparatus over a second communication ink.

2. A method as claimed in claim 1, wherein an authorisation request
parameter comprises an indication of a device's desired entitlement {0 use a

service.

3. A method as claimed in claim 1, whersin processing respective ones of
multiple authonsation requests at the trusted signing authority apparatus o
verify respective digital signatures applied {0 the requests further comprises
varifying a digital signatire of an authorisation request applied o the
authorisation using a private key of a device public key pair.

4. A method as claimed in claim 1, further compriging signing an identity
certificate for a device.

5. A method as claimed in claim 1, further comprising collating a set of

generated certificates for transmission to the administration apparatus.

8. An adminisiration apparatus to
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receive an awthonsation request from a device;

cotlate the authorisation request with multiple other such requests from
respective other devices to form a set of authorisstion requests; and

fransmit the set of authorisation reguests o g trusted signing authority
apparatus.

7. An administration apparatus as claimed in claim 86, wherein the
administration apparatus s provisioned with authorisation read and write {0 a
security policy of a device.

8. An administration apparatus as cleimed in claim §, the administration
apparatus 1o receive a certificate encoding an authorisation from the trusted
signing authority apparatus; and

fransmit the certificate to the device,
8. A device comprising & processor o

generate an authorisation request for a certificate encoding an
authorisaticsy; and

fransmit the authorisation request to an administration device.
10, A device as claimed in claim 9, the processoy (o

apply a digital signature o the authorisation request using a private key
of a device public key pair.

11. A device as claimed in claim €, the device to:
receive a cerlificate encoding an authorisation,

12. A device as claimed in claim 11, the device o receive the cedificate from

the administration apparalus or a trusted signing authority apparatus.

13, A machine-readable storage medium encoded with instructions for
providing & set of ceriificates encoding authorisations, the instructions
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execuiable by a processor of a trusted sighing authornity apparatus 1o cause the
apparatus fo:

process respective ones of multiple suthodsation requests fo venfy
respective digital signatures applied o the requests, the mulliple authorisation
requests received over a first communication link between the trusted signing

authorily apparatus and an administration apparatus;

validate one or more authorisation request parameters of respective
ones of the authorisation reguests;

generate a certificate encoding an authonsation; and

tranamit the generated certificate to the administration apparatus or a
requesting apparatus over 8 second communication fink,

14. A machine-readable slorage medium encoded with instructions as
claimed in claim 13, comprising instructions further executable to:

verify a digital signature of an authorisation reguest applied fo the
authorisation request using a private key of a device public key pair.

15, A machine-readable storage medium encoded with instructions as
claimed in claim 13, comprising instructions further exscutable to;

colflate a set of generated certificates for transmission to the

administration apparatus.
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