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MAINTENANCE OF DISTRIBUTED COMPUTING SYSTEMS

CROSS-REFERENCE TO RELATED PATENT APPLICATIONS

[0001] This application is claims priority to U.S. Provisional Application No. 62/217,437
filed on September 11, 2015, the content of which is hereby incorporated by reference in its

entirety.

BACKGROUND

[0002] Large corporations typical have geographically distributed computing systems.
Maintenance of such distributed computing systems can be challenging, particularly when
there a problem associated with the computing systems. For example, when a server hosting
one or more software applications ceases to function properly or has diminished resources, it
is necessary to find, diagnose, and resolve the issue to restore the operation of the server. In
some instances, the software applications being hosted or executed by the server can be the
source of the problem (e.g., due to corrupt computer files, computer viruses, incompatibility,
out-of-date versions of the software application, etc.). To resolve the problems with the
function or operation of the server, it may be necessary to resolve the problems associated

with the software applications hosted or executed by the server.

SUMMARY

[0003] Embodiments described herein provide a system, method and computer readable
medium for advantageously deploying files and storing information associated with the file
using a unique signature (e.g., such as hash code) and a look up table so that the information
can be efficiently accessed when needed. The system, method and computer readable
medium provide for a computerized improvement to the functioning of a computer system by
identifying problematic unknown files found in the system by retrieving metadata associated
with that file, which will reduce a burden on the servers and databases as all the information
regarding the unknown file may be presented using one query rather than multiple queries.
This reduction is resource consumption is specifically advantageous for environments that
receive and process high volumes data traffic, which can result in malfunction of servers and

database systems.

[0004] Exemplary embodiments present a system for improved maintenance of a distributed

computing system including software servers hosting one or more computer files. In
1
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exemplary embodiments, the system includes one or more data storage devices including a
non-transitory computer-readable media storing a deployment database and a binary
repository. In exemplary embodiments, a build system is executed by a selected one of the
servers including a processor communicatively coupled to the one or more data storage
devices to facilitate communication between the processor and the deployment database and
between the processor and the binary repository, in response to receiving a known computer
file to be deployed. In exemplary embodiments, the build system generates a unique signature
for the known computer file, generates metadata for the known computer file, creates an entry
in the deployment database including the unique signature for the known computer file,
associates the metadata with the unique signature in the deployment database, and deploys
the known computer file into the binary repository to distribute the known computer file to
one or more of the software servers in the distributed computing system. Exemplary
embodiments provide an identification system executed by the selected one of the servers or a
different one of the servers including a processor communicatively coupled to the one or
more data storage devices to facilitate communication between the processor and the
deployment database, in response to receiving a problematic computer file that is deployed in
the distributed computing system and causing an issue in the distributed computing system.
In exemplary embodiments, the identification system generates a unique signature for the
problematic computer file, and submits a query including the unique signature for the
problematic computer file to determine whether the problematic computer file is the known
computer file. In exemplary embodiments, in response to the signature of the problematic
computer file matching the signature of the known computer file, the deployment database
returns the metadata providing information for resolving the issue, and, in response to
determining that the database contains no matches for the signature of the problematic
computer file, the identification system determines that the problematic computer file is

unidentifiable and a candidate for removal from the distributed system to resolve the issue.

[0005] Exemplary embodiments provide a method for improved maintenance of a distributed
computing system including software servers hosting one or more computer files. In
exemplary embodiments the method includes executing a build system, by a selected one of
the servers that includes a processor communicatively coupled to one or more data storage
devices to facilitate communication between the processor and a deployment database
stored on the one or more data storage devices and between the processor and a binary

repository stored on the one or more data storage devices, in response to receiving a known
2
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computer file to be deployed. In exemplary embodiments the build system generates a unique
signature and metadata for the known computer file. In exemplary embodiments, the build
system in the method creates an entry in the deployment database including the unique
signature for the known computer file. In exemplary embodiments, the build system
associates the metadata with the unique signature in the deployment database. In exemplary
embodiments the build system deploys the known computer file into the binary repository to
distribute the known computer file to one or more of the software servers in the distributed
computing system. In exemplary embodiments, an identification system is executed, by a
selected one of the servers including a processor communicatively coupled to the one or more
data storage devices to facilitate communication between the processor and a deployment
database and between the processor and a binary repository, in response to receiving a
problematic computer file that is deployed in the distributed computing system and causing
an issue in the distributed computing system. In exemplary embodiments, the identification
system generates a unique signature for the problematic computer file. In exemplary
embodiments the identification system submits a query including the unique signature for the
problematic computer file to the deployment database to determine whether the problematic
computer file is the known computer file. In exemplary embodiments, in response to the
signature of the problematic computer file matching the signature of the known computer file,
the deployment database returns the metadata providing information for resolving the issue,
and, in response to determining that the database contains no matches for the signature of the
problematic computer file, the identification system determines that the problematic
computer file is unidentifiable and a candidate for removal from the distributed system to

resolve the issue.

[0006] Exemplary embodiments provide a non-transitory computer readable memory
medium storing instructions for improved maintenance of a distributed computing system
including software servers hosting one or more computer files. In exemplary embodiments
the instructions execute a build system to facilitate communication between the processor and
a deployment database stored on the one or more data storage devices and between the
processor and a binary repository stored on the one or more data storage devices, in response
to receiving a known computer file to be deployed. In exemplary embodiments the build
system generates a unique signature and metadata for the known computer file. In exemplary
embodiments, the build system creates an entry in the deployment database including

the unique signature for the known computer file. In exemplary embodiments, the build
3



WO 2017/044459 PCT/US2016/050501

system associates the metadata with the unique signature in the deployment database. In
exemplary embodiments, the build system deploys the known computer file into the binary
repository to distribute the known computer file to one or more of the software servers in the
distributed computing system. In exemplary embodiments the instructions execute an
identification system, by a selected one of the servers including a processor communicatively
coupled to the one or more data storage devices to facilitate communication between the
processor and a deployment database and between the processor and a binary repository, in
response to receiving a problematic computer file that is deployed in the distributed
computing system and causing an issue in the distributed computing system. In exemplary
embodiments, the identification system generates a unique signature for the problematic
computer file. In exemplary embodiments, the identification system submits a query
including the unique signature for the problematic computer file to the deployment database
to determine whether the problematic computer file is the known computer file.

In exemplary embodiments, in response to the signature of the problematic computer file
matching the signature of the known computer file, the deployment database returns the
metadata providing information for resolving the issue, and, in response to determining that
the database contains no matches for the signature of the problematic computer file, the
identification system determines that the problematic computer file is unidentifiable and a

candidate for removal from the distributed system to resolve the issue.

[0007] In exemplary embodiments, the metadata includes, filename, version date of creation,
vendor name, programmer name, build identification parameter, information associated with
deployment the known computer file, or information associated with a user or group
responsible for maintenance of the known computer file or the one or more of the software

servers to which the known computer file is distributed.

[0008] In exemplary embodiments, a known computer file or the problematic computing file

is an executable file.

[0009] In exemplary embodiments, the identification system provides command line prompt

to query the database.

[0010] In exemplary embodiments, the metadata is displayed on a display for a user in
response to the deployment database retrieving the metadata for the problematic computer

file.
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[0011] In exemplary embodiments, the signature for the problematic computer file is not

found in the deployment database.

[0012] In exemplary embodiments, the identification system removes the problematic
computer file in response to determining the problematic computer file is a candidate for

removal.

[0013] Any combination and/or permutation of embodiments is envisioned. Other
embodiments, objects, and features will become apparent from the following detailed
description considered in conjunction with the accompanying drawings. It is to be
understood, however, that the drawings are designed as an illustration only and not as a

definition of the limits of the present disclosure.

BRIEF DESCRIPTION OF DRAWINGS

[0014] Illustrative embodiments are shown by way of example in the accompanying

drawings and should not be considered as a limitation of the present disclosure:

[0015] FIG. 1 is a block diagram of an example computing device for implementing

exemplary embodiments of the present disclosure;

[0016] FIG. 2 illustrates an exemplary distributed environment including computing devices
in communication with each other via a communications network in accordance with

exemplary embodiments of the present disclosure;

[0017] FIG. 3 is a block diagram that illustrates example components for the maintenance of
a distributed computing system in accordance with exemplary embodiments of the present

disclosure;

[0018] FIG. 4 is a flowchart illustrating a maintenance process for a distributed computing
system in which known computer files are deployed to one or more computing devices in the

distributed computing system according to exemplary embodiments of the present disclosure;

[0019] FIG. 5 is a flowchart illustrating a maintenance process of monitoring computing
devices in a distributed computing system for problematic computer files according to

exemplary embodiments.
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DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

[0020] Described in detail herein are methods, systems, and computer-readable media
associated with maintaining distributed computing systems including the deployment of
known computer files to computing devices in the computing system and monitoring the
computer computing devices as well as the computer files hosted by the computing devices
for problems or potential problems to be resolved.. For example, in addition to identifying
and facilitating resolution of problems associated with known software hosted by computing
devices in the computing system, exemplary embodiments, provide for identifying
problematic computer files residing on the computing devices and provides for the
identification and/or removal of the problematic computer files to maintain an operation or
performance of the computing devices in the computing system and to maintain an operation

or performance of the computing system itself.

[0021] In exemplary embodiments, known computer file may be deployed to one or more
computing devices in a computing system according to one or more deployment processes.
For example, when a known computer file is to be deployed to computing devices in a
computing system, embodiments of the present disclosure can generate a unique signature for
the known computer file that is based on the contents of the computer file itself as well as
metadata associated with the known computer file. The unique signature can be associated
with the metadata, and the unique signature and metadata associated with the known
computer file can be stored in a deployment database and the known computer file can be
added to a binary repository. The binary repository can manage the deployment of the known
computer file according to one or more parameters and/or instructions associated with the
known computer file. In some embodiments, the one or more parameters and/or instructions

can be included in the metadata stored in the database.

[0022] In exemplary embodiments, computing devices of a computing system can be
monitored via one or more maintenance processes to identify problems associated with an
operation or performance of the computing devices in the computing system and can
facilitate resolution of the problems. For example, exemplary embodiments of the present
disclosure can monitor the computer files on the computing devices in the computing system
to discover and/or identify problematic computer files (e.g., known or unknown computer
files that are or can cause problems in the computing system. In exemplary embodiments,

when problematic computer file is found on the computing system, exemplary embodiments
6
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of the present disclosure can generate a unique signature for the problematic computer file.
Exemplary embodiments of the present disclosure can construct a query, in one or more
query languages, including the unique signature and can submit the query to a deployment
database. In exemplary embodiments, if the signature of the problematic corresponds to any
of the signatures stored in the deployment database, it can be determined the problematic
computer file is an instance of a previously deployed known computer file, and can retrieve
the metadata associated with the known computer file to facilitate resolution of a problem
associated with the problematic computer file. In exemplary embodiments, if the signature of
the problematic computer file does not correspond to any of the signatures stored in the
deployment database, the problematic computer files is determined to be an unknown file and
can be marked as a candidate for removal to maintain the integrity of the computing system
and/or one or more notifications can be generated to alert individuals of the existence of the
unknown computer file in the computing system. In exemplary embodiments, the problematic
unknown computer files marked as candidates for removal can be automatically removed
from the computing system or quarantined. The following description is presented to enable
any person skilled in the art to maintain distributed computing systems including the
deployment of known computer files to computing devices in the computing system and
monitoring the computer computing devices as well as the computer files hosted by the
computing devices for problems or potential problems to be resolved. Various modifications
to the example embodiments will be readily apparent to those skilled in the art, and the
generic principles defined herein may be applied to other embodiments and applications
without departing from the spirit and scope of the invention. Moreover, in the following
description, numerous details are set forth for the purpose of explanation. However, one of
ordinary skill in the art will realize that example embodiments of the present disclosure may
be practiced without the use of these specific details. In other instances, well-known
structures and processes are shown in block diagram form in order not to obscure the
description of example embodiments with unnecessary detail. Thus, the present disclosure is
not intended to be limited to the embodiments shown, but is to be accorded the widest scope

consistent with the principles and features disclosed herein.

[0023] FIG. 1 is a block diagram of an example computing device 100 that may be used to
implement exemplary embodiments of the present disclosure. The computing device 100
includes one or more non-transitory computer-readable media for storing one or more

computer-executable instructions or software for implementing exemplary embodiments.
7
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The non-transitory computer-readable media may include, but are not limited to, one or more
types of hardware memory, non-transitory tangible media (for example, one or more
magnetic storage disks, one or more optical disks, one or more flash drives, one or more solid
state disks), and the like. For example, memory 106 included in the computing system 100
may store computer-readable and computer-executable instructions or software (e.g.,
applications) for implementing exemplary operations of the computing device 100. The
computing device 100 also includes configurable and/or programmable processor 102 and
associated core(s) 104, and optionally, one or more additional configurable and/or
programmable processor(s) 102” and associated core(s) 104’ (for example, in the case of
computer systems having multiple processors/cores), for executing computer-readable and
computer-executable instructions or software stored in the memory 106 and other programs
for implementing exemplary embodiments of the present disclosure. Processor 102 and
processor(s) 102’ may each be a single core processor or multiple core (104 and 204)

Processor.

[0024] Virtualization may be employed in the computing system 100 so that infrastructure

and resources in the computing system 100 may be shared dynamically. A virtual machine
112 may be provided to handle a process running on multiple processors so that the process
appears to be using only one computing resource rather than multiple computing resources.

Multiple virtual machines may also be used with one processor.

[0025] Memory 106 may include a computer system memory or random access memory,
such as DRAM, SRAM, EDO RAM, and the like. Memory 106 may include other types of

memory as well, or combinations thereof.

[0026] A user may interact with the computing system 100 through a visual display device
114, such as a computer monitor, which may display one or more graphical user interfaces

116, multi touch interface 120, and a pointing device 118.

[0027] The computing device 100 may also include one or more storage devices 126, such as
a hard-drive, CD-ROM, or other computer readable media, for storing data and computer-
readable instructions and/or software that implement exemplary of the computing device 100
(e.g., applications 130 including build system 132, an identify system 134). The execution
of the build system 132 by the processor 102 can facilitate deployment of known computer

files using one or more deployment processes. The execution of the identification system

8
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134 by the processor 102 can facilitate discovery and identification of problematic computer
files (e.g., problematic known and/or unknown computer files) using one or more
maintenance processes. Exemplary storage device 126 may also store one or more databases
128 for storing any suitable information required to implement exemplary embodiments. For
example, exemplary storage device 126 can include one or more databases 128 for storing
information, such as computer file signatures (e.g. unique hash codes) identifying a deployed
computer files along with metadata associated with the deployed known computer files. The
databases 128 may be updated manually or automatically at any suitable time to add, delete,

and/or update one or more data items in the databases.

[0028] The computing device 100 can include a network interface 108 configured to interface
via one or more network devices 124 with one or more networks, for example, Local Area
Network (LAN), Wide Area Network (WAN) or the Internet through a variety of connections
including, but not limited to, standard telephone lines, LAN or WAN links (for example,
802.11, T1, T3, 56kb, X.25), broadband connections (for example, ISDN, Frame Relay,
ATM), wireless connections, controller area network (CAN), or some combination of any or
all of the above. In exemplary embodiments, the computing system can include one or more
antennas 122 to facilitate wireless communication (e.g., via the network interface) between
the computing device 100 and a network. The network interface 108 may include a built-in
network adapter, network interface card, PCMCIA network card, card bus network adapter,
wireless network adapter, USB network adapter, modem or any other device suitable for
interfacing the computing device 100 to any type of network capable of communication and

performing the operations described herein.

[0029] The computing device 100 may run any operating system 110, such as any of the
versions of the Microsoft® Windows® operating systems, the different releases of the Unix
and Linux operating systems, any version of the MacOS® for Macintosh computers, any
embedded operating system, any real-time operating system, any open source operating
system, any proprietary operating system, or any other operating system capable of running
on the computing device 100 and performing the operations described herein. In exemplary
embodiments, the operating system 110 may be run in native mode or emulated mode. In an
exemplary embodiment, the operating system 110 may be run on one or more cloud machine

instances.
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[0030] In exemplary embodiments described herein, upon execution of the build system 132
by the processor 102, can build and deploy a known file. In exemplary embodiments, upon
execution of the build system 132 a unique signature (e.g., a unique hash code identifier) may
be generated for the known file. In exemplary embodiments, upon generating the unique
signature, the build system 132 may generate metadata associated with the known file. In
exemplary embodiments metadata may include but is not limited to, filename, version date of
creation, vendor name, programmer name, a name of a group or person responsible for
maintaining the known file as deployed in the computing system, a name of a group or person
responsible for maintaining a particular server hosting an instance of the known file, and a
build ID. In exemplary embodiments, the signature (e.g., the unique hash code identifier) for
the known file and metadata associated with the known file can be entered into the databases

128 for storage.

[0031] In exemplary embodiments, upon execution of the identification system 134 using the
processor 102 may provide one or more graphical user interfaces through which problematic
file may be discovered and/or identified. In exemplary embodiments, execution of the
identification system 134 by the processor 102 may generate a signature (e.g., unique hash
code identifier) for problematic computer file. In exemplary embodiments, execution of the
identification system 134 by the processor 102 can construct a query including the signature
of the problematic computer file (e.g., a unique hash code identifier for the problematic
computer file), which can be compared against the contents of the databases 128 to determine
whether the problematic computer file is an instance of a known computer file deployed in
the computer system (e.g., because instances of a particular known computer file will have
the same signature). If the problematic computer file corresponds to a known computer file,
the identification system 134 retrieves the metadata associated with the known computer file
to facilitate resolution of problems/issues associated with the problematic computer file. In
exemplary embodiments, execution of the identification system 134 by the processor 102 can
provide one or more graphical user interfaces through which the metadata returned by the
databases 128 can be rendered on the display 114. In exemplary embodiments, a query
against the databases 128 using the signatures (unique hash code identifier) of the
problematic computer file may not return any results. In such instances, the problematic
computer file is identified as an unknown computer file. In exemplary embodiments, when
the query does not return any results (e.g., the signature of the problematic computer file does

not correspond to any of the signatures of known computer files stored in the databases 128),
10
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the identification system 134 can mark the unknown file as candidate for removal from the
server hosting the unknown computer file and/or can mark the unknown computer file
(including any other instances of the unknown computer file) in the computing system as a
candidate for removal. In exemplary embodiments, execution of the identification system 134
by the processor 102 may provide one or more graphical user interfaces through which the
unknown computer files marked as candidates for removal can be quarantined and/or
removed from the server found to be hosting the unknown computer file and/or from the
computing system. In other embodiments, the identification system 134 may generate
metadata associated with an unknown file and can allow for the identification, verification,
validation, authentication, and approval of the unknown computer file so that the signature
(e.g., unique hash code identifier) and metadata associated with the unknown computer file is
added to the databases 128 for storage. For such embodiments, the identification system 134
can search for other instances of the previously unknown computer file and can add

information regarding deployment of the previously unknown computer file to the databases

128.

[0032] FIG. 2 illustrates a distributed computing system 200 including servers 210a-n, client
devices 220a-m, and database(s) 230 in communication with each other via a
communications network 205. In exemplary embodiments, computer files can be stored,
accessed, and/or executed on the servers 210a-n and the client devices 220a-m. The
distributed computing system 200 can be an enterprise computing system in which the
deployment of at least some computer files can be controlled and can occur from one or more
designated devices. As one example, the servers 210a, 210b can be configured to deploy
computer files to other servers (e.g., servers 210c, 210n) and/or client device 220a-220n upon
execution of an embodiment of the build system 132, which can be hosted and executed by
the servers 210a, 210b to implement embodiments of a deployment process as described
herein. To maintain the computing system one or more servers 210b, 210c can be configured
to execute an embodiment of the identification system 134 to implement embodiments of a

maintenance process as described herein

[0033] In an example embodiment, one or more portions of network 205 may be an ad hoc
network, an intranet, an extranet, a virtual private network (VPN), a local area network
(LAN), a wireless LAN (WLAN), a wide area network (WAN), a wireless wide area network
(WWAN), a metropolitan area network (MAN), a portion of the Internet, a portion of the

11
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Public Switched Telephone Network (PSTN), a cellular telephone network, a wireless
network, a WiFi network, a WiMax network, any other type of network, or a combination of

two or more such networks.

[0034] The client devices 220a-m can be implemented as embodiments of the computing
device 100 (shown in FIG. 1) (e.g., with or without the systems 132, 134 or portions thereof)
and may comprise, but is not limited to, work stations, computers, general purpose
computers, Internet appliances, hand-held devices, wireless devices, portable devices,
wearable computers, cellular or mobile phones, portable digital assistants (PDAs), smart
phones, tablets, ultrabooks, netbooks, laptops, desktops, multi-processor systems,
microprocessor-based or programmable consumer electronics, network PCs, mini-computers,
smartphones, tablets, netbooks, and the like. While servers 210a, 210b have been described
as being configured with the build system, in some embodiments, one or more of the client
device 220a-m may be configured with the build system 132 or portions thereof, e.g., to
generate and store a unique hash code identifier and metadata associated with a known file in
preparation for deployment, and may be used to deploy the known file into a binary
repository (e.g., upon execution of a build system 132 or portions thereof), and/or one or
more of the client devices 220a-m can be configured with the identification system 134 or
portions thereof, e.g., to identify problematic computer files (e.g., upon execution of
maintenance process). The user computing devices 207 can include more or fewer

components than the computing device 100 shown in FIG. 1.

[0035] The client devices 220a-m may connect to network 205 via a wired or wireless
connection and may include one or more applications or systems In some embodiments, the
client devices 220a-m can include a client side application, such as a web browser (and/or a
program specific to the systems 132 and 134), that allows the client devices to communicate
and interact with applications (e.g., systems 132 and/or 134) hosted by one or more of the
servers 210a-n. For example, the server 210b can host the build system 132 and/or the
identification system 134, and the client devices 220a-m can execute the client-side

application to interact with the systems 132 an 134.

[0036] The database 230 may store information/data, as described herein. For example, the
database 230 may include a deployment database 228 and a binary repository 232. In
exemplary embodiments the deployment database 228 may store signatures (e.g., unique hash

code identifiers) and metadata for known deployed computer files. In exemplary
12
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embodiments, the binary repository 232 may store the known deployed files and may

facilitate deployment of the know computer files.

[0037] In some embodiments, the database(s) 230 may be included within server 210.

[0038] FIG. 3 is a block diagram illustrating an interaction of components of exemplary
embodiments of the present disclosure to deploy known computer files, and monitor,
discover, identify, and/or address problematic computer files in a computing system. In
exemplary embodiments, a known computer file 300, can be prepared for deployment. The
types of computer files may include, but are not limited to, executable files, binary files, text
files, audio files, video files, application files, zip files, and/or any other suitable file types
that can be stored, accessed, executed, and/or modified in a computing system. In exemplary
embodiments, a build system 304 (e.g., residing on a server and being executed by a
processor of the server) can call a “deploy to repository” software routine 304a. The software
routine 304a can add the known computer file 300 to the binary repository 232 to facilitate
deployment of the known computer file 300 to one or more computing device (e.g., severs
and/or client devices) in the computing system. In exemplary embodiments, prior to
deployment of the known computer file 300, during deployment of the known computer file
300, or after the known computer file 300 is deployed, the build system 304 can call a
“generate hash” software routine 304b that can be executed (e.g., by a processor of a server)
to generate a unique signature for the known computer file 300 in the form of a hash code
identifier. The signature can be generated based on the content and/or metadata of the known
computer file such that each time the generate hash subroutine generates a signature for an
instance of the known computer file, the signatures will be identical, unless the content and/or
metadata of an instance of the known computer file changes. In exemplary embodiments, the
software routine 304b can insert the unique signature, generated for the known computer file
300, into the deployment database 228. The build system 304 can call a “generate metadata”
software routine 304c¢ that can be executed (by a processor of a server) to generate metadata
for the known computer file 300, can insert the metadata into the deployment database 228,
and can associate or link the metadata for the known computer file 300 with the unique
signature for the known computer file 300. In exemplary embodiments, the metadata inserted
into the database 225 can include, but is not limited to: a filename, a version, a date created, a
vendor name, a programmer name, a build identifier, a group or individual responsible for

maintaining the known computer file, a group or individual responsible for maintaining a
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computing device on to which the known computer file is deployed, and/or any other suitable

information about the known computer file.

[0039] In exemplary embodiments, problematic computer file 302 can discovered/found on
one or more of the computing devices (e.g., servers, client devices) in a computer system. In
exemplary embodiments, the problematic computer file can be a computer file that is causing
problems in the computer system. For example, the problematic computer file can be
adversely affecting a performance or operation of the computing system, adversely affecting
a performance or operation of one or more computing devices in the computing system,
creating a security risk or a potential security risk for the computing system or one or more
computing device in the computing system, and/or can be causing other problems in the
computing system. In some instances, the problematic computer file can be, but is not
limited to, a computer virus, an old version of an application, a version of an application that
is incompatible with the computing device or computing system to which it is file is
deployed, a corrupted file, and the like. In exemplary embodiments, an “identify binary”
software routine 306 can be executed (e.g., by a processor of a server) to identify and address
a problematic computer file 302. The software routine 306 can call the “generate hash”
software routine 306a to generate a unique signature (e.g., unique hash code identifier) for the
problematic computer file. After generating the signature for the problematic computer file,
the software routine 306a can call a “lookup in database” software routine 306b which
queries the database 225 using the signature ( e.g., the unique hash code identifier. In
exemplary embodiments, the signature can be used as a key to the database 225 to identify
whether there are any database entries associated with the signature that include metadata.
The software routine 306 can call return an id software routine 306¢ to retrieve metadata
associated with the signature for the problematic computer file 302 when the signature is
found in the database 225. In exemplary embodiments, if the signature is not found in the
database 225, the problematic computer file 302 is an unknown computer file that is not

identifiable by the software routine 306.

[0040] FIG. 4 illustrates the process of building and deploying a known computer file 300
according to exemplary embodiment. In exemplary embodiments, in operation 400 the
known computer file 300 may be prepared to be deployed, via the build system 132 residing
on the server and being executed by a processor of the server. In exemplary embodiments,

execution of the build system 132 by the server may provide the user the user interface 116
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rendered on a client device via, e.g., a client-side application. The user interface 116 may
facilitate deploying the known computer file 300 by providing an interface to select the
known file 300 for deployment. In exemplary embodiments, the known computer file 302
may be, but is not limited to, an executable, text file, music file, movie file, application file,
and the like. In exemplary embodiments, the known computer file 300 may be deployed for
reasons including but not limited to, upgrade the system, update a file and launch a new file
and/or any other suitable file types that can be stored, accessed, executed, and/or modified in

a computing system.

[0041] In operation 402, the client device transmits instructions to the server to deploy the
known computer file 300 based on the user’s selection using the build system 132. In
exemplary embodiments, the build system 132 can add a the known computer file to the into
the binary repository 232. In exemplary embodiments, the binary repository 232 may store an
instance of deployed files. In exemplary embodiments, execution of the build system 132 by
the server can cause the server to transmit and/or store a link to or instance of the known

computer file in the binary repository 232 as well as in the deployment database 228.

[0042] In operation 404, using the build system 132, the processor of the server can generate
a unique signature for the known computer file 302 in the form of a hash code identifier
using an embodiment of the hash subroutine. The signature can be generated based on the
content and/or metadata of the known computer file such that each time the generate hash
subroutine generates a signature for an instance of the known computer file, the signatures
will be identical, unless the content and/or metadata of an instance of the known computer
file changes.. In exemplary embodiments, the build system 132 can be executed by the
processor of the server to cause the processor to insert the unique signature in the
deployment database 228. In exemplary embodiments the hash code identifier can be

generated by the build system 132 using a hash function.

[0043] In operation 406, the build system 132 can be executed by the processor of the server
to facilitate the generation of metadata for the known computer file 300. The metadata can
includes, but is not limited to, a filename, a version date of creation, vendor name,
programmer name, build identification parameter, information associated with deployment
the known computer file, a build identifier, a group or individual responsible for maintaining
the known computer file, a group or individual responsible for maintaining a computing

device on to which the known computer file is deployed, and/or any other suitable
15
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information about the known computer file. In exemplary embodiments, the build system 132
can be executed by the processor of the server to associate or link the metadata for the known
computer file 300 with the unique signature for the known computer file 300 and can store

the metadata in the database 228. In exemplary embodiments, the unique hash code identifier

for the known computer file 302 can point to the data record storing the metadata.

[0044] FIG. 5 illustrates the process of identifying an problematic computer file 302
according to exemplary embodiments. In exemplary embodiments, in operation 500
problematic computer file 302 can discovered/found on one or more of the computing
devices (e.g., servers, client devices) in a computer system. In exemplary embodiments, an
embodiment of the identification system 134, running on device computing device (e.g., a
server or client device), can provide a user interface 116 to the user. In exemplary
embodiments, identification system 134 can present an interface through which an instance of
the problematic computer file 302 can be uploaded or input to the identification system 134.
In exemplary embodiments, the problematic computer file can adversely affect a performance
or operation of the computing system, adversely affect a performance or operation of one or
more computing devices in the computing system, create a security risk or a potential security
risk for the computing system or one or more computing device in the computing system,
and/or can cause other problems in the computing system. In some instances, the
problematic computer file can be, but is not limited to, a computer virus, an old version of an
application, a version of an application that is incompatible with the computing device or

computing system to which it is file is deployed, a corrupted file, and the like.

[0045] In operation 502, the identification system 134 can be executed by the processor the
computer device to generate a unique signature for the problematic computer file. In
exemplary embodiments, the unique signature can be generated in the form of a hash code
identifier for the problematic computer file. In exemplary embodiments the identification
system 134 can be executed to launch a hash function to generate the hash code identifier. In
exemplary embodiments, the hash function utilized by the identification system to generate
the hash code identifier can be identical to the hash function utilized by the build system to

generate the hash code identifier.

[0046] In operation 504, the identification system 134 can be executed by the processor of

the computing device to cause the computing device to query the deployment database using
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the unique signature for the problematic computer file 302 to retrieve the metadata for the
problematic computer file 302 from the deployment database 228. In exemplary
embodiments, the server may query the deployment database 228 using the signature or a

portion thereof as a search key

[0047] In operation 506, the results from the query are returned to the processor of the
computing device. In operation 508, if the query returns metadata associated with the
problematic file, the identification system determines that the problematic computer file is a
known computer file, and the metadata is output by the identification system 134 to present
the metadata to a user via the user interface 116. In exemplary embodiments, the metadata of
the problematic computer file 302 may be used to resolve any problems caused by the
problematic computer file. In exemplary embodiments, in operation 514, the problematic
computer file can be marked for deletion, revision, upgrading, and/or any other suitable

action.

[0048] In operation 510, if the database does not return metadata for the problematic
computer file 302, the identification system 134 can determine that the problematic computer
file is unknown and can output a notification to the user that the problematic computer file
302 is an unknown computer file In exemplary embodiments, the identification system 134

can mark the problematic computer file 302 for deletion/removal from the computer system.

[0049] In operation 512, the identification system 134 can be executed by the processor of
the computing device to delete or instruction to another computing device to delete the

problematic computer file that has been marked for deletion.

[0050] In describing exemplary embodiments, specific terminology is used for the sake of
clarity. For purposes of description, each specific term is intended to at least include all
technical and functional equivalents that operate in a similar manner to accomplish a similar
purpose. Additionally, in some instances where a particular exemplary embodiment includes
a plurality of system elements, device components or method steps, those elements,
components or steps may be replaced with a single element, component or step. Likewise, a
single element, component or step may be replaced with a plurality of elements, components
or steps that serve the same purpose. Moreover, while exemplary embodiments have been
shown and described with references to particular embodiments thereof, those of ordinary

skill in the art will understand that various substitutions and alterations in form and detail
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may be made therein without departing from the scope of the invention. Further still, other

embodiments, functions and advantages are also within the scope of the invention.

[0051] Exemplary flowcharts are provided herein for illustrative purposes and are non-

limiting examples of methods. One of ordinary skill in the art will recognize that exemplary
methods may include more or fewer steps than those illustrated in the exemplary flowcharts,
and that the steps in the exemplary flowcharts may be performed in a different order than the

order shown in the illustrative flowcharts.
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What is claimed is:

1. A system for improved maintenance of a distributed computing system including
software servers hosting one or more computer files, the system comprising:

one or more data storage devices including a non-transitory computer-readable media
storing a deployment database and a binary repository;

a build system executed by a selected one of the servers including a processor
communicatively coupled to the one or more data storage devices to facilitate communication
between the processor and the deployment database and between the processor and the
binary repository, execution of the build system by the selected one of the servers, in
response to receiving a known computer file to be deployed, (i) generates unique signature
for the known computer file, (i) generates metadata for the known computer file, (iii) creates
an entry in the deployment database including the unique signature for the known computer
file, (iv) associates the metadata with the unique signature in the deployment database, and
(v) deploys the known computer file into the binary repository to distribute the known
computer file to one or more of the software servers in the distributed computing system;

an identification system executed by the selected one of the servers or a different one
of the servers including a processor communicatively coupled to the one or more data storage
devices to facilitate communication between the processor and the deployment database,
execution of the identification system by the selected one of the servers or a different one of
the servers, in response to receiving a problematic computer file that is deployed in the
distributed computing system and causing an issue in the distributed computing system, (i)
generates a unique signature for the problematic computer file, and (ii) submits a query
including the unique signature for the problematic computer file to determine whether the
problematic computer file is the known computer file,

wherein, in response to the signature of the problematic computer file matching the
signature of the known computer file, the deployment database returns the metadata
providing information for resolving the issue, and, in response to determining that the
database contains no matches for the signature of the problematic computer file, the
identification system determines that the problematic computer file is unidentifiable and a

candidate for removal from the distributed system to resolve the issue.

2. The system of claim 1, wherein the metadata includes, filename, version date of

creation, vendor name, programmer name, build identification parameter, information
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associated with deployment the known computer file, or information associated with a user or
group responsible for maintenance of the known computer file or the one or more of the

software servers to which the known computer file is distributed.

3. The system of claim 1, wherein a known computer file or the problematic computing

file is an executable file.

4. The system of claim 1, wherein the identification system provides command line

prompt to query the database.

5. The system of claim 1, wherein the metadata is displayed on a display for a user in
response to the deployment database retrieving the metadata for the problematic computer

file.

6. The system of claim 1, wherein the signature for the problematic computer file is not

found in the deployment database.

7. The system of claim 6, wherein the identification system removes the problematic
computer file in response to determining the problematic computer file is a candidate for

removal.

8. A method for improved maintenance of a distributed computing system including
software servers hosting one or more computer files, the method comprising:

executing a build system, by a selected one of the servers that includes a processor
communicatively coupled to one or more data storage devices to facilitate

communication between the processor and a deployment database stored on the one
or more data storage devices and between the processor and a binary repository stored on the
one or more data storage devices, in response to receiving a known computer file to be
deployed;

generating, via the build system, a unique signature and metadata for the known
computer file;

creating, via the build system, an entry in the deployment database including the

unique signature for the known computer file;

associating, via the build system, the metadata with the unique signature in the

deployment database;
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deploying, via the build system, the known computer file into the binary repository to
distribute the known computer file to one or more of the software servers in the distributed
computing system;

executing an identification system, by a selected one of the servers including a
processor communicatively coupled to the one or more data storage devices to facilitate
communication between the processor and a deployment database and between the processor
and a binary repository, in response to receiving a problematic computer file that is deployed
in the distributed computing system and causing an issue in the distributed computing
system,;

generating, via the identification system, a unique signature for the problematic
computer file; and

submitting, via the identification system, a query including the unique signature for
the problematic computer file to the deployment database to determine whether the
problematic computer file is the known computer file;

wherein, in response to the signature of the problematic computer file matching the
signature of the known computer file, the deployment database returns the metadata
providing information for resolving the issue, and, in response to determining that the
database contains no matches for the signature of the problematic computer file, the
identification system determines that the problematic computer file is unidentifiable and a

candidate for removal from the distributed system to resolve the issue.

9. The method in claim 8, wherein the metadata includes, filename, version date of
creation, vendor name, programmer name, build identification parameter; information
associated with deployment the known computer file, or information associated with a user or
group responsible for maintenance of the known computer file or the one or more of the

software servers to which the known computer file is distributed.

10. The method in claim 9, wherein the known computer file or the problematic

computing file is an executable file.

11. The method in claim 9, wherein the identification system provides command line

prompt to query the database.
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12. The method of claim 8, further comprising displaying the metadata on a display  for
a user in response to the deployment database retrieving the metadata for the problematic

computer file.

13. The method of claim 8, wherein the signature for the problematic computer file is not

found in the deployment database.

14. The method of claim 8, further comprising removing the problematic computer file by
the identification system in response to determining the problematic computer file is a

candidate for removal.

15. A non-transitory computer readable memory medium storing instructions for
improved maintenance of a distributed computing system including software servers hosting
one or more computer files, wherein the instructions are executable by a processor to:

execute a build system to facilitate communication between the processor and a
deployment database stored on the one or more data storage devices and between the
processor and a binary repository stored on the one or more data storage devices, in response
to receiving a known computer file to be deployed;

generate, via the build system, a unique signature and metadata for the known
computer file;

creating, via the build system, an entry in the deployment database including the
unique signature for the known computer file;

associate, via the build system, the metadata with the unique signature in the
deployment database;

deploy, via the build system, the known computer file into the binary repository to
distribute the known computer file to one or more of the software servers in the distributed
computing system;

execute an identification system, by a selected one of the servers including a
processor communicatively coupled to the one or more data storage devices to facilitate
communication between the processor and a deployment database and between the processor
and a binary repository, in response to receiving a problematic computer file that is deployed
in the distributed computing system and causing an issue in the distributed computing
system,;

generate, via the identification system, a unique signature for the problematic

computer file; and
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submit, via the identification system, a query including the unique signature for the
problematic computer file to the deployment database to determine whether the problematic
computer file is the known computer file;

wherein, in response to the signature of the problematic computer file matching the
signature of the known computer file, the deployment database returns the metadata
providing information for resolving the issue, and, in response to determining that the
database contains no matches for the signature of the problematic computer file, the
identification system determines that the problematic computer file is unidentifiable and a

candidate for removal from the distributed system to resolve the issue.

16. The non-transitory computer readable memory medium in claim 15, wherein the
metadata includes, filename, version date of creation, vendor name, programmer name, build
identification parameter; information associated with deployment the known computer file, or
information associated with a user or group responsible for maintenance of the known
computer file or the one or more of the software servers to which the known computer file is

distributed.

17. The non-transitory computer readable memory medium in claim 16, wherein the
known computer file or the problematic computing file is an executable file or an

application.

18. The non-transitory computer readable memory medium in claim 15, wherein the
instructions are executable by a processor to display the metadata on a display for a user in
response to the deployment database retrieving the metadata for the problematic computer

file.

19. The non-transitory computer readable memory medium in claim 15, wherein the
instructions are executable by a processor to remove the problematic computer file by the
identification system in response to determining the problematic computer file is a candidate

for removal.

23



1/5 PCT/US2016/050501

WO 2017/044459

H0T

L0T

[4n*

01t

20T

90T

0T

<0t

001

1 5l

———
_ A05532304
| d _ UOIIESHACY .
—_—— ——— uoPEIIUSP) et
uoiesyddy ping
Em%%m ZeT
|BNLIA SUCHIEOHAOY oeT
| S3SEQEIR( —— szt
Q\mmwm%m winisAg a8elolg 971
dunelado
oINS NIOMIBN v7T
SJELiglu]
NIOMIIN BUUBIUY —— 271
EREIVEER] 07T
wonopwed-agny | ‘
>KMOE®§ asiAa BUilog —— 3811
_ N9 917
mmwmhﬁu 1A
105532044 Ae(dsi Enin w:
3A3(

guipndwion




PCT/US2016/050501

¢ ‘Dl

st

N

Rt

B e e

5
K
B

&

%4

Y sz
T SN LAN

e eSS IPS
2 osors

o o z

s

i

2/5

WO 2017/044459

P

&8
R
™
nN

&

1
4
3
ke as b ew sewgems

hiiiiiiiisiniiinsin 1377

o ETYE

G L

ARV
NN
N

L L L RSSO,

[ RTAE AR AR AR EARARRAEAR




3/5 PCT/US2016/050501

WO 2017/044459

€ Ol

BRSO  HE

£y

Soeunn dpnaent

VA B F I

90¢€

/

€90¢

§/

483

W R

suiah 1 AR

e

Eplc

. §/ 00¢



4/5 PCT/US2016/050501

WO 2017/044459

¥ Ol

Elepeisiy
24015 pue
21RI2UID

m‘mﬁm:mmm
24015 pue
31Ei3UDD)

i

Aloysoday
0} 8ji4 Aleuig
Aojdaq

314 aJedalyd

Yo

oy

00y



5/5 PCT/US2016/050501

WO 2017/044459

£3H
31219Q

¥is

afi} syl Yiim

Poleisosse

Elepel=iN
Uin1sy

/

80%

5 'Sl

ucHa|sp
10§ paylew
53|} sAOUISY Az

caseqeieq
3U3

U punoy

ainjeudis

[eAOWIBY 104
3jepipued se

3]i uew pue P~__
1350 AJION o

ainieusis
suisn

aseqgeleq
AlsnD

asnieusdis
J1BIBUID

2}
J121ndwion
211BWRIQ0Id
J21Unosul

905

¥OS

204

(0%



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 16/50501

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GO6F 17/30 (2016.01)
CPC - GO6F17/30575

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

Minimum documentation searched

g:classiﬁcation system followed by classification symbols)
CPC: GO6F17/30575; IPC(8): GO6F 17/30 (2016.01); USPC: 707/E17.032

709/224, 707/E17.032 (keyword limited; terms below)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
CPC: GO6F17/30575, GO6F 17/30545, H04L29/06, H041.29/08072, GO6F17/30557; USPC: 709/204, 709/206, 709/229, 709/205,

PatBase; Google Scholar

remediate remove

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

Search Terms: deployment database binary executable repository unique signature hash metadata distribute problematic file resolve

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2015/0163248 A1 (EPSTEIN) 11 June 2015 (11.06.2015), entire document, especially 1-19

abstract and para [0030}, [0069], [0074]-[0079], (0087}, [0091]-[0092), [0097]-[0098], 10102],

[0108], [0114], [0202]-[0203], [0214]-[0215], [0221]-[0223], [0228], [0270]-[0273], Fig. 1A, Fig.

1B, Fig. 3.
A US 2015/0227536 A1 (MONTULLI et al.) 13 August 2015 (13.08.2015), entire document. 1-19

l:] Further documents are listed in the continuation of Box C.

[

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“Q” document referring to an oral disclosure, use, exhibition or other
means

“P” document published prior to the international filing date but later than

the priority date claimed

“T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

25 October 2016 (25.10.2016)

Date of mailing of the international search report

29NOV 2016

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-8300

Authorized officer:
Lee W. Young

PU | Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (January 2015)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - wo-search-report

