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(57) ABSTRACT 

Various systems and methods are disclosed for a roaming 
saved game function allowing for location independent 
access to saved game data. In various embodiments, users 
may upload saved games when they sign in to an online 
gaming service, and download them later from another con 
sole, PC or other device so that they can continue a saved 
game wherever they have access to the online gaming service. 
In one embodiment, users may manage saved game files after 
signing in to the online gaming service. In other embodi 
ments, the roaming saved game function may provide users 
with ease of managing their saved games. For example, users 
may be able to compare two saved games by comparing their 
level, checkpoint number and screenshot listing. The user 
may then select one of the saved game files to play and upload. 
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ROAMING SAVED GAME 

COPYRIGHT NOTICE AND PERMISSION 

0001. A portion of the disclosure of this patent document 
may contain material that is Subject to copyright protection. 
The copyright owner has no objection to the facsimile repro 
duction by anyone of the patent document or the patent dis 
closure, as it appears in the Patent and Trademark Office 
patent files or records, but otherwise reserves all copyright 
rights whatsoever. The following notice shall apply to this 
document: Copyright (C) 2006, 2007 Microsoft Corp. 

FIELD OF TECHNOLOGY 

0002 The presently disclosed subject matter relates to the 
field of computing, and more particularly, to fields such as 
entertainment consoles, although these are merely exemplary 
and non-limiting fields. 

BACKGROUND 

0003. In computer and video gaming, players typically 
save the progress of their games locally on a console memory 
or local personal computer (PC) memory. When the player 
Subsequently desires to continue a saved game on another 
console or computer, a portable memory device is usually 
needed, such as a thumb drive, disk or memory stick. While 
PC users can manually copy saved game data to another 
machine and continue the game, it is often difficult for the 
users to manage their saved games and to keep the saved 
games files updated because it if difficult to determine which 
game files are associated with the game the player wishes to 
continue. 
0004 Players typically do not know where a saved game 

file is located. Many systems include anti-cheating functions 
that make it further difficult to located saved game files. 
Furthermore, if a player's hard disk malfunctions or the 
player desires to play on another machine, the player may lose 
all progress and may need to start the game from the very 
beginning. Finally, users typically are not able to determine 
which saved game they desire unless the user actually 
launches the game and visually determines the desired saved 
game file. 
0005. It would be desirable for players to be able to more 
easily manage their saved games and update saved games, 
selected and continue a console game on another console 
without having to save the game on a portable memory 
device, and continue a saved game from the last checkpoint 
if the player's local gamer profile is deleted. It would further 
be desirable to allow a player to share game progress with 
other players and Solicit help in passing difficult checkpoints. 

SUMMARY 

0006 Various systems, methods, and computer readable 
instructions are disclosed herein for a roaming saved game 
function allowing for location independent access to saved 
game data. In various embodiments, users may upload saved 
games when they sign in to an online gaming service, and 
download them later from another console, PC or other device 
so that they can continue a saved game wherever they have 
access to the online gaming service. In one embodiment, 
users may manage saved game files after signing in to the 
online gaming service. 
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0007. In other embodiments, the roaming saved game 
function may provide users with ease of managing their saved 
games. For example, users may be able to compare two saved 
games by comparing their level, checkpoint number and 
screenshot listing. The user may then select one of the saved 
game files to play and upload. 
0008. In further embodiments, the roaming saved games 
function may allow users to upload the saved games more 
quickly. For example, when a user uploads a saved game, the 
saved game files may first be compressed. When the user 
downloads a saved game, the saved game may be decom 
pressed, downloaded and then validated. In another embodi 
ment, the roaming saved game function may provide users a 
secure method for storing saved games. For example, the 
upload process may use a secure network and the saved games 
may be encrypted prior to compression. 
0009. It should be noted that this Summary is provided to 
introduce a selection of concepts in a simplified form that are 
further described below in the Detailed Description. This 
Summary is not intended to identify key features or essential 
features of the claimed subject matter, nor is it intended to be 
used as an aid in determining the scope of the claimed subject 
matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010. The foregoing Summary, as well as the following 
Detailed Description, is better understood when read in con 
junction with the appended drawings. In order to illustrate the 
present disclosure, various aspects of the disclosure are illus 
trated. However, the disclosure is not limited to the specific 
aspects shown. The following figures are included: 
0011 FIG. 1 illustrates an exemplary console for subject 
matter discussed in FIGS. 4-8; 
0012 FIG. 2 illustrates an exemplary computing environ 
ment for subject matter discussed with reference to FIGS. 
4-8; 
0013 FIG.3 illustrates an exemplary networking environ 
ment for subject matter discussed with reference to FIGS. 
4-8; 
0014 FIG. 4 illustrates an exemplary and non-limiting 
system that may implement an embodiment of a roaming 
saved game function; 
(0015 FIG. 5 illustrates an exemplary file collaboration 
diagram of a roaming saved game function; 
0016 FIGS. 6a and 6b illustrate an exemplary method of 
providing a game clan matchmaking function; 
0017 FIG. 7 illustrates an exemplary method of accessing 
a roaming saved game function; and 
0018 FIGS. 8a and 8b illustrate an exemplary method of 
providing a roaming saved game function. 

DETAILED DESCRIPTION 

0019 
Aspects 
0020. This section of the present disclosure provides the 
general aspects of an exemplary and non-limiting game con 
sole. Referring now to FIG. 1, a block diagram shows an 
exemplary multimedia console. The multimedia console 100 
has a central processing unit (CPU) 101 having a level 1 (L1) 
cache 102, a level 2 (L2) cache 104, and a flash ROM (Read 
only Memory) 106. The level 1 cache 102 and level 2 cache 
104 temporarily store data and hence reduce the number of 
memory access cycles, thereby improving processing speed 
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and throughput. The flash ROM 106 may store executable 
code that is loaded during an initial phase of a boot process 
when the multimedia console 100 is powered. Alternatively, 
the executable code that is loaded during the initial boot phase 
may be stored in a flash memory device (not shown). Further 
more, ROM 106 may be located separate from CPU 101. 
0021. A graphics processing unit (GPU) 108 and a video 
encoder/video codec (coder/decoder) 114 form a video pro 
cessing pipeline for high speed and high resolution graphics 
processing. Data is carried from the graphics processing unit 
108to the video encoder/video codec 114 via abus. The video 
processing pipeline outputs data to an A/V (audio/video) port 
140 for transmission to a television or other display. A 
memory controller 110 is connected to the GPU 108 and CPU 
101 to facilitate processor access to various types of memory 
112, such as, but not limited to, a RAM (Random Access 
Memory). 
0022. The multimedia console 100 includes an I/O con 
troller 120, a system management controller 122, an audio 
processing unit 123, a network interface controller 124, a first 
USB host controller 126, a second USB controller 128 and a 
front panel I/O subassembly 130 that are preferably imple 
mented on a module 1 18. The USB controllers 126 and 128 
serve as hosts for peripheral controllers 142(1)-142(2), a 
wireless adapter 148, and an external memory unit 146 (e.g., 
flash memory, external CD/DVD ROM drive, removable 
media, etc.). The network interface 124 and/or wireless 
adapter 148 provide access to a network (e.g., the Internet, 
home network, etc.) and may be any of a wide variety of 
various wired or wireless interface components including an 
Ethernet card, a modem, a Bluetooth module, a cable modem, 
and the like. 
0023 System memory 143 is provided to store application 
data that is loaded during the boot process. A media drive 144 
is provided and may comprise a DVD/CD drive, hard drive, or 
other removable media drive, etc. The media drive 144 may 
be internal or external to the multimedia console 100. Appli 
cation data may be accessed via the media drive 144 for 
execution, playback, etc. by the multimedia console 100. The 
media drive 144 is connected to the I/O controller 120 via a 
bus, such as a Serial ATA bus or other high speed connection 
(e.g., IEEE 1394). 
0024. The system management controller 122 provides a 
variety of service functions related to assuring availability of 
the multimedia console 100. The audio processing unit 123 
and an audio codec 132 form a corresponding audio process 
ing pipeline with high fidelity, 3D, Surround, and stereo audio 
processing according to aspects of the present disclosure 
described above. Audio data is carried between the audio 
processing unit 123 and the audio codec 126 via a communi 
cation link. The audio processing pipeline outputs data to the 
A/V port 140 for reproduction by an external audio player or 
device having audio capabilities. 
0025. The front panel I/O subassembly 130 supports the 
functionality of the power button 150 and the eject button 
152, as well as any LEDs (light emitting diodes) or other 
indicators exposed on the outer Surface of the multimedia 
console 100. A system power supply module 136 provides 
power to the components of the multimedia console 100. A 
fan 138 cools the circuitry within the multimedia console 100. 
0026. The CPU 101, GPU 108, memory controller 110, 
and various other components within the multimedia console 
100 are interconnected via one or more buses, including serial 
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and parallel buses, a memory bus, a peripheral bus, and a 
processor or local bus using any of a variety of bus architec 
tures. 

(0027. When the multimedia console 100 is powered on or 
rebooted, application data may be loaded from the system 
memory 143 into memory 112 and/or caches 102, 104 and 
executed on the CPU 101. The application may present a 
graphical user interface that provides a consistent user expe 
rience when navigating to different media types available on 
the multimedia console 100. In operation, applications and/or 
other media contained within the media drive 144 may be 
launched or played from the media drive 144 to provide 
additional functionalities to the multimedia console 100. 

0028. The multimedia console 100 may be operated as a 
standalone system by simply connecting the system to a tele 
vision or other display. In this standalone mode, the multime 
dia console 100 may allow one or more users to interact with 
the system, watch movies, listen to music, and the like. How 
ever, with the integration of broadband connectivity made 
available through the network interface 124 or the wireless 
adapter 148, the multimedia console 100 may further be 
operated as a participant in a larger network community. In 
this latter scenario, the console 100 may be connected via a 
network to a server. 

0029 Second, now turning to FIG. 2, illustrated is a block 
diagram representing an exemplary computing device that 
may be Suitable for use in conjunction with implementing the 
subject matter disclosed above. Numerous embodiments of 
the present disclosure may execute on a computer. For 
example, the computer executable instructions that carry out 
the processes and methods for providing PC experiences on 
gaming consoles may reside and/or be executed in Such a 
computing environment as shown in FIG.1. The computing 
system environment 220 is only one example of a suitable 
computing environment and is not intended to Suggest any 
limitation as to the scope of use or functionality of the pres 
ently disclosed subject matter. Neither should the computing 
environment 220 be interpreted as having any dependency or 
requirement relating to any one or combination of compo 
nents illustrated in the exemplary operating environment 220. 
In some embodiments the various depicted computing ele 
ments may include circuitry configured to instantiate specific 
aspects of the present disclosure. For example, the term cir 
cuitry used in the disclosure can include specialized hardware 
components configured to perform function(s) by firmware or 
switches. In other examples embodiments the term circuitry 
can include a general purpose processing unit, memory, etc., 
configured by Software instructions that embody logic oper 
able to perform function(s). In example embodiments where 
circuitry includes a combination of hardware and software, an 
implementer may write source code embodying logic and the 
Source code can be compiled into machine readable code that 
can be processed by the general purpose processing unit. 
Since one skilled in the art can appreciate that the state of the 
art has evolved to a point where there is little difference 
between hardware, software, or a combination of hardware/ 
software, the selection of hardware versus software to effec 
tuate specific functions is a design choice left to an imple 
menter. More specifically, one of skill in the art can appreciate 
that a software process can be transformed into an equivalent 
hardware structure, and a hardware structure can itself be 
transformed into an equivalent Software process. Thus, the 
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selection of a hardware implementation versus a Software 
implementation is one of design choice and left to the imple 
menter. 

0030 Computer 241 typically includes a variety of com 
puter readable media. Computer readable media can be any 
available media that can be accessed by computer 241 and 
includes both volatile and nonvolatile media, removable and 
non-removable media. The system memory 222 includes 
computer storage media in the form of Volatile and/or non 
volatile memory such as read only memory (ROM) 223 and 
random access memory (RAM) 260. A basic input/output 
system 224 (BIOS), containing the basic routines that help to 
transfer information between elements within computer 241, 
such as during start-up, is typically stored in ROM 223. RAM 
260 typically contains data and/or program modules that are 
immediately accessible to and/or presently being operated on 
by processing unit 259. By way of example, and not limita 
tion, FIG. 2 illustrates operating system 225, application pro 
grams 226, other program modules 227, and program data 
228. 

0031. The computer 241 may also include other remov 
able/non-removable, Volatile/nonvolatile computer storage 
media. By way of example only, FIG. 2 illustrates a hard disk 
drive 238 that reads from or writes to non-removable, non 
volatile magnetic media, a magnetic disk drive 239 that reads 
from or writes to a removable, nonvolatile magnetic disk 254, 
and an optical disk drive 240 that reads from or writes to a 
removable, nonvolatile optical disk 253 such as a CDROM or 
other optical media. Other removable/non-removable, vola 
tile/nonvolatile computer storage media that can be used in 
the exemplary operating environment include, but are not 
limited to, magnetic tape cassettes, flash memory cards, digi 
tal versatile disks, digital video tape, solid state RAM, solid 
state ROM, and the like. The hard disk drive 238 is typically 
connected to the system bus 221 through an non-removable 
memory interface Such as interface 234, and magnetic disk 
drive 239 and optical disk drive 240 are typically connected to 
the system bus 221 by a removable memory interface, such as 
interface 235. 

0032. The drives and their associated computer storage 
media discussed above and illustrated in FIG. 2, provide 
storage of computer readable instructions, data structures, 
program modules and other data for the computer 241. In 
FIG. 2, for example, hard disk drive 238 is illustrated as 
storing operating system 258, application programs 257. 
other program modules 256, and program data 255. Note that 
these components can either be the same as or different from 
operating system 225, application programs 226, other pro 
gram modules 227, and program data 228. Operating system 
258, application programs 257, other program modules 256, 
and program data 255 are given different numbers here to 
illustrate that, at a minimum, they are different copies. A user 
may enter commands and information into the computer 241 
through input devices such as a keyboard 251 and pointing 
device 252, commonly referred to as a mouse, trackball or 
touch pad. Other input devices (not shown) may include a 
microphone, joystick, gamepad, satellite dish, Scanner, or the 
like. These and other input devices are often connected to the 
processing unit 259 through a user input interface 236 that is 
coupled to the system bus, but may be connected by other 
interface and bus structures, such as a parallel port, game port 
or a universal serial bus (USB). A monitor 242 or other type of 
display device is also connected to the system buS 221 via an 
interface, such as a video interface 232. In addition to the 
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monitor, computers may also include other peripheral output 
devices such as speakers 244 and printer 243, which may be 
connected through a output peripheral interface 233. 
0033. The computer 241 may operate in a networked envi 
ronment using logical connections to one or more remote 
computers, such as a remote computer 246. The remote com 
puter 246 may be a personal computer, a server, a router, a 
network PC, a peer device or other common network node, 
and typically includes many or all of the elements described 
above relative to the computer 241, although only a memory 
storage device 247 has been illustrated in FIG. 2. The logical 
connections depicted in FIG. 2 include a local area network 
(LAN) 245 and a wide area network (WAN)249, but may also 
include other networks. Such networking environments are 
commonplace in offices, enterprise-wide computer networks, 
intranets and the Internet. 
0034. When used in a LAN networking environment, the 
computer 241 is connected to the LAN 245 through a network 
interface or adapter 237. When used in a WAN networking 
environment, the computer 241 typically includes a modem 
250 or other means for establishing communications over the 
WAN 249, such as the Internet. The modem 250, which may 
be internal or external, may be connected to the system bus 
221 via the user input interface 236, or other appropriate 
mechanism. In a networked environment, program modules 
depicted relative to the computer 241, or portions thereof, 
may be stored in the remote memory storage device. By way 
of example, and not limitation, FIG. 2 illustrates remote 
application programs 248 as residing on memory device 247. 
It will be appreciated that the network connections shown are 
exemplary and other means of establishing a communications 
link between the computers may be used. 
0035 FIG. 3 provides a schematic diagram of an exem 
plary networked or distributed computing environment. The 
environment comprises computing devices 153,156, and 157 
as well as object 155 and database 158. Each of these entities 
153, 155, 156, 157, and 158 may comprise or make use of 
programs, methods, data stores, programmable logic, etc. The 
entities 153,155, 156, 157, and 158 may span portions of the 
same or different devices such as PDAs, audio/video devices, 
MP3 players, smartphones, DVD players, cable box tuners, 
or just about any computing devices capable of remoted con 
tent provided by server PCs. Each entity 153, 155, 156, 157, 
and 158 can communicate with another entity 153, 155, 156, 
157, and 158 by way of the communications network 154. In 
this regard, any entity may be responsible for the maintenance 
and updating of a database 158 or other storage element. 
0036. This network 154 may itself comprise other com 
puting entities that provide services to the system of FIG. 3, 
and may itself represent multiple interconnected networks. In 
accordance with an aspect of the presently disclosed subject 
matter, each entity 153, 155, 156, 157, and 158 may contain 
discrete functional program modules that might make use of 
an API, or other object, software, firmware and/or hardware, 
to request services of one or more of the other entities 153, 
155, 156,157, and 158. 
0037. It can also be appreciated that an object, such as 155, 
may be hosted on another computing device 156. Thus, 
although the physical environment depicted may show the 
connected devices as computers, such illustration is merely 
exemplary and the physical environment may alternatively be 
depicted or described comprising various digital devices Such 
as PDAs, televisions, MP3 players, etc., software objects such 
as interfaces, COM objects and the like. 
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0038. There are a variety of systems, components, and 
network configurations that Support distributed computing 
environments. For example, computing systems may be con 
nected together by wired or wireless systems, by local net 
works or widely distributed networks. Currently, many net 
works are coupled to the Internet, which provides an 
infrastructure for widely distributed computing and encom 
passes many different networks. Any such infrastructures, 
whether coupled to the Internet or not, may be used in con 
junction with the systems and methods provided. 
0039. A network infrastructure may enable a host of net 
work topologies such as client/server, peer-to-peer, or hybrid 
architectures. The "client' is a member of a class or group that 
uses the services of another class or group to which it is not 
related. In computing, a client is a process, i.e., roughly a set 
of instructions or tasks, that requests a service provided by 
another program. The client process utilizes the requested 
service without having to “know’ any working details about 
the other program or the service itself. In a client/server 
architecture, particularly a networked system, a client is usu 
ally a computer that accesses shared network resources pro 
vided by another computer, e.g., a server. In the example of 
FIG. 12, any entity 153, 155, 156, 157, and 158 can be 
considered a client, a server, or both, depending on the cir 
cumstances. And, moreover, regarding the entertainment con 
sole, it can be a client to a server. 
0040. A server is typically, though not necessarily, a 
remote computer system accessible over a remote or local 
network, Such as the Internet. The client process may be 
active in a first computer system, and the server process may 
be active in a second computer system, communicating with 
one another over a communications medium, thus providing 
distributed functionality and allowing multiple clients to take 
advantage of the information-gathering capabilities of the 
server. Any software objects may be distributed across mul 
tiple computing devices or objects. 
0041 Client(s) and server(s) communicate with one 
another utilizing the functionality provided by protocol layer 
(s). For example, HyperText Transfer Protocol (HTTP) is a 
common protocol that is used in conjunction with the World 
Wide Web (WWW), or “the Web.” Typically, a computer 
network address such as an Internet Protocol (IP) address or 
other reference such as a Universal Resource Locator (URL) 
can be used to identify the server or client computers to each 
other. The network address can be referred to as a URL 
address. Communication can be provided over a communi 
cations medium, e.g., client(s) and server(s) may be coupled 
to one another via TCP/IP connection(s) for high-capacity 
communication. 

0042. In light of the diverse computing environments that 
may be built according to the general framework provided in 
FIG. 3 and the further diversification that can occur in com 
puting in a network environment such as that of FIG. 3, the 
systems and methods provided herein cannot be construed as 
limited in any way to a particular computing architecture or 
operating system. Instead, the presently disclosed subject 
matter should not be limited to any single embodiment, but 
rather should be construed in breadth and scope in accordance 
with the appended claims. Thus, for example, although game 
consoles and server PCs have been discussed, just as easily 
full desktops could be remoted to Smartphones as a means to 
access data and functionality that is otherwise unavailable to 
Smartphones. 
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0043 Finally, it should also be noted that the various tech 
niques described herein may be implemented in connection 
with hardware or software or, where appropriate, with a com 
bination of both. Thus, the methods, computer readable 
media, and systems of the presently disclosed Subject matter, 
or certain aspects or portions thereof, may take the form of 
program code (i.e., instructions) embodied in tangible media, 
such as floppy diskettes, CD-ROMs, hard drives, or any other 
machine-readable storage medium, where, when the program 
code is loaded into and executed by a machine. Such as a 
computer, the machine becomes an apparatus for practicing 
the subject matter. 
0044. In the case of program code execution on program 
mable computers, the computing device may generally 
include a processor, a storage medium readable by the pro 
cessor (including Volatile and non-volatile memory and/or 
storage elements), at least one input device, and at least one 
output device. One or more programs that may utilize the 
creation and/or implementation of domain-specific program 
ming models aspects of the present disclosure, e.g., through 
the use of a data processing API or the like, are preferably 
implemented in a high level procedural or object oriented 
programming language to communicate with a computer sys 
tem. However, the program(s) can be implemented in assem 
bly or machine language, if desired. In any case, the language 
may be a compiled or interpreted language, and combined 
with hardware implementations. 
0045 
0046 Various systems, methods, and computer readable 
instructions are disclosed herein for a roaming saved game 
function providing location independent access to saved 
game data. In various embodiments, users may upload saved 
games when they sign in to an online gaming service, and 
download them later from another console, PC or other device 
so that they can continue a saved game wherever they have 
access to the online gaming service. In one embodiment, 
users may manage saved game files after signing in to the 
online gaming service. 
0047. In other embodiments, the roaming saved game 
function may provide users with ease of managing their saved 
games. For example, users may be able to compare two saved 
games by comparing their level, checkpoint number and 
screenshot listing. The user may then select one of the saved 
game files to play and upload. The roaming saved game 
function may initially only provide Summary game data that 
may be displayed on the player's display device, to enable the 
display of a Summary of the user's profile and saved game 
data. Such Summary data may include level, checkpoint, and 
screenshot data. Screenshot data may initially comprise 
thumbnail data to minimize the amount of data transmitted 
during saved game file management. The actual game files 
may be transmitted when the user selects the file and requests 
that the file be downloaded. 

0048. In further embodiments, the roaming saved games 
function may allow users to upload the saved games more 
quickly. For example, when a user uploads a saved game, the 
saved game files may first be compressed. When the user 
downloads a saved game, the saved game may be decom 
pressed, downloaded and then validated. In another embodi 
ment, the roaming saved game function may provide users a 
secure method for storing saved games. For example, the 
upload process may use a secure network and the saved games 
may be encrypted prior to compression. 

Roaming Saved Game 
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0049. In one exemplary and non-limiting aspect of the 
present disclosure, roaming saved games provide users the 
ability to save a game once and continue the saved game 
anywhere. In an embodiment, a roaming saved game function 
may enable users to upload locally saved games when they 
sign in to an online gaming service. The user, or any other 
person who has access to the user's authentication creden 
tials, may download the saved games from another console, 
PC or other device. The saved games may thus be continued 
wherever users have access to the online gaming service via 
the Internet, intranet, and the like. 
0050 Roaming saved game functions may be provided to 
a player upon creating an account with an online gaming 
service. For example, when creating an account, the player 
may be asked to provide authentication credentials such as a 
user name and password. The player may further be provided 
an option to receive online roaming game save services. Alter 
natively, the roaming game save service may be bundled with 
the online gaming service. 
0051. In other embodiments, users may manage their 
saved game files when they sign in to the online gaming 
service and access the roaming saved game function. When 
determining a saved game to load, it may be difficult to 
determine which file is the latest game file or where a game 
file is located. In an embodiment, a user may be provided with 
metadata, level, checkpoint number and screenshot listings 
and other information for two or more saved games. Users 
may then choose one of saved games to upload and play. 
0052. In another embodiment, key events may be auto 
matically saved and may be automatically uploaded to the 
online game server. For example, a game's progress may be 
automatically saved at every checkpoint that is passed, or 
every ten minutes, or at various other time intervals or game 
epochs. The game application or game system may automati 
cally transmit the saved game file to the roaming saved game 
function for saving to a data store. Such an automatic function 
may be performed in the background. Thus, in the event that 
power is lost, the player unintentionally terminates the game, 
or otherwise unexpectedly terminates the game, the player's 
game progress may have been saved and the player may not 
be required to start from the beginning. 
0053. In another embodiment, a roaming saved game 
function may provide users a secure method for storing saved 
games by using encryption techniques prior to compression 
and storage. Various encryption techniques may be used. Such 
as key-based encryption. The online gaming service may 
further, for example, provide secure connections to users for 
secure access and transmission. At a minimum, users may be 
required to logon to the online gaming service using account 
information to retrieve data. Secure authentication methods 
may be used to prevent unauthorized access to game files and 
tampering or theft of the game files. For example, Kerberos is 
an authentication method that may be provided that involves 
clients receiving a ticket that keeps the user authenticated for 
a specified period of time. When the ticket expires, the user 
must re-authenticate with the server. 

0054. In many cases a user may desire to share saved game 
data with other players. A player may, for example, seek 
assistance in overcoming a particularly difficult challenge in 
a game and request assistance from another player in another 
locale. The player may upload the game file, and provide the 
player's authentication credentials to the other player. The 
other player may then use the authentication credentials to 
access the game file, upload the game file, execute the game 
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file, successfully overcome the difficult game challenge, save 
the game file, and upload the game file to the online gaming 
service. The first player may then retrieve the uploaded game 
file and continue the game using the game file which now has 
progressed beyond the point at which the first player desired 
assistance. 
0055. In another embodiment, a player may share game 
data with other players by identifying the players and autho 
rizing access to one or more game files. For example, the 
player may select a game file, identify one or more players 
with whom the player desires to share the game data, and 
authorize the one or more players to access the game file. The 
player may identify the players using an online gaming ID, 
email address, or other means. The authorized players may be 
notified by receiving an email notification or may be notified 
when they logon to the online gaming service. 
0056. In a further embodiment, the roaming saved game 
function may be provided to cooperative or multi-player 
games or games played by clans. A clan, also known as a 
guild, is typically a group of players who regularly play 
multiplayer games together in a particular (or various differ 
ent) multiplayer game. Games played by clans may be saved 
by the roaming saved game function, and Such games may be 
associated with a clan ID or user ID. One or more players who 
belong to a clan may identify a clan saved game for sharing 
with another player or clan. 
0057. In another embodiment, the roaming saved game 
feature may provide a blog-like system that enables the player 
and other authorized players to add comments regarding the 
saved game file. For example, if a player sought assistance 
from another player for overcoming a game challenge, the 
second player may add comments indicating how the player 
overcame the challenge. In another example, a player who 
uploads a saved game may add comments indicating personal 
notes or comments that may later be useful for the player. The 
player may also add comments to provide details for a second 
player to better understand a particular aspect of the saved 
game file. 
0058. In an embodiment, a saved game may be a cross 
platform saved game that may be played on more than one 
game platforms. The roaming saved game function may pro 
vide a transformation function that may parse the saved game 
file and transform the file into a format that can be executed on 
a different platform. For example, a game that is Supported by 
two gaming platforms may initially be saved by a player using 
a console of one platform. The player may desire to retrieve 
the game file and continue play on a second platform. The 
roaming saved game function may provide an option for the 
player to select a second platform, and upon selection the 
roaming saved game function may transform the file into a 
format that may be executed on the second platform. 
0059. In another embodiment, the roaming saved game 
function may further Support character based saving. A char 
acter-based game is typically a game that includes a narrative 
that drives the player through the game, a number of charac 
ters that interact with each other in different ways, and game 
play that is based around the movement of a particular char 
acter or Small group of characters. The roaming saved game 
function may thus provide location independent access to 
character-based progress or progress associated with specific 
characters or actions within a game. 
0060 A roaming game save function may further provide 
an application programming interface (API) further config 
ured to provide roaming game save functions to a video game 
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application. Furthermore, a Software development kit can be 
provided so that game developers may develop applications 
that incorporate the matchmaking feature. An API may be 
provided on a gaming console or local computer in order to 
provide access to roaming saved game services to the locally 
executing video game application. In other embodiments an 
API may be provided on the server side and provide in con 
junction with the online gaming service. Alternatively, an API 
or components of an API may be provided both on the client 
side and the server side. 
0061 Referring now to FIG. 4, depicted is an exemplary 
system that may implement an embodiment of a roaming 
saved game function 400, wherein the roaming saved game 
may be implemented by the modules and related entities 
described herein. Saved game file transferring module 410 
may set up a secure connection with the server database 430 
and upload/download saved game files to a local device. 
Saved game managing/comparison UI module 450 may 
enable a display for a user to list exiting saved games, com 
pare the saved games and manage the saved game files. 
0062. The compression/encryption module 420 may 
decompress the package downloaded from the server or com 
press the saved game files to package and transmit. If addi 
tional security is desired for the saved game file, the files may 
be encrypted prior to transmission or decrypted after down 
loading the saved game file. 
0063. The file validation module 440 may validate the 
integrity of the downloaded game file. If the saved game is a 
cross-platform saved game that can be continued by different 
platforms, the saved game transform module 450 may parse 
the file and transform the file so that the game can be contin 
ued by a current user on a current platform. A server database 
430 may provide a data store for saved game files and gamer 
profiles. 
0064. A saved game data file may include but not be lim 
ited to various game metadata such as game title (e.g., Halo) 
and the date and time when the game was last saved. Other 
metadata may include file size and a rating of the game or a 
rating of the particular gaming session. The game data file 
may further include other data useful for managing and iden 
tifying game files. Such data may include Screenshot data, 
checkpoint data (e.g., gamepoint 2), view before download 
ing, and view data. 
0065 Screenshot data may comprise the last game scene 
prior to the game save point, as viewed on the user display. 
Screenshot data may also comprise Scenes that are indicative 
of a particular game's progress. Screenshot data, in many 
cases, may be useful for the player to identify a particular 
game session, in particular when multiple game files for the 
same game are stored in the user's profile. Other data Such as 
last viewed information may be useful to locate saved game 
files that were recently viewed but not updated. 
0066 Player profile data may include personal storage 
space, authentication data, and clan data or data related to 
other players associated with the account. Personal storage 
space may enable the player to store game related documen 
tation and comments. The player's personal storage area may 
also enable the player to store and retrieve any game related 
data, or even non-game related data, without having to save 
the data on a memory device. 
0067 Depicted in FIG. 5 are diagrams illustrating exem 
plary processes for uploading and downloading saved game 
files inaccordance with an embodiment disclosed herein. The 
upper file collaboration diagram depicts an exemplary trans 
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action wherein a video game file is saved. The lower file 
collaboration diagram depicts an exemplary transaction 
wherein a saved video game file is transmitted to a user. 
0068 A roaming saved game function may be imple 
mented by the following modules and related entities. Refer 
ring to modules 505 and 580, a roaming saved game manag 
ing/comparison user interface (UI) may be an in-game UI that 
provides a scene for a user that lists various saved games that 
are available for management. The UI may further provide 
Summary information useful for the user for comparing the 
saved games and managing the game files. Saved game file 
transferring modules 515 and 555 may set up a secure con 
nection with a roaming saved game server database and 
upload/download the saved game files to a local device. 
0069. Referring to modules 510 and 565, a compression/ 
encryption module may decompress a package downloaded 
from the server. Compression/encryption modules 510 and 
565 may also compress the saved game files prior to packag 
ing for transmission. If additional security is desired for the 
game, the files may be encrypted and decrypted. Referring to 
module 575, a file validation module may validate the integ 
rity of a downloaded file. 
0070. In some embodiments, if the saved game is a cross 
platform saved game that can be continued by different plat 
forms, or if the saved game is to be used by a cross-game file 
that can be continued by different gamers, a saved game 
transformation module may parse the file and transform the 
file so that it can be continued by the current user on the 
current platform. 
0071. In another aspect of the presently disclosed subject 
matter, an exemplary method may be implemented for pro 
viding a roaming saved game function. However, it should be 
understood that similar systems, computer readable media, 
and other mechanisms could be used to carry out this aspect of 
the presently disclosed subject matter. Referring to FIG. 6a, at 
block 600, information from a user requesting roaming save 
game functionality may be received. The request may be from 
a new user, or the request may be from an existing user who 
desires to add roaming saved game functionality to an exist 
ing service account. The request may include authentication 
information to be used for future saved game access. 
0072 At block 610, the roaming saved game feature may 
configure the user's saved game account. In block 612 a 
player may select a game file to be saved by the roaming saved 
game function. In block 615, the saved game file may option 
ally be compressed. In block 617, the saved game file may 
optionally be encrypted. 
0073. In block 620, the saved game file may be received 
for processing and storing by the roaming saved game func 
tion. In block 630 the roaming saved game function may save 
the file in a data store for Subsequent file management and 
access by one or more players. In block 640, a player who 
desires access to the saved game file may send authentication 
credentials to the roaming saved game function. The authen 
tication credentials may include, for example, a user name 
and password. 
0074 Continuing to FIG. 6b, in block 650, the roaming 
saved game function may receive a request for access to the 
roaming saved game function. In block 660 the roaming 
saved game function may authenticate the request by com 
paring the received authentication credentials with the 
authentication information saved for the saved game file. 
After the requested access is authenticated, Summary infor 
mation regarding the saved game data may be transmitted to 
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the requesting player in block 670. The summary data may 
include saved game file metadata and other information use 
ful for comparison and file management. In block 680, the 
roaming saved game function may receive an indication of a 
selected game file. In block 685 the roaming saved game 
function may optionally convert the selected game file if the 
player indicates that the game file is to be executed on a 
different platform than the platform for which the file is 
currently configured. Finally, in block 690 the roaming saved 
game function may transmit the file to the requesting player. 
0075 Turning now to FIG. 7, illustrated is an exemplary 
method of providing roaming saved game services on a local 
platform or console, wherein the player may access an online 
gaming service that may further provide an roaming saved 
game service. However, it should be understood that similar 
systems, computer readable media, and other mechanisms 
could be used to carry out this aspect of the presently dis 
closed subject matter. Referring to FIG. 7, at block 700, a 
player may launch a video game application, typically on a 
local computer or entertainment console. In block 705, the 
platform or console may further access an online gaming 
service via an Internet connection or other communications 
means. In block 710, the video game application may further 
interact with an application programming interface (API) that 
provides access and services to the roaming saved game Ser 
vices of an online gaming service. A roaming saved game API 
component may reside on the local computer or device, or on 
the server side, or both. 
0076. In block 715, a user interface for providing roaming 
saved game services may be provided to the video game 
player on the local PC or console. The user interface may 
allow the player to indicate various options such as automati 
cally saving game progress and automatically transmitting 
saved game data in the background. Optionally, the user inter 
face may be accessed at a later time such as after the game has 
been completed and the game data has been saved locally. 
0077. In block 720, the player may play the video game. In 
block 725, the player may exit the game and save the current 
game's progress. In block 730, the saved game file may 
optionally be compressed. In block 735, the saved game file 
may optionally be encrypted if additional security is desired. 
In block 740, the saved game file may be transmitted to the 
online gaming service for processing and storing by the roam 
ing saved game service. 
0078 Turning now to FIG. 8a, illustrated is an exemplary 
method of providing roaming saved game services on a local 
platform or console, wherein the player may access an online 
gaming service that may further provide an roaming saved 
game service that enables the retrieval of a previously saved 
game. However, it should be understood that similar systems, 
computer readable media, and other mechanisms could be 
used to carry out this aspect of the presently disclosed subject 
matter. Referring to FIG. 8, at block 800, a player may access 
an online gaming service access an online gaming Service via 
an Internet connection or other communications means. In 
block 805, the player may launch a video game application, 
typically on a local computer or entertainment console. In 
block 810, the video game application may further interact 
with an application programming interface (API) that pro 
vides access and services to roaming saved game services of 
the online gaming service. A roaming saved game API com 
ponent may reside on the local computer or device, or on the 
server side, or both. 
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0079. In block 815, a user interface for providing roaming 
saved game services may be provided to the video game 
player on the local PC or console. The user interface may 
allow the player to view various games that have been saved 
and are available for download. As discussed above, the infor 
mation provided may include metadata and Screenshot data, 
and the user may be provided options to compare the various 
files and determine which of the available files the player 
desires to download. 
0080. In block 820, the player may select a saved video 
game file. In block 825, the roaming saved game service may 
optionally convert the selected game file if the player indi 
cates that the game file is to be executed on a different plat 
form than the platform for which the file is currently config 
ured. In block 830, the saved game file may optionally be 
compressed if the file has not been previously compressed. In 
block 835, the saved game file may optionally be encrypted if 
the file has not been previously encrypted. In block 840, the 
saved game file may be transmitted to the requesting player. 
I0081 Referring now to FIG. 8b, in block 850 the trans 
mitted video game may be received by the requesting video 
game player on the local PC or console. In block 860, the 
saved game file may optionally be decrypted if the file has 
been previously encrypted. In block 870, the saved game file 
may optionally be decompressed if the file has been previ 
ously compressed. In block 880, the received video game file 
may be executed by the video game application. 
I0082 Lastly, while the present disclosure has been 
described in connection with the preferred aspects, as illus 
trated in the various figures, it is understood that other similar 
aspects may be used or modifications and additions may be 
made to the described aspects for performing the same func 
tion of the present disclosure without deviating there from. 
For example, in various aspects of the disclosure, the provid 
ing of time based control of entertainment consoles was dis 
closed. However, other equivalent mechanisms to these 
described aspects are also contemplated by the teachings 
herein. Therefore, the present disclosure should not be lim 
ited to any single aspect, but rather construed in breadth and 
Scope in accordance with the appended claims. 

What is claimed: 
1. A method for providing roaming access to saved video 

game data, comprising: 
receiving authentication information for a player and con 

figuring an account associated with said player in an 
online gaming service; 

receiving game data associated with said account for at 
least one game accessible via said online gaming Ser 
Vice, said game data comprising game state, date, and 
time information; 

storing said game data in a data store; 
receiving authentication credentials and a request for 

access to said game data associated with said account; 
authenticating the request using said authentication infor 

mation, and when authenticated, transmitting Summary 
data associated with said game data associated with said 
account, said Summary data operable for display on a 
user interface device, said Summary data indicating 
game state, date, and time information for games asso 
ciated with said account; 

receiving a selection indicating a selected saved game; and 
transmitting game data for said selected saved game. 
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2. The method of claim 1, wherein said storing said game 
data further comprises compressing and encrypting said 
game data. 

3. The method of claim 1, wherein said transmitting game 
data further comprises decrypting and decompressing said 
game data. 

4. The method of claim 1, wherein said game data further 
comprises game screenshot data. 

5. The method of claim 1, wherein said summary data is 
further operable for providing comparisons of saved game 
data and management of said saved game data. 

6. The method of claim 1, further comprising providing a 
parser for converting a cross-platform saved game. 

7. The method of claim 1, wherein said player is a member 
of a video game clan, and said game data is further associated 
with said video game clan. 

8. The method of claim 1, further comprising receiving and 
storing user comments associated with said at least one game. 

9. A system for providing roaming access to saved video 
game data, comprising: 

circuitry configured to provide a user interface for retriev 
ing Video game data: 

circuitry configured to transmit authentication credentials 
and a request for access to game data associated with an 
account in an online gaming service, said account asso 
ciated with authentication information for a player, 

circuitry configured to receive from said online gaming 
service Summary data associated with said game data 
associated with said account, said Summary data indi 
cating game state, date, and time information for games 
associated with said account; 

circuitry configured to receive from a user a selection indi 
cating a selected saved game and transmit said selection 
to said online gaming service; and 

circuitry configured to receive game data for said selected 
saved game. 

10. The system of claim 9, further comprising: 
circuitry configured to provide a user interface for saving 

Video game data; and 
circuitry configured to transmit authentication information 

to said online gaming service, said authentication infor 
mation operable to configure said account associated 
with said player. 

11. The system of claim 10, further comprising circuitry 
configured to transmit game data for at least one game to said 
online gaming service, said game data associated with said 
account and comprising game state, date, and time informa 
tion, wherein said game data is stored in a data store and 
accessible by a user independent of location. 
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12. The system of claim 9, further comprising circuitry 
configured to provide an application programming interface 
(API) further configured to provide roaming game save func 
tions to a video game application. 

13. The system of claim 11, further comprising circuitry 
configured to compress and encrypt said game data. 

14. The system of claim 13, wherein said circuitry config 
ured to receive game data further comprises circuitry config 
ured to decrypt and decompress said game data. 

15. The system of claim 9, wherein said game data further 
comprises game screenshot data. 

16. The system of claim 9, wherein said circuitry config 
ured to provide a user interface further comprises circuitry 
configured to provide comparisons of saved game data and 
management of said saved game data. 

17. A computer readable medium storing thereon computer 
executable instructions for providing roaming access to saved 
Video game data, comprising instructions for: 

receiving authentication information for a player and con 
figuring an account associated with said player in an 
online gaming service; 

receiving game data associated with said account for at 
least one game accessible via said online gaming Ser 
Vice, said game data comprising game state, date, and 
time information; 

storing said game data in a data store; 
receiving authentication credentials and a request for 

access to said game data associated with said account; 
authenticating the request using said authentication infor 

mation, and when authenticated, transmitting Summary 
data associated with said game data associated with said 
account, said Summary data operable for display on a 
user interface device, said Summary data indicating 
game state, date, and time information for games asso 
ciated with said account; 

receiving a selection indicating a selected saved game; and 
transmitting game data for said selected saved game. 
18. The computer readable medium of claim 16 further 

comprising instructions for providing an API configured to 
provide roaming game save functions to a video game appli 
cation. 

19. The computer readable medium of claim 1, further 
comprising instructions for providing a parser for converting 
a cross-platform saved game. 

20. The computer readable medium of claim 1, further 
comprising instructions for receiving and storing user com 
ments associated with said at least one game. 
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