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(57) Abstract: An augmented reality device (ARD) can present vir-
tual content which can provide enhanced experiences with the user's
physical environment For example, the ARD can detect a linkage be-
tween a person in. the FOV of the ARD and a physical object (e.g.,
a document presented by the person) or detect linkages between the
documents. The linkages may be used in identity veritication or doc-
ument verification.
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AUGMENTED REALITY IDENTITY VERIFICATION

CROSS-REFERENCE TO RELATED APPLICATIONS
{0001} This application claims the benefit of priovity under 35 US.CL§ 119} o
ULS. Provisional Application No. 62/345 438, filed on June 3, 2016, entitled “"AUGMENTED
REALITY IDENTHY VERIFICATION [ the disclosure of which is hereby incorporated by

reference herein in its entirety.

FIELD
0002 The present disclosure relates {o virtual reality and asgmented reality

imaging and visualization systems and more particnlarly to various authentication techaiques

i an augmented reality eovironment.

BACKGROUND

[0003] Modern computing and  display  technologies  have  faciiated  the
development of systems for so called "virtual reality”, "sugmented reality”, or “mixed reality™
experiences, wherein digitally reproduced Images or portions thereof are presented to a user
in @ manner wherein they scem to be, or may be perceived as, real. A virtual reality, or "VR",
scenario typically involves presentation of digital or virtual image tnformation without
transparency to other actual real-world visual input; an augmented reality, or "AR", scenario
typically involves presentation of digital or virtual image information as an apgmentation 1o
visualization of the actual world around the user; 8 mixed reality, or “MR”, related to
merging real and virtual worlds to produce new environments where physical and virtual
objects co-exist and mteract in real time. As it turns out, the hwman visual perception system
is very complex, and prodacing a VR, AR, or MR techoology that facilitates a comfortable,
natural-feeling, rich presentation of virtual image clements amongst other virtual or real-
world imagery elements i3 challenging. Systems and methods disclosed herein address

various challenges related to VR, AR and MR technology.
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SUMMARY

0004} Various cmbodiments of an augmented reality system for defecting
linkages among objects / people in a user's environment or authenticating the objects / people
are disclosed.

0005} In one embodiment, an augmented reality (AR) svstem for detecting a
hinkage i an AR environment s diselosed. The aagmented reality systern comprises an
outward-facing imaging svstem configured to image an environment of the AR svsiem; an
AR display configured to present virtual content in a three-dimensional (3D) view to a user of
the AR systeny; and a hardware processor, The hardware processor is programmed to; obtain,
with the outward-facing ioaging system, an image of the environment; detect a first face and

a second face in the image, wherein the first face is the face of a person in the enviromment
and wherein the second face is a face on an identification document; recognize the first face
based on first facial features associated with the first face: recogiize the second face based on
the second facsal featares; analyze the first facial features and the second facial features to
detect a linkage between the person and the identification document; and instruct the AR
display to present a virtual anpotation indicating a result of the apalysis of the fust facial
features and the second facial features.

00066} In another embodiment, a method for detecting a linkage in an augmented
reality environment is disclosed. The method can be performed sader control of an
augmented reality device comprising an outward-imaging imaging system and a hardware
processor, the augmented reality device configured to display virtual content to a wearer of
the augmented reality device, The method can comprise: obtaining an image of the
snvironment; detecting a person, a first document, and a second document in the image;
extracting first personal information based at feast partly on an analysis of the image of the
first document; accessing second personal information associated with second document;
extracting third personal information of the person based at least partly on an analysis of the
image of the person, wherein the first personal information, the second personal information,
and the third personal information are in a same category; determining a likelihood of match
among the first personal information, the second personal information, and the third personal

information; and displaying a linkage of among the fivst document, the second document, and

=
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the person in response to a determination that the likebhood of match exceads a threshold

condition,
{0087} Details of one or more implementations of the subject matter deseribed in
this specification are set forth in the accompanying drawings and the description below.

Other features, aspects, and advantages will become apparent from the description, the
drawings, and the claims.  Neither this summary nor the following detailed description

purports to define or Himit the scope of the inventive subject matter,

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] FIG. 1 depicts an iHustration of & mwixed reality scenario with certain

virtual reality objeets, and certain phvsical objeets viewed by a persorn.

[0009] 1G. 2 schematically iHlustrates an example of a wearable system.
{0010} FIG. 3 schematically illusirates aspects of an approach for simulating

three-dimensional imagery using multiple depth planes.
j0011] FIG. 4 schematically tHustrates an example of a waveguide stack for

outpatting image information to a user.

{0012} FIG. § shows example exit beams that may be outputted by a waveguide.
{0013} FIG. & is a schematic diagram showing an optical system including a

waveguide apparatus, an optical coupler subsystem o optically couple light to or from the
waveguide apparatus, and a control subsystem, ased in the gencration of a multi~tocal
volumetric display, image, or light field.

jo014] FI1G. 7 is a block diagram of an example of a wearable system.

{0015} FIG. 8 is a process flow diagram of an example of a method of rendering
virtual content in relation o recognized objects.

{0016} FIG. 9 is g block diagram of another example of a wearable system.

0017 FIG. 10 i g process flow diagram of an example of a method for
determining user input to @ wearable system.

{0018} FIG. 11 is a process flow diagram of an example of a method for

interacting with a virtual user interface.
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{0019} FIG. 12A illustrates an example of identity verification by anabyaing
linkages between a person and a document.

{0020} FIG. 12B illustrates an example of idemtity verification by analyzing
Linkages between two documents.

j0021} FIG. 13 s a flowchart of an example process for determining a maich
between a person and an identification document presented by the person.

[0022} FIG. 14 18 a Bowchart of an example process for determining a maich
between two documents.

10023} FIG. 15 15 a flowchart of example process for delermining a match
between a person and a plurality of documents,

10024} Throughout the drawings, reference anmbers may be re-used to indicate
correspondence between referenced elements. The drawings are provided to iltustrate
example embodinents deseribed heretin and are not intended o Himit the scope of the
diselosare, Additonally, the figures in the present disclosure are tor tlustration purposes and

are not to scale.

DETAILED DESCRIPTION

{hverview

{0025} An angmented reality device (ARD) can present virtual content which can
enhance a user’s visual or interaction experiences with the user’s physical environment. The
user can percetve the virtwal content in addition to the physical content seen through the
ARD.

{0026} For example, al an airport security checkpomt, a traveler usually presents
Iis or her identification document (e.g., a driver’s lHoense or passport) to an inspector who
may wear the ARD. The driver’s license can mclude identifving information such as the
traveler’s name, photo, age, height, ete. The traveler may also present a ticket which can
include travel information such as the traveler’s narse, destination, carrier, ete. The wspector
may view the traveler {as well as other persons in the traveler’s environment) and the

traveler’s documents through the ARD. The ARD can hmage the traveler and the traveler’s

e
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documents and detect linkages among the traveler's documents and the traveler {or others in
the envirormment, such as traveling companions},

{0027} For example, the ARD can image the traveler’s passport to detect a
photograph of the traveler and compare it {o an image of the traveler obiained by an outward-
facing camera on the ARD to determine whether the passport photograph is that of the
traveler. The ARD may image the traveler™s ticket and determine the name on the ticket and
compare it to the name on the traveler’s passport. The ARD can provide a visual focus
indicator showing information about the linkages found among the documents or between a
document and the traveler. For example, the ARD may display a border around the passport
photograph and around the traveler, and a virtual graphie showing the likelihood of & mateh
between the traveler and the person shown in the photograph (e.g., the facial characteristics
of the traveler match the photo on the passport). The inspecior can use the virtugl information
displayed by the ARD to pass the fraveler through security {in the event of a high degree of
malch for the linkage betwesn the photo and the traveler) or take further action (in the event
ot a low degree of maich for the linkage).

{0028} The ARD can additionally or alternatively determine that the traveler is the
same person to whom the ticket was issued by verifying that the information on the ticket
matches the information on the identify document {e.g., name or address).

100291 Advantageously, the ARD can amehiorate the problem of degraded visual
analysis and judgnent i repeated tasks {e.2., repeating an identity verification task on a large
number of individuals) and increase asccwracy of identity verification i the identity
verification were to be conducted by a human inspector {rather than by programmatic image
comparison by the ARD). However, using the ARD for identity verification can also present
challenges unigue to the device because the ARD may not be equipped with human cognition
to recognize and compare buman characteristics by, for example, identifying faces and
comparing facial featares, Furthermore, the ARD may not know what to look for during an
identity verification process because the ARD may not be able to wdentity the person or the
docoment that needs 1o be verified. To address these challenges, the ARD may use its
imaging system to obtain an image of the document and the person presenting the document.

The ARD can idenuity information on the docurnent {e.g., an image of the face of the person
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who was issued the document) and identify relevant features of the person (e.g., facial or
other body features). The ARD can compare the mformation from the document with the
features of the person and caleudate a confidence level, When the confidence level s higher
than g threshold, the ARD may determine that the person presenting the document is indecd
the person described by the document. The ARD may also extract other identifying
information for the document (e.g. age, height, gender) and compare the extracted
information to the corresponding characteristic estimated from the person. The ARD may
present an annotation of showing a match (or non-maich) to the wearer of the ARD. For
example, an image on the driver’s heense can be highlighted and linked o the person’s face
to show a match or @ non~match, Additional details related to identity verification by an ARD
are further deseribed with reference to FIGS. 12A -~ 15,

{6038] As another example of providing an enhanced user experience with
physical objects in the user’s enviromment, the ARD can identity Hinkages of physical objecis
in the user's environment. Continuing with the example in the preceding pavagraph, a traveler
may present mudtiple documents o an inspecior. For example, an aivline passenger may
present a driver's license {or passport) as well as an airline ticket. The ARD can analyze
linkages of such muoltiple documents by obtaining an image of the documents. The ARD can
compare the information extracted from one docuwment with information extracted from
snother document to determine whether the information in the two documents is consistent.
For example, the ARD can extract a name from a deiver’s license and compare it fo 8 name
extracted from the airline ticket to determine whether the airline ticket and the driver’s
Heense hikely were issued to the same person.  As deseribed above, the ARD can identify a
facial match of an tmage from the detver’s hicense to an image of the person o determine that
the person, the driver’s heense, and the airline ticket are associated with each other. in some
embodiments, the ARD may extract information from one of the documents {e.g., a bar code)
and retrieve additional information from another data source. The ARD can compare the
retrieved information with information extracted from the image of the document. If the
information between the two documents is inconsistont, the ARD may determine sither or
both documents are falsified. In some embodiments, the ARD may conduct additional

analyses or require a user of the ARD to manually verify the information when the

e
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information between the two documents appears to be inconsistent. On the other hand, 1f the
ARD determines that mformation in both documents is consistent, the ARD may find that
either document i3 valid or both docements are vahid., Further, by matching identifving
information extracted from the documents with identifying information extracted from an
image of the person, the ARD can determine whether the person was hikely issued one or
both documents.

{0031} Although the examples are described with reference to an ARD, the
systems and methods in the present diselosure are not required to be implemented by the
ARD. For example, the systems and methods for identity and document verification may be

part of a robotic systen, securily systom {e.g

ASls <Ak

at a transportation hub}, or other computing
systems (such as an automatic travel check-in machine). Further, one or more features and
processes described hereiy are not reguired to be performed by the ARD itselt. For example,
the process of extracting information from an image may be performed by another computing
device {e.g., a romate server).

{0032} Also, the devices and techniques described heretn are not limited to the
tlustrative context of security at a travel bub but can be applied in any context where it is
desirable to extract information from deocuments, make comparisons among documents or
persons, identify persons in the environment of the device, enhance security, ete.  For
example, a ticket taker &t an amusement park or entertainment venue could use embodiments
of the techniques and devices described herein {o admit {or deny admitfance) to patrons
entering the park or venue. Stmilarly, a guard at a secure facility {e.g., a private {aboratory or
warchouse, an office building, a prison, ele.) or a police officer could use the ARD to image a
person and an identification document. In vet other applications, a person viewing a number
of docaments through the ARD (g, an accountant viewing invoices, receipts, and account
ledgers) can use the ability of the ARD to identify or highlight information that may exist on
the docoments being viewed (e.g, the accountant’s ARD can highlight dociments that
include a particular person’s same or expense so that the accountant can more readily

reconcile a receipt to an invoice, ele.} to expedite tasks.

T
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Examples of 3D Display of a Wearable System

10033} A wearable system (also reforred to herein as an augmentad reality (AR)
system) can be configured to present 2D or 3D virtual mages to a user. The hinages may be
still images, frames of a video, or a video, in combination or the fike. The wearable system
can include a wearable device that can present a8 VR, AR, or MR environment, alone or in
combination, for user interaction. The wearable device can be a head-mounted device (HMD)
which is used interchangeably as an AR device {ARD). Further, for the purpose of the present
diselosure, the term “AR™ is used interchangeably with the term “MR™,

0034} FIG. 1 depicts an illustration of & mixed reality scenario with certain
virtual reality objects, and certain physical objects viewed by a person. In FIG. 1, an MR
scene 100 is depicted wherein a user of an MR technology sees a real-world park-like setting
110 featuring people, trees, buildings in the background, and a concrete platform {20, In

"o,

addition to these items, the user of the MR techaology also perceives that he "sees” a robot
statue 130 standing upon the real-world platform 120, and a cartoon-like avatar character 140
flving by which seems to be a personification of a bumble bee, even though these elements do
not exist o the real world.

{6035] fn order for the 3D display to produce a true sensation of depth, and more
specifically, a simulated sensation of surface depth, i may be desirable for each point in the
display's visual field to geserate an sccommodative response corresponding to its virtual
depth. It the accommedative response to a display point does not correspond to the virtual
depth of that point, as determined by the binocular depth cues of convergence and stereopsis,
the human oye may experience an gccommodation conflict, resulting in unstable imaging,
harmiul eve steain, headaches, and, In the absence of accommodation information, almost a
complete lack of surface depth.

{36} VR, AR, and MR experiences can be provided by display systems having
displays in which images corresponding to a plurality of depth planes are provided to a
viewer. The hmages may be different for each depth plane (e.g., provide slightly difterent
presentations of a scene or object) and may be separately focused by the viewer’s oves,
thereby helping to provide the user with depth cues based on the accommodation of the eye

required to bring into focus different image featares for the scene focated on different depth

8
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plane or based on observing different image features on different depth planes being out of
focus. As discussed elsewhere herein, such depth cues provide credible perceptions of depth.

{0037} FIG. 2 illustrates an example of wearable system 200, The wearable
system 200 includes a display 220, and varicus mechanical and electronic modules and
systems to sapport the functioning of display 220, The display 220 may be coupled to a frame
230, which is wearable by a user, wearer, or viewer 210. The display 220 can he positioned in
front of the eves of the user 210, The display 220 can present AR/VR/MR content to a user.
The display 220 can comprise a head mounted display that is worn on the head of the user. In
some embodiments, a spoaker 240 1 coupled to the frame 230 and positioned adjacent the ¢
canal of the sser (in some embodinents, another speaksr, not shown, is positioned adjacent
the other ear canal of the user to provide for sterco/shapeable sound control). The display 220
can include an audio sensor 232 {(e.g., a microphone) for detecting an audio stream from the
environment on which to perform voice recognition.

[0038]  The wearable system 200 can include an outward-facing imaging systern
464 (shown in FIG. 4) which observes the world in the environment around the user. The
wearable systent 200 can also include an inward-facing imaging systern 462 {shown in FIG.
4} which can track the eye movements of the user, The inward-facing imaging system may
track cither one eve’s movements or both eyves’ movements. The inward-facing imaging

systemy 462 may be attached to the frame 230 and may be ia electrical conmmunication with

the processing modules 260 or 270, which may process image information acquired by the
mward-facing imaging system to determine, e.g., the pupil diameters or orientations of the
eves, eye movements or eye pose of the user 210,

[0039] As an example, the wearable svstem 200 can use the cutward-facing

imaging system 464 or the inward-Tacing imaging system 462 to acquire images of a pose of

the user. The images may be still images, frames of'a video, or a video, in combination or the
fike.

j0040]  The display 220 can be operatively coupled 2350, such as by a wired lead or
wireless connectivity, to a local data processing medule 260 which may be mounted in a

ariety of configurations, such as fixedly attached to the frame 230, lixedly attached to &
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hetmet or hat worn by the user, embedded in headphones, or otherwise removably attached to
the aser 210 (e.g., in a backpack~style configuration, in a belt~coupling style configuration},
{0041} The local processing and data module 260 may comprise a hardware

processor, as well as digital memory, such as non-volatile memory (.2, flash memory), both
of which may be oiilized to assist in the processing, caching, and stovage of data. The data
may include data a) captured from sensors (which may be, e.g., operatively coupled to the
frame 230 or otherwise attached to the user 210), such as Image capture devices {e.g.,
cameras in the inward-facing imaging svstem or the owtward-facing imaging system}, audio
sensors 232 {e.g., microphones), inertial mcasurement wnits {(IMUS), accelerometes,
compasses, global positioning systemy (GPS) unity, radio devices, or gyroscopes; or b}
acquired or processed asing remote processing module 270 or remote data repository 280,
possibly for passage to the display 220 afier such processing or retrieval. The local processing
and data module 260 may be operatively coupled by communication hinks 262 or 264, such as
via wired or wireless communication links, to the remote processing module 270 or ramote
data repository 280 such that these remole modules are available as resources to the local
processing amnd data module 260, In addition, remote processing module 280 and remote data
repository 280 may be operatively coupled to each other.

100421 in some embodiments, the remote processing module 270 may comprise
ong or more processors configured to analyze and process date or image ifonmation, In some
embodiments, the remole data repository 280 may comprise a digital data storage facility,
which may be available through the internet or other networking configuration in a “cloud”
respurce configuration. o some embodiments, all data is stored and all computations are
performed In the focal processing and data module, allowing fully autonomous use from 8
remote module,

{043] The buman visaal system s complicated and providing a realistic
perception of depth is challenging. Without being limited by theory, 1 is believed that
viewers of an object may percetve the object as being three~dimensional due to a combination
of vergence and accommodation, Vergence movements {i.e., rolling movements of the pupils
toward or away from each other to converge the Haes of sight of the eyes to fixate upon an

object) of the two eves relative o each other are closely assoctated with focusing {or

<)
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“aceommodation”™} of the lenses of the eyes. Under normal conditions, changing the focas of
the lenses of the eves, or accommuodating the eyes, to change focus from one object to another
object at a different distance wall m:ximnaticaliy cause a matching change It vergence to the
same  distance, under a relationship ksown as the “accommodation-vergence reflex.”
Likewise, a change in vergence will trigger 8 matching change i accommodation, under
normal conditions, Display systems that provide a better match between accommodation and
vergence may form more realistic and comfortable simulations of three-dimensional imagery.
{44} FIG. 3 illustrates aspects of an approach for simulating a  three-
dimensional imagery asing nmultiple depth planes. With reference to FIG. 3, objects at various
distances from eyes 302 and 304 on the z-axis ars accommodated by the eyes 302 and 304 so
that those objects are in Tocus. The eyes 302 and 304 assume particular acconunodated states
to bring into focus objects at different distances along the z-axis, Consequently, a particular
accommodated stale may be said to be assoctated with a parficular one of depth planes 306,
which has an associated focal distance, such that objects or parts of objects in a particular
depth plane ave in focus when the eye 18 1o the accommodated state for that depth plane. In
some embodiments, three-dimensional imagery may be simulated by providing different
presentations of an image for vach of the eyes 302 and 304, and also by providing different
presentations of the image corresponding 1o each of the depth planes. While shown as being
separate for clarity of iHlustration, it will be appreciated that the felds of view of the eyes 302
and 304 may overlap, for example, as distance along the z-axis increases. In add’itian, white
shown as flat for the ease of Hlustration, # will be appreciated that the contowrs of a depth
plane may be curved in physical space, such that all features in a depth plane are in focuos
with the eye in a panticular accommodated state. Withoot being Iimited by theory, ot s
helieved that the buman eye typically can interpret a finite number of depth planes to provide
depth perception. Consequently, a highly believable simulation of perceived depth may be
achieved by providing, 1o the eve, different presentations of an image corresponding to each

of these limited number of depth planes,
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Wavepwide Stack Assembly

[0045] FI1G, 4 illustrates an example of a waveguide stack for cutputting image
information to a user. A wearable system 400 includes a stack of wavegiides, or stacked
waveguide assembly 480 that may be utilized to provide three-dimensional perception to the
evedbrain using a plurslity of wavegiades 432h, 434b, 436b, 43R8b, 4400b. I some
gmbodiments, the wearable system 400 may correspond to wearable system 200 of FIG, 2,
with FIG. 4 schematically showing some parts of that wearable system 200 1o greater detail,
For example, i some embodiments, the waveguide assembly 480 may be integrated into the
display 220 of F1G. 2.

jo0d6]  With continued reference to FIG. 4, the wavegnide assembly 480 may also
include a plurality of features 488, 456, 454, 452 between the waveguides. In soms
embodiments, the features 458, 456, 454, 452 may be lenses. In other embodiments, the
features 458, 456, 454, 452 may not be eoses. Rather, they may simiply be spacers (2.g.,
cladding layers or structores for forming aiv gaps).

[0047} The waveguides 432b, 434b, 436b, 438h, 440b or the plurality of lenses
458, 456, 454, 452 may be configured to send image information to the eye with various
levels of wavetront curvatare or hght ray divergence. Bach waveguide level may be
associated with a particular depth plane and may be configured 1o output image information
corresponding to that depth plane. Image injection devices 420, 422, 424, 426, 428 may be
ptitized to mject image information o the wavegnides 440b, 438h, 436b, 434h, 432b, each
of which may be configured to distribute incoming light across each respective waveguide,
for output toward the eye 410, Light exits an output surface of the image injection devices
420, 422, 424, 426, 428 and iy injected into a corresponding input edge of the waveguides
440b, 438b, 436b, 434b, 432b. In some embodiments, a single beam of light {e.g. 2
collimated beam) may be injected into sach waveguide to output an entire {ield of cloned
collimated beams that are directed toward the eyve 410 at particular angles {and amounts of
divergence) corresponding to the depth plane associated with a particular waveguide.

{0048} in some embodiments, the intage injection devices 420, 422, 424, 426, 428
are discrete displays that cach produce image information for Injection into a corresponding

waveguide 440b, 438b, 436h, 434h, 432b, respectively. In some other embodiments, the
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image injection devices 420, 422, 424, 426, 42¥ are the output ends of a single multiplexed
display which may, ©.g., pipe image information via one or more optical conduits (such as
fiber optic cables) to sach of the image injection devices 420, 422, 424, 426, 428,

10849} A controller 460 controls the operation of the stacked waveguide assembly
480 and the image injection devices 420, 422, 424, 426, 428, The controller 460 includes
progranuming {e.g., nstructions in a non-transitory computer-readabde medivm) that regulates
the timing and provision of image information to the waveguides 440b, 438b, 436b, 434b,
4326, In some embodiments, the controller 460 may be a single integral device, or a
distributed system connected by wired or wireless communication chamnels, The controller
460 way be part of the processing modules 260 or 270 (lustrated in FIG. 2} in some
embodiments.

{6050] The wavegoides 440h, 438h, 436b, 434b, 432bh may be configured o
propagate Hght within each respective waveguide by total internal reflection {(TIR), The
wavegiides 44b, 438b, 436b, 434b, 432b may each be planar or bave another shape {e.g.,
curved), with major top and bottom surfaces and edges extending between those major top
and bottom surfaces. In the iflostrated configaration, the waveguides 440b, 438k, 438b, 434,
4320 may each inchude light extracting optical elements 440a, 438z, 436a, 434a, 4324 that are
configured to extract light oot of a waveguide by redirecting the hight, propagating within
gach respective waveguide, out of the waveguide to putput image information to the eye 410,
Exiracied light may also be referred o as ounlcoupled light, and light extracting optical
clements may also be referred to as outcoupling optical clements, An extracted beam of light
1s optputied by the wavegwde at locations at which the light propagating 1 the waveguide
sivikes a Heht redivecting clement. The light extracting optical clements (440a, 4384, 4364,
4341, 432a) may, for example, be reflective or diffractive optical featores. While ilhustrated
disposed at the bottom major surfaces of the waveguides 440b, 438b, 436h, 434b, 432b for
gase of description and drawing clarity, in some embodiments, the hght extracting optical
clements 440a, 438a, 4306a, 434a, 4323 may be disposed at the top or bottony major surfaces,
or may be disposed divectly in the vehame of the waveguides 440b, 438b, 436b, 434b, 432b.
in some embodiments, the light extracting optical elements 440a, 438a, 4361, 434a, 432

may be formed 1o a layer of matenial that is attached to a transparent substrate (o form the
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waveguides 440b, 438b, 436b, 434b, 432b. in some other embodiments, the waveguides
440b, 438b, 436b, 434b, 432b may be a monolithic piece of material and the light extracting
optical elementy 440a, 438a, 436a, 434a, 4324 may be formed on a surface or in the interior
of that piece of material.

{0051} With continued reference to FIG. 4, as discussed herein, each waveguide
440b, 43%b, 436b, 434b, 432b is configured to output light to form an image corresponding to
a particular depth plane. For example, the waveguide 432b nearest the eye may be configured
to deliver collimated light, as injected into such waveguide 432b, to the eye 410, The
cotlimated lght may be representative of the optical infinity focal plane. The next waveguide
up 434b may be configured to send out collimated hght which passes through the first lens
452 {e.g.. a negative lens) before i can reach the eve 410, First fens 452 may be configured 1o
greate a shight convex wavefront curvature so that the eve'brain interprets light coming from
that next waveguide up 434b as coming Trom a first focal plane closer inward toward the eyve
410 from optical infinity. Similarly, the third up waveguide 436h passes s output lght
throagh both the first lens 432 and second lens 454 before reaching the eye 410, The
combined optical power of the first and second lenses 452 and 454 may be configured o
create another incremental amount of wavefront carvature so that the eye/brain interprets
light coming from the third waveguide 436b as coming from a second focal plane that is even
closer inward toward the person from optical infinity than was light from the next waveguide
up 434b.

10052} The other waveguide layers (e.z., waveguides 438, 440b) and lenses (o2,
lenses 456, 458} are simufavly configured, with the highest waveguide 440b in the stack
sending its output through all of the lenses between it and the eye for an aggregate focal
power representative of the closest focal plane o the person. To compensate for the stack of
lenses 438, 456, 454, 452 when viewing/interpreting lght coming from the world 470 on the
other side of the stacked waveguoide assembly 480, a compensating lens layer 430 may be
disposed at the top of the stack to compensate for the aggregate power of the leos stack 438,
456, 454, 452 below, Such a configuration provides as many perceived focal planes as there
are available wavegmidedens pairings. Both the light extracting optical elements of the

waveguides and the focusing aspects of the lenses may be static {e.g., not dynamic or electro~

14



WO 2017/210419 PCT/US2017/035429

active). In some alternative embodiments, either or both may be dyvnamic wsing electro-active
features.

{0033} With continued reference to FIG. 4, the Raht extracting optical elements
440a, 438a, 436a, 4344, 432a may be configured to both redirect light out of their respective
waveguides and to output this light with the appropriate amount of divergence or collimation
for a particudar depth plane associated with the waveguide. As a result, waveguides having
different associated depth planes may have different configurations of light extracting optical
cloments, which output lght with a different amount of divergence depending on the
associated depth plane. In some embodiments, as discussed herein, the fight extracting optical
slements 440a, 438a, 4363, 4344, 4323 may be volumetric or surface foatures, which may be
configured to output Hght at specific angles. For example, the light extracting optical
clements 4480a, 438a, 4364, 434a, 432a may be volume holograms, surface holograms, andfor
diffraction gratings. Light extracting optical clements, such as difftaction gratings, are
described in U.S, Patent Publication No. 2015/0178939, published June 28, 2015, which s
incorporated by reference herein in Hs entirety.

{054} in sorne embodiments, the light extracting optical elements 440a, 438a,
430a, 434a, 432q are diffractive features that form a diffraction pattern, or “diffractive optical
glement” {also referred to herein as a “DOE™) Preferably, the DOE has a relatively low
diffraction efficiency so that only a portion of the Hght of the beam is deflected away toward
the eve 410 with each intersection of the DOE, while the rest continues to move throagh a
waveguide via total internal reflection, The Hght carrying the image information can thus be
divided into & number of related exit beams that exit the wavegoide at a multiplicity of
Jocations and the result is a fairly uniform pattern of exit emission toward the eve 304 for this
particalar coltimated beam bouncing around within a waveguide.

HIRY fn some embodiments, one or more DOEs may be switchable between
“on’ state in which they actively diffract, and “oft™ state in which they do not significantly
diffract. For instance, a switchable DOE may comprise a layver of polvmer dispersed iquid
crystal, in which microdroplets comprise a diffraction pattern in a host mediom, and the
refractive index of the microdroplets can be switched to substantially maich the refractive

index of the bost material (in which case the pattern does not appreciably diffract incident
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light} or the microdroplet can be switched to an index that does not mateh that of the host
medium (n which case the pattern actively diffracts incident light).

{0036} In some embodiments, the mumber and distribution of depth planes or
depth of field may be varied dynamically based on the pupil sizes or orientations of the eves
of the viewer. Depth of field may change inversely with a viewer’s pupil size. As a result, as
the sizes of the pupils of the viewer’s eyes decrease, the depth of field increases such that one
plane that 1s pot discernible becanse the location of that plane is bevond the depth of focus of
the eve may become discernible and appear more in focus with veduction of pupil size and
commensurate with the increase in depth of field, Likewise, the number of spaced apart depth
planes used to present different images 1o the viewer may be decreased with the decreased
pupil size. For example, a viewer may not be able to clearly perceive the detals of both a first
depth plane and a second depth plane at one pupil size without adjusting the accommodation
of the eve away from one depth plane and to the other depth plane. These two depth planes
may, however, be sufficiently in focus at the same time to the user at another pupil size
without changing accomimodation.

{57] in some embodiments, the display system may vary the number of
waveguides receiving image imformation based upon determinations of pupil size or
orientation, or upon receiving electrical signals indicative of particufar pupit size or
orientation. For example, if the user’s oyes are unable to distinguish betwesn two depth
planes associated with two waveguides, then the controller 460 (which may be an
embodiment of the local processing and data module 260} can be configured or progranumed
to cease providing image information to one of these waveguides, Advantageously, this may
reduce the processing burden on the system, thereby increasing the responsiveness of the
system. In embodiments i which the DOEs for a waveguide are switchable between the on
and off states, the DOEs may be switched to the off state when the waveguide does receive
image information.

{0048] in some embodiments, it may be desivable to have an exit beam mest the
condition of having a diameter that is less than the diameter of the eye of & viewer. However,
meeting this condition may be challenging in view of the variability in size of the viewer's

pupils. In some embodiments, this condition is met over a8 wide range of pupil sizes by
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varving the size of the exit beam in response to determinations of the size of the viewer's
pupil. For example, as the pupil size decreases, the size of the exit beam may also decrease,
In some embodiments, the exit bearn stze may be vavied using 8 variable aperture

{59 The wearable system 400 can include an outward-facing imaging system
464 {e.g.. a digital camera) that images a portion of the world 470, This portion of the world
470 may be referred to as the eld of view (FOV) of a world camera and the Imaging system
464 s sometimes referred to as an FOV camera. The entire region available for viewing or
imaging by a viewer may be raferred to as the field of regard (FOR). The FOR may include
4n steradians of solid angle surrounding the wearable system 400 because the wearer can
move his body, head, or eyes to percsive substantially any dirsction in space. In othser
contexts, the wearer’s movements may be more constricted, and asccordingly the wewrer's
FOR may subiend a smaller solid angle. Images obtained from the cutward-facing imaging
systermn 464 can be used to track gestures made by the vser {c.g., hand or finger gestures),
detect objects in the workd 470 in front of the user, and so forth.

{0060} The wearable systemn 400 can also include an inward-facing tmaging
system 466 {e.g., a digital camera), which observes the movements of the user, such as the
eye movements and the facial movements. The inward-facing imaging system 466 may be
used to capture images of the eye 410 to determine the size andfor ortentation of the papil of
the cye 304, The inward-facing inmaging system 466 can be wsed 1o obtain images for use in
determining the direction the user is looking {e.g., eve pose) or for biometric identification of
the user {e.g.. via iris identification). In some embodiments, at least one camera may be
uttbized for cach eye, to separately determine the pupil size or eye pose of each eve
independently, thereby allowing the presentation of mage information to cach eye to be
dvnamically tailored {0 that cve. In some other embodiments, the pupit diameter or
orientation of only a single eve 410 (c.g.. using only a single camera por patr of cyes) is
determined and assomed to be similar for both eves of the user. The images obtamed by the
inward-facing imaging svstem 466 may be analyzed to determine the user’s gye pose or

mood, which can be used by the wearable system 400 o decide which auadio or visaal content

shonld be presented to the user. The wearable system 400 may also determine head pose (e.p
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head position or head orientation) asing sensors such as IMUs, accelerometers, gyroscopes,
ete,

{0061} The wearable systen 400 can include a user input device 466 by which the
user can input commands to the controller 460 1o interact with the wearable system 400, For
example, the oser input device 466 can include a trackpad, a touchsereen, a joystick, a
muitiple degree-oftfreedom (DOF} controller, & capacitive sensing device, a game controlier,
8 kevboard, a mouse, 8 divectional pad (D-pad), a wand, a haptic device, a totem {e.g.,
functioning as a virtual user joput device), and so forth. A multi-DOE controller can sense
user input 1n some or alt possible translations {e.g., lefifvight, forwardibackward, or up/down)
or rolations (e.g., yaw, pitch, or roll} of the controller. A multd-DOF controller which
supports the translation movements may be referred to as a 3DOF while a muli-DOF
controller which supports the translations and rotations may be referred to as 6DOF. {o some
cases, the user may use a finger (e.g., a thumb) 10 press or swipe on a looch-sensitive mput
device to provide input to the wearable system 400 {e.g., to provide user jnput to a user
intertace provided by the wearable system 400). The user input device 466 may be beld by
the user’s hand during the use of the wearable system 400, The aser input device 466 can be
in wired or wireless communication with the wearable system 400

[0062]  FIG. § shows an example of exil beams ouiputted by a waveguide, One
wavegaide 15 Hustrated, but it will be appreciated that other wavegnides in the waveguide
assembly 480 may function similarly, where the waveguide assembly 480 includes multiple
waveguides, Light 520 is injected into the waveguide 432b at the input edpe 432¢ of the
waveguide 432b and propagates within the wavegaide 432b by TIR. At points where the Hght
520 impinges on the DOE 4324, a portion of the light exits the waveguide ax exit beams S10.
The exit beamns SH) are tHustrated as substantially parvallel but they may also be redivected to
propagate to the eye 410 at an angle (e.g., forming divergent oxit beams), depending on the
depth plane associated with the waveguide 432b. It will be appreciated that substantially
parallel exit beams may be indicative of a waveguide with light extracting optical elements
that outcouple light to form images that appear (o be set on a depth plane af a large distance
{e.g., optical infinity) from the eye 410, Other wavegnides or other sets of light extracting

optical elements may output an exit beam patiern that 1s more divergent, which would require

~1R.
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the eve 41} {o accommaodate to a closer distance to bring i into focas on the reting and would
be interpreted by the brain as light from a distance closer to the eye 410 than optical infinity.

{0063} FIG. 6 is a schematic disgram showing an optical system inchuding a
waveguide apparatus, an optical coupler subsystem o optically couple light to or from the
waveguide apparatus, and g control subsystem, wased in the generation of a multi~focal
volumetrie display, image, or light field. The optical system can include a waveguide
apparatus, an optical coupler subsystem to optically couple fight to or from the waveguide
apparatus, and a control subsystem, The optical system can be used to generate a multi-focal
volumetrie, image, or light field. The optical system can inclade one or more primary planar
waveguides 632a (only one i shown in FIG, 6) and one or more DOEs 6320 assoclated with
cach of &t least some of the primary waveguides 632a. The planar waveguides 632b can be
stmilar 10 the waveguides 432b, 434b, 436b, 438, 440b discussed with reference to FIG. 4.
The optical system may employ a distribution waveguide apparatus to relay light along a first
axis {vertical or Y-axis in view of FI(. 6), and expand the light's effective exit pupil aloong
the first axis {e.g., Y-axis). The distribution waveguide apparatas may, for example, inclade a
distribution planar waveguide 622b and at least one DOE 622a (Hllustrated by double dash-
dot line) associated with the distribution planar waveguide 622h, The distribution planar
waveguide 622b may be similar or identical o at least some respects 1o the primary planar
waveguide 632b, having a different orientation therefrom, Likewise, at least one DOE 622a
may be similar to or identical in at loast some respects to the DOE 632a. For example, the
distribution planar wavegaide 622b or DOE 622a may be comprised of the same materials as
the primary planar waveguide 632b or DOE 6324, respectively. BEmbodiments of the optical
display system 600 shown in FIG. 6 can be integrated into the wearable system 200 shown in
FIG. 2.

j0064] The relaved and exit~pupil expanded light may be optically coupled from
the distribution wavegoide apparatas inlo the one or more primary planar wavegueides 632b.
The primary planar waveguide 632b can relay light along a second axis, preferably
orthogonal o first axis (e.g,, horizontal or X-axis in view of FIG. 6} Notably, the second axis
can be a non-orthogonal axis to the first axis. The primary planar waveguide 632b expands

the light's effective exit pupil along that second axis {(e.g., X-axis) For example, the

okl
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distribution planar waveguide 622b can relay and expand light along the vertical or Y-axis,
arwd pass that light to the primary planar waveguide 632h which can relay and expand light
along the horirontal or Xeaxis.

{1165} The optical system may include one or more sources of colored Hght {e.g.,
red, green, and blue laser bight) 610 which may be optically coupled into a proximal end of a
single mode optical fiber 6400 A distal end of the optical fiber 640 may be threaded or
received through a hollow tube 642 of piezoclectric material, The distal end protrudes from
the tube 642 as fixed-free flexible cantilever 644, The piezoelectric tube 642 can be
associated with four guadrant clectrodes (not iHosteated). The electrodes may, for example,
be plated on the outside, outer surface oy outer periphery or dameter of the tube 642, A cors
electrode (not Hustrated) way also be located v g core, center, inner periphery or inner
diarmeter of the tube 642,

j0066] Drive electronics 630, for example clectrically coupled vig wires 660,
drive opposing pairs of electrodes {o bend the plezoelectric tube 642 1 two axes
independently. The protrading distal tip of the optical fiber 644 has mechanical modes of
resonance. The frequencies of resonance can depend upon & diameter, length, and material
properties of the optical fiber 644, By vibrating the piezosclectric tube 642 near a first mode of
mechanical resonance of the fiber cantilever 644, the fiber cantilever 644 can be caused to
vibrate, and can sweep through large deflections.

{0067} By stimulating resonant vibration m two axes, the tp of the fiber
cantilever 644 is scanned biaxially In an area filling two-dimensional {20} scan. By
modulating an intensity of light source(sy 610 in synchrony with the scan of the fiber
cantilever 644, hight emerging from the fiber cantilever 644 can form an image. Descriptions
of such a set up are provided in US. Patent Publication No. 20140003762, which is
incorporated by reference herein in iy entirety.

{0068} A component of an optical coupler subsystemy can collimate the light
emerging from the scanming fiber cantifever 644, The collimated light can be reflected by
mirrered surface 048 into the narvow distribution planar waveguide 622b which contains the
at least one diffractive optical clement (DOE) 6224 The collimated hght can propagate

vertically {refative to the view of FIG. 6) along the distribution planar waveguide 622b by

<20
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TIR, and in doing so repeatedly intersects with the DOE 622a. The DOE 622a prefecably has
a low diffraction efficiency. This can cause a fraction {(e.g., 10%;) of the light to be diffracted
toward an edge of the larger primary planar waveguide 632b at each poat of infersection with
the DOE 622a, and a fraction of the light to continue on its original trajectory down the
length of the distrbution planar waveguide 6223b via TIR,

0069} At cach point of intersection with the DOE 6223, additional light can be
diffracted toward the entrance of the primary waveguide 632b. By dividing the incoming light
into mudtiple outeoupled sets, the exit pupil of the light can be expanded vertically by the
DOFE 6224 in the distribution planar waveguide 622h. This vertically expanded light coupled
out of distribution planar waveguide 622b can enter the sdge of the primary planar waveguids
632b,

{0070} Light enfering primavy waveguide 632b can propagete horizontally
{refative to the view of FIG. 6) along the prunary wavegaide 632b via TIR. As the light
jntersects with DOE 6323 at multiple points as it propagates horizontally along at least a
portion of the length of the primary waveguide 632b via TIR. The DOE 6323 may
advantageously be designed or configured o have a phase profile that is a summation of a
linear diffraction pattern and a radially symmetric diffractive pattern, to produce both
deflection and focusing of the light. The DOE 632a may advantageously bave a low
diffraction efficiency {e.g., 10%;), so that only a portion of the light of the beam Is deflected
toward the eve of the view with each intersection of the DOE 632a while the rest of the light
continues o propagate through the primary waveguide 632b via TIR.

10071} At cach point of intersection between the propagating light and the DOE
632, a fraction of the Hght is diffracted toward the adjacent face of the primary waveguide
632b allowing the light to escape the TIR, and omerge from the face of the primary
wavegeide 632b. In some embodiments, the radially symmetric diffraction pattern of the
DOE 632a additionally imparts a focas level to the difftacted light, both shaping the light
wavefront {e.g., imparting a curvature) of the mdividaal beam as well as steering the beam at
an angle that matches the designed focus level,

{0072} Accordingly, these different pathways can cause the light to be coupled out

of the primary planar waveguide 632b by a multiplicity of DOEs 632a at difTerent angles,
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focus levels, or vielding ditferent fill patterns at the exit pupil. Different fill patterns at the
exit pupil can be heneficially used to create a light field display with multiple depth planes,

Hach layer in the waveguide assembly or a set of lavers (e.g., 3 lavers) in the stack may be
employed to generate a respective color {e.g., red, blue, green). Thus, for example, a first set
of three adjacent layvers may be employed to respectively produce ved, blue and green bight at
a first focal depth, A second set of three adjacent layers may be emploved to respectively
produce ved, blue and green light &t a second focal depth, Muldtiple sets may be employed o

generate a full 3D or 4D color image light field with various focal depths.

Other Components of the Wearsble Svatem

{0073} fn many nnplementations, the wearable system may include other
components in addition or in aliernative o the components of the wearable system described
above. The wearable system may, for example, include one or more haptic devices or
components, The haptie devices or components may be operable to provide a tactile sensation
to & user. For example, the haptic devices or components may provide a tactile sensation of
pressure or fexture when touching virtual content (e.g., virtual objects, virtual tools, other
virtual constructs). The tactile sensation may replicate a feel of a physical object which a
virtual object represents, or may replicate a feel of an imagined object or character {e.g., a
dragon) which the virtual content represents. In some implementations, haptic devices or
components may be worn by the user (.., & user wearable glove). In some implementations,
haptic devices or components may be held by the user.

{0074} The wearable system may, for example, include one or more physical
objects which are manipulable by the user to allow input or interaction with the wearable
system. These physical objects may be referred to hevein as totems. Some totems may take
the form of inanimate objects, such ax for example, # pivce of metal or plastic, g wall, a
surface of table. In certam implementations, the tolems may not actoally have any physical
input structures {e.g., Kevs, triggers, joystick, trackball, rocker switch). lnstead, the totem may
simply provide a physical surtace, and the wearable system may render a user interface so as
to appear 1o & user to be on one or more surfaces of the fotem, For example, the wearable

systern may render an image of a computer keyboard and trackpad 1o appear to reside on one
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or more surfaces of a totem. For example, the wearable systenmy may render a virtual computer
keyboard and virtual frackpad to appear on a surface of a thin rectangular plate of aluminum
which serves as @ tolem. The rectangular plate does not itself bave any physical keys or
trackpad or sensors. However, the wearable system may detect user manipulation or
interaction or touches with the rectangular plate as selections ov inputs made via the virtual
keyboard or virtaal trackpad, The user input device 466 (shown in FIG. 4) may be an
embodiment of a totem, which may include a trackpad, a touchpad, a frigger, a joystick, a
trackball, & rocker or virtual switch, 3 mouse, a keyboard, & multi-degrec-of-freedom
controller, or another physical toput device, A user may use the totem, alone or m
combination with poses, 1o interact with the wegrable system or other users,

{0075} Examples of haptic devices and totems usable with the wearable devices,
MDD, and display systems of the present disclosure are deseribed in ULS. Patent Publication

No. 2015370016777, which 1s incorporated by reference herein in Hs entivety.

Example Wearable Svstems, Envivonmenis, and Interfaces

{076} A wearable system may employ various mapping related techniques in
order to achieve high depth of field in the rendered light ficlds. In mapping out the virtual
world, it is advantageous 1o know all the features and points in the real world to accurately
portray virtual objects in relation to the real world, To this end, FOV images captured from
users of the wearable system can be added to a world wodel by including new pictures that
convey information about various points and features of the real world, For example, the
wearable systern can collect a set of map points {such as 2D points or 3D points) and find
new map points to render a more accurate version of the world model, The world model of
first aser can he communicated (e.g.. over a network such as a cloud network) to a second
user so that the second user can experience the world surrounding the first user.

10077} FIG. 7 is a block diagram of an example of an MR enviromment 700. The
MR epvironment 700 may be configured to receive input {eg., visual inpat 702 from the
nser's wearable system, stationary mput 704 such as room cameras, seasory input 706 from
VArious sensors, gestures, totems, eve racking, user input from the user input device 466 et}

from one or move user wearable systens {e.g., wearable system 200 or display system 220) or
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s{ationary room systems {e.g., room cameras, efc.). The wearable systems can gse various
sensors {e.g., accclerometers, gyroscopes, temperature sensors, movement sensors, depth
sensors, GPS sensors, inward-facing imaging system, outward~-facing imaging system, ete.) to
determine the location and various other atiributes of the environment of the aser. This
information may further be supplemented with mformation from stationary cameras i the
room that may provide images or various cues from a different point of view, The image datg
acquired by the cameras (such as the roorn cameras andfor the cameras of the outward-facing
imaging systemy) may be reduced to @ set of mapping points,

10078} One or more object recognizers TOB can crawl through the received data
{e.g., the collection of pointsy and recognize or wap points, tag images, attach serantic
mformation to objects with the help of a map database 710, The map database 710 may
comprise various points collected over time and thewr corresponding objects. The varous
devices and the map database can be connected to each other through a network {e.g., LAN,
WAN, efc.) to access the cloud.

{0079} Based on this information and collection of poiats in the map database, the
object recognizers 708a to 7080 may recognize objects i an envirorunent. For example, the
object recognizers can recognize faces, persons, windows, walls, user input devices,
televisions, docoments {e.g., travel tickels, driver’s license, passport as described in the
security examples herein), other objects in the user’s environneat, ete. One or more object
recognizers may be specialized for object with cerlain characteristics, For exaraple, the object
recognizer 708a may be used to recognizer faces, while another object recognizer may be
used recognize documents.

0080} The object recognitions may be performed using a variety of computer
vision techniques. For example, the wearable system can analyze the tmages acquired by the
outward-facing imaging systom 464 {shown in FIG. 4} to perform scene reconstruction, event
detection, video tracking, object recognition (e.g. persons or documents), object pose
estimation, facial recogpition {e.g., from a person in the envivonment or an image on a
docuament), fearning, indexing, motion estimation, or image analysis {e.g., identifving indicia
within documents such as photos, signatures, identification information, travel information,

ete.), and so forth. One or more computer vision algorithms may be ased to perforny these

4.
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tasks. Non-limiting examples of computer vision algorithms include: Scale~invariant feature
transform (SIFT), speeded up robust features (SURF}, oriented FAST and rotated BRIEF
{ORB), binary robast invariant scalable keypoints (BRISK), fast retina keypoint (FREAK),
Viola~Jones algorithm, Eigenfaces approach, Lucas-Kanade algorithm, Hor-Schunk
algorithm, Mean-shift alporithm, visual simultancous location aud mapping (vSLAM)
technigues, 8 sequential Bayesian estimator (e.g., Kalman {ilter, extended Kalman filter, ete),
bundle adjustment, Adaptive thresholding (and other thresholding techniques), lterative
Closest Point (ICP), Semi Global Matching (SGM), Semi Global Block Matching (SGBM),
Feature Point Histograms, various machine learning algorithms (such as e g, support vector
maching, k-nearest neighbors  algorithm, Naive Bayes, neural petwork  (inclading
convolutional or deep neural networks), or other supervisedfansupervised models, ete.), and
so forth.

J0081}  The object recognitions can addittonally or alternatively be performed by a
variety of machine learning algorithms, Once trained, the machine learning algorithm can be
stoved by the HMD. Some examples of machine leamning algorithms can include supervised
or non-supervised machine learning algorithms, including regression algorithms (such as, for
example, Ordinary Least Sguoares Regression), instance-based algorithms (such as, for
example, Learning Veotor Quantization), decision tree algorithms {such as, for example,
classification and regression troes), Bayesian algorithms (such as, for example, Naive Bayes),
chustering algorithms {such as, for example, k-means clustering}, association rule leaming
alporithms (such as, for example, a-priori algorithius), artificial neural network algorithms
{such as, for example, Perceptron), deep leaming algorithms {sach as, for example, Degp
Bolzmann Machine, or deep neural network), dimenstonality reduction algorithms (such as,
tor example, Principal Component Analysix), ensemble algorithms (such as, for example,
Stacked Generalization), and/or other machine learming alporithms. In some embodiments,
fndivideal models can be customized for individoeal data sets. For example, the wearable
device can generate or store a base model. The base model may be used as a starting point to

generate additional models specific to a data type {e.g., a patticular user in the telepresence

Lo

session), a data set {e.g., a set of additional images obtained of the user in the telepresence

sexsion), comditional situations, or other variations. In some embodiments, the wearable
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HME can be configured to utilize a plurality of techniques to generate models for analysis of

the aggrepated data. Other techniques may include using pre-defined thresholds or data

vahues,
0082 Based on this information and collection of points in the map database, the
object recogmizers 708a 1o 7080 may recognize objects and supplement objects with semantic

information to give e to the objects. For example, it the object recognizer recognizes a set
of points 1o be a door, the system may attach some semantic information {e.g., the door has a

hinge and bas a 90 degree movement about the hinge). If the object recognizer recopnizes a

set of points to be a mirror, the system may attach semantie information that the mirror has a
veflective surface that can reflect fimages of objects in the room. Over time the map database

grows as the systemn {which may reside locally or may be accessible through a wireless
networkl accumulates more data from the world. Once the objects are recognized, the
information may be transmitted t© ong or more wearable systems. For example, the MR
environment 700 may inclode information about 2 scene happening in California. The
environment 700 may be transmilted to one or more users in New York, Based on data
received from an FOV camera and other iputs, the object recognizers and other software
components can map the points collected from the various images, recognize objects etc.,
such that the scene may be accurately "passed over™ to a second user, who may be m a
different part of the world, The eavironment 700 may also use a topological map for
localization purposss.

JOOR3} FIG. 8 is a process flow diagram of an example of a method 800 of
rendering vivtual content in relation to recogmized objects. The method BOO describes how a
virtual scene may be presemted to a user of the weargble system. The user may be
geographically remote from the scene. For example, the user may be New York, but may
want {0 view a scene that i presently going on in California, or may want to go on a walk
with a friend who resides in California,

{0084} At block 310, the wearable system may receive nput from the user and
other users regarding the environment of the user, This may be achieved through various
nput devices, and knowledge already possessed in the map database. The user's FOV camera,

sensors, GPS, eve tracking, etc., convey information to the system at block 10, The sysiem

%
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may determine sparse poinds based on this information at block 820, The sparse points may
be used in determining pose data {e.g., head pose, eye pose, body pose, or hand gestures) that
can be used i displaying and understanding the ortentation and position of various objects in
the user's swrroundings. The object recognizers 708a-708a may crawl through these collected
points and recogpize one or more objeets using a map database at block 830, This
information may then be conveyed to the user's individual wearable system at block 840, and
the desired virteal scene may be accordingly displayed to the user at block 850, For example,
the desired virtual scene (e.g., user in CAY may be displayed at the appropriate orientation,
position, ete., in relation to the various objects and other surroondings of the user in New
York.

{0085} FIG. 9 is g block diagram of another example of @ wearable system. In this
exm'npim the wearsble systemn 900 comprises a map, which may include map data for the
world, The map may partly reside locally on the wearable system, and may partly reside at
networked storage locations accessible by wired or wireless network (e.g., in a cloud system}.
A pose process 910 may be exccuted on the wearable computing architecture {e.g.,
processing module 260 or controfler 4608 and utilize data from the map to determine position
and orientation of the wearable computing hardware or user. Pose data may be computed
from data collected on the fly as the user is experiencing the sysiem and operating in the
world, The data may comprise images, data from sensors (such as inertial measarement unils,
which penerally comprise acceterometer and gyvroscope components) and surface information
pertinent to objects 1 the real or virtual environment.

[0086] A sparse point represenfation may be the output of a simultaneous
localization and mapping (g.2.. SLAM or vSLAM, referring to a configuration wherein the
input 1 fmages/visnal only) process. The system can be configured to not only find out where
in the workl the various components are, but what the world s made of. Pose may be a
building block that achieves many goals, including populating the map and using the data
from the map.

{0087} In one embodiment, a sparse point position may not be completely
adequate o i#s own, and further information may be needed fo produce a multifocal AR, VR,

or MR experience. Dense representations, generally referring to depth map information, may
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be utilized to fill this gap at least 0 part. Such information may be computed from a process
reforved to as Stereo 940, wherein depth information is determined using a technique such as
triangulation or tme-of~flight sensing. Image mformation and active patlerns {such as
infrared pattorns created using active projectors) may serve as input to the Stereo process
940, A significant amount of depth map information may be fused together, and some of this
may be summarized with a surface representation. For example, mathematically definable
surfaces may be efficient {e.g., relative to a large point cloud) and digestible mputs to other
processing devices like game engines, Thus, the output of the steree process (e.g., a depth
map) 940 may be combined i the fusion process 930. Pose 950 may be an input to this
fusion process 930 as well, and the output of fusion 930 becomes an input to populating the
map process 920, Sub-surfaces may comnect with each other, such as in topographical
mapping, to form larger surfaces, and the map becomes a large hybrid of points and surfaces

|0088] To resolve vartous aspects in a mixed reality process 964, varions inpuls
may be atilized. For example, in the embodiment depicted in FiG. 9, Game parameters may
be mputs {o delermine that the user of the system is playing a monster battling game with one
or more monsters at various locations, monsters dying or running away under various
conditions {such as if the user shoots the monster), walls or other objects at various locations,
and the like. The world map may include miormation regarding where such objecty are
relative to cach other, to be another valuable input 1o mixed reality. Pose relative to the world
becomes an input as well and plays a key role to almost any interactive system,

{1089} Controls or inputs from the user are another input to the wearable system
00, As described herein, user inpuls can include visual input, gestares, totems, audio input,
senseory input, ete. In order to move ground or play a game, for example, the user may need o
instroct the wearable system 900 regarding what he or she wanis o do. Beyvond just moving
onesell in space, there are various forms of user controls that may be utilized. In one
embodiment, a totem {e.g a user input device), or an object such as a toy gun may be held by
the user and tracked by the system. The system preferably will be configured to know that the
user is hoiding the Hem and understand what kind of interaction the user is baving with the
ttem (e.g., i the totem or object is a gun, the system may be configured to understand

location and orientation, as well as whether the user I8 clicking a irigger or other sensed
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button or element which may be equipped with a sensor, such as an IML, which may assist in
determining what is going on, even when such activity is not within the field of view of any
of the cameras.)

L H Hand gesture tracking or recogaition may also provide input information.
The wearable system 900 may be configured to track and interpret hand gestures for button
presses, for gesturing feft or right, stop, grab, hold, ete. For example, in one configuration, the
user may want to Hip through emauils or a calendar in a non-gaming environment, or do a "fist
bump™ with another persop or player. The wearable system 900 may be configured o
leverage & mintmum amoont of hand gesture, which may or may not be dynamic. For
example, the gestures may be simple static gestures like open hand for stop, thumbs up for
ok, thumbs down for not ok; or a hand flip right, or left, or upidown for divectional
commands.

j0091} Eve tracking i apother input {e.g., tracking where the user 18 fooking to
control the display technology to render ot a specific depth or range). In one embodiment,
vergence of the eyes may be determined using triangulation, and then using a
vergence/accommeodation model developed for that particular person, accommodation may be
determined. Eve tracking can be performed by the eye camerals) to determine eye gaze (8.2,
divection or orientation of one or both eves). Other techniques can be used for eyve tracking
such as, e.2., measurement of electrical potentials by electrodes placed near the eve(s) {e.g.,
electrooculography).

{092} Voice recognition can be another input, which can be used alone or in
combination with other inputs {e.g., totem tracking, eye tracking, gesture tracking, ¢ic.). The
systemy 900 can include an andio sensor 232 (e.g., a microphone) that receives an awdio
stream from the environment.  The received audio stream can be processed (e.g., by
processing modules 260, 270 or central server 1630} 1o recognize a user’s voice {(from other
voices or background audio), to extract commands, parameters, ete. from the audio stream.
For example, the system 900 may identify from an audio stream that the phrase “show me
your identification” was said, identify that this phrase was said by the wearer of the system
GO0 {e.g., a security inspector rather than another person in the inspector’s environment}, and

extract from the phrase and the context of the situation {e.g., & security checkpoint) that there
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is an executable command (o be performed {(e.g., compater vision analysis of something
the wearer’s FOV) and an object for which the command is to be performed on (“your
identification™).  The system 900 can incorporate speaker recognition technology to
determine who is speaking (e.g., whether the speech is from the wearer of the ARD or
another person ov voice {e.g., a recorded voice transmitted by a loudspeaker in the
enviremment)) as well as speech recogmition technelogy to determine what 1s being said,
Voice recognition  techpiques  can  inclode frequency  estimation, hidden  Markov
models, Gaussian mixture models, pattern  matching algorithms, neural  networks, matrix
representation, Vector Quantization, speaker diarisation, decision trees, and dynamic fime
warping {(DTW) technique. Voice recognition techniques can also include anti-speaker
techniques, such as cohort models, and world models. Spectral features may be used in
representing speaker characteristics

j0093] With repard to the camera systems, the example wearable system 900
shown in FIG. 9 can include three pairs of cameras: a relative wide FOV or passive SLAM
pair of cameras arranged to the sides of the user's face, a different pair of cameras ovented in
frent of the user to handle the stereo imaging process 940 and also o capture hand gestures
and totem/object tracking in front of the user's face. The FOV camems and the pair of
cameras for the stereo process 940 may be a part of the outward-facing fmaging system 464
{shown in FIG. 4). The wearable system 200 can include oye tracking cameras (which may he
a part of an mward-facing imaging system 462 shown in FIG, 4) oriented toward the eves of
the user in order to triangulate eye vectors and other information. The wearable system 900
raay also comprise one or more textured light projectors {such as jufrared (IR} projectors) to
inject texture into a scene,

{0094} FIG. 10 18 a process flow diagram of an example of a method 1000 for
determining user input to a wearable systen. In this example, the user may interact with a
totemy. The user may have mulliple totems. For example, the user may have designaled one
totem for a social media application, another totem for playving games, ete. At block 1010, the
wearable system may detect a motion of a totem. The movement of the lotem may be

recogaized through the outward-facing imaging system or may be detected through sensors
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{e.g., haptic glove, image sensors, hand fracking devices, eve-tracking cameras, head pose
sensors, eic.).

{0095 Based at least partly on the detected gesture, eye pose, head pose. or input
through the totem, the wearable system detects a position, orientation, or movement of the
totern {or the user’s eyes or bead or gestures) with respect to a reference frame, at block 1020,
The reference frame may be a set of map points based on which the wearable system
translates the movement of the totem {or the user) to an action or command. At block 1030,
the user's interaction with the otem is mapped. Based on the mapping of the user interaction
with respect to the reference frame 1020, the system determines the user input at block 1040,

{0096}  For example, the user may move a totery or physical object back and forth
to signify turning a virtoal page and moving on to @ next page or moving from one user
interface (L) display screen to apother U screen. As another example, the aser may move
their head or eyes 1o look at different real or virtual objects in the user’s FOR. If the vser's
gaze at a parbicular real or virtual object is {fonger than a threshold time, the real or virteal
object may be selected as the user input. In some implementations, the vergence of the user's
eyes can be bracked and an accommodation/vergence model can be used to determine the
accommodation state of the user’s eyves, which provides information on a depth plane on
which the user 1s focusing. In some implementations, the wearable system can use ray casting
technigues to determine which real or virtual objeats are along the direction of the user’s head
pose or eye pose. In various implementations, the ray casting fechnigues can inclode casting
thin, pencil ravs with substantially little transverse width or casting rays with substantial
transverse width {e.g., cones or frusturs).

{00697} The user interface may be projected by the display system as deseribed
herein (such as the display 220 in FIG. 2}, 1t may also be displayed using @ variety of other
techniques such as one or more projectors. The projectors may project unages onto a physical
object such as a canvas or a globe. Imteractions with user interface may be wracked using one
or more cameras external to the system or past of the system (such as, eg, using the inward-
facing imaging system 462 or the outward-facing imaging system 4643,

{0098} FIG. 11 18 a process flow diggram of an example of a method 1100 for

interacting with a virtual user interface. The method 1100 may be performed by the wearable
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system described herein, Embodiments of the method 1100 can be used by the wearble
system to detect persons or documents in the FOV of the wearable system,

{0099} At block 1110, the wearable systemt may identify a particolar UL The type
of U may be predetermined by the user. The wearable system may identify that a padticular
Ul needs to be populated based on a user input (e.g., gestare, visual data, audio data, sensory
data, direct command, ete.). The Ul can be specific to a security scenario where the wearer of
the system is observing users who present documents to the wearer {e.g., 8t a travel
checkpoint), At block 1120, the wearable system may generate data for the virteal UL For
example, dita associated with the confines, general structure, shape of the Ul ete., may be
gencrated. I addition, the wearable system may determine map coordinates of the oser's
physical location so that the wearable system can display the Ul in relation to the user's
physical location. For example, it the U is body centric, the wearable system may determine
the coordinates of the user's physical stance, head pose, or eye pose such that a ving Ul can be
displayed around the user or a planar Ul can be displayed on a wall or in front of the user. o
the security confext described herein, the Ul may be displayed as if the Ul were surrounding
the traveler who is presenting documents to the wearer of the system, so that the wearer can
readily view the UT while looking at the traveler and the traveler’s documents, I the Ul is
hand centrie, the map coordinates of the user’s hands may be determined. These map pomnts
may be dertved through data received through the FOV cameras, sensory inpat, or any other
type of collectad data,

j0100} At block 1130, the wearable svstem may send the data to the display from
the cloud or the data may be sent from a local database to the display components. At block
F140, the U1 ix displaved to the user based on the sent data. For example, a Hght field display
can project the virtual Ul into one or both of the user’s eyes. Once the vivtual U has been
created, the wearable system may simply wait for a command from the user o generate more
virtual content on the virtual L at block 1150, For example, the Ul may be a body centric
ring around the user's body or the bedy of a person in the user’s environment (8.4., a traveler),
The wearable system may then wait for the command {2 gesture, a head or eye movement,
vedce command, input from a nser input device, ofe.), and if 1t is recognized (block 1160Y,

virtual content associated with the coromand may be displayed o the user (block 1170},
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[0101} Additional examples of wearable systems, Uls, and user experiences (UX)
are described in ULS. Patent Publication No, 20150016777, which & incorporated by

refevence herein in its entirety,

Identity Vertfication Based on an hinaee of the Person

[0162} Ax described with reference to FIG. 4, an ARD can use an outward-facing
imaging system 464 to image the environment around the wearer, The images can include
still images, individual frames from 4 video, or & video. The ARD can analyre the images o
identify linkages among objects {(e.g., documents) and persons, elements within objects (2.2,
a photograph on a passport, a face 1o an image of a fraveler’s body, eic.).

[0163} FIG. 12A illostrates an example of identity verification by analyzing
characteristics of a person and information in a document. Tn FIG. 12A, a person 5030 is

v .

holding a driver's license 3150a. The person 5030 may stand in front of an ARD, which for

-1

example may be worn by a secunily ingpector at a checkpoint. The ARD can capture an image
£200a which includes a portion of the person 3030°s body and the driver’s Heense 5150a, The
ARD can extract biometric information of the person from the fmage 1200a and determing
the person’s identity using the extracted biometric mformation,

[0104] As an example, the ARD may use facial recoanition techaniques to
determine the sdentity of the person 5030, The ARD can analyze the image 1200a and locate
faces appearing in the image. As shown in FIG. 12A, the ARD can detect the face 5020 of the
person 5030 and the face $120a on the dyiver’s hicense 3130a using a variety of face detection
technigues, such as wavelet-based cascade algorithms {e.g., a Haar wavelet-based boosted
cascade algorithm), deep neural networks {DNN} (e.g.. a triplet embedding network tramed to
identify faces), ele.

[0105] Once a face is detected, the ARD can characterize the face by caleulating a
feature vector for the face. The feature vector can be a numerical representation of the face.
For example, ARD may caleulate the feature vector based on faciad features (such as, eg.,
corners of the eyes, eycbrows, mouth, the tp of the nose, eic) of the detected face. A variety

of algorithms such as, eg. fheinl landmark detection, template matching, DNN 1riple
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network, other embedded networks, in combination or the like, may be used to characterize
the face.

{186} Peature vectors of the two faces within the image 1200a may be used to
compare simiarities and dissimilarities between the two faces. For example, the ARD can
caloudate the distance (such as a Buclidean distance) between the two feature vectors in a
corresponding Teature vector space. When the distance exceads a threshold, the ARD may
determine the two faces are sufficiently dissimifar. On the other hand, when the distance is
below the threshold, the ARD may determing the two faces are similar,

[1487] In some ombodiments, different weights may be associated with different
facial features. For example, the ARD can assign weights to components of the feature vector
based on the location of the fucial features, As a result, the weight associated with respective
tacial featires may be incorporated in determining simiarities and dissimilavities of the two
faces.

JO108] In some situations, the image of the environment may include multiple
faces. For example, at an airport security checkpoint, the image acquired by the ARD may
include a8 person standing in front of the ARD as well as other people in the surroundings.
The ARI) may use a filier to identify one or more relevant faces. As an example, the ARD
may determing the relevant face based on a distance or a size of the face relative to the
Jocation of the ARD. The ARD may determine that the closest or the biggest face in the
tmage is the relevant face because 1t is hikely that the person closest to the ARD is the one
being verified.

{1109} As another example, the ARD may identify a face on a document {among
the multiple faces in the environment) and mateh the face on the document with a buman in
the environment using the techniques described herein, The ARD can distinguish a face on a
docoment from a physical face of a person by tracking keypoints associated with the faces
{the physical Tace and the face on the docuwment). The ARD may use any keypoints
atgorithms (such as Shi-Tomasi corner detection algorithm) {o implement this process. In
certain implementations, the face detection, facial recognitions, and kevpoints tracking may

be performed by one or more object recognizers 708 as desertbed m FIGL 7,
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[0110]  The ARD can track the motions of the extracted keypoints o determine
whether the face 18 a physical face or an image of a face on a document. For example, the
ARD can track the motions of the extracted keypoints using sequentiad frames of the image
acquired by the cutward-facing imaging system 464, The ARD may tag 8 face as a physical
face when it detects more movements of the features. This is because features of the physical
face usually have more movements thav the features of the face on the document. For
example, a person blinks his or her eves every few seconds while the eyes as shown on the
document do not blink. Additionally or alternatively, the ARD may tag a face as an ynage on
the document when the movement of the face can be deseribed by a single planar
homography (e.g., a computer vision refation between two or more images of the same planar
surface). This is because the facial image on the document usoally moves together with the
document while the face of a person typically does not move with together with the
environment {or objectsother people in the enviromment ).

jorily in addition or in alternative to facial recognition, the ARD may use other
biometrics (such as height, hair color, eye color, iris code, voice print, ete.) to dentity a
person. For example, the ARD can determine the person 5030°s hair color based on the
1200a image acquired by the outward-facing imaging system 464, The ARD can alse
gstimate the person 3030%s personal information such as age, sex, height based on the image
acquired by the outward-facing imagiag system 464, For example, the ARD may be able to
calenlate the person 30307 height based on the image of the person and the distance between
the person 5030°s location and location of the ARD. The ARD may also estimate the
person’s age based o his facial features (sach as, e.g., wrinkles). The ARD may use DNN or
other strmilar algorithms to achieve this purpose. As yet another example, the ARD can use an
individual’s voice print alone or in combination with facial recognition {or other biomaetrics)
to determine the person’s identity, The ARD can acguire a person’s voice data as the person
speaks and apply the voice recognition algorithms described in FIG. 9 o identify features
{e.g. pitches, dialeects, accent, etc.) in the person’s voice. The ARD can further look up the
identified featares 1n a database to determine whether there are one or more persons matching

the idensified features.
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{0112} The ARD can use information acquired from the imsage 1200a to oblain
additional information not available i the boage 1200a. For example, The ARD can
caleulate the person 5030%s iris code using the hmage of the person S030°s eyes. The ARD
can look up the person 3030% irls code in a database and obtain the name of the person 5036,
Additionally or alternatively, the ARD can use the person’s height, hair colov, eye color,
facial features to obtain additional personal information {such as name, address, occupation,
ete.) by referencing to a database, For example, the ARD can use the person’s height, hair
color, and eye color 1o perform a database query and recstve a list of persons having the

matching chargcteristics of the queried height, hair color, and eye color,

Bocument Authentication Based onan Inaee of the Document

{1113} As shown i FIG. 12A, the driver’s Heense 5150a may iclude a vardety of
personal formation, The information may be explictt {directly perceivable by a person when
the document having the mformation i3 Huminated with light within the haman visible
spectrum or HVSY The HVS generally has a wavelength range of about 400 nm to about
T30 nm. Explict wiormation on driver’s license 3153 can inchude the driver’s license
munber, expiration date 5140a, name 51 10a, sex, hair color, height, and an image of a fhce
S120a. For example, the ARD can extract expiration date 5140a from the image of the
driver’s license 53130a and compare the expiration date 5i40a with today’s date. If the
expiration date 3140a is before today’s date, the ARD may determine that the document is no
longer valid.

j0114} A document may also include hidden information (not direetly perceivahle
by a person when the document is illuminated with light within the hwman visible spectrum).
Hidden information may be encoded in a label or may contain a reference to another data
source (such as an identifier that can be used to guery a database to relvieve additional
information associated with the document). For cxample, as shown in FiG. 12B, the
document {e.g. airline ticket 3470} may include an optical label such as a quick response
{QR) code 5470 or a bar code. Although the QR code 3470 is directly perceivable by human
eyes, the information encoded in the QR code cannot be directly deciphered by human. The

ARD can include optical sensors that can extract such hidden information from the
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document. For example, the ARD can scan the QR code and commumicate with another data
source {such as airline’s reservation system) o obtain information encoded in the QR code,
Labels may also include biometric labels, such as iy code, fingerprints, ete. For example, a
passport may include g person’s inis code. The ARD may obtain an image of the passport
including the iris code. The ARD can ook up a database using the iris code to obtain other
biometric information (e.g., date of hirth, name, ete.} of the person,

[0115] in some sitgations, the hidden information may only be percetvable ander
certain optical conditions outside the HVS such as, e.2., ultraviolet (UV) Light or infrared (IR}
light. The ARD may include optical sensors that can emit light outside of a human visible
spectrum (e.g., UV Hight or IR Light). For example, to protect privacy of a porson, the iris cods
i a passport may only be seen under UV light. The ARD may obtain the iris code by
emitting the UV light and obtain an image of the document under the UV condition. The
ARD can then extract iris code using the image oblained under the UV condition. In other
cases, for security reasons, an identification document may include two copies of a
photograph of the person: the Hirst copy viewable with visible hight (within the HVS) and the
second copy viewable onty when Huminated with lght outside the HVS {e.z., under UV or
IR iHlumination). Soch double copies can increase security, because s person might be able to
modify the copy that iy visually viewable buf might not have the ability {0 make the same
changes 1o the copy that is viewable only uader UV or IR flumination,  Accordingly, the
ARD might iflominate the document with non-HVS Light and obtain an image of the non-
HVS-viewable copy, obtain an image of the HVS-viewable copy, obtain an image of the
actual person, and make a comparison (e.g., using facial recognition techmigues) using all
three tmages.

[0116] in addition or i alternative o optical label or biometnic label, the
document may also bave an clectromagnetic label, such as an RFID tag, The electromagnetic
label can emut signals that can be delected by the ARD. For example, the ARD may be
configured 1o be able to detect signals with certain frequencies. o some implementations, the
ARD can send a signal to an object and receive feedback of the signal. For example, the ARD

may send a signal to ping the label on the airline ticket 5470 (shown in FIG, 13),
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{0117} The ARD can determine the authenticity of the document based on
information {explicit or hidden) in the document. The ARD may perform such verification by
conununicating with another data sowrce and looking up information acquived from the image
of the document in that data source. For example, where the document shows an individual’s
sireet address, the ARD may look ap the street address in a database and determine whether
the street address exists, I the ARD determines that the street address does not exist, the
ARD may flag to the wearer that the docoment may be falsified. On the other hand, if the
street address exists, the ARD may determing that the street address may have a higher
likelihood to be the person’s true address. In another example, the document may inclade an
image of a porson’s fingerprint, The ARD can use the outward-facing imaging system 464 to
obtain an hoage of the docwment mcluding the mage of the fingerprint and retrieve, from a
database, personal information (such as the person’s name, address, birthday, e} associated
with this fingerprint. The ARD can compare the personal information refrieved from the
database with the information appearing on the document. The ARD may flag the document
as falsified if these two pleces of information do not maitch {e.g., the retrieved information
has a different name than the one appeared on the document). On the other hand, the ARD
may flag the document as authentic if these two picces of information match.

[0118] The ARD can also verify a docoment using only the mformation m the
document. For example, the ARD may receive a signal from a label associated with the
document. If the signal is in a particudar frequency band, the ARD may determine that the
document is authentic. In another example, the ARD may actively send query signals to
objects surrounding the ARD. If the ARD can successfolly ping a label associated with a
document, the ARD may determine that the document is authentic. On the other hand, if there
is a nusmatch between the image of the document and the signal recetved by the ARD, the
ARD may determine that the document 18 falsified. For example, the image of a document
may include an image of an RFID bat the ARD may not receive any information from the
RFEID. As a result, the ARD may determine that the document i3 falsified.

{0119} Although the cxamples described berein refer to authentication of a
document, these examples are not Hmiting. The techniques deseribed herein can also be used

to authenticate any object. For example, the ARD may obtain an image of the address of a
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package and determing whether the package may be dangerous by analyzing the sender’s or

the recetver’s address.

Linkaee between a Person and g Document

j0120]  Asshown in FIG, 12A, the ARD can verity whether the person standing in
front of the wearer is the same person shown on the driver’s Heense, The ARD may perform
such vertfication by identifying matches between the person 5030 and the driver's license
5150a using a variety of factors. The factors may be based on information extracted from the
mmage 12004, For example, one factor may be the degree of similarities between the face
3020 of the person 5030 and the face 31204 shown on the driver’s license 31530a. The ARD
can use facial recognifion tlechnigues described herein to identify faces and calculate
distances among facial festures. The distances may be used to express the simifarity or
dissimdanity of the two faces. For example, when the two faces have similar distances
betweoen two eves and simifar distances from nose to mouth, the ARD may determine that the
two faces are hikely to be the same. However, when the distances among certam facial
features vary between two faces, the ARD may determine that the two faces are anlikely to be
the same, Other technigues of comparing faces may also be used. For example, the ARD can
determine whether these two faces fall within the same terplate.

jor2i} i some embadiments, the ARD may restrict factal recognition to include
at feast one face appearing on the paper. This is fo avoid comparing facial features of two
persons while the wearer of the ARD is only interested in verifying the identity of a person
against a docursent. Any technigues described herein for disambiguating the face on the
document from the face on the buman may be used for this purpose.

jo122} As another example, the factor for verifying the linkage between a person
and a document may include matching hair colors, The ARD can obtain the hair color of the
person 3030 from the image 1200a. The ARD can compare this information with the hair
color described on the driver’s Hcense §158. In the section 5130a of the driver icense 5150a,
John Doe’s hair color is brown. 1f the ARD determines that the bair color of the person 5030

is also brown, then the ARD may determine a mateh exists for the fair color,
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{0123} The factors may also be based on information obtaied from a data sopree
other than the images (e, image 12002 and image 1200b) acquired by the ARD, The ARD
can use the information extracted from the image 1200a to obtain more information
associated with the person or the document from another data source, For example, the ARD
may generate an wis code for the person 3030 and look up the iris code in a database to obtain
the name of the person 5030, The ARD can compare the pame found in the database with the
name 5110a appearing oo the driver’s lcense 5130a. I the ARD determines that these two
names mateh, the ARD may determins that the person 303018 indesd John Doe.

10124 The ARD may process the person’s facial image or the facial image on the
driver’s license when making the comparison. For example, the person 5030 may be wearing
glasses while the photo 5254a on the driver’s license doesn’t have glasses, The ARD can add
a pair of glasses (lke the glass the person 5030 s wearing) {0 the photo 52544 or “remove™
the pair of glasses the person 503 i wearing and detect matches using the processed images.
The ARD may also process other portions of the acquired mages (e.g image 5200a or image

3200b), such as changing the clothes the person 5030 is wearing, while searching for
matches.

{61125] In certain embodiments, the ARD may calculate a confidence score {o
determine whether the person is the same one as described by the document, The confidence
seore may be calculated using matches {or mismatches) of one or more factors between the
person and the document. For example, the ARD may calculate the confidence score hased
on matching hair color, pictures of the face, and gender. If the ARD determines all three
chargeteristics match, the ARD may determine that the person is the one shown by the
document with 99% confidence.

jo126] The ARD may assign different weights to different factors. For example,
the ARD may assign a heavy weight {o malching iris code while a light weight to matching
hair color becauss it is difficult to forge a person’s the irls code. Therefore, when the ARD
detects that the person’s iris code matches the one in the document, the ARD way llag that
the person is the one deseribed in the document even though the person’s hair color might sot

match the description in the same document.
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{0127} Another example of confidence score is shown in FIG. 128, In FIG. 128,
the ARD can calculate a degree of similaritiey between a person’s face 5020 and the person’s

image S120 on the driver’s hicense 5150b. However, the face 5020 has diffevent features than
the face in the image 5120b. For example, the image 5120b has different eyebrows. The eyes
i image S120b are also smaller and more spaced apart than those of the face 5020, Using
facial recognition algorithms and methods of caleulating counfidence score, the ARD may
determine that there is only a 48% chance that the face 3020 of the person 5030 matches the
face S120b on the driver’s license.

10128} Besides using confidence score 1o verify a person’s ideatity, the
confidence score may be used to verify the validity of a docwment or venly linkages across
multiple documents. For example, the ARD may compare information on the documaent with
information stored in the database. The ARD can caleslate a confidence score hased on how
many matches are found. If the confidence score is below a contain threshold, the ARD may
determine that the docoment &8 invalid. On the other hand, it the confidence score 18 greater

than or equal to the threshold, the ARD may determine that the document s valid.

Linkaese among Mubtiple Documents

0129} FIG, 12B illustrates an image 1200b acquired by the ARD. In the mmage
1200b, an individual 3030 is holding a driver liconse $130b and an airline ticket 5450, The
ARD can compare information in these two documenis and determine the validity of the

\

driver’s license or the airline ticket. For example, i the ARD determines that the information
determine either the driver’s Heense or the airline ticket or both as invalid,

[01306] The ARD can verify the validity of the two documents using explicit
information in the image 1200b. For example, the ARD may compare the name 5110b shown
on the drivers Hicense 5150b with the name 5410 shown on the airline ticket 5450, Because
these two names are both John Doe, the ARD can flag that a match exists,

{0131} The ARD can verify the valididy of the two documents by referencing to

of birth, and gender by scanning the QR code 5470, The ARD can compare such information
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with information shown on the driver's license and determine whether the airline ticket and
the driver’s Heense belong to the same person.

{0132} Although the examples described herein are with reference to comparing
twe documents, it should be noted that the technignes can alse be applied to comparing
muitiple documents or verifying identities of multiple persons. For example, the ARD may
compare how similar a group of people ook using facial recognition technigques described

herein,

Examples of Annotations

[0133] The ARD can provide annolations to the images (e.g. images 1200a and
1200b) acquired by the ARD when verifving an individual (such as John Doe) or a document
{such as driver’s hicense 5150a) The annotations may be near the person, the document, a
feature of the person, or 4 certain piece of Information (such gs expiration date) in the
document.

[0134]  The annotations may comprise a visual focus indicator. The visual focus
indicator may be a halo, a color, a highlight, an anmimation, or other sudible, tactile, or visual
effects, i combipation or the like, which can help the wearer of the ARD o more readily
notice certain features of the person or the document. For example, the ARD may provide a
box 3252 (shown in FHGS, 12A and 12B) around Joho Doe’s face 5620, The ARD may also
provide a box (e, box 5254a in FIG. 12A and box 5254b v FIG. 12B) around the facial
image on the driver’s license. The box may indicate the region of the face dentified using
facial recognition techniques. Additionally, the ARD may highlight the expiration date 5140a
of the driver’s lcense 3130a in dotted hines ay shown in FIG. 12A. Sumilarly, the ARD may
highlight the expiration date 3140b of the driver’s license 3150b 1 FIG. 12B.

{0135} in addition or in alternative to the visual focus indicator, the ARD can use
texts for annotations. For example, as shown in FIG. 124, the ARD can display “John Doe™
S0 on top of huis head once the ARD determines that the person’s name s John Doe. In
other implementations, the ARD may display the name “John Doe™ elsewhere, such as to the
right of the person face. Besides name, the ARD can also show other information near the

person. For example, the ARD may display John Doe’s profession on top of his head. In
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another example, in FIG. 128, after authenticating the driver’s Hicense, the ARD may display
the word “VALID™ 5330a on top of the driver’s license 5150b. Also in FIG. 12B, the ARD
may determine that the light’s departure 5460 time hay already passed. As a resuli, the ARD
may connect the word “WARNING™ 1o the departure time 3460 to highlight this piece of

information to the wearer of the ARD.

[0136] The AR can use annotations o indicate a match, For example, in FIG.
12A, if the ARD determines that the John Doe’s face 5020 matches the picture shown on his

driver's hoense S150a, the ARD may display the word "MATCH™ 5256 1o the wearer of the
ARD. The ARD may also display a box 5252 over John Doe’s face 5020 and another hox
5254a over his picture on the daver’s Heense 531503, where the box 52352 and box 5254a may
have the same color. The ARD may also draw a line between the two matching teatures (e.g.
John Doe’s face 3020 and the image of his face 5120a on the driver's license 5150a)
indicating a maich detected.

j0137] In some embodiments, as shown i FIG. 12B, the ARD may display the
word "MATCH™ 3310 with a confidence score 5320 for the match. ln some implementations,
when the confidence score 5320 is below a threshold, the ARD may display the word
“MISMATCH” instead of “MATCH™.

j0138] in addition to automatically detecting matches, the ARD may also allow
the wearer to override the judgment of the ARD. For examiple, when the ARD shows a low
likelihood of matches or shows a mismatceh, the ARD may allow the wearer to switch manual

inspection which may override the result provided by the ARD.

Example Process of Matching A Person with A Document

[0139] FIG. 13 35 a flowchart of an example process for determining a match
between a person and an identification docoment presented by the person. The process 1300
may be performed by the AR system deseribed herein {e.g., the wearable em 200,
atthough the process 1300 may also be performed by other computing systeras such as a
robot, a travel check-in kiosk, or a security system.

[0140} At block 1310, the AR syster can obtain an image of an environment. As

described herein, the image may be still images, individual frames from a video, or a video.
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The AR system can obtain the image from the cutward-Tacing imaging system 464 {shown in
FIG4), a room camera, or a camera of another computing device (such as a webcam
associated with a personal computer).

HUE Y Multiple faces may exist in the image of the environment. The system can
use facial recognition techniques such as a wavelet-based cascade algorithm or DNN to
locate these faces. Among all of the faces i the image of the environment, some of the faces
may he facial images on documents while other faces may be physical faces of different
people in the environment,

[0 142} At block 1320, the AR system can detect a first face among the multiple
faces in the image using one or more flters. For example, as described with reference fo FIG.
12A, one of the filters may be the distance between a face and the AR system which acquires
the image. The system may determune that the first face may be the face that has the closest
distance o the device, In another example, the AR system may be confipured to only detect
faces within a certain distance. The first face wmay be a physical face of a person whose
identity is being verified by the svstem.

{0143} Al block 1330, the AR system can detect at least a second face among all
the faces in the image using similar technigues as those used for detecting the first face, For
example, the svsiem may determine that the second face may be the face that's within a
cerfain distance from the AR system, the first face, and so on.

j0144} In some implementations, the second face may be a face on g document
such as a driver’'s license. The AR sysiem can detect the second face by searching within a
decument. The AR system can distinguish a face in the document from a physical face by
tracking movements of keypoints. For example, the AR system can exiract keypoints of an
identified face. The AR system can track the motions of the keyvpoints between sequential
frames of video, I the motion of a face can be described by a single planar homography, the
AR system may determine that the face is a facial image on the identification document.

J0145] At block 1340, the AR system can wdentify facial features of the first face
and characterize the first face using the facial features. The AR systern can characterize the

face using landmark detection, template matching, DNN triplet network, or other similar
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techniques. The AR system can use the same technique to identify facial features of the
second face and characterize the second face at block 1354,

{140} At block 1360, the AR system can compare the facial features of the first
face and the second face. The AR system can caloulate a vector for the first face and another
vector for the second face, and calculate a distance between the two vectors. I the distance
between the two vectors is lower than a threshold, the AR system may determine that the two
faces match each other. On the other hand, if the distance I8 greater than or equal to the
threshold, the AR system may determine that the two faces are dissimilar.

[147] Besides matching facial features, the AR systeny may also use other factors
to determine whether the person s the same person as described by the identification
document. For example, the AR system may determine hair color and eye color of the person
from the image. The AR system can also extract the hair color and eve color information
from the Wdentification document. I the information determuned from the tmage matches the
jnformation extracted from the identification document, the AR system may flag that the
person is likely to match the person desertbed by the wdentification document. On the other
hand, 1t the intformation determined from the image does not entirely match the information
extracted from the identification document, the AR system may show a fower likelihood of

maich.

Example Process of Maichine Maltinle Documents

{0148} FIG. 14 15 a flowchart of an example process for determining a mateh
between two docaments. The process 1400 may be performed by the AR system described
herein, although the process 1KY may also be parformed by other computing systems sach as

a robot, a travel check-in Kiosk, or a seourity system.

{0149} At block 1410, the AR system can obtain an image of an environment. The
AR systens can obtain the image using similar technigues as described with reference to the

block 1310
{0150] Multiple documents may exist in the image of the environment. For
example, at the security check point, the mage captured by the AR systers may inclade

airline tickets and identification documents held by different customers ax well as flyses or
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other documents in the environment, The AR system may detect one or more of these
documents using keypoints recogmition techiiques, such as by finding the four corners of the
documents.

{0151 At block 1420, the AR system can detect a first document and a second
document among the multiple documents i the image. The AR system may use one or more
filters to tdentify the first and the second document. For example, the AR system may be
configured to detecting the documents appearing within a certain distance. As another
example, the AR system may be configured to only identify certain types of documents such
as identification documents or airline tickets, and exclude other documents such as flvers or
informational notices.

j01582] The AR system can also identify the first and the second docament based
on coutent in the two documents. For example, the AR system may identify the first and
second document based on shared information such as the name appearing oo the document.
In some embodiments, the AR system can look up a document in the environment based on
information in another document. For example, the AR system can identify the name on a
driver’s license and use the name to look for an atrhine ticket having the same name.

{0153] At block 1430, the AR system can extract first information in the
docwment from the mage of the document. For example, the AR system may ose fext
recognition and extract the expiration date of an identification document fram the image of
the identification document.

{0154} At block 1440, the AR system can obtain second information associated
with the document, For example, the AR system can identify an optival label on the
document and scan the optical label using a sensor of the AR system. The AR system can
reforence to another data source based on the optical label and can obtain additional
information not directly perceivable in the document. In some tmplementations, the first
mformation and the second information may be in the same categories. For example, where
the first information is the expiration date of the document, the AR system may scan the
optical label and retrieve the expiration date of the document formy another data source.
Besides expiration date, the categories of information may also include, for example,

birthday, expiration date, departare time, hair color, eye color, tris code, eic,
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{0155} At block 1450, the AR system can determing whether the first information
is consistent with the second mformation. For example, as shown in Fia. 128, the AR system
can determine whether the name on the driver’s license matches the name on the airline
ticket. As described herein, the matching doesn’t require a 100% match. For example, the AR
systermn may detect a match if even though the driver’s license has the passenger’s full middle
name while the airline ticket only has initial of the passenger™s middie name.

[0156] if the first information matches the second information, at block 1460 the
AR system may delermine that gither the first document or the second document (or both} are
valid. The AR system can flag the first document andfor the second docament by providing a
visual focus indicator (such as a halo around the document). The AR system can also provide
a virtual annotation such as the word “MATCH™ as shown in FIG, 12A.

{0157} On the other hand, if the first information 18 not consistent with the second
mformation, at block 1470, the AR system may provide an indication that the first
information and the second information do not match. For example, the AR system may
provide a visual focus indicator such as a highlight to show the inconsistencies between the
first information and the second information. In some embodiments, the AR system may
determine that at feast one of the documents is invalid based on the mismateh between the
first information and the second mformation,

{0158} in some mplementations, the AR svstem may compare mualtiple pleces of
information in the document and caleulate a confidence score based on the comparisons, The
AR system may flag the docament as valid {or invalid) by comparing the confidence score

with a threshold score.

Example Process of Authenticating A Person Using Multiple Documents

{81591  FIG. {5 is a tlowchart of cxample process for determining a match
between a person and a plurality of documents. The process 13K may be performed by the
AR system described herein (e.g., wearable system 200) although the process 1500 may also
be performed by other computing systems such as a robot, a travel check-in kiosk, or a

security system,
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{0160} At block 1310, the AR system can obtain an image of an envivonment. The
AR wmystem can obtain the image using the mgward-facing imaging system 464 (shown in
FIG4). The AR systent may detect a first document, a second docwnent, and a person in the
nage, For example, the image as captured by the AR svstem may include the person holding
the first document and the second document.

j0tol] At bBlock 1320, the AR systern can analyze the image of the eovironment
and extract information from the first document. The extracted information may include
biometric information of a person.

{1162} Al block 1332, the AR system can extract information from the second
document. The extracted information may include blometric information. The AR system
may extract such information by analyzing the image of the second document. The AR
system may also extract the information directly from the second document. For example, the
AR system may emit light outside of the human visible spectrum {such as UV light) onto the
second docoment and identify information that s not perceivahble when tluminated with light
within the human visible spectrum. As another example, the AR system may scan an optical
label of the second document and use information in the optical label o oblain additional
information from another data source,

10163] In some implementations, the information extracted from the first
document may be in the same category as the information extracted from the second
document. For example, the AR system may identify a name of a person in the first document
and identify another name n the second docoment. At block 1542, the AR system can
determine whether the information and the second information match each other, such as
whether the name on the first document matches the name on the second document.

{0164} At block 1552, the AR system can determine a hokage between the first
document and the second document based on the consistency of information in the first and
the second document. For example, if the first document and the second document show the
same name, it s more Hkely that a linkage exists between the first and the second document.
The AR system may use mulliple categories of information in the first and the second
document to determine Hinkage. For exanple, besides comparing names, the AR system can

also compare the residence address of the two docaments, If the AR system determines that
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the two documents have the same name but different addresses, the AR system may
determine that the likelihood of the existence of a inkage botween the two documents is low,
in some embodiments, the AR systern may refer another data souwrce to further determine the
linkage. For example, the AR system may fook up the addresses in a demographic database.
i both addresses are finked to the name of the person, the AR system may increase the
likelihood of the exastence of the linkage between the two documents,

[0165} As described herein, in some embodiments, 1f the AR system determines
that the information in the first document and the second document is inconsistent, the AR
system may flag the inconsistencies. For example, the AR system determines that the name
on the driver's license does not maich the name on the airline ticket presented by a person,
the AR system way display the word “MISMATCH” or highlight the name of the Tivst andior
the second document.

j0166] In addition to or in altersative to the blocks 1532, 1542, and 1552, the AR
systeny may perforpt the blocks 15334, 1544, and 1554 to detect a linkage, At block 1534, the
AR system can extract biometric information of the person Trom the image of the
enviromement, For example, the AR system may identify a face of the person and analyze
facial features of the person.

0167} At block 1544, the AR svstem can determine whether the biomelric
information of the person mstches the biometric information from the document. As
described with reference 1o FIOS, 12A and 128, the AR system can determine whether the
facial features of the person matches the facial features of the image on an identification
document.

{0168} At block 1554, the AR system can detect a linkage bebween a document
and a person based on matches of one or more picces of information. As described with
reference to FIGK. 12A and 12B, the AR sysiem may determine similanties and
dissimilarities of facial features between the face of the person and the face in the document.
The AR system may also use other factors such as whether deseription of hair color in the
document matches the hair color of the person, whether the iris code on the document
matches the iris code generated by scanning the person, and so on o deternune whether the

=

person is more likely to be the same one as described by the document. The AR system can
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caleulate a confidence score based on one or factors. The AR system can determine whether a

linkage exists based on whether the confidence scove passes a threshold.
{0169} Optionally at block 1560, the AR system can analyze information in the

first document, the second document, and the person to determine whether there is a Hokage
among them. For example, a3 desenbed with reference to FIG. 128, the AR system can
analyze facial features of the person and use the facial features to look up a person’s name in
anather data source. The AR system can compare this name with the name in the first and the
sccond document and determine whether all three names are consistent. If the pames are
consistent, then the AR system can create a finkage among the first document, the second
document, and the person. Otherwise, the AR system may show the likelthood of the linkags
among them, or show that there is no linkage,

{0178} fn another example, there may be a linkage between the dentification
docwment and the person but there mayv be no linkage with the other document. This could
happen, for example, when a person is hokding his own driver’s license but uses someone
else’s flight ticket. In this situation, the AR system may be configured not to create a linkage
among the two documents, even though a linkage exists between the person and the driver’s
license. In certain embodiments, the Mocks 1552 and 1554 may be optional. For example, the
AR systery can perform the block 1360 divectly without performing the blocks 1552 and

34,
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{0171} Iy some implementations, the AR svsiem can search the surroundings and
identify documents that might have a Hukage. For example, when the AR system obtaing an
image with one person holding a driver’s license and an airline ticket while another person is
holding a different driver's license, the AR system may determine that there is no linkage
hetween the two driver’s licenses because t«hey belong to different people. The AR system
can search for another document {such as the airhine ticket) and determine that the other
docwment and the driver's license have a linkage because, for example, the same person’s
name appears on both docoments.

[0172} Altheugl the examples described herein can detect a linkage (s, a
match/mismateh) between a person and a document, in certain implementations, the AR

system can also detect g Hnkage between two persons, For example, the AR system can detect
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two faces corresponding with two different individuals 1o the environment, compare facial
Features of the two faces, and determine that the individuals look alike {e.g., because they are

twins or stblings) or look differently (e.g., because they are wnrelated strangers).

Additional Embodiments

{0173} iy a Ist aspect, a method for matching a person with a document presented
by the person, the method comprising: under control of an augmented reality (AR) system
comprising computer hardware, the AR system comprising an outward-facing camera
configured to image an environment: obtaining, with the outward-facing camera, an image of
the environment; detecting a fiest face in the timage, wherein the first face s associated with a
person in the environment; detecting a second face in the image, wherein the second face 18
included 10 an wdentification document assoctated with the persony identifying first facial
features associated with the first tace; identifyving second facial features associated with the
second face; and determining a match between the person and the identification document
based at least partly on a comparison of the first facial features and the second facial features.

{0174 in a 2od aspect, the method of aspectl, wherein detecting the Hirst face or
detecting the second face comprises locating the first face or the second face in the image
using at feast one of the following: a wavelet-based boosted cascade algorithm or a deep
newral network algorithon,

{0175} In a 3rd aspect, the method of any one of aspects 1 — 2, wherein image
comprises a plurality of faces and wherein detecting the first face or detecting the second face
comprises applying a filter to identify relovant faces.

jo176}] in a 48t aspect, the method of any one of aspects 1 - 3, wheremn detecting
the second face comprising: analyzing movements of the second face; and detecting the
second face in response 1o a delermination that the movements of the second face is described
by a single planar bomography.

10177} in a Sth aspect, the method of any one of aspects 1 — 4, wherein identifving
the first facial features or identifving the second facial features comprises caleulating a fiest

feature vector associated with the first face the based at least partly on the first facial features
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or calculating a second feature vector associated with the second face based at least partly on
the second facial foatures, respectively.

{0178} It a 6th aspect, the method of aspect 5, further comprising assigning first
weights to the fiest facial foatures based at least partly on locations of the respective first
facial features, or assigning second weights o second facial features based at least partly on
locations of the respective second facial features,

[0179] in a 7th aspect, the method of any one of aspects 5 - 6, wherein calculating
the first feature vector or calculating the second feature vector is implementad using one or
more of the following: a facial landmark detection algorithoy, a deep neural network
atgorithm, or a template matching algorithm.

jo180} in an Sth aspect, the method of any one of aspects 3 ~ 7, wherein
determining the mateh comprises: caleculating a distance between the first foature vector and
the second feature vector; comparing the distance to a threshold value; and confirming the

malch when the distance passes the threshold value.

[0181) in a 9th aspect, the method of aspect 8, wherein the distance s Eoclidean
distance.
[0182} In a 10th aspect, the method of any one of aspects 1 — 9, wherein the

wdentification  document includes hidden information not divectly perceivable when the
identification document is tuminated with Hght within a human visible spectram (HVS).

{01831 in an 1lth aspect, the method of any one of aspects 1~ 1), wherein the
hidden information is encoded in a label comprising one or more of the following: a quick
response code, 8 bar code, or an iris code.

{1184] fn a 12th aspect, the method of aspeet T, whercin the label comprizes a
reference to another data source.

{0185} in a 13th aspect, the method of any one of the aspects 1 ~ {2, further
comprising: obtaining first biometric information of the person based at least partly on an
analysis of the mage of the envivonment; and obtaining second biometric information from
the identifivation document,

J01R6]  In a 14th aspect, the method of aspect 13, wherein obtaining the second

biometric information comprises one or more of the following: scanning a label on the
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identification document to retrieve the hidden information encoded in the Jabel; retrieving
biometric information from the other data sowrce using a roference provided by the
identtfication document; or Huminating the dentification document with altraviolet light to
revedl hidden information i the identification document, wherein the hidden information is
not visible when thuminated with Hght within the HVS,

{0187} i a {5th aspect, the method of any one of aspects 13 - 14, wherein
determining the mateh further comprises comparing the fiest biometric information with the
sccond biometric information to determine whether the fisst blometric information is
consistent with the second biometric information.

{0188} in a 16th aspect, the method of any one of aspects 13 ~ 1§, wherein the
first blometric information o the second biometric information comprises one or more of the
following: a fingerprint, an ins code, a height, a gender, a hair color, an eye color, or a
weight,

[0189]  In a {7th aspect, the method of any one of aspects | — 16, wherein the
identification document comprises at least one of the following: driver’s Heense, passport, or
state identification card.

{198} fn an 18th aspect, & method for verifying an identity of 2 person using an
augmented reality (AR) system, the method comprising: under control of the AR svstem
comprising computer hardware, the AR system comprising an outward-facing camera
contigured 1o ruage an environment and an optical seusor configured to emit light outside of
a lman visible spectram (HVSY: obtaining, with the outward-facing camera, an image of the
environment; identifving a first biometric information associated with a person based at least
partly on an analysis of the image of the environment; identifying a second blometric
information in a document presented by the person; and determining a match between the
first biometric information with the second biometric information.

10191} In a 19th aspeet, the method of aspect I8, wherein the Bght emitted by the
optical sensor comprises ultravielet light,

10192} in a 20th aspect, the method of any one of aspects 18 ~ 19, wherein the

first blometric information or the second biometric information conprises one or more of the



WO 2017/210419 PCT/US2017/035429

following: a face, a tingerprint, an iris code, a height, a gender, a hair color, an eve color, or a
weight.

{0193} It a 21st aspect, the method of any one of aspects 18 — 20, wherein
wdentifving the first blometric information and identifying the second biometric information
comprise: defecting a first face in the image, wherein the first face comprises first facial
features and i3 associated with the person; and detecting a second face i the image, wherein
the second face comprises second Tacial features and 18 included 1o the document presented
by the person.

10194 In a 22nd aspect, the method of aspeet 21, wherein detecting the first face
or detecting the second face comprises locating the first face or the second face in the image
using at least one of the llowing: & wavelet-based boosted cascade algorithm or a deep
newral network algovithm.

[H195] In a 23rd aspect, the method of any one of aspects 21 — 22, wherein
determining the match comprises: calcolating a fivst foature vector for the first face the based
at feast partly on the first facial features or calculating a second feature vector for the seecond
tace based at feast partly on the second facial features, respectively; calcolating a distance
between the first feature vector and the second feature vector; comparing the distance to a
threshold value; and confivming the maich when the distance passes the threshold value.

{0196} in a 24th aspeet, the method of any one of the aspects 21 - 23, further
comprising assigning first weights to the first facial features based at least partly on locations
ot the respective first facial features, or assigning second weights 1o second facial features
based at feast partly on locations of the respective second facial features.

10197} In a 25th agpect, the method of any one of aspects 23 — 24, wherein the
distance is Buclidean distance.

j0198] in a 26th aspect, the method of any one of aspects 23 — 25, whorein
calcolating the first feature vector or caleelating the second feature vector s tmplemented
using one or more of the following: a facial landmark detection algorithm, a deep neural
network algorithm, or a template matching algorithm,

{0199} in a 27th aspect, the method of any one of aspects 18 ~ 19, wherein

identifying the second information comyprises: enutting a light, by the optical sensor, onio the
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document, wherein the light iy outside the HVS! and identifving the of information under the
light emitted by the optical sensor, wherein the second information is not divectly visible
when ifluminated with light within the HVS,

10200} In a 28th aspect, the method of any one of aspects 18 ~ 19, wheremn
wdentifying the second information comprises: identifying a label in the docoment, wherein
the label contains encoded biometric mformation; and retrieving  decoded  biometric
information based at teast partly on the analysis of the tabel,

{201} I a 2%th aspect, the metbod of aspect 2R, wherein retrieving decoded
biometric information comprises retrieving hiometric information from a data source other
than the image of the environment.

j0202} in a 30th aspect, the method of aspect 29, wherein the document comprises
an wdentification docament.

{02083} In a 3lst aspect, an augmented reality (AR} systern comprising an
outward-facing camers and compuier hardware, the AR svstem is configured to perform any
one of the methods 1o aspects 1 - 17,

{0204] in a 32nd aspect, an augmented reality (AR} systemr comprising an
outward-facing camera, configured to image an environment and an optical sensor configored
to emit Hght cutside of a human visible spectrum, and compater hardware, the AR system is
configared to perform any one of the methods in aspects 18 ~ 30,

{02051 In a 33cd aspect, & method for determining a linkage between two
documents using an augmented reality (AR) system, the mcthod comprising: under control of
the AR system comprising computer hardware, the AR system comprising an ontward-facing
camera configured to image an environment and an optical sensor configured to emit light
outside of a human visible spectriam (HVS) obaining an image of the enviromment;
detecting a first document and a second document in the image; exiracting first information
from the first document based al least 1o part on an analysis of the inage; extracting second
mformation from the second document, wherein the first information and the second
information are in a same category; determining a match between the first information and

the second information; and in response to a determination that the match exists between the
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first information and the second information, determining a linkage between the first
document and the second document.

{0286} It a 3dth aspect, the method of aspect 33, wherein the light emitted by the
optical sensor comprises ultraviolet Hght,

10267] In a 35th agpect, the method of any one of aspects 33 — 34, wherein the
fivst information and the second information comprises a name, an address, expivation date, a
picture of a person, a fngerpring, an iris code, a height, a gender, a hair color, an eye color, or
a weight,

{208} in a 30th aspect, the method of any one of aspects 33 - 35, wherein the
second information is invisible when ilanunated with Hght within the HVS,

{02691 in a 37th aspect, the method of aspect 36, wherein extracting the second
information comprises: emitting light, by the optical sensor, onto the second document,
wherein ai least a portion of the light is outside of the HVS, and identifying the second
information under the light emitted by the optical sensor, wherein the second information is
not dircetly visible to the human under a normal optical condition,

102106} in a 38th aspect, the method of any one of aspects 33 ~ 36, wherein
extracting the second information comprises: identifying a label i the seeond document,
wherein the label contains a reference to another data source; and communicating with the
other datg source to retrieve the second information.

{0211 in a 3%th aspect, the method of aspect 38, wherein the label comprises one
or more of the following: a quick response code or a bar code.

jo212] in a 40th aspect, the method of any one of aspects 33 ~ 39, wherein
determining  the match comprises: comparing the first information and the second
information; calculating a confidence score hased at least in part on the similaritics or
dissimpifarities between the furst information and the second information; and detecting the
match when the confidence score passes a threshold valae.

[0213} In a 4ist aspect, the method of any one of aspecls 33 ~ 40, further

comprising: flagging at least one of the first document or the second document as valid based

O

at feast partly on the determined match.
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[0214} In & 42nd aspect, the method of any one of aspects 33 ~ 41, Turther
comprising: in response to a determination that a match does not exist between the first
information and the second information, providing an indication that the first information and
the second information do not mateh, wherein the indication comprises a focus indicator.

|0215} In a 43rd aspect, the method of any one of aspects 33 — 42, whergin
detecting the first document and the second docurment comprises: identifying the first
document and the second document based at least partly on a filier,

f0216} in a 44th aspect, a method for determining a linkage between a person and
a plurality of docements using an augmented reality {AR) system, the method comprising:
under control of the AR system comprising computer hardware, the AR system comprising
an outward-facing camera configered to image an environment and an optical sensor
configured to emit Hght outside of a visible spectrum of & human: obtaining an image of the
environment; detecting a person, a first document and a second document in the image;
extracting first personal information based at {east partly on an analysis of the tmage of the
first document; extracting second personal information from the second document; extracting
third personal information of the person based af feast partly on an analysis of the mage of
the person, wherein the Hest personal information, the second personal information, snd the
third personal information are in a same category; determining a match among the first
personal information, the second personal information, and the third personal information;
and i respouse to a determination that a match exists among the first personal information,
the second information, and the third personal information, determining a linkage among the
first document, the second document, and the person.

j0217] in a 45th aspect, the method of aspect 44, wherein the light emitted by the
optical sensor comprises ultraviolet fight,

[0218] g d6th aspect, the method of any one of aspects 44 — 45, wherein the
first personal fnformation, the second person information, or the third personal information
comprises a name, an address, expiration date, a picture of a person, a fingerprint, an iris
code, a height, a gender, a bair color, an eye color, or a weight.

[o219] in a 47th aspect, the method of aspect 44, wherein extracting the first

personal mformation and extracting the third personal information comprise: detecting a first
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face in the image, wherein the first face v included in the first document; defecting a second
face in the image, wherein the second face is associated with the person in the enviroament;
wdentifyving first facial features associated with the first face; and identifving second facial
features associated with the second face,

10220} In a 48th aspect, the method of aspect 47, wherein detecting the first face
or detecting the second face comprises locating the first face or the second face in the image
using at least one of the Pollowing: a wavelet-based boosted cascade algorithm or a8 deep
neural network algorithm,

10221} In a 49th aspect, the method of any one of aspects 47 — 48, wherein
detecting the first face comprising: analyzing movements of the first face; and detecting the

first face in response 1o a determination that the movements of the second face 18 deseribed

7

by a single planar homography.

10222} In a 50th aspect, the method of any one of aspects 47 — 49, wherein
identifving the first facial features or identifying the second facial features comprises
calculating a first feature vector associated with the first face based at least partly on the first
facial features or caleulating a second feature vector associated with the second face hased at
least partly on the second facial features, respectively.

16223} In a Slst aspect, the method of aspect 50, further comprising assigning
first weights to the first facial features based at least partly on locations of the respective first
facial features, or assigning second weights to second facial features based at east partly on
locations of the respective second facial features.

{0224} It a 52nd aspect, the method of any one of aspects 3 - 31, wherein
caleulating the first feature vector or calculating the second feature vector s implemented
using one or more of the following: a facial landmark detection algorithm, a deep neoral
network algorithm, or a termplate matching algorithm.

{0225} 1 a 33rd aspect, the method of any one of aspects 47 — 52, wherein
determining the match comprises: calculating a distance between the first feature vector and
the second feature vector; comparing the distance to a threshold valug; and confirming the

match when the distance passes the threshold value.

“5R.
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{0226} in a S4th aspect, the mwethod of aspect 53, wherein the distance i
Euclidean distance.

{0227} fn a 55th, aspect, the method of aspect 44 — 54, wherein the second
personal information s invisible when Huminated with light within the HVS,

0228} In a 56th aspect, the method of aspect 35, whergin extracting the second
personal information comprises: emitling light, by the optical sensor, onto the second
document, wherein at least a portion of the light is outside of the HVS; and identifving the
second personal information pnder the light emitted by the optical sensor, wherein the second
personal information is not divectly visible to the human under a normal optical condition.

10229} In a 57th aspeet, the method of any one of aspects 44 — 55, wheren
extracting the second personal information comprises: identifving a fabel in the second
document, wherein the label contains a reference 1o another data seurce; and communicating
with the other data source to refrieve the second personal information.

10230} In a 38th aspect, the method of aspect 57, wherein the label comprises one
or more of the following: a quick response code or a bar code.

{0231} In a 59th aspect, the method of any one of aspects 44 - 38, wheren
determining the match comprises: comparing the first personal information and the sccond
personal information; calculating a confidence score based at least in part on the stmilarities
or dissimilarities between the fivst personal information and the second personal information;
and detecting the maich when the confidence score passes a threshold value,

10232} in a 60th aspect, the method of any one of aspects 44 — 39, further
comprising: flagging at least one of the first document or the second document as valid based
at least partly on the detected match.

11233} In a 61st aspect, the method of any one of aspecty 44 — 60, further
comprising: in response to @ determingtion that the malch does not exist among at least two
oft the first personal information, the second personal information, and the third personal
information, providing an indication showing that the match does not exist.

10234} in a 62nd aspecet, the method of aspect 61, further comprising: searching in
the environment, a fourth document comprising information that match at least one oft the

first personal information, the second personal information, or the third personal information.

~50.
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{0235} in a 63rd aspect, the method of any one of aspects 44 — 62, wherein the
first document or the scecond document comprises: an identification docyment or an airline
ticket.

{0236} It a 64th aspect, the method of any one of aspects 44 — 63, wherein
detecting a person, a first docoment and a second document in the image comprises:
identifying the person, the first document, or the second docoment based at feast partly on a
filter.

{0237} It a 65th aspect, an augmented reality {AR) system comprising computer
hardware, the AR system comprising an outward-facing camera configured to unage an
environment, and an optical sensor configured to emit light outside of a hwman visible
spectrwm, the AR system is configured to perform any one of the methods in aspects 33 - 64,

10238} in a 66th agpect, an supmented reality {AR) system for detecting a linkage
in an AR environment, the augmented reality system comprising: an outward-facing imaging
system configured 1o image an environment of the AR system; an AR display configured to
present virtnal content in a three~-dimensional (3D) view to a aser of the AR system; and a
hardware processor programmed to) oblain, with the outward-facing imaging system, an
image of the envivonment; detect a fivst face and a second face 1n the mage, wherein the first
face 15 the face of a person in the environment and wherein the second face 18 a face on an
identification document; recognize the first face based on first facial features associated with
the first face: recognize the second face based on the second faclal featares:; analvze the first
tacial features and the second facial features to detect a tinkage between the person and the
wdentification document; and nstruct the AR display to present a virtual annotation indicating
a result of the analysis of the first facial features and the second facial features.

{62391 In a 67th aspect, the AR system of aspect 66, wherein to detect the first
tace and the second face, the hardware processor is programmed to apply at least one of the
following algorithms on the ynage: a wavelet-based boosted cascade algorithm or a deep
neural network algorithm,

j0240] in a 68th aspect, the AR system of any one of aspects 66 — 67, wherein the

hardware processor is further programmed to:detect that the second face is the face on the

B}
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identification document by analyzing a movement of the second face; and determine whether
the movement is described by a single planar homography.

{0241} it a 69th aspect, the AR system of any one of aspecis 66 - 68, wheremn to
recognize the first face or the second face, the hardware processor s programmed to
calcufate 8 first feature veclor associated with the first face based at least partly on the first
facial features or caleulate a second feature veotor associated with the seeond face based at
least partly on the second facial foatures, respectively, by applying at least one oft a facial
landmark detection algovithm, a desp peoral network algorithm, or a template matching
algorithm,

{02421 In a 70th aspeet, the AR system of aspect 69, wherein to detect the linkage
between the person and the identitication document, the hardware processor is programmed
to: calculsie a distance between the first feahire vector and the second feature vegtor;
compare the distance to a threshold valoe: and detect the linkage in response o a
determination that the distance passes the threshold value,

j0243} fn @ 7ist aspect, the AR svstem of aspect 70, wherein the distance 1s a
Buclidean distance.

{0244} fn 8 72nd aspect, the AR system of any one of agpects 66 — 71, wherein the
identification document has a label comprising one or more of the following: a guick
response code, a bar code, or an tris code.

{02451 fin a 73rd aspect, the AR system of aspect 72, wherein the hardware
processor is further programmed to: identify the fabel from the image of the enviromment; and
access an external data source using the label o retrieve blometric information of the person,

10246} In a 74th aspect, the AR system of any one of aspects 66 — 73, wherein AR
systern further comprises an optical sensor configuved to tHunnnate light oulside of 8 human
visible spectrun (HVS), and the hardware processor is further progranumed o) instruct the
optical sensor to ilominate the light toward the wdentification document to reveal hidden
mformation in the identification document; analyze an image of the identification document
wherein the image s acquired when the identification document is ifluminated with the fight;
and extract biometric information from the image, wherein the extracted biometric

information is used to detect the linkage between the person and the wdentification document.

BHia
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{0247} in a 75th aspect, the AR system of any one of aspects 66 ~ 74, wherein the
hardware processor is programmed to calculate a likelihood of a maich between the first
tacial featores and the second facial features.

{0248 i a Toth aspect, the AR system of any one of aspects 66 - 75, wherein the
annotation comprises a visual focus indicator linking the person and the identification
document.

10249} in a 77th aspect, 2 method for detecting a linkage in an avgmented reality
enviromment, the method comprising: under control of an augmenied reality device
comprising an outward-imaging imaging system and a hardware processor, the augmented
reality device contigured to display virtual content to a wearer of the augmented reality
device: obtaining an image of the environment; detecting a person, a first document, and a
second document in the fmage; extracting first personal information based at least partly on
an analysis of the image of the fust document; accessing second personal information
associated with second document; extracting thivd personal information of the person based
at least partly on an analysis of the image of the person, wherein the first personal
information, the second personal information, and the third personal information are 13 a
same category; determining a likelihood of match among the first personal information, the
second personal mformation, and the third personal information; and displaving a linkage of
among the first document, the second document, and the porson in response to a
determination that the hikelihood of maich exceeds a threshold condition.

{0250} In a 78th aspect, the method of aspect 77, wherein obtaining the image of
the environment comprises accessing the image acquired by the outward-facing imaging

systern of the augmented reality device.

o

{0251 In a 79th aspect, the method of any one of aspects 77 - 78, wherein
extracting the first personal information and the third personal information comprises:
deteeting a first face in the image, wherein the first face is included in the first docament;
detecting a second face in the image, wherein the second face iy associated with the person in
the environment; identifying first facital features associated with the first face and second

facial features associnted with the second face; and recognizing the first face and the second

face based on the first facial features and the second facial featares respectively,

S
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j0252] in an 80th aspect, the method of aspect 79, wherein detecting the fivst face
or detecting the second face comprises applying: a wavekt-based boosted cascade algorithm
or a deep neural network algorithon.

{02583} I an 81st aspect, the method of any one of aspects 79 - &0, wherein
recognizing the first fhee and recognizing the second face comprises: calculating a first
feature vector associated with the fiest face based at least partly on the first factal foatures;
and caleulating a second feature vector associated with the second face based at least partly
on the second facial features, respectively, by applying at least one oft a facial landmark
detection algorithm, a deep neural network algorithm, or a template matching algorithm,

j0254] In an 82nd aspect, the method of any one of aspects 77 ~ 81, wheremn
accessing the second personal information comprises: acquiring an image of the second
docoment when a light s shed onto the second docoment and wherein at least a portion of the
Light is outside of human visible spectruny; and identifying the second personal information
based on the acquived bmage of the second document, wherein the second personal
information is not directly visibile to the human under a normal optical condition.

jo255] in an &3rd aspect, the method of any one of aspects 77 — 82, wherein
accessing the second personal mformation comprises: identifving the fabel from the image of
the environment; and accessing a data source storing personal information of a plurality of
persons using the label to retrieve biometric information of the person.

j0256] fn an 84th aspect, the method of any one of aspects 77 — 83, wherein
determining a likelihood of match comprises; comparing the first persenal information and
the second personal information: calculating a confidence score based at least in part on the
similarities or dissimilarities between the Hrst personal information and the second personal
jnformation.

J0257} in an S5th aspect, the method of aspect 84, further comprising: displaying
a virtual annotation indicating at least one of the fivst document or the second document as

valid in response o a determination that the confidence score exceeds a threshold value,
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Other Considerations

{0258} fach of the provesses, methods, and algorithms described herein andfor
depicted in the attached figures may be embodied in, and fully or partially automated by, code
modules executed by one or more physical computing systerss, hardware computer
processors, application~specific circuitry, andfor electronic hardware configured to execule
specific and particular computer instructions. For example, computing systems can inchude
general purpose computers {e.g., servers) progranimed with specific computer instructions or

special purpose computers, special purpose circuitry, and so forth. A code moduls may be
compiled and linked into an execatable program, fastalled in a dynamic link library, or may
be written in an interpreted programuming language. In some implementations, particolar
operations and methods may be performed by civcuiiry that is specific to a given function,

{0259} Further, certain mmplementations of the functionalily of the present
disclosure are sulficiently mathomatically, computationally, or technically complex that
application-specific hardware or one or move physical computing devices  {utilizing
appropriate  specialized  executable  imstructions) may be necessary 1o perform  the
functionality, for example, due to the volume or complexity of the calenlations wvolved or to
provide results substantially in real-time. For example, a video may imclude many frames,
with each frame having millions of pixels, and specifically progranwmed computer hardware
is pecessary o process the video data to provide a desired image procsssing task or
appheation in a commercially reasonable amount of time.

{0261 Code modules or any type of data may be stored on any type of non-
transitory computer-readable medium, such as physical computer storage including hard
drives, solid state memory, random access memory (RAM), read only memory {(ROM]},
optical dise, volatile or non-volatile storage, combinations of the same andéor the like. The
methods and modules (or data) may also be tfransmitted as generated data signals {e.g., as part
of a carrier wave or other analog or digital propagated signal) on a variety of computer-
readable transmission mediams, ncluding wireless-based and wired/cable-based mediwms,
and may take a variety of forms {c.g., as part of g single or multiplexed analog signgl, or as

muttiple discrete digital packets or frames). The results of the disclosed processes or process

B
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steps may be stored, persistently or otherwise, In any type of non-transitory, tangible
computer storage or may be communicated via a computer-readable transmission mediwm,
{0261} Any processes, bocks, states, steps, or functionalities in flow diagrams
deseribed herein and/or depicted in the attached figures should be understood as potentially
representing code modules, segments, or portions of code which include one or more

;

exceutable instructions for implementing specific functions {e.g., logical or arithmetical) or
steps i the process. The various processes, blocks, states, steps, or functionalities can be
combined, rsarrangsd, added to, deleted from, modified, or otherwise changed from the
Hlustrative examples provided herein, In some embodiments, additional or different
computing systems or code modules may perform some or all of the functionalities described
herein, The methods and processes deseribed herein are also not limited to any particula
sequence, and the blocks, steps, or states relating thereto can be performed in other ssquences
thal are appropriate, for example, in senal, in parallel, or in some other manner. Tasks or

events may be added to or removed from the disclosed example embodiments. Moreover, the

separation of vartous systemn components in the implementations described hevein s for
ilustrative purposes and should net be andersteod as requiring such separation in all

implementations. it should be understood that the described program components, methods,
and systems can generally be integrated together in a single computer product or packaged
inte multiple computer products, Many implementation variations are possible.

{0262} The processes, methods, and systems may be implemented in g network
{or distributed} computing enviromment. Network epvironments include enterprise~wide
computer networks, mtranets, local arca networks (LAN), wide area networks {WAN3,
personal arca networks (PAN). cloud computing networks, crowd-sourced computing
networks, the Internet, and the World Wide Web. The network may be a wired or a wireless
network or any other type of communication netwonk,

0263} The systens and methods of the disclosure cach have several innovative
aspects, no single one of which is solely responsible or required for the desirable attributes
disclosed herein. The various features and processes described above may be used
independently of one another, or may be combined in various ways, All possible

combinations and subcombinations are intended to fall within the scope of this disclosare.



WO 2017/210419 PCT/US2017/035429

Various modifications to the implementations deseribed in this disclosure may be readily
apparent to those skilled in the art, and the generic principles defined herein may be applied
to other implementations without departing from the spirit or seope of this disclosare. Thus,
the claims are not intended to be limited to the implementations shown herein, but are 1o be
accorded the widest scope consistent with this disclosure, the prnciples and the novel
features disclosed herein.

10264} Certain features that are described in this specification i the context of
separate  implementations  alse can be implemented In combination in a  single
implementation. Conversely, various features that are deseribed i the context of a single
implementation also can be implemented in multiple tmplementations separately or in any
suitable subcombination. Moreover, although features may be described above as scting in
certain combinations and even initially claimed as such, one or more features from a claimed
combination can i some cases be excised from the combination, and the claimed
combination may be directed to a subcombination ov variation of a subcombination. Ne
single festure or group of features is necessary or indispensable to each and every
embodiment.

A,

0265} Conditional language used herein, such ag, among others, “can,” “coukd,”
“might,” “may,” “e.g.” and the bike, unless specifically stated otherwise, or otherwise
anderstood  within the context as used, is geacrally intended to convey that certain
embodiments include, while other embodiments do not include, certain features, clements
andfor steps. Thus, such conditional language is not generally intended to imply that features,
clements and/or steps are 1 any way required for one or more embodiments or that one or
more embodiments necessartly include logic for deciding, with or without guthor input or
prompiing, whether these features, clements andfor steps are included or are to be performed

including,

MLy ORE

in any particular embodiment. The terms “comprising, having,” and the like
are synonymous and are used inclusively, in an opencended fashion, and do not exclude
additional elements, features, acts, operations, and so forth, Also, the term Yor™ is ysed in its
nclusive sense (and not in its exclusive sense) so thal when used, for example, 1o connect a

list of claments, the torm “or™ means one, some, or all of the clements in the list, In addition,

B



WO 2017/210419 PCT/US2017/035429

the articles "a.™ “an,” and “the™ as used in this application and the appended claims are o be
constried to mean “one or more” or “at teast one” unless speeified otherwise.

{0266} As used herein, a phrase referring to “at least one of”" a list of items refers
to any combination of those items, including single members. As an example, “at least one
off A, B, or CVisintended to cover A B, C,Aand B, A and €, Band C, and A, B, and C.
Conjunctive language such as the phrase “at least one of X, Y and 7.7 unless specifically
stated otherwise, s otherwise anderstood with the context as used in general to convey that

an Hem, ©rm, ete. may be at least one of X, Y or Z. Thus, such conjunctive fanguage is not

generally intended 1o imply that certatn embodiments require at least one of X, at least one of

Y and at least one of Z to sach be present,

j0267} Similarly, while operations may be depicted in the drawings in a particular
order, it is to be recognized that such operations need not he performed in the particular order
shown or in scquential order, or that all dlustrated operations be performed, 1o achieve
desirable results. Further, the drawings way schematically depiet one wore example
processes in the form of a flowchart. However, other operations that are not depicted can be
incorporated i the example methods and processes that are schematically iHustrated, For
example, one or more additional operations can be performed before, after, simultaneously,
or between any of the ilfastrated operations. Additionally, the operations may be rearranged
or reordered in other implementations. In cerfain ciroumstances, multdasking and parallel
processing may be advantageous. Moreover, the separation of various sysiem componenis in
the implementations described above should not be understond as requiring such separation
i all implementations, and 1t should be undersiood that the deseribed program components
and systems can generally be integrated together in a single software product or packaged
into multiple software products. Addittonally, other fmplersentations are within the scope of
the following clatms, In some cases, the actions recited in the claims can be performed in a

different order and still achieve desirable results.
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WHATIS CLAIMED IS

L. An augmented reality {AR) system for detecting a linkage in an AR environment,
the augmented reality system comprising:
an cutward-facing imaging system configured to image an environment of the
AR system
an AR display configured 1o present virtual content in a three-dimensional
{30} view to a aser of the AR systeny; and
# hardware processor programmed o]
obtam, with the outward-facing imaging system, an image of the
envirpnment;
detect a first face and a second face in the image, wherein the first face
is the face of a person in the environment and wherein the second face is a
face on an identification document;
recognize the first face based on first facial features associated with the
first face;
recognize the second face based on the second facial features;
analvze the [lest facial leatures and the second facial feanures to detect
a linkage between the person and the identification document; and
mstruct the AR display to present a virtual annotation indicating a
result of the analysts of the first facial features and the second facial featores,
2. The AR system of claim 1, wheremn to delect the first face and the second face, the
hardware processor is progranuned o apply at least one of the following algorithms on the
image: a wavelet-based boosted cascade algorithm or a deep neural network algorithm.
3. The AR systenmy of claim 1, wherein the hardware processor is further programmed
o
detect that the sccond face is the face on the identification document by
analyzing 8 movement of the second face; and
determine whether the movement is described by a single planar homography.
4, The AR system of clafim 1, wherein 1o recognive the first face or the second face,

the hardware processor is progranymed to:

~HR-
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caleulate a first feature vector associated with the first face based at least
partly on the first facial features or caleulate a second feature vector associated with
the second face based at least party on the second facial features, respectively, by
applying at least one ofd a facial landmark detection algorithm, a deep neural network
algorithm, or a teraplate matching algorithm.

5. The AR system of c¢laim 4, wherein 1o detect the linkage between the person and
the identification docurent, the hardware processor is programmed ot

caleulate 8 distance between the first feature vector and the second feature
veetor

compare the distance to a threshold value; and

detect the linkage in response to a determination that the distance passes the
thresheld value.

6. The AR system of claim §, wherein the distance iy a Euclidean distance,

7. The AR system of claim 1, wherein the identification document has a label
comprising one or more of the following: a quick rexponse code, a bar code, or an iris code.

8 The AR system of claim 7, wherein the hardware processor is further programmed
o

identify the label from the image of the environment; and
access an external data source using the label to refricve blometric information
of the person.

9. The AR systermn of claim I, wherein AR system further comprises an oplical
sensor condigured to Hluminate light outside of a human visible spectrumy {(HVS), and the
hardware processor is further programmed 1o

instruct the optical sensor to illuninate the hight toward the identification
document to reveal hidden information in the identification document;

analyze an image of the identification document wherein the Image is acquired
when the identification dociment is Hlonunated with the light; and

extract biometric information from the image, whersin the exiracted biometric
information is used 1o detect the hnkage between the person and the identification

document,

WON
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10. The AR svstem of claim 1, wherein the hardware processor is programmed to
calepfate a likelihood of a match between the first facial features and the second facial
features.

11 The AR system of claim 1, whercin the annotation comprises a visual focus
indicator hinking the person and the identification docunient,

12, A method for detecting a linkage v an augmented reality environment, the
method comprising:

under control of an augmented reality device comprising an outward-imaging
iroaging system and a hardware processor, the sugmented reality device configured 1o
display virtual content to & wearer of the augmented reality device:

obtaining an image of the environment;

detecting a person, a first document, and a second document in the image;

extracting first personal information based at least partly on an analysis of the
image of the first document;

accessing second personal information associated with second document;

extracting thivd personal information of the person based at foast partly on an
analysis of the image of the person, wheremn the first personal imformation, the second
personal information, and the third personal information arg in a same category;

determaining a hikelihood of match among the first personal information, the
second personal information, and the third personal information; and

displaying a linkage of among the first docoment, the second document, and

the person in response o a determination that the likelibood of mateh exceeds a

threshold condition.

13, The wethod of claim 12, whoreln oblaining the image of the environmaent
comprises accessing the image acquired by the ousbward-facing tmaging sysiem of the
augmented reality device.

14, The method of claim 12, wherein extracting the first persoual information and the
third personal information comprises;

detecting a first face in the image, wherein the fTrst face is included in the first

docwment;

~T6
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detecting a second face in the image, wherein the second face iy associated
with the person in the environment;

identifving first facial features associated with the first face and second facial
features associated with the second face; and

recognmizing the first face and the second face based on the first facial features
and the second fucial features respectively.

15, The method of claim 14, wherein detecting the first face or detecting the second
face comprises applying: a wavelet-based boosted cascade algorithm or a deep neural
network algorithm.

16, The method of claim 14, whereln recognizing the first face and recognizing the
second face comprises:

calculating a first feature vector associated with the {first face based at least
partly on the first facial features; and
caleulating a second feature vecior associated with the second face based at

feast partly on the sccond facial features, respectively, by applying at {east one oft a

facial landmark detection algorithm, g deep neural network algorithm, or a template

matching algorithm,

17. The method of claim 12, wherein accessing the second personal information
COMPTISes:

acquiring an image of the second document when a light is shed onto the
second document and wherein at least a portion of the light is ousiside of human
visible spectrum; and

identitving the second personal information based on the acquired image of
the second document, wherein the second personal information is not directly visible

1o the haman ander a normal optical condition,

18, The method of claim 12, wherein accessing the second personal jnformation
COMPrises:

identifving the label from the image of the eovironment; and
accessing & data source storing personal information of a pluahity of persons

using the fabel o retrieve biometric information of the person.

Tl
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19, The method of elaim 12, wherein determining a kelihood of match comprises:
comparing the first personal information and the second personal information;
caleulating a confidence score based at least n part on the similarities or

dissimilarities between the first personal information and the second personal

mformation.

20. The method of claim 19, further comprising: displaying a virtual annotation

indicating at least one of the first document or the second document as valid in response to a

determination that the confidence score exceads a threshold vatue,
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Box No. 11 Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. D Claims Nos.:

because they relate to subject matter not required to be searched by this Authority, namely:

2. D Claims Nos.:

because they relate to parts of the international application that do not comply with the prescribed requirements to such an
extent that no meaningful international search can be carried out, specifically:

3. D Claims Nos.:

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. III  Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1. In order for all inventions to be examined, the appropriate additional examination fees must be paid.
Group | - Claims 1-11 are directed to an augmented reality system for identity verification using facial features.

Group Il - Claims 12-20 are directed to a method for identity verification in augmented reality environment using personal information.

--- ( See Continuation in Supplemental Box ) ---

1. l___] As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. D As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

3. D As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4. m No required additional search fees were timely paid by the applicant. Consequently, this international search report is

restricted to the invention first mentioned in the claims; it is covered by claims Nos.:
1-11

Remark on Protest D The additional search fees were accompanied by the applicant’s protest and, where applicable, the
payment of a protest fee.

I:l The additional search fees were accompanied by the applicant’s protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

D No protest accompanied the payment of additional search fees.
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Continuation of:
Box Ill. Observations where unity of invention is lacking

The inventions listed as Groups I-1l do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons:

Special Technical Features:

The invention of Group | included the features of detect a first face and a second face in the image, wherein the first face is the face of a
person in the environment and wherein the second face is a face on an identification document; recognize the first face based on first
facial features associated with the first face; recognize the second face based on the second facial features; analyze the first facial
features and the second facial features to detect a linkage between the person and the identification document; and instruct the AR
display to present a virtual annotation indicating a result of the analysis, not required by Group II.

The invention of Group Il included the features of extracting first personal information based at least partly on an analysis of the image of
the first document; accessing second personal information associated with second document; extracting third personal information of the
person based at least partly on an analysis of the image of the person, wherein the first personal information, the second personal
information, and the third personal information are the a same category; determining a likelihood of match among the first personal
information, the second personal information, and the third personal information, not required by Group 1.

Common Technical Features

Groups I-ll share the technical features of an outward-facing imaging system configured to image an environment of the AR system; an
AR display configured to present virtual content in a three-dimensional view to a user of the AR system; a hardware processor
programmed to: obtain, with the outward-facing imaging system, an image of the environment; detect a linkage between the person and
a document.

However, the shared technical features does not represent a contribution over prior art as being anticipated by US 2011/0153341 A1
(Diaz-Cortes), 23 June 2011 (23.06.2011).

Diaz-Cortes teaches an outward-facing imaging system configured to image an environment of the AR system (Para [0019]- camera
connected to a computer and facing a reception area at a healthcare facility); an AR display configured to present virtual content in a
three-dimensional view to a user of the AR system (Para [0025], [0031] - Head Mounted Display (HMD) places images of both the
physical world and registered virtual graphical objects over the user's view of the world. The HMDs can be optical see-through or video
see-through in nature, for example. Handheld augmented reality employs a small computing device with a display that fits in a user's;
information 520 displayed, providing a projected or 3D effect); a hardware processor programmed to: obtain, with the outward-facing
imaging system, an image of the environment (Para [0006], [0029]- The camera 215 is connected to the computer 220 and transmits still
and/or motion image data to the computer 220; The processor is to receive a camera feed including an image of a patient); detect a
linkage between the person and a document (Para [0020], [0029], [0040]- receive patient documents from a remote server and/or
database. The example output devices P140 may be used to, for example, provide patient documents for review and/or storage at a
remote server and/or database; identify the person is by comparing selected facial features from a captured image and a facial
database; Once the computer 220 has identified the patient 230 based on the feed from the camera 215, patient information is retrieved
and displayed on the computer 220 display in conjunction with the patient image from the camera 215.).

As the common features were known in the art at the time of the invention, this cannot be considered a common technical feature that
would otherwise unify the groups. Therefore, Groups I-Il lack unity under PCT Rule 13.
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