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(57) Abstract: Various examples of the present disclosure may provide a packet processing method. A control device may receive a
packet from an access switch. If VM address information in the packet is not associated with a port on the access switch for receiv-
ing the packet, the control device may send an instruction to the access switch instructing the access switch to associate the VM ad -
dress information with the port on the access switch for receiving the packet, so that the access switch associates the VM address in-
formation with the port on the access switch for receiving the packet. The VM address information may comprise: a VLAN ID, an IP
address and an MAC address.
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PACKETS PROCESSING

This application claims the benefit of priority from Chinese Patent Application, No.
201410332388.5, entitled “Packet Processing Method and Device” and filed on July 14,

2014, the entire content of which is hereby incorporated by reference.
BACKGROUND

18661] With increase of data center services, user’s demands keep growing. The scale
and function of a data center is becoming more and more complex and it is more and
more difficult to manage the data center. Therefore, as for enterprise data center, data
centers should be integrated, management cost of the data center should be reduced and
existing resources should be adequately mined to satisfy higher service requirements. A

trend of the integration of the data center is virtaalized operation of data center resources.
BRIEF DESCRIPTION OF THE DRAWINGS
[0062] Figure 1 is a diagram tllustrating a packet processing network in accordance with

vartous examples of the present disclosure;

[9863] Figure 2 is a chart illustrating a packet processing method in accordance with

various examples of the present disclosure;

18064] Figure 3 is a chart illustrating a flow that a Virtual Machine 1 (VM) requests a
Media Access Control (MAC) address of VM2 in accordance with various examples of

the present disclosure;

[006G5] Figure 4 is a chart illustrating a flow that the VM1 sends a data packet to the

VM2 in accordance with various examples of the present disclosure; and

[8066] Figure S 1s a diagram illustrating hardware structure a control device inclading a
packet processing device in accordance with various examples of the present disclosure.
DETAILED DESCRIPTION

18067] Virtualized technologics may be utilized to perform abstraction processing for

physical resources and services. During the use of the physical resources and services, a

person who uses the physical resources and a system administrator do not care about
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physical features of an object and details of service boundary, so that the usage and
management of the physical resources may be simplified and the resource utilization may
be improved. Therefore, the virtualized processing of the data center may improve
resource utilization (such as, CPU utilization and storage capacity, etc.} of the data center,
reduce encrgy consumption of the system, reduce design, operating, management and

maintenance costs of the system and obtain integrated objects.

10868] Most of current virtualization technologies are designed for the some servers.
Virtualization programs such as, VMWare, XEN VM and a Kernel-based Virtual Machine

KVM) mav support some CPU servers.
J may supfp

[00G9] The virtual switch may be developed utilizing virtualization technologies of the
some devices according to open standards such as Institute of Electrical and Electronics
Engincers (IEEE) 802.1Qbg and 802.1BR, etc. Therefore, the virtual switch may
cooperate with an external network device. The physical network device may obtain the
migration of the VM, so that the network security strategy may be automatically followed.

That is, the network security strategy may be adjusted with the migration of the VM.

[0616] Some devices, such as powerVM are completely closed. Although the
virtualization of the devices is similar o that of the VMWare, XEN and KVM, at present,
there is no program product to support virtualization network awareness, such as
802.1Qbg. Examples of the present disclosure may provide an automatic sceurity control

solution for the minicomputer to improve the security of the data center.

[8011] An example of the present disclosure may provide a packet processing method.
When a control device receives a packet from a VM via an access switch, the control
device may obtain an access location of each VM on cach server according to VM
address information in the received packet, so that security strategy control of the network

may be adjusted and issued according to the access location.

18612] The present disclosure may, for example, be implemented on an open server or a

closed minicomputer.

[0613] Figure 1 is a diagram illustrating a packet processing network in accordance with

various examples of the present disclosare. Figure 1 may include: two servers (i.e., server
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1 and server 2) and two access switches (i.e., access switch 1 and access swilch 2), a
control device and a gateway. If layer 2 packet interaction is performed, the layer 2
imteraction may be impleroented with a new gateway. I both the layer 2 packet
interaction and layer 3 packet interaction are performed, the layer 2 packet interaction and
layer 3 packet interaction may be implemented with the gateway in the network or with a

new gateway connecting to the gateway in the network.
10814] Configurations of each device may be described hereinafter.
18818] (1) Servers may be configured as following:

18018] Multiple VMs and a virtual switch may be set on each server. A virtaal network
card of cach VM may connect to the virtual switch. Each VM may be allocated with a
different Virtual Local Area Network Identity (VLAN ID). That is, the VLAN ID

allocated to each VM is unique.

[8017] When each VM is configured, an MAC address and an IP address of the cach
VM may be configured. After a VM is allocated with a VLAN ID, the VLAN ID, MAC

address and IP address allocated to the VM may be associated and stored.

[0018] The VLAN ID allocated to the cach VM may be used to identify the each VM. If
a VM is configured with multiple virtaal network cards, one VLAN ID, one MAC

address and one 1P address may be allocated to the each virtual network card.

[8019] In an example of the present disclosure, different VMs may be identified with
different VLANs to make VMs isolate with cach other on Layer-2. The control device
may be used to control packet forwarding among the VMs. If information association
between the 1P address and the MAC address is used, the VMs may be located at a same
VLAN, the VMs in the same VLAN may communicate with each other without the
control of the control device. In an example of the present disclosure, the packet

interaction between the VMs may be controlled by the control device.

[8026] Two ports on a virtual switch on a server may belong to a VLAN configured for
a VM. One port of the virtaal switch may connect to a virtual network card of the VM
marked with the VLAN and the other port may connect to a physical network card of the

server and connect to an access switch via the physical network card.
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[8021] Taking the configuration of the server 1 in figure 1 for example, the server 1 may
be configured with three VMs, e, VM1, VM3 and VM35 and a virtual switch 1. Fach VM
may be allocated with a unique VLAN ID. Taking VM1 for example, an MAC address, i.e.
MACI, an IP address, i.e. IP1 and a VLAN 1 may be allocated to the VM1, The virtnal
network card of the VM1 may connect to the virtual switch 1. The port 1 and port 2 of the
virtual switch T belong to the VLANIL. The two ports, i.e. port 1 and port 2 may be used
to transmit packets of the VELANI. The virtual switch T may connect to the physical

network card of the server 1 via the port 2.
[8022] {(2) The access switch may be configured as following.

[8023] A control protocol, sach as an Openflow protocol and a configuration protocol,

such as a Netcinf protocol may be configured for the access switch,

[0624] A packet processing rule may be configured for the access switch at local. The
packet processing rule ray include: making a determination as to whether the VM
address information in the packet is associated with a port on the access switch for
receiving the packet and processing the packet according to information carried by the
packet if the VM address information in the packet is associated with the port receiving
the packet and sending the packet to the control device, so that the control device may
make a determination as to whether the access switch may receive and process the packet
if the VM address information in the packet is not associated with the port recerving the

packet.

[8025] The packet processing rule configured for the access switch may be received
from the control device. The access switch may make the packet processing rule in

effective at local.

18026] In an example of the present disclosure, in order to implement central control of
the control device, the access switch may be further configured as follows: when the
access switch receives an Address Resolution Protocol (ARP) request, the access switch
may send the ARP request to the control device and the conirol device may make a

response to the ARP request.

180271 When the access switch receives a packet from the VM and the port receiving
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the packet is not associated with the VM address information, the access switch may send
the packet to the control device. When the port receiving the packet is associated with the
VM address information and the access swiich does not store a Flow Table (FT), the
access switch may send the packet to the control device. When the access switch does not
store relevant information received from the control device for processing the packet, the
access switch may send the packet to the control device and the control device may

control and process the packet.
[8028] (3) The control device may be configured as following.

18029] The MAC address, IP address and VLAN ID of each VM may be associated and
stored in the control device. The VLAN D of the each VM may be the unique. One
VLAN ID may be used to identify one VM. The MAC address and IP address of the
gateway and packet forwarding methods provided by the gateway may be associated and
stored in the control device. The packet forwarding methods may include: a virtual port
method or a super VLAN method. The gateway and the physical port of the each access
switch connecting to the gateway may be associated and a relationship between the
gateway and the physical port of the each access switch connecting to the gateway may
be stored in the control device. If the packet forwarding method is the super VLAN

method, the control device may obtain a main VLAN running on the gateway.

[0036] (4) The gateway may be usced to implement the layer-2 interworking between the
cach VM and layer-3 forwarding of the each VM via the super VLAN method or the

virtual port method.

[8031] Referring to figure 2, figure 2 is a chart illustrating a packet processing method

in accordance with various examples of the present disclosure.
1086321 At block 201, a control device may recetve a packet from an access switch.

198331 When a port receiving the packet is not associated with VM address information
in the packet, information of the port receiving the packet may be sent to the control
device, so that the control device may obtain that the packet may be received by which

port of which access switch.

[0634] The VM address information may include: a Virtual Local Area Network Identity
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(VLAN 1D}, an Internet Protocol (IP) address and a Media Access Control (MAC)
address. The IP address may be a source IP address of the packet. The MAC address may
be a source MAC address of the packet. The VLAN 1D may be an ID of a VLAN, to

which the packet may belong.

[6635] At block 202, when the control device determines that the VM address
information in the packet is not associated with the port on the access switch for receiving
the packet, the control device may send an instruction to the access switch instructing the
access switch to associate the VM address information with the port receiving the packet,
so that the access switch may associate the VM address information with the port

eceiving the packet.

[8036] In an cxample of the present disclosure, the method for the access switch to
associate the VM address information with the port receiving the packet may include:
respectively associating the VM address information with an ingress port of the port
receiving the packet and associating the VM address information with an egress port of

the port receiving the packet.

[8037] When the control device sends the instruction to the access switch instructing the
access switch to associate the VM address informuation with the port receiving the packet,
the control device may store an association relationship between the VM address
information and the port at local. That is, the control device may record information
indicating that the VM address information is associated with the port. The port may be a

port on the access switch for receiving the packet,

[8038] The control device may check whether the association relationship between the
port and the VM address information has been stored at local to determine whether the
VM address information in the packet has been associated with the port on the access

switch for receiving the packet.

[6639] When the control device determines that the VM address information in the
packet is not associated with the port on the access switch for receiving the packet, the
control device may further make a determination as to whether the VM address
information stored at local inchudes the VM address information in the packet. If the VM

address information stored at local includes the VM address information in the packet, the
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countrol device may send an instruction to the access switch instructing the access switch
to associate the VM address information in the packet with the port receiving the packet.
If the VM address stored at local does vot include the VM address information in the
packet, the control device may send an instruction to the access switch instructing the
access switch not to recetve the packet. Then, the access switch may discard the packet,
The access switch may further make a determination as to whether the VM is controlied
by the control device and make a determination as to whether the packet is an

unauthorized packet.

[6640] When the control device determines that the VM address information in the
packet is associated with the port on the access switch for receiving the packet, the
control device may not send any instruction instructing the access switch to associate the

VM address information in the packet with the port receiving the packet.

180417 When the control device determines that the VM address information in the
packet is not associated with the port on the access switch for receiving the packet and
determines that VM address information in the packet has been associated with another
port before the migration of the VM (called a pre~-migration port), the conirol device may
send an instruction to another access switch (called a pre-migration access switch), at
which the pre-migration port associated with the VM address information in the packet
may be located, instructing the pre-migration access device to delete the association
relationship. The pre-migration access device may delete the VM address information
associated with the pre-migration port. The control device may further update the

association relationship between the VM address information and the ports stored at local.

[8042] When the access switch receives the mstruction from the control device
instracting the access switch to associate the VM address information in the packet with
the port receiving the packet, the access switch may respectively associate the VM
address inforroation with the an ingress port of the port and associate the VM address
information with an egress port of the port. After the ingress port of the port is associated
with the VM address information, a packet from the VM may be received. After the
egress port of the port receiving the packet is associated with the VM address information,

a packet ruay be sent to the VM.
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18043] Therefore, the control device not only may obtain the location of the VM, but
also may control the each VM. The control device may filter out packets from other

evices other than the VM controlled by the control device. After the VM is migrated, the
control device may timely obtain the locations of the VM before the migration and the

location of the VM after the migration.

[8044] The processing of the packet according to whether the port receiving the packet
is associated with the VM address information may be described hereinbefore. The
processing of the packet according to the type and contents of the packet may be

described hereinafter.

[0045] For example, when the packet is a cluster packet transmitted among VMs, the
control device may send the FT to the access switch and the access switch may forward

the cluster packet to the gateway according to the FT,

[8046] For another example, when the packet is an ARP request, the control device may
send an MAC address corresponding to an IP address of a destination end of the ARP
request to the access switch and the access switch may send a response to the VM sending

the ARP request via a port associated with the VM address information.

[8047] In an cxample of the present disclosure, when the 1P address of the sending end
of the ARP request is an IP address of a VM, the MAC address of the VM may be sent to
the VM sending the ARP request. When the 1P address of the sending end of the ARP
request is the IP address of the gateway or the IP address of the sending end of the ARP
request is neither the 1P address nor the 1P address of any VM, the MAC address of the

gateway may be sent to the VM sending the ARP request.

[8048] When the control device sends the MAC address to the access switch, the control
device may send the MAC address via an ARP response or a protocol packet. If the MAC
address 1s sent via the protocol packet, the destination MAC address of the protocol
packet may be the MAC address sending the ARP request, the destination IP address of
the protocol packet may be the IP address sending the ARP request and the protocol

packet may carry the VLAN ID allocated to the VM sending the ARP request.

18048] For another exarople, when the packet is a data packet, a FT may be sent to the
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access switch, so that the access switch may send the data packet to the galeway

according to the FT.

[0056] In an cxample, the gateway may provide two kinds of packet forwarding
methods. The first packet forwarding method may be a super VLAN mecthod and the
second packet forwarding method may be a virtual port method. When the control device
issues the FT, the control device may further perform following processing with the two

kinds of packet forwarding methods.
108517 The first packet forwarding method may be as following.

[8052] The control device may notify the gateway of creating a sub-VLAN on a
physical port of the gateway and recording a corresponding relationship between the
sub-VELAN and the physical port of the gateway. The VLAN 1D of the sab-VLAN may be
the same as the YVLAN ID in the data packet.

[0653] The control device may send a primary VLAN 1D, VALN ID of the sub-VLAN
and the source MAC address of the data packet to the gateway. The gateway may create
an MAC address forwarding entry according to the primary VLAN ID, VLAN ID of the
sub-VLAN and source MAC address of the data packet, receive the data packet and
forward the data packet according to the MAC address forwarding entry. The VLAN D
of the sub-VLAN may be the same as the VEAN 1D in the data packet.

[0054] If the VM is migrated and the VM has transmitted the data packet on another
focation before the migration, i.e., the sub-VLAN, the 1D of which may be the same as
the VLAN ID in the VM address information has been created, the control device may be
further configured to notify the gateway of deleting the sub-VLAN, the VLAN 1D of
which may be the same as the VLAN ID in the VM address information and the gateway

may delete the sub-VLAN created on the corresponding physical port.

10855] When the gateway receives the MAC address, primary VLAN 1D and VLAN ID
of the sub-VLAN from the control device, the gateway may create the MAC address
forwarding entry including the MAC address, primary VLAN ID and the VLAN 1D of the
sub-VLAN.

[0656] When the gateway receives the data packet, the gateway may search a local
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MAC address forwarding table for an MAC address forwarding entry according to a
destination MAC address of the data packet and forward the data packet according to the
MAC address forwarding entry. That is, the gateway may forward the data packet to the
access switch via a sub-VLAN in the primary VLAN corresponding to the destination

MAC address of the data packet.

[8057] If the destination MAC address of the data packet is the MAC address of the

gateway, the forwarding of the data packet may be layer-3 forwarding,
10858] The second packet forwarding method may be as following.

[8058] The coutrol device may notify the gateway of creating a virtual port on a
physical port of the gateway. The control device may record a corresponding relationship
between the virtual port, physical port and VLAN ID and send the virtual port and the
VLAN I} in the data packet to the gateway. The gateway may remove the VLAN ID of

the data packet on the virtual port.

[8066] The control device may send a corresponding relatiouship between a virtual port,
a Virtual Network Interface (VNI) and a source MAC address of the data packet to the
gateway, The gateway may create an MAC address forwarding entry according to the
virtual port, VNI and source MAC address of the data packet, recetve the data packet and
forward the data packet according to the MAC address forwarding entry. The virtual port
may be the virtual port created on the physical port and the VNI may be the VNI, to

which the virtual port may belong.

[8061] If the VM has been migrated and the VM has transmitted the data packet on
another location before the migration, i.e., the virtual port corresponding to the VLAN ID
in the VM address information has been created, the control device may be further
configured to notify the gateway of deleting the created virtual port corresponding to the
VLAN ID in the data packet. The gateway may delete the virtual port created on the

physical port,

[8662] When the gateway receives the virtual port and VLAN 1D from the control
device, the gateway may create and store an associate relationship between the virtual

port and the VLAN 1D,

10
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[8063] When the gateway receives the data packet via the virtual port, the gateway may
make a determination as to whether the VLAN 1D in the data packet is same as the VLAN
ID associated with the virtual port. If the VLAN 1D in the data packet is same as the
VLAN 1 associated with the virtaal port, the gateway may remove the VLAN 1D of the
data packet and process the data packet. If the VLAN D in the data packet is not same as

the VLAN ID associated with the virtual port, the gateway may discard the data packet.

10864] The physical port of the gateway may be a port on the gateway for receiving the
data packet, When control device may send the FT to the access switch and access switch
may forward the data packet to the gateway, the physical port of the gateway may be the

port on the gateway for receiving the data packet.

[8065] When the gateway receives the virtual port, VNI and the source MAC address of
the data packet from the control device, the gateway may create the MAC address
forwarding entry according to the virtual port, VNI and the source MAC address of the

data packet at local.

[8666] When the gateway receives the data packet, the gateway may remove the VLAN
ID of the data packet on the virtual port, search the local MAC address forwarding table
for the virtual port according to the destination MAC address of the data packet and

forward the data packet to the access switch via the virtual port.

18867] When the destination MAC address of the data packet is the MAC address of the

gateway, the forwarding of the data packet may be layer-3 forwarding,

[0068] When a VM configured for a server is migrated, the processing flow may be as

follows.

[0069] After the VM migrates, the learned ARP entry may be kept unchanged. When the
VM sends the data packet to a destination end, the MAC address of which is not learned,
as described hereinbefore, if the 1P address of the destination end is configured at local,
the VM may transmit the data packet with the [P address. If the IP address of the
destination end is not configured at local, after the MAC address of the device is obtained
via an ARP request, the data packet may be forwarded with the MAC address. When the

VM sends the data packet to the destination end, the ARP entry of which has been leamed,

11
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the data packet may be transmiited according to the MAC address in the ARP entry and

forwarded to the access switch via a virtnal switch connecting with the VM.

[0076] When the access switch receives the data packet and determines that the port
receiving the data packet is not associated with the VM address information in the data
packet, the access switch may send the data packet to the control device. The processing

tlow of the control device may be the same as that described hereinbefore.

[8071] Referring to figure 3, figure 3 is a chart illusirating a flow that a Virtual Machine
1 (VM1) requests a Media Access Control (MAC) address of a VM2 in accordance with

various examples of the present disclosure.

180721 At block 301, a VMI on a server 1 may send a packet to request an MAC
address of a VM2,

[8673] When the VM1 sends a data packet to a VM2 and the VM1 does not record an
MAC address of the VM2, the VM1 may send a packet to request the MAC address of the
VM2, If the VM1 has recorded the MAC address of the VM2, the VM1 may send the data
packet to the VM2 with the MAC address of the YMZ.

[0074] A source MAC address in an L2 header of the packet may be MACT of the VM1
and a destination MAC address may be an all-F address (i.e., a broadcast MAC address).
An 1P address of a sending end in the packet may be IP1, an IP address of a destination
end in the packet may be an IP address of the VM2, i.e. IP2, the MAC address of the
sending end in the packet may be MACT and the MAC address of the destination end in
the packet is an all-0 address (i.c., invalid MAC address). The packet may further carry
the VLAN 1 allocated to the VM1,

[8675] In an example of the present disclosure, the VM1 may perform the layer-2
forwarding. If the VM1 performs the layer-3 forwarding, the IP address of the destination
end may be the IP address of the gateway and may be used to obtain the MAC address of

the gateway.

[0076] At block 302, the server | may send the packet to an access switch 1 via a port

on a virtual switch 1 belonging to VELANI,

12
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180771 At block 303, when the access swilch 1 receives the packet via a port 1 on the
access switch 1, the access switch 1 may make a determination as to whether the port 1 is
associated with VM1 address information in the packet. I the port 1 s associated with the
VM1 address information in the packet, block 304 may be executed. If the port 1 is not

assoctated with the VM1 address information, block 305 may be executed.

[0078] At block 304, the access switch 1 may determine that the packet may be the ARP

request,
106791 At block 305, the access switch 1 may send the ARP request to a control device.

[0086] After the access swilch receives the ARP request, in the following three

scenarios, the ARP request may be sent to the control device.

[0081] First, the port receiving the packet may not be associated with the VM address

imformation in the packet.

[8682] Seccond, the port receiving the packet may be associated with the VM address

information in the packet and the packet may be the ARP request.

[0683] Third, the port receiving the packet may be associated with the VM address
mformation in the packet, the packet may be the data packet and the FT for forwarding

the packet cannot be found at local.

10884] In an example of the present disclosure, if a packet is to be forwarded, before the
packet is forwarded, the FT may be scarched out to forward the packet, the packet may be

the cluster packet.

[6485] When the access switch 1 sends the ARP request (o the control device, the
information of the port on the access switch 1 for receiving the packet may be further sent

to the control device,

10086] At block 306, when the control device receives the ARP request, the control
device may scarch the local VM address information to check whether the VM1 address
imformation is stored at local. If the VM1 address information is stored at local, block 308

may be executed. If the YM1 address information is not stored at local, block 307 may be
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executed.

180871 At block 307, the conirol device may send an instruction to the access swiich |
instructing the access switch 1 not to receive the ARP request. The access switch 1 may

discard the ARP request. The flow may end.

[8088] AT block 308, the control device may make a determination as to whether the
VM1 address information is associated with the port 1 on the access switch 1. If the VM1
address information is associated with the port 1 on the access switch 1, block 312 may
be executed. If the VM1 address information is not associated with the port 1 on the

access switch 1, block 309 may be execnted.

[8089] At block 309, the control device may make a determination as to whether the
VM1 address information may have been associated with another port, i.e. a first port, If
the VM1 address information is associated with the first port, block 310 may be executed.
If the VM1 address information is not associated with the first port, block 311 may be

executed.

18096] At block 310, the control device may notify another access switch, i.¢. a first
access switch, at which the {irst port associated with the VM1 address information may be
located, of deleting the association relationship between the VM1 address information
and the first port. The first access switch may delete the VM1 address information

associated with the first port.

18081] At block 311, the control device may send an instruction to the access swiich 1
instructing the access switch 1 to respectively associate an ingress port of the port 1 with
the VM1 address information and associate an egress port of the port 1 with the VM1
address information. The access switch 1 may associate the ingress port of the port | with
the VM1 address information and associate the egress port of the port 1 with the VM1

address information.

[0092] The control device may record the association relationship between the ingress
port of the port 1 and the VM1 address information and the association relationship

etween the egress port of the port 1 and the VM1 address information.
[8093] At block 312, the control device may send an MAC address of a YMZ to the
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access switch 1. The access switch | may send the MAC address of the VM2 to the VM.

[8094] In an example of the present disclosure, when the control device sends the MAC
address of the VM2, t.e. MAC 2 to the access switch 1, the control device may send the
MAC 2 to the access switch | via an ARP response. The source MAC address in L2
header of the ARP response may be the MAC 2 of the VM2 and the destination MAC
address of the ARP response may be the MAC 1 of the VM1, The IP address of the
sending end in the ARP response may be 1P2 and the IP address of the destination end
may be the IP address of the VM1, i.¢. IPL. The MAC address of the sending end may be
the MAC?Z and the MAC address of the destination end may be the MACI. The ARP
equest may further carry the VLAN 1 allocated to the VM.

[8095] Since both the ingress port and egress port of the port 1 are associated with the
VM1 address information including the 1P1, VLAN 1 and MACI. Therefore, the ARP
response from the control device may be sent to the server 1 via the port 1 and then

forwarded io the VM1,

[8096] Referring to figure 4, figure 4 1s a chart illusirating a flow that the VM1 sends a

data packet to the VM2 in accordance with various examples of the present disclosure.
[0697] At block 401, a VM1 may send a data packet to a VM2.

[0098] The VM1 may recetve an ARP response from the access switch 1, perform ARP
learning and send the data packet to the VM2 using the learned MAC?2 of the VM2, If the
MAC address of the VMs is configured at local, the VM1 may send the data packet to the
VM2 with the local MAC address of the VM2,

100991 At block 402, the access switch 1 may receive the data packet and make a
determination as to whether the port 1 receiving the data packet is associated with the
VM1 address information in the data packet. If the port 1 is associated with the VM1
address information, block 403 may be executed. If the port 1 is not associated with the

YM1 address information, block 405 may be executed.

180108] At block 403, the access switch 1 may search at local to check whether an FT for
forwarding the data packet s stored at local. It the FT for forwarding the data packet is

stored at local, block 404 may be executed. If the FT for forwarding the data packet is not
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stored at local, block 405 may be execated.

1801011 At block 404, the access switch 1 may forward the data packet according to the
FT and block 410 may be executed.

108162] At block 405, the access switch 1 may send the data packet to a control device.

1881031 At block 406, when the control device receives the data packet, the control
device may make a determination as to whether an operation instruction has been sent to
the gateway according to a packet forwarding method provided by the gateway. If the
operation instruction has been sent to the gateway, block 407 may be exccuted. If no

operation instruction has been sent to the gateway, block 408 may be executed.

108164] When the control device receives the data packet, the method for making a
determination as to whether the port on the control device for receiving the data packet is

associated with the VM1 address information may be similar to that shown in figure 3.

186185] If the operation instruction has been sent to the gateway according to a packet
forwarding method provided by the gateway and a data packet is received again, a
counclusion that the VM may have been migrated may be drawn. The above block 202

may describe how to send an operation instruction to the gateway.

100166] At block 407, the control device may send a deletion instruction to the gateway
according to a packet forwarding method provided by the gateway. The gateway may

perform a deletion operation.

[00167] When the packet forwarding method provided by the gateway is the super
VLAN method and it may be determined that the gateway has created the sub-VLAN, the
1D of the which is the same as the VLAN ID in the data packet according to a local record,
the control device may notify the gateway of deleting the sub-VLAN, the 1D of the which
is the same as the VLAN 1D in the data packet.

[006188] When the packet forwarding method provided by the gateway is the virtual port
method and it may be determined that the gateway has created the virtual port associated
with the VLAN, the conirol device may notify the gateway of deleting the virtual port

associated with the data packet and an association relationship between the VLAN and
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the virtual port.

180109] At block 408, the control device may send an FT to the access swilch 1
according to a preset rule and send the operation instruction to the gateway according to

packet forwarding method provided by the gateway.

[80118] (1) When the packet forwarding method provided by the gateway is the super
VLAN method, the control device may notify the gateway of creating a sub-VLANon a
physical port. The sub-VLAN may be the VLAN 1 carried by the data packet. The control
device may further record creating which sub-VLAN oo which port of the gateway at

focal.

180111} The physical port may be a physical port used by the access switch | to send the

data packet to the gateway according to the FT received from the control device.

186112} The control device may send a corresponding relationship between the primary
VLAN ID, VLAN ID of the sub-VLAN and MAC address, i.e. the corresponding
relationship between the primary VLANT, sub-VLANT and MAC to the gateway.

180113} (2) When the packet forwarding method provided by the gateway is the virtual
port method, the control device may notify the gateway of creating a virtual port on a
physical port, send a corresponding relationship between the virtual port and the VLANI
and the association relationship between the virtual port and the VNI to the gateway. The
control device may further record creating which virtual port on which port of the

gateway at local.

1086114} The physical port may be a physical port used by the access switch 1 to send the

data packet to the gateway according to the FT received from the control device.

180115} The control device may send a corresponding relationship between the MAC
address, virtual port and VNI, i.c. the corresponding relationship between the MACH,

virtual port 1 and VNIlto the gateway.

[06116] At block 409, the access switch 1 may forward the data packet to the gateway

according to the FT recetved from the coutrol device.
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1801171 At block 410, when the galeway receives the data packet, the gateway may
create an MAC forwarding entry according to the corresponding relationship between the
primary VLAN 1D, the VLAN ID of the sub-VLAN and MAC address and forward the

data packet to the access switch 2 according to the MAC forwarding entry.

(66118} (1) When the packet forwarding method provided by the gateway is the super
VLAN mcthod, the gateway may receive the corresponding relationship between the
primary VLAN ID, the VLAN ID of the sub-VLAN and MAC address from the control
device and create the MAC forwarding entry of the MACI., The VLAN ID of the
sub-VLAN may be the VLANI in the data packet and the MAC address may be the
source MAC address of the data packet, i.e. the MACT.

[80119] When the gateway receives the data packet, the gateway may scarch for the
MAC forwarding entry corresponding to the destination MAC address in the primary
VLAN corresponding to the sub-VLAN, replace the VLANI in the data packet with the
VLANZ in the MAC forwarding entry and forward the data packet to the access swiltch 2

via a port of the VLANZ.

[06120] If the data packet sent from the VM1 should be forwarded via layer-3 forwarding,
the destination MAC address may be the MAC address of the gateway and the laver-3

forwarding may be performed with the 1P address.

[98121] (2) When the packet forwarding method provided by the gateway is the virtual
port method, the gateway may receive the corresponding relationship between the MAC
address, virtual port and VNI from the control device and create the MAC forwarding
entry of the MAC address. The MAC address may be the source MAC address of the data
packet, ie. the MACT and the virtual port may be the virtual port 1, which may be

configured to receive the data packet.

180122 When the gateway receives the data packet via the virtual port 1 and determines
that the virtual port 1 is associated with the VLANI, the gateway may remove the VLAN

ID carried by the data packet.

[06123] The gateway may search for the virtual port in the MAC address forwarding

entry according to the destination MAC address of the data packet and forward the data
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packet carrying the VLAN ID corresponding to the virtual port via the virtual port.

180124} At block 411, the access switch 2 may search for a local FT. If the FT is found,
the access switch 2 may forward the data packet to the server 2 according to the FT. The
server 2 may forward the data packet to the VM2 via a port belonging to the VLANZ, If
the FT is not found, the access switch 2 may send the data packet to the control device

and the control device may send the FT to the access switch 2.
[86125] The migration processing of the VM on the server may be described hereinafter.

[80126] When VM4 on the server 2 migrates to the server 1, an ARP entry stored in the

VM4 may be kept unchanged.

188127 When the VM4 sends the data packet, if an MAC address of a destination end is
stored at local, the VM4 may send the data packet according to the MAC address of the
destination end. If the MAC address of the destination end s not stored at local, the VM4

may send an ARP reguest to request the MAC address of the destination end.

[06128] The process for the migrated VM to send the packet may be similar to that

described in figures 3 and 4.

[80129] The control device in various examples of the present disclosure may be a
programmable device equipped with a non-transitory storage medium, such as a hard disk
or memory and machine readable instructions stored in the non-transitory storage
medium.. Referring to figure 5, figure 5 is a diagram illustrating an example hardware
structure of a control device including a packet processing device in accordance with
vartous examples of the present disclosure. The control device may include: a storage,
such as a non-nonvolatile storage, processor, such as a CPU, a forwarding chip and a

Memory.

[86130] The memory may store machine readable instructions that when executed by a
processor implement the functions of  a packet processing device. The machine readable
mnstructions, or packet processing device, applied to the control device may mclude: a

receiving unit 501, a determination unit 502 and a sending unit 503.

100131} The receiving unit 501 may be configured to receive a packet from an access
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swiich,

[80132] The determination anit 502 may be configured to make a deterruination as to
whether VM address information in the packet received by the receiving unit 501 is

associated with a port on the access switch for receiving the packet.

[00133] The sending unit 503 may be configured to send an instruction to the access
switch instrocting the access switch to associate the VM address information in the packet
with the port on the access switch for recetving the packet if the determination unit 502
determines that the VM address information in the packet is not associated with a port on
the access switch for receiving the packet, so that the access switch associates the VM
address information in the packet with the port on the access switch for receiving the
packet. The VM address information may include: a Virtual Local Arca Network Identity
(VLAN 1ID), an Internet Protocol (IP) address and a Media Access Control (MAC)

address.

180134] In an example of the present disclosure, the access switch may respectively
associate the VM address information with an ingress port of the port on the access switch
for recetving the packet and associate the VM address information with an egress port of

the port.
[80135] Further, the packet processing device may further include a storage unit 504,

{80136} The storage unit 504 may be configured to store VM address information of cach
VM and associate and store a VLAN 1D, IP address and MAC address of the cach VM,
The VLAN ID of the cach VM may be unique,

[80137] The determination unit 502 may be further configured to make a determination
as to whether the VM address information of the each VM stored in the storage unit 504
inchudes the VM address information in the packet before the sending unit 503 sends the
instruction to the access switch instructing the access switch to associate the VM address

information in the packet with the port on the access switch for receiving the packet.

[00138] The sending unit 503 may be further configured to send the instruction to the
access swilch instructing the access switch to associate the VM address information in the

packet with the port on the access switch for receiving the packet if the determination unit
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502 determines that the stored VM address information of the cach VM inclades the VM
address information in the packet and send an instruction to the access switch instructing
the access switch not to receive the packet if the determination unit 502 determines that
the stored VM address information of the cach VM does not include the VM address

information in the packet, so that the access switch discards the packet.

{80139} The sending unit 503 may be further configured to send a Flow Table (FT) to the
access switch if the packet received by the receiving unit 501 is a data packet, so that the
access switch forwards the data packet to a gateway according to the FT, notify the
gateway of creating a sub-VLAN on a physical port. A VLAN ID of the sub-VLAN may
be same as the VLAN ID in the data packet. The sending unit 503 may be further
configured to send a primary VLAN 1D, the VLAN 1D of the sub-VLAN and a source
MAC address of the data packet to the gateway, so that the gateway creates an MAC
address forwarding entry according to the primary VLAN ID, the VLAN ID of the
sub-VLAN and the source MAC address of the data packet, receives the data packet and

forwards the data packet according to the MAC address forwarding entry.

[00140] The determination unit 502 may be further configured to make a determination
as to whether the gateway has created a first sub-VLAN, a VLAN ID of which is same as

the VLAN ID in the VM address information in the packet, on the physical port.

180141} The sending unit 503 may be further configured to notify the gateway of deleting
the first sub-VLAN if the determination unit 502 determines that the gateway has created
the first sub~-VLAN, so that the gateway may delete the first sub-VLAN created on the

physical port.

1881421 The sending unit 503 may be further configured to send a Flow Table (FT) to the
access switch if the packet received by the receiving unit 501 is a data packet, so that the
access switch may forward the data packet to a gateway according to the FT. The sending
unit 503 may be further configured to notify the gateway of creating a virtual port on a
physical port, send the virtual port and the VLAN 1D in the data packet to the gateway, so
that the pateway may remove a VLAN 1D of the data packet on the virtual port. The
sending unit 503 may be further configured to send the virtual port, a Virtual Network

Interface (VNI) and a source MAC address of the data packet to the gateway, so that the
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gateway may create an MAC address forwarding entry according to the virtual port, VNI
and source MAC address of the data packet, receive the data packet and forward the data
packet according to the MAC address forwarding entry. The virtual port may be the
virtual port created on the physical port and VNI may be a VNI, to which the virtual port

belongs.

[00143] The determination unit 502 may be further configured to make a determination
as to whether the gateway has created a first virtual port corresponding to the VLAN 1D

in the VM address information on the physical port.

[00144] The sending unit 503 may be further configured to notify the gateway of deleting
the first virtnal port if the determination unit 502 determines that the gateway has created
the first virtual port, so that the gateway may delete the first virtual port created on the

physical port.

[001458] The determination unit 502 may be further configured to make a determination
as to whether the VM address information in the packet has been associated with a first
port if the VM address information in the packet is not associated with the port on the

access switch for receiving the packet.

{80146} The sending unit 503 may be further configured to notify a first access device, to
which the first port associated with the VM address information in the packet belongs, of
deleting the VM address information associated with the first port if the determination
unit 502 determines that the VM address information has been associated with the first
port, so that the first access switch may delete the VM address information associated

with the first port.

180147} According to various examples of the present disclosure, the receiving unit 501,
determination unit 502, sending unit 503 and storage unit 504 may be programs, e.g., sets
of machine readable instructions, stored in a memory. In another example, the recciving
unit 501, determination unit 502, sending unit 503 and storage unit 504 may be hardware
modules on a hardware device. In a further example, the receiving unit 501, determination
unit 502, sending unit 503 and storage unit 504 may inclade a combination of programs

and hardware modules,
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[80148] The non-vonvelatile storage 1s configured to store ruachine readable instructions,
which may be executed by the CPU to implement the function of the packet processing

device in the memory.

[8014%9] The CPU may be configured to communicate with the forwarding chip, receive
and transmit the packet. The CPU may be further configured to communicate with the
non-nonvolatile storage, read and exccute the machine rcadable instructions in the
non-nonvolatile storage to implement functions of the recetving unit 541, determination
unit 502, sending unit 503 and storage unit 504 in the packet processing device and

process the packet from the forwarding chip.

{86150} The forwarding chip may be configured to connect to the access switch and the
gateway via ports on the forwarding chip, receive, transmit and process the packet, send
mstructions and FT from the CPU to the access switch and send the packetl from the

access switch to the CPUL

100151} The memory may cooperate with the CPU to instantiate the machine readable
imstractions to form the receiving unit 501, deterroination unit 502, sending unit 503 and
storage unit 504, run the machine readable instructions in the non-nonvolatile storage to
implernent the functions of the receiving unit 501, determination unit 502, sending unit

503 and storage unit 504.

[08152] The above packet processing device may be a jogical device and may be formed
by reading the machine readable instructions by the CPU from the non-nonvolatile
storage into the memory. When the machine readable instructions are executed, the packet

processing device may execute the above operations according to the above methods.

[806153] The above units in the above cxamples may be integrated together or separately

deployed. These units may be combined into one unit or split into multiple sub-units.

108154} According to various examples of the present disclosuare, when the control device
receives the packet from the VM via the access witch, the control device may obtain the
access location of each VM on the server according to the siored corresponding

clationship between the MAC address, IP address and VLAN ID.
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WHAT IS CLAIMED IS:

1. A packet processing method, comprising:

recetving, by a control device, a packet from an access switch;

it Virtual Machine (VM) address information in the packet is not associated with a
port on the access switch for receiving the packet, sending, by the control device, an
instruction to the access switch instructing the access switch to associate the VM address
information with the port on the access switeh for receiving the packet, so that the access
switch associates the VM address information with the port on the access switch for

receiving the packet.

2. The wmethod according to claim 1, wherein the VM address information
comprises: a Virtual Local Area Network Identity (VLAN ID), an Internet Protocol (IP)
address and a Media Access Control (MAC) address, the method further comprises;

making, by the control device, a determination as to whether local VM address
nformation comprises the VM address information in the packet;

if the Iocal VM address information comprises the VM address information in the
packet, sending, by the control device, the instruction to the access switch instructing the
access switch to associate the VM address information in the packet with the port on the
access switch for receiving the packet;

if the local VM address information does not comprise the VM address information
in the packet, sending, by the control device, an instruction to the access switch
instracting the access switch not to recetve the packet, so that the access switch discards
the packet;

wherein a VLAN 1D of each VM in the local VM address information is unique.

3. The method according to claim 2, further comprising:

if the packet received by the control device is a data packet, sending, by the control
device, a Flow Table (FT) to the access swiich, so that the access switch forwards the data
packet to a gateway according to the FT;

notifying, by the conirol device, the gateway of creating a sub-VLAN on a physical
port; wherein a VLAN ID of the sub-VLAN is same as the VLAN 1D in the data packet;

sending, by the control device, a primary VLAN ID, the VLAN ID of the
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sub-VLAN and a source MAC address of the data packet to the gateway, so that the
gateway creates an MAC address forwarding entry according to the primary VLAN 1D,
the VLAN 1D of the sub-VLAN and the source MAC address of the data packet, receives

the data packet and forwards the data packet according to the MAC address forwarding

(4]

eniry.

4. The method according to claim 3, further comprising:
if the gateway has created a first sub~-VLAN, a VLAN 1D of which is same as the
VLAN ID in the VM address information in the packet, notifying, by the control device,
10 the gateway of deleting the first sub-VLAN, so that the gateway deletes the [irst

sub-VLAN created for the physical port.

5. The method according to claim 2, further comprising:
if the packet received by the control device 1s a data packet, sending, by the control

15 device, an FT to the access switch, so that the access switch forwards the data packettoa

gateway according to the FT,

notifying, by the control device, the gateway of creating a virtual port on a physical
port, sending the virtual port and the VLAN 1D in the data packet to the gateway, so that
the gateway removes a VLAN of the data packet on the virtual port;

20 sending, by the control device, the virtual port, a Virtual Network Interface (VIND)
and a source MAC address of the data packet to the gateway, so that the gateway creates
an MAC address forwarding entry according to the virtual port, VNI and source MAC
address of the data packet, receives the data packet and forwards the data packet
according to the MAC address forwarding entry;

25 wherein the VNI is a VN, to which the virtual port belongs.

6. The method according to claim 3, finther comprising:
if the gateway has created a first virtnal port corresponding to the VLAN ID in the
VM address information, notifying, by the control device, the gateway of deleting the first

3¢ virtnal port, so that the gateway deletes the first virtual port created for the physical port.

7. The method according to claim 2, wherein if the VM address information is not

associated with the port on the access switch for receiving the packet and the VM address
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mformation in the packet has been associated with a first port, the method further
COmprises:

notifying, by the control device, a first access device, to which the first port
associated with the VM address information in the packet belongs, of deleting the VM
address information associated with the first port, so that the first access switch deletes

the VM address information associated with the first port,

8. A control device, comprising: a storage and a processor;
wherein the processor is to execute machine readable instructions in the storage to:
receive a packet from an access swiich;
it Virtual Machine (VM) address information in the packet is not associated with a
port on the access switch for receiving the packet, send an instruction to the access switch
instructing the access switch to associate the VM address information with the port on the
access switch for receiving the packet, so that the access switch associates the VM
address information in the packet with the port on the access switch for receiving the

packet.

9. The device according to claim 8, wherein the VM address information comprises:
a Virtual Local Area Network Identity (VLAN ID), an Internet Protocol (IP) address and
a Media Access Control (MAC) address, the processor is further to execute the machine
readable instructions in the storage, to

storc VM address information of cach VM, associate and store a VLAN ID, IP
address and MAC address of the each VM, wherein the VLAN ID of the each VM is
unique;

make a determination as to whether the VM address information of the cach VM
comprises the VM address information in the packet before sending the instruction to the
access switch imstructing the access switch to associate the VM address information in the
packet with the port on the access switch for recetving the packet;

it the VM address information of the each VM comprises the VM address
information in the packet, send the instruction to the access switch instructing the access
switch to associate the VM address information in the packet with the port on the access
switch for receiving the packet;

if the VM address information of the each VM does not comprise the VM address
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mformation in the packet, send an instruction fo the access switch instructing the access

switch not to receive the packet, so that the access switch discards the packet.

19. The device according to claim 9, wherein the processor is further to execute the

(4]

machine readable instructions in the storage, to
if the recetved packet is a data packet, send a Flow Table (FT) to the access switch,

so that the access switch forwards the data packet to a gateway according to the FT;
notify the gateway of creating a sub-VLAN on a physical port; wherein a VLAN 1D

of the sub-VLAN is same as the VLAN ID in the data packet;

10 seud a primary VLAN ID, the VLAN ID of the sub-VLAN and a source MAC
address of the data packet to the gateway, so that the gateway creates an MAC address
forwarding eniry according to the primary VLAN ID, the VLAN ID of the sub-VLAN
and the source MAC address of the data packet, receives the data packet and forwards the
data packet according to the MAC address forwarding entry.

15

11, The device according to claim 10, wherein the processor is further to execute the
machine readable instructions in the storage, to

make a determination as to whether the gateway has created a first sub-VLAN, a
VLAN ID of which is same as the VLAN ID in the VM address information in the packet,

20 on the physical port;
if the gateway has created the first sub-VLAN, notify the gateway of deleting the

first sub-VLAN, so that the gateway deletes the first sub-VLAN created on the physical

port,

25 12. The device according to claim 9, wherein the processor is further to execute the
machine readable instructions in the storage, to
if the received packet is a data packet, send a Flow Table (FT) to the access swilch,
so that the access switch forwards the data packet to a gateway according to the FT;
notify the gateway of creating a virtual port on a physical port, send the virtaal port
3¢ and the VLAN 1D in the data packet to the gateway, so that the gateway removes a
VLAN of the data packet on the virtual port;
send the virtual port, a Virtual Network Interface (VNI) and a source MAC address

of the data packet to the gateway, so that the gateway creates an MAC address forwarding
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entry according to the virtual port, VNI and source MAC address of the data packet,
receives the data packet and forwards the data packet according to the MAC address
forwarding eniry;

wherein the VNI is a VNI, to which the virtual port belongs.

13. The device according to claim 12, wherein the processor is further to execute the
machine readable instructions in the storage, to
make a determination as to whether the gateway has created a first virtaal port
corresponding to the VLAN ID in the VM address information on the physical port;
if the gateway has created the first virtual port, notify the gateway of deleting the
first virtual port, so that the gateway deletes the first virtual port created on the physical

port.

14, The device according to claim 9, wherein the processor is further to execute the
machine readable instructions in the storage, to

if the VM address information in the packet is not associated with the port on the
access switch for receiving the packet, make a determination as to whether the VM
address information in the packet has been associated with a first port;

if the VM address information has been associated with the first port, notify a first
access device, to which the first port associated with the VM address information in the
packet belongs, of deleting the VM address information associated with the first port, so
that the first access switch deletes the VM address information associated with the first

port,
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