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[0001] METHOD AND SYSTEM FOR SYSTEM DISCOVERY
AND USER SELECTION
[0002] FIELD OF INVENTION
[0003] The present invention relates to wireless communications. More

specifically, the present invention relates to network discovery and selection in
geographical areas wherein more than one cellular and/or IEEE 802 wireless

communication system is available.

[0004] BACKGROUND

[0005] Wired and wireless communication systems are well known in the
art. In recent years, widespread deployment of different types of networks has
resulted in geographic areas wherein access to more than one type of network is
available. Communication devices have been developed which integrate two or
more different network access technologies into a single communication device.
For example, there exist communication devices which integrate the ability to
communicate via more than one type of wireless standard, such as IEEE 802.X
compliant wireless local area network (WLAN) standards, and cellular
technologies such as Code Division Multiple Access (CDMA), Global System for
Mobile communications (GSM), and General Packet Radio System (GPRS)
standards. Communication via each standard is referred to as a communication
mode, and devices which can communicate via more than one communication
standard are called multi mode devices.

[0006] However, existing systems that support integration of two or more
network access technologies into one device do not provide inter-working
between the different access technologies. In addition, a communication device
that supports multi mode functions does not, without more, provide the ability to
determine which access technologies are accessible from the device’s position, or
the ability to assess the desirability of the different access technologies available
at the device’s position, and .choose the best technology available.

[0007] In a known approach, a multimode handset can turn multiple radio

modems on and scan available networks, frequencies and cells for each radio
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access technology. However, having two or more radios and modems perform
the, scanning function consumes a significant amount of power and system
resources. Also, this approach does not disceover the services available on each
available network, and to choose the preferred network.

Thus, there is a need for evaluating and selecting a preferred network from
among a plurality of available networks, without the limitations of the prior art.
SUMMARY OF THE INVENTION

in one aspect the present invention provides a wireless local area network
(WLAN) access point including:

a media independent handover-handover (MIHHO)} component configured
to generate MIH information to facilitate handover, the MIH information including,
for each of at least one identified networks, a network identifier and an MIH
capability indicator indicating supported MIH services,; and

a transmitter configured to transmit a probe response message including
the MIH information.

In another aspect the present invention provides a wireless
transmit/receive unit (WTRU) including:

a receiver configured to receive a probe response message including
media independent handover (MIH) information; and

a media independent handover-handover (MIHHO) component configured
to evaluate the MIH information to facilitate handover of the WTRU, the MIH
information including, for each of at least one identified networks, a network
identifier and an MIH capability indicator indicating supported MiH services.

In a further aspect the present invention provides a method for use in a
wireless local area network (WLAN) access point, the method including:

generating media independent handover (MIH) information to a to facilitate
handover, the MIH information including, for each of at least one identified
networks, a network identifier and an MIH capability indicator indicating supported
MIH services; and

transmitting a probe response message including the Mil information.

In still another aspect the present invention provides a method for use in a

wireless transmit/receive unit (WTRU), the method including:
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receiving media independent handover (MIH) information from an access
point to facilitate handover, the MiH information including, for each of at least one
identified networks, a network identifier and an MIH capability indicator indicating
supported MIH services.

BRIEF DESCRIPTION OF THE DRAWINGS
A more detailed understanding of the invention may be had from the following
description, given by way of example and to be understood in conjunction with the
accompanying drawings, wherein:

Figure 1 is a diagram of a wireless transmit/receive unit (WTRU) located in
a geographical area served by both a WLAN and a cellular network;

Figure 2 is a block diagram of a dual mode WTRU;

Figure 3 shows handover of a communication session between a dual
mode WTRU and a correspondent node (CoN) from a 3GPP BS to a WLAN BS;

Figure 4 is a signalling diagram showing network initiated WTRU controlled
system discovery;

Figure 5 is a flow diagram of a method for discovery of integrated and
other services across a plurality of available radio access technologies;

Figure 5A is a signalling diagram showing system discovery and access of
a dual mode WTRU;

COMS ID No: ARCS-284901 Received by IP Australia: Time (H:m) 15:31 Date (Y-M-d) 2010-07-14
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[0019] Figure 6 is a flow diagram of a method for signalling used when
system discovery fails;

[0020] Figures 7a and 7b are a flow diagram of a method for signalling
used when system authentication fails; and

[0021] Figures 8a and 8b are a signalling diagram showing 802.x and

3GPP inter-working system access failure.

[0022] DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0023] The present invention will be described with reference to the
drawing figures wherein like numerals represent like elements throughout.
[0024] When referred to hereinafter, the term wireless transmit/receive
unit (WTRU) includes but is not limited to a user equipment (UE), mobile station
(MS), fixed or mobile subscriber unit, pager, or any other type of device capable
of operating in a wireless environment. When referred to hereinafter, the term
base station (BS) includes but is not limited to a base station, Node-B, site
controller, access point (AP) or any other type of interfacing device in a wireless
environment,.

[0025] The present invention includes an apparatus and methods for
assisting in mobility handling across different wireless technologies by efficiently
performing network discovery, determining services available in discovered
networks, and assisting a WI'RU in selecting a preferred radio access technology
from among a plurality of available radio access technologies, depending on
parameters such as service requirements, available services, location and
network policy settings.

[0026] The present invention enables a multi-mode WTRU, such as a dual-
mode WTRU that supports both a cellular network and a Wireless Local Area
Network (WLAN), to turn off WLAN scanning while the user is connected to a
cellular network, thus conserving WTRU battery power. The cellular network
indicates to the dual-mode WTRU when a WLAN is in its vicinity, and that it
should start scanning for the WLAN. In a preferred embodiment of the present
invention, the cellular network is aware of the geographic locations of the

WLANS located within its service area. The cellular network also tracks the
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position of the WI'RU. Various methods can be used to determine the location of
the WTRU, such as triangulation, Universal Geographical Area Descriptions or
Global Positioning System (GPS) assisted methods. Based on the cellular
network’s awareness of the locations of the WLANs and the position of the
WTRU, the cellular network can determine if there is a WLAN in the vicinity of
the WTRU. If so, the cellular network signals to the WT'RU that there is a
WLAN in its vicinity. The WTRU then begins WLAN discovery procedures. In a
preferred embodiment, the cellular network is a 3GPP network and the WLAN is
an IEEE 802.X wireless network. This approach extends battery power in the
WTRU because it does not scan for a WLAN unless directed to do so by the
cellular network, without compromising the effectiveness of WLAN system
discovery.

[0027] Figure 1 shows a dual-mode WTRU 150 able to communicate with
both a WLAN and a 3GPP network. WTRU 150 has just moved into WLAN
service area 110. WLAN communication services are provided within WLAN
service area 110 by WLAN BS 120. The WLAN service area 110 is encompassed
by 3GPP cell 130. 3GPP communication services are provided within cell 130 by
3GPP BS 140. WTRU 150 is initially conducting communications via a wireless
connection with 3GPP BS 140. In accordance with the present invention, when
WTRU 150 moves into the WTRU service area 110, WTRU 150 becomes aware
that a WLAN is available, as will be discussed hereinafter. WTRU 150 discovers
what services are available via WLAN BS 120. WTRU 150 then decides if it
should handover its communications from 3GPP BS 140 to WLAN BS 120. If so,
it initiates the handover.

[0028] Figure 2 is a block diagram of the dual-mode WTRU 150. WTRU
150 comprises a 3GPP component 240, able to communicate with 3GPP BS 140
using 3GPP communication standards; a WLAN component 220, able to
communicate with WLAN BS 120 using WLAN communication standards; and a
media independent handover-handover (MIHHO) component 230, associated
with an MIH function. The MIH function facilitates the discovery of available
networks, determines which among a plurality of available networks is the

preferred network, and facilitates handover from one network to another.
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[0029] Figure 3 is a diagram showing handover of an ongoing
communication session between dual mode WTRU 150 and a correspondent node
(CoN) 300. The communication session is initially conducted via 3GPP
component 240 in WTRU 150 and 3GPP BS 140. Additional network
components (not shown) are typically located between 3GPP BS 140 and CoN
300. A potential alternate communication path between WTRU 150 and CoN
300 is shown in phantom, comprising WLAN BS 120. Additional network
components (not shown) are also typically located between WLAN BS 120 and
CoN 300. In a preferred embodiment, the 3GPP network maintains a database
of the locations of WLANs whose service areas overlap its own, and tracks the
position of WIRU 150. WLAN component 220 in WT'RU 150 is kept switched off
until the 3GPP network indicates to WTRU 150 the presence of a WLAN in its
vicinity. By comparing the position of WTRU 150 with the last known locations
of WLANS, the 3GPP network determines when there is a WLAN in the vicinity
of WIRU 150. The 3GPP network then sends to WTRU 150 information
regarding the available WLAN. The information can be sent in a dedicated
message, in a beacon frame, or the like. WTRU 150 reads the system
information and determines whether handover to the WLAN is desirable. If so,
WTRU 150 initiates handover procedures.

[0030] Information used to determine the position of the WIRU 150 can
include information derived from triangulation, Universal Geographical Area
Descriptions, GPS assisted methods and the like. In addition, the 3GPP system
can allocate a specific Temporary Mobile Station Identifier (TMSI) space for
routing areas, location areas or service areas supporting WLAN services.
Alternatively, the WTRU can use the radio frequency (RF) signature or
fingerprinting to determine the availability of a WLAN system. In that case, the
WTRU establishes a relationship between the 3GPP radio frequency channel
signature of a channel placed at a particular location within the cellular
network, and an underlying wireless land network such as a WLAN, which is
overlaid by the 3GPP RF channel coverage. This relationship is used to flag the
existence of the WLAN network to the WTRU when the WTRU detects the
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presence of the RF signature. This information is kept in a database within the
WTRU, and can be dynamically updated should the relationship be modified.
[0031] Referring now to Figure 4, a communication session 40 is shown in
progress between a dual mode WTRU 150 and a Correspondent Node (CoN) 300.
User data flow is in progress between the WTRU 150 and the CoN 300 over the
3GPP network 44 comprising a 3GPP radio access network (RAN) and a core
network (CN). In Step 1, the 3GPP network 44 sends to the WTRU 150
information regarding an available IEEE 802.x compliant WLAN 46, comprising
a media access point (MA) and an access gateway (AG). The 3GPP component
240 in the WTRU 150 reads the WLAN system information and determines
whether its content can be used for system reselection to the WLAN system 46.
In Step 2, the 3GPP component 240 in the WTRU 150 extracts relevant WLAN
46 system information that can be used to determine whether a handover to a
WLAN system 46 might be warranted, and forwards this information to the
MIHHO component 230 in WTRU 150. The WLAN 46 system information
includes information the WTRU 150 needs to determine whether a handover to
the WLAN 46 might be warranted, and WTRU 150 forwards this information to
its MIHHO component 230. The WTRU 150 then scans for the WLAN 48 in its
vicinity. Alternatively, as shown in phantom in Step 2, the WLAN component
220 in WTRU 150 might execute periodic scanning, either continuously or when
prompted by system information received from the 3GPP component 240.

[0032] In Step 3, relevant WLAN system 46 information extracted from the
information sent by the 3GPP system 44 is forwarded to the MIHHO component
230 in a message herein designated a LINK SYSTEM INFORMATION message.
Alternatively, as shown in phantom in Step 3, information gained by the WTRU
150 during periodic scanning is forwarded to the MIHHO component 230 in a
message herein designated a LINK DETECTED message. If a WLAN is
accessible, the WTRU 150 detects the WLAN 46 beacon frames. The beacon
frames can be used to identify handover-specific information, such as whether
full or partial Media Independent Handover Services are supported (e.g., as
indicated through a specific 802.21 flag broadcast on the beacon frame or the

like). Beacon frames can also be used to indicate other services available on the
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WLAN 46. The handover-specific information can be updated either manually or
dynamically. As an alternative, the WTRU 150 can attempt to acquire WLAN 46
system information either through a Probe Request/Response message pair or by
accessing a data base within the candidate system.

[0033] In Step 4, the MIHHO component 230 in the WTRU 150 determines
that one or several WLAN networks might be suitable for reselection, based on
available information (e.g., explicit indication, RF signature, geographical
location, manual or automatic scanning, specific TMSI assignment, or the like).
In Step 5, the MIHHO component 230 computes a list of potential candidates for
handover selection. In Step 6, the MIHHO component 230 evaluates candidates
based on various criteria such as system operator and known WLAN system 46
capabilities such as quality of service (QoS), data transmission speed and the
like. The MIHHO component 230 determines the preferred candidate for
handover, and triggers WLAN system access by sending a message, herein
designated a MIH_SWITCH message, to the media access control (MAC) layer to
request handover related actions.

[0034] Figure 5 is a flow diagram showing discovery of integrated and
other services across a plurality of available radio access technologies, wherein
the MIHHO component 230 in the WTRU 150 receives system information via
WLAN beacons. WTRU 150 executes the scanning procedures to find WLAN
networks, step 510. Scanning can be either active or passive, and can result in
more than one WLAN being discovered. When WLAN beacon frames are
detected, WITRU 150 determines whether MIH handover information is
supported, step 520. If so, WTRU 150 reads its content, step 530. MIH specific
information is set and updated either manually or dynamically by an MIH
function residing in the WLAN access network (AN). Any MIH information
found within a beacon frame (e.g., system operator identity, W-APN, neighboring
maps and system capabilities) is passed to the WTRU’s MIHHO component 230
through a message, herein designated a LINK SYSTEM INFORMATION
message, step 540. The information is processed and WIRU 150 determines that
the WLAN system is a suitable candidate for system access, step 550. The MIH

function evaluates this WLAN with other available access networks (ANs), and

-
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determines it is the preferred AN, step 560. The MIH function triggers
authentication and association with the preferred AN (i.e., the discovered
WLAN) through a MIH_SWITCH message to the MAC layer, step 570. WLAN
specific authentication and associating procedures are executed on the chosen
WLAN system, step 580. Authentication can be via Extensible Authentication
Protocol over LAN (EAPOL). It should be noted that in addition to the WIRU
scanning for WLAN when prompted by a 3GPP network, the WTRU can scan
when powered on.

[0035] During WLAN authentication, WI'RU 150 provides the WLAN with
a Network Access ID (NAI). Based on the NAI, an Access Gateway (AG) can
trigger Extensible Authentication Protocol-Authentication and Key Agreement
(EAP-AKA) authentication, and relay authentication messages to a 3GPP
Authentication, Authorization, and Accounting (AAA) server. The AG can also
route AAA messages to other servers to provide services. The AG can use the
NAI to determine whether WTRU 150 requires a particular level of service, e.g.,
basic or premium service. The NAI can also be used to route messages to specific
ports that provide specialized services, such as network capabilities available for
this particular user or user class.

[0036] The AG can also determine the level of service that the WTRU
requires based on the NAI that triggered the authentication procedure, or based
on the authentication procedure itself. Even if authentication procedures fail for
a premium level of service, the AG can determine that the WTRU can receive
basic services. If the AG is not able to route the authentication request, it can
respond to the WTRU by indicating available AAA servers where an
authentication request can be routed. If the WIRU determines that none of
them is suitable, it can decide to return to the scanning phase.

[0037] The AG can grant access to basic services (e.g., Internet service) or
access to a portal that can provide WIRU 150 with further information. The AG
can also choose to provide a default Packet Data Gateway (PDQG) address. If this
is the case the WTRU can decide to connect to the default PDG. This procedure
can be automatic, or can be based on configuration parameters within the AG
and/or the WTRU. Alternatively, access can be denied.
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[0038] In accordance with the invention, information on system
capabilities is passed by the MAC layer to the MIH function in WTRU 150 using
a LINK SYSTEM INFORMATION message. The MIH function may determine
that one or more values regarding an available WLAN within the system
information parameters do not satisfy a necessary condition for system access.
E.g., the system operator is barred, a needed service is not available, or the
Quality of Service (QoS) is not adequate. If the MIH function determines that
the parameters provided by the information service do not satisfy internal
configured requirements, then the MIH function orders the MAC layer to return
to the scanning phase using a MIH_SCAN message.

[0039] Figure HA is a signalling diagram showing system discovery and
access by a dual mode WIRU 150. In Step 1, at power up or system reselection
the WTRU 150 executes scanning procedures (active or passive) to find a WLAN
network. When beacon frames are detected the WTRU 150 first identifies
whether MIH information is supported and if so, the WITRU 150 reads its
content. MIH specific information is set and updated either manually or
dynamically by an access network MIHHO component 500. Any MIH
information found within a beacon frame (e.g., system operator identity, W-APN,
neighboring maps and system capabilities) is passed to the WTRU’s MIHHO
component 230 through a LINK SYSTEM INFORMATION message.

[0040] In Step 2, the information is processed and the WTRU 150
determines that a WLAN system 46 is a suitable candidate for system access. As
a result MIHHO component 230 orders WLAN authentication and association
with a message to the MAC layer, herein designated a MIH_SWITCH message.
[0041] In Step 3, WLAN specific authentication and associating procedures
are executed on the chosen WLAN system. The MIHHO component 230 informs
the 3GPP side that handover is imminent.

[0042] In Step 4, the WLAN access gateway (AG) MIHHO component 500
triggers WLAN 3GPP authentication and authorization using the EAP-AKA
protocol. The WTRU’s 3GPP component 240 uses its assigned Network Access
ID (NAI) to indicate to the WLAN AG 46 its associated 3GPP AAA server.



PCT/US2006/001551
WO 2006/078627 !

Successful routing results in the establishment of an IPsec tunnel that carries
EAP-AKA messages.

[0043] In Step 5, upon successful authentication and authorization the
WTRU 150 obtains a local IP address from the local DHCP server.
[0044] Figure 6 is a flow diagram showing signalling used when system

discovery fails. As described hereinbefore, MIH information found VWithin a
beacon frame (e.g., system operator identity, W-APN, neighboring maps and
system capabilities) is passed to the WTRU MIHHO component 230 through a
LINK SYSTEM INFORMATION message. The MIHHO component 230
determines that one or more values provided within the system information
parameters does not satisfy the necessary condition for system access, e.g., the
system operator is barred, the QoS is not adequate or there is a better candidate
identified within a potential neighboring set provided in the message, step 610.
The MIH function orders the MAC layer to return to the scanning phase, step
620.

[0045] Figures 7a-7b are a flow diagram showing signalling used when
system authentication fails. Referring to Figure 7a, the MIH function has
determined that communication via a discovered WLAN is desirable, step 710.
The WTRU MIH function triggers authentication procedures by sending an
MIH_SWITCH message to the MAC layer, step 720. The authentication
procedures can include using wired equivalency privacy (WEP). Note that in
order to determine whether the user requires further EAP-AKA authentication
that will allow access to special services (e.g., 3GPP Internet multimedia service
(IMS)), the WTRU can use a specific WEP default key. The AG can use the
default key to determine whether to proceed with EAPOL authentication, or
whether basic Internet access can be granted.

[0046] If authentication fails, then system access is denied, step 730. This
can occur, e.g., if WEP authentication fails, or if the NAI provided does not
resolve to any 8GPP server. The WTRU can then return to the scanning phase,
step 740. Alternatively, if the NAI does not resolve, the AG can direct the WTRU
to a local server for further processing, e.g., to provide basic services. The AG

MAC can provide the MIH function with information regarding the key that was

-10-
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used for the WEP procedure. The MIH function can then determine, e.g., based
on the default key used during WEP authentication, whether further
authentication procedures are warranted, step 750. Note that in this context
WEP is not considered a secured authentication procedure. Rather, here it is
being used to identify users that require further authentication.

[0047] If further authentication procedures are warranted, the MIH
function triggers a cellular authentication attempt, e.g., using EAPOL
authentication procedures, step 760. The AAA AG component can act as an
authenticator between the WTRU supplicant and the AAA authentication server,
e.g., using an IPsec tunnel. The AG uses the NAI provided during the initial
message exchange to determine the AAA server that can execute the
authentication procedure. If the AG is not able to route the authentication
request, the EAPOL cellular authentication attempt fails, step 770. The AG can
respond by indicating the available AAA servers where the request can be
routed. If the WIRU determines that none of them is suitable, it can decide to
return the scanning phase, step 780. If the AG can find a suitable
authentication server using the NAI provided by the WTRU, the WTRU can
attempt authentication to that server, step 715. In that case, the AG can relay
authentication messages between the WTRU and the authentication server, step
725.

[0048] Referring to Figure 7b, the WTRU can then fail the cellular
authentication procedure, step 735. If so, all access can be denied, and the
WTRU can then return to the scanning phase, step 736. Or, only access to
special services, such as 3GPP services, can be denied, and access to basic
services can be provided, step 737.

[0049] However, the cellular AAA server can successfully authenticate the
WTRU, step 745. If so, the WTRU proceeds to obtain a local IP address, e.g. via
dynamic host control protocol (DHCP) or address resolution protocol (ARP), step
755. Using a WLAN access point name (W-APN ) network ID and operator ID,
the WIRU constructs a Fully Qualified Domain Name (FQDN). The WTRU then
requests IP address resolution to gain access to a packet data gateway (PDG),
step 765. The WIRU attempts to get a PDG address based on the FQDN, e.g., a

-11-
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W-AFN or public land mobile network (PLMN) ID. If the domain name server
(DNS) does not resolve the FQDN to any PDG IP address, the WTRU cannot
access a PDG within the existing WLAN network, step 775. The WTRU can then
choose to return the scanning phase, step 776, or to settle for only local WLAN
services, step 777.
[0050] However, if the DNS returns a valid PDG IP address, the WTRU
establishes a tunnel toward the PDG, e.g., a L2TP tunnel, step 785. The WTRU
then listens for Agent Advertisement messages from the PDG, step 713. If no
Agent Advertisement messages are received, the WTRU sends an Agent
Solicitation, step 723. However, if Agent Advertisement messages are received
from the PDG, then the WTRU is able to obtain its care of address (COA) directly
from these messages without a need to specifically request it via an Agent
Solicitation message, step 714.
[0051] If no response to the Agent Solicitation is received, e.g., if MIP is
not supported, the WTRU can use its local IP address for transparent access to
the Internet for basic ISP services, or can request activation of a packet data
protocol (PDP) context, step 733. WIRU-PDG tunnel IP traffic can be routed
directly from the WTRU to the Internet via the PDG tunnel. This scenario does
not provide seamless mobility beyond the PDG domain. However, if a response
to an Agent Solicitation is received then the WTRU is able to update its COA in
its Home Agent, step 724. Any message intended for this WTRU will be re-
directed by the Home Agent to the new COA.
[0052] Figures 8A and 8B comprise a signalling diagram showing 802.x
~ and 3GPP inter-working system access failure. In Step 1, at power up or system
reselection the WTRU 150 executes the scanning procedures (active or passive)
to find a WLAN network. When beacon frames are detected the WTRU 150 first
identifies whether MIH information is supported and if so, the WTRU 150 reads
its content. MIH specific information is set and updated either manually
(through a management system) or dynamically by the AG MIHHO component
500.
[0053] In Step 2, any MIH information found within a beacon frame (e.g.,
system operator identity, W-APN, neighboring maps and system capabilities) is
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passed to the WIRU’s MIHHO component 230 through a LINK SYSTEM
INFORMATION message. The MIHHO component 230 determines that one or
more values provided within the system information parameters does not satisfy
the necessary condition for system access. For example, the system operator may
be barred, the QoS is not adequate or there is a better candidate identified
within a potential neighboring set provided in the message. This scenario
represents the first failure case. This is depicted in Figure 8A with an encircled
“1”.

[0054] In Step 3, if the MIHHO component 230 determines that the
parameters provided by the information service do not satisfy internal configured
requirements, then the MIHHO component 230 orders the MAC layer to return
to the scanning phase with an MIH_SCAN message.

[0055] In Step 4, if instead the MIHHO component 230 determines that
internal configured requirements are satisfied, the MIHHO component 230
triggers WEP authentication with an MIH_SWITCH message toward its MAC
layer. Note that in order to determine whether the user requires further EAP-
AKA authentication that will allow access to special services (e.g., 3GPP IMS),
the WTRU 150 might use a specific WEP default key. The AG might use a
specific default key to determine whether it shall proceed further with EAPOL

authentication or basic Internet access can be granted.

[0056] In Step 5, the WITRU 150 is authenticated according to current
802.11 WEP procedures.
[0057] In Step 6, if WEP authentication fails, system access is denied. The

WTRU 150 can then return to the scanning phase. This scenario represents the
second failure case, depicted in Figure 8A with an encircled “2”.

[0058] In Step 7, instead of the WITRU 150 returning to the scanning phase
if WEP authentication fails, the AG MAC 800 can provide the AG MIHHO
component 500 with information regarding the key that was used for the WEP
procedure. This allows the MIH function to determine, e.g., based on the default
key used during WEP authentication, whether further authentication procedures
are warranted, e.g., based on the NAI provided. Note that WEP is not considered

a secured authentication procedure. It this context it used primarily to identify

13-



WO 2006/078627 PCT/US2006/001551
A

specific users that require further authentication. If the NAI provided does not
resolve to any 3GPP server, the AG 46 might reject access or direct the WTRU
150 to a local server for further processing, e.g., to provide basic services. This is
depicted in Figure 8A with an encircled “3”,

[0059] In Step 8, AG MIHHO component 500 uses a message, herein
designated a MIH_SYSCAP message, to trigger EAPOL authentication
procedures.

[0060] In Step 9, the AG 46 executes EAPOL procedures. The AG AAA
component 800 will act as an authenticator between the supplicant (WTRU 150)
and the authentication server 810 (AAA). The AG 46 uses the NAI provided
during the initial message exchange in order to determine the AAA server 810
that shall execute the authentication procedure. If the AG 46 is not able to route
the authentication request, it responds indicating the available AAA servers
where the request can be routed. If the WTRU 150 determines that none of them
is suitable, it might decide to return the scanning phase. This is depicted in
Figure 8B with an encircled “4”.

[0061] Although the features and elements of the present invention are
described in the preferred embodiments in particular combinations, each feature
or element can be used alone (without the other features and elements of the
preferred embodiments) or in various combinations with or without other

features and elements of the present invention.

* * *
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EMBODIMENTS

1. A method for a multi-mode wireless transmit/receive unit (WTRU)

to become aware of é wireless local area network (WLAN).

2. The method of embodiment 1, wherein the WTRU is a user
equipment (UE), mobile station (MS), fixed or mobile subscriber unit, pager, cell

phone, or portable computer.

3. The method of any previous embodiment, wherein the WLAN is
substantially compliant with the IEEE 802 family of standards.

4. The method of any previous embodiment, wherein the WLAN is
substantially compliant with at least one of IEEE 802.X, 802.11, 802.11x,
802.11a, 802.11b, 802.11g, 802.11i, 802.16 or 802.16a standards.

5. The method of any previous embodiment, wherein the WTRU is in

communication with a cellular network.

6. The method of embodiment 5, wherein the cellular network is
substantially compliant with Code Division Multiple Access (CDMA), Global
System for Mobile communications (GSM), General Packet Radio System (GPRS)
or 3GPP technology.

7. The method of any previous embodiment, wherein the WTRU

establishes a communicative coupling with the WLAN.

8. The method of any previous embodiment, wherein the cellular

network is provided with the location of the WLAN.

9. The method of any previous embodiment, wherein the WLAN is

substantially adjacent to the service area of the cellular network.
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10. The method of any previous embodiment, wherein the WLAN

overlaps the service area of the cellular network.

11. The method of any previous embodiment, wherein the WLAN is

within the service area of the cellular network.

12. The method of any previous embodiment, wherein the location of

the WLAN is maintained in a database in the cellular network.

13. The method of any previous embodiment, wherein the WLAN
location is estimated from the position and range of the WLAN base station (BS)

transmitter.

14. The method of any previous embodiment, wherein the position of
the WTRU is tracked.

15. The method of any previous embodiment, wherein the position of
the WTRU it tracked using information derived from at least one of
triangulation, a Universal Geographical Area Description, a Global Position
System (GPS), a Temporary Mobile Station Identifier (TMSI) space, and a radio
frequency (RF) signature.

16. The method of any previous embodiment, wherein the position of
the WTRU is compared with the location of the WLAN.

17. The method of any previous embodiment, wherein the position of
the WTRU is compared with the location of the WLAN by the cellular network.

18. The method of any previous embodiment, wherein it is detected

when the WTRU is in the vicinity of the WLAN, such that the WIRU can
establish a communicative coupling with the WLAN
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19.  The method of any previous embodiment, wherein the WTRU is
notified that a WLAN is in its vicinity.

20. The method of any previous embodiment, wherein the cellular
network notifies the WTRU that a WLAN is in its vicinity and sends to the
WTRU information regarding the WLAN in a dedicated message.

21. The method of any previous embodiment, wherein the cellular
network notifies the WTRU that a WLAN is in its vicinity and sends to the
WTRU information regarding the WLAN in a beacon frame.

22.  The method of any previous embodiment, wherein the information
regarding the WLAN comprises an indication of handover functionality
supported by the WLAN.

23.  The method of any previous embodiment, wherein the information
regarding the WLAN comprises an indication of at least one service available on
the WLAN.

24.  The method of any previous embodiment, wherein information
regarding the WLAN from which an indication to the WTRU is generated is

updated manually.
25.  The method of any previous embodiment, wherein information
regarding the WLAN from which an indication to the WTRU is generated is

updated dynamically.

26.  The method of any previous embodiment, wherein it is determined
if the WTRU should establish a communicative coupling with the WLAN.
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27. The method of any previous embodiment, wherein the WTRU
establishes a communicative coupling with the WLAN if it is determined that the
WTRU should do so.

28. The method of any previous embodiment, wherein the WTRU
acquires WLAN system information through a Probe Request/Response message
pair with the WLAN.

29. The method of any previous embodiment, wherein the WTRU
acquires WLAN system information by accessing a data base within the WLAN.

30. The method of any previous embodiment, wherein the WTRU

determines if it should establish a communicative coupling with the WLAN.

31. The method of any previous embodiment, wherein the cellular
network determines if the WIRU should establish a communicative coupling
with the WLAN

32. The method of any previous embodiment, wherein the WTRU
establishing a communicative coupling with the WLAN includes the WTRU
scanning for the WLAN.

33. The method embodiment 32, wherein the scanning is active.

34.  The method embodiment 32, wherein the scanning is passive.

35. The method embodiment 32, wherein the scanning is performed

periodically.
36. The method of any previous embodiment, wherein a plurality of

available WLANs are detected in the vicinity of the WTRU with which the

WTRU can establish a communicative coupling.
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37.  The method of embodiment 36, wherein the WTRU computes a list
of the available WLANS.

38.  The method of embodiment 87, wherein the preferred WLAN with

which the WTRU can establish a communicative coupling is determined.

39. The method of embodiment 38, wherein the WTRU determines the
preferred WLAN by evaluating WLAN information including at least one of

system operator, quality of service (QoS) and data transmission speed.

40. A method for use by a wireless transmit/receive unit (WTRU) in
communication with a first network using a first access technology, to facilitate

its handover to a preferred network using a second access technology.

41. The method of embodiment 40, wherein media independent
handover (MIH) functionality and/or MIH information is used to facilitate the

handover.

42. The method of embodiment 41, wherein MIH information is

available for each of a plurality of identified networks.

43. The method of any of embodiments 41-42, wherein the MIH
information includes at least one of a network identifier, a network location, a
system operator identifier, a system capability, a quality of service (QoS)

parameter, and a radio access type.

44. The method of any of embodiments 41-42, wherein the MIH

information includes a network data transmission speed for at least one network.

45. The method of any of embodiments 41-42, wherein the MIH

information includes a network policy setting for at least one network.
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46. The method of any of embodiments 41-45, wherein the MIH

information is received over a beacon frame.

47. The method of any of embodiments 41-45, wherein' the MIH

information is received over a dedicated frame.

48. The method of any of embodiments 41-45, wherein the MIH

information is received over a broadcast channel.

49. The method of any of embodiments 41-48, wherein at least some of

the MIH information is retrieved from a database on a network.

50. The method of any of embodiments 41-49, wherein the MIH

information is evaluated to determine the preferred network.

51. The method of any of embodiments 40-50, wherein handover of the
WTRU to the preferred network is initiated.

52. A multi-mode wireless transmit/receive unit (WTRU).

53. The WTRU of embodiment 52, able to receive and process
information regarding at least one wireless local area network WLAN in its

vicinity.

54. The WTRU of any of embodiments 52-53, able to determine which of

a plurality of possible communication couplings is a preferred coupling.

55. The WTRU of any of embodiments 52-54, able to establish a

preferred communication coupling.

-20-



WO 2006/078627 I PCT/US2006/001551

56. The WTRU of any of embodiments 52-55, comprising a cellular
component for communicating via a communicative coupling with a cellular

network.

57.  The WTRU of any of embodiments 52-56, comprising a WLAN

component for communicating via a communicative coupling with a WLAN.

58. The WTRU of any of embodiments 52-57, comprising a media
independent handover-handover (MIHHO) component.

59. The WTRU of embodiment 58, wherein the MIHHO component is
able to facilitate the discovery of available networks, determine which of a
plurality of possible communication couplings is a preferred coupling, and

facilitate establishing the preferred communication coupling.

60. The WTRU of any of embodiments 56-59, wherein the cellular
network is one of a Code Division Multiple Access (CDMA) system, a Global
System for Mobile communications (GMS) system, a General Packet Radio
System (GPRS) and a 3GPP compliant system

61. The WTRU of any of embodiments 53-60, wherein the WLAN is an
IEEE 802.X compliant WLAN.

62. The WTRU of any of embodiments 52-61, comprising a Global
Positioning System (GPS) receiver that provides to the cellular network

information regarding the position of the WTRU.

63. The WTRU of any of embodiments 52-62, configured to acquire
information regarding a WLAN in its vicinity through at least one of messages
received from the cellular network containing information regarding the WLAN,

a Probe Request/Response message pair with the WLAN, and accessing a data
base within the WLAN, and to extract the WLAN information therefrom.
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64. The WTRU of any of embodiments 58-63, wherein the MIHHO
component is configured to use WLAN information to determine if the WTRU
should establish a communicative coupling with the WLAN.

65. The WTRU of any of embodiments 53-64, wherein establishing the

preferred communication coupling is begun by scanning for the WLAN.

66. The WTRU of embodiment 65, wherein the scanning is active or

passive.

67. The WTRU of any of embodiments 65-66, wherein the scanning is
performed periodically until the WTRU detects the WLAN.

68. The WTRU of any of embodiments 52-67, wherein a plurality of
available WLANs are detected in the vicinity of the WTRU with which the

WTRU can establish a communicative coupling.

69. The WTRU of any of embodiments 58-68, wherein the MIHHO
component is configured to determine a preferred WLAN with which to establish

a communicative coupling.

70. The WTRU of any of embodiments 58-69, wherein the MIHHO
component is configured to determine a preferred WLAN by evaluating WLAN
information comprising at least one of system operator, quality of service (QoS)

and data transmission speed.

71. The WTRU of any of embodiments 58-70, wherein the MIHHO
component is configured to receive MIH information to facilitate a handover of
the WTRU between a WLAN and a cellular network.

72. The WTRU of embodiment 71, the MIH information comprising for

each of a plurality of identified networks a network identifier, a network
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location, a system operator identifier, a system capability, a quality of service

(QoS) parameter, and a radio access type.

73. The WTRU of any of embodiments 71-72, wherein the MIH

information comprises a data transmission speed of each network.

74. The WTRU of any of embodiments 71-73, wherein the MIH

information comprises a network policy setting of each network.

75. The WTRU of any of embodiments 71-74, wherein the MIH

information is received over a beacon frame.

76. The WTRU of any of embodiments 71-74, wherein the MIH

information is received over a dedicated frame.

77.  The WTRU of any of embodiments 71-74, wherein the MIH

information is received over a broadcast channel.

78.  The WTRU of any of embodiments 71-77, wherein some of the MIH
information is retrieved from a database on a network and is not transmitted as

broadcast information.

79. A wireless local area network (WLAN) access point (AP).

80. The AP of embodiment 79 comprising a media independent
handover (MIH) device configured to transmit MIH information to facilitate a
handover between the WLAN and a cellular network of a wireless

transmit/receive unit (WTRU).

8l.  The AP of embodiment 80, wherein the MIH information comprises

for each of a plurality of identified networks a network identifier, a network
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location, a system operator identifier, a system capability, a quality of service

(QoS) parameter, and a radio access type.

82. The AP of any of embodiments 80-81, wherein the MIH information

comprises a data transmission speed of each network.

83. The AP of any of embodiments 80-82, wherein the MIH information

comprises a network policy setting of each network.

84. The AP of any of embodiments 80-83, wherein the MIH information

is sent over a beacon frame.

85. The AP of any of embodiments 80-83, wherein the MIH information

is sent over a dedicated frame.

86. The AP of any of embodiments 80-83, wherein the MIH information

is sent over a broadcast channel.

87. The AP of any of embodiments 80-86, wherein some of the MIH

information is retrieved from a database on a network.

88. The AP of any of embodiments 80-87, the MIH information
comprising for each of a plurality of identified networks a network identifier, a
network location, a system operator identifier, a system capability, a quality of

service (QoS) parameter, and a radio access type.

89. The AP of any of embodiments 80-88, wherein the MIH information

comprises a data transmission speed of each network.

90. The AP of any of embodiments 80-89, wherein the MIH information .

comprises a network policy setting of each network.
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91. The AP of any of embodiments 80-90, wherein the MIH information

is sent over a beacon frame.

92.  The AP of any of embodiments 80-90, wherein the MIH information

is sent over a dedicated frame.

93. The AP of any of embodiments 80-90, wherein the MIH information

is sent over a broadcast channel.

94. The AP of any of embodiments 80-93, wherein some of the MIH

information is retrieved from a database on a network.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A wireless local area network (WLAN) access point including:

a media independent handover-handover (MIHHO) component configured
to generate MIH information to facilitate handover, the MIH information including,
for each of at least one identified networks, a network identifier and an MIH
capability indicator indicating supported MIH services; and

a transmitter configured to transmit a probe response message including

the MIH information.

2. The WLAN access point of claim 1, wherein the MIH information further

comprises a network policy setting.

3. The WLAN access point of claim 1, whersin the MIHHO component is

configured to transmit the MIH information via a beacon frame.

4, The WLAN access point of claim 1, wherein the MIHHO component is

configured to transmit the MIH information via a dedicated frame.

5, The WLAN access point of claim 1, wherein the MIHHO component is

configured to transmit the MIH information via a broadcast channel.

6. The WLAN access point of claim 1, wherein the supported MIH services

include MIH event service, MIH command service, and MIH information service.

7. The WLAN access point of claim 6, wherein WLAN access point is
configured to operate in accordance with IEEE 802.11x standards, and the
MIHHO component is configured to transmit the MIH information via a beacon

frame.

8. The WLAN access point of claim 1, wherein the MIH information further
compriges, for each of the at least one identified networks, a system operator
identifier, a system capability, a quality of service (QoS) parameter, and a radio

access type,
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9. The WLAN access point of claim 8, wherein the MIH information further

comprises, for each of the at least one identified networks, a network location.

10. A wireless transmit/receive unit (WTRU) including:

a receiver configured to receive & probe response message including
media independent handover (MIH) information; and

a media independent handover-handover (MIHHQ) component configured
to evaluate the MIH information to facilitate handover of the WTRU, the MIH
information including, for each of at least one identified networks, a network

identifier and an MIH capability indicator indicating supported MIH services.

11.  The WTRU of claim 10, wherein the MIH information further comprises a
network policy setting of each network.

12. The WTRU of claim 10, wherein the MIH information is received over a
heacon frame.

13.  The WTRU of claim 10, wherein the MIH information is received over a
dedicated frame.

14.  The WTRU of claim 10, wherein the MIH infermation is received over a

broadcast channel.

15. The WTRU of claim 10, wherein the supported MIH services include MIH

event service, MIH command service, and MIH information service.

16. The WTRU of claim 15, wherein WLAN access point is configured to
operate in accordance with IEEE 802.11x standards, and the MIHHO component

is configured to transmit the MIH information via a beacon frame.

17. The WTRU of claim 10, wherein the MIH information further comprises, for
each of the at least one identified networks, a system operator identifier, a system

capability, a quality of service {QoS) parameter, and a radio access fype.
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18. The WTRU of claim 17, wherein the MIH information further comprises, for

each of the at least one identified networks, a netwaork location.

19. A method for use in a wireless local area network (WLAN) access point,
the method including:

generating media independent handover (MIF) information to a to facilitate
handover, the MIH information including, for each of at least one identified
networks, a network identifier and an MIH capability indicator indicating supported
MIH services; and

transmitting a probe response message including the MIH information.

20. The method of claim 19, wherein the MIH information further comprises, for

each of ithe at least one network, a network policy setting.

21.  The method of claim 19, wherein the MIH information is transmitted via a

beacon frame.

22 The method of claim 19, wherein the MiH information is transmitted via a

dedicated frame.

23.  The method of claim 19, wherein the MIH information is transmitted via a

broadcast channel.

24. The method of claim 19, wherein the supported MIH services include MiH

event services, MIH command services, and MIH information services.

25 The method of claim 21, wherein the WLAN access point is configured to
operate in accordance with IEEE 802.11x standards.

26. The method of claim 19, wherein the MIH information further comprises, for
each of the at least one identified networks, a system operator identifier, a

system capability, a quality of service (QoS) parameter, and a radio access type.
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27. The method of claim 19, wherein the MIH information further comprises a

network location.

28. A method for use in a wireless transmit/receive unit (WTRU), the method
including:

receiving a probe response message including media independent
handover (MIH) information; and

evaluating the MIH information to facilitate handover, the MIH information
including, for each of at least one identified networks, a network identifier and an

MIH capability indicater indicating supported MIH services.

29.  The method of claim 28, wherein the MIH information further comprises, for
each of the at least one network, a network policy setting.

30. The method of claim 28, wherein the MIH information is received via a

beacon frame.

31. The method of claim 28, wherein the MIH information is received via a

dedicated frame.

32. The method of claim 28, wherein the MIH information is received via a

broadcast channel.

33. The method of claim 28, wherein the supparted MIH services include MIH

event services, MIH command services, and MIH information services.

34,  The method of claim 30, wherein the WTRU is configured to operate in
accordance with IEEE 802.11x standards.

35.  The method of claim 28, wherein the MIH information further comprises, for
each of the at least one identified networks, a system operator identifier, a

system capability, a quality of service (QoS) parameter, and a radio access type.
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36. The method of claim 28, wherein the MIH information further comprises, for

each of the at least one identified networks, a netwark location.

37. The WLAN access point of claim 1, wherein the probe response message

is transmitted on a condition that a probe request message is received.

38. The WTRU of claim 10, wherein the probe response message is received

on a condition that a probe request message is transmitted.

39. The method of claim 19, wherein the probe response message Is

transmittad on a condition that a probe request message is received.

40.  The methed of claim 28, wherein the probe response message is received

on a condition that a probe request message is iransmitted.

41.  The method of claim 28, wherein the MIH information further comprises, for
each of the at least one identified networks, a network location.

42.  The WLAN of claim 1 and substantially as hereinbefore described with

raference to the accompanying figures.

43.  The WTRU of claim 10 and substantially as hereinbefore described with

reference to the accompanying figures.

44. The method of claim 19 or claim 28 and substantially as hereinbefore

described with reference to the accompanying figures.
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