wo 2012/105980 A1 [P0 0O O O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

9 August 2012 (09.08.2012)

WIPOIPCT

(10) International Publication Number

WO 2012/105980 A1

(51

eay)

(22)

(25)
(26)
1

(72)
(73)

74

International Patent Classification:
GO6F 15/177 (2006.01)

International Application Number:
PCT/US2011/023592

International Filing Date:
3 February 2011 (03.02.2011)

English
Publication Language: English

Applicant (for all designated States except US): EMPIRE
TECHNOLOGY DEVELOPMENT LLC [US/US];
2711 Centerville Road, Suite 400, Filmington, DE 19808
(US).

Inventor; and
Inventor/Applicant (for US only): KRUGLICK, Ezekiel
[US/US]; 13842 Deergrass Court, Poway, CA 92064-2276

(US).
Agent: WONG, Steven, Koon Hon; Hope Baldauff Hart-

man LLC, 1720 Peachtree Street, N.W., Suite 1010, At-
lanta, GA 30309 (US).

Filing Language:

(81) Designated States (uniess otherwise indicated, for every

(84)

kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,
SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ,
UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: IMPROVING RELIABILITY IN DISTRIBUTED ENVIRONMENTS

SYSTEM MANAGER 102

100

ALLOCATION MODULE 1086

DISTRIBUTED APPLICATION 11

FIRST MODULE 112A |

| SECOND MODULE 1121 |

DIVERSITY TABLE 108

‘ NODE PROPERTIES 122 ‘

NTH MODULE 112l |

/

I

/

NODE 104A NODE 104B NODE 104N

FIRST COMPUTING ELEMENT FIRST COMPUTING ELEMENT FIRST COMPUTING ELEMENT

114A 1148 14N

SECOND COMPUTING SECOND COMPUTING SECOND COMPUTING
ELEMENT 116A ELEMENT 1168 L] ELEMENT 116N

NTH COMPUTING ELEMENT NTH COMPUTING ELEMENT NTH COMPUTING ELEMENT

118 1188 18N
‘ RESPONDER MODULE 120A ‘ ‘ RESPONDER MODULE 120B ‘ RESPONDER MODULE 120N

Fig. 1

(57) Abstract: Technologies are generally described herein for deploying an application in a ubiquitous computing system. An al-
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IMPROVING RELIABILITY IN DISTRIBUTED ENVIRONMENTS

BACKGROUND

[0001] Unless otherwise indicated herein, the materials described in this
section are not prior art to the claims in this application and are not admitted to be
prior art by inclusion in this section.

[0002] A distributed application may include various tasks. A distributed
environment may include distributed nodes, ecach of which may be configured to
execute one or more of the tasks. For ecach task in the distributed application, a
controller may assign the task to multiple homogenous nodes capable of executing the
task. Having homogenous nodes executing the same task may provide redundancy.
However, homogenous nodes may be susceptible to similar faults, thereby negating

any potential increase in reliability afforded by the redundancy.

SUMMARY

[0003] The present disclosure generally describes some methods for
deploying an application in a ubiquitous computing system. Some example methods
may include receiving a command to deploy the application in the ubiquitous
computing system. The application may include an application module. The methods
may also include identifying a set of heterogencous nodes in the ubiquitous
computing system capable of executing the application module and having greater
diversity over other sets of nodes in the ubiquitous computing system. The methods
may further include deploying the application module to the set of heterogencous
nodes.

[0004] The present disclosure generally describes some ubiquitous computing
systems. Some example ubiquitous computing systems may be configured to include
multiple nodes, an application including an application module, and a management
unit. The management unit may be adapted to execute in a processor from a memory
and, when executed by the processor, cause the management unit to deploy the
application in the ubiquitous computing system by performing one or more of the
following operations. The management unit may associate multiple nodes with node
properties. The management unit may receive a command to deploy the application
in the ubiquitous computing system. The management unit may identify eligible

nodes from the multiple nodes, the eligible nodes capable of executing the application
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module by utilizing the node properties of the eligible nodes and having greater
diversity over other sets of nodes in the ubiquitous computing system. The
management unit may determine diversity fitness scores for groups of the eligible
nodes. The diversity fitness scores may indicate a level of diversity between the
eligible nodes in ecach of the groups. The management unit may identify a set of
heterogencous nodes corresponding to one of the groups having a highest diversity
fitness score from the diversity fitness scores. The management unit may deploy the
application module to the set of heterogencous nodes.

[0005] The present disclosure generally describes some ubiquitous computing
systems. Some example ubiquitous computing systems may be configured to include
multiple nodes, an application including a first application module and a second
application module, and a management unit. The management unit may be adapted to
execute in a processor from a memory and, when executed by the processor, cause the
management unit to deploy the application in the ubiquitous computing system by
performing one or more of the following operations. The management unit may
query the multiple nodes for node properties. When the management unit queries the
multiple nodes for node properties, the management unit may receive the node
properties from the multiple nodes. The management unit may generate a diversity
table that associates the multiple nodes with the node properties. The management
unit may receive a command to deploy the application in the ubiquitous computing
System.

[0006] The management unit may identify first eligible nodes from the
multiple nodes. The first eligible nodes may be capable of executing the first
application module by utilizing the node properties of the first eligible nodes. The
management unit may determine first diversity fitness scores for first groups of the
first eligible nodes. The management unit may identify a first set of heterogencous
nodes corresponding to one of the first groups having a highest fitness score from the
first diversity fitness scores. The management unit may deploy the first application
module to the first set of heterogeneous nodes. The management unit may identify
second eligible nodes from the multiple nodes. The second eligible nodes may be
capable of executing the second application module by utilizing the node properties of
the second eligible nodes. The management unit may determine second diversity
fitness scores for second groups of the second eligible nodes. The management unit

may identify a second set of heterogeneous nodes corresponding to one of the second
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groups having a highest fitness score from the second diversity fitness scores. The
management unit may deploy the second application module to the second set of
heterogeneous nodes.

[0007] The present disclosure generally describes some methods for
modifying deployment of an application in a ubiquitous computing system. Some
example methods may include deploying an application module of the application to a
first node in the ubiquitous computing system. The methods may also include
receiving a fault indicator from the first node during execution of the application
module by the first node. The methods may further include transferring the
application module from the first node to a second node in the ubiquitous computing
system, in response to receiving the fault indicator from the first node during
execution of the application module by the first node.

[0008] The present disclosure generally describes some ubiquitous computing
systems. Some example ubiquitous computing systems may be configured to include
multiple nodes, an application including an application module, and a management
unit. The multiple nodes may include a first node and a second node. The
management unit may be adapted to execute in a processor from a memory and, when
executed by the processor, cause the management unit to deploy the application
module to the first node. The management unit may receive a fault indicator from the
first node during execution of the application module by the first node. The fault
indicator may indicate a likelihood that the first node experiences a fault. The
management unit may transfer the application module from the first node to the
second node, in response to receiving the fault indicator from the first node during
execution of the application module by the first node.

[0009] The present disclosure generally describes some ubiquitous computing
systems. Some example ubiquitous computing systems may be configured to include
multiple nodes, an application including an application module, and a management
unit. The multiple nodes may include a first node and a second node. The
management unit may be adapted to execute in a processor from a memory and, when
executed by the processor, cause the management unit to deploy the application
module to the first node according to an original deployment strategy. The
management unit may receive a fault indicator from the first node during execution of
the application module by the first node. The fault indicator may indicate a likelihood

that the first node experiences a fault. The management unit may modify the original
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deployment strategy based on the fault indicator to generate a modified deployment
strategy, in response to receiving the fault indicator from the first node during
execution of the application module by the first node. The management unit may
redeploy the application module to the second node according to the modified
deployment strategy.

[0010] The foregoing summary is illustrative only and is not intended to be in
any way limiting. In addition to the illustrative aspects, embodiments, and features
described above, further aspects, embodiments, and features will become apparent by

reference to the drawings and the following detailed description.

BRIEF DESCRIPTION OF THE FIGURES

[0011] The foregoing and other features of this disclosure will become more
fully apparent from the following description and appended claims, taken in
conjunction with the accompanying drawings. Understanding that these drawings
depict only several embodiments in accordance with the disclosure and are, therefore,
not to be considered limiting of its scope, the disclosure will be described with
additional specificity and detail through use of the accompanying drawings, in which:

FIG. 1 is a functional block diagram illustrating an example ubicomp
network adapted to allocate tasks in a distributed application to two or more
heterogeneous nodes;

FIG. 2 is a diagram illustrating an example diversity table;

FIG. 3 is a flow diagram illustrating an example process for allocating
tasks in a distributed application to two or more heterogencous nodes;

FIG. 4 is a functional block diagram illustrating an example ubicomp
network adapted to modify deployment of application modules in a distributed
application based on fault prediction;

FIG. 5 is a flow diagram illustrating an example process for modifying

deployment of application modules in a distributed application based on fault

prediction;

FIG. 6 is a block diagram illustrating an example computing system;
and

FIGs. 7 and 8 are schematic diagrams illustrating computer program
products;

all arranged according to at least some embodiments presented.
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DETAILED DESCRIPTION

[0012] In the following detailed description, reference is made to the
accompanying drawings, which form a part hereof. In the drawings, similar symbols
typically identify similar components, unless context dictates otherwise. The
illustrative embodiments described in the detailed description, drawings, and claims
are not meant to be limiting. Other embodiments may be utilized, and other changes
may be made, without departing from the spirit or scope of the subject matter
presented herein. It will be readily understood that the aspects of the present
disclosure, as generally described herein, and illustrated in the Figures, can be
arranged, substituted, combined, separated, and designed in a wide variety of different
configurations, all of which are explicitly contemplated herein.

[0013] This disclosure is generally drawn, inter alia, to a diversity table
adapted to map multiple nodes to various node properties, which specify functional
capabilities of the nodes and other relevant information about the nodes. The multiple
nodes may be a diverse set of computing devices within a ubiquitous computing
(“ubicomp”) network. The computing devices may be diverse according to various
computing elements, including different hardware, software, firmware, and/or other
suitable elements. A task allocation module may be configured to allocate tasks of a
distributed application to two or more nodes having greater diversity according to the
diversity table. By allocating the tasks to diverse nodes, the task allocation module
can ensure reliability of the ubicomp network even when certain types of computing
elements experience faults when executing the tasks.

[0014] For each task in the distributed application, the task allocation module
may identify eligible nodes that are capable of executing the task. The task allocation
module may then determine a diversity fitness score, which indicates a level of
diversity between groups of two or more eligible nodes. For example, eligible nodes
may include nodes A, B, and C. A first diversity fitness score may indicate a first
level of diversity between nodes A and B. A second diversity fitness score may
indicate a second level of diversity between nodes B and C. A third diversity fitness
score may indicate a third level of diversity between nodes A and C. In this example,
the task allocation module may allocate the tasks to the pair of nodes having the

highest diversity fitness score.
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[0015] This disclosure is generally further drawn, inter alia, to processes
adapted to modify deployment of application modules in a distributed application
based on fault prediction. A deployment module may be configured to deploy the
application modules to multiple nodes in a ubicomp network. A deployment
optimization module may be configured to receive fault indicators from the multiple
nodes. Each of the fault indicators may indicate a likelihood that a respective node in
the multiple nodes experiences a particular fault. The deployment optimization
module may recommend deployment changes to the deployment module based on the
fault indicators. The deployment module may redeploy the application modules to
different nodes based on the recommended deployment changes.

[0016] Turning now to FIG. 1, a functional block diagram illustrates an
example ubicomp network 100 adapted to allocate tasks in a distributed application to
two or more heterogeneous nodes, in accordance with at least some embodiments
presented herein. The ubicomp network 100 may include a system manager 102 and
nodes 104A, 104B, 104N. The nodes 104A-104N may be collectively referred to as
nodes 104. The system manager 102 may include an allocation module 106, a
diversity table 108, and a distributed application 110. The distributed application 110
may include a first module 112A, a second module 112B, and an Nth module 112N.
The modules 112A-112N may be collectively referred to as modules 112. The
modules 112 may represent executable portions of the distributed application 110.
[0017] The nodes 104 may be various computing devices, which include first
computing elements 114A, 114B, 114N, second computing elements 116A, 116B,
116N, and Nth computing elements 118A, 118B, 118N. The first computing
clements 114A-114N may be collectively referred to as first computing elements 114.
The second computing elements 116A-116N may be collectively referred to as second
computing elements 116. The third computing elements 118A-118N may be
collectively referred to as third computing elements 118. The nodes 104 may further
include responder modules 120A, 120B, 120N. The responder modules 120A-120N
may be collectively referred to as responder modules 120.

[0018] The allocation module 106 may be configured to query the nodes 104
for node properties 122 regarding the computing elements 114, 116, 118. The
computing elements 114, 116, 118 may be various hardware, software, firmware,
and/or other suitable elements contained within the nodes 104. The allocation module

106 may send an instruction requesting the node properties 122 to the responder
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modules 120. An example of such an instruction may be the “uname” command in
UNIX and UNIX-like operating systems. The node properties 122 may define
functional capabilities of any hardware, software, firmware, and/or other suitable
elements contained within the nodes 104. The node properties 122 may also define
network related information regarding a communications network coupled to the
nodes 104. Some examples of the node properties 122 may include hardware type,
hardware version, software type, software version, available memory, bit width, rate
of memory change over time, number of cores, cache size, network bandwidth,
network connectivity, or the like. The responder modules 120 may be configured to
respond to the query by providing the requested node properties 122 to the allocation
module 106.

[0019] Upon receiving the node properties 122, the allocation module 106
may be configured to generate the diversity table 108. In some embodiments, the
diversity table 108 may include multiple rows representing the nodes 104 and
multiple columns representing categories of the node properties 122. In an example
of such an arrangement, a first row may correspond to the node 104A, a second row
may correspond to the node 104B, and an Nth row may correspond to the node 104N.
Further, a first column may correspond to a first category of the node properties 122,
a second column may correspond to a second category of the node properties 122, and
an Nth column may correspond to an Nth category of the node properties 122. In
some other embodiments, the diversity table 108 may be configured to organize the
node properties 122 in other suitable arrangements. Additional details regarding the
diversity table 108 are provided below with reference to FIG. 2.

[0020] The node properties 122 corresponding to each of the nodes 104 and
cach of the categories of the node properties 122 may be represented as values in the
diversity table 108. Such values may be represented as binary and/or non-binary
values. As described in greater detail below, the allocation module 106 may be
configured to compare the values in the diversity table 108 in order to determine
diversity scores for groups of two or more nodes. In order to effectuate such
comparisons, the allocation module 106 may be configured to convert the node
properties received from the responder modules 120 to a standardized format (e.g., a
standard unit) prior to or after writing the node properties to the diversity table 108.
[0021] The allocation module 106 may be configured to receive an instruction

to deploy the distributed application 110. Such an instruction may be submitted by a
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user. For example, the user may click on an icon to deploy the distributed application
110 through a graphical user interface. Such an instruction may also be submitted by
another application or a system command. Upon receiving the instruction to deploy
the distributed application 110, the allocation module 106 may be configured to
determine, for each of the modules 112, eligible nodes of the nodes 104 that are
capable of executing the module based on the diversity table 108. Each of the
modules 112 may contain program code that can be executed only by nodes having
certain functional capabilities. That is, each of the modules 112 may require or utilize
a particular runtime environment for proper and/or optimized execution of the
module. The particular runtime environment may include particular hardware,
software, firmware, and/or other suitable elements (e.g., a particular operating system
or virtual machine, a certain amount of memory, a certain processor speed, etc.). In
this case, the eligible nodes may refer to at least a subset of the nodes 104 having
those functional capabilities, as defined by the diversity table 108, matching the
particular runtime environment.

[0022] Upon determining the eligible nodes, the allocation module 106 may
be configured to determine a diversity fitness score for multiple groups of the eligible
nodes. Each group may include two or more eligible nodes. For example, eligible
nodes may include nodes 104A, 104B, 104N. In this example, a first group of nodes
may include nodes 104A, 104B. A second group of nodes may include nodes 104B,
104N. A third group of nodes may include 104A, 104N.

[0023] The diversity fitness score may indicate a level of diversity between
the eligible nodes in a group of nodes. For example, a first diversity score of the first
group of nodes may be higher than a second diversity score of the second group of
nodes. The second diversity score may be higher than a third diversity score of the
third group of nodes. In this example, the first group of nodes may be considered
more diverse than the second group nodes, and the second group nodes may be
considered more diverse than the third group of nodes. In some embodiments, the
diversity fitness score may increase with greater diversity of functional capabilities
and decrease with lesser diversity of functional capabilities. Additional details for
computing the diversity fitness score are described below with reference to FIG. 2.
[0024] Upon generating the diversity fitness scores for the multiple collections
of eligible nodes, the allocation module 106 may be configured to deploy each of the
modules 112 according to a suitable deployment strategy. The deployment strategy
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may utilize the diversity fitness scores. In some embodiments, the deployment
strategy may involve deploying a module to eligible nodes having the highest
diversity fitness score and having at least one matching computing element. Such a
deployment strategy where a module is deployed to diverse nodes having at least one
matching element may provide redundancy of the matching computing element. In
some other embodiments, the deployment strategy may involve deploying a module
to eligible nodes having the highest diversity fitness scores and having different
computing elements with overlapping functionality. In this case, if a first computing
clement fails, then a second computing element that does not fail may provide the
same functionality as the first computing element.

[0025] In some embodiments, the allocation module 106 may be configured to
incorporate the diversity fitness scores with other suitable fitness scores. Some
examples of other fitness scores may include performance fitness scores that indicate
a level of performance of the eligible nodes or power usage fitness scores that indicate
a level of power usage of the eligible nodes. In these examples, the allocation module
106 may adjust the diversity fitness scores depending on the performance fitness
scores or the power usage fitness scores. Alternatively or additionally, the allocation
module 106 may also determine an overall score based on the diversity fitness scores,
the performance fitness scores, or the power usage fitness scores.

[0026] Turning now to FIG. 2, a diagram illustrates an example diversity table
108, in accordance with at least some embodiments presented herein. The diversity
table 108 may include a first row 202A, a second row 202B, a third row 202C, a
fourth row 202D, a fifth row 202E, and a sixth row 202F. The rows 202A-202F may
be collectively referred to as rows 202. The diversity table 108 may further include a
first column 204A, a second column 204B, a third column 204C, a fourth column
204D, and a fifth column 204E. The columns 204A-204E may be collectively
referred to as columns 204. The diversity table 108 may also include multiple values,
cach of which corresponds to one of the rows 202 and one of the columns 204. Six
rows and six columns are shown in the example diversity table 108 for simplicity and
one skilled in the art will appreciate that a diversity table may include a different
number of rows and/or columns.

[0027] The rows 202 may correspond to various nodes, such as the nodes 104.
The first row 202A, the second row 202B, the third row 202C, the fourth row 202D,
the fifth row 202E, and the sixth row 202F may corresponding to nodes A, B, C, D, E,
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and F, respectively. The columns 204 may correspond to categories of node
properties, such as the node properties 122. The first column 204A may correspond
to an operating system type. The second column 204B may correspond to available
memory. The third column 204C may correspond to memory rate of change (i.e., a
rate at which memory is used or freed over a given time interval). The fourth column
204D may correspond to a hardware identifier (“ID”) that identifies hardware by type,
version, chipset, etc. The fifth column 204E may correspond to a virtual machine ID
that identifies a virtual machine.

[0028] Diversity fitness scores may be determined by comparing the values in
the diversity table 108. In an illustrative example, a distributed application, such as
the distributed application 110, may include a first module and a second module. The
first module may operate on any of the nodes A, B, C, D, E. The second module may
operate only on operating system 1, which is executed on nodes A, C, and D.
Comparisons between values under the first column 204 A, the second column 204B,
and the third column 204C may yield a single Boolean value (e.g., 1 for a match and 0
otherwise). Comparisons between values under the fourth column 204D and the fifth
column 204E may yield a per-digit Boolean value.

[0029] In this example, comparisons may be made based on groups of two
nodes. Regarding the first module, a group containing nodes B and C yields the
highest diversity fitness score. In comparing nodes B and C, the values under the first
column 204A, the second column 204B, and the third column 204C are different,
thereby yielding a +3 score. The values under the fourth column 204D and the fifth
column 204E have six different digits, thereby yielding a +6 score and a +9 total
score. As a result, the group containing nodes B and C offers greater diversity than
other groups of eligible nodes. For example, in comparing nodes A and B, the values
under the first column 204A and the second column 204B are different, thereby
yielding a + 2 score. The values under the fourth column 204D and the fifth column
204E have four different digits, thereby yielding a +4 score and a +6 total score.
[0030] Regarding the second module, groups containing nodes A and C and
nodes C and D yield the highest diversity fitness score. In comparing nodes A and C,
the values under the second column 204B and the third column 204C are different,
thereby yielding a +2 score. The values under the fourth column 204D and the fifth
column 204E have three different digits, thereby yielding +3 score and a +5 total

score. In comparing nodes C and D, the values under the second column 204B and
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the third column 204C are different, thereby yielding a +2 score. The values under
the fourth column 204D and the fifth column 204E have three different digits, thereby
yielding +3 score and a +5 total score. As a result, the groups containing nodes A and
C and nodes C and D offer greater diversity than other groups of ¢ligible nodes. For
example, nodes A and D yield only a +1 score from having different available
memory. It should be appreciated that the above groups are merely examples, and
other groups can be made depending on the particular analysis of the scores. For
example, some scores may be weighted over others.

[0031] Turning now to FIG. 3, a flow diagram illustrates an example process
300 for allocating tasks in a distributed application to two or more heterogencous
nodes, in accordance with at least some embodiments presented herein. The process
300 may include various operations, functions, or actions as illustrated by one or more
of blocks 302-314. The process 300 may begin at block 302 (Receive Command to
Deploy), where the allocation module 106 may be configured to receive a command
to deploy the distributed application 110 to multiple eligible nodes in the ubicomp
network 100. The eligible nodes may be selected from the nodes 104 in the ubicomp
network 100. The command may be a user command received from a graphical user
interface. The command may also be received from another application or a system
command. Block 302 may be followed by block 304.

[0032] At block 304 (Query Nodes), the allocation module 106 may be
configured to query the nodes 104 for node properties, which specify functional
capabilities of the nodes 104 and other relevant information about the nodes 104. The
query may include instructions requesting node properties from the nodes 104. Upon
receiving the instructions, the responder modules 120 in the nodes 104 may provide
the requested node properties to the allocation module 106. Block 304 may be
followed by block 306.

[0033] At block 306 (Generate Diversity Table), the allocation module 106
may be configured to generate the diversity table 108 containing the node properties.
The allocation module 106 may include multiple rows representing the nodes 104 and
multiple columns representing categories of the node properties. The allocation
module 106 may utilize the node properties to populate values corresponding to each
of the rows and each of the columns in the diversity table 108. Other suitable
arrangements of the diversity table 108 may be similarly implemented. Block 306

may be followed by block 308.
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[0034] At block 308 (Identify Eligible Nodes), the allocation module 106 may
be configured to identify eligible nodes that are capable of executing the application
module. The eligible nodes may be selected from the nodes 104 based on information
contained in the diversity table 108. The application module may require or utilize a
particular runtime environment (e.g., particular hardware, software, firmware, and/or
other suitable elements) for proper and/or optimized execution. The allocation
module 106 may identify eligible nodes by selecting eligible nodes matching the
particular runtime environment according to the diversity table 108. Block 308 may
be followed by block 310.

[0035] At block 310 (Determine Diversity Fitness Scores), the allocation
module 106 may be configured to determine diversity fitness scores for multiple
groups of two or more eligible nodes. The diversity fitness scores may indicate a
level of diversity between the eligible nodes in the groups. As such, the allocation
module 106 can compare diversity fitness scores of multiple groups in order to
identify more diverse and less diverse groups. Diversity may be defined by having
different hardware, software, firmware, and/or other suitable elements. Greater
diversity may be associated with having a higher number of diverse elements, while
lesser diversity may be associated with having a lower number of diverse elements.
Block 310 may be followed by block 312.

[0036] At block 312 (Identify Set of Heterogencous Nodes), the allocation
module 106 may be configured to identify a set of heterogeneous nodes
corresponding to the group having the highest diversity fitness score. The
heterogencous nodes in the group having the highest diversity fitness score may have
the highest level of diversity. As a result, when the allocation module 106 deploys the
application module to the set of heterogeneous nodes, the heterogeneous nodes may
provide greater diversity benefits (e.g., reliability) than other groups of eligible nodes.
Block 312 may be followed by block 314.

[0037] At block 314 (Deploy Application Module), the allocation module 106
may be configured to deploy the application module to each eligible node in the set of
heterogencous nodes. The set of heterogeneous nodes may execute the application
module, thereby providing diversity benefits by having diverse nodes executing the
same application module. After block 314, the process 300 may either repeat (e.g.,
periodically, continuously, or on demand as needed) or terminate. For example,

blocks 308-314 may be repeated for each application module in order to deploy

12



WO 2012/105980 PCT/US2011/023592

multiple application modules within a particular distributed application, such as the
distributed application 110.

[0038] Turning now to FIG. 4, a functional block diagram illustrates an
example ubicomp network 400 adapted to modify deployment of application modules
in a distributed application based on fault prediction, in accordance with at least some
embodiments presented herein. The ubicomp network 400 may include a system
manager 402 and nodes 404A, 404B, 404N. The nodes 404A-404N may be
collectively referred to as nodes 404. The system manager 402 may include a
deployment module 406, a deployment optimization module 408, and the distributed
application 110. As previously described, the distributed application 110 may include
the modules 112, and the modules 112 may represent executable portions of the
distributed application 110.

[0039] The nodes 404 may each include fault prediction modules 410A, 410B,
410N. The fault prediction modules 410A-410N may be collectively referred to as
fault prediction modules 410. In some embodiments, the fault prediction modules
410 may include one or more probes 412A, 412B, 412N, one or more gauges 414A-
414N, and one or more controllers 416A-416N. The probes 412A-412N may be
collectively referred to as probes 412. The gauges 414A-414N may be collectively
referred to as gauges 414. The controllers 416A-416N may be collectively referred to
as controllers 416. As described in greater detail below, the combination of probes
412, gauges 414, and controllers 416 may be configured to gather and analyze fault
predictive data in order to determine fault indicators 418. Other suitable technologies
adapted to gather and/or analyze fault predictive data and to determine the fault
indicators 418 may be similarly implemented.

[0040] According to various embodiments, the deployment module 406 may
be adapted to deploy each of the modules 112 to one or more of the nodes 404
according to an original deployment strategy 420. In some embodiments, the original
deployment strategy 420 may be determined by the allocation module 106 based on
information provided in the diversity table 108. In some other embodiments, the
original deployment strategy 420 may be determined according to any suitable
methodologies. In an illustrative implementation of the original deployment strategy
420, the first module 112A may be deployed to the node 404A, and the second
module 112B may be deployed to the node 404B.
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[0041] When the nodes 404A-404B receive and execute the modules 112A-
112B, the fault prediction modules 410 may gather fault predictive data from the
respective nodes 404A-404B while the nodes 404A-404B execute the modules 112A-
112B. In some embodiments, the fault prediction modules 410 may also analyze the
fault predictive data in order to determine the fault indicators 418. The fault
prediction modules 410 can then provide the fault indicators 418 to the deployment
optimization module 408. In some other embodiments, the deployment optimization
module 408 may receive the fault predictive data from the fault prediction modules
410 and determine the fault indicators 418 based on the fault predictive data. The
fault predictive data may include any suitable data related to the operation of the
nodes 404A-404B when executing the modules 112A-112B. The fault indicators 418
may include estimated probabilities of various faults, such as memory overflows, race
conditions, digital overflows, or the like.

[0042] Various examples for determining such estimated probabilities are
described in the following publications, which are incorporated by reference herein in
their entireties: (1) P. Inverardi er al., “Correct Deployment and Adaptation of
Software Application on Heterogeneous (Mobile) Devices,” Proceedings of the First
Workshop on Self-Healing Systems (2002); (2) D. Ghosh et al., “Self-healing
systems-survey and synthesis,” Decision Support Systems 42, No. 4 (2007): 2164-
2185; and (3) S. Ahmed et al., “ETS (Efficient, Transparent, and Secured) Self-
healing Service for Pervasive Computing Applications,” International Journal of
Network Security 4, No. 3 (2007): 271-281. Inverardi et al. generally describes, inter
alia, an approach for code that manifests properties that allow a supervisory process
or manager to determine whether a given piece of code can run on a particular
hardware, and provides information that can be used to identify shortcomings in
hardware environments that may cause problems for a particular software module.
Ghosh et al. generally describes, inter alia, a framework for detecting degraded states,
detecting failures in software modules, and recovery by implementing repair packages
Ahmed et al. generally describes, inter alia, device healing and also addresses various
other technologies such as making repair packages and methods for storing and
deploying the repair packages.

[0043] In some embodiments, the combination of probes 412A-412B, gauges
414A-414B, and controllers 416A-416B may be configured to gather and analyze
fault predictive data in order to determine fault indicators 418. The probes 412A-
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412B may be configured to gather and report raw data from the nodes 404A-404B to
the gauges 414A-414B. The probes 412A-412B may refer to individual sensors
attached to or associated with the modules 112A-112B. In this case, the probes
412A-412B may be additional program code inserted into the modules 112A-112B
for purposes of gathering and reporting the raw data generated when the nodes 404 A-
404B execute the modules 112A-112B. The raw data may include any suitable
information regarding the activities and states of the nodes 404A-404B when
executing the modules 112A-112B. Some examples of the probes 412A-412B may
include loop counters that keep counts that particular loops in the modules 112A-
112B are executed. Various examples probes, such as the probes 412, are described
in G. Kaiser ef al., “An Approach to Autonomizing Legacy Systems,” in Workshop
on Self-Healing, Adaptive and Self-MANaged Systems (2002), which is incorporated
by reference herein in its entirety. Kaiser et al. generally describes, inter alia,
modification of legacy dynamic linked libraries (“DLL”) to add useful probe
functions that report variables of importance for predicting faults. Thus, when legacy
software reaches out to use the DLLs, the legacy software can utilize the modified
DLLS that incorporate useful fault prediction reporting.

[0044] The gauges 414A-414B may be configured to interpret the raw data
and map the raw data to various data models and provide the interpreted data to the
controllers 416A-416B. The gauges 414A-414B may refer to software entities that
gather, filter, compute, and/or analyze the raw data against the data models in order to
generate events that interpret the raw data at a higher level of abstraction. The data
models may include various conditions and action rules. When the raw data satisfies
the conditions and action rules, the raw data may trigger certain events. The gauges
414A-414B may provide streams of such events to the controllers 416A-416B. Some
examples of the gauges 414A-414B may combine and synthesize multiple loop
counters in the probes 412A-412B in order to generate loop-related events.

[0045] The controllers 416A-416B may be configured to determine and
analyze implications of the interpreted data in order to determine the fault indicators
418. The controllers 416A-416B may analyze the event streams for various patterns
and thresholds of events that are associated with the fault indicators 418. The
controllers 416A-416B may also analyze the event streams with respect to other data
that is not gathered by the probes 412A-412B (ec.g., data retrieved by querying

operating systems executing on the nodes 404). These patterns and thresholds may be
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adapted to predict certain faults based on historical and other suitable data. The fault
indicators 418 may each be associated with a percentage that indicates the likelihood
that a particular fault will likely occur. Multiple percentages of various faults may be
combined in order to determine an overall likelihood of failure. The controllers
416A-416B may provide the fault indicators 418 to the deployment optimization
module 408. In some other embodiments, the deployment optimization module 408
may receive the fault predictive data from the fault prediction modules 410 and
determine the fault indicators 418 based on the fault predictive data.

[0001] The deployment optimization module 408 may recommend
deployment changes 422 to the deployment module 406 based on the fault indicators
418. Continuing the previously described illustrative implementation of the original
deployment strategy 420, the node 404A may execute the first module 112A, and the
node 404B may execute the second module 112B. In this example, the second
module 112B may be a video decompression software module. The original
deployment strategy 420 may have originally specified that the node 404B execute
the video decompression software module because the node 404B had greater
capability of performing video decompression than the node 404N. The fault
indicators 418 may indicate a high risk of failure of the node 404B when executing
the video decompression software module due to a low memory condition (e.g., an
undesirable rate of memory change, a congested video buffer, etc.) on the node 404B.
In this case, the deployment optimization module 408 may recommend the
deployment changes 422 to the deployment module 406 whereby the video
decompression software module is removed from the node 404B. The deployment
changes 422 may suggest deploying the video decompression software to the node
404N, which does not experience the low memory condition.

[0002] Upon receiving the recommended deployment changes 422 from
deployment optimization module 408, the deployment module 406 may effectively
transfer the video decompression software module from the node 404B to the node
404N. In some embodiments, the deployment module 406 may adjust the original
deployment strategy 420 in order to generate a modified deployment strategy 424
based on the recommended deployment changes 422. The deployment module 406
can then redeploy the modules 112 according to the modified deployment strategy
424. 1In some other embodiments, the deployment module 406 may adjust the

diversity table 108 to account for the fault indicators 418. For example, the diversity
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table 108 may further include fault data that specifies probabilities of failure of certain
nodes when executing certain modules. In this way, the allocation module 106 can
avoid or minimize deploying modules to certain nodes that have higher probabilities
of failure. The deployment module 406, the deployment optimization module 408,
and the fault prediction module 410 may continuously operate in order to dynamically
modify the deployment of the modules 112 in the distributed application 110.

[0003] Turning now to FIG. 5, a flow diagram illustrates an example process
500 for modifying deployment of application modules in a distributed application
based on fault prediction, in accordance with at least some embodiments presented
herein. The process 500 may include various operations, functions, or actions as
illustrated by one or more of blocks 502-508. The process 500 may begin at block
502 (Deploy Application Modules), where the deployment module 406 may be
configured to deploy the modules 112 to the nodes 404 according to the original
deployment strategy 420. The nodes 404 can then execute their respective modules
112. Block 502 may be followed by block 504.

[0004] At block 504 (Receive Fault Indicators), the deployment optimization
module 408 may be configured to receive the fault indicators 418. In some
embodiments, the fault prediction modules 410 may gather and analyze fault
predictive data in order to determine the fault indicators 418. The fault prediction
modules 410 can then provide the fault indicators 418 to the deployment optimization
module 408. In some other embodiments, the fault prediction modules 410 may
gather the fault predictive data and provide the fault predictive data to the deployment
optimization module 408. The deployment optimization module 408 can then
determine the fault indicators 418 based on the fault predictive data. Block 504 may
be followed by block 506.

[0005] At block 506 (Recommend Deployment Changes), the deployment
optimization module 408 may be configured to recommend the deployment changes
422 based on the fault indicators 418 to the deployment module 406. The deployment
changes 422 may be adapted to effectively transfer at least some of the modules 112
to different nodes 404 in order to avoid or minimize faults specified by the fault
indicators 418. Block 506 may be followed by block 508.

[0006] At block 508 (Redeploy Application Modules), the deployment
module 406 may be configured to effectively transfer at least some of the modules

112 to one or more different nodes 404 in accordance the recommended deployment
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changes 422. In some embodiments, the deployment module 406 may adjust the
original deployment strategy 420 in order to generate a modified deployment strategy
424 based on the recommended deployment changes 422. The deployment module
406 can then redeploy the modules 112 according to the modified deployment
strategy 424. In some other embodiments, the deployment module 406 may adjust the
diversity table 108 to account for the fault indicators 418. In some embodiments, the
functionality of the deployment module 406 and the deployment optimization module
408 may be combined. After block 508, the process 500 may either repeat (e.g.,
periodically, continuously, or on demand as needed) or terminate.

[0007] FIG. 6 is a computer architecture diagram showing an illustrative
computer hardware architecture for an example computing system capable of
implementing at least some embodiments presented herein. FIG. 6 includes a
computer 600, including a processor 610, memory 620 and one or more drives 630.
The computer 600 may be implemented as a conventional computer system, an
embedded control computer, a laptop, or a server computer, a mobile device, a set-top
box, a kiosk, a vehicular information system, a mobile telephone, a customized
machine, or other hardware platform.

[0008] The drives 630 and their associated computer storage media, provide
storage of computer readable instructions, data structures, program modules and other
data for the computer 600. The drives 630 can include an operating system 640,
application programs 650, program modules 660, and a database 680. The program
modules 660 may include the system manager 102 and/or the system manager 402.
The system manager 102 may be adapted to execute the process 300 for allocating
tasks in a distributed application to two or more heterogeneous nodes, as described in
greater detail above with reference to FIG. 3. The system manager 402 may be
adapted to execute the process 500 for modifying deployment of application modules
in a distributed application based on fault prediction, as described in greater detail
above with reference to FIG. 5. The database 680 may store the diversity table 108.
The computer 600 further includes user input devices 690 through which a user may
enter commands and data. Input devices can include an electronic digitizer, a
microphone, a keyboard and pointing device, commonly referred to as a mouse,
trackball or touch pad. Other input devices may include a joystick, game pad, satellite

dish, scanner, or the like.
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[0009] These and other input devices can be coupled to the processor 610
through a user input interface that is coupled to a system bus, but may be coupled by
other interface and bus structures, such as a parallel port, game port or a universal
serial bus (“USB”). Computers such as the computer 600 may also include other
peripheral output devices such as speakers, which may be coupled through an output
peripheral interface 694 or the like.

[0010] The computer 600 may operate in a networked environment using
logical connections to one or more computers, such as a remote computer coupled to a
network interface 696. The remote computer may be a personal computer, a server, a
router, a network PC, a peer device or other common network node, and can include
many or all of the elements described above relative to the computer 600.
Networking environments are commonplace in offices, enterprise-wide area networks
(“WAN?), local area networks (“LAN”), intranets, and the Internet.

[0011] When used in a LAN or WLAN networking environment, the
computer 600 may be coupled to the LAN through the network interface 696 or an
adapter. When used in a WAN networking environment, the computer 600 typically
includes a modem or other means for establishing communications over the WAN,
such as the Internet or the network 608. The WAN may include the Internet, the
illustrated network 608, various other networks, or any combination thereof. It will
be appreciated that other mechanisms of establishing a communications link, ring,
mesh, bus, cloud, or network between the computers may be used.

[0012] According to some embodiments, the computer 600 may be coupled to
a networking environment. The computer 600 may include one or more instances of a
physical computer-readable storage medium or media associated with the drives 630
or other storage devices. The system bus may enable the processor 610 to read code
and/or data to/from the computer-readable storage media. The media may represent
an apparatus in the form of storage elements that are implemented using any suitable
technology, including but not limited to semiconductors, magnetic materials, optical
media, electrical storage, eclectrochemical storage, or any other such storage
technology. The media may represent components associated with memory 620,
whether characterized as RAM, ROM, flash, or other types of volatile or nonvolatile
memory technology. The media may also represent secondary storage, whether

implemented as the storage drives 630 or otherwise. Hard drive implementations may
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be characterized as solid state, or may include rotating media storing magnetically-
encoded information.

[0013] The storage media may include one or more program modules 660.
The program modules 660 may include software instructions that, when loaded into
the processor 610 and executed, transform a general-purpose computing system into a
special-purpose computing system. As detailed throughout this description, the
program modules 660 may provide various tools or techniques by which the computer
600 may participate within the overall systems or operating environments using the
components, logic flows, and/or data structures discussed herein.

[0014] The processor 610 may be constructed from any number of transistors
or other circuit elements, which may individually or collectively assume any number
of states. More specifically, the processor 610 may operate as a state machine or
finite-state machine. Such a machine may be transformed to a second machine, or
specific machine by loading executable instructions contained within the program
modules 660. These computer-executable instructions may transform the processor
610 by specifying how the processor 610 transitions between states, thereby
transforming the transistors or other circuit elements constituting the processor 610
from a first machine to a second machine. The states of either machine may also be
transformed by receiving input from the one or more user input devices 690, the
network interface 696, other peripherals, other interfaces, or one or more users or
other actors. Either machine may also transform states, or various physical
characteristics of various output devices such as printers, speakers, video displays, or
otherwise.

[0015] Encoding the program modules 660 may also transform the physical
structure of the storage media. The specific transformation of physical structure may
depend on various factors, in different implementations of this description. Examples
of such factors may include, but are not limited to: the technology used to implement
the storage media, whether the storage media are characterized as primary or
secondary storage, and the like. For example, if the storage media are implemented as
semiconductor-based memory, the program modules 660 may transform the physical
state of the semiconductor memory 620 when the software is encoded therein. For
example, the software may transform the state of transistors, capacitors, or other

discrete circuit elements constituting the semiconductor memory 620.
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[0016] As another example, the storage media may be implemented using
magnetic or optical technology such as drives 630. In such implementations, the
program modules 660 may transform the physical state of magnetic or optical media,
when the software is encoded therein. These transformations may include altering the
magnetic characteristics of particular locations within given magnetic media. These
transformations may also include altering the physical features or characteristics of
particular locations within given optical media, to change the optical characteristics of
those locations. It should be appreciated that various other transformations of
physical media are possible without departing from the scope and spirit of the present
description.

[0017] Turning now to FIG. 7, a schematic diagram that illustrates a partial
view of a computer program product 700 that includes a computer program for
executing a computer process on a computing device, arranged according to at least
some embodiments presented herein. An illustrative embodiment of the example
computer program product is provided using a signal bearing medium 702, and may
include at least one instruction of 704: one or more instructions for querying nodes for
node properties; one or more instructions for generating a diversity table; one or more
instructions for identifying eligible nodes capable of executing an application module;
one or more instructions for determining diversity fitness scores of multiple groups of
eligible nodes; one or more instructions for identifying a set of heterogeneous nodes
having the highest diversity score; or one or more instructions for deploying the
application module to the set of heterogencous nodes. In some embodiments, the
signal bearing medium 702 of the one or more computer program products 700
include a computer readable medium 706, a recordable medium 708, and/or a
communications medium 710.

[0018] Turning now to FIG. 8, a schematic diagram that illustrates a partial
view of a computer program product 800 that includes a computer program for
executing a computer process on a computing device, arranged according to at least
some embodiments presented herein. An illustrative embodiment of the example
computer program product is provided using a signal bearing medium 802, and may
include at least one instruction of 804: one or more instructions for deploying
application modules to nodes; one or more instructions for receiving fault predictive
data; one or more instructions for determining fault indicators based on the fault

predictive data; one or more instructions for generating deployment changes adapted
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to transfer the application modules to resolve the fault indicators; or one or more
instructions for redeploying the application modules to one or more different nodes
according to the deployment changes. In some embodiments, the signal bearing
medium 802 of the one or more computer program products 800 include a computer
readable medium 806, a recordable medium 808, and/or a communications medium
810.

[0019] While the subject matter described herein is presented in the general
context of program modules that execute in conjunction with the execution of an
operating system and application programs on a computer system, those skilled in the
art will recognize that other implementations may be performed in combination with
other types of program modules. Generally, program modules include routines,
programs, components, data structures, and other types of structures that perform
particular tasks or implement particular abstract data types. Moreover, those skilled
in the art will appreciate that the subject matter described herein may be practiced
with other computer system configurations, including hand-held devices, multi-core
processor systems, microprocessor-based or programmable consumer electronics,
minicomputers, mainframe computers, and the like.

[0020] The present disclosure is not to be limited in terms of the particular
embodiments described in this application, which are intended as illustrations of
various aspects. Many modifications and variations can be made without departing
from its spirit and scope, as will be apparent to those skilled in the art. Functionally
equivalent methods and apparatuses within the scope of the disclosure, in addition to
those enumerated herein, will be apparent to those skilled in the art from the
foregoing descriptions. Such modifications and variations are intended to fall within
the scope of the appended claims. The present disclosure is to be limited only by the
terms of the appended claims, along with the full scope of equivalents to which such
claims are entitled. It is to be understood that this disclosure is not limited to
particular methods, reagents, compounds compositions or biological systems, which
can, of course, vary. It is also to be understood that the terminology used herein is for
the purpose of describing particular embodiments only, and is not intended to be
limiting.

[0021] With respect to the use of substantially any plural and/or singular terms
herein, those having skill in the art can translate from the plural to the singular and/or

from the singular to the plural as is appropriate to the context and/or application. The
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various singular/plural permutations may be expressly set forth herein for sake of
clarity.

[0022] It will be understood by those within the art that, in general, terms used
herein, and especially in the appended claims (e.g., bodies of the appended claims) are
generally intended as “open” terms (e.g., the term “including” should be interpreted as
“including but not limited to,” the term “having” should be interpreted as “having at
least,” the term “includes” should be interpreted as “includes but is not limited to,”
etc.). It will be further understood by those within the art that if a specific number of
an introduced claim recitation is intended, such an intent will be explicitly recited in
the claim, and in the absence of such recitation no such intent is present. For
example, as an aid to understanding, the following appended claims may contain
usage of the introductory phrases "at least one" and "one or more" to introduce claim
recitations. However, the use of such phrases should not be construed to imply that
the introduction of a claim recitation by the indefinite articles "a" or "an" limits any
particular claim containing such introduced claim recitation to embodiments
containing only one such recitation, even when the same claim includes the
introductory phrases "one or more" or "at least one" and indefinite articles such as "a"
or "an" (e.g., “a” and/or “an” should be interpreted to mean “at least one” or “one or
more”); the same holds true for the use of definite articles used to introduce claim
recitations. In addition, even if a specific number of an introduced claim recitation is
explicitly recited, those skilled in the art will recognize that such recitation should be
interpreted to mean at least the recited number (e.g., the bare recitation of "two
recitations,” without other modifiers, means at least two recitations, or two or more
recitations). Furthermore, in those instances where a convention analogous to “at
least one of A, B, and C, etc.” is used, in general such a construction is intended in the
sense one having skill in the art would understand the convention (e.g., “ a system
having at least one of A, B, and C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C together, B and C
together, and/or A, B, and C together, etc.). In those instances where a convention
analogous to “at least one of A, B, or C, etc.” is used, in general such a construction is
intended in the sense one having skill in the art would understand the convention
(e.g., ““ a system having at least one of A, B, or C” would include but not be limited to
systems that have A alone, B alone, C alone, A and B together, A and C together, B
and C together, and/or A, B, and C together, etc.). It will be further understood by
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those within the art that virtually any disjunctive word and/or phrase presenting two
or more alternative terms, whether in the description, claims, or drawings, should be
understood to contemplate the possibilities of including one of the terms, either of the
terms, or both terms. For example, the phrase “A or B” will be understood to include
the possibilities of “A” or “B” or “A and B.”

[0023] In addition, where features or aspects of the disclosure are described in
terms of Markush groups, those skilled in the art will recognize that the disclosure is
also thereby described in terms of any individual member or subgroup of members of
the Markush group.

[0024] As will be understood by one skilled in the art, for any and all
purposes, such as in terms of providing a written description, all ranges disclosed
herein also encompass any and all possible subranges and combinations of subranges
thereof. Any listed range can be ecasily recognized as sufficiently describing and
enabling the same range being broken down into at least equal halves, thirds, quarters,
fifths, tenths, etc. As a non-limiting example, each range discussed herein can be

readily broken down into a lower third, middle third and upper third, etc. As will also

< EE Y

be understood by one skilled in the art all language such as “up to,” “at least,”
“greater than,” “less than,” and the like include the number recited and refer to ranges
which can be subsequently broken down into subranges as discussed above. Finally,
as will be understood by one skilled in the art, a range includes ecach individual
member. Thus, for example, a group having 1-3 elements refers to groups having 1,
2, or 3 elements. Similarly, a group having 1-5 elements refers to groups having 1, 2,
3, 4, or 5 elements, and so forth.

[0025] While various aspects and embodiments have been disclosed herein,
other aspects and embodiments will be apparent to those skilled in the art. The
various aspects and embodiments disclosed herein are for purposes of illustration and

are not intended to be limiting, with the true scope and spirit being indicated by the

following claims.
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What 1s claimed is:

1. A method for deploying an application in a ubiquitous computing
system, comprising:

receiving a command to deploy the application in the ubiquitous computing
system, the application comprising an application module;

identifying a set of heterogeneous nodes in the ubiquitous computing system
capable of executing the application module and having greater diversity over other
sets of nodes in the ubiquitous computing system; and

deploying the application module to the set of heterogeneous nodes.

2. The method of claim 1, wherein identifying a set of heterogeneous
nodes in the ubiquitous computing system capable of executing the application
module and having greater diversity over other sets of nodes in the ubiquitous
computing system comprises:

associating nodes in the ubiquitous computing system with node properties;

identifying eligible nodes from the nodes, the eligible nodes capable of
executing the application module by utilizing the node properties of the eligible
nodes;

determining diversity fitness scores for groups of the eligible nodes, the
diversity fitness scores indicating a level of diversity between the eligible nodes in
cach of the groups; and

identifying the set of heterogencous nodes corresponding to one of the groups

having a highest diversity fitness score from the diversity fitness scores.

3. The method of claim 2, wherein determining diversity fitness scores
for groups of the eligible nodes comprises determining diversity fitness scores for
groups of the eligible nodes based on diversity of the node properties between the

eligible nodes in each of the groups.
4. The method of claim 3, further comprising adjusting the diversity

fitness scores based on at least one of performance of the eligible nodes in the groups

and power usage of the eligible nodes in the groups.
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5. The method of claim 2, wherein the node properties comprise

information related to runtime environments of the nodes.

6. The method of claim 5, wherein identifying eligible nodes from the
nodes comprises:

identifying an application runtime environment associated with the application
module; and

identifying, from the nodes, the eligible nodes having the node properties that

match the application runtime environment.

7. The method of claim 2, wherein associating nodes in the ubiquitous
computing system with node properties comprises:

querying the nodes for the node properties; and

in response to querying the nodes for the node properties, receiving the node

properties from the nodes.

8. The method of claim 1, wherein receiving a command to deploy the
application in the ubiquitous computing system comprises receiving a user command

to deploy the application in the ubiquitous computing system.

9. The method of claim 1, wherein the set of heterogencous nodes

comprises at least one of diverse hardware and diverse software.

10.  The method of claim 1, wherein the application further comprises a
second application module; and wherein the method further comprises:

identifying second set of heterogeneous nodes in the ubiquitous computing
system capable of executing the second application module; and

deploying the second application module to the second set of heterogeneous

nodes.
11. A ubiquitous computing system, comprising:

a plurality of nodes;

an application comprising an application module; and
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a management unit which executes in a processor from a memory and, when
executed by the processor, causes the management unit to deploy the application in
the ubiquitous computing system by:

associating the plurality of nodes with node properties;

receiving a command to deploy the application in the ubiquitous
computing system;

identifying eligible nodes from the plurality of nodes, the eligible
nodes capable of executing the application module by utilizing the node properties of
the eligible nodes and having greater diversity over other sets of nodes in the
ubiquitous computing system;

determining diversity fitness scores for groups of the eligible nodes,
the diversity fitness scores indicating a level of diversity between the eligible nodes in
each of the groups;

identifying a set of heterogeneous nodes corresponding to one of the
groups having a highest diversity fitness score from the diversity fitness scores; and

deploying the application module to the set of heterogeneous nodes.

12.  The ubiquitous computing system of claim 11, wherein associating the
plurality of nodes with node properties comprises:

querying the plurality of nodes for the node properties;

in response to querying the nodes for the node properties, receiving the node
properties from the plurality of nodes; and

generating a diversity table that associates the plurality of nodes with the node

properties corresponding to the plurality of nodes.

13.  The ubiquitous computing system of claim 12, wherein the application
module is associated with an application runtime environment utilized to execute the
application module, and wherein identifying eligible nodes from the plurality of nodes
comprises identifying, from the plurality of nodes, the eligible nodes having a runtime
environment that matches the application runtime environment according to the

diversity table.

14.  The ubiquitous computing system of claim 12, wherein determining

diversity fitness scores for groups of the eligible nodes comprises determining
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diversity fitness scores for groups of the eligible nodes based on diversity of the node
properties between the eligible nodes in each of the groups according to the diversity

table.

15.  The ubiquitous computing system of claim 14, wherein the
management unit, when executed by the processor, further causes the computing
system to deploy the application in a ubiquitous computing system by:

adjusting the diversity fitness scores based on performance of the eligible

nodes in the groups and power usage of the eligible nodes in the groups.

16.  The ubiquitous computing system of claim 11, wherein the node
properties comprise at least one of operating system type, available memory, memory

utilized, a hardware identifier, and a virtual machine identifier.

17.  The ubiquitous computing system of claim 11, wherein receiving a
command to deploy the application in the ubiquitous computing system comprises
receiving a system command to deploy the application in the ubiquitous computing

System.

18.  The ubiquitous computing system of claim 11, wherein the set of

heterogenecous nodes comprises diverse hardware and diverse software.

19.  The ubiquitous computing system of claim 11, wherein the application
further comprises a second application module; and wherein the management unit,
when executed by the processor, further causes the computing system to deploy the
application in a ubiquitous computing system by:

identifying second eligible nodes from the plurality of nodes, the second
eligible nodes capable of executing the second application module by utilizing the
node properties of the second eligible nodes;

determining second diversity fitness scores for second groups of the second
eligible nodes;

identifying a second set of heterogencous nodes corresponding to one of the
second groups having a highest fitness score from the second diversity fitness scores;

and
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deploying the second application module to the second set of heterogeneous

nodes.

20. A ubiquitous computing system, comprising:
a plurality of nodes;
an application comprising a first application module and a second application
module; and
a management unit which executes in a processor from a memory and, when
executed by the processor, causes the ubiquitous computing system to deploy the
application in a ubiquitous computing system by:
querying the plurality of nodes for node properties;
in response to querying the nodes for the node properties, receiving the
node properties from the plurality of nodes;
generating a diversity table that associates the plurality of nodes with
the node properties;
receiving a command to deploy the application in the ubiquitous
computing system;
identifying first eligible nodes from the plurality of nodes, the first
eligible nodes capable of executing the first application module by utilizing the node
properties of the first eligible nodes;
determining first diversity fitness scores for first groups of the first
eligible nodes;
identifying a first set of heterogeneous nodes corresponding to one of
the first groups having a highest fitness score from the first diversity fitness scores;
deploying the first application module to the first set of heterogencous
nodes;
identifying second eligible nodes from the plurality of nodes, the
second eligible nodes capable of executing the second application module by utilizing
the node properties of the second eligible nodes;
determining second diversity fitness scores for second groups of the
second eligible nodes;
identifying a second set of heterogencous nodes corresponding to one
of the second groups having a highest fitness score from the second diversity fitness

scores; and
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deploying the second application module to the second set of

heterogeneous nodes.

21.  The ubiquitous computing system of claim 20, wherein each of the

plurality of nodes comprises a computing device.

22. A method for modifying deployment of an application in a ubiquitous
computing system, comprising:

deploying an application module of the application to a first node in the
ubiquitous computing system;

receiving a fault indicator from the first node during execution of the
application module by the first node; and

in response to receiving the fault indicator from the first node during
execution of the application module by the first node, transferring the application

module from the first node to a second node in the ubiquitous computing system.

23.  The method of claim 22, wherein deploying an application module of
the application to a first node in the ubiquitous computing system comprises
deploying the application module of the application to the first node in the ubiquitous

computing system according to an original deployment strategy.

24.  The method of claim 23, wherein deploying the application module of
the application to the first node in the ubiquitous computing system according to an
original deployment strategy comprises deploying the application module of the
application to the first node in the ubiquitous computing system according to a
diversity table that associates the first node and the second node with node properties

corresponding to the first node and the second node.

25.  The method of claim 23, wherein transferring the application module
from the first node to a second node in the ubiquitous computing system comprises:

modifying the original deployment strategy based on the fault indicator to
generate a modified deployment strategy; and

redeploying the application module to the second node in the ubiquitous

computing system according to the modified deployment strategy.
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26.  The method of claim 25, wherein modifying the original deployment
strategy based on the fault indicator to generate a modified deployment strategy
comprises modifying a diversity table that associates the first node and the second

node with node properties corresponding to the first node and the second node.

27. The method of claim 22, wherein the fault indicator indicates a

likelihood that the first node experiences a fault.

28. The method of claim 27, wherein the fault indicator indicates the
likelihood that the first node experiences a memory overflow, a race condition, or a

digital overflow.

29.  The method of claim 22, wherein receiving a fault indicator from the
first node during execution of the application module by the first node comprises
receiving a plurality of fault indicators, each of the plurality of fault indicators

indicating a likelihood that the first node experiences a particular fault.

30.  The method of claim 22, wherein receiving a fault indicator from the
first node during execution of the application module by the first node comprises:

receiving fault predictive data from the first node during execution of the
application module by the first node, the fault predictive data comprising data related
to operation of the first node when executing the application module; and

analyzing the fault predictive data to determine the fault indicator.

31. The method of claim 22, wherein the first node and the second node

comprise heterogencous nodes.

32. A ubiquitous computing system, comprising:

a plurality of nodes comprising a first node and a second node;

an application comprising an application module; and

a management unit which executes in a processor from a memory and, when
executed by the processor, causes the ubiquitous computing system to modify

deployment of the application in a ubiquitous computing system by:
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deploying the application module to the first node;

receiving a fault indicator from the first node during execution of the
application module by the first node, the fault indicator indicating a likelihood that the
first node experiences a fault; and

in response to receiving the fault indicator from the first node during
execution of the application module by the first node, transferring the application

module from the first node to the second node.

33.  The ubiquitous computing system of claim 32, wherein deploying the
application module to the first node comprises deploying the application module of

the application to the first node according to an original deployment strategy.

34.  The ubiquitous computing system of claim 33, wherein deploying the
application module of the application to the first node according to an original
deployment strategy comprises deploying the application module of the application to
the first node in the according to a diversity table that associates the first node and the
second node with node properties corresponding to the first node and the second

node.

35.  The ubiquitous computing system of claim 33, wherein transferring the
application module from the first node to the second node comprises:

modifying the original deployment strategy based on the fault indicator to
generate a modified deployment strategy; and

redeploying the application module to the second node according to the

modified deployment strategy.

36.  The ubiquitous computing system of claim 35, wherein modifying the
original deployment strategy based on the fault indicator to generate a modified
deployment strategy comprises modifying a diversity table that associates the first
node and the second node with node properties corresponding to the first node and the

second node.
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37.  The ubiquitous computing system of claim 32, wherein the fault
indicator indicates the likelihood that the first node experiences a memory overflow, a

race condition, or a digital overflow.

38.  The ubiquitous computing system of claim 32, wherein receiving a
fault indicator from the first node during execution of the application module by the
first node comprises receiving a plurality of fault indicators, each of the plurality of
fault indicators indicating a likelihood that the first node experiences a particular

fault.

39.  The ubiquitous computing system of claim 32, wherein receiving a
fault indicator from the first node during execution of the application module by the
first node comprises:

receiving fault predictive data from the first node during execution of the
application module by the first node, the fault predictive data comprising data related
to operation of the first node when executing the application module; and

analyzing the fault predictive data to determine the fault indicator.

40.  The ubiquitous computing system of claim 32, wherein the first node

and the second node comprise heterogeneous nodes.

41.  The ubiquitous computing system of claim 32, wherein the first node
comprises a probe, a gauge, and a controller; wherein the probe is configured to
gather raw data regarding activities of the first node; wherein the gauge is configured
to analyze the raw data against a data model to generate an event stream that
interprets the raw data; and wherein the controller analyzes the event stream for a

pattern associated with the fault indicator.

42. A ubiquitous computing system, comprising;:

a plurality of heterogenecous nodes comprising a first node and a second node;

an application comprising an application module; and

a management unit which executes in a processor from a memory and, when
executed by the processor, causes the ubiquitous computing system to modify

deployment of the application in a ubiquitous computing system by:
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deploying the application module to the first node according to an
original deployment strategy;

receiving a fault indicator from the first node during execution of the
application module by the first node, the fault indicator indicating a likelihood that the
first node experiences a fault; and

in response to receiving the fault indicator from the first node during
execution of the application module by the first node, modifying the original
deployment strategy based on the fault indicator to generate a modified deployment
strategy; and

redeploying the application module to the second node according to

the modified deployment strategy.

43.  The ubiquitous computing system of claim 42, wherein the first node
comprises a probe, a gauge, and a controller; wherein the probe is configured to
gather raw data regarding activities of the first node; wherein the gauge is configured
to analyze the raw data against a data model to generate an event stream that
interprets the raw data; and wherein the controller analyzes the event stream for a

pattern associated with the fault indicator.
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