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USING A TRUSTED PLATFORM MODULE FOR

BOOT POLICY AND SECURE FIRMWARE

BACKGROUND

Field

The present disclosure pertains to the field of information processing, and more particularly,
to the field of security in information processing systems.
Description of Related Art

A Trusted Platform Module ("TPM") is ahardware component that provides a specific set
of security functions to an information processing system. These functions include secure key
generation and storage and authenticated access to encrypted data. A TPM may be implemented
according to specifications such asthe TPM Main Specification Version 1.2, published by the
Trusted Computed Group and available from the Internet at www.trustedcomputinggroup.org.

The sub-components of a TPM may include an execution engine and secure non-volatile
("NV™) memory or storage. The secure NV memory may be used to store sensitive information,
such as encryption keys, and the execution engine may be used to protect the sensitive
information according to the security policies dictated by the TPM's control logic. An inherent
feature of a TPM isthe control logic that implements access controls which prevent unauthorized
access to the NV memory. A TPM istypically accessed through a serial bus connection.

Brief Description of the Figures

The present invention isillustrated by way of example and not limitation in the
accompanying figures.

Figure 1illustrates a system and a TPM in which an embodiment of the present invention
may be present and/or operate.

Figure 2 illustrates a method for using a TPM for boot policy and secure firmware
according to an embodiment of the present invention.

Detailed Description

Embodiments of apparatuses, methods, and systems for using a TPM for boot policy and
secure firmware are described below. In this description, numerous specific details, such as
component and system configurations, may be set forth in order to provide a more thorough
understanding of the present invention. It will be appreciated, however, by one skilled in the art,
that the invention may be practiced without such specific details. Additionally, some well
known structures, circuits, and the like have not been shown in detail, to avoid unnecessarily

obscuring the present invention.
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Embodiments of the present invention may be used for managing boot policy and for

storing basic input/output system ("BIOS") firmware and firmware for platform components
such as embedded controllers, taking advantage of a TPM's strict access control features.
Embodiments provide for ausing the NV memory of a TPM to store such firmware, and adding
amapping table to the TPM to provide for this NV memory space to be accessed as memory
mapped input/out (MMIO) memory space, so that aprocessor or other agent can access the
firmware using instructions and/or micro-instructions based on its standard instruction set
architecture and microarchitecture, rather than requiring it to use the special access commands
typicaly needed to access NV memory of aTPM.

Figure lillustrates system 100, an information processing system in which an embodiment
of the present invention may be present and/or operate. System 100 may represent any type of
information processing system, such as a server, a desktop computer, aportable computer, a set-
top box, ahand-held device, or an embedded control system. System 100 includes processor
110, embedded controller 120, bridge 130, and TPM 140. Systems embodying the present
invention may include number of each of these components and any other components or other
elements. Any or al of the components or other elements in any system embodiment may be
connected, coupled, or otherwise in communication with each other through any number of
buses, point-to-point, or other wired or wireless connections.

Processor 110 may represent any type of processor, including a general purpose
microprocessor, such as aprocessor in the Core® Processor Family, or other processor family
from Intel Corporation, or another processor from another company, or any other processor for
processing information according to an embodiment of the present invention. Processor 110
may include any number of execution cores and/or support any number of execution threads, and
therefore may represent any number of physical or logical processors, and/or may represent a
multi-processor component or unit.

Processor 110 may include instruction hardware 112, execution hardware 114, interface
116, and control logic 118, plus any other desired units or elements.

Instruction hardware 112 may represent any circuitry, structure, or other hardware, such as
an instruction decoder, for fetching, receiving, decoding, and/or scheduling instructions. Any
instruction format may be used within the scope of the present invention; for example, an
instruction may include an opcode and one or more operands, where the opcode may be decoded
into one or more micro-instructions or micro-operations for execution by execution hardware
114. Execution hardware 114 may include any circuitry, structure, or other hardware, such asan
arithmetic unit, logic unit, floating point unit, shifter, etc., for processing data and executing

instructions, micro-instructions, and/or micro-operations.
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Interface unit 116 may represent any circuitry, structure, or other hardware, such as a bus

unit or any other unit, port, or interface, to allow processor 110 to communicate with other
components in system 100 through any type of bus, point to point, or other connection, directly
or through any other component, such as amemory controller or abus bridge.

Control logic 118 may represent microcode, programmable logic, hard-coded logic, or any
other type of logic to control the operation of the units and other elements of processor 110 and
the transfer of data within processor 110. Control logic 118 may cause processor 110 to perform
or participate in the performance of method embodiments of the present invention, such asthe
method embodiments described below, for example, by causing processor 110 to execute
instructions received by instruction hardware 112 and micro-instructions or micro-operations
derived from instructions received by instruction hardware 112.

Embedded controller 120 may represent any embedded controller, microcontroller, or other
component or device, the operation of which may include the use of firmware. Bridge 130 may
represent any component or device including circuitry or logic to provide for the communication
between components, devices, or other elements of system 100. For example, bridge 130 may
include abridge between abus through which processor 110 may access memory and abus
through which 1/O devices may be accessed. Therefore, bridge 130 may provide for forwarding
MMIO transactions from processor 110 through processor bus 132 to TPM 140 through seria
bus 134.

TPM 140 includes 1/0O port 141 for receiving TPM commands and communicating the
results over a serial bus, such as a serial peripheral interface ("SPI") or low pin count ("LPC")
bus. Execution engine 142 executes program code 143 in response to the TPM commands and
utilizes avariety of different TPM components to perform the necessary operations including a
secure hash algorithm 1 (SHA-1) component 144 for performing SHA-1 hash operations; a
random number generator 145 for generating random numbers; an attestation identify key (AIK)
component 146 for securely establishing that aremote entity is communicating with the TPM; an
RSA engine 147 for implementing RSA encryption and digital signatures, and akey generation
module 148 for generating keys.

TPM 140 also includes NV memory 150, mapping structure 151, and command register
152. Mapping structure 151 may be include any circuitry, structure, or other hardware or
firmware to map storage locations in NV memory 150 to addresses within the system memory
space of system 100. Therefore, NV memory 150 may be accessed with memory transactions
from processor 110 or embedded controller 120, forwarded to seria bus 134 through bridge 130
as MMIO transactions. The addresses may be received from serial bus 134 at 1/0 port 141, and
mapped to alocation in NV memory 150 by mapping structure 151. Therefore, NV memory 150
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may be used to store firmware that may be accessed and executed by processor 110 or embedded

controller 120 asif the firmware was stored in aflash memory or other NV memory elsewhere in
system 100. However, the access control mechanisms of TPM 140 provide ahigher level of
security than that of aflash memory or other NV memory elsewhere in system 100.

Therefore, NV memory 150 may be used to securely store boot policy and BIOS firmware
that may be executed by processor 100 in response to memory transactions initiated by control
logic 118. Similarly, NV memory 150 may be used to securely store firmware to be executed by
embedded controller 120 or other system components.

Command register 152 may be used to further control the mapping of the address received
at 1/0O port 141 to alocation in NV memory 150. For example, command register 152 may
include bits or fields to be used to enable mapping by mapping structure 151 and/or to direct an
access to recovery BIOS instead of standard BIOS.

Figure 2 illustrate method 200 for using a TPM for boot policy and secure firmware
according to an embodiment of the present invention. The description of Figure 2 may refer to
elements of Figure 1, but method 200 and other method embodiments of the present invention
are not intended to be limited by these references.

In box 210, TPM 140 is configured with standard BIOS and recovery BIOS stored in NV
memory 150. Inbox 212, mapping structure 151 is configured to map the system memory
addresses for BIOS to the corresponding locations in NV memory 150 where standard BIOS and
recovery BIOS have been stored. Inbox 214, command register 152 is configured to direct
BIOS accesses to standard BIOS instead of recovery BIOS.

In box 220, system 100 ispowered on. In box 222, control logic 118 directs instruction
hardware 112 to fetch the first line of boot code. In box 224, interface 116 unit issues a memory
transaction on processor bus 132 to fetch the first line of boot code. Inbox 226, bridge 130
converts the transaction to aMMIO transaction on serial bus 134. In box 228, 1/0 port 141
receives the transaction.

In box 230, mapping structure 151 maps the I/O address to alocation in NV memory 150
a which the first line of boot code in standard BIOS has been stored. 1nbox 232, the first line of
boot code isreturned to instruction hardware 111 through 1/O port 141, serial bus 134, bridge
130, processor bus 132, and interface 116 unit. In box 234, execution hardware 112 executes the
first line of standard boot code. In box 236, processor 100 continues executing standard boot
code from TPM 140.

In box 240, processor 110 issues awrite transaction to command register 152 to enable
booting from recovery BIOS instead of standard BIOS. Inbox 242, the transaction isreceived
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by 1/0 port 141. Inbox 244, command register 152 isprogrammed to direct an access to the first

line of boot code to the NV memory location in which recovery BIOS has been stored.

In box 250, system 100 experiences an event which requires areboot. In box 252, control
logic 118 directs instruction hardware 112 to fetch the first line of boot code. In box 254,
interface unit 116 issues amemory transaction on processor bus 132 to fetch the first line of boot
code. In box 256, bridge 130 converts the transaction to aMMIO transaction on serial bus 134.
In box 258, 1/O port 141 receives the transaction.

In box 260, mapping structure 151 maps the I/O address to alocation in NV memory 150
a which the first line of boot code in recovery BIOS has been stored. 1n box 262, the first line of
recovery boot code isreturned to instruction hardware 111 through 1/O port 141, serial bus 134,
bridge 130, processor bus 132, and interface unit 116. Inbox 264, execution hardware 112
executes the first line of recovery boot code. Inbox 266, processor 100 continues executing
recovery boot code from TPM 140.

Within the scope of the present invention, the method illustrated in Figure 2 may be
performed in adifferent order, with illustrated boxes omitted, with additional boxes added, or
with acombination of reordered, omitted, or additional boxes.

Thus, apparatuses, methods, and systems for using a TPM for boot policy and secure
firmware have been disclosed. While certain embodiments have been described, and shown in
the accompanying drawings, it isto be understood that such embodiments are merely illustrative
and not restrictive of the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other modifications may
occur to those ordinarily skilled in the art upon studying this disclosure. In an area of technology
such asthis, where growth isfast and further advancements are not easily foreseen, the disclosed
embodiments may be readily modifiable in arrangement and detail asfacilitated by enabling
technological advancements without departing from the principles of the present disclosure or

the scope of the accompanying claims.
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Claim

What isclamed is:
1 A trusted platform module comprising:
non-volatile memory;
aport to receive an input/output transaction from a serial bus, the transaction
including a system memory address in the address space of aprocessor; and
amapping structure to map the system memory address to afirst location in
non-volatile memory.

2. The trusted platform module of claim 1, wherein the non-volatile memory isto
store basic input/output system code at the first location.

3. The trusted platform module of claim 2, further comprising acommand register to
direct the input/output transaction to a second location in non-volatile memory instead of the first
location.

4. The trusted platform module of claim 3, wherein the non-volatile memory isto
store standard basic input/output system code in the first location.

5. The trusted platform module of claim 4, wherein the non-volatile memory isto
store recovery basic input/output system code in the second location.

6. A method comprising:

receiving, by atrusted platform module, afirst input/output transaction from a
seria bus, the first input/output transaction including afirst system memory address
in the address space of aprocessor; and

mapping, by the trusted platform module, the first system memory address to a
first location in non-volatile memory of the trusted platform module.

7. The method of claim 6, further comprising storing basic input/output system code
at the first location.

8. The method of claim 7, further comprising configuring a command register in the
trusted platform module to direct the first input/output transaction to a second location in the
non-volatile memory instead of the first location.

9. The method of claim 8, further comprising storing standard basic input/output
system code at the first location.

10. The method of claim 9, further comprising storing recovery basic input/output
system code at the second location.

11. The method of claim 6, further comprising configuring a mapping structure in the
trusted platform module to map the first system memory address to the first location in the non-

volatile memory.
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12. The method of claim 11, further comprising:

issuing, by the processor, amemory transaction to boot a system; and

converting, by abridge, the memory transaction to the first input/output transaction.

13. The method of claim 8, further comprising issuing, by aprocessor, awrite
transaction to configure the command register.

14. The method of claim 7, further comprising storing embedded controller firmware
at athird location in the non-volatile memory.

15. The method of claim 14, further comprising:

issuing, by an embedded controller, amemory transaction including a second
system memory address in the address space of the processor;

converting, by abridge, the memory transaction to a second input/output transaction; and

mapping, by the trusted platform module, the second system memory address to
the third location.

16. A system comprising:

aprocessor including
instruction hardware to fetch afirst instruction from afirst system memory
address in the address space of the processor, and
an interface unit to issue afirst memory transaction including the first
system memory address; and
atrusted platform module including:
non-volatile memory,
aport to receive afirst input/output transaction from a seria bus, the
transaction including the first system memory address, and
amapping structure to map the first system memory address to afirst
location in non-volatile memory.

17. The system of claim 16, further comprising a bridge to convert the first memory
transaction to the first input/output transaction.

18. The system of claim 16, wherein the first instruction is the boot the system.

19. The system of claim 16, further comprising an embedded controller to issue a
second memory transaction including a second system memory address in the address space of
the processor, wherein the mapping structure is also to map the second system memory address
to a second location in non-volatile memory.

20. The system of claim 19, wherein the first location isto store basic input/output

system code and the second location isto store embedded controller firmware.



PCT/US2011/068078

WO 2013/101178

172

I 3dNOId

2G| Joisiboy puewwon

1G 1aJnonag buiddepy

0G| AlowsN AN

8171 SINPO usn) Aay

L¥1 8ubug ysy

v MV

S ONY

¥ 1 Jusuodwon YHS

e opon weiboid

2 | duibug uonnoaxg

Ly L Uod O/l

ovl INdL

vel sng

A

o€l abpug

¢t shg

A

0c¢ | 49]]0U0D pappagquy

81| 21607 |0U0D

91} @oepa|

1L MH uoindaxy

¢l MH uononisy

Ol 108S800.1d

001 woisAg




PCT/US2011/068078

WO 2013/101178

2/2

¢ 3dNOld

9p09 1009 A1aA02084 Buiinooxs anunuod 992 9pP09 100q pJepukls Bulndaxs anuiuod 9g2
i i
9p092 100q AioAooal Bunnoaxse uibaq 192 9p092 100q piepuels Bunnooxs uibaq €2
t t
9p09 100q AIBA0D8J UINBI 292 BpP09 100Q pJepurls uinjal 2eeg
t t
Aowaw AN 01 ssaippe Alowasw woalsAs dew 09z Aowoaw AN 01 ssaippe Alowsw woalsAs dew ogz
t t
uonoesuel] saAledal Lod O/ INdL 852 uonoesuel) sealeoal Lod O/] INdL 822
t t
uonoesuel) O/| 01 uonoesuel] Alowosw UBAUOD 9G2 uonoesuel) O/| 01 uonoesuel] Alowosw UBAUOD 922
t t
uonoesuel) Alowaw anss| G2 uonoesuel] Alowow onss! 2z
t t
9P02 100Q Y2184 ¢Ge 9P02100Q Y218j ¢ce
t t
1UBA® 10009 062 uo Jamod 0gz
t t
19151604 puBWWOD 8iNBIIU0DBI Hi7g 19151604 puBWWOD 84NBIUOD 112
t t
191816381 puBWIWOD 0] 81lIM BAIDJ3I 2172 ainjonis Buiddew ainbBiyuod g2
t t
19151604 pUBWIWOD 0] B1LUIM BNSSI O |« Aowaw AN INdL Ul SOIg 8401s 012

00¢ POUIBIN



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US201 1/068078

A. CLASSIFICATION OF SUBJECT MATTER

GO6F 21/22(2006.01)i, GO6F 13/14(2006.01)1, GO6F 9/24(2006.01)1

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F 21/22; GO6F 12/14; HOAL 29/06; GO6F 21/00; HOAL 009/00

Minimum documentation searched (classification system followed by classification symbols)

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

imput output system, command, register

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
eKOMPASS(KIPO internal) & Keywords: boot, secure, firmware, trust, platform, module, non-volatile, memory, address, map, basic

c. DOCUMENTS CONSIDERED TO BE RELEVANT
Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y US 2009- 0158419 Al (BOYCE KEVIN GERARD) 18 June 2009 1,2,6,7,11,16
See abstract; paragraphs [55] [72]; figures 3, 4.
A See the whol e docunent. 3-5,8-10, 12-15
,17-20
Y US 2010- 0281273 Al (LEE RUBY B. et al.) 04 Novenber 2010 1,2,6,7,11,16
See abstract; paragraphs [10] [60]; figures 3-5.
A See the whol e docunent. 3-5,8-10, 12- 15
,17-20
A US 2005- 0149729 Al (ZIMMER VINCENT J. et al.) 07 July 2005 1-20
See abstract; paragraphs [42] [51]; figure 4.
A US 2011- 0191580 Al (IFTODE LIVIU et al.) 04 August 2011 1-20
See abstract; paragraphs [86] [100]; figure 3.
A US 7702907 B2 (VAHA-SIPILA ANTTI et al.) 20 April 2010 1-20
See abstract; colum 6, line 5 - colum 7, line 58 figures 6-9.

|:| Further documents are listed in the continuation of Box C.

& See patent family annex.

* Special categories of cited documents:

"A"  document defining the general state of the art which isnot considered
to be of particular relevance

"E"  earlier application or patent but published on or after the international
filing date

"L"  document which may throw doubts on priority claim(s) or which is
citedto establish the publication date of citation or other
special reason (as specified)

"O"  document referring to an oral disclosure, use, exhibition or other
means

npr

document published prior tothe international filing date but later
than the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered toinvolve an inventive
step when the document istaken alone

"Y" document of particular relevance; the claimed invention cannot be

considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to aperson skilled inthe art

"&" document member of the same patent family

Date of the actual completion of the international search

31MAY 2012 (31.05.2012)

Date of mailing of the international search report

28 JUNE 2012 (28.06.2012)

Name and mailing address of the ISA/KR
i i

, Korean Intellectual Property Office
mm 189 Cheongsa-ro, Seo-gu, Dagjeon Metropolitan
% Citty, 302-701, Republic of Korea

FaCS| mie No. 82-42-472-7140

Authorized officer
Shin Sang Gil

Telephone No.  82-42-481-8480

Form PCT/ISA/210 (second sheet) (MY 2009)




INTERNATIONAL SEARCH REPORT

International application No.

Patent document Publication Patent family Publication

cited in search report date member(s) date

Us 2009-0158419 a1 18.06.2009 cA 2625274 Al 13.06.2009

us 2010-0281273 A1 04. 11.2010 None

Us 2005-0149729 a1 07.07.2005 None

Us 201 1-0191580 A1 04.08.2011 us 7930733 Bl 19.04. 201 1

us 7702907 B2 20.04. 2010 Us 2006-00752 16 Al 06. 04. 2006
Wo 2006-038082 A1l 13.04. 2006

Form PCT/ISA/210 (patent family annex) (My 2009)




	abstract
	description
	claims
	drawings
	wo-search-report

