7029399 A3 I 0O 0 O

o

=

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
16 March 2006 (16.03.2006)

‘ﬂ[l A0

(10) International Publication Number

WO 2006/029399 A3

(51) International Patent Classification:
HO4L 12/28 (2006.01)

(21) International Application Number:
PCT/US2005/032463

(22) International Filing Date:
8 September 2005 (08.09.2005)

English
English

(25) Filing Language:
(26) Publication Language:

(30) Priority Data:
60/609,062 9 September 2004 (09.09.2004) US

(71) Applicant (for all designated States except US): AVAYA
TECHNOLOGY CORP. [US/US]; 211 Mount Airy
Road, Basking Ridge, NJ 07920 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): LLOYD, Michael,
A. [US/US]; 160 Arundel Road, San Carlos, CA 94070
(US). KARAM, Mansour, J. [LB/US]; 2201 Laguna
Street, Apt. 506, San Francisco, CA 94115 (US).
FRAVAL, Pierre [FR/US]; 247 West 87th Street,
Apt#3E, New York, NY 10024 (US). FINN, Sean, P.
[US/US]; 1533 Escondido Way, Belmont, CA 94002 (US).
MCGUIRE, James, G. [US/US]; P.O. Box 471355, San

(74)

(81)

(34)

Francisco, CA 94147 (US). BALDONADO, Omar, C.
[US/US]; 700 Alester Avenue, Palo Alto, CA 94303 (US).

Agents: HAVERSTOCK, Thomas, B. et al.; Haverstock
& Owens LLP, 162 North Wolfe Road, Sunnyvale, CA
94086 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA,
MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI, NO, NZ,
OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL,
SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC,
VN, YU, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, S, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: METHODS OF AND SYSTEMS FOR NETWORK TRAFFIC SECURITY

100

/

| Monitor Network Resource(s) y 105

| Monitor Application Performance Vl 10

| Categorize First Traffic Subset Vl 15

!

Traffic Subset

Determine Action for Second

| ~130

(57) Abstract: The present invention is directed to a method of and a system that monitors a network resource of a network and
an application performance. The method categorizes a first subset of network traffic into trusted, known to be bad, and suspect
& categories. The method determines an action for a second subset of traffic based on the categorizing. Some embodiments provide
& a system for an adaptive networking having a first device and traffic that has a first subset and a second subset. The system also
includes a first resource and a second resource for the transmission of the traffic. The first device receives the traffic and categorizes
the traffic into the first and second subsets. The first device assigns the first subset to the first resource. Some embodiments provide
a categorization module that categorizes incoming traffic, and a resource assignment module that assigns the categorized traffic for
a particular resource. A traffic category for the device includes suspect traffic.
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Group I, Claims 1-29 and 38-45 are drawn to “a method of monitoring network resources and applications performances to classify
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