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( 57 ) ABSTRACT 

Presented herein are embodiments for collecting and sharing 
telemetry data . A plurality of requests are received , from one 
or more applications , for telemetry data that is stored in a 
hierarchical tree representation comprising a plurality of 
nodes , wherein the telemetry data indicates an operational 
status and performance of a device , and wherein each 
request includes a cadence indicating a timespan at which 
the request repeats , and a path in the hierarchical tree where 
a requested portion of the telemetry data is stored . Process 
ing the requests produces an optimized set of requests by 
merging any two or more requests whose paths indicate 
portions of data that share a common parent node in the 
hierarchical tree , wherein a merged request is assigned a 
cadence corresponding to a shortest cadence among the two 
or more requests . The hierarchical tree is polled using the 
optimized set of requests to satisfy the received requests . 
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PATH AND CADENCE OPTIMIZATION FOR the hierarchical tree representation , wherein a merged 
EFFICIENT DATA COLLECTION FROM request is assigned a cadence corresponding to a shortest 

DEVICES cadence among the two or more requests . The hierarchical 
tree representation is polled according to the optimized set 

PRIORITY CLAIM 5 of requests to satisfy the plurality of requests . 

This application claims priority to U.S. Provisional Appli Example Embodiments 
cation No. 62 / 846,901 , filed May 13 , 2019. The entirety of 
this application is incorporated herein by reference . The present disclosure relates to monitoring network 

10 devices , and more specifically , to collecting and sharing 
TECHNICAL FIELD telemetry data from network devices . Telemetry data may 

include any data that is relevant for observing the opera 
The present disclosure relates to monitoring network tional status or performance of a network device , such as 

devices , and more specifically , to collecting and sharing state data , data collected by sensors of the device , etc. 
telemetry data from network devices . 15 Telemetry data may initially be stored locally on network 

devices and may be managed by a centralized collection 
BACKGROUND service through which applications can request the telemetry 

data . The centralized collection service may be aware of the 
Network management solutions may require the deploy closeness of different bits of data that are requested by 

ment of multiple applications that collect data from devices 20 applications , as well as the timespan over which applications 
on a network . Each application may perform data collection repeat their requests for data , referred to as cadences . When 
independently , resulting in disparate collections and over- multiple applications submit requests for data , a collection 
lapping requests for same or similar data from the same service may track the different paths of the requested data 
devices . Moreover , different applications may require data along with the cadences across all applications . The service 
on a recurring basis but at different cadences , resulting in 25 may build a prefix - based tree of management information 
duplicated data retrieval . When applications independently base ( MIB ) descriptions of network objects and Yet Another 
perform data retrieval , the applications cannot take advan- Next Generation ( YANG ) data tables , along with a min - heap 
tage of the closeness of different bits of data . of different cadences of paths across applications per device . 

In the YANG model , data is stored in leaf nodes of a YANG 
BRIEF DESCRIPTION OF THE DRAWINGS 30 tree , and data in a particular node can be specified according 

to its YANG path . Embodiments presented herein identify a 
FIG . 1 is a block diagram depicting a network environ- common prefix parent ( e.g. , node in a tree ) across different 

ment for collecting and sharing telemetry data for network portions of data , and retrieve the data at a parent node once , 
devices , in accordance with an example embodiment . rather than performing multiple requests for data from 
FIG . 2 is a flow chart depicting a method of collecting and 35 different leaves ( e.g. , child nodes ) of a device's telemetry 

sharing telemetry data for network devices , in accordance data . 
with an example embodiment . Thus , embodiments presented herein enable the data 

FIGS . 3A and 3B are diagrams depicting an operational requests of multiple different applications to be satisfied 
flow for collecting and sharing telemetry data for network without having to manage individual application data col 
devices , in accordance with an example embodiment . 40 lection or service level agreement requirements . A network 
FIGS . 4A and 4B are diagrams depicting operational devices ' data path is polled only once regardless of the 

flows for optimizing data retrieval , in accordance with an number of applications , different cadences , and different 
example embodiment . application needs , thereby improving efficiency of a network 

FIG . 5 is a diagram depicting collection and sharing of by reducing the consumption of memory and processing 
telemetry data from a network device , in accordance with an 45 resources . Dynamic and adaptive application data collection 
example embodiment . and service level agreement management result in a reduced 
FIG . 6 is a block diagram depicting a computing device data collection load on network devices . 

configured to perform the methods presented herein , in Embodiments are now described in detail with reference 
accordance with an example embodiment . to the figures . FIG . 1 is a block diagram depicting a network 

50 environment 100 for collecting and sharing telemetry data 
DESCRIPTION OF EXAMPLE EMBODIMENTS from network devices , in accordance with an example 

embodiment . As depicted , network environment 100 
Overview includes a plurality of devices 105A - 105N , a network 135 , 

a telemetry server 140 , a client device 170 , and a plurality 
In one embodiment , a solution is provided for collecting 55 of applications 1854-185N . It is to be understood that the 

and sharing telemetry data . A plurality of requests are functional division among components of network environ 
received , from one or more applications , for telemetry data ment 100 have been chosen for purposes of explaining the 
from that is stored in a hierarchical tree representation embodiments and is not to be construed as a limiting 
comprising a plurality of nodes , wherein the telemetry data example . 
indicates an operational status and performance of a device . 60 Each device 105A - 105N includes a network interface 
Each request includes a cadence indicating a timespan at ( I / F ) 110 , a processor 115 , and memory 125. The network I / F 
which the request repeats , and each request specifies a path 110 may include one or more network processor Application 
in the hierarchical tree representation where a requested Specific Integrated Circuits ( ASICs ) that perform network 
portion of the telemetry data is stored . The plurality of functions , and a plurality of ports . The memory 125 stores 
requests are processed to produce an optimized set of 65 software instructions for telemetry module 130 , as well as 
requests by merging any two or more requests whose paths various other data involved in operations performed by the 
indicate portions of data that share a common parent node in processor 115. In various embodiments , devices 105A - 105N 
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may include any programmable electronic device capable of ments , collection module 150 manages a centralized collec 
executing computer readable program instructions . Devices tion service for telemetry data by managing a prefix - based 
105A - 105N may thus include any network devices , such as tree structure of MIB and YANG tables , as well as a 
devices that perform routing , switching , gateway , network min - heap of different cadences of paths across applications 
access , firewall , or other network functions . Each device 5 per device . A cadence refers to the frequency at which an 
105A - 105N may include internal and external hardware application requires telemetry data . Using the tree structure , 
components , as depicted and described in further detail with collection module 150 performs path prefix retrieval , and 
respect to FIG . 6 . dynamically evaluates cadences of applications registered 

Telemetry module 130 may collect and store telemetry with application manager 155 to optimize collection . In 
data relating to a device's health and performance , which 10 particular , when multiple applications are requesting data 
can be transmitted to one or more network - accessible recipi- that share a common parent node in the tree structure of a 
ents , such as telemetry server 140 or applications 185A- device , collection module 150 may optimize the requests by 
185N . Telemetry data may include data relating to an identifying the common node so that data may be retrieved 
operational state of a network device , data collected by a from the node in one operation , rather than performing 
network device , and the like . For example , telemetry data 15 individual retrieval operations to retrieve telemetry data 
may indicate a signal strength of a wireless connection of an from several child nodes . Moreover , collection module 150 
antenna associated with a network device , memory capacity , may utilize the min - heap to determine a minimum viable 
central processing unit ( CPU ) utilization , power consump- cadence across all applications requesting data from a 
tion , etc. Telemetry data may be used to generate key device , and may thus collect from paths at a cadence that 
performance indicators ( KPIs ) for a network device , which 20 satisfies the service level agreements of all applications . For 
can indicate a device's health . example , if a particular application requests data every 

Telemetry module 130 may collect data corresponding to minute , and another application requests data every three 
any data type , format , or protocol , including telemetry data minutes , collection module 150 will analyze the cadences 
that follows a YANG model , telemetry data that correspond and provide the requested data every minute , thus satisfying 
to a Simple Network Management Protocol ( SNMP ) proto- 25 both applications . Thus , a path is polled a minimum number 
col , a Common Layer Interface ( CLI ) format , and / or any of times , regardless of the number of applications and 
other format . In some embodiments , telemetry module 130 different cadences , thereby reducing the data collection load 
converts telemetry data that does not conform to a YANG on devices in a network . 
model into a YANG data model format . Telemetry module Application manager 155 may manage applications that 
130 may store data in a hierarchical tree representation of 30 request telemetry data from network devices , such as 
parent and child nodes , also referred to as paths and leafs , devices 105A - 105N . An application may register with appli 
with each child node storing a particular portion or bit of the cation manager 155 and may indicate the telemetry data that 
collected telemetry data . the application is requesting along with a cadence for the 
Network 135 may include a local area network ( LAN ) , a request . Application manager 155 may provide collection 

wide area network ( WAN ) such as the Internet , or a com- 35 module 150 with information including the data requested 
bination thereof , and includes wired , wireless , or fiber optic by applications , the cadence at which the data is sought , as 
connections . In general , network 135 can use any combina- well as the identities of the requesting applications . Appli 
tion of connections and protocols that support communica- cation manager 155 may provide collection module 150 with 
tions between devices 105A - 105N , telemetry server 140 , updated information whenever new requests are received 
client device 170 , and / or applications 185A - 185N via their 40 and / or requests are modified . For example , an additional 
respective network interfaces . application may register and begin requesting data , an 

Telemetry server 140 includes a network interface ( I / F ) application may change the cadence at which data is 
141 , a processor 142 , memory 145 , and a database 165. The requested , and / or an application may request different por 
memory 145 stores software instructions for a collection tions of data from a device . Thus , application manager 155 
module 150 and an application manager 155 , as well as 45 may authorize applications to request and receive telemetry 
various other data involved in operations performed by the data from telemetry server 140 . 
processor 142. In various embodiments , telemetry server Database 165 may include any non - volatile storage media 
140 may include any programmable electronic device known in the art . For example , database 165 can be imple 
capable of executing computer readable program instruc- mented with a tape library , optical library , one or more 
tions . Telemetry server 140 may include internal and exter- 50 independent hard disk drives , or multiple hard disk drives in 
nal hardware components , as depicted and described in a redundant array of independent disks ( RAID ) . Similarly , 
further detail with respect to FIG . 6 . data in database 165 may conform to any suitable storage 

Collection module 150 and application manager 155 may architecture known in the art , such as a file , a relational 
include one or more modules or units to perform various database , an object - oriented database , and / or one or more 
functions of the embodiments described below . Collection 55 tables . Database 165 may store data such as identifiers and 
module 150 and application manager 155 may be imple- network paths of devices 105A - 105N and applications reg 
mented by any combination of any quantity of software istered with telemetry server 140 , historical telemetry data 
( and / or hardware modules or units ) , and may reside within ( e.g. , time series data ) , and the like . 
memory 145 of telemetry server 140 for execution by a Client device 170 includes a network interface 171 , at 
processor , such as processor 142 . 60 least one processor 172 , and memory 175 with an admin 

Collection module 150 may obtain telemetry data from istration module 180. In various embodiments , client device 
devices , such as devices 105A - 105N , to respond to requests 170 may include any programmable electronic device 
for telemetry data from applications , such as applications capable of executing computer readable program instruc 
185A - 185N . Additionally or alternatively , collection module tions . Network interface 171 may include one or more 
150 may optimize requests for data and enable requesting 65 network interface cards that enable components of client 
applications to obtain telemetry data from devices 105A- device 170 to send and receive data over a network , such as 
105N according to the optimized requests . In some embodi- network 135. Client device 170 may include internal and 
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external hardware components , as depicted and described in Each device 105A - 105N may store telemetry data in the 
further detail with respect to FIG . 6 . hierarchical tree as the data is generated or obtained by the 

Administration module 180 may enable a user of client network device . The telemetry data may follow a YANG 
device 170 , such as network operator , to provide input to model or , if not , may be converted into a YANG format . 
collection module 150 and / or application manager 155 to Operation 250 determines whether a new or modified 
manage network monitoring , updating , and remediation request is received from an application . For example , an 
tasks . A user of client device 170 may manage configura- application may modify the paths and / or cadences of data 
tions and devices using a user interface . requests , other applications may begin requesting data from 

Applications 185A - 185N may include any software that a network device , and / or an application may stop requesting 
collects , processes , monitors , or otherwise utilizes telemetry 10 data from a network device . If it is determined at operation 
data of devices 105A - 105N . Applications 185A - 185N may 250 that the requests of applications have not changed , then 
obtain , via network 135 , telemetry data from devices 105A- the hierarchical tree remains polled according to the opti 
105N directly and / or through telemetry server 140 , which mized set of requests at operation 230. Alternatively , if there 
may fetch telemetry data from devices 105A - 105N and are new or modified requests , then a new optimized set of 
transmit to applications 185A - 185N . Applications 185A- 15 requests is generated at operation 220 , and the hierarchical 
185N can be associated with one or more tenants , organi- tree is then polled accordingly at operation 230 . 
zations , or other entities . Reference is now made to FIGS . 3A and 3B . FIGS . 3A 

Reference is now made to FIG . 2. FIG . 2 is a flow chart and 3B are diagrams depicting an operational flow 300 for 
depicting a method 200 of collecting and sharing telemetry collecting and sharing telemetry data for network devices , in 
data , in accordance with an example embodiment . 20 accordance with an example embodiment . As depicted , flow 

Requests for telemetry data are received at operation 210 . 300 shows the flow of data between applications 302 and 
One or more applications , such as applications 185A - 185N , 306 , a collection service 304 , a collector 310 , a YANG 
may transmit requests for telemetry data to telemetry server database 307 , a time database 308 , and a message bus 314 . 
140. Each request includes a path of the requested telemetry Applications 302 and 306 may be implemented by any of 
data that indicates where the data is stored in a hierarchical 25 applications 185A - 185N . Collection service 304 , collector 
tree representation comprising a plurality of nodes . A path 310 , YANG database 307 , and / or time database 308 may be 
may specify a particular leaf of a particular node where a implemented by collection module 150 of telemetry server 
network device may store a portion of telemetry data . Each 140. Device 312 may be any of devices 105A - 105N . 
request also includes a cadence , which is a time duration that At operation 316 , a first application 302 may transmit 
indicates how frequently to poll the specified path in the 30 requests for collection of data that is received by collection 
hierarchical tree . For example , one application may request service 304. In the depicted example , a first request specifies 
a specific portion of telemetry data from a network device a device ( e.g. , " d1 , " represented by device 312 ) , a path ( e.g. , 
every ten seconds , another application may request the same " / a / b - c ” ) and a cadence ( e.g. , “ 10 ” ) , and a second request 
portion of telemetry data and / or other portions of telemetry specifies a same device ( e.g. , " d1 , " represented by device 
data every thirty seconds , etc. 35 312 ) , a path ( e.g. , “ / d / e ” ) , and a cadence ( e.g. , “ 5 ” ) . Simi 

Requests for data are optimized at operation 220. Collec- larly , at operation 318 , a second application 306 transmits 
tion module 150 may optimize requests by comparing the requests for data from device dl : a first request having a path 
paths of requests to identify any requested data that is stored / a / b and cadence of 15 , and a second request having a path 
adjacent to other requested data in the hierarchical tree . For of / dle and cadence of 10 . 
example , if two requested portions of data are both leaves of 40 At operation 320 , collection service 304 transmits a 
a same parent node , the requests may be merged into a message requesting path optimization to YANG database 
singular request that polls the parent node for all of the data 307 , and at operation 324 , collection service 304 transmits 
stored in its leaves . Thus , a network device need only a message requesting cadence optimization to time database 
respond to a single request rather than multiple requests , 308. YANG database 307 responds with optimized paths 
which may reduce the amount of computational resources 45 ( e.g. , " / a / b ” and “ / d / e ” ) at operation 322 , and time database 
required to satisfy the requests . When multiple requests are 308 responds with optimized cadences ( e.g. , “ 10 ” for path 
merged into a single request , the resulting request receives “ / a / b , ” and “ 5 ” for path “ / d / e ” ) at operation 326 . 
a cadence that will satisfy the cadences of all of its con- Collection service 304 transmits a message to collector 
stituent requests . For example , if a request from a first 310 at operation 328 to set the paths and cadences based on 
application has a cadence of ten seconds , and a request from 50 the optimized paths and cadences . In the depicted example , 
a second application has a cadence of twenty seconds , an the optimized set of requests includes a request for telemetry 
optimized request resulting from merging the two requests data stored in path " / a / b ” at a cadence of 10 , and another 
may be assigned a cadence of ten seconds , which satisfies request for telemetry data stored in path “ / d / e ” at a cadence 
the requirements of both applications . In some embodi- of 5. At operation 330 , collector 310 obtains the requested 
ments , collection module 150 generates an optimized set of 55 data from device 312 and at operation 332 , collector 310 
requests by analyzing received requests using a min - heap . writes the data to message bus 314. Applications may be 

The hierarchical tree associated with a network device is notified that there is data available in the message bus 314 
polled using the optimized set of requests at operation 330 . by collection service 304 , which transmits messages indi 
Requests for data are received at operation 230. Optimized cating the job status at operations 334 and 336. Data written 
requests may be transmitted to a network device via telem- 60 to message bus 314 may then be obtained by requesting 
etry server 140 , and the network device may satisfy each applications ; in the depicted example , application 302 
optimized request by transmitting the requested data to requests data from message bus 314 at operation 338 , and 
telemetry server 140 and / or the requesting application ( s ) application 306 requests data at operation 340 . 
( e.g. , applications 185A - 185N ) at operation 240. The hier- Reference is now made to FIG . 4A . FIG . 4A is a diagram 
archical tree associated with a network device is polled for 65 depicting operational flow 400 for optimizing data retrieval , 
the requested data at the specified paths and at the times that in accordance with an example embodiment . Operational 
are indicated by the cadences of the optimized requests . flow 400 depicts the optimization of a request 402 for 
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telemetry data from leaves L1 and L3 of path P1 and leaf Li which different embodiments may be implemented . Many 
of path P2 , which are depicted accordingly in hierarchical modifications to the depicted environment may be made . 
tree 404. This is consolidated into a request for all data from As depicted , the computer 600 includes communications 
path P1 , and a request for leaf L1 of path P2 , depicted by fabric 612 , which provides communications between com 
optimized request 406 . puter processor ( s ) 614 , memory 616 , persistent storage 618 , 

Reference is now made to FIG . 4B . FIG . 4B is a diagram communications unit 620 , and input / output ( I / O ) interface ( s ) 
depicting operational flow 450 for optimizing data retrieval , 622. Communications fabric 612 can be implemented with 
in accordance with an example embodiment . As depicted , a any architecture designed for passing data and / or control 
min - heap table 454 is utilized to find a cadence that satisfies information between processors ( such as microprocessors , 
all received requests 452. One request is for data stored in communications and network processors , etc. ) , system 
leaf Ll of path P1 every 10 units of time ( e.g. , seconds , memory , peripheral devices , and any other hardware com 
milliseconds , etc ) , another request is for data stored in leaf ponents within a system . For example , communications 
L3 of path P1 every 20 units of time , another request is for fabric 612 can be implemented with one or more buses . 
data stored in leaf L1 of path P2 every 5 units of time , and Memory 616 and persistent storage 618 are computer 
another request is for data stored in leaf Ll of path P2 every readable storage media . In the depicted embodiment , 
12 units of time . These requests can be optimized based on memory 616 includes random access memory ( RAM ) 624 
their cadences to a request for path P1 every 10 units of time , and cache memory 626. In general , memory 16 can include 
and for leaf L1 of path P2 every 5 units of time , depicted by any suitable volatile or non - volatile computer readable stor 
the optimized request 456 . 20 age media . The memory 616 may store the software instruc 

Reference is now made to FIG . 5. FIG . 5 is a block tions for telemetry module 130 , collection module 150 , 
diagram 500 depicting collection and sharing of telemetry application manager 155 , and / or administration module 180 
data from a network device , in accordance with an example in performing the operations described herein . 
embodiment . As depicted , input 505 includes requests for One or more programs may be stored in persistent storage 
data made by three different applications : a first job , Job A , 25 618 for execution by one or more of the respective computer 
requires data relating to sensor X of device 10 to be sent to processors 614 via one or more memories of memory 616 . 
a first destination ( e.g. , “ Destination1 ” ) at a cadence of 5 , a The persistent storage 618 may be a magnetic hard disk 
second job , Job B , similarly requires data to be sent to drive , a solid state hard drive , a semiconductor storage 
Destination2 at a cadence of 25 , and a third job , Job C , device , read - only memory ( ROM ) , erasable programmable 
requires data to be to Destination3 at a cadence of 43. These 30 read - only memory ( EPROM ) , flash memory , or any other 
requests are collected and optimized at 510 to output opti- computer readable storage media that is capable of storing 
mized request 515 , which requests data from sensor X of program instructions or digital information . 
device 10 at a cadence of 5. This cadence satisfies the The media used by persistent storage 618 may also be 
requirements of all three jobs , and selected such that no removable . For example , a removable hard drive may be 
more polls of device 10 are performed than is necessary ( for 35 used for persistent storage 618. Other examples include 
example , while a cadence value of three would likewise optical and magnetic disks , thumb drives , and smart cards 
satisfy all three jobs , no job actually requires data that that are inserted into a drive for transfer onto another 
frequently ) . computer readable storage medium that is also part of 

The optimized request 515 is distributed at 520 , and the persistent storage 618 . 
requested data is sent to the requesting applications via a 40 Communications unit 620 , in these examples , provides 
message bus . According to output 525 , the requested data is for communications with other data processing systems or 
distributed at intervals that are multiples of the collect devices . In these examples , communications unit 620 
cadence : data is transmitted to Destinationl at a cadence of includes one or more network interface cards . Communica 
5 , to Destination2 at a cadence of 25 , and Destination3 at a tions unit 620 may provide communications through the use 
cadence of 40 , since that is the closest value to the cadence 45 of either or both physical and wireless communications 
of 43 that still satisfies the requirements of Job C. When an links . 
output cadence ( e.g. , 43 ) cannot be performed as a multiple I / O interface ( s ) 622 allows for input and output of data 
of the optimized collect cadence ( e.g. , 5 ) , the output cadence with other devices that may be connected to computer 600 . 
may be rounded down to the nearest multiple of the opti- For example , I / O interface 622 may provide a connection to 
mized cadence ( e.g. , 43 is rounded down to 40 , which is a 50 external devices 628 such as a keyboard , keypad , a touch 
multiple of 5 ) . In other embodiments , an output cadence screen , and / or some other suitable input device . External 
may be rounded up to the nearest multiple of the optimized devices 628 can also include portable computer readable 
collect cadence ( e.g. , 43 may be rounded up to 45 ) . Alter- storage media such as , for example , thumb drives , portable 
natively , an output cadence that cannot be performed as a optical or magnetic disks , and memory cards . 
multiple of the optimized collect cadence may be rounded 55 Software and data used to practice embodiments can be 
up or rounded down , depending on whichever value is stored on such portable computer readable storage media 
nearer . For example , an output cadence of 43 would be and can be loaded onto persistent storage 618 via I / O 
rounded up to 45 , whereas an output cadence of 42 would be interface ( s ) 622. I / O interface ( s ) 622 may also connect to a 
rounded down to 40 . display 630. Display 630 provides a mechanism to display 

Reference is now made to FIG . 6. FIG . 6 is a block 60 data to a user and may be , for example , a computer monitor . 
diagram depicting components of a computer 600 suitable The programs described herein are identified based upon 
for executing the methods disclosed herein . Computer 600 the application for which they are implemented in a specific 
may implement devices 105A - 105N , telemetry server 140 , embodiment . However , it should be appreciated that any 
and / or client device 170 in accordance with embodiments particular program nomenclature herein is used merely for 
presented herein . It should be appreciated that FIG . 6 65 convenience , and thus the embodiments should not be 
provides only an illustration of one embodiment and does limited to use solely in any specific application identified 
not imply any limitations with regard to the environments in and / or implied by such nomenclature . 
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Data relating to collecting and sharing telemetry data It is to be understood that the software ( e.g. , networking 
from network devices ( e.g. , device information , telemetry software , server software , telemetry module 130 , collection 
data , application data , cadence data , etc. ) may be stored module 150 , application manager 155 , administration mod 
within any conventional or other data structures ( e.g. , files , ule 180 , etc. ) of the present embodiments may be imple 
arrays , lists , stacks , queues , records , etc. ) and may be stored 5 mented in any desired computer language and could be 
in any desired storage unit ( e.g. , database , data or other developed by one of ordinary skill in the computer arts based 
repositories , queue , etc. ) . The data transmitted between on the functional descriptions contained in the specification 
devices 105A - 105N , telemetry server 140 , and / or client and flow charts illustrated in the drawings . Further , any 
device 170 may include any desired format and arrange references herein of software performing various functions 
ment , and may include any quantity of any types of fields of 10 generally refer to computer systems or processors perform 

ing those functions under software control . The computer any size to store the data . The definition and data model for 
any datasets may indicate the overall structure in systems of the present embodiments may alternatively be desired any 
fashion ( e.g. , computer - related languages , graphical repre implemented by any type of hardware and / or other process 

ing circuitry . 
sentation , listing , etc. ) . The various functions of the computer or other processing Data relating to collecting and sharing telemetry data systems may be distributed in any manner among any 
from network devices ( e.g. , device information , telemetry number of software and / or hardware modules or units , 
data , application data , cadence data , etc. ) may include any processing or computer systems and / or circuitry , where the 
information provided to , or generated by , devices 105A- computer or processing systems may be disposed locally or 
105N , telemetry server 140 , and / or client device 170. Data 20 remotely of each other and communicate via any suitable 
relating to collecting and sharing telemetry data from net- communications medium ( e.g. , LAN , WAN , Intranet , Inter 
work devices may include any desired format and arrange- net , hardwire , modem connection , wireless , etc. ) . For 
ment , and may include any quantity of any types of fields of example , the functions of the present embodiments may be 
any size to store any desired data . The data relating to distributed in any manner among the various end - user / client 
collecting and sharing telemetry data from network devices 25 and server systems , and / or any other intermediary process 
may include any data collected about entities by any col- ing devices . The software and / or algorithms described above 
lection means , any combination of collected information , and illustrated in the flow charts may be modified in any 
and any information derived from analyzing collected infor- manner that accomplishes the functions described herein . In 
mation . addition , the functions in the flow charts or description may 

The present embodiments may employ any number of any 30 be performed in any order that accomplishes a desired 
type of user interface ( e.g. , representational state transfer operation . 
( REST ) application programming interfaces ( API ) , Graphi- The software of the present embodiments ( e.g. , network 
cal User Interface ( GUI ) , command - line , prompt , etc. ) for ing ftware , server software , telemetry module 130 , col 
obtaining or providing information ( e.g. , data related to lection module 150 , application manager 155 , administra 
collecting and sharing telemetry data from network devices ) 35 tion module 180 , etc. ) may be available on a non - transitory 
where the interface may include any information arranged in computer useable medium ( e.g. , magnetic or optical medi 
any fashion . The interface may include any number of any ums , magneto - optic mediums , floppy diskettes , CD - ROM , 
types of input or actuation mechanisms ( e.g. , REST APIs , DVD , memory devices , etc. ) of a stationary or portable 
buttons , icons , fields , boxes , links , etc. ) disposed at any program product apparatus or device for use with stand 
locations to enter / display information and initiate desired 40 alone systems or systems connected by a network or other 
actions via any suitable input devices ( e.g. , mouse , key- communications medium . 
board , etc. ) . The interface screens may suitable Computer readable program instructions for carrying out 
actuators ( e.g. , links , tabs , etc. ) to navigate between the operations of the present embodiments may be assembler 
screens in any fashion . instructions , instruction - set - architecture ( ISA ) instructions , 

It will be appreciated that the embodiments described 45 machine instructions , machine dependent instructions , 
above and illustrated in the drawings represent only a few of microcode , firmware instructions , state - setting data , con 
the many ways of providing path and cadence optimization figuration data for integrated circuitry , or either source code 
for efficient data collection from devices . or object code written in any combination of one or more 

The environment of the present embodiments may include programming languages , including an object oriented pro 
any number of computer or other processing systems ( e.g. , 50 gramming language such as Python , C ++ , or the like , and 
client or end - user systems , server systems , etc. ) and data- procedural programming languages , such as the “ C ” pro 
bases or other repositories arranged in any desired fashion , gramming language or similar programming languages . The 
where the present embodiments may be applied to any computer readable program instructions may execute 
desired type of computing environment ( e.g. , cloud com- entirely on the user's computer , partly on the user's com 
puting , client - server , network computing , mainframe , stand- 55 puter , as a stand - alone software package , partly on the user's 
alone systems , etc. ) . The computer or other processing computer and partly on a remote computer or entirely on the 
systems employed by the present embodiments may be remote computer or server . In the latter scenario , the remote 
implemented by any number of any personal or other type of computer may be connected to the user's computer through 
computer or processing system ( e.g. , desktop , laptop , PDA , any type of network , including a local area network ( LAN ) 
mobile devices , etc. ) , and may include any commercially 60 or a wide area network ( WAN ) , or the connection may be 
available operating system and any combination of com- made to an external computer ( for example , through the 
mercially available and custom software ( e.g. , networking Internet using an Internet Service Provider ) . In some 
software , server software , telemetry module 130 , collection embodiments , electronic circuitry including , for example , 
module 150 , application manager 155 , administration mod- programmable logic circuitry , field - programmable gate 
ule 180 , etc. ) . These systems may include any types of 65 arrays ( FPGA ) , or programmable logic arrays ( PLA ) may 
monitors and input devices ( e.g. , keyboard , mouse , voice execute the computer readable program instructions by 
recognition , etc. ) to enter and / or view information . utilizing state information of the computer readable program 

include any 
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instructions to personalize the electronic circuitry , in order to The computer readable storage medium can be a tangible 
perform aspects of the presented embodiments . device that can retain and store instructions for use by an 

The communication network may be implemented by any instruction execution device . The computer readable storage 
number of any type of communications network ( e.g. , LAN , medium may be , for example , but is not limited to , an 
WAN , Internet , Intranet , VPN , etc. ) . The computer or other 5 electronic storage device , a magnetic storage device , an 
processing systems of the present embodiments may include optical storage device , an electromagnetic storage device , a 
any conventional or other communications devices to com semiconductor storage device , or any suitable combination 
municate over the network via any conventional or other of the foregoing . A non - exhaustive list of more specific 
protocols . The computer or other processing systems may examples of the computer readable storage medium includes 
utilize any type of connection ( e.g. , wired , wireless , etc. ) for 10 the following : a portable computer diskette , a hard disk , 

RAM , ROM , an erasable programmable read - only memory access to the network . Local communication media may be 
implemented by any suitable communication media ( e.g. , ( EPROM or Flash memory ) , a static random access memory 

( SRAM ) , a portable compact disc read - only memory ( CD local area network ( LAN ) , hardwire , wireless link , Intranet , ROM ) , a digital versatile disk ( DVD ) , a memory stick , a etc. ) . 15 floppy disk , a mechanically encoded device such as punch The system may employ any number of any conventional cards or raised structures in a groove having instructions 
or other databases , data stores or storage structures ( e.g. , recorded thereon , and any suitable combination of the fore 
files , databases , data structures , data or other repositories , going . A computer readable storage medium , as used herein , 
etc. ) to store information ( e.g. , data relating to collecting and is not to be construed as being transitory signals per se , such 
sharing telemetry data from network devices ) . The database 20 as radio waves or other freely propagating electromagnetic 
system may be implemented by any number of any conven- waves , electromagnetic waves propagating through a wave 
tional or other databases , data stores or storage structures guide or other transmission media ( e.g. , light pulses passing 
( e.g. , files , databases , data structures , data or other reposi- through a fiber optic cable ) , or electrical signals transmitted 
tories , etc. ) to store information ( e.g. , data relating to col- through a wire . 
lecting and sharing telemetry data from network devices ) . 25 Computer readable program instructions described herein 
The database system may be included within or coupled to can be downloaded to respective computing / processing 
the server and / or client systems . The database systems devices from a computer readable storage medium or to an 
and / or storage structures may be remote from or local to the external computer or external storage device via a network , 
computer or other processing systems , and may store any for example , the Internet , a local area network , a wide area 
desired data ( e.g. , data relating to collecting and sharing 30 network and / or a wireless network . The network may com 
telemetry data from network devices ) . prise copper transmission cables , optical transmission fibers , 

The corresponding structures , materials , acts , and equiva- wireless transmission , routers , firewalls , switches , gateway 
lents of all means or step plus function elements in the computers and / or edge servers . A network adapter card or 
claims below are intended to include any structure , material , network interface in each computing / processing device 
or act for performing the function in combination with other 35 receives computer readable program instructions from the 
claimed elements as specifically claimed . The description of network and forwards the computer readable program 
the present embodiments has been presented for purposes of instructions for storage in a computer readable storage 
illustration and description , but is not intended to be exhaus- medium within the respective computing / processing device . 
tive or limited to the present embodiments in the form Aspects of the present embodiments are described herein 
disclosed . Many modifications and variations will be appar- 40 with reference to flowchart illustrations and / or block dia 
ent to those of ordinary skill in the art without departing grams of methods , apparatus ( systems ) , and computer pro 
from the scope and spirit of the presented embodiments . The gram products according to presented embodiments . It will 
embodiment was chosen and described in order to best be understood that each block of the flowchart illustrations 
explain the principles of the presented embodiments and the and / or block diagrams , and combinations of blocks in the 
practical application , and to enable others of ordinary skill 45 flowchart illustrations and / or block diagrams , can be imple 
in the art to understand various embodiments with various mented by computer readable program instructions . 
modifications as are suited to the particular use contem- These computer readable program instructions may be 
plated . provided to a processor of a general purpose computer , 

The descriptions of the various embodiments of the special purpose computer , or other programmable data pro 
present embodiments have been presented for purposes of 50 cessing apparatus to produce a machine , such that the 
illustration , but are not intended to be exhaustive or limited instructions , which execute via the processor of the com 
to the embodiments disclosed . Many modifications and puter or other programmable data processing apparatus , 
variations will be apparent to those of ordinary skill in the create means for implementing the functions / acts specified 
art without departing from the scope and spirit of the in the flowchart and / or block diagram block or blocks . These 
described embodiments . The terminology used herein was 55 computer readable program instructions may also be stored 
chosen to best explain the principles of the embodiments , the in a computer readable storage medium that can direct a 
practical application or technical improvement over tech- computer , a programmable data processing apparatus , and / 
nologies found in the marketplace , or to enable others of or other devices to function in a particular manner , such that 
ordinary skill in the art to understand the embodiments the computer readable storage medium having instructions 
disclosed herein . 60 stored therein comprises an article of manufacture including 

The embodiments presented may be in various forms , instructions which implement aspects of the function / act 
such as a system , a method , and / or a computer program specified in the flowchart and / or block diagram block or 
product at any possible technical detail level of integration . blocks . 
The computer program product may include a computer The computer readable program instructions may also be 
readable storage medium ( or media ) having computer read- 65 loaded onto a computer , other programmable data process 
able program instructions thereon for causing a processor to ing apparatus , or other device to cause a series of operational 
carry out aspects of the presented embodiments . steps to be performed on the computer , other programmable 
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apparatus or other device to produce a computer imple- for execution by at least one of the one or more computer 
mented process , such that the instructions which execute on processors , that when executed by the one or more computer 
the computer , other programmable apparatus , or other processors , cause the one or more computer processors to : 
device implement the functions / acts specified in the flow- receive a plurality of requests , from one or more applica 
chart and / or block diagram block or blocks . 5 tions , for telemetry data that is stored in a hierarchical tree 

The flowchart and block diagrams in the figures illustrate comprising a plurality of nodes , wherein the telemetry data 
the architecture , functionality , and operation of possible indicates an operational status and performance of a device , 
implementations of systems , methods , and computer pro- wherein each request includes a cadence indicating a times 
gram products according to various presented embodiments . pan at which the request repeats , and wherein each request 
In this regard , each block in the flowchart or block diagrams 10 specifies a path in the hierarchical tree where a requested 
may represent a module , segment , or portion of instructions , portion of the telemetry data is stored ; process the plurality 
which comprises one or more executable instructions for of requests to produce an optimized set of requests by 
implementing the specified logical function ( s ) . In some merging any two or more requests whose paths indicate 
alternative implementations , the functions noted in the portions of data that share a common parent node in the 
blocks may occur out of the order noted in the figures . For 15 hierarchical tree , wherein a merged request is assigned a 
example , two blocks shown in succession may , in fact , be cadence corresponding to a shortest cadence among the two 
executed substantially concurrently , or the blocks may or more requests ; and poll the hierarchical tree according to 
sometimes be executed in the reverse order , depending upon the optimized set of requests to satisfy the plurality of 
the functionality involved . It will also be noted that each requests . 
block of the block diagrams and / or flowchart illustration , 20 In another form , one or more non - transitory computer 
and combinations of blocks in the block diagrams and / or readable storage media are provided that are encoded with 
flowchart illustration , can be implemented by special pur- instructions that , when executed by one or more processors , 
pose hardware - based systems that perform the specified cause the one or more processors to : receive a plurality of 
functions or acts or carry out combinations of special requests , from one or more applications , for telemetry data 
purpose hardware and computer instructions . 25 that is stored in a hierarchical tree comprising a plurality of 

In one form , a computer - implemented method is provided nodes , wherein the telemetry data indicates an operational 
comprising : receiving a plurality of requests , from one or status and performance of a device , wherein each request 
more applications , for telemetry data that is stored in a includes a cadence indicating a timespan at which the 
hierarchical tree comprising a plurality of nodes , wherein the request repeats , and wherein each request specifies a path in 
telemetry data indicates an operational status and perfor- 30 the hierarchical tree where a requested portion of the telem 
mance of a device , wherein each request includes a cadence etry data is stored ; process the plurality of requests to 
indicating a timespan at which the request repeats , and produce an optimized set of requests by merging any two or 
wherein each request specifies a path in the hierarchical tree more requests whose paths indicate portions of data that 
where a requested portion of the telemetry data is stored , share a common parent node in the hierarchical tree , wherein 
processing the plurality of requests to produce an optimized 35 a merged request is assigned a cadence corresponding to a 
set of requests by merging any two or more requests whose shortest cadence among the two or more requests ; and poll 
paths indicate portions of data that share a common parent the hierarchical tree according to the optimized set of 
node in the hierarchical tree , wherein a merged request is requests to satisfy the plurality of requests . 
assigned a cadence corresponding to a shortest cadence The descriptions of the various embodiments have been 
among the two or more requests , and polling the hierarchical 40 presented for purposes of illustration , but are not intended to 
tree according to the optimized set of requests to satisfy the be exhaustive or limited to the embodiments disclosed . 
plurality of requests . Many modifications and variations will be apparent to those 

In another form , the computer - implemented method fur- of ordinary skill in the art without departing from the scope 
ther includes : receiving an updated plurality of requests and spirit of the described embodiments . The terminology 
differing in one or more of : the portions of the telemetry data 45 used herein was chosen to best explain the principles of the 
being requested , and the cadence of one or more requests , embodiments , the practical application or technical 
and updating the optimized set of requests based on the improvement over technologies found in the marketplace , or 
updated plurality of requests . to enable others of ordinary skill in the art to understand the 

In another form the telemetry data is formatted according embodiments disclosed herein . 
to a Yet Another Next Generation ( YANG ) data model , and 50 
wherein the telemetry data is stored in the hierarchical tree What is claimed is : 
according to prefixes of the telemetry data . In another form , 1. A method for collecting and sharing telemetry data , the 
the telemetry data is converted to a Yet Another Next method comprising : 
Generation ( YANG ) data model prior to storing the telem- receiving a plurality of requests , from one or more appli 
etry data in the hierarchical tree . cations , for telemetry data that is stored in a hierarchi 

In one form , polling the hierarchical tree according to a cal tree representation comprising a plurality of nodes , 
merged request comprises collecting data from all child wherein the telemetry data indicates an operational 
nodes of the common parent node . status and performance of a device , wherein each 

In another form , the plurality of requests are received request includes a cadence indicating a timespan at 
from one or more applications . which the request repeats , and wherein each request 

In one form , the hierarchical tree comprises management specifies a path in the hierarchical tree representation 
information base ( MIB ) descriptions of network objects . where a requested portion of the telemetry data is 

In another form , an apparatus is provided comprising : a stored ; 
communication interface configured to enable network com- processing the plurality of requests to produce an opti 
munications ; one or more computer processors ; one or more 65 mized set of requests by merging any two or more 
computer readable storage media ; program instructions requests whose paths indicate portions of data that 
stored on the one or more computer readable storage media share a common parent node in the hierarchical tree 
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representation , wherein a merged request is assigned a 10. The apparatus of claim 8 , wherein the program 
cadence corresponding to a shortest cadence among the instructions further cause the one or more computer proces 
two or more requests ; and sors to : 

polling the hierarchical tree representation according to receive an updated plurality of requests differing in one or 
the optimized set of requests to satisfy the plurality of 5 more of : the portions of the telemetry data being 
requests . requested , and the cadence of one or more requests ; and 

2. The method of claim 1 , wherein the telemetry data is update the optimized set of requests based on the updated 
formatted according to a Yet Another Next Generation plurality of requests . 
( YANG ) data model , and wherein the telemetry data is 11. The apparatus of claim 8 , wherein the program 
stored in the hierarchical tree representation according to instructions to poll the hierarchical tree representation 
prefixes of the telemetry data . according to a merged request cause the one or more 

3. The method of claim 1 , further comprising : computer processors to collect data from all child nodes of 
receiving an updated plurality of requests differing in one the common parent node . 

or more of : the portions of the telemetry data being 12. The apparatus of claim 8 , wherein the plurality of 
requested , and the cadence of one or more requests ; and requests are received from one or more applications . 

updating the optimized set of requests based on the 13. The apparatus of claim 8 , wherein the telemetry data 
updated plurality of requests . is converted to a Yet Another Next Generation ( YANG ) data 

4. The method of claim 1 , wherein polling the hierarchical model prior to storing the telemetry data in the hierarchical 
tree representation according to a merged request comprises 20 tree representation . 
collecting data from all child nodes of the common parent 14. The apparatus of claim 8 , wherein the hierarchical tree 
node . representation comprises management information base 

5. The method of claim 1 , wherein the plurality of ( MIB ) descriptions of network objects . 
requests are received from one or more applications . 15. One or more non - transitory computer readable storage 

6. The method of claim 1 , wherein the telemetry data is 25 media encoded with instructions that , when executed by one 
converted to a Yet Another Next Generation ( YANG ) data or more computer processors , cause the one or more com 
model prior to storing the telemetry data in the hierarchical puter processors to : 
tree representation . receive a plurality of requests , from one or more appli 

7. The method of claim 1 , wherein the hierarchical tree cations , for telemetry data that is stored in a hierarchi 
representation comprises management information base cal tree representation comprising a plurality of nodes , 
( MIB ) descriptions of network objects . wherein the telemetry data indicates an operational 

8. An apparatus comprising : status and performance of a device , wherein each 
a communication interface configured to enable network request includes a cadence indicating a timespan at 

communications ; which the request repeats , and wherein each request 
one or more computer processors ; specifies a path in the hierarchical tree representation 
one or more computer readable storage media ; where a requested portion of the telemetry data is 
program instructions stored on the one or more computer stored ; 

readable storage media for execution by at least one of process the plurality of requests to produce an optimized 
the one or more computer processors , that when set of requests by merging any two or more requests 
executed by the one or more computer processors , whose paths indicate portions of data that share a 
cause the one or more computer processors to : common parent node in the hierarchical tree represen 

receive a plurality of requests , from one or more appli- tation , wherein a merged request is assigned a cadence 
cations , for telemetry data that is stored in a hierarchi- corresponding to a shortest cadence among the two or 
cal tree representation comprising a plurality of nodes , 45 more requests ; and 
wherein the telemetry data indicates an operational poll the hierarchical tree representation according to the 
status and performance of a device , wherein each optimized set of requests to satisfy the plurality of 
request includes a cadence indicating a timespan at requests . 
which the request repeats , and wherein each request 16. The one or more non - transitory computer readable 
specifies a path in the hierarchical tree representation 50 storage media of claim 15 , wherein the telemetry data is 
where a requested portion of the telemetry data is formatted according to a Yet Another Next Generation 
stored ; ( YANG ) data model , and wherein the telemetry data is 

process the plurality of requests to produce an optimized stored in the hierarchical tree representation according to 
set of requests by merging any two or more requests prefixes of the telemetry data . 
whose paths indicate portions of data that share a 55 17. The one or more non - transitory computer readable 
common parent node in the hierarchical tree represen- storage media of claim 15 , wherein the instructions further 
tation , wherein a merged request is assigned a cadence cause the one or more computer processors to : 
corresponding to a shortest cadence among the two or receive an updated plurality of requests differing in one or 
more requests ; and more of the portions of the telemetry data being 

poll the hierarchical tree representation according to the 60 requested , and the cadence of one or more requests ; and 
optimized set of requests to satisfy the plurality of update the optimized set of requests based on the updated 
requests . plurality of requests . 

9. The apparatus of claim 8 , wherein the telemetry data is 18. The one or more non - transitory computer readable 
formatted according to a Yet Another Next Generation storage media of claim 15 , wherein the instructions to poll 
( YANG ) data model , and wherein the telemetry data is 65 the hierarchical tree representation according to a merged 
stored in the hierarchical tree representation according to request cause the one or more computer processors to collect 
prefixes of the telemetry data . data from all child nodes of the common parent node . 
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19. The one or more non - transitory computer readable 

storage media of claim 15 , wherein the plurality of requests 
are received from one or more applications . 

20. The one or more non - transitory computer readable 
storage media of claim 15 , wherein the telemetry data is 5 
converted to a Yet Another Next Generation ( YANG ) data 
model prior to storing the telemetry data in the hierarchical 
tree representation . 


