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(57) Abrégé/Abstract:

Techniques are described for tracking intruders of a monitored property by the unique identifying characteristics or "digital
fingerprints" of electronic devices carried by the intruders. A system detects an alarm event at a monitored property based on
output from at least one sensor located at the monitored property. In response to detecting the alarm event at the monitored
property, the system initiates a process to gather electronic identifiers for mobile electronic devices located within the monitored
property at a time corresponding to the detected alarm event. The system determines electronic identifiers for the mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm event. The system stores in electronic
storage, information indicating the determined electronic identifiers for the mobile electronic devices located within the monitored
property at a time corresponding to the detected alarm event.
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(57) Abstract: Techniques are described for tracking intruders of a monitored property by the unique identifying characteristics or
"digital fingerprints" of electronic devices carried by the intruders. A system detects an alarm event at a monitored property based on
output from at least one sensor located at the monitored property. In response to detecting the alarm event at the monitored property,
the system initiates a process to gather electronic identifiers for mobile electronic devices located within the monitored property at a
time corresponding to the detected alarm event. The system determines electronic identifiers for the mobile electronic devices loc-
ated within the monitored property at a time corresponding to the detected alarm event. The system stores in electronic storage, in -
formation indicating the determined electronic identifiers for the mobile electronic devices located within the monitored property at
a time corresponding to the detected alarm event.
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5 DIGITAL FINGERPRINT TRACKING
CROSS-REFERENCE TO RELATED APPLICATION
Tlus application clauns the benefit of U.S. Provisional Application No. 627098 282,
filed December 30, 2014, and titled “Digital Flngerprind Tracking
10

TECHNICAL FIELD

Tlus disclosure relates fo scennty systems.

BACKGROUND
Many peoplo cquip homes and businesses with alarm systems to provide mereased
13 sceurity for their homes and businesses. Law enforceraent may utilize video recording data
retrieved from cameras within bomes and businesses monitored by alarm systems as evidence

when proseeuting accused perpeuatoss,

SUMMARY
Techniques are deseribed for tracking muruders of a monitored property by the unigque
20 dentifving charactenstics or “digiial fingerprints™ of electromie devices carned by the
istruders.
fmplementations of the described techniques may include hardware, a method or
process implemented at feast partially inchardware, or a computer-readable storage medium
cncoded with executable instructions that, when excecuted by a processor, perform operations.
23 The operations may include detechng an alanm event at a monitored property based
o output trom at least one sensor focated at the monttored propesty and in response to
detecting the alurm event at the montored properly, timtating a process to gather clectronic
identifiers for mobile eloctronic devices located within the monitored property at a tinie
comesponding to the detected alar event. Additional operations may include, based on the
30 process to pather electronic identifiers for mobile electronic devices located within the
momored property al a tiwe of the detected alanm event, determiming clectrome dentifiers
for the mobile clectronic devices located within the monitored property at a time
correspondmy to the detected atarm event and storing, i electronic storage, mtonmation

indicating the determined electronie identifiers for the mobile electrome devices lacated
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within the monitored property at a time corresponding to the detected alarm event.
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Implementations may include one or more of the following features. For example,
detenmining clectronic identifiers for the mobile electronic devices located within the
monitored property at a time corresponding to the detected alarm event may include
transmitiing, by a device detector located at the monitored property and through a wireless
communication protocol, a request for responses from mobile electronic devices at the
moniiored propertv, where cach response includes the slectronic identifier for the mobile
clectromic device that received the request. In another example, determining clectronic
wdentifiors for the mohile eloctronic doviees located within the momtored property at a time
corresponding to the detected alarm ovent may include accessing stored information
mdicating clectronic identifiers for mobile electronic devices detected within the monttored
property before the alarm event was detected. In yet ancther exampie, the electronic
identifiers melude media access control (MAC) addresses. In still ancther example, detecting
an alarm cvent at a monitored property based on outpiet from at lcast one sensor located at the
monitored property may include detecting a security breach at the monitored property based
on output from a door sensor that mdicates a door 1s opened when a securnity system is armed.
In another instance, operations may include detemmining, from among multiple types of alarm
events, a type of the detected alarm event, based on the determined type of the detected alarm
event, selecting, from among multiple electronic device detection procedures, an electronic
device detection procedure appropriate for the determinced tyvpe of the detected alarm event,
and execuiimg the selected electronic device detection procedure.

In yet another instance, the type of the detected alarm event may include a fire event
and the electromc device detection procedures mcludes determining known mobile electronic
devices within the monitored property and providing an alert that indicates the known mobile
clectronic devices determined to be within the monttored property. In still another mstance,
the type of the detected alarm event includes a security breach event and the electronic device
detection procedures includes determining unknown mobile clectronic dovices within the
monttored property and providing an alert that indicates the unknown mobilc cloctronic
devices determined 1o be within the monitored property. In another example, the process to
gather electronic identifiers for mobile electronic devices located within the monitored
property at a time corresponding to the detected alarm event imcludes deternuning a location,
within the mounitored property, that is associated with the alarm cvent, identifving a device
detector located closest or within a threshold distance of the location that 1s associated with

the alarm event, triggering the identified device detector to transmit a request for responses
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from mobile electronic devices at the monitored property, receiving the responses from the
mobile electronic devices at the monitored property, and extracting, from each response, an
electronic identifier for the mobile electronic device that provided the response. In yet another
example, the operations include evaluating the determined electronic identifiers for the mobile
electronic devices located within the monitored property at a time corresponding to the
detected alarm event against one or more rules, based on the evaluation, determining an alarm
response for the alarm event that is appropriate for the mobile electronic devices located
within the monitored property at a time corresponding to the detected alarm event, and
handling the detected alarm event based on the determined alarm response for the alarm event
that is appropriate for the mobile electronic devices located within the monitored property at a
time corresponding to the detected alarm event. In still another example, determining an alarm
response for the alarm event that is appropriate for the mobile electronic devices located
within the monitored property at a time corresponding to the detected alarm event includes in
response to determining the mobile electronic devices include an unknown mobile electronic
device, determining an alarm response corresponding to detection of an unknown mobile
electronic device. In another example, the operations include determining that an electronic
identifier received corresponds to an electronic identifier of a mobile electronic device known
for the monitored property, identifying a user associated with the mobile electronic device
known for the monitored property, identifying an alarm response corresponding to the user
associated with the mobile electronic device known for the monitored property, and triggering
the identified alarm response corresponding to the user associated with the mobile electronic

device known for the monitored property.

According to one aspect of the present invention, there is provided a computer-
implemented method comprising: detecting an alarm event at a monitored property based on
output from at least one sensor located at the monitored property; in response to detecting the
alarm event at the monitored property, initiating a process to gather electronic identifiers for
mobile electronic devices located within the monitored property at a time corresponding to the
detected alarm event; based on the process to gather electronic identifiers for mobile
electronic devices located within the monitored property at a time of the detected alarm event,

determining electronic identifiers for the mobile electronic devices located within the

3
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monitored property at a time corresponding to the detected alarm event including transmitting,
by a device detector located at the monitored property and through a wireless communication
protocol, a request for responses from mobile electronic devices at the monitored property,
wherein each response includes the electronic identifier for the mobile electronic device that
received the request; storing, in electronic storage, information indicating the determined
electronic identifiers for the mobile electronic devices located within the monitored property
at a time corresponding to the detected alarm event; evaluating the determined electronic
identifiers for the mobile electronic devices located within the monitored property at a time
corresponding to the detected alarm event against one or more rules; based on the evaluation,
determining an alarm response for the alarm event that is appropriate for the mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm
event; and handling the detected alarm event based on the determined alarm response for the
alarm event that is appropriate for the mobile electronic devices located within the monitored

property at a time corresponding to the detected alarm event.

According to another aspect of the present invention, there is provided a
system comprising: one or more computers; and one or more storage devices storing
instructions that are operable, when executed by the one or more computers, to cause the one
or more computers to perform operations comprising: detecting an alarm event at a monitored
property based on output from at least one sensor located at the monitored property; in
response to detecting the alarm event at the monitored property, initiating a process to gather
electronic identifiers for mobile electronic devices located within the monitored property at a
time corresponding to the detected alarm event; based on the process to gather electronic
identifiers for mobile electronic devices located within the monitored property at a time of the
detected alarm event, determining electronic identifiers for the mobile electronic devices
located within the monitored property at a time corresponding to the detected alarm event
including transmitting, by a device detector located at the monitored property and through a
wireless communication protocol, a request for responses from mobile electronic devices at
the monitored property, wherein each response includes the electronic identifier for the mobile
electronic device that received the request; storing, in electronic storage, information

indicating the determined electronic identifiers for the mobile electronic devices located

3a
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within the monitored property at a time corresponding to the detected alarm event; evaluating
the determined electronic identifiers for the mobile electronic devices located within the
monitored property at a time corresponding to the detected alarm event against one or more
rules; based on the evaluation, determining an alarm response for the alarm event that is
appropriate for the mobile electronic devices located within the monitored property at a time
corresponding to the detected alarm event; and handling the detected alarm event based on the
determined alarm response for the alarm event that is appropriate for the mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm

event.

According to another aspect, there is provided a computer-implemented method
comprising: detecting an alarm event at a monitored property based on output from at least
one sensor located at the monitored property; in response to detecting the alarm event at the
monitored property, initiating a process to gather electronic identifiers for mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm
event; determining, from among multiple types of alarm events, a type of the detected alarm
event; based on the determined type of the detected alarm event, selecting, from among
multiple electronic device detection procedures, an electronic device detection procedure
appropriate for the determined type of the detected alarm event; executing the selected
electronic device detection procedure; based on execution of the selected electronic device
detection procedure, determining electronic identifiers for the mobile electronic devices
located within the monitored property at a time corresponding to the detected alarm event; and
storing, in electronic storage, information indicating the determined electronic identifiers for
the mobile electronic devices located within the monitored property at a time corresponding to

the detected alarm event.

According to another aspect, there is provided a computer-implemented method
comprising: detecting an alarm event at a monitored property based on output from at least
one sensor located at the monitored property; in response to detecting the alarm event at the
monitored property, initiating a process to gather electronic identifiers for mobile electronic

devices located within the monitored property at a time corresponding to the detected alarm

3b
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event; based on the process to gather electronic identifiers for mobile electronic devices
located within the monitored property at a time of the detected alarm event, determining
electronic identifiers for the mobile electronic devices located within the monitored property
at a time corresponding to the detected alarm event; and storing, in electronic storage,
information indicating the determined electronic identifiers for the mobile electronic devices
located within the monitored property at a time corresponding to the detected alarm event,
wherein the process to gather electronic identifiers for mobile electronic devices located
within the monitored property at a time corresponding to the detected alarm event comprises:
determining a location, within the monitored property, that is associated with the alarm event;
identifying a device detector located closest or within a threshold distance of the location that
is associated with the alarm event; triggering the identified device detector to transmit a
request for responses from mobile electronic devices at the monitored property; receiving the
responses from the mobile electronic devices at the monitored property; and extracting, from
each response, an electronic identifier for the mobile electronic device that provided the

response.

According to yet another aspect, there is provided a computer-implemented method
comprising: detecting an alarm event at a monitored property based on output from at least
one sensor located at the monitored property; in response to detecting the alarm event at the
monitored property, initiating a process to gather electronic identifiers for mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm
event; based on the process to gather electronic identifiers for mobile electronic devices
located within the monitored property at a time of the detected alarm event, determining
electronic identifiers for the mobile electronic devices located within the monitored property
at a time corresponding to the detected alarm event; storing, in electronic storage, information
indicating the determined electronic identifiers for the mobile electronic devices located
within the monitored property at a time corresponding to the detected alarm event;
determining that an electronic identifier received corresponds to an electronic identifier of a
mobile electronic device known for the monitored property; identifying a user associated with
the mobile electronic device known for the monitored property; identifying an alarm response

corresponding to the user associated with the mobile electronic device known for the

3¢
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monitored property; and triggering the identified alarm response corresponding to the user

associated with the mobile electronic device known for the monitored property.

According to a further aspect, there is provided a system comprising: one or more
computers; and one or more storage devices storing instructions that are operable, when
executed by the one or more computers, to cause the one or more computers to perform
operations comprising: detecting an alarm event at a monitored property based on output from
at least one sensor located at the monitored property; in response to detecting the alarm event
at the monitored property, initiating a process to gather electronic identifiers for mobile
electronic devices located within the monitored property at a time corresponding to the
detected alarm event; determining, from among multiple types of alarm events, a type of the
detected alarm event; based on the determined type of the detected alarm event, selecting,
from among multiple electronic device detection procedures, an electronic device detection
procedure appropriate for the determined type of the detected alarm event; executing the
selected electronic device detection procedure; based on execution of the selected electronic
device detection procedure, determining electronic identifiers for the mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm
event; and storing, in electronic storage, information indicating the determined electronic
identifiers for the mobile electronic devices located within the monitored property at a time

corresponding to the detected alarm event.

According to another aspect, there is provided a system comprising: one or more
computers; and one or more storage devices storing instructions that are operable, when
executed by the one or more computers, to cause the one or more computers to perform
operations comprising: detecting an alarm event at a monitored property based on output from
at least one sensor located at the monitored property; in response to detecting the alarm event
at the monitored property, initiating a process to gather electronic identifiers for mobile
electronic devices located within the monitored property at a time corresponding to the
detected alarm event; based on the process to gather electronic identifiers for mobile
electronic devices located within the monitored property at a time of the detected alarm event,

determining electronic identifiers for the mobile electronic devices located within the

3d
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monitored property at a time corresponding to the detected alarm event; and storing, in
electronic storage, information indicating the determined electronic identifiers for the mobile
electronic devices located within the monitored property at a time corresponding to the
detected alarm event, wherein the process to gather electronic identifiers for mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm
event comprises: determining a location, within the monitored property, that is associated with
the alarm event; identifying a device detector located closest or within a threshold distance of
the location that is associated with the alarm event; triggering the identified device detector to
transmit a request for responses from mobile electronic devices at the monitored property;
receiving the responses from the mobile electronic devices at the monitored property; and
extracting, from each response, an electronic identifier for the mobile electronic device that

provided the response.

According to another aspect, there is provided a system comprising: one or more
computers; and one or more storage devices storing instructions that are operable, when
executed by the one or more computers, to cause the one or more computers to perform
operations comprising: detecting an alarm event at a monitored property based on output from
at least one sensor located at the monitored property; in response to detecting the alarm event
at the monitored property, initiating a process to gather electronic identifiers for mobile
electronic devices located within the monitored property at a time corresponding to the
detected alarm event; based on the process to gather electronic identifiers for mobile
electronic devices located within the monitored property at a time of the detected alarm event,
determining electronic identifiers for the mobile electronic devices located within the
monitored property at a time corresponding to the detected alarm event; storing, in electronic
storage, information indicating the determined electronic identifiers for the mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm
event; determining that an electronic identifier received corresponds to an electronic identifier
of a mobile electronic device known for the monitored property; identifying a user associated
with the mobile electronic device known for the monitored property; identifying an alarm

response corresponding to the user associated with the mobile electronic device known for the

3e
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monitored property; and triggering the identified alarm response corresponding to the user

associated with the mobile electronic device known for the monitored property.

According to another aspect, there is provided a computer-implemented method
comprising: detecting an event at a monitored property based on output from at least one
sensor located at the monitored property; selecting, from among a plurality of device detection
procedures, a device detection procedure according to the detected event; in response to
selecting the device detection procedure according to the detected event, determining
electronic identifiers for mobile electronic devices located within the monitored property at a
time corresponding to the detected event; obtaining a list of known electronic identifiers for
mobile electronic devices known for the monitored property; comparing the determined
electronic identifiers for mobile electronic devices located within the monitored property at a
time corresponding to the detected event to the list of known electronic identifiers for mobile
electronic devices known for the monitored property; based on comparison results,
determining that at least one of the determined electronic identifiers for mobile electronic
devices located within the monitored property at a time corresponding to the detected event is
a non-matching electronic identifier unknown for the monitored property; and based on the
determination that at least one of the determined electronic identifiers for mobile electronic
devices located within the monitored property at a time corresponding to the detected event is
a non-matching electronic identifier unknown for the monitored property, triggering a
response for an unknown mobile electronic device according to the device detection

procedure selected from among the plurality of device detection procedures.

According to another aspect, there is provided a system comprising: one or more
computers; and one or more storage devices storing instructions that are operable, when
executed by the one or more computers, to cause the one or more computers to perform
operations comprising: detecting an event at a monitored property based on output from at
least one sensor located at the monitored property; selecting, from among a plurality of device
detection procedures, a device detection procedure according to the detected event; in
response to selecting the device detection procedure according to the detected event,

determining electronic identifiers for mobile electronic devices located within the monitored

3f
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property at a time corresponding to the detected event; and obtaining a list of known
electronic identifiers for mobile electronic devices known for the monitored property;
comparing the determined electronic identifiers for mobile electronic devices located within
the monitored property at a time corresponding to the detected event to the list of known
electronic identifiers for mobile electronic devices known for the monitored property; based
on comparison results, determining that at least one of the determined electronic identifiers for
mobile electronic devices located within the monitored property at a time corresponding to the
detected event is a non-matching electronic identifier unknown for the monitored property;
and based on the determination that at least one of the determined electronic identifiers for
mobile electronic devices located within the monitored property at a time corresponding to the
detected event is a non-matching electronic identifier unknown for the monitored property,
triggering a response for an unknown mobile electronic device according to the device

detection procedure selected from among the plurality of device detection procedures.

According to another aspect, there is provided a non-transitory computer-readable
storage medium comprising instructions, which, when executed by one or more computers,
cause the one or more computers to perform operations comprising: detecting an event at a
monitored property based on output from at least one sensor located at the monitored
property; selecting, from among a plurality of device detection procedures, a device detection
procedure according to the detected event; in response to selecting the device detection
procedure according to the detected event, determining electronic identifiers for mobile
electronic devices located within the monitored property at a time corresponding to the
detected event; and obtaining a list of known electronic identifiers for mobile electronic
devices known for the monitored property; comparing the determined electronic identifiers for
mobile electronic devices located within the monitored property at a time corresponding to the
detected event to the list of known electronic identifiers for mobile electronic devices known
for the monitored property; based on comparison results, determining that at least one of the
determined electronic identifiers for mobile electronic devices located within the monitored
property at a time corresponding to the detected event is a non-matching electronic identifier
unknown for the monitored property; and based on the determination that at least one of the

determined electronic identifiers for mobile electronic devices located within the monitored

3g
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property at a time corresponding to the detected event is a non-matching electronic identifier
unknown for the monitored property, triggering a response for an unknown mobile electronic
device according to the device detection procedure selected from among the plurality of

device detection procedures.

According to another aspect, there is provided a computer-implemented method
comprising: monitoring, by a server, mobile electronic device identifiers comprising media
access control (MAC) addresses associated with mobile electronic devices present within a
monitored property; receiving, by the server and from one or more sensors in the monitored
property, system data for the monitored property; generating, by the server, a profile for the
monitored property based on the monitored mobile electronic device identifiers and the
monitored system data, the profile comprising data indicative of one or more MAC addresses
associated with mobile electronic devices that are detected in the monitored property equal to
or more than a threshold number of times during a particular time period; determining, based
on the profile, whether a particular MAC address of a particular device detected during the
particular time period corresponds to the one or more MAC addresses associated with mobile
electronic devices that are detected in the monitored property equal to or more than the
threshold number of times during the particular time period; and in response to determining
that the particular MAC address of the particular device detected during the particular time
period does not correspond to the one or more MAC addresses associated with mobile
electronic devices that are detected in the monitored property equal to or more than the
threshold number of times during the particular time period, transmitting an alert message to a
device of a user associated with the monitored property, the alert message comprising data

indicative of the particular MAC address and the particular time period.

According to another aspect, there is provided a system comprising: one or more
computers; and one or more storage devices storing instructions that are operable, when
executed by the one or more computers, to cause the one or more computers to perform
operations comprising: monitoring mobile electronic device identifiers comprising media
access control (MAC) addresses associated with mobile electronic devices present within a

monitored property; receiving, from one or more sensors in the monitored property, system

3h
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data for the monitored property; generating a profile for the monitored property based on the
monitored mobile electronic device identifiers and the monitored system data, the profile
comprising data indicative of one or more MAC addresses associated with mobile electronic
devices that are detected in the monitored property equal to or more than a threshold number
of times during a particular time period; determining, based on the profile, whether a
particular MAC address of a particular device detected during the particular time period
corresponds to the one or more MAC addresses associated with mobile electronic devices that
are detected in the monitored property equal to or more than the threshold number of times
during the particular time period; and in response to determining that the particular MAC
address of the particular device detected during the particular time period does not correspond
to the one or more MAC addresses associated with mobile electronic devices that are detected
in the monitored property equal to or more than the threshold number of times during the
particular time period, transmitting an alert message to a device of a user associated with the
monitored property, the alert message comprising data indicative of the particular MAC

address and the particular time period.

According to another aspect, there is provided a computer-implemented method
comprising: detecting, using a sensor of a wireless monitoring network, an event at a property
monitored by the wireless monitoring network; determining, by a processor of the wireless
monitoring network, a location associated with the event; identifying, by the processor, a
device detector that has a location corresponding to the location associated with the event;
controlling the device detector to transmit one or more requests to one or more mobile
electronic devices within the property; receiving one or more response messages from the one
or more mobile electronic devices, respectively; extracting, by the processor and from the one
or more response messages, device identifications associated with the one or more mobile
electronic devices; and determining, by the processor, that one of the extracted device
identifications associated with the one or more mobile electronic devices is likely a device of

an intruder.

According to another aspect, there is provided a system comprising: one or more

computers; and one or more storage devices storing instructions that are operable, when
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executed by the one or more computers, to cause the one or more computers to perform
operations comprising: detecting, using a sensor of a wireless monitoring network, an event at
a property monitored by the wireless monitoring network; determining a location associated
with the event; identifying a device detector that has a location corresponding to the location
associated with the event; controlling the device detector to transmit one or more requests to
one or more mobile electronic devices within the property; receiving one or more response
messages from the one or more mobile electronic devices, respectively; extracting, from the
one or more response messages, device identifications associated with the one or more mobile
electronic devices; and determining that one of the extracted device identifications associated

with the one or more mobile electronic devices is likely a device of an intruder.

According to another aspect, there is provided a non-transitory computer-readable
storage medium comprising executable instructions, which, when executed by one or more
computers, cause the one or more computers to perform operations comprising: detecting,
using a sensor of a wireless monitoring network, an event at a property monitored by the
wireless monitoring network; determining a location associated with the event; identifying a
device detector that has a location corresponding to the location associated with the event;
controlling the device detector to transmit one or more requests to one or more mobile
electronic devices within the property; receiving one or more response messages from the one
or more mobile electronic devices, respectively; extracting, from the one or more response
messages, device identifications associated with the one or more mobile electronic devices;
and determining that one of the extracted device identifications associated with the one or

more mobile electronic devices is likely a device of an intruder.

The details of one or more implementations are set forth in the accompanying
drawings and the description below. Other features will be apparent from the description and

drawings.

DESCRIPTION OF DRAWINGS

FIGS. 1,3,5,7,9, 11, 13, and 14 illustrate example systems.

3

Date Regue/Date Received 2020-09-30



84023692

FIGS. 2,4, 6, 8, 10, and 12 illustrate flowcharts of example processes.

DETAILED DESCRIPTION

Techniques are described for tracking intruders of a monitored property by the

unique identifying characteristics or "digital fingerprints" of their electronic devices. The
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monitoring system at a monitored property may detect an alarm cvent, and based on the
detection of the alamm event, may attempt to collect and record information about clectronic
devices that are within the monitored property during the detected alarm event. Electronic
devices have one or more 1dentifying characteristics that are umaue to each device. The
monitoring system may record any identifying charactenistics of the devices within the
16 monitored property during the alarm ovent.  The montioring system may alse record any
clectronic fransmissions that onginate from, or are fransferred to, the electronic devices
within the monitored property. The recorded identtving characteristics and clectronic
transmissions may be used to identify the devices that were present during the alarm event at
the monitored property and this mformation may potentially be used to identify an intruder.
13 FIG | iHuostrates an example of an electronic system 100 configured fo provide
surveillance and reporting of a monitored property. The electronic svstem 100 includes a
network 1035, a monitor control unit 110, one or more user devices 140, 150, a monitoring
application server 160, and one or more electronic device detector(s) 162, Tn some examples,
the network 103 facihitates communications between the momtor conirol unit 110, the one or
20 more user devices 140, 150, the monttoring application server 160, and the one or more
clectronic device detector(s) 162,
The network 105 15 configured to enable exchange of electronic communications
between devices connceted o the network 105, For example, the network 105 may be

configured to enable exchange of clectronic communications between the monitor control

o]
(4]

umit {10, the one or more user devices 140, 150, the monitoring application server 160, and
the one or more electronic device detector(s) 162, The ngtwork 105 may include, for
example, one or more of the [nternet, Wide Arca Networks (WANg), Local Area Networks
{LLANs), analog or digital wired and wireless telephone networks (¢.g., a public switched
elephone network (PSTN), Integrated Services Digital Network (ISDN), a cellular network,
30 and Dagital Subscriber Line (BSL)), radio, television, eable, satellite, or any other delivery or
tooncling mochanism for carrving data. Network 105 may include multiple nctworks or sub-
networks, each of which may include, for example, a wired or wireless data pathway. The
network 1G5 may include a circuit-switched network, a packet-switched data network, or any

other network able to carry electronic communications {.g.. data or voice communications).

3

;
A

For e¢xample, the network 105 may include networks based on the Internet protocol (1P},
asynchronous transfer mode (ATM), the PSTN, packet-switched networks based on TP, X .25,

or Frame Relay, or other comparable technologies and may support voice using, for example,
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VolP, or other comparable protocols used for voice communications. The network 105 may
include one or more networks that include wireless data channels and wireless voice
channels. The network 103 may be a wirsless network, a broadband network, or a
combination of networks including a wireless network and a broadband network.

The monitor control vnit 110 includes a controlier 112 and a network module 114,
The controller 117 is configured to control a monitoring system {¢.g., 2 home alarm or
securtty system) that includes the monitor control unit 110, In some examples, the controifer
112 may include a processor, or other control circutry, configured to oxceute mstructions of
a program that controls operation of an alarm svstem. In these examples, the controller 112
may be configured to receive mput from sensors, detectors, or other devices included n the
afarm system and control operations of devices incladed in the alarm system or other
houschold devices {e.g., a thermostat, an appliance, lights, ¢tc.). For example, the controller
112 may be configured to control operation of the network module 114 mcluded i the
monitor control unit 110

The network module 114 is a comnnumication device configured to exchange
communications over the network 105, The network module 114 may be a wircless
comumunication module configured to exchange wireless communications over the network
105, For example, the network module 114 may be a wircless commumcation device
configurcd to exchange communications over 2 wircless data channel and a wircless voice
channel. In this exaraple, the network module 114 may transmit alarm data over a wircless
data channel and establish a two-way voice communication session over a wireless voice
channegl. The wireless commumcation device may mclude one or more of a GSM module, a
radic modem, cellular ransmission module, or any type of module configured to exchange
communications m onc of the following formats: GSM or GPRS, CDMA, EDGE or EGPRS,
EV-DO or EVDQ, UMTS, or 1P

The one or meore clectronie device detectors 162 are clectronic dovices that are
contigured to identify unique characteuistics of clectronic devicos within the monitorcd
property.  The one or more electronic device detectors raay be one or more electronic
devices that are capable of communicating with other clectronic devices by various wireless
protocols, such as wifi, Bluetooth, Bluetooth LE, zwave, zigbee, RFID, Near Field
Communication, or another short-range wireless communication protocol. For example, an
clectronic device detector may be a digital video recorder (DVR) with Bluetooth capabsiity.

The BVR may attempt to communicate with electronic devices that are within the DVR’s
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Bluctooth range and have Bluctooth capability. In some umplementations, the one or more
clectronic device detectors 162 are standalone devices that detect characteristics of electronic
devices and communicate with one or more components of the monttoring system. In
addition, the one or more electronic device detectors 162 may be inchuded in one or more
components of the monitoring system. For instance, the monttor control unit 110 may be
able to communicate over a short-range wircless communication protocol (c.g., Wi-Fior
Bluetooth LE) and may scrve as one of the one or more electronic deviee detectors 162,

The moniforing svstem may melude onc or more sensors. For example, the
monitoring system may include multiple sensors 120, The sensors 120 may mclude a contact
sensor, a motion sensor, a glass break sensor, or any other tvpe of sensor mcluded m an alarm
system or secarity system, The sensors 120 also may mclude an environmental sensor, such
as a temperature sensor, a water SCnsor, a rain sensor, a wind sensor, 3 light sensor, a smoke
detector, a carbon monoxide detector, an air quality sensor, etc. Some of the sensors may be
configured to detect slectronic devices within the monitored property, and in these examples,
the sensors may function as electronic device detectors. The sensors may conmunicate with
the electronic devices and may retrieve unique dentifying information from the electronic
devices when communication is established between the electronie device and the sensor.
The sensors 120 may also melude Wi-Fi sensors, Bluetooth sensors, RFID sensors, etc.

The monitor control unit 110 commumicates with the modale 122 and the camcera 130
to pertorm surveillance or monitoring. The module 122 1s connected to one or more lighting
systems and 1s configured to control operation of the one or more hghting systems. The
modaole 122 may control the one or more highting svstems based on commands received from
the monitor control unit 110, The sensors 120, the module 122, and the camera 130
comnumicate with the controller 112 over communication finks 124, 126, and 128. The
communication links 124, 126, and 128 may include a wired or wireless data pathway
configured to transmit signals from the sensors 120, the module 122, and the camera 130 ©
the controfler 112, The sonsors 1240, the module 122, and the camera 130 may continuously
transmit sensed values to the controller 112, pertodically transnut sensed values o the
controller 112, or transnut sensed values to the controlier 112 in response to a change in a
sensed valie. The communication link 128 over which the camera 130 and the controller 112
communicate rmay include a local network., The camera 130 and the controller 112 may
exchange images and commands over the local network. The local network may include

802.11 “Wi-T17 wireless Ethernet (e.g., using low-power Wi-Fi chipsets), Z-Wave, Zighee,
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Bluetooth, “Homeplug” or other “Powerline” networks that operate over AC wiring, and a
Catcgory 5 (CAT3) or Category 6 {CAT6) wired Lthemet network.

The monitoring application server 160 is an electronic device configured to provide
moniionng services by exchanging electronic communications with the montor control unit
110, and the onc or more user devices 140, 150 over the network 105, For example, the
monioring application server 160 may be configured to monitor events {¢.g., alarm events)
generated by the monutor control unit 110, T this example, the montioring application server
160 may cxchange clectronic commumications with the network module 114 included in the
monitor control unit 110 to recetve information regarding eveunts {¢.g., alarm events) detected
by the monitor control unit 110, The monitorig application server 160 also may receive
mformation regarding events (e.g., alarm events) from the one or more user devices 140, 150

The one or more user devices 140, 150 are devices that host and display user
mterfaces. For instance, the user device 140 15 a mobile device that hosts one or more native
applications {¢.g., the native surveillance application 142). The userdevice 140 mavbea
cellular phone or a non-cellalar locally networked device with a display. The user device 140
may include a cell phone, a smart phone, a tablet PC, a personal digital assistant (“PDA”), or
any other portable device configured to communicate over a network and display
mformation. For example, implementations may also include Blackberry-type devices {e.g.,
as provided by Rescarch in Motion}, clcctronic orgamzers, iPhonc-type deviccs {c.g., as
provided by Apple), iPod devices (e.g.. as provided by Apple} or other portable music
plavers, other communication devices, and handheld or portable clectronic devices for
gaming, communications, and/or data orgamization. The user device 140 may perform
functions unrelated to the monttoring system, such as placing personal tclephone calls,
playving music, playing video, displaving pictures, browsing the Intomet, maintaining an
electronic calendar, etc.

The user device 140 meludes a native surveillance application 142, The native
survetllance application 142 refors to a sottware/frmware program runnig on the
corresponding mobile device that enables the user interface and features describe
throughout. The uscr device 140 may load or install the native surveillance application 142
based on data received over a network or data received from local media. The native
surveillance application 142 runs on mobile devices platforms, such as tPhone, 1Pod touch,

Blackberry, Google Android, Windows Mobile, ete. The native surveillance application 142
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enables the user device 146 to receive notifications and electronic device information from
the monitoring systent.

The user device 1530 may be a general-purpose compuier {e.g., a desktop personal
computer, a workstation, or a laptop computer) that is configured to communicate with the
monitoring apphication server 160 and/or the monitor control ungt 110 over the network 105,
The user device 150 may be configured to display a surveillance monitoring user interface
152 that 15 generated by the user device 150 or generated by the monitoring application server
160. For example, the user dovice 130 may be configured to display a user interfacc (c.g., a
web page) provided by the monttoring application server 160 that enables a user to perceive
images captured by the camera 130 and/or reports related to the momitoring system.
Although FIG. | dlustrates two user devices for brevity, actual implementations may include
more {and, perhaps, many more) or fewer user devices.

in some implementations, the one or more user devices 140, 150 communicate with
and receive monitoring system data from the monitor control unit 110 using the
communication hink 138, For mstance, the one or more user devices 140, 150 may
communicate with the monitor control unit 110 using various local wircless protocols such as
Wi-Fi, Bluetooth, zwave, zigbee, HomePlug {cthemet over powerline), or wired proiocols
such as Ethernet and USB, to connect the one or more user devices 140, 150 to local secunity
and automation cquipment. The onc or more user devices 140, 150 may connect locally to
the monitoring system and its sensors and other devices. The local connection may unprove
the speed of status and control communications becanse communicating through the network
105 with a remote server {e.g., the monitoring application server 160) may be significantly
slower.

in some umplementations, the monitoring system may be configured to detect one or
more electronic devices within the monitored property during an alarm eveni. The monitor
control unit 110 may dotect an alarm cvent at the monitored property.  The monitor control
unit 10 may then trigger the one or more ¢lectronic deviee detectors 162 to attempt to
communicate with any glectronic devices within the momnitored property.  For example, the
monitor control anit 110 may detect a security breach, and based on the detection of the
security breach, the monitor controd unit 110 may trigger the one or more electronic device
detectors to attempt to communicate with any electronic devices within the monitored

property.

e ]
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in some implementations, the monitor control unit 110 may determine whether to
trigger the one or mare clectronic device detectors based on the type of alarm event. For
example, the monitor control unit 110 may determine not to tngger the one or more electronic
devices when the alarm event s a fire alarm event. The monitor control wnmit 110 may
determine a subset of one or more electronic device detectors 162 within the montiored
16 property that should be trigzered based on the location of the security breach. For example,
the monitor control unit 110 may determine to trigger the one or more electronic detectors
that arc within a pre-detornuncd distance from the one or more sensors that tnggered the
alarm event.
In some implementations, the monitoring system may be configured to capture video
15 recordings of the monitored property during an alarm event. The monitor control unit 110
may detect an alarm event at the monitored property, and may trigger one or More camera
units 130 1o begin capturmg video recordings of the arca swrrounding the ong or more
cameras. For example, an intruder may enter a monitored property and trigger a security
breach alarm event. In this example, the monitor control unit 110 may tnigger the onc or
20 more clectronic device detectors to attempt to communicate with the clectronic devices
within the monitored property, and simultancously, trigger the one or more camera unis 1o
record video of the monitored property. The monitor control unmit 110 may ingger the one or
more camera units that arc within a pre-determined distance from the onc or more sensors

that triggered the alarm cvent to caphure video recording data. In addition, the montior

o]
(4]

controt unit 110 may trigger the one or more camera units that are within a pre-determimned
distance from the one or more electronic device detectors 162 that have detected an elecironic
device to capture video recording data. In some examples, the monitor controf unit 110 may
trigger the one or more camera units to capture still images of the monitored property.

In some implementations, the one or more ¢lectronic device detectors may be
30 clectromic deoviees configured to communicate with other clectromie devices. In these
implcmentations, cach of the onc or more clectronic devices may be configured to
communicate with other electronic devices by a type of electronic signal. For example, a
wireless router may be configured to communicate with Wi-Fi enabled electronic devices

within the monitored property, and a DYR may be configured to communicate with

3

;
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Bluetooth enabled devices within the monitored property. In some implementations, the
sensors 120 may act as electronic device detectors. The one or more sensors may have the

ability to communicate through one or more different wireless protocols. For example, the
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one or more sensors may be configured to communicate through Wi-Fi, Bluetooth, radio
frequency signals, or any other suitable electronic comumunication protocol. The monitored
property may be equipped with a plurality of electronic sensors that are mounted throughout
the property. The monitor control vmit 110 may communicate with the one or more electromc
device detectors 162 over the network 105 In some examples, where the sensors act as
clectronic device detectors, the monitor control unit 110 may communicate via the
communication hink 124

In some implementations, an alarm cvent may be tniggered by an mtrader entoring the
monitored property. For example, an intrader may enter a monitored property and trigger a
security breach alarm event. The security breach alarm event may be triggered by a sensor
detecting an intruder at the monitored property. The trader may have one or more
clectronic devices in his/her possession on entry to the monitored property. For example, the
mtruder may have in hus/her possession, a smart phone, a wearable sports band, a car key fob,
an RFID fob, or other type of electronic device that communicates wirelessly and has
identifying charactenistics. The monitor control unit 110 of the monitoring system may
trigger the one or more electronic devics detectors 162 {o atterpt to cornmunicate with any
clectronic devices within the monitored property. The monitor control ungt 110 may store a
tist of known electronic devices o its memory. The list of known electronic devices may
mclude the one or more clectronie devices 140, 150 that arc associated with the monitorcd
property. The list of known clectronic devices may include the clectronic devices maintained
within the property, for example, a wireless router, a DVR, a desktop computer, a laptop
computer, a tablet computer, an Intemet television receiver, a game console, a Bluetooth
radic, etc. The list of known devices also may inchide other electronic devices associated
with uscrs of the monitored property, such as smart phones, sport bands, car key fobs, cte.
The list of known devices may mclude the one or more electronic device detectors within the
monitored property and the one or more other cleetronic devices or components of the
monitoring systen:. Fhe list of known clectronic devices associated with the monitored
property may inchude the name of the device, the manufacturer’s wdentification number, and
any electronic data that s specific to cach dovice. In some examples, the hist of known
clectronic devices associated with a monmtored property may be maintained on a server or in
cloud storage.

In some implementations, the hist of known electronie devices may be modified by an

authorized user associated with the monitored property. The authorized user may have the
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ability to identify an electronic device as known or unknown. The authorized user may
access the surveillance application on hus or her mobile device and vy indicate whethera
device should be considered as known or unknown. In some implementations, the
monioring system may monitor the clectronic devices that connect to the Wi-Fi network
within the montored property to determine whether a device 1s known or unknown. In these
implemernations, the authonzed user may receive a nottfication from the monitor control unit
116 enquinng whether an identified device should be registered as a known device or not,
The authorized uscr may reapond to the notification, and the list of known devices can be
updated based on the authorized user response. For example, a friend of a user may visit the
monitored property and join the Wi-Fi network on histher smart phone. In this case, the
authorized user may receive a notification asking whether the friend’s smart phone should be
added to the list of known electronic devices, and based on the authorized user’s approval,
the smart phone device may be added to the list. In some mplementations, the list of known
devices 1s avtomatically updated by the monitoring systern. The monitor control umit 110
may remove devices from the known electronic device hist if the electromie device has not
connected to the Wi-Fi network of the monitored property within a user set tune period. For
example, the monitor control unit 110 may remove devices from the list of known electronic
devices if the device has not connected to the Wi-Fi network of the monitored property
within the past two weeks. In some implomentations, the list of known clectronte dovices
may be restricted o devices used and owned by users of the monitored property.

In some implementations, when the monttor control anit 119 triggers the one or more
clectronic device detectors to attempt to communicate with the one or more electronic
devices within the monitored property, the one or more electronic device detectors do not
attempt to communicate with any electronic device that is maintained on the hist of known
clectronic devices. The one or more electronic device detectors may attempt to communicate
with any clectronic dovices that are within the momitored property and are not on the list of
known clectronie doviees.

In some implementations, the intruder may enter the monttored property with a Wi-Fi
enabled electronic device, for example, a smart phone, a Wi-Fi communicator, an 1Pod, Nike
sports band, or a Wi-Fi radio, etc. The monitor control unut 110 of the monitoring svstem
may trigger the one or more glectronic device detectors to attempt Yo communicate with any
clectronic devices within the monitored property. At least one of the one or more electronie

device defectors may be a Wi-Ti enabled device that is configured to be treated as a trusted
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Wi-Fi network by electronic devices within its Wi-Fi network zone. This electronic device
detector nay mclude software that is configured to spoof the Service Set Identifier (551D} of
the trusted wireless networks that are saved to an electronic device. When the mtruder’s Wi-
Fi enabled electronic device enters the monitored property and o the range of the Wi-Fi
network, the Wi-Fi enabled electronic device automatically attempts to communicate with the
available Wi-Fi network., The Wi-Fi enabled electronic device will connect to the Wi-Fi
network when the electronic device detector mimics the SSID of one of the known Wi-Fi
nctworks alrcady saved on the intruder’s Wi-Fi enabled clectronic devies. For example, the
mtrader may enter the monitored property with a Wi-Fi enabled smart phone. The electronic
device detector may mitiate communication with the imtruder’s smart phone, receive a unigue
wdentifier or MAC address of the intruder’s smart phone, and storg the unigue identifier or
MAC address of the intruder’s smast phone. The electronic device detector also may retrieve
and store all the data that is communicated between the Wi-Fi network and the intruder’s Wi-
Fi enabled electronic device. The umque identifier and the data communicated may be stored
at the eleciromce device detector, or may be stored on a server or in cloud storage associated
with the monitored property. The intruder’'s Wi-Fi ¢nabled clectronic device will remain
connected to the network until the device moves out of the range of the network,

In some gnplementations, the monitored property may mclude a secunty panel, the
sceurity pancl may be ased by the user to arm and disarm the scourity svstem within the
monitored property. The security panel may be a Wi-Fi enabled clectronic device and may
act as an electronic device detector for Wi-Fi enabled electronic devices.

In some implementations, the miroder may enier the monitored property with a
Bluctooth enabled electronic device, for example, a smart phone, 3 Blugtooth radio, a head
sct, cte. The monitor control wit 110 may trigger the one or more electronic device detectors
to attempt to comumunicaie with anv electronic devices within the momitored property. At
lcast onc of the one or more cleetronic device detectors may be a Bluctooth enabled dovice.
When the intruder enters the momtored property and the intruder’s Bluctooth cnabled
clectronic device enters the range of a Bluetooth enabled electronic device detector, the
clectrome device detector sends out radio signals requesting a response from the electronic
devices within its range, mchuding the intruder’s Bluetooth enabled electronic device. The
clectronic device detector may include software that is configured to automate the cloning of
a Bluetooth device name, class, and/or address that is saved to a Bluetooth capable electronic

device. The electronic device detector may send radio signals to the intruder’s Bluetooth
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enabled electronic device, and the mtruder’s device may connect avtomatically to the cloned
Blustooth connection. The electronic device detector software mav alse be configured to
clone the entifving information of the intruder’s electronic device, such as the Bluetooth
MAC address. The electronic device detector may store the device information and any
information that 1s exchanged over the Bluctooth connection as long as the Bluetooth enabled
16 device s within the range of the Bluetooth network.

In some implementations, the monttored property may be equipped with one or more
clectromce device detectors and cach cloctronic device detector may be configured to
communicate through one type of wireless protocol. For example, a wireless router that acts
as an electronic device detector may be configured to only communicate with Wi-Fi enabled

15 electronic devices. For example, the monitored property may inchide one or more sensors
that act as electronic device detectors. In this example, a subset of the sensors are configured
to communicate with RFID devices, a second subset of the sensors are configured to
communicate with Wi-Fi enabled devices, and a third subset is configured to communicate
with Bluetooth enabled devices,

20 in some implementations, the one or more electronic device detectors are configured

to communicate through more than one type of wircless protocol. For example, the one or
more elecironic device detectors may be configured to commumicate with both Wi-F1 and

Bluctooth cnabled deviees. The one or more cloctronic deviee detectors may be configurcd

1o attempt to communicare with the electronic devices within the monitored property using

o]
(4]

one type of wircless protocol at a time. In these implementations, the one or more clectronic
device detectors may attempt to communicate with the electronic deviees based on a wireless
protocol ranked list. For example, the one or more electronic device detectors may attempt to
communicate via Bluctooth first, then Wi-Fi communication, then radic frequency, then
mfrared, and so on. In some examples, the one or more electronic deteciors may atiempt to
30 commumcaic with the clectronic dovices within the monitored property via Wi-Fi
communication first. The onc or more clectronic device detectors may attcmapt to
communicate with one or more unknown devices until identifving data unique to the
unknown devices are obtaned. For example, the one or more electronic device detectors may

atterapt to communicate with an unknown device by Bluetooth, and, if the unknown device is

3

;
A

not Bluctooth enabled, no idengifving mformation would be gathered from the unknown
device. The one or more electromce device detectors may then atiempt to communicate with

the unknown device by Wi-Ti, and, if the electronic device 1s Wi-F1 enabled, it may join the

13



CA 02972721 2017-06-28

WO 2016/109683 PCT/US2015/068089

A

Wi-Fi connection. The unique identifying information from the unkaown electronic device

may be stored on a server or in cloud storage associated with the monitored property.

In some implementations, the monitor control umt 110 may detect an alarm event, for
cxample, a secorily breach event. The monitor control snit 110 may send a notification fo the
mobile device of an authorized user associated with the monitored property. The notification
16 may wclude a request for the monitor control unit to trigger the clectronic device detectors 1o

start attemphing to commumnicate with the one or more electronic devices within the momiored
property. The authorized user may respond o the request, and bascd on the uscr’s rosponsce,
the mounitor control unit may trigger the electronic device detectors to start attempting to
retrieve wdentifying mformation from the electronic devices within the momtored property.

15 Insome examples, the monitor control anit 110 may trigger the electronic device detectors to
start retrieving identifving information when a response to the notification is not received
within a set time penod. For example, the monitor control unit 110 may trigger the clectronic
devices to start retrieving information if a response is not received within two minutes, The
set time period for response o the notification may be a user set time period. An authonzed

20 user mav aceess the native surveillance application from a mobile device to set the time

period for response to the notification.

In some tmplementations, the one or more electronic device detectors at the
moniforing property arc constantly retricving identifving information from clectronie dovices

within the monitored property. In these implementaticns, the one or more electronic device

o]
(4]

detectors may be constantly attempting to communicate with clectronic devices within the
monitored property. The electronic device detectors may generate a list of known electronic
devices associated with the monitored property and may have the list maintained in s
memory. The list of known electronic devices may also include any identifying data that is
unigue to the electronic device. The list of known electronic devices may mclude the

30 clectronic devices mamtained within the property, for example, a wircless router, a DVR, a
desktop compuicr, a laptop computor, a tablet computor, an Intomnct television receiver, a
game console, a Bluetooth radio, etc. The list of known devices may also include other
clectronic devices associated with users of the monitored property, such as smart phones,

sport bands, car key fobs, etc. The hist of known electronic devices may be maintained on a
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server or in cloud storage associated with the monitoring svsicn.
In some examples, the one or more electronic device detectors 162 passively monttor

for information from electronic devices located within the property. In these examples, the
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one or more clectronic device detectors 162 listen for communications originating from

clectronic devices located within the property and record any useful information from

communications received as part of the listening. The nseful information may include any
type of mformation that assists in identifying the electronic device that onginated the
communication.

10 In some implementations, the one or more electronic device detectors 162 actively
request mformation from electronic devices located within the property. In these
mnplomentations, the onc or more clectronic device detectors 162 mitiate communications o
clectronic devices located within the property and attenmpt to get electronic devices located
within the property to respond. For instance, the one or more electronic device detectors 162

I35 may send requests to establish a communication session with other electronic devices and
then monitor for responses to the requests. The reguests may be broadeasts of availability of
anctwork {e.g.. a Wi-Fi network) or invitations to establish a direct connection (e g.. a
Bluetooth pairing request). The one or more electronic device detoctors 162 may analyze and
store infonmation received in response to the request in an attempt to obtain identifving

20 mformation for the device responding to the request. I no identifving nformation is

received, the one or more electronic device detectors 162 may actively send additional

requests for identifying information from the detected electronic devices.
Although the onc or more clectrome deviee detectors 162 may be triggered 1n

response to an alarm cvent as described above, the one or more clectronic device detectors

o]
(4]

162 also may be configured to continuously {or periodically) track wdentifying information or
“digital fingerprints” of devices located within the property. In this regard, the one or more
clectronic device detectors 162 may passively or actively monitor for electronic devices and
record any identifying information received from detected devices ina log. The monitor
control unit 110 may send the data in the log to the momtoring application server 160 in
30 responsce to an alarm ovent or roquest by a user.

in some implementations, a log of cloctronic dovice mformation may be analyzed to
determine certain information about the monitored property. For instance, the log of
clectronc device information may be compared against electronic device identifiers detected

during an alanm event in an attempt to determine whether the electronic devices detected
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during the alarm event have been o the monitored property previously and when thev were in
the monitored property. [fthe comparison reveals that one or more of the electronic deviees
detected during the alarm event were previously in the property, a report may be generated to

13
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show when the one or more electronic devices were in the property, which may be useful in
identifying ao intruder.
fn some examples, the log of electronic device information may be used for alerting
during monitoring electronic devices that enter the property. In these examples, electromce
devices that have entered the property may be compared against the log to determine whether
16 the clectronic devices have been present before in a legitimate capacity. If not, an alert may
be provided to a user. For instance, the user mav contract a maid service to clean his or her
home. In this mstance, when the typical sct of maids enters the property to clean, an alert is
not provided because the log would include the electronic devices used by the typical set of
matids during a past cleaning. However, if a new maid or a different set of maids enters the
15 property, the user may be alerted because the electromie devices of the new maid or the
different set of maids are new to the property. In this regard, the user may be alerted to a new
mdividual i his or her home and may take any action the user deems appropriate.
In addition, the log mav be used to provide information to the user about the
mdivideals i the property. For example, the log may be used to report to the user the
20 number of devices at the property (e.g., number of unknown devices). In this exarple, the
user mav determine whether unauthorized use of the property is taking place, such as a child
throwing an unauthorized party at the property reflected by a relatively large number of
cloctronic deviees at the property. Also, the log may be used to indicate which user deviecs

arc at the property at a given time. For mstance, the user may request information on who is

o]
(4]

currently at the property and the fog may be consulted to detect which of the known mobile
devices are located in the property (e 2., dad and son are home, daughter 1s not home).

FIGS. 2,4, 6, 8, 10, and 12 dlustrate flowcharts of example processes. The operations
of the example processes are described generallv as bemg performed by the svstem 100, The
operations of the example processes may be performed by one of the components of the
30 aystem 100 (c.g., the momtor control unit 110, the monitoring application scrver 160, cte) or
may be performed by any combination of the components of the system 100, {n somge
implementations, operations of the example processes may be performed by one or more
processors incladed 1n one or more eloctronic devices.

FIG. 2 illustrates an example process 200 for storing information mdicating electronic

3

;
A

wdentifiers for mobile clectronic devices determined to be v a monitored property. The
system 100 detects an alarm event at a monitored property (210). The system 100 may detect
the alarm event based on output from at least one sensor located at the monitored property.

-
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For exarmple, the monitor control unit 110 may determine that an alarm event type of secuarity
breach has occurred because the security system was set to armed, a door sensor provided an
output to the monitor control unit 110 indicating that a door was opened, and the security
system was not disarmed within one minute of the door opening. In another example, the
monitor control unit 110 may determing that a fire alarm event has been detected based on
determining that a smoke sensor bas provided an output to the monitor control unit 110 that
mdicates that a level of smoke 15 above a threshold corresponding with a fire within the
monitored property.

In response to detecting the alarm event at the monitored property, the system 100
mitiates a process to gather electronic identifiers for mobile electronic devices located within
the monitored property at a time corresponding to the detected alarm event (220). For
example, in response to detecting an alarm event, the monitor control unit 110 may instruct
the electronic device detector 162 to wirclessly broadcast a request for clectronic ideatificrs
from all mobile electronic devices within the monitored property. As described above n
refation to FIG. 1, the electronic device detector 162 may use various wireless protocols, such
as wifi, Bhetooth, Bluetooth LE, zwave, zighee, RFID, Near Field Communication, or
another short-range wireless communication protocol to request electronic identifiers, and
may spoof a trusted wireless network or trusted device so that electronic devices within the
property may wdentify themselves. In some mimplementations, the monitoring application
server 160 may provide updates regarding trusted networks or trusted devices that the
clectromc device detector 162 may spoof using the updates.

Additionally or alternatively, in inttiating a process to gather electronic identifiers, the
monitor control vnit 110 may send a notification to the mobile device of an authorized user
associated with the monitored property. The notification may mclude a request for the
monitor control unit 1o trigger the clectronic device detectors to start attempting to
communicaic with the one or more clocironic dovices within the monitored property. The
authorized uscr may respond to the request, and bascd on the user’s response, the monitor
control umt may trigger the electronic device detectors to start attempting to retrieve
dentifying information from the electronic devices within the monitored property. In some
examples, the monitor control unit 110 may trigger the electronic device detectors to start
retrigving identifving information when a response to the notification is not received within a
set time period. For example, the monittor controf umit 110 may trigger the clectronic devices

to start refrieving information if a response is not received within two minutes. The set time
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period for response to the notification may be a user set time period. An authorized user may
access the native surveillance application from a mobile device to set the time period for
response o the notification.

In another example, the one or more electronic device detectors at the montiorning
property may constantly retricve identifying mformation from electronic devices within the
10 monitored property and in response o detecting an alarm cvent, the monitor control unit 110

may aceess a pre-existing log of clectromc identifiers detected within the momitored property
or a most recent hist of clectronic identificrs detected within the monitored property. The
monitor control unit 110 mayv access a log of electronic identifiers for mobile electronic
devices detected within the monitored property and select a subset of the electronic identifiers
I3 based on a time correspondimg to the detected alarm event, e.g., selecting the electronic
identifiers that were detected in response to most recent request for electronic identifiers or
sclecting the clectronic identificrs that were detected within the last five minutes, selecting
the electronic identificrs that were detected within the past thirty minutes, etc.
The system 100 determines electronic wdentifiers for the mobile clectronic devices
20 located within the monttored property (230). For example, the monttor control unit 110 may
receive responses from mobile electronic devices located within the monitored property,
where the response from each mobile electronic devics includes an electronic identifier for
the mobile clectronic device, and may extract the clectronie identificrs for the mobilc

clectronic devices from the responscs. In another example, the nonitor control unit 110 may

o]
(4]

determine the electronic wdentifiers, from the log of clectronic wdentifiers for molnle
clectronic devices previously detected within the monitored property, for mobile electronie
devices detected in the monttored property at a time that correspond 1o the detected alarm
cvent.

The system 100 stores information mdicating the determined electronic identificrs for
30 tho mobile clectronie devices (240). For example, the monitor control unit 110 may genorate
a report that indicates cloctronic identificrs for mobile clectronie devices located within the
monitored property at a tme corresponding 1o the detected alarm event. The report may
indicate the type of alarm event and the clectronic identifiers. In ancther example, the

monitor control vnit 110 may add the determined ¢lectronic wlentifiers for the mobile
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clectronic devices detected within the monitored property 1o the log of clectronic identifiers.
FIG. 3 illustrates an example system 300 for storing information indicating electronic

identifiers for mobhile electronic devices located within a monitored propertv 310, The

18



CA 02972721 2017-06-28

WO 2016/109683 PCT/US2015/068089

A

monitor control unit 110 may receive one or more outputs from the sensors 120 in the
monitored property 310 and in response, detect an alarm event. For example, the monitor
control unit 110 may receive an ouiput from a window sensor that indicates that a window
was opencd, receive an output from a motion sensor near the window that indicates that
motion was detected witlun the monitored property 310, determine that the securnity system 18
10 armed, and in response, determine that an alarm event type of security breach is detected.

In response o detecting the alamm event, the monitor control unit 110 may nitiate a
process to gather clectronie identificrs for mobile clectronic devices located within the
monitored property at a time corresponding to the detected alarm evest. For example, the
monitor control unit 110 may mstruct the electronic device detector 162 to transmit a request

13 for electronic identifiers of all mobile electronic devices located within the monitored
property, and an intruder device 360, ¢.g., a mobile electronic device of an intruder, may
receive the request. In another example, additionally or altematively, the monitor control unit
110 may access a pre-existing log of eloctronic identifiers detected within the monitored
property or a most recent list of electronic identifiers detected within the monitored properiy.

20 The monitor control unit 110 may determing electronis identitiers for the mobile

clectronic devices located within the monittored property at a time corresponding to the
detected alarm event. For example, the monttor control unit 110 may receive, from the
clectronic deviee detector 162, the regponsc from the miruder doviee 360 and oxtract an

clectronic identifier for the intruder device 360, In another example, the electronic deovice

o]
(4]

detector 162 may recerve the response from the intruder device 360, extract the electronic
wlentifter from the response, and provide the electronie identifier to the monitor control unit
110,

The monttor control wnit 110 mav store information mdicating the determined
clectronic wdentifiers for the mobile clectronic devices, For example, the monttor control unit
30 110 may generate a report that indicates “Alarm ovent type: Sceurnty Broach; Dovices
detected: Unknown device with MAC 00:0a:95:9d:68:167 and provide the report to a
monitoring application server 160. In some mmplementations, the report may indicate when
the device was first detected in the monitored property. The momitoning application server

160 may then provide the report to a central server 392 that may dispatch security personng!
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to the monitored property 310 and provide the report to a homecowner device, ¢.g., the user

device 150,
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FIG. 4 llustrates an example process 400 for selecting an clectronic device detection
procedure appropriate for a determined type of detected alam event. The systera 100
detects, from among multiple types of alarm event, a tvpe of alarm event detected ata
moniiored property (4101 For example, the monttor comtrol onit 110 may deternune that a
tire alarm event type 1s detected at a monitored property. In another example, the mongtor
countrol unit 110 may determine that a security breach alarny event type 1s detected ata
moniiored property.

The aystom 100 sclects from among multiple clectronic deviee detection procedures,
an electronic device detection procedure appropriate for the determined type of the detected
alarm event (420). For example, the monitor control unit 110 may select an electronic device
detection procedure for a security breach alarm event type from multiple elecironic device
detection procedures including a procedure for a fire alarm ovent type, a procedure for a
security breach alarm cvent type, a procedure for a water leak alamm ovent, and procedures
for other alarm event types. The electronic device detection procedure for the fire alamm
event type may describe that the system 100 should determine what houschold members may
be in the monitored property based at least on mobiie electronic devices detected within the
propetty and notify the home owner of who may be in the monitored property. The
electronic device detection procedure for the security breach alarm event may describe that
the system 100 should determine whether anknown mobile clectronie devices are m the
monitored property and votify the home owner of any unknown mobile clectronic devices
detected within the monitored property.

The system executes the selected electronic device detection procedire (4303, For
example, in executing a selected electronic device detection procedure for an alarm event
tvpe of sceurnity breach, the monitor control unit 110 may deternune what unknown mobile
clectronic devices may be i the momtored property and notify the home owner of what
unknown mobile clectronic devieos are detected within the monttored property.

FIG. 5 dlustrates an example systom 500 tor solocting an cloctronie dovice detection
procedure appropriate for a determined tvpe of detected alarm event. The monttor control
unit 110 may determine an alarm event type of fire 1s detected and in response select, from
multiple electronic device detection procedures, an electronic device detection procedure for
the alarm event type of fire. The electronic device detection procedure for the alarm event
tvpe of fire may mclude deternmune the electronic dentifiers for mobile electronic devices

located within the monitored property at a time corresponding to the detected fire alamm event
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type, determine the electronte identifiers that are in a list of known electronic identifiers,
determine uscrs that are indicated in the list as associated with the known electronic
wdentifiers, and provide a homeowner an alert indicating the fire alarm event and users that
have mobile electronie devices detected within the monttored property when the fire alarm
cvent was detected. According, the monitor control unit 110 may execute the electronic
16 device deteetion procedure for the alarm event type of fire. determine that an elestronic
identifier for Jane Doe’s mobide electronic device 510 1s detected, determune that the
clectronic wdentificr for Janc Doc’s mobile clectronie doviee 510 is known and 18 associated
with Jane Doe. and provide the monitoring application server 160 an indication that an alarm
event type of fire was deiected and that the only known maobile clectronic device detect in the
15 monitored property was Jane Doe’s, ¢.g., provide a report that includes “Alarm event type:
Fire detected; Devices detected: Jane Doc’s smartphone.” The monitoring application server
166 may then provide the homeowner device 130 an alert of “Fire detected and Jane Doc’s
phone is home.”
FIG. 6 illustrates an example process 600 for identifving device detectors to detect
20 mobile electronic devices. The process 600 may be included in initiating a process to gather
clectronic identifiers {220} and determine clectronic identifiers (230} as described above in
relation o FIG. 2.
The system 100 determincs a location that is associated with an alacm cvent (610).

For example, the monitor control unit 110 may determune that an alarm event of security

o]
(4]

breach 1s associated with a location of a door that was sensed to be opened while the security
system was armed. In another example, the monitor control umit 110 may determune that an
alarm event of fire is assoctated with a location of a smoke sensor that sensed a high level of
smoke corrgsponding to a fire.

The system 100 identifies a device detector closest or within a threshold distance of
30 tho determined location (620). For example, the monitor control unit 110 may determine that
clectronic device detector A 1s within a threshold distance, ¢.g., within twenty foct from the
determined location, and in response wentify elecironic device detector A as within a
threshold distance of the determined location.

The system 100 triggers the dentified device detector to transmit a request for
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responses (630). For example, in response 1o identifyving electronic device detector A, the

monitor control unit 110 may mstruct electronic device detector A to transmit a request for
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responses from all mobile electronic devices that receive the request from clectronic device
detector A.

The system 100 receives the responses from the mobtle electronic devices (6403, For
example, the momtor control unit 110 may receive responses from electronic device detector
A that electronic device detector A received from mobile electronic devices within the
10 monttored property.

The system 100 extracts electronic idennifiers from the responses (650). For example,
for cach response from a mobile clectronic dovice, the momitor control unit 110 may cxtract
an electronic identifier for the mobile clectronic device that provided the response.

FIG. 7 illustrates an example system 700 for identifying device detectors to detect

15 mobile electronic devices. The monitor control unit 110 may determine a location that 1s
associated with an alarm event. For example, the monitor control unit 110 may detect an
alarm cvent of a scourity breach type and i response detornune that sensor data indicates that
the security breach occurred near a particular part of a monitored property. The monitor
controf umit 110 may identify a device detector closest or within a threshold distance of the

20 location. For cxample, the monitor control unit 110 may identify that clectronic device

detector A 162 and electronic device detector B 7190 are both located within the monitored
property and that clectronic device detector B 710 1s closest to the determined location. The
monitor control unit 110 may trigger the identificd deviee detector to transmit a sequest for

responses. For example, in response to determining that electronic device detector B 710 is

o]
(4]

closest to the determined location, the monitor control unit 110 may provide an mstruction to
only glectronic device detector B 710 to request responses that inclode electronic identifiers
for all mobile electronic that receive the request. The monitor control unit 110 may receive
the responses from the mobile clectronic devices 640, For example, the intruder device 360
may provide a response that includes an electronic identifier of *“00:0a:95.9d:68:16,” and the
30 clectronic deviee detector B 710 may recerve the respouse and provide the response to the
monitor control wnat 110, The monitor control unit |10 may oxtract cloctronic dentificrs
from the responses. For example, the monttor control unit 110 may extract the electronic
identifier of “00:0a:95:94:68: 167 from the response of the introder device 360

FIG. ¥ illustrates an example process 800 for determining an alarm response
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appropriate for mobile clectronic devices located within a monttored property. The system
100 evaluates the determined clectronic identifiers for the mobile electronic devices located

within the monitored property (810). For example, the momitor control unit 110 may
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wlentifior whether electronic identifiers for mobile electronic devices located within the
monitored property at a time corresponding to a detected alarm event are associated with
known mobile electronic devices or associated with unknown mobile electronic devices,

The system 100 determines an alarm response for the alanm event that 13 appropriate
tor the mebile clectronie devices located within the moenitored property {820). For example,
the monitor control unit 110 may determing that the alarm type is a security breach and that
an unknown mobile electronic device s detected within the monutored property. In another
cxample, the montfor control umit 110 may determing that the alarm type s a sceurity breach
and that no unknown mobile electronic devices are detected within the monitored property.
In yet another example, the monitor control unit 110 may determine that the alarm type 1s fire
and that known mobile electronic devices are detected within the momtored property.

The system 100 handles the detected alarm event based on the determined alarm
response for the alarm event that 1s appropriate for the mobile electronic devices located
within the monitored property (830). For example, n response to determining that the alarm
type is a security breach and that an unknown mobile electronic device is detected within the
monitored property, the monitor control unit 110 may instruct a camera to record a location
associated with the security breach. In ancther example, in response to determining that the
alarm type 1s fire and that known mobile electronic devices are detected within the monitored
property, the monitoring control umit 110 may determine to provide an alert of the fire to all
the known mobile clectronic devices detected within the monttored property and notifv a
homeowner that the users of the known mobile electronic devices may be 1in danger from the
fire as their mobile electronic devices are within the monitored property so the users may be
i the monitored property.

FIG. 9 illustrates an example svstem 900 for determuning an alarm response
appropriate for mobile electronic devices located within a monitored property. The monitor
control unit 110 may cvaluate the determined cloctronic identifiers for the mobile clectronice
deviees located within the monttored property. For example, the monitor control uny 110
may evaluate an electronic wdentifier extracted trom a response of the intruder device 360 and
determine that the clectronic wlentifier corresponds to an unknown mobile electronic device
as the electronic identifier does not correspond to an electronic wlentifier 1n a list of known
clectronic identificrs. The monitor control unit 110 may determine an alarm response for the
alarm cvent that 1s appropriate for the mobile electronic devices located within the monitored

property. For example, the monitor control unit 110 may determine that the alarm event is of
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atype of security breach and that an vnknown mobile electronic device 1s detected, and in

response, determine to trigger a canmera 910 to record a focation. The monttor control unit

110 mayv handle the detected alarm event based on the determined alarm response for the

alarm cvent that is appropriate for the mobile electronie devices located within the monttored

property. For gxample, the monitor contrel unit 110 may provide information to the

10 monitoning apphication server 160 that includes “Alarm event type: Security Breach; Devices
detected: Unknown device with MAC 00:0a:95:9d:68:16; Camera stream for detected
Iocation of Unknown dovice.” The monttoring application scrver 160 may thon provide an
alert to the homeowner device 150, The alert may include “Security breach detected and
unknown device detected. Camera stream of location of unknown device available.”

13 FIG. 10 dlustrates an example process 000 for triggering an appropriate alarm
response based on determined electronic identifiers of mobile ¢lectronic devices. The system
106 obtains a list of clectronic wdentificrs for mobile clectronic devices known for the
monitored property (1010}, For example, the monitor control unit 110 may access a stored
fist of known deviees that are associated with the monitored property.

20 The system 100 compares determuned electronic identifiers for mobile electronic

devices to the list of clecitronic identifiers (1020). For example, for cach clectronic identifier

for a mobile electronic device determined o be within the monitored property at a time

corrcsponding to the alarm cvent, the monitor control unit 110 may detcrmine whether the

electronic identifier matches an electronic identifier in the access list of known devices that

o]
(4]

are associated with the monitored property.

For each matching electronic identifier, the system 100 identifies a user assoaated
with the clectronic wlentifier (1030}, For example, the monitor control unit 116 may
determine that an clectronic identificr matches an clectronic identificr for a known mobile
clectronic device and may detenmine that the stored list indicates that the known mobile
30 clectronic device 15 associated with Jane Doc.

The gystom 100 triggers an alarm responsc approprate for the dentificd uscr (1040),
For example, the monitor control unit 110 may provide an alert to Jane Doe’s device that a
fire is detected in the monitored property or that an intrader is detocted within the monitored

property, or provide an alert to a devige of the homeowner that Jane Doe’s device 18 within
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the monitored property and a fire is detected.
For cach non-matching electronic identifier, the system 100 triggers an alarm

response appropriate for unknown devices (1050). For example, the monitor control unit 110
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may trigger a camera to record a location associated with an unknown mobile clectronic
device and provide an alert to a homeowner indicating the electronic identifier of the
uoknown mobile electronic devies and mcluding a video recording of the location associated
with the unknown mobile electronic device.
FIG. 11 dlustrates an example system 1100 for trigeering an appropriate alarm
16 response based on determined electronie identificrs of mobile electronic devices, The
monitor control umit may obtain a list of electromce dentifiers for mohile electrome devices
known for the monttored property. For cxample, the monitor control oot 110 may access the
known device list 322 that indicates that Jane Doe’s and the home owner’s mobile electronic
devices are known to be associated with the monttored property. The monitor control unit
15 110 may compare determined clectromic identifiers for mobile electronic devices to the list of
clectronic identifiers. For example, the monitor control unit 110 may determine a MAC of
00:02:95:9d:68:16 from the intruder’s dovice 360 and a MAC of 111111111111 from a
homeowner’s child’s devics o the list of electronic identifiers. For each non-matching
electronic identifier, the monttor control unit 110 may ngger an alarm response appropriaie
20 for the unknown device and for each matching clectronic identifier, the monitor control unit
110 mav trgger an alaro response appropriate for the known device. For example, the
monitor control unit 110 may determine that the MAC of 00:0a:95:94:68:16 does not match
the MAC of any cloctronie identificr in the hst but that the MAC of 111111111111 48

associated with a mobile electronic device of the child of the homeowner, and i response,

o]
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trigger an alert to the homeowner that an unknown device with the MAC of
00:02:95:94:68: 16 1s detected within the monitored property and the homeowner’s child’s
mobile device is also detected within the momitored property, ¢.g., an alert of “Security breath
detected, unknown device detected, and Jane Doce’s phone 1s home. Sending a silent
vibrational alert and message o Jane Doe’s phone,” and trigger an alert to the known mobile
30 clectromic doviee, ¢.g., a silent vibrational alert and moessage that there 1s an atruder.

FIG. 12 ilustrates an example process 1200 tor takang action based on a deternuncd
mobile electronic device profile. The system 100 monitors, over time, mobile electronic
device identificrs present within the monttored property (1210}, For example, the monitor

control umit 110 may monitor when electronic identifiers are detected for mobile electronic
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devices within the monitored property across hours, days, weeks, or months. or other time

perieds, and store mformation indicating when the electronic identificrs were detected.
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The system 100 monitors, over time, system data for the monitored property {1220).
For exaraple, the monitor control unit 110 may monttor sensor data and alamm event types
across hours, days, weeks, months, or other time periods, and store information indicating the
system data,

The system 100 determings a mobile electronic device profile for the monitored
property based on the monitored mobile electronic device wdentifiers and the monitored
systom data (1230). For example, the monitor control unit 110 may determine a profile that
deseribes what mobile clectronic deviec identificrs arc froquently detected for what
monitored system data.

The system 100 takes action based on the determined mobile electronic device profile
(12403, For example, the monitor control unit 110 may determine that an electronic entifier
not frequently detected at a particular time of day is being detected at the particular time of
day, and in response, generate an alert to a homeowner. In another example, the monitor
control unit 110 may determine that an electronic identifier that is frequently detecied fora
particular day s not detected for the particalar day, and 1 response, generate an alert {o a
homeownsr.

FIG. 13 illustrates an example svstem 1300 for taking action based on a determined
mobile electronic device profile. The monttor control wt 110 mav monitor detected
clectronie wdentificrs and system data, and in response, generate a mobile clectronie device
profile that describes an electronic identifier of a maid’s mobile clectronic device is typically
detected between 2-3 PM on Monday. The monitor control unit 110 may determine using the
mobile electronic device profile that the maid’s mobile electronic device 1s not detected at 2
PM on Monday and an electronic identifier of an unknown mobile electronic device is
detected, and mn response, provide information to the momtorning application server 160
mdicating “Devices detected: Linknown device with MAC 00:0a:95:94:68:16.” In response,
the monitoring apphication scrver 160 may provide an alert of “The known doviee of your
typical maid was not detected at the cleaning time and an nnknown doviee was detocted” to
the homeowner device 130,

FIG. 14 stlustrates an example system 1400 for taking action based on a deternuned
mabile electronic device profile. The monitor control unit 110 may monitor detected
clectronic wentifiers and system data, and in response, generate a mobile electronic device
profile that describes an electronic identifier of Jane Doc’s mobile electronie device 1s

typically not detected between 10-4 PM on weekdays. The monitor conirol unit 110 may

26
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determine using the mobile electronic device profile that Jane Doe’s mobile electronic device

is detected at 11 AM on Monday, and in response, provide information to the monitoring

application server 160 mdicating “Devices detected: Jane Do¢’s smariphone.” In response,
the monitoring apphcation server 160 may provide an alert of “Jane Doe’s smartphone is

home and ysually 1t 15 not at this time” to the homeowner device 1530,

10 Diescribed systems, methods. and techniques may be implemented in digital electronic
circuitry, computer hardware, fumnware, software, or 1n combinations of these elements.
Apparatus mplementing these tochmiques may include appropriate input and output dovices,
a computer processor, and a computer program product tangibly enibedied in a machine-
readable storage device for exceution by a programmable processor. A process implementing

15 these technigues may be perfommed by a programmable processor executing a program of
mstoactions to perform desired functions by operating on input data and generating
appropriate output. The technigues may be implemented i one or more computer programs
that are executable on a programmable svstem meluding at least one programmable processor
coupled to recetve data and mstructions from, and to transmit data and instructions to, a data

20 storage system, at least ong input device, and at least one output device. Each computer

program may be tplemented in a high-level procedural or object-orionted programming

language, or in assembly or machine language 1¥ desired; and m any case, the language may
be a compiled or mterpreted language. Surtable processors include, for examplc, both gencral

and special purpose microprocessors. Generally, a processor will receive instructions and

o]
(4]

data from a read-only memory and/or a random access memory. Storage devices suitable for
tangibly embodying computer program mstructions and data include all forms of non-volatile
memory, including by way of example semiconductor memory devices, such as Erasable
Programmable Read-Only Memory (EPROM), Electrically Erasable Programmable Read-
Only Memory (EEPROM), and flash memory devices; magnetic disks such as internal hard
30 disks and removable disks; magneto-opiical disks; and Compact Disc Read-Only Memory
{CB-ROM). Any of the forcgoing may be supplomented by, or incorporated in, specially-
designed ASICs (application-specific integrated circuuis).

it will be anderstood that various modifications may be made. For example, other

useful implementations could be achieved if steps of the disclosed techniques were performed

3

;
A

i a different order and/or if components in the disclosed systems were combined in a
different manner and/or replaced or supplemented by other components. Accordingly, other
implementations are yithin the scope of the disclosure.

~
27
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CLAIMS:
1. A computer-implemented method comprising:

detecting an alarm event at a monitored property based on output from at least

one sensor located at the monitored property;

in response to detecting the alarm event at the monitored property, initiating a
process to gather electronic identifiers for mobile electronic devices located within the

monitored property at a time corresponding to the detected alarm event;

based on the process to gather electronic identifiers for mobile electronic
devices located within the monitored property at a time of the detected alarm event,
determining electronic identifiers for the mobile electronic devices located within the
monitored property at a time corresponding to the detected alarm event including transmitting,
by a device detector located at the monitored property and through a wireless communication
protocol, a request for responses from mobile electronic devices at the monitored property,
wherein each response includes the electronic identifier for the mobile electronic device that

received the request;

storing, in electronic storage, information indicating the determined electronic
identifiers for the mobile electronic devices located within the monitored property at a time

corresponding to the detected alarm event;

evaluating the determined electronic identifiers for the mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm

event against one or more rules;

based on the evaluation, determining an alarm response for the alarm event that
is appropriate for the mobile electronic devices located within the monitored property at a

time corresponding to the detected alarm event; and

28
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handling the detected alarm event based on the determined alarm response for
the alarm event that is appropriate for the mobile electronic devices located within the

monitored property at a time corresponding to the detected alarm event.

2. The method of claim 1, wherein the electronic identifiers include media access

control (MAC) addresses.

3. The method of claim 1 or 2, wherein detecting an alarm event at a monitored
property based on output from at least one sensor located at the monitored property

comprises:

detecting a security breach at the monitored property based on output from a

door sensor that indicates a door is opened when a security system is armed.

4. The method of any one of claims 1 to 3, wherein determining an alarm
response for the alarm event that is appropriate for the mobile electronic devices located

within the monitored property at a time corresponding to the detected alarm event comprises:

in response to determining the mobile electronic devices include an unknown
mobile electronic device, determining an alarm response corresponding to detection of an

unknown mobile electronic device.

5. A system comprising:

one or more computers; and

one or more storage devices storing instructions that are operable, when
executed by the one or more computers, to cause the one or more computers to perform

operations comprising;:

detecting an alarm event at a monitored property based on output from at least

one sensor located at the monitored property;

29
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in response to detecting the alarm event at the monitored property, initiating a
process to gather electronic identifiers for mobile electronic devices located within the

monitored property at a time corresponding to the detected alarm event;

based on the process to gather electronic identifiers for mobile electronic
devices located within the monitored property at a time of the detected alarm event,
determining electronic identifiers for the mobile electronic devices located within the
monitored property at a time corresponding to the detected alarm event including transmitting,
by a device detector located at the monitored property and through a wireless communication
protocol, a request for responses from mobile electronic devices at the monitored property,
wherein each response includes the electronic identifier for the mobile electronic device that

received the request;

storing, in electronic storage, information indicating the determined electronic
identifiers for the mobile electronic devices located within the monitored property at a time

corresponding to the detected alarm event;

evaluating the determined electronic identifiers for the mobile electronic
devices located within the monitored property at a time corresponding to the detected alarm

event against one or more rules;

based on the evaluation, determining an alarm response for the alarm event that
is appropriate for the mobile electronic devices located within the monitored property at a

time corresponding to the detected alarm event; and

handling the detected alarm event based on the determined alarm response for
the alarm event that is appropriate for the mobile electronic devices located within the

monitored property at a time corresponding to the detected alarm event.

6. The system of claim 5, wherein the electronic identifiers include media access

control (MAC) addresses.

30
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7. The system of claim 5 or 6, wherein detecting an alarm event at a monitored
property based on output from at least one sensor located at the monitored property

comprises:

detecting a security breach at the monitored property based on output from a

door sensor that indicates a door is opened when a security system is armed.

8. The system of any one of claims 5 to 7, wherein determining an alarm response
for the alarm event that is appropriate for the mobile electronic devices located within the

monitored property at a time corresponding to the detected alarm event comprises:

in response to determining the mobile electronic devices include an unknown
mobile electronic device, determining an alarm response corresponding to detection of an

unknown mobile electronic device.

31

Date Regue/Date Received 2020-09-30



WO 2016/109683

160

Monitoring

Application Server

150
~

User Device N

Surveillance
Monitoring

/

152/

140
~N

CA 02972721 2017-06-28

1/14

Network

S

120
AN

PCT/US2015/068089
Electronic
162
Device -
Detector{s)

122
AN

Sensors

Lights

Mobile Device

Native
Surveiliance
Application

g

N 142

Manitor |~ 110
Control Unit
Metwork - 114
Maodule
Controller 1 112
128
Camera |- 130
Unit {s)




CA 02972721 2017-06-28

WO 2016/109683 PCT/US2015/068089

2/14

200

DETECT AN ALARM EVENT AT A MONITORED PROPERTY

l

INITIATE A PROCESS TO GATHER ELECTRONIC IDENTIFIERS FOR MOBILE
ELECTRONIC DEVICES LOCATED WITHIN THE MONITORED PROPERTY

l

DETERMINE ELECTRONIC IDENTIFIERS FOR THE MOBILE ELECTRONIC
DEVICES

l

STORE INFORMATION INDICATING THE DETERMINED ELECTRONIC
IDENTIFIERS FOR THE MOBILE ELECTRONIC DEVICES

3
pEe Y
bl

B
<>

2

T
L

d
it
Lo}

FIG. 2



CA 02972721 2017-06-28

PCT/US2015/068089

WO 2016/109683

3/14

308
JBUMOSUIOH

)

051

DHasIep
SDIABP UAMOUNLN
pue pesiep
useesg AlUnoeg,

0st \

BEVNETS
uoiieanddy
SULICTIUCIN

€ 'Did

uonels
jediuay

N\ €8¢

HBosiep

21890856 8000 OYIN
LI SDIASD UMOLUNR pUB
pejosiep yoralg Aunoesg,

ad1AB(]
BETHT:

09¢

151 821ABp

Jepnau

91:89'P8:656:80:00
OYIN Hilah @0lAeD UMOURUN
pRjoslep $901A8(]
yoeaig Alunoeg (adh) usas uLBlY

2
(13

™ zze
i0123180
1uf} [OJIUC) I0IABQ
ACHUOWN u_co‘\_wumm
N oy ,

N zol

SI05UBS

N gl

0Le




CA 02972721 2017-06-28

WO 2016/109683 PCT/US2015/068089

4/14

400

DETECT FROM AMONG MULTIPLE TYPES OF ALARM EVENT, A TYPE OF ALARM
EVENT DETECTED AT A MONITORED PROPERTY 410

l

SELECT, FROM AMONG MULTIPLE ELECTRONIC DEVICE DETECTION
PROCEDURES, AN ELECTRONIC BEVICE DETECTION PROCEDURE
APPROPRIATE FOR THE DETERMINED TYPE OF THE DETECTED ALARM EVENT

420
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830
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