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(57) Abstract . {COMMUNICATOR) (CONTROLLER)

A communication system includes a base station, called a “Controller” and one or more remote or satellite stations,
each called a "Communicator”. The controller arbitrates, controls and communicates with the communicators which are
in range to reccive its transmissions. The communicators receiving a particular controller’s transmission form a network
for that controller for the period in which reception occurs. The controller is the only generator of electromagnetic radia-
tion which it modulates with information relating to its own identity, transactions it undertakes and information it trans-
fers. Each communicator modulates and re-radiates the received transmission using back-scatter. Back-scatter re-radiation
keeps the communicator design simple and allows for very sensitive receiver design in the controller. In operation, the
controller initiates communication with each communicator by establishing, through a handshake exchange, the unique
communications channel it will maintain with that communicator. Once channels are established, the controller repetitive-
ly polls each communicator for a sequential, cumulative interchange of data. The controller continually looks out for new
communicators entering its network and de-activates polling of communicators whose transactions are complete. When-
ever a network is not active because there are no communicators present, or any in need of a transaction or data inter-

change, the controller polls at a reduced rate.
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PASSIVE UNIVERSAL COMMUNICATOR

BACKGROUND OF THE INVENTION

With the advent of modern communication and
information processing equipment we are increasingly
subjected to a world that demands accuracy, quick
turn-around, convenience and simplicity of use. As
our world becomes more dependent on electronic and
automatic means of information transfer,
verification, validation and transaction, we must be
able to assure and secure this information.

Along with the movement of information comes an
ever-increasing demand on our radio frequency
spectrum and the manner in which it is used.

The motivation behind this invention is to allow
simple communication from multiple remote stations to
and through a master controlling station. Further it
is essential that the remote station be simple, easy
to use, only require a self-contained low power
source and be of low cost. Moreover with the larger
number of remote stations anticipated, it is
essential that the emissions do not overcrowd the
radio spectrum, whether by design or fault.

SUMMARY DESCRIPTION OF INVENTION

SYSTEM DESCRIPTION

The invention is a system composed of two
distinct parts, the master or base station called the
Controller and the remote or satellite station called
the Communicator.

Both the Controller and the Communicator may be
mobile, however it is generally expected that the
Controller will be in a fixed location.
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The Controller arbitrates, controls and
communicates with Communicators which are able to
receive its transmissions. The Communicators
receiving a particular Controller's transmission form
the network for that Controller for the period in
which reception occurs.

Communicators will communicate with all
controllers whose transmission they receive.

The Controller is the only generator of
electromagnetic radiation which it modulates or codes
with information relating to its own identity,
transactions it undertakes and information it
transfers.

The preferred electromagnetic radiation is in
the radio spectrum at a frequency of 2.45 gigaHertz.
Each Controller and each Communicator has a

unique, coded identity.

In operation the Controller established
communication with a Communicator for the first time
by establishing through a handshake exchange the
unique communications channel it will maintain with
that Communicator.

A channel may be established by the Controller
by utilising an amplitude or frequency modulation
technique or other continuous wave means of
transmitting data and using a 'handshaking' data
interchange with each Communicator to establish the
network relationship. The preferred means is to use
an amplitude modulation transmission and to establish
a repetitive, timed period for data communication
with each Communicator in each Controller's network.

The Controller transmits a modulated, repetitive
long amplitude modulated continuous wave signal ‘and
the Communicator re-transmits the received radio
frequency energy as a shorter, pulse coded data train
using frequency shift keying techniques in the
preferred implementation. Each pulse train is
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equivalent in length to the Controller's long
continuous wave pulse.

Once channels are established the Controller
repétitively polls each Communicator for a
sequential, cumulative interchange of data.

The Controller continually looks out for new
Communicators entering its network. The Controller
can de-activate polling of Communicators whose
transactions are complete.

The Controller detects the data from each
Communicator by detecting radio frequency energy
which is transmitted as a modulated re-radiation of
the transmitted Radio Frequency energy from the
Controller which is received by each Communicator.

The preferred means of achieving the
re-radiation by the Communicator is to modulate and
radidte the received transmission using back-scatter.
In this way the Controller only has to detect
information back scatter modulated on its own
carrier. .

Back~-scatter re-radiation allows for very
sensitive receiver design in the Controller and keeps
the Communicator design simple. Furthermore it
allows for the application of very sophisticated
transmission modulation such as spread spectrum or
chirp which may be invoked to eliminate interference
from other controllers and incidental and intentional
sources. This type of modulation minimises unwanted
interception.

Whenever a network is not active either because
there are no Communicators present or any in need of
a transaction or data interchange, the Controller
will then poll at a reduced rate so that there will
not be a continuous radiation of unutilised radio
frequency energy illuminating the environment.

A Communicator can only directly interact with a
‘Controller and not with another Communicator.
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A Communicator may communicate with other
Communicators by using a Controller or its network
Controller in combination with other Controllers to
form a relay link.

A Communicator can only interact with a
Controller whose received signal is above a threshold
level which allows both detection of the modulated
data and subsequent modulation of the received energy
to produce a back scatter modulated return
transmission to the Controller.

The bi-directional data communication
interchange will be controlled by the timing clocked
data coming from the Controller. The communication
may be full duplex, quasi full duplex or half duplex.
The quasi full duplex system receives and sends
alternate bits, each bit is sent in alternative
receive and send bit periods.

In all other ways the information transaction is
the same as for any data network allowing for
handshaking, verification, security and validating
using established methods.

The essential characteristic of this system is
that the carrier is generated only by the Controller
while Communicators only detect and back-scatter
modulate a return transmission to facilitate
bi-directional communications.

Transmission is not limited to radiation into
mediums such as air or free space and may be achieved
by cable, waveguide or other such bounded or guided
medium. ,

Once bi-directional communication is established
between Controller and Communicator it is possible to
interface either or both the external devices such as
modems, reading devices, display devices, sensing and
actuating devices. Some examples are computer

‘modems, cash register modems hand held terminal

devices, card readers, smart card interfaces and
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readers, keyboards, displays, alarms, sensors, two
way telephone, facsimile and such other devices.
The principal advantage of this system is that
bi-directional communication can be achieved using a
mobile communicator that is simple in design and
construction and
(a) requires only very little power for its
internal processing and modulating
functions, and, )
(b) no internal power source for radio
frequency power generation.
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BRIEF DESCRIPTION OF THE DRAWINGS

Diagram 1 is a block diagram illustrating the
basic elements of the Passive Universal Communicator
System according to the present invention.

Diagram 2, comprised of Figs. 2a, 2b and 2c,
illﬁstrates the physical implementation of the
communicator according to the present invention which
may be used in a toll collection application.

Diagram 3 is a representative diagram showing
“the basic positional relationships of a controller
and a plurality of communicators in a mobile
telephone system application of the present
invention.

 Diagram 4 is a block diagram showing the basic
elements of the controller and a communicator in the
system of Diagram 3.

Diagram 5 is a more detailed bre;kdown of the
elements shown in Diagram 4.

Diagram 6, which includes Figs. 6A and 6B, is a
functional block diagram of the controller shown in
Diagrams 4 and 5.

Diagram 7 is a functional block diagram of the
communicator shown in Diagrams 4 and 5.

Diagram 8, which comprises Figs. 8a and 8b,
shows elevation and side views, respectively of the
antenna employed in the communicator.

Diagram 9 is a detailed functional block diagram
of the communicator illustrated in Diagram 7.

Diagram 10 is a functional block diagram
illustrating the preferred modulation and coding
scheme employed with the controller and communicator
of Diagrams 4 and 5.

" Diagram 11, which comprises Figs. 1lA and 11B,
is a representational diagram of the bit stream
format employed with the telephone system of Diagram
3.
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Diagram 12 is a flow chart of the controller
operation when setting up communication links between
multiple communicators.

Diagram 13 is a flow chart of the controller
operation when a communicator is within range of
multiple controllers.

Diagram 14 is a block diagram of a local area
control network employing the system of the present
invention.

Diagram 15 is a prospective view showing the
physical characteristics of the controller in the
system of Diagram 3.

Diagram 16, 17 and 18, respectively, illustrate
the mechanical configuration of a communicator in the
system of Diagram 3 in various modes of operation.

"Diagram 19 is a representation of an amplifier
with hybrid isolation usable with a circular
polarization communicator.

Diagram 20 is a representation of an amplifier
with circulator isolation for a linear polarization
communicator. _

Diagram 21 is a representation of an amplifier
with hybrid isolation for a linear polarization
communicator.

Diagram 22 illustrates a controller
(microplexor) and plural communicators
(transflectors) in a simple network system.

Diagram 23 illustrates a more complicated,
network system capable of covering a wider area.

Diagram 24 illustrates the signal coverage of
multiple microplexors in the system of Diagram 23.

Diagram 25 is a representation of a complete
network system comprising four heirarchical levels.

Diagram 26 illustrates in detail the preferred
frame composition employed in the Passive Universal
Communicator System according to the present

invention.
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DESCRIPTION OF THE PREFERRED EMBODIMENT

The Passive Communicator System shown in Diagram
1 consists of two major parts:

]

i. The Controller

(a) The Controller coﬁprises:
(1) Radio Frequency modulator/transmitter (1)
(ii) 1local oscillator (2)

fw

(1i1) processor (3)

(iv) memory (4)

(v) modem (5)

(vi) eternal interface (6)

(b) The Controller may be connected to a range of
devices including:

(1) external computer (7)

(i1) dispiay (8)

(1ii) keyboard (9)

(iv) alarm (10)

(v) presence detector (11)
(vi) controller (12)

(vii) . smartcard (13)

(viii) telephone (14)

(1x) communications device (15)

(c) The Controller Sends out an electromagnetic

@

signal which may be modulated or coded to provide
information: -
(1) of its identify 3
(11) for transactions, and
(iii) for information transfer

(d) The Controller receives part of its own
electromagnetic signal which has been re-transmitted
by a receiving Communicator in which the Controller's
own transmission has been received and modulated or

CUBSTITUTE SHEET
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encoded with the return information and the received
radio frequency energy back-scatter transmitted back
to the Controller.

(e) The Controller processes the return information
both for transactions with the Communicator and also .
for local and remote processing of information
received from the Communicator.

2. The Communicator

(a) The Communicator (refer To Diagram l.) consists
of each a:

(1) Radio Frequency detector & back-scatter

modulator (16)

(i1) Microprocessor (17)

(1i1) Memory (18)

(iv) Magnetic card stripe reader (19)

(v) Smartcard interface connection (20)

(vi) Keyboard (21)

(vii) Liquid crystal display (22)

(viii) Solar power source (23)

(1x) External interface (24)

(b) The Communicator receives the electromagnetic
signal from the Controller and;
detects the identify of the Controller
" re-transmits its own identity code utilising
the energy received from the Controller
performs transactions with the Controller
processes information received from the
Controller
transmits internally generated data and
data generated by devices associated with
the Communicator to the Controller
provides displays, initiates controls
and provides a range of outputs
through the magnetic card stripe reader

[ sUSSTITUTE SHEET
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(19) and the smartcard interface connection
(20) may interface with;
' Smart and credit type cards which hold

and transactional information
through the external interface (24) the

R

Communicator can interface with:
(1). external power supply (25)
(ii) external LED or CRT display (26)
(iii) external key pad (27)
(iv) alarms (28)
(v) telephone (29)
(vi) modem (30)
(vii) external sensors (31)
(viii) audio output device (32)
(1x) external processor (33)
_ (x) external controllers (34)
APPLICATION AS TOLL COLLECTION SYSTEM

-~

The invention may be illustrated by the example
of using the Communicator in a vehicle and the
Controller to monitor and control access payments
such as toll payments and also monitor vehicle
identity. , ,

The Controller in this case is substantially
directive, allowing spatial discrimination to
differentiate Communicators in the direct beam from
Communicators physically outside the direct beam.

The transmit signal is low power (less than 1
watt) and may be spread spectrum modulated.

Clock and transmit data will be amplitude
modulated onto the carrier in the quasi full duplex

®

»

mode.

The Controller will coherently detect the
back-scatter modulated signal using direct conversion
via an image reject mixer to overcome the phase

dependence of the reflected carrier on range.
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Advantage may be taken of the detected upper and
lower sideband to determine the motion of the
Communicator, viz speed, direction and distance.

The Controller will use its internal processor
to interface with a phone modem, mass storage device
and external peripherals such as display, keyboard,
alarm, presence detector, lights, external computer
and the like.

The Communicator will detect the incident radio
frequency transmission from the Controller using a
detector diode to demodulate the amplitude modulation
of the carrier. An alternative heterodyne system
would require considerable power consumption and
circuit complexity and would limit the sophistication
perﬁitted by the Controller carrier modulation.

The data received will be self clocked serial
code. This data will be processes; related if
necessary to any external device attached to the
Communicator to determine the reply data stream to be
re~-transmitted using the back-scatter approach.

One method of achieving back-scatter is be
driving the gate of a Field Effect Transistor or
similar device which will in turn vary the radio
frequency load across the Communicator antenna.
Modulation will only occur during the permitted echo
bit period.

The preferred frequency of operation is 2.45
GHz which is available for use under the FCC rules
for field disturbance sensors. This frequency and
higher frequencies have the advantage that high
directivity can be achieved with antennas whose sizes
are compatible with their application.

At 2.45 GHz a useable Controller antenna (44)
can be contained within a volume of 45 cm by 46 cm.
by 6 cm, or alternatively, a 10 cm diameter, 15 cm
deep hand held antenna (45) can be used for opeiation

directed communications.
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An effective Communicator antenna can be
contained in a volume .of 7.6 cm by 7.6 cm by 0.42 cm.

An on-board microprocessor decodes the detected
signal and controls the re-modulation for the reply
data. -

| The transaction data processed by the micro-
computer will read a credit card, complete a
transaction in a smart card, or simply provide the
Communicator identify for security tracking purposes.

Additional processing and display can be
provided by an associated, connected unit.

- User interaction can be provided at the
Communicator via the use of a self contained display
and keyboard.

A preferred implementation for the Communicator
used in ‘vehicular applications provides for a
mechanical assembly‘which incorporates;

a patch antenna (35)

a processor/memory assembly (36)

solar cells (37)

a slot (38) incorporating a magnetic stripe

credit card reader and smart card interface

connector into which either card is placed for
appropriate.action.

a liquid crystal display (39)

a membrane based keyboard (40

an adapter/plug (41) to connect to an external

function device, display and power source

an enclosing housing (42) ,

two adhesive strips to attach the Controller to

a vehicle windscreen (43)

APPLICATION AS MOBILE TELEPHONE SYSTEM

This particular application relates to the use
of the Passive Universal Communicator as a

~ micro-cellular telephone and data transaction system.
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Up to this time the only options available to
make a voice telephone call are to use a telephone
directly connected to an existing telephone network
or a radio telephone of the conventional or cellular
type having a signal generating transmitter and
signal receiver at each end of the two-way radio
link.:

In the latter case above, the radio telephone
connects the person calling or. receiving a call into
an existing telephone network.

While radio telephones are effective, they
suffer from limitations in radio frequency channel

'capacity which creates an upper limit on the number

of channels which can be provided to subscribers in
an area determined by the radio coverage.

Radio links for telephone connections are also
susceptible to the jamming or blocking of weak
signals by stronger signals at, or close to the same
frequency as the weaker signal.

Another potential weakness of radio telephones
is that the signal generating transmitter at each end
of a radio link provide two-way signal levels which
make it relatively easy to eavesdrop on both send and
receive transmissions.

The nature of present radio telephones in
requiring a capability to generate their own signals
at substantial power, and at precise frequencies
makes them relatively expensive compared to the cost
of a cable connected telephone handset. Their
comparatively high power drain resulting from the
conventional transmitting function also provides the
need to either connect radio telephones to
rechargeable batteries as in motor vehicles, or to
frequently recharge or replace their internal
batteries where these provide the power supply.

Public, coin operated telephones also have some
limitations and present some inconvenience to their

users.
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Public telephones limit access to users to
individual phone stations or booths, often restricted
by the amount of space available. In busy locations
such as transport terminals the limitations of
numbers of working (non-damaged) booths often causes
people to wait in line to make their call. Users
need to have available the appropriate coins for each
call, although developments now provide for credit or
token card payment for calls. The existing equipment
by its design is publicly easily accessible and thus
provides simple access for willful damage.

This invention provides a new form of telephone
system utilising the Passive Universal Communicator
system which is an electro-magnetic two way signal
exchange in which the signal power is generated at
only one end of the two way link by a signal
generating transmitter/receiver unit called a
Controller.

The other end of the two way link, which does
not generate an electro-magnetic signal of its own,
providing return signals by re-radiating its received
energy, is a personally portable signal receiver
re~-radiator telephone/transaction unit called a
Communicator.

The signals between the Controller and the
Commﬁnicator may be modulated by a number of hethods
to produce digital and/or analogue outputs at the
Controller and Communicator.

These outputs provide data and/or audio to
enable voice and data communication to take place in
both directions either simultaneously or
sequentially.

The Communicators do not of themselves generate
electro-magnetic signals but receive signals
generated by Controllers from which relevant audio
and/or data is obtained. The Communicators
re-radiate the electromagnetic energy received from
Controllers which energy is modulated by voice and/or
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data generated by the Communicator and received by
Controller/s using a technique similar to modulated
backscatter radiation.

Information of the basic principles of modulated
backscatter radiation is in the public domain.

This invention utilises a principle similar to
modulated backscatter in a unique configuration and
design to create a new form of telephone and
transaction system.

As shown in Diagram 3, each controller (1)
radiates low power signals into local designated
areas. Calls can only be made or received by an
individual Communicator (2) when located in a local
designated area and when its received signal level is
high enough for its operation.

Controller antennas may operate in any plane,
but it will be most effective system-wise if common
radiating directions are used for common system
applications so that users of Communicators can use a
standard presentation or direction of their
Communicator antennas.

Controllers will generally be positioned above
the locally designated areas in which Communicators
can operate, with their antennas radiating downwards
so that their signal radiation is normal to
horizontally oriented Communicator antennas
positioned beneath them.

The frequency on which each communication takes
place is determined by each Controller and given that
the radiation from each Controller is limited to its
immediate vicinity, then the only limitation on the
number of Communicators which may operate at any one
time world-wide is the number of Controllers
installed and the telephone lines or communication
channels allocated to each.

The system is not limited by radiated signal
'channel space. The system may operate in any of a
range of frequencies including the microwave

I
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spectrum, infra red and above. The preferred
frequency is 2.45 GHz in the microwave spectrum.

In addition to facilitating two way voice
communication, the Communicator/Controller
combination provide a means of conducting two way
transactions. 2Amongst other applications, a
transaction capability allows a secure identification
and data transaction to take place such as a
financial transaction.

The Communicator may include a computer or
equivalent circuit and software of the ‘'Smartcard'’
type to provide the security, storage and processing
of transactions.

Provided sufficient telephone lines or channels
are. connected to a Controller, then any number of
Communicators up to the number of lines or channels
available may simultaneously be in communication via
each individual Controller up to the designed channel
capacity of the Controller.

As illustrated in Diagram 3, in operation a
person carrying a Communicator is able to make or
receive calls when they are within the illuminated
zone of a Controller and their Communicator indicates
'‘communicate ready' by establishing that an
appropriate signal level exists and by transaction an
exchange of identification between Communicator and
Controller and being allotted a polling slot or
placed in a waiting sequence.

To make a telephone call the transaction
computer in the Communicator may be accessed by a
secret PIN or some other transaction approving action
which is keyed to activate a transaction such as a
Smart/debit card or credit card transaction. Once
the transaction is established, the telephone pumber
required is then dialed in the conventional manner.

When connection is made, voice communication can
proceed. The telephone system determines the charge
rate. The charge rate can be displayed on the
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Communicator. On commencement of the call the
telephone system commences to debit the 'Smartcard'
or debit type card in specified charge units in
advance. The call is timed and as each charge unit
is used, a new charge unit is debited.
Alternatively, the transaction may be charged to a
specific account.

The Communicator is 'passive' in the signal
generation sense, receiving the signal energy from
the Controller, processing the received signal
message and re-radiating the received signal energy
from the Controller which is modulated with the
return signal message back to the Controller a
'back-scatter' technique.

Logic circuitry and software 'lock' each
Communicator into its presently communicating
Controller. ’

Given the directivity of the Communicator
antenna and the low signal levels used, eavesdropping
is extremely difficult. Given the directive patterns
of both Communicator and Controller antennas, any
eavesdropping device used needs to be physically
located between the Communicator and Controller to
receive both signals.

Conventional public access or other appropriate
method of encryption can be used to provide desired
levels of secure communication.

Diagrams 4 and 5 provide an overview of the
system operation.

As shown in Diagram 5 the Controller (1)
contains a Source (2) which generates the
electro-magnetic signal, the Operating Logic unit (3)
receives voice and/or data form an external source
and provides an appropriate input to the Modulator
(4) which modulates the electro-magnetic signal with
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voice and/or data which is then radiated via the transmitting

Antenna (5).

The Communicator (6) receives the electro-
magnetic signal transmitted by the Controller via its
receiving Antenna (7) and (12). The received signal
splits into two paths. The first path is to the
Demodulator (8) where it is demodulated and the
output is connected to the Operating Logic unit .(9)
which processes the received, demodulated voice/data
signal which is provided as input to an appropriate
Transaction Logic (10) and peripherals.

To provide a return communication, voice and/or
data from the Transaction Logic (10) is connected to
the logic unit which drives the Modulator (11) which
modulates the signal received from the Controller (1)
and is then fed to the transmitting Anteznas (7) and
(12) and re-radiates the return signal bzck to the
Controller (1). )

The Controller (1) receives the 'backscattered’
signal from the Communicator via receivizg Antenna
(13). This signal is detected by the Denodulator
(14) which uses part of the signal from the Source
(2) as reference in its detection process. The
demodulated signal is fed to the Operating Logic unit
(3) from which it is connected to the Transaction
Logic (15) in turn connected to external processing
and communications circuitry.

- The Controller transmit (5) and receiver (13)
antennas may be integrated into the one zantenna
structure as may also be the Communicator receive and
re-radiate antennas (7) and (12).

Referring to Diagram 6, the Contro-ler
generally operates as follows in the prelerred
implementation:

To Transmit from the Controller-

The Source (16) in the Controller provides the

reference electro-magnetic signal. This signal

may be supplied to the Controller by a remote
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and/or shared device via a suitable signal
distributing bus (17) and operating on similar
design principles.

This description relates to a design in which
the Source is a component of the Controller.
The Source (16) consists of Voltage Controlled
Oscillator VCO (18) which generates the
preferred frequency of 2.45 GHz.

This frequency is preferred because it enables
an optimising balance between antenna,
bandwidth, radiation pattern and size. This
frequency lies in the band approved for
Industrial, Scientific and Medical (ISM)
applications which makes it generally available
for the application.

The desired frequency may be determined by a
control loop which phase locks the VCO (18) to a
multiple, determined by a pre-scaler circuit
(19) (divide by N counter), of the frequency
output of a fixed frequency crystal oscillator
(20) . The controlling voltage for the VCO (18)
is provided by the integrator (210 which
determines the error signal from the product of
the pre-scaler (19) output and the crystal
oscillator (20).

The feedback signal to the control loop is
provided via directional coupler (22).

A digital input (23) to the pre-scaler (19) is
provided to change the frequency of the Source
(16) to one of a number of pre-determined
frequencies.

Spread spectrum transmission is preferred where
security from jamming, eavesdropping and
range-gating is required. This is achieved by
one of several methods. The first is a
frequency modulation option which is achieved by
applying a pseudo random logic signal (24) to
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the VCO (18) input in addition to the integrator
output (21).

A second spread spectrum transmission option
which allows the selection of either phase or
delay modulation is achieved by applying a
pseudo random logic signal to mixer (25).

The outbut power of the Source will generally be
such as to provide a transmitted power at the
Controller transmit antenna (26) in the range
1-100 milliwatts so that radiated field
strengths will be below prescribed safety limits
for the preferred range and frequency.

The Source (16) has a coherence length which is
much greater than the total of path length
uncertainty and delay uncertainty in any
internal devices such as filters and delay
lines.

The preferred Controller transmit bandwidth is
less than 20 MHz overall (typical for ISM band).
A limiting amplifier (27) is located at the

output of the Source to maintain a constant

signal level to the transmitting path.

The source (16) output is used both to provide
the transmitted signal and also to drive the
Controller's receiving quadrature detector (28)
via an amplifier (29) and a directional Coupler
(30) .

The source (16) output is fed via an isolator
(31) to prevent downstream reflections being fed
back to the source (16), from the amplitude
modulatioﬁ modulator (32).

The amplitude modulator (32) is driven by a
2.048 MHz pulse code modulation derived from the
operating logic unit (33). This pulse frequency
is the CCITT standard for pulse code modulation
in telephone and data applications.
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The amplitude modulator (32) output is fed via a
booster amplifier (34) and band pass filter (35)
to the transmit antenna (26).

The power is fed to the transmit antenna (26)
via a power splitter (36) and 180 degree delay
line (37). ' .

The transmit antenna (26) radiates the
transmitted signal in a pattern determined by
the antenna design. Antenna patterns are
selected to optimise particular operating
situations.

To Receive by the Communicator

Referring to Diagram 7, signals are received by
both antennas (54) and 55) which are monostatic
(physically co-incident).

The signal received by antenna (54) is fed via
the 90 degree delay line (56) and the quadrature
polarisation changeover switch (59) to the
antenna (55).

Simultaneously the signal received by antenna
(55) is fed in the opposite direction via the
quadrature polarisation changeover switch (59)
and the 90 degree delay line (56) to the antenna
(54) .

The two oppositely travelling signals from each
antenna interact with each other to produce a
composite signal at the points K1 and K2 at
opposite ends of the 90 degree delay line (56).
This composite signal is detected by the two
detector diodes (57) and (58) whose output is
summed to produce a net detected amplitude that
is independent of standing wave ratio.

Diagrams 8 and 9 provide a more detailed description

of the Communicator operation which is described as

follows.

Antenna circuitry (61) illustrates the
connections of the quadrature polarisation
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changeover switch (59) (Diagram 4) consisting of
GaAs devices (62), diodes (57) and (58)
capacitors (63) and inductors (64) of which
capacitors (63) and inductors (64) comprise the
90 degree delay line (56).

8]

As described in the Diagram 4 description above,

(]

detector diodes (57) and (58) whose output is
summed by the low noise summing amplifier (65)
to produce a net detected signal amplitude that
is independent of standing wave ratio.

The output of low noise summing amplifier (65)
is filtered by bandpass filter (66) and the
logic high and logic low conditions are
determined by comparitors (67) and (68) for
processing by the operating logic unit (60).
The demodulated signal ﬁrocessed by the
Communicator operating logic (60) contains a
self clocked code comprising clock, frameword
and data which is used to reconstruct the
message. ‘

The Communicator operating logic unit *60)
output drives the various input/output devices

including the CODEC for microphone and

loudspeaker units, the transaction logic
device/s, keyboard, displays, audio outputs etc.
The functions of the Communicator logic unit
(60) relating to acquisition, polling and
arbitration, are described under MULTIPLE *
COMMUNICATOR ACQUISITION FLOW CHART, Diagram 9
and MULTIPLE CONTROLLER ARBITRATION FLOWCHART,
Diagram 10.

[}

The operating Logic also dispatches and manages
messages to the various peripherals, e.g.

keyboard, display, Smartcard, memory etc.

To Re-Radiate from the Communicator
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The Communicator operating logic unit (60)
converts outputs of the input/output devices
listed above into a 2.045 MHz rate, Frequency
Shift Keyed (FSK) signal that is fed via driver
amplifier (69) to the GaAs devices (62) that
comprise the guadrature polarisation changeover
switch (59) which performs the modular function
in the Communicator. -

The preferred modulator design is bi-directional
which provides Controller/Communicator antenna
orientation insensitivity when using linear
cross polarisation of the antennas.

The bi-directional characteristic is achieved by
the quadrature polarisation changeover switch
(59) which provides for the interconneétion of
the orthogonal antenna feed points of the patch
antenna (70), Diagram 5, to enable sequential,
alternating connection of each of the two pairs
of adjacent antenna feed points.

An echo and crosstalk cancellation circuit (51)
takes output from the transmit line via
directional coupler (52) and via a combination
of power splitters, mixers, hybrids, delay lines
and integrators to create an echo anrd crosstalk
cancellation signal which is injected into the
receiving signal path via directional coupler
(53).

Inversion and non-inversion of the circuit paths
determines the phase modulation of the
re-readited signal and be zero or 180 degrees.
The orthogonal interconnection of the quadrature
polarisation changeover switch (59) results in
the re-radiated signal beihg of an orthogonal
polarisation to that received by the
communicator. This signal becomes the outgoing
radiation (re-radiation) of the Comcunicator.
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Referring to Diagram 8, the Communicator
re-radiating circuit and component assembly is
formed by assembling the active components onto
a single sub-structure (71) diodes, GaAs
devices, inductors, capacitors, leads, etc.)
to which are connected the four pre-formed
transmission lines (72).
the single sub-structure (71) is placed on the
ground plane assembly (73) which incorporates a
first dielectric layer (74). The patch antenna
(70) is incorporated into the second dielectfic
layer (75) with preformed feed through holes
(76) for the transmission lines (72) and is
placed over ground plane assembly (73) now
holding the single sub-structure (71) and the
combined units laminated together.
Electrical connection of the transmission lines
(72) to the patch (70) is made by
electroplating, soldering, welding or other
appropriate means.

To receive by the Controller

Referring to Diagram 6, the re-radiated energy
from Communicators is received by receiving
antenna (38) whose output is fed via a power
splitter (39) and 180 degree delay line (40),
band pass filter (41), pre-amplifier (42) to
amplitude inversion device (43) which
compensates the amplitude modulation imposed on
the originating Controller transmission at
modulator (32) to result in a signal clear of
amplitude modulation.

The output of the amplitude inversion device
(43) is fed via a quadrature hybrid (44) to the
quadrature detector (28).

The output of the gquadrature detector (28) is
fed to a quadrature summing amplifier (45) which
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sums in quadrature the in-phase (I) and
quadrature phase (Q) outputs of the quadrature
detector (28).
The output of the quadrature summing amplifier
is fed to Frequency Shift Keyed demcdulator (46)
which separates the logic high and logic low
components through log detectors (47) and (48)
which feed sum and difference amplifiers (49)
and (50) whose output determines signal pdlarity
(P), signal high to signal low ratio (D) (for
data collision detection) and minimum signal
level (S) ‘and actual signal level (L). The .
latter four outputs are fed into the operating
logic unit (33) which processes the data.
Signal level (L) in digitised form is used for a
number of applications in which choices are made
based on signal level. Signal level (L) in
digital form may also be passed back to
Communicators to facilitate such functions as
selection arbitration and tracking.
The output (P) is a three level output such that
small differences (D) in the log detector output
are registered as data collisions. _
The Controller operating logic unit (33) output
drives the various input/output devices
including the CODEC for the phone line, the
transaction logic devices, keyboard, displays,
audio outputs etc.
The Controller operating Logic (33) works in
harmony with the Communicator operating Logic.
The functions of the Controller logic unit (33)
are described under MULTIPLE COMMUNICATOR
ACQUISITION FLOW CHART, Diagram 9 and MULTIPLE
CONTROLLER ARBITRATION FLOWCHART, Diagram 10.
Coherent Detection using the same signal
reference for the transmitted and received signal
provides enhanced system performance. The preferred
method is to use Homodyne detection circuits which
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have particular benefits when the carrier freguency
is changing either through instability or
intentionally by such methods as spread spectrum, as
is shown in Fig. 6A. .

A limiting amplifier can be used in the
Communicator to control the re-radiated power and
also to contribute to the removal of the amplitude
modulated components in the received carrier. The
limiting amplifier provides a high isolation between
receive and transmit circuits mimising feedback. The
limiting amplifier also provides the necessary signal
level to drive a mixer type detector having a linear
law detection function which provides a higher
detection sensitivity than is obtained from a square
law detector.

The modulation of the re-transmission of the signal
received from the Controller by the Communicator is
either Single Sideband or Double Sideband to provide
feedback isolation.

The detector output level can be made independent
of the relative orientation of cross polarised
antennas by placing a single detector diode away from
a point on the interconnection between the two cross
polarised antennas which is an equal phase distance
from each antenna, as is shown in Fig. 6B. For
orientation insensitive output at the detector:

1d = A/8 + nx/2
In this way the travelling waves from both
antennas always add in guadrature at 1 = ld‘
The preferred Modulation and Scheme is skown in
Diagram 10.
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Controller Transmit Signal Architecture

The source frequency signal (77) is located in
the 2.45 GHz ISM band. The Source frequency
may be selected in this band to reduce adjacent
controller interference.

Spread spectrum modulation of the source signal

is produced by a phase reversal modulation (78).

Various coding systems may be used such

Manchester and Miller (Non Return to Zero, NRZ),

and Return to Zero (RZ) Codes with either

amplitude or fregquency modulation.

The preferred coding system (82) utilising

amplitude modulation (79) is based on a three

zone bit coding (83) in which the first zone

period (84) of the three periods is always 100%

modulated, the second zone period (85) provides

the varying bit information (varying between
approximately 50% and 100% modulation) and the
third zone (quiet) period (86) which is
maintained at the approximate 50% modulation
level to be available for re-modulation.

An exception to the above bit zone period
levels pattern received by Communicators occurs
when the third zone bit period is zero level or
close to zero level. This results from a bit
collision i.e. a logic one and a logic zero
which in turn results from the Controller's
response to receiving bits in time co-incidence
from several Communicators attempting to be
acquired by the Controller.

This information is used by the Communicator to
re-send the last bit sent, given that the bit
previous to the last bit sent was of the
correct sense, otherwise the Communicator cease
to respond to the Controller until the next
call for acquisition.

A missing first zone period edge (87) is
utilised to signify such functions as a frame

bit for synchronisation purposes.
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This coding forms the basis on which voice/data
modulation (80) takes place.

The preferred Voice Signal/Data modulation (79)
of the spread spectrum modulated source signal

is achieved by amplitude modulation (nominally

50%) .

The modulation sources DATA IN and VOICE IN are
connected directly and via the CODE

W

(&

respectively to become the input to the
amplitude modulator.

In designing the system either amplitude or
frequency modulation may be used - amplitude
modulation is preferred.

The amplitude modulation of the Controller
transmitted signal is preferably kept to
modilation percentages below 50% to ensure the
Communicator receives sufficient continuous
signal during the negative modulation periods
to allow sufficient carrier level for
remodulation of the received signal by the
Communicator. o

Care must be taken to isolate the receiver/
transmitter of the Controller to prevent
amplitude modulation breakthrough to the
Receiver demodulator.

Amplitude modulation simplifies the signal
demodulation in the Communicator.

Frequency modulation of the Controller

4

transmitted signal creates additional
complexity in the Communicator demodulator in
which a resonator or long delay line might be
used.

It is essential for the Controller Demodulator
to use part of the freguency modulated signal
as its frequency reference to ensure
orthognality (spread spectrum principle)
The radiated signal (81) is preferably
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vertically polarised.

The radiated signal can alternatively be
horizontally polarised or left or right
circularly polarised.

Whichever polarisation method is applied, the
signal polarisation received by the Controller
from the Communicator is required to be
orthogonal to the Controller transmitted
signal.

Horizontal polarisation is orthogonal to
vertical polarisation.

Left circular polarisation is orthogonal to

right circular polarisation.

Communicator (Return) Signal Architecture

The signal from the Controller is received (89)
by the Communicator's cross polarised antennas
(54) and (55) whose resolved components are
vectorially summed and detected (90) to provide
the received voice/data information.
Multiplexed voice information (91) is available
as 2.045 MHz PCM signal to the CODEC (VOICE OUT)
and together with the digital data is available
for further processing.

Communicator Re-Radiated Signal Architecture

Multiplexed voice information (92) (VOICE IN)
which is available as 2.045 MHz PCM signal and
the digitised data (DATA IN) return information
" are in combination used to generate a Frequency
Shift Keyed signal (93) which in turn delay
modulates (94) the signal energy to be.re-
fadiated by the Communicator.
The re-modulation may be amplitude modulation
phase modulation or delay modulation.
The preferred modulation method is delay
modulation.which may be implemented using fast
solid state (Galium Arsenide) switches and
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fixed delay lines (1/2 wavelength or 180
degrees nominal).
Since in the preferred Controller modulation
scheme, carrier is continuously transmitted to
Communicators, isolation of Controller transmit
and Communicator re-radiate signals is achieved
by frequency separations of signals in either
direction.
The signals from the Controller are transmitted
as DC pulses at a 2.045 MHz rate. To provide
the necessary isolation, the signals from the
Communicator are transmitted as 8.192 MHz
(2.045*%4) for logic zero and 12.288 MHZ
(2.048*6) for logic one at a 2.045 MHz rate
co-incident with the incoming signal received by
the Communicator.
This épproach saves the need for additional
synchronising circuitry in both Controller and
Communicator.
The re-modulation of the received carrier by the
Communicator can either be a range of harmonics
providing appropriate logic zero and logic one
separation as in the preferred implementation or
sub-harmonics providing appropriate logic zero
and logic one separations in the detected
modulation from the Controller. The latter case
is applied to systems where the reply date rate
by the Communicator is less than the receive
data rate by the Communicator.
The following FSK frequency ratios (Note 3)Iare
used to achieve send and return isolation in the
preferred implementation; A
ONE = 6 * Detected modulation frequency
ZERO
each Communicator return bit being sent during
a full Controller bit period (84) + (85) + (86).
The final signal (95) is FSK modulation oh phase
modulation on amplitude modulation on spread

4 * Detected modulation frequency
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spectrum signall The amplitude modulation and
spread spectrum components being carried forward
from the initiating Controller transmitted
signal.

The polarisation of final signal (95) to be
re-radiated is orthogonal to the signal received
from whose energy it is derived.

Controller Received Signal Architecture

The signal received from the Communicator (96)
is orthogonal to the single initially
transmitted from the Controller.

The signal received from the Communicator (96)

is demodulated by the quadrature detector (97).

The demodulated signal is then FSK demodulated

(98) to derive the digital data and PCM voice

data. The final voice data is then derived from

the CODEC (99).

The Data Block Definition is shown in Diagram
11. A "Data Bock is defined as the sequence of data
words from the beginning of one frame word to the
beginning of the next frame word.

The preferred implementation of the Data Block
provides for thirty two words of eight bits each.

The first word is the frame word.

The second word facilitates the lower priority
activities listed in the Diagram 8.

The sixteenth word facilitates signalling and
transactions for telephoné applications.

The remaining words are assigned to specific
Communicators in a sequential polling basis.

The two-way communication interchange of the
system can be any one of Full Duplex, Half Duplex and
Quasi Full Duplex. When the Quasi Full Duplex
interchange is used, bits are sent and received in
alternate intervals allowing the receiver to recover
from any transient interference and improving the
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isolation -between the controller transmitter and
receiver. This is shown in Fig. 1l1B.

The two-way transmissions can be made by a number
-of mediums including cable, waveguide or other such
bounded or guided medium. The process of Communicator
acquisition by

%Y

Controllers is shown in Diagram 12. In the
preferred implementation if a Communicator
re-radiates a reply which when received by the
Controller coincides with a reply from another,
as yet un-acquired, competing Communicator, then
a reply collision is identified at the
Controller (simultaneous logic one and logic
zero).

The Controller will then determine which of the
competing bits of the acquisition word is the
highest amplitude and continue 'handshaking'
with the bits having the highest amplitude until
acquisition is completed with a single
Communicator and it is allocated its polling
word position. During this process
Communicators not fitting the bit pattern are
signalled to cease responding until the next
>acquisition search commences.

Once a Communicator is identified and acquired,
it is informed and if it so signals its
intention to comﬁunicate, is given a polling
position in the polling sequence on which it
will conduct its business until completed.
Otherwise it is given a sequence number in the
data acquisition word.

Upon completion of a transaction the
Communicator may be deactivated and limitations
-placed on re-acquisition subject to specified
time and data criteria.

Generally transactions may carry both Controller
and Communicator identifications regularly
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throughout the message streams to ensure link
integrity.

In some cases it may be desired to pass a
dynamic convolutional code back to the
Controller to defeat the possible eavesdropper.
An eavesdropper may be able to hear the
Controller, but certainly not the Communicator.
The process of Multiple Controller Arbitration
is shown in Diagram 13. In the event that a
Communicator receives multiple Controllers then
the Communicator operating Logic arbitrates to
establish a link with the Controller providing
the strongest signal as determined by the signal
level reports received from the Controllers.
Once a transaction link is established between a
Communicator and a Controller it Will be
maintained until completion of reduction of
signal level below a predetermined threshold
ievel resulting from change of location by the
user, even though higher signal level
Controllers are received.

At the threshold level, and before a transaction
is prematurely terminated, the operating Logic
will generate a warning signal to the
Communicator user who will have the options of
maintaining proximity to the transacting
Controller until the transaction is finished,
terminating the transaction prematurely, or
signalling the other transaction party to 'hold’
the transaction while a new connection is
established via another, more favorably located

Controller.

A range of antennas may be used for both the
Controller and Communicator, including phased

arrays, lens and patch designs.
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The patch antenna design is preferred for its
simplicity, ease of achieving cross
polarisation, its low dimensional profile and
flexibility 1n construction methods.

]

Either linear or circular polarisation may be
used. Circular polarisation involves increased
circuitry. =
Whatever polérisation is used, the receive and

transmit antennas must be isolated, preferably
by orthognality. This may be achieved by cross
polarisation.
The following schemes describe methods of

applying each of these options to ensure
effective communication between Controllers and
Communicators for any relative orientation of

antennas.

Circular Polarisation:

For circular polarisation the Controller
transmitting antenna (26) and the Communicator
receiving antenna (54) and (55) must be the
same polarisation unless a bi-directional
modulator is used in the Communicator.

Linear Polarisation:

For linear polarisation either all the antennas
must be of the same polarisation such as
vertical or horizontal or alternatively as
preferred, both pairs of Controller transmit
(26) and Controller Receive (38) antennas and
Communicator receive and Communicator transmit
antennas (54) and (55) must be cross polarised.
Independence of relative orientation between
Controller antennas (26) and (38) and
Communicator antennas (54) and (55) can be
achieved when the Communicator modulator is
bi-directional and the antennas are cross
polarised.

Cross Polarisation of Antennas:
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It is preferred that the Communicator antennas
be monostatic and cross-polarised.

It is preferred that the Controller receive
antenna (38) be cross-polarised to the
Controller transmit antenna (26) and may be
monostatis with it.

Increased range may be achieved by ensuring high
isolation between the Communicator antennas and
using an appropriate high frequency amplifier
such as a Galium Arsenide device, and/or,
pulse operation of the Controller (50% duty
cycle) with delay provided by the Communicator
equal to the transmit pulse width of the
Controller by adding a delay line in the
Communicator between its two antennas equal to a
bit period so that transmit and receive cycles
at the Controller may be alternated using a
Transmit/Receive switch. In additior, range may
be increased by increasing Controller power,
increasing antenna gain on either or both
Controller and Communicator, increasing receiver
amplification and decreasing noise figure,
dedreasing system bandwidth, and improving

overall processing efficiency.

Receiving Amplitude Modulation From Controller:
Both Communicator antennas are used in the
receive mode using two quadrature diode
detectors. The Detectors

(57) and (58) shown in Diagram 7 operate as
power detectors in their normal operating range
below -10dbm. The detectors are located 90
degrees apart at the Controller carrier
frequency on the transmission line between the
two antennas in the Communicator. The circuit
is made standing wave independent by summing the
voltage outputs of detectors (57) and (58).

P
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The reason this circuit is independent of
- standing waves is as follows;
NETT POWER = Pl + P2
since V1 is proportional to Pl, square law
region, then,
NETT POWER is proportional to V1 + V2
and therefore by summing V1 & V2 the system
is now standing wave independent.
Receiving Frequency or Delay Modulation from
Controller

)

o»

Since the Communicator has no local oscillator,
demodulation is accomplished using the edge of
a resonator (where phase shift is high) or
using a delay line.
In the case of the resonator solution the
centre frequency is set to the 3 db point of
the resonator.
In the case of the delay line solution two
delay lines are used connecting each antenna
with the demodulator.
Since the carrier phase at the Controller
quadrature demodulator depends on the range of
the Communicator then there is no guarantee that
the Controller source signal component used ‘as
a local oscillator feeding the detector circuit
will be in phase with the received carrier (re-
radiated from the Communicator) therefore
demodulation must be achieved an image rejection
mixer, a quadrature detector or an offset local
oscillator detector, since we are dealing with

N

one reflected carrier at a time, then hard
clipping at the demodulator is allowed.
Referring to Diagram 6, it is preferred for high
isolation to provide a cancellation circuit (51)
' to null out Transmitter crosstalk and echos from
the Controller transmitter. This requires
control of the amplitude and phase shift of the
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nulling/cancellation signal to the receiver
coupler (53).
A long averaging time for the cancellation
circuit (51) is required in order to smooth out
short term fluctuations. The control signal for
the cancellation comes from the quadrature
detector (28) output which must be nulled by the
appropriate phase and amplitude of the
cancellation signal.
As shown in Diagram 15 the Controller consists
of a box-like assembly with the transmit/receive
antennas co-planor mounted on the box side from
which the transmission emanates.
For outdoor applications the antennas will
generally be covered with a protective radome.
The power source, Modulator, demodulator,
amplifiers and operating logic associated with
the Controller operation are contained within
the box. '
Depending on overall system design, where
distributed processing is desired, additional
processing circuitry may be included in the
Controller assembly. '

Diagram 16 shows a configuration of a
Communicator for use as a pocrtable telephone/
transaction device in all its transaction modes.
The unique feature is a folding and/or tilting
antenna assembly which enables the antenna to
point towards the overhead located Controller.
A further desirable feature is provided in
folding the microphone/loudspeaker/keyboard/
display structure to provide a pocket-size unit.
The Communicator is designed to operate in
several different physical and electrical modes,

these include;

r‘ﬁ% TRCTETHITR CLIBET '




WO 89/04093

PCT/AUS8/00416

38

Completely folded Diagram 17 - inactive or when

activated and facing towards Controller,

listening and acknowledging (advises user when

~a call is waiting, or advising of messages)
Partially folded, antenna extended, facing
upwards Diagram 18 - listening and
acknowledging (advises user when a call is
‘waiting, or advising of messages).

Controllers may be linked to form a local area
control network as shown in Diagram 14.

The functions of Controllers and Communicators
generally remain as previously described.

The local area network control equipment
provides a means of; (1) interconnecting
Controllers to enable Controller/Communicator
transactions to be transferred from one
Controller to another during the transaction
period; (2) Communicators communicating with
other Communicators within the local area
network; (3) Communicators to become an
extension of PABX's; (4) Communicators

to commuricate with public telephone lines,
Communicators to be communicated with by
appropriate devices outside the local area

network control equipment; and (6) Communicators

to be linked to transaction processors outside
existing telephone systems.

A full system self check can be achieved by
providing a Communicator in the Controller's
transmitted signal beam that is known to the
Controller and may be activated by the
Controller to verify the communication link
integrity.
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Encryption of the Controller transmitted and
Communicator re-radiated signals can be achieved
by a number of methods including Public Key '
encryption which for example allows the signal
to be encoded by a Communicator with only
appropriate, approved institutions (banks etc)
having the facility to decrypt the signal.

A convoluted code can be used between a
Controller and Communicator based on a known
Maximum Length Sequence (M - Sequence) and, in
particular, an M- Seqguence in which the two
ends of the communications link are constantly

changing keys.

Since the quadrature detector in the Controller
measures the instantaneous phase of the re-

" radiated reply from the Communicator, then the
measurement of change of phase will indicate
motion and the rate of change of phase will
indicate the radial velocity.

The delay modulation of the re-radiated energy
of the Communicator can be achieved either by
double sideband or single sideband modulation.
The preferred method is double sideband
modulation.

Single sideband modulation may be achieved by
using an image reject mixer and selecting the
appropriate upper or lower sideband.

Single sideband modulation has the advantage
that it allows independent replies on the
separate channels created by the upper and lower

sidebands.

In situations where the distance separation
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between Communicator and Controller is such that the
signal level received back at the Controller from the
Communicator is too low for effective operation, the
received and re-transmitted signal at the
Communicator end and the two way link can be
increased by the use of an amplifier in the return
signal path.

- The isolation between the two cross polarised
components of the receive and transmit signals is
enhanced by the modulator which shifts the frequency
in the feedback path.

There are several means of achieving the
required amplification.

The first utilises a combination of a 90 degree
hybrid coupler and power splitter. As shown in
Diagram 19 the right polarised received signal is
received by the two Communicator antennas which are
linear cross polarised.

The received signal then passes through the 90
degree hybrid coupler/power splitter and passes
through the input limiting amplifier which can have
atypicai gain of 30db.

The right polarised received signal then splits
into 2 paths. The first path leads to the detector
which detects the received modulation. The second
path leads to the phase modulator which remodulates
the received signal with the outgoing message. The
modulator can either double sideband or single
sideband modulate the outgoing, reflected signal. .

Image reject mixing is used to achieve single
sideband modulation.

The outgoing signal then passes through the 90
degree hybrid coupler power splitter through to the
antenna for transmission back to the Controller. By
entering the alternate part of the hybrid the
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re-transmitted signal becomes left circular

polarised.
The directions of circular polarisation may be

reversed.

Method 2:

In this solution the two Communicator antennas
may be linear or circular cross polarised and may be
mono-statis or bi-static.

The dual receiving, amplifying, circulating and
modulating circuits are connected in a symmetrical
bridge form as shown in Diagram 20.

The received signal passes from the two antennas
through each circulator whose circulating direction
is the same when viewed from the limiting amplifier.
The output from each circulator splits, one part
passing to the connected detector and the other part
passing through the connected dual or single sideband
modulator, then on to the other circulator and on to
the antennas for re-radiation back to the Controller.

Method 3:

In this solution the two Communicator antennas
may also be linear or circular cross polarised and
may be mono-statis or bi-static.

The dual receiving, hybrid amplifying and
modulating circuits are connected in a symmetrical
bridge form as shown in Diagram 21.

The received signal passes from the two antennas
into each of two 90 degree coupler/power hybrids.
The output from each hybrid splits, one part passing
to the connected detector and the other part passing
through the connected dual or single sideband
modulators, then on to each of the other hybrids and
on to the antennas for re-radiation back to the

Controller.
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Range Timing Compensation:

As the range increases the relative timing of
the return code pulses will change until send and
receive bit signals no longer occur within the
transmit bit period at the Controller causing
synchronising and timing problems.

, Timing compensation is provided for changing
ranges between Communicators and Controllers by
determining the range of each Communicator from a
particular Controller by measuring the time delay
between transmitted and received signals at the
Controller. The range is determined by sending a
single one bit tone burst (i.e.) one) measuring bit, .
from the Controller in synchronism with the beginning
of the frame sync word.

The Controller measures the time interval
between transmitted and received measuring bit and
reports this time interval to each individual
Communicator. Each Communicator then introduces a
delay into its return data calculated to ensure that
all its replies arrive in the correct time slot at
the Controller.

By providing 256 successive frames, one for each
Communicator, it is simple to monitor and track the
movement of each communicator in real time. An
update rate for range reports of 32 times a second is
considered adequate since no communicators normally
response during the frame word period. This update
rate will provide tracking out to a Controller/
Communicator range of 600 metres.

If longer ranges such as 1200 metres are
required the control/command word can also be used to
double the reply interval to update range.

Any delay longer than the pre-determined
_compensation period will result in data collisions in
the active data slots.
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The range compensation is to be applied by
determining the time delay corresponding to the
longest Controller to Communicator back to Controller
transmit and receive paths and providing a positive
or negative timing offset (depending on the frame
reference point used) in all communicators equal to
this maximum delay for the minimum range situation.
As the range increases the Communicator, based on the
range information provided by the Controller, will
calculate the timing offset required to cancel the
range delay caused by its distance from the
Controller and automatically adjust the delay of its
return signals to provide continuing accurate
synchronisation of the return signals at the
Controller.

The basic CEDCOM™'® Microwave Automatic
Transaction System, C-MATS, operates on the principle
of an electro-magnetic two way signal exchange in
which the signal power is generated at only one end
of the two way link by a signal generating
transmitter/receiver unit called a Controller.

The other end of the two way link, which does
not generate an electro-magnetic signal of its own,
providing return signals by re-radiating its received
energy, is a personally portable signal
receiver/re-radiator transaction unit called a
Communicator.

The signals between the Controller and the
Communicator are appropriately modulated to produce
digital and/or analogue outputs at the Controller and
Communicator.

These outputs provide the data signals to enable
date communication to take place in both directions
either simultaneously or sequentially.

The Communicators do not of themselves generate
electro-magnetic signals but receive signals
generated by Controllers from which relevant data is
obtained. The Communicators re-radiate the electro-

A
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magnetic energy received from Controllers which
energy is modulated by data generated by the
Cbmmunicator and received by Controller/s using a
technique similar to modulated backscatter radiation.

Information of the basic principles of modulated
backscatter radiation is in the public domain.

.C-MATS utilises a principle similar to modulated
backscatter in a unique configuration and design to
create a new form of 'wireless' transaction system.

As shown in Diagram 3, each Controller (1)
radiates low power signals into local designated
areas. Calls can only be made or received by an
individual Communicator (2) when located in a local
designated area and when its received signal level is
high enough for its operation.

Contro;ler antennas may operate in any plane,
but it will be most effective system-wise if common
radiating directions are used for common system
applications so that users of Communicators can use a
standard presentation or direction of their
Communicator antennas.

Controllers will generally be positioned above
the locally designated areas in which Communicators
can operate, with their antennas radiating downwards
so that their signal radiation is normal to
horizontally orientated Communicator antennas
positioned beneath them.

The frequency on which each communication takes
place is determined by each Controller and given that
the radiation from each Controller is limited to its
immediate vicinity, then the only limitation on the
number of Communicators which may operate at any one
time world-wide is that number of Controllers

installed and the telephone lines or communication

~ channels allocated to each.

The system is not limited by radiated signal

channel-space. The system operates at a frequency of’
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2.45 Ghz in the microwave spectrum and is only
limited by the number of Controllers installed.

The Communicator/Controller combination provide
a means of conducting two way transactions. Amongst
other applications, a transaction capability allows a
secure identification and data transaction to take
place such as a financial transaction.

The Communicator includes a processor and
interface to the CP8 ‘'Smartcard' to provide the
security, storage and processing of transactions.

Provided sufficient telephone lines or channels
are connected to a Controller, then any number of
Communicators up to the number of lines or channels
available may simultaneously be in communication via
each individual Controller up to the designed channel
capacity of the Controller.

As illustrated in Diagram 3, in operation a
person carrying a Communicator is able to initiate or
receive calls to process a transaction when they are
within the illuminated zone of a Controller and their

Communicator indicates 'communicate ready' by
establishing that an appropriate signal level exists
and by transacting an exchange of identifications
between Communicator and Controller and being
allotted a polling slot or placed in a waiting

sequence.
To initiate a transaction the Communicator may

be accessed by a secret PIN or some other transaction
approving action which is keyed to activate a
transaction in the CP8 Smartcard.

Transactions may be made using the Telephone
Network. Once acquisition is achieved between a
Controller and Communicator, providing appropriate
provisions are made in the Controller, the telephone
number required is then dialed in the conventional

manner.
When connection is made, transactions can

proceed.
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The Communicator is 'passive' in the signal
generation sense, receiving the signal energy from
the Controller, processing the received signal
message and re-radiating the received signal energy
from the Controller which is modulated with the
return signal message back to the Controller
utilising a ‘'backscatter' technique.

Logic circuitry and software 'lock' each
Communicator into its presently communicating
Controller.

Given the directivity of the Communicator
antenna and the low signal levels used, eavesdropping
is extremely difficult. Given the directive patterns
of both Communicator and Controller antennas, any
eavesdropping device used needs to be physically
located between the Communicator and Controller to
receive both signals. :

Conventional public access or other appropriate
method of encryption can be used to provide desired
levels of secure communication.

Diagram 5 provides an overview of the system
operation. The Controller (l) contains a Source (2)
which generates the electro-magnetic signal, the
Operating Logic unit (3) receives voice and/or data
from an external source and provides an appropriate
input to the Modulator (4) which modulates the
electro-magnetic signal with voice and/or data which
is then radiated via the transmitting Antenna (5).

The Communicator (6) receives the electro-
magnetic signal transmitted by the Controller via its
receiving Antenna (7) and (12). The received signal
splits into two paths. The first path is to the
Demodulator (8) where it is demodulated and the
output is connected to the Operating Logic unit (9)
which processes the received, demodulated voice/data
signal which is provided as input to an appropriate
Transaction Logic (10) and peripherals.

£ 5 (A
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To provide a return communication, voice and/or
data from the Transaction Logic (10) is connected to
the logic unit which drives the Modulator (11) which
modulates the signal received from the Controller (1)
and is then fed to the transmitting Antennas (7) and
(12) and re-radiates the return signal back to the
Controller (1).

The Controller (1) receives the 'backscattered'
signal from the Communicator via receiving Antenna
(13). This signal is detected by the Demodulator
(14) which_uses part of the signal from the Source
(2) as reference in its detection process. The
demodulated signal is fed to the Operating Logic Unit
(3) from which it is connected to the Transaction
Logic (15) in turn connected to external processing
and cqmmunications circuitry. '

The Controller transmit (5) and receiver (13)
antennas may be integrated into the one antenna
structure as may also be the Communicator receive and
re-radiate antennas (7) and (12). ’

The basic C-MATS Microwave Automatic Transaction
System consists of a portable microwave link terminal
called a Transflector with a preferred capacity of up
to 64 Kbps full duplex transmission with a fixed
microwave station called a Microplexor operating at a
preferred 2.045 Mbps.

Each Microplexor is capable of simultaneous,
full duplex data interchange with a number of
Transflectors, the number being determined by the
data rates of the individual Transflectors, e.g. 1
Transflector at 2.045 Mbps, 30 Transflectors at 64
Kbps, or 240 Transflectors at 8 Kbps.

This patent application describes a network
system in which Transflectors can communicate through
a network consisting of hierachies of progressively
increased capacity data busses. The network also
provides the means where by a moving Transflector,
while in the process of a transaction, can be passed
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onto other Microplexcrs as its movement takes 1t out

of the operating range of the communicating

Microplexor. The arbitration as to which of several
Microplexors whose signals are being received by a

single Transfiector, is the connected Microplexor, is *
determined by the Transflector.

R

The network described also provides the basis
for an international, personal Transflector
identification number which is tracked location-wise
to enable connections to be made via the personal
Transflector number regardless of the location of the
Transflector or the location of caller (Transflector
or other party).

This applicétion also describes ancilliary
"networking facilities which enhance the functionality
of the network. _

The network has a pyramidical structure in each
national application. The number of 'pyramid' levels
is determined by both geographical dispersion of
Micropléxors and the number of Transflectors.

LEVEL SM - Single Microplexor

The Single Microplexor level takes the form
shown in Diagram 22. It can be seen that a nominated
number of channel connections may be made through the
Microplexor.

Transflectors in the communication zone of the

(e

Microplexor will automatically be assigned channels
until all channels are occupied. At that time
Transflectors unable to be allocated a channel will
be placed in a hold queue until a channel can be
allocated.

Level SM provides an aggregate data frame

oy

capacity of 2.045 Mbps.
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LEVEL MM

Is used where the 2.045 Mbps data frame capacity
will not be accessed in a single Microplexor
communication zone. In this case thé 2.045 Mbps data
frame capacity is shared by several Microplexors on a
shared time division basis.

At this level one of the Microplexors 1is
_selected/fitted as the Controlling Microplexor,
Diagram 23, interlacing the data streams from each
connected Microplexor (including its own datastream)
to provide a nominated number of channels to the
external network world.

The Controlling Microplexor cbntinually monitors
the call load on each of the controlled Microplexors
and actively allocates frame space between

' °  Microplexors based on relative loadings.

Where Microplexors are physically positioned so
as to provide overlapping Communication Zones,
Diagram 24, a channel transfer message processor in
the Controlling Microplexor will automatically
transfer a transaction data stream from a Microplexor
whose signal level is falling to below acceptance
threshold (i.e. the minimum signal level received by
the transflector which provides reliable full duplex
operation), to the Microplexor providing the highest
above-threshold signal level to the Transflector.
Diagram 24 also shows how the communication zones of
Miroplexors are physically located to provide
continuous coverage by overlap of adjacent channel
signals while ensuring physical separation between
the coverage of duplicated channel signals, e.g. A
and A shown in.Diagram 24.

By the above means a moving Transflector can
maintain a reliable, fully duplex data transfer
connection to an outside channel.

The Controlling Microplexor contains an active
database record of each Transflector in the total
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zones of Communication of itself and each controlled
Microplexor. This data base is automatically
interrogated each time a new connection is requested
by a Transflector, where the number of the
Transflector called is in the active database, the
connection is made directly to the called
Transflector via the Controlling Microplexor without
loading up the network external to the Controlling
Microplexor.

Each active database may be divided into three
segments, the first is the register of Transflectors
registered to a particular channel node e.g. Level
AN. The second database segment contains a register
of ‘travelling' locally registered. Transflectors.
This register segment is updated by the forwarding
'address' of each travelling Transflector each time
it first connects to a distant Microplexor as a-
'visitor', to enable a re-direction of calls. The
third datakase segment contains a register 'visiting'
Transflectors which are registered elsewhere. This
register is interrogated by a calling Transflector
and if the called Transflector is in this database
segment, then a direct connection between the two is
made.

' Active database may be installed at any level
subject to capacity and any operational requirements
of the system manager.

Each Microplexor/Controlling Microplexor
contains a call register/processor which determines
whether a charge is made or not. If a charge is
made, then the charging mechanism is either through
the billing process of the external network, of if a
'Smartcard' like function is used in the
Transflector, funds transfer is made during the
progression of the Transflector/Microplexor (and any
external) connection at rates determined by the

Microplexor.
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LEVEL AN - Area Node

This level operates at a suitable multiple of
the Microplexor frame rate. A possible multiple
might be 20 times, e.g. at 40.96 Mbps.

To access the AN level, Microplexors and
Controlling Miéroplexors (whichever are connected to
the AN Level) are fitted with a frame compression
facility. The frame compression facility consists of
a data buffer which receives each Frame sequence at a
2.045 Mbps rate and a processor which retransmits the
Frame sequence at a 40.96 Mbps rate.

This 'compressed' data sequence is then
positioned in the 40.96 Mbps rate frame by an Area
Node Controller to which an appropriate number of
Microplexors/Controlling Microplexors are connected.

Area Node Controllers may be fitted with similar
functionalities as the Microplexors, e.g. each Area
Node Controller contains an active detabase record of
each Transflector in its total zones of Communication
and each controlled Microplexor/Controlling
Microplexor. This database is automatically
interrogated each time a new connection is requested
by a TPransflector. Where the number of the
Transflector called is in the active database, the
connection is made directly to the called
Transflector via the Microplexor without loading up
the network external to the Area Node Controller.

The Area/Node Controller may also contain a call
register/processor which determines whether a charge
is made or not. If a charge is made, then the
charging mechanism is either through the billing
process of the external network, or if a 'Smartcarg'
like function is used in the Transflector, funds
transfer is made during the progression of the
Transflector/Area Node Controller (and any external)
connection at rates controlled by the Microplexor.
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LEVEL 2ZN - Zone Node

The level is a higher level 'pyramid' structure
working at a frame speed multiple of the Area Node
Controller Node speed. )

This level is controlled by a Zone Node
Controller having similar functions to an Area Node
Controller.

LEVELS FN - Further Levels

Further levels may be provided, each level
operating at a frame speed which is a multiple of the
Controller frame speeds immediately below the
controlled level in the network 'pyramid'.

Any particular level may be connected via an
appropriate interface to existing teleéhone and data
networks.

Diagram 25 provides a representation of how
various system levels are connected.

A Transflector leaving its 'home' registered
level database, is automatically registered as
Visitor at the ‘'visited' location which in turn
advises the Traveller's home database of its then
present location. The home database then registers
the Transflector as a 'traveller' together with the
forwarding address.

Each of the database locations may provide an
electronic mail message store and forward service.

" Path redundancy can be provided by connecting
individual Microplexors to several Area Node
Controllers, the additibnal connections providing
stand-by paths in the event of a primary path
failure.

Similarly, individual Area Node Controllers to
several Zone Node Controllers. This cross linking to
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provide stand-by paths can be progressed to any
desired level up the system hierachy.

While the above system description has described
a network utilising moving subscribers (the
Transflectors) it can be used either separately or in
combination with a wired system in which the wired
'plug’ outlets become the connectors for portable
terminals having the processing functionality of
Transflectors but without the radio link.

C-MATS thus provides a "transparent® link
between a mobile processor such as a CP8 Smartcard
connected to a portable Communicator and the line,
input/output of a fixed location Controller.

The system allows both a magnetic stripe card
reader to be read into the communicator transaction
processor and also a smart card connection to the
communicator transaction processor allowing
transactions to be made between the C-MATS and the
smartcard. These transactions include sending and
receiving encrypted messages, reading and up-dating
the smart card memory and transferring programs and

data.
The detailed performance parameters are as

follows:

Overall System

Data Transmission Specification I.S.D.N.
System Data Rate 2.045 M/baud
Radio Transmission Range 2 - 50 Meters
Coverage per Controller 10 Sguare metres
(6 10 mW radiated
signal)

Controller (basic configuration)
Input/Output Connections

Sync 8 KHz

Clock 2.048 MHz

Data Serial 2.048
M/baud
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Microwave Frequency 2.45 GHz
nominal
Frequency Channels (basic
configuration) 4

(Specific frequency channels are allocated and
special separation of Controllers provided so that
during co-incident Controller frame transmissions in
multi-controller applications, nearby communicator

interference is eliminated.)

Microwave Radiated Power (basic unit) 10mwW
Number of 64 K/baud Channels 30 max.
Number of 8 K/baud Channels 240 max.
Number of Concurrently Active

Communicators 240 max.
Number of Active & Innactive/

‘Monitored Stand-by Communicators 256 max.
Antenna Gain 8 - 26dbi
size 400*400*150mm
Power Requirements (basic unit) 10 W

Data Format

Bit Rate ) 2/048 M/baud
Frame Length 256 Bits
Frame Period 125 usec

Frame Composition (refer to Diagram 26)
Each Frame consists of:

Bits 0 thru 3 - Frame Character

Bits 4 thru 7 - Controller ID

Bits 8 thru 15 - Command and Control Byte
Bits 16 thru 255 - data

Channel Time Division Channel Allocations
Through its command and control function, the
Controller processor can allocate the available
data bits into Communicator 'polling slots'
each of Controller determined bit lengths,
generally depending-on the volume of the
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transactions occurring between the Controller
and individual Communicators.

COMMAND CONTROL

The Command and Control byte segment of each
Frame transmission provides the means by which each
Controller directs its communication process with

Communicators.
The Command and Control functions consists of:

Acquisition Command

Communicator Acquisition 1is achieved by a
pfocess in which the Controller progressively
suspends for later acquisition cycles,
Communicators which have not yet been acquired,
leaving a single, acquired Communicator at the
end of each Acquisition cycle:

The Controller commences the process by issuing
an Acquisition command code (bits 8 thru 11).
All non-acquired Communicators receiving the
Acquisition command respond at Bits 12 with
their first Identification Code Bit, either 1 or
0.

The Controller which is capable of sensing
simultaneous 1l's and 0's, determines the bit of
highest signal level, which becomes the first
bit accepted. This bit type (1 or 0) is then
transmitted as a Verification of the bit chosen
(as having the highest signal level) in Bit 13
and is compared in each Communicator with the
first Identification Code Bit it sent.

If Bit 12 sent by the Communicator and Bit 13
received from the Controller do not match in a
Communicator, then its internal logic will
instruct it to cease sending its Identification
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Code until the next Acquisition command is
recelved.

If Bit 12 sent by the Communicator and Bit 13
received from the Controller do match in a
Communicator, then its internal logic will
instruct it to send its second Identification
Code Bit in Bit 14.

The Controller again determines the bit of
highest signal level, which becomes the second
bit accepted. This bit type (1 or 0) is then
transmitted as verification of the bit chosen in
Bit 15 and is compared in each of the surviving
Communicators with the second Identification
Code Bit each has sent. R

If Bit 14 sent by the Communicator and Bit 15
recei&ed from the Controllei do not match in a
Communicator, then its internal logic will
instruct it to cease sending its Identification
Code until the next Acquisition command is
received.

If Bit 14 sent by the Communicator and Bit 15
received from the Controller do match in a
Communicator, then each surviving Communicators'
logic instructs it to suspend transmitting its
identification code until it receives the
Extension Command (described below) as part of

the Acquisition process from the Controller.

The Extension Command is the signal for the
Communicator to transmit its third
Identification Code Bit during the next Frame
sequence of that Controller.

Acquisition Extension Command

Refer to TABLE 1.
The Extension Command is issued as a 0 during
Bit 8 to instruct all Communicators other than
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those which have survived verification thus far,
to remain silent.

Communicators which have survived verification
thus far will send their next Identification
Code Bit during Bit 8.

The Controller again determines the bit of
highest signal level, which becomes the third
bit accepted. This bit type (1 or 0) is then
transmitted by the Controller in Bit 9 and 1is
compared in each of the surviving Communicators
with the Identification Code Bit each has just
sent during Bit 8.

If Bits 8 sent by the Communicator and Bit 9
received from the Controller match in a
Communicator, then its internal logic will
instruct it to send its next Identification Code
Bit in Bit 10.

As described previously, if Bit 8 sent by the
Communicator and Bit 9 received from the
Controller do not match in a Communicator, then
its internal logic will instruct it to cease
sending its Identification Code until the next
Acquisition command is received.

This process will continue for éach succeeding

"Bit until either the Identification Code is

completed and one surviving Communicator
remains, or, continues to Bit 14 and Bit 15. As
previously, if a match occurs, each surviving
Communicator's internal logic will instruct it
to suspend transmitting its identification code
until the next Frame.

The Acquisition Command takes 8 Frames to
capture a Communicator.

Verification Command

The Verification Command is used by the
Controller to confirm the identification code of

H
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the single Communicator surviving the full
sequence of the Acquisition Command process.
The Verification Command is transmitted by the
Controller during Bits 8 thru 11 of the Frame
Bit Period.

The Controller transmits during Bits 12 thru 15,
the first four Identification Code Bits it *

"y

'captured’.

The Controller transmits an Extension Command,
Bit 8, in each of the next 5 Frames. After each
Extension Command it progressively sends the
remainder of its Identification Code during Bits
9 thru 15 of each Frame.

The process is repeated in subsequent Frames

are sent by the Controller.

If the Check Sum does not match the
Identification Code, the Communicator does not
reply. This results in the Controller repeating

répeated only once after which the Controller
cancels the Acquisition process and starts
again. . .

If the Check sum does match in the corresponding
Communicator, the Communicator sends a 2 bit
Mode Request followed by a 2 bit Check Sum
starting in Bit 11.

The Controller will vérify receipt of the Mode

s

kequest by sending a 1 in Bit 15.
The Verification Command takes 6 Frames to

fiy

complete its transaction.

Assign Communicator Password Cormmand

Once Verification is complete, during the next
Frame the Controller issues the Assign
Communicator Password Command during Bits 8 thru
11 of the Frame Bit period and also issues the
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Communicator a unique, Password, a Signal level
message, a 1 bit message indicating whether a
Polling Slot Allocation has been made or it is

in the Queue, and either a Polling Slot position

or initial queue position.

The Communicator sends a one for one bit
verification reply and if this matches the total
message sent by the Controller, The Controller
confirﬁs the transaction by sending a 1 in Bit
14 of the 4th Frame. The Communicator sends a 1
in Bit 15 confirming receipt of the Controller's
confirmation.

Each Password consists of a total of 8 Bits, the
first 5 Bits determine the Group Number (1 or
32) of that group of 8 Passwords and next 3 Bits
define which of Bits 8 thru 15 will represent
the status of the Communicator.

This data is transmitted during Bits 12 thru 15
of the first Frame and continued during Bits 9
thru 15 of subsequent Frames via Extension
Commands. Since the data is going from the
Controller, Bit 8 is not available for data
since it is used to signal the Extension.

The Communicator verifies its allotted Password,
signal level and Polling/queue positions by
repeating each Bit received from the Controller
during each Frame Bit Period (carrying over from
Frame to Frame in which the repeat of Bit 15 is
sent during Bit 9 of the subsequent Frame).

Assign Polling Slot Command

As Polling Slots become available the Controller
assigns these to each inactive Communicator in
the order in which they were acquired. The
assignment is achieved by the Controller issuing
the Assign Polling Slot Command during Bits 8
thru 11 of the first Frame, followed by the

1)
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Communicator Passwbrd, a Check Sum, the allotted
Polling Slot start position and length. This
transaction requires 4 frames.

NOTE: (the Controller processor contains a
'look-up' table which maintains the order in
which Passwords have been allocated to
Communicators)

The Communicator verifies its allotted Polling
Slot position by repeating each Bit received
from the Controller during each Frame (carrying
over from Frame to Frame in which the repeat of
Bit 15 is sent durihg Bit 9 of the subsequent
Frame) . -

The Controller issues a final verification in
Bit 14 of Frame 3 which is followed by a further

- verification response from the Communicator in

Bit 15 of Frame 3.

Activity Monitoring Command

At regular intervals determined by its processor
the Controller sequentially interrogates each
Communicator to determine its status.

The interrogation will be done on a Communicator
Password basis.

The Controller transmits the Activity Monitoring
Command during Bits 8 thru 11 followed by the a
Group Number component of the Password and the
Check Sum.

This process uses several (min 3, max 34)
Frames, utilising the Extension Command.

As each response is received from the relevant
group of 8 Communicators, the Controller
transmits a Follow-on Bit during the Bit 14
which instructs all the Communicators to
increment the Group Number and respond if
applicable.
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This process continues until the Follow-on Bit
is cleared by the Controller.

Clear Polling Slot Command

This Command is used by the Controller to
instruct individual Communicators terminate its
transactions and vacate its Polling Slot and to
switch to the inactive, listening mode.

The Clear Polling Slot Command (all 1l's) 1is
transmitted during Bit 8 thru 10 Bit Periods,
followed by the first bit of the Check Sum, the
Communicator Password and the remainder of the
Check Sum. The Communicator will respond with a
Verification Bit in Bit 15 of Frame 1.

Mode Command

The Mode Command is used by either Controller or
Communicator to request a change in Mode of a
Communicator.

The Mode Command is transmitted during Bit 8
thru 11 Bit Periods, followed by the
Communicator Password, Mode Change, and Check
Sum. After the Check Sum the Communicator will
respond with Mode Change request. At the same
time the Controller will send the first 2 bits
of the Signal Level message followed by a
verification of the Mode Change Request,
followed by the last 2 bits of the Signal Level
message.

The Communicator will confirm the vérification
of the Controller in Bit 14.
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COMMUNICATOR OVERVIEW SPECIFICATION

Input/Output Connections
CP8 Smartcard A .
Clock 3.11 MHz

Data ’ 8 KBaud
half Dupex

Power 5V € 50 mA
21V € 10mA
€1l0mSec

Peripheral Device Serial I/0
Data 9.6KBaud rate
’ peak € 8 KBaud
average transfer
rate
Functions Data Set Ready
(DSR) '
Clear to Send (CTS)
Peripheral Functions

Keyboard 4*4
Display 9 Character
' 1 line
Beep Audio tone
Light Flash . LED
‘Voice Option
Sync 8 KHz
Clock ' : 2.048 MHz
Data 2.028MBaud
Full Duplex
Power Supply NiCd rechargeable
with Solar Cell
charge.
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There has thus been shown and described a novel

passive universal communicator system which fulfills
all the objects and advantages sought therefor. Many
changes, modifications, variations and other uses and
applications of the subject invention will, however,
become apparent to those skilled in the art after
considering this specification and the accompanying
drawings which discloses the preferred erbodiment
thereof. All such changes modifications, variations
and other uses and applications which do not depart
from the spirit and scope of the invention are deemed
to be covered by the invention which is limited only
by the claims which follow.
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CLAIMS

What is Claimed is:

'Y

1. In apparatus for two-way communication
between a transmitter/receiver unit, callied a
controller, and at least one second

transmitter/receiver unit, called a communicator,
said controller comprising:

(a) first means for generating a carrier
- signal;

(b) second means for modulating szid carrier
signal with a first informational signal to produce a
first modulated carrier signal;

(c) third means for trahsmitting sz2id first
modulated carrier signal as a first electromagnetic
wave signal to said communicator;

(d) fourth means for receiving a second
electromagnetic wave signal transmitted by said
communicator to reproduce a second modulated carrier
signal; and

(e) £fifth means for demodulating said second
modulated carrier signal to reproduce a second '
informational signal;

each of said communicators comprising:

4

(a) sixth means for receiving saié first
electromagnetic wave signal transmitted by said
controller to reproduce said first modulated carrier
signal;

(b) seventh means for demodulatinc said first
modulated carrier signal to reproduce said first
informational signal;
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(c) eighth means for backscatter modulating
said first modulated carrier signal with a second
informational signal to produce a second modulated
carrier signal; and

(d) ninth means for transmitting said second
modulated carrier signal as said second

electromagnetic wave signal;

the improvement wherein said first means
comprises means for pseudo-randomly varying the
frequency or phase of said carrier signal and said
fifth means includes means for mixing said carrier
signal with said second modulated carrier signal,

thereby to provide security against jamming,
eavesdropping, and/or range gating on said first or

second electromagnetic wave signal.

2. The apparatus defined in claim 1, wherein
said first means comprises a voltage ccentrolled
oscillator (VCO) and means for pseudo-randomly
varying the voltage applied to said VCO. 4

3. The apparatus defined in claim 1, wherein
said first means comprises a frequency synthesizer
for producing a signal of substantially constant
frequency, and a signal mixer, coupled to the output
of said frequency synthesizer, for mixing a
pseudo-randomly varying signal with said constant
frequency signal, '

thereby to vary the phase of said frequency

signal.

4., 1In apparatus for two-way communication
between a transmitter/receiver unit, called a
controller, and at least one second
transmitter/receiver unit, called a comnunicator,
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said controller comprising:

(a) first means for generating a carrier
signal; '

(b) second means for modulating said carrier
signal with a first informational signal to produce a
first modulated carrier signal;

(c) third means for transmitting said first
modulated carrier signal as a first electromagnetic
wave signal to said communicator;

- (d) fourth means for receiving a second
electromagnetic wave signal transmitted by said
communicator to reproduce a second modulated carrier
signal; and

(e) fifth means for demodulating said second
modulated carrier signal to reproduce a second
informational signal;

each of said communicators comprising:

(2) sixth means for receiving said first
electromagnetic wave signal transmitted by said
controller to reproduce said first modulated carrier
signal; '

(b) seventh means for demodulating said first
modulated carrier signal to reproduce said first
informational signal;

(c) eighth means for backscatter modﬁlating
said first modulated carrier signal with a second
informational signal to produce a second modulated
carrier signal; and

(d) ninth means for transmitting said second
modulated carrier signal as said second
electromagnetic wave signal;

the improvement wherein said third means and
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said ninth means include means for orthogonally
polarizing said first and second electromagnetic wave
signals with respect to each other, thereby to
minimize cross talk and the sensitivity of the
received signals to the relative orientation of said

first and second antennas.

5. The apparatus defined in claim 4, wherein
said first and second electromagnetic signals are

linearly cross polarized.

6. The apparatus defined in claim 4, wherein
said first and second electromagnetic signals are

circularly cross polarized.

7. The apﬁératus defined in claim 4, wherein
said third means and said fourth means include a
common first antenna and said sixth means and said
ninth means include a common second antenna, said
first and said second antennas being configured to
transmit and receive orthogonally polarized first and

second electromagnetic wave signals, respectively.

8. In apparatus for two-way communication
between a transmitter/receiver unit, called a
controller, and at least one second
transmitter/receiver unit, called a communicator,

said controller comprising:

(a) first means for generating a carrier
signal;

(b) second means for modulating said carrier
signal with a first informational signal to produce a

first modulated carrier signal;
(¢) third means for transmitting said first

modulated carrier signal as a first electromagnetic

i
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wave signal to said communicator;

(d) fourth means for receiving a second
electromagnetic wave signal transmitted by said
communicator to reproduce a second modulared carrier
signal; and

(e) fifth means for demodulating said second
modulated carrier signal to reproduce a second
informational signal;

each of said communicators comprising:

(a) sixth means for receiving said first
electromagnetic wave signal transmitted by said
controller to reproducé said first modulated carrier
signal;

(b) seventh means for demodulating said first
modulated carrier signal to reproduce saii first
informational signal;

(c) eighth means for backscatter mciulating
said first modulated carrier signal with a second
informational signal to produce a second modulated
carrier signal; and

(d) ninth means for transmitting szid second
modulated carrier signal as said second
electromagnetic wave signal;

the improvement wherein said sixth means and said
ninth means include a common antenna, a common
quadrature polarization changeover switck, and first
and second feed line means connecting said changeover
switch with orthogonal first and second feed points,
respectively, on said antenna; said chanceover switch
including means for aliernating connecticas between
said first and second feed line means, respectively,
on one side, and the output of said sixtt means and
input of said ninth means,irespectively, on the other
side, thereby to alternate connection of said antenna

b
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between said sixth and said ninth means.

9. The apparatus defined in claim 8, wherein
said antenna is a patch antenna and said orthogonal
first and second feed points are 90° apart around the
edge of the antenna with respect to its center.

10. The apparatus defined in claim 8, wherein
said changeover switch comprises four GaAs
transistors connected in series with the source of
each transistor connected to the drain of another
transistor to form a bridge circuit with four node
points at the source and drain connections.

11. The apparatus defined in claim 10, wherein
two node points on opposite sides of said bridge
circuit are each connected, respectively, to two
opposite feed points of said antenna through a
capacitor and the two remaining node points on
opposite sides of said bridge circuit are each
connected, respectively, to the remaining two
opposite feed boints of said antenna through an

inductor.

12. The apparatus defined in claim 10, wherein
said eighth means includes means for applying control
signals to the gates of said transistors.

13. The apparatus defined in claim 12, wherein
a common control signal is applied to the gates of
two opposite transistors in said bridge circuit and
the complement of said common control signal 1is
applied to the gates of the remaining two transistors

in said bridge circuit.

14. In apparatus for. two-way communication
between a transmitter/receiver unit, called a
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controller, and at least one second
transmitter/receiver unit, called a communicator,

said controller comprising:

&

(a) first means for generating a carrier
signal; _ 3

(b) second means for modulating said carrier
signal with a first informational signal to produce a
first modulated carrier signal;

(c) third means for transmitting said first
modulated carrier signal as a first electromagnetic
wave signal to said communicator;

(d) fourth means for receiving a second
electrémagnetic wave signal transmitted br said
communicator to reproduce a second modulated carrier
signal; and

(e) fifth means for demodulating said second
modulated carrier signal to reproduce a-second
informational signal;

each of said communicators comprising:

(a) sixth means for receiving said first
eléctromagnetic wave signal transmitted by said
controller to reproduce said first modulated carrier
signal;

(b} seventh means for demodulating said first
modulated carrier signal to reproduce said first

W

informational signal;
(c) eighth means for backscatter modulating
said first modulated carrier signal with a second

1)

informational signal to produce a second modulated
carrier signal; and

(d) ninth means for transmitting said second
modulated carrier signal as said second
electromagnetic wave signal;
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the improvement wherein said seventh means comprises
a delay line having first and second terminals at
opposite ends and connected to receive said first
modulated carrier signal at said first terminal and
said second modulated carrier signal at said opposite
terminal; signal summing means having two inputs and
an output; a first diode connecting in the forward
direction said first terminal with one of said inputs
and a second diode connecting in the forward '
direction said second terminal with said other input;
said output of said summing means providing said
first informational signal, independent of the

standing wave ratio.

15. The apparatus defined in claim 15, wherein
said delay line delays the signal passing
therethrough by 90° of the phase of said carrier
signal.

16. The apparatus defined on claim 16, wherein
said first informational signal forms a serial bit
stream, and wherein said delay line delays a signal
by one bit period of said first informational signal.

17. In apparatus for two-way communication
between a transmitter/receiver unit, called a
controller, and at least one second
transmitter/receiver unit, called a communicator,

said controller comprising:

(a) first means for generating a carrier
signal;

(b) second means for modulating said carrier
signal with a first informational signal to produce a
first modulated carrier signal;

(c) third means for transmitting said first
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modulated carrier signal as a first electromagnetic
wave signal to said communicator;

(d) fourth means for receiving a second
electromagnetic wave signal transmitted by said
communicator to reproduce a second modulated carrier

W

signal; and

(e) fifth means for demodulating said second P
modulated carrier signal to reproduce a second
informational signal;

each of said communicators comprisirg:

(a) sixth means for receiving said first
electromagnetic wave signal transmitted by said
controller to reproduce said first modulzted carrier
signal; -

(b) seventh means for demodulating said first
modulated carrier signal to reproduce said first
informational signal;

(c) eighth means for backscatter modulating
said first modulated carrier signal with a second
informational signal to produce a second modulated

carrier signal; and

(d) ninth means for transmitting said second
modulated carrier signal as said second

electromagnetic wave signal;

the improvement comprising tracking cancellation
circuit means, coupled between said third means and N
said fourth means, for producing a cancellation

W\

signal in dependence upon said first modulated
carrier signal, said cancellation signal being
injected into the receiving path of said fourth means
to reduce echo and cross talk in said second
modulated carrier signal.

18. The apparatus defined in claim 17, wherein

o]
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said cancellation circuit means includes means for
adjusting the amplitude of said cancellation signal.

19. The apparatus defined in claim 17, wherein
said cancellation circuit means includes means for
adjusting the phase of said cancellation signal.

20. In apparatus for two-way communication
between a transmitter/receiver unit, called a
controller, and at least one second
transmitter/receiver unit, called a communicator,

said controller comprising:

(a) first means for generating a carrier
signal; ]

(b) second means for modulatiﬁg said carrier
signal with. a first informational signal to produce a
first modulated carrier signal;

(c) third means for transmitting said first
modulated carrier signal as a first electromagnetic
wave signal to said communicator;

(d) fourth means for receiving a second
electromagnetic wave signal transmitted by said
communicator to réproduce a second modulated carrier
signal; and

(e) fifth means for demodulating said second
modulated carrier signal .to reproduce a second
informational signal;

each of said communicators comprising:

(a) sixth means for receiving said first
electromagnetic wave signal transmitted by said
controller to reproduce said first modulated carrier
signal;

(b)' seventh means for demodulating said first
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modulated carrier signal to reproduce said first
informational signal;

(c) eighth means for backscatter modulating
said first modulated carrier signal with a second
informational signal to produce a second modulated
carrier signal; and

(a) ninth means for transmitting said second
modulated carrier signal as said second
electromagnetic wave signal;

the improvement wherein said £ifth means
comprises a quadrature detector, coupled to said
first means and said fourth means, for producing
quadrature in-phase (I) and quadrature phase (Q)
outputs and a quadrature summing amplifier, coupled
to said quadrature detector, for summing said
in-phase and quadrature phase outputs.

21. The apparatus defined in claim 20, wherein
said eighth means provides frequency shift key
modulation, and wherein said fifth means further
includes a frequency shift key demodulator
comprising:

(1) a first channel coupled to receive the
output of said quadrature summing amplifier
comprising a first band pass filter and a first log
detector connected in series;

(2) a second channel coupled to receive the
output of said quadrature summing amplifier and
comprising.a second band pass filter and a second log
detector connected in series; and

(3) a difference amplifier connected to the
outputs of said first and second channels for
producing an output signal representing the
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difference between the output signals received from
said first and second channels.

22. The apparatus defined in claim 21,

wherein said frequency shift ke§ demodulator
further comprises a summing amplifier connected to
the outputs of the first and second channels for
producing an output signal representing the sum of
the output signals received from said first and

second channels.

23. In apparatus for two-way communication
between a transmitter/receiver unit, called a
controller, and at least one second
transmitter/receiver unit, called a communicator,

said controller comprising:

(a) first means for generating a carrier
signal; '

(b) second means for modulating said carrier
signal with a first informational signal to produce a
first modulated carrier signal;

(c) third means for transmitting said first
modulated carrier signal as a first electromagnetic
wave signal to said communicator;

(d) fourth means for receiving a second
electromagnetic wave signal transmitted by said
communicator to reproduce a second modulated carrier
signal; and

(e) f£ifth means for demodulating said second
modulated carrier signal to reproduce a second

informational signal;
each of said communicators comprising:

(a) sixth means for receiving said first
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electromagnetic wave signal transmitted by said
controller to reproduce said first modulated carrier
signal;

(b) seventh means for demodulating said first
modulated carrier signal to reproduce said first
informational signal;

' (c) eighth means for backscatter modulating
said first modulated -carrier signal with a second
informational signal to produce a second modulated
carrier signal; and

(d) ninth means for transmitting said second
modulated carrier signal as said second
electromagnetic wave signal;

the improvement wherein said second means
includes means for amplitude modulating said carrier
51gna1 with three zone bit coding,

a first zone bit being modulated at the 100%
level; _

a second zone bit being modulated between the 50
and 100% levels in dependence upon said first
informational signal; and

a third zone bit being modulated at the 50%
level.

24. The apparatus defined in claim 23, wherein
said seventh means includes means for determining
when said third zone bit is at a zero level, and said
eighth means includes means for retransmitting the
last bit sent when a received third bit is at a zero
level.

25. The apparatus defined in claim 23, wherein
said first zone bit is modulated at the 50% level at

the beginning of each digital frame.

26. In apparatus for two-way communication
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between a transmitter/receiver unit, called a
controller, and at least one second

transmitter/receiver unit, called a communicator,

said controller comprising:

(a) first means for generating a carrier
signal;

(b) second means for modulating said carrier
signal with a first informational signal to produce a
first modulated carrier signal;

(c) third means for transmitting said first
modulated carrier signal as a first electromagnetic
wave signal to said communicator; '

(d) fourth means for receiving a second
electromagnetic wave signal transmitted by said
communicator to reproducg a second modulated carrier
signal; and '

(e) fifth means for demodulating said second
modulated carrier signal to reproduce a second

informational signal;
each of said communicators comprising:

(a) sixth means for receiving said first
electromagnetic wave signal transmitted by said
controller to reproduce said first modulated carrier
signal;

(b) seventh means for demodulating said first
modulated carrier signal to reproduce said first
informational signal;

(c) eighth means for backscatter modulating
said first modulated carrier signal with a second
informational signal to produce a second modulated
carrier signal; and »

(d) ninth means for transmitting said second
modulated carrier signal as said second
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electromagnetic wave signal;

the improvement wherein said eighth means
includes image reject mixer means and means for
selecting one of the upper and lower sidebands for
single sideband modulation.

27. 1In apparatus for two-way communication
between a transmitter/receiver unit, called a
controller, and at least one second
transmitter/receiver unit, called a communicator,

said controller comprising:

(a) first means for generating a carrier
signal; '

(b) second means for modulating said carrier
signal with a first informational signal to produce a
first modulated carrier signal;

(c) third means for transmitting said first
modulated carrier signal as a first electromagnetic
wave signal to said communicator;

- (d) fourth means for receiving a second
electromagnetic wave signal transmitted by said’
communicator to.reproduce a second modulated carrier
signal; and

(e) fifth means for demodulating said second
modulated carrier signal to reproduce a second
informational signal;

each of said communicators comprising:

(af sixth means for receiving said first
electromagnetic wave signal transmitted by said
controller to reproduce said first modulated carrier
signal; .

(b) seventh means for demodulating said first
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modulated carrier signal to reproduce said first
informational signal; '

(c) eighth means for backscatter modulating
said first modulated carrier signal with a second
informational signal to produce a second modulated
carrier signal; and ’

(d) ninth means for transmitting said second
modulated carrier signal as said second

electromagnetic wave signal;

the improvement wherein said fifth means
includes image reject mixer means for mixing both
said carrier signal and a 90° delayed version of said
carrier signal with said second modulated carrier
signal; means for separating the upper ard lower

sidebands; and means for demodulating the selected

sideband.

28. In apparatus for two way communication
between a transmittor/receiver unit, called a
controller, and at least one second
transmittor/receiver unit, called a communicator,

the improvement wherein said communicator
coﬁprises a-telephone handset having four separate,
substantially planar sections, said sections being
serially connected by means of hinges which permit
said sections to be folded together in a collapsed,
carrying position or opened outwardly into an
operative, communicating position,

said sections consisting of:

(1) a first section adapted to support a
telephone microphone;

(2) a second section adapted to support a key
pad for telephone dialing;

(3) a third section adapted to support a

telephone loudspeaker; and
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(4) a fourth section adapted to support a patch

antenna for communication by electromagnetic waves
with a remote controller.

Q.

29. The apparatus defined in claim 26, wherein
said fourth section, when folded outwardly, is

UH

disposed substantially horizontally when the
remaining sections of said handset are outwardly
folded and said handset is held by a user in a
conventional operating position.

30. The apparatus defined in claim 28, wherein
said fourth section, when folded outwardly, is
disposed substantially horizontally when the
remaining sections of said handset are folded
together in a collapsed position and said handset is
disposed in a substantially vertical position.

(r.
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