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prises establishing one or more first secret tokens with a server; obtaining
one or more data items from one or more sensors; modifying the one or more
data items with at least one of the one or more first secret tokens to provide
one or more modified data items; generating a respective first hash value for
each of the one or more moditied data items; generating a second hash value
for a data set comprising each of the one or more data items; and transmitting
the one or more data items, the one or more first hash values and the second
hash value to the server.
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Secure Transmission

TECHNICAL FIELD OF THE INVENTION

[0001] The present invention relates to providing data acquired by a mobile device for use
as evidence in proceedings.

BACKGROUND

[0002] Mobile computing devices, such as mobile telephones, smartphones, tablet
computers, etc. often comprise, or have access to, an array of sensors such as image sensors
and sound sensors. While commonly used to record events for personal consumption, such
recordings are generally unsuitable for use as evidence in proceedings in which the
authenticity, accuracy and/or provenance of those recordings may require verification.
[0003] The rapid proliferation of mobile devices is such, however, that mobile devices are
often present in circumstances in which such evidential data may be usefully obtained. It
would therefore be beneficial if such mobile devices were able to obtain and provide evidential
quality recordings of transactions or events. Such evidential quality recordings may have
uses, for example, in legal proceedings, insurance claims, etc.

[0004] It is an object of the present invention to obviate or mitigate at least one of the problems
of the prior art whether identified herein or elsewhere.

SUMMARY

[0005] According to a first aspect described herein, there is provided a method for providing
evidential data, comprising at a mobile device: establishing one or more first secret tokens
with a server; obtaining one or more data items from one or more sensors; modifying the one
or more data items with at least one of the one or more first secret tokens to provide one or
more modified data items; generating a respective first hash value for each of the one or more
modified data items; generating a second hash value for a data set comprising each of the
one or more data items; and transmitting the one or more data items, the one or more first
hash values and the second hash value to the server.

[0006] The data set may comprise the first hash values.

Date Regue/Date Received 2021-01-28
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[0007] The method may further comprise obtaining one or more transaction identifiers,
each transaction identifier being suitable for identifying a property of the mobile device;
and transmitting an indication of said transaction identifiers to the server.

[0008] The data set may comprise one or more of the transaction identifiers.

[0009] The one or more transaction identifiers may comprise one or more static
identifiers, wherein each static identifier is suitable for identifying a static property of the
mobile device.

[00010] Transmitting an indication of the static identifiers to the server may
comprise generating a respective third hash value for each of the one or more static
identifiers, wherein the indication comprises the third hash values.

[00011] The data set may comprise the third hash values.

[00012] Calculating each respective third hash value may comprise modifying
each of the plurality of static identifiers with at least one of the one or more first secret
tokens and calculating each of said third hash values based upon the modified static
identifiers.

[00013] The transaction identifiers may comprise one or more variable identifiers
and each variable identifier may be suitable for identifying a variable property of the
mobile device. Transmitting an indication of the variable identifiers to the server may
comprise transmitting the variable identifier to the server.

[00014] The data set may comprise the variable identifiers.

[00015] The method may further comprise an initialisation procedure. The
initialisation procedure may comprise transmitting a plurality of initialisation identifiers
to the server.

[00016] The initialisation identifiers may comprise one or more static identifiers
and/or one or more variable identifiers.

[00017] Transmitting a plurality of initialisation identifiers may comprise obtaining
the plurality of initialisation identifiers, encrypting the obtained initialisation identifiers
and transmitting the encrypted initialisation identifiers to the server.

[00018] The transaction identifiers may be based upon the initialisation
identifiers to allow comparison at the server between values of the initialisation
identifiers and the transaction identifiers.

[00019] The one or more sensors may comprise at least one sensor from the
group comprising a camera of the mobile device and a microphone of the mobile
device.

[00020] The one or more data items may comprise one or more still images.
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[00021] The one or more data items may comprise one or more videos.
[00022] The one or more data items may comprise one or more sound
recordings.
[00023] The one or more static identifiers may comprise at least one identifier

from the group comprising an identification number of a battery of the mobile device, an
IMEI number of the mobile device telephone number of the mobile device.

[00024] The one or more variable identifiers may comprise at least one identifier
from the group comprising a geographical location of the mobile device, a date and
time reported by the mobile device, a duration of time since the mobile device was
turned on, an indication of other devices detected by the mobile device and a file
structure of the mobile device.

[00025] The method may further comprise establishing one or more second
secret tokens with the server after transmission of the one or more data items and said
first and second hash values.

[00026] According to a second aspect, there is provided a method for receiving
evidential data comprising, at a server: establishing one or more first secret tokens with
a mobile device; receiving one or more data items, one or more first hash values and a
second hash value from the mobile device; wherein each of the one or more first hash
values are hash values generated based upon a respective one of the one or more
data items modified with at least one of the one or more first secret tokens; wherein the
second hash value is a hash value generated based upon a data set comprising each
of the one or more data items.

[00027] The method may further comprise modifying each of the received one or
more data items with at least one of the one or more first secret tokens; generating a
respective first comparison hash value for each of the modified received one or more
data items; comparing each respective first comparison hash value to a corresponding
one of the first hash values; and providing an indication for each respective first
comparison hash value that does not match a corresponding one of the first hash
values.

[00028] Providing an indication may comprise outputting an indication to a
display device, or saving an indication together with the data.

[00029] The method may further comprise receiving a plurality of initialisation
identifiers from the mobile device; receiving one or more transaction identifiers, each of

the one or more transaction identifiers being suitable for identifying a property of the
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mobile device; and comparing at least one of the initialisation identifiers with at least
one of the transaction identifiers.

[00030] The method may further comprise transmitting a request for the
transaction identifiers based upon the received initialisation identifiers.

[00031] The initialisation identifiers may comprise a first static identifier suitable
for identifying a static property of the mobile device. The one or more transaction
identifiers may comprise an indication of a corresponding static identifier. Comparing at
least one of the initialisation identifier may comprise comparing the first static identifier
with the corresponding static identifier.

[00032] The indication of the static identifier may comprises a third hash value
based upon the corresponding static identifier. Comparing the first static identifier with
the corresponding static identifier may comprise generating a fourth hash value based
on the first static identifier and comparing the fourth hash value with the third hash
value.

[00033] The third hash value may have been generated by the mobile device
performing the steps of modifying the corresponding static identifier with at least one of
the one or more first secret tokens and calculating each the third hash values based
upon the modified corresponding static identifier. Generating the fourth hash value may
comprise modifying the first static identifier with at least one of the one or more first
secret tokens and calculating the fourth hash value based upon the modified first static
identifier.

[00034] The initialisation identifiers may comprise a first variable identifier
suitable for indicating variable properties of the mobile device. The received transaction
identifiers may comprise a corresponding variable identifier. Comparing the first
variable identifier with the corresponding variable identifier may comprise determining
whether a difference between the first variable identifier and the second variable
identifier are within predetermined bounds.

[00035] The initialisation identifiers may comprise at least one of a number of a
battery of the mobile device, an IMEI number of the mobile device telephone number of
the mobile device.

[00036] The one or more variable identifiers may comprise at least one identifier
from the group comprising a geographical location of the mobile device, a date and
time reported by the mobile device, a duration of time since the mobile device was
turned on, an indication of other devices detected by the mobile device and a file

structure of the mobile device.
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[00037] The method may further comprise establishing one or more second secret
tokens with the mobile device after receipt of the one or more data items and said first and
second hash values.
[00038] According to a third aspect, there is provided an apparatus for providing
evidential data, comprising: a memory storing computer readable instructions configured to
cause a computer to carry out a method as described herein; and a processor configured to
execute the computer readable instructions.
According to an aspect of the present invention, there is provided a method

for providing evidential data, comprising at a mobile device:

establishing one or more first secret tokens with a server; obtaining one or more
data items from one or more sensors;

combining the one or more data items with at least one of the one or more first
secret tokens to provide one or more modified data items;

generating a respective first hash value for each of the one or more modified data
items;

generating a second hash value for a data set including each of the one or more
data items;

transmitting a first message comprising the one or more data items, the one or more
first hash values, and the second hash value to the server, wherein the first message is
usable by the server to authenticate the one or more data items; and

establishing one or more second secret tokens with the server after transmission of
the first message, the one or more second secret tokens for combining with one or more
second data items obtained from the one or more sensors for generating a second
message;

obtaining one or more transaction identifiers, the one or more transaction identifiers
including one or more static identifiers; and

transmitting an indication of the static identifiers to the server, including generating a
respective third hash value for each of the one or more static identifiers, wherein the
indication includes the third hash values,

wherein the one or more first secret tokens are pre-shared with the server before
transmitting the first message comprising the one or more data items.

According to another aspect of the present invention, there is provided a

method for receiving evidential data comprising, at a server:

Date Regue/Date Received 2020-09-15
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establishing one or more first secret tokens with a mobile device;

receiving one or more first data items, one or more first hash values, and a second
hash value from the mobile device in a first message usable by the server to authenticate
the one or more data items, the one or more first data items obtained from one or more
sensors;

wherein each of the one or more first hash values are hash values generated based
upon a respective one of the one or more first data items combined with at least one of the
one or more first secret tokens;

wherein the second hash value is a hash value generated based upon a data set
including each of the one or more data items;

establishing one or more second secret tokens with the mobile device after receipt
of the first message, the one or more second secret tokens for combining by the mobile
device with one or more second data items obtained from the one or more sensors for
generating a second message;

receiving a plurality of initialization identifiers including a first static identifier from the
mobile device;

receiving one or more transaction identifiers including an indication of a
corresponding static identifier which includes a third hash value based upon the
corresponding static identifier; and

comparing the first static identifier with the corresponding static identifier, including
generating a fourth hash value based on the first static identifier and comparing the fourth
hash value with the third hash value,

wherein the one or more first secret tokens are pre-shared with the mobile device
before receiving the first message comprising the one or more data items.

According to another aspect of the present invention, there is provided a non-

transitory computer-readable storage medium storing a set of instructions for execution by a
general purpose computer to provide evidential data at a mobile device, the set of instructions
comprising:

a first establishing code segment for establishing one or more first secret tokens with
a server,

an obtaining code segment for obtaining one or more data items from one or more

SEensors;

Date Regue/Date Received 2021-01-28
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a modifying code segment for combining the one or more data items with at least
one of the one or more first secret tokens to provide one or more modified data items;

a first generating code segment for generating a respective first hash value for each
of the one or more modified data items;

a second generating code segment for generating a second hash value for a data
set including each of the one or more data items;

a transmitting code segment for transmitting a first message comprising the one or
more data items, the one or more first hash values and the second hash value to the server,
wherein the first message is usable by the server to authenticate the one or more data
items;

a second establishing code segment establishing one or more second secret tokens
with the server after transmission of the first message, the one or more second secret
tokens for combining with one or more second data items obtained from the one or more
sensors for generating a second message,

a second obtaining code segment for obtaining one or more transaction identifiers,
the one or more transaction identifiers including one or more static identifiers; and

a second transmitting code segment for transmitting an indication of the static
identifiers to the server, including generating a respective third hash value for each of the
one or more static identifiers, wherein the indication includes the third hash values,

wherein the one or more first secret tokens are pre-shared with the server before
transmitting the first message comprising the one or more data.

[00039] It is to be understood that features described with reference to one aspect

above may be combined with other aspects.

BRIEF DESCRIPTION OF THE FIGURES

[00040] Embodiments of the invention are now described, by way of example only,
with reference to the accompanying drawings, in which:

[00041] Figure 1 schematically illustrates an example network of components which
may be used to implement an embodiment;

[00042] Figure 2A schematically illustrates an example configuration components
which may be used to implement the mobile device of Figure 1;

Date Regue/Date Received 2021-01-28
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[00043] Figure 2B schematically illustrates an example configuration of components
which may be used to implement the server of Figure 1;
[00044] Figure 3 is a flowchart showing initiation processing carried out by the server
and the mobile device of Figure 1;

Figure 4 is a flow diagram showing data generated and exchanged between
the server and the mobile device while performing the processing of Figure 3;
[00045] Figure 5 is a flowchart showing processing carried out by the mobile device of
Figure 1 to transmit evidential data;

Figure 6 is a flow diagram showing how the data is bundled while performing
the processing of Figure 5;
[00046] Figure 7 is a flowchart showing processing carried out by the server to receive

evidential data from the mobile device.

DETAILED DESCRIPTION

[00047] Figure 1 illustrates a network of computer devices that can be used to implement
embodiments of the present invention. A mobile device 1 connects to a server 2 via a network
3. The network 3 may be any suitable public or private network and may be, for example, the
Internet. The mobile device 1 may take any form suitable for connection to the network 2.
For example, the mobile device 1 may be a mobile telephone, a smartphone, a tablet, etc.

Date Regue/Date Received 2021-01-28
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[00048] The connections between the server 2, the mobile device 1, and the
network 3 may take any appropriate form and may be wired or wireless connections. It
will be appreciated that while a single mobile device 1 is illustrated in Figure 1, this is
merely exemplary and any number of mobile device may connect with the server 2.
[00049] The mobile device 1 is configured to provide data to the server 2 via the
network 3. In particular, the mobile device 1 is configured to provide data relating to
incidents that occur in the proximity of the mobile device 1, such as accidents, crimes,
etc., for the purpose of evidence. For example, the mobile device 1 may be equipped
with recording means such as one or more cameras for recording images or video,
microphones for recording sounds, and receivers for recording received radio signals. It
will be appreciated that the mobile device 1 may be used to obtain any form of
evidential data as required.

[00050] The mobile device 1 may communicate with the server 2 from within a
local computer application operating on the mobile device 1 (or “app”) or via a remote
application provided by the server 2 and accessed from the mobile device 1 through,
for example, a web browser. Future references to a computer application with which
the mobile device 1 may communicate with the server 2 may therefore be either a local
computer application or a remote application.

[00051] Upon obtaining evidential data, the mobile device 1 transmits the
evidential data to the server 2 via the network 3. In particular, the mobile device 1
transmits the evidential data along with further data to allow the server 2 and/or third
parties (such as police or judicial authorities) to determine that the evidential data
originates from the mabile device 1 and has not been modified, or otherwise tampered,
with subsequent to its creation and/or transmission to the server 2.

[00052] The server 2 is connected to a public data store 4 and a private data
store 5. The private data store 5 may be isolated from the network 3 to prevent access
to files stored thereon by, for example, the mobile device 1, and any other device. A
firewall 6 may be connected between the private data store 5 and the server 2.

[00053] The mabile device 1 may operate in the vicinity of one or more location
indication devices. As used herein, the term location indication device means any
device which may be used to provide indications of the current geographical location of
the mobile device 1 or indications of geographical locations through which the mobile
device 1 has passed. For example, the mobile device 1 may pass in and out of range
of one or more wireless access points or base stations 7, 8 (such as WiFi access
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points and/or WIMAX base stations, for example), one or more global positioning satellites
(GPS) 9 and one or more cellular network antennas 10.

[00054] Figure 2A shows an exemplary schematic illustration of components which
can be used to provide the mobile device 1 in accordance with some embodiments of the
present invention. It can be seen that the mobile device 1 comprises a CPU 1a which is
configured to read and execute instructions stored in a random access memory (RAM) 1b
which, in this example, takes the form of volatile memory 1b. It will be appreciated that non-
volatile RAM may equally be used in such an embodiment. The RAM 1b stores instructions
for execution by the CPU 1a and data used by those instructions. For example, the
instructions loaded into the RAM 1b may provide one or more computer programs that are
operable to obtain evidential data and to transmit that evidential data to the server 2.

[00055] The mobile device 1 further comprises non-volatile storage 1c, which may take
any suitable form, such as, for example, a hard disk drive (HDD) or solid state drive (SSD).
Computer readable instructions for facilitating the capture, storage and transmission of
evidential data to the server 2 may be stored in the non-volatile storage 1c.

[00056] The mobile device 1 further comprises an /O interface 1d to which are
connected peripheral devices used in connection with the mobile device 1. More particularly,
a display 1e is configured so as to display output from the mobile device 1. The display 1e
may be a touchscreen display, allowing a user to provide input to the mobile device 1e. Other
input devices are also connected to the I/O interface 1d. Such input devices include a camera
1f and a microphone 1g, thereby allowing a user of the mobile device 1 to obtain images
(including video and still) and sound. It will be appreciated that other input devices may
equally be provided. For example, dedicated biometric scanning means, such as fingerprint
scanners, may be provided.

[00057] A network interface 1h allows the mobile device 1 to be connected to
appropriate computer networks, such as the network 3, so as to receive and transmit data
from and to other computing devices such as the server 2. The network interface 1h may also
allow connection with, or detection of signals from, location indication devices such as the
location indication devices 7 to 10.

[00058] The CPU 1a, volatile memory 1b, RAM 1c, I/O interface 1d, and network
interface 1h, are connected together by a bus 1i.

Date Regue/Date Received 2021-01-28
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[00059] It will be appreciated that the arrangement of components illustrated in Figure
2A is merely exemplary, and that the mobile device 1 may comprise additional or fewer
components than those illustrated in Figure 2A.

[00060] Figure 2B shows a schematic illustration of components which can be used to
provide the server 2 in accordance with some embodiments of the present invention. It can
be seen that, at a schematic level, the server 2 may be implemented similarly to the mobile
device 1. In particular, the server 2 may comprise a CPU 2a which is configured to read and
execute instructions stored in a random access memory (RAM) 2b. The RAM 2b stores
instructions for execution by the CPU 2a and data used by those instructions. For example,
the instructions loaded into the RAM 2b may provide one or more computer programs that
are operable to facilitate receipt of evidential data from the mobile device 1 and for confirming
that the received evidential data is suitable for use as evidence.

[00061] The server 2 further comprises non-volatile storage 2¢, which may take any
suitable form, such as, for example, a hard disk drive (HDD) or solid state drive (SSD). The
non-volatile storage 2 may comprise the data stores 4, 5. Alternatively, the data stores 4, 5
may be connected to the server 2 via a storage network (not shown).

[00062] The server 2 further comprises an 1/O interface 2d to which are connected
peripheral devices used in connection with the server 2. More particularly, a display 2e is
configured so as to display output from the server 2. The display 2e may be a touchscreen
display, allowing a user to provide input to the server 2. Other input devices may also
connected to the I/O interface 2d, such as a keyboard 2f. It will be appreciated that other input
devices may equally be provided.

[00063] A network interface 2h allows the server 2 to be connected to appropriate
computer networks, such as the network 3, so as to receive and transmit data from and to
other computing devices such as the mobile device 1.

[00064] The CPU 2a, volatile memory 2b, RAM 2c¢, 1/O interface 2d, and network
interface 2h, are connected together by a bus 2i.

[00065] It will be appreciated that the arrangement of components illustrated in Figure
2B is merely exemplary, and that the server 2 may comprise additional or fewer components
than those illustrated in Figure 2B. Indeed, the server 2 may comprise a plurality of computers,
similar to, or arranged differently from, the mobile device 1. For example, the server 2 may
comprise a plurality of computers respectively adapted to provide, inter alia, a web server, an
application server, a gateway server and a database server, etc., to provide suitable

Date Regue/Date Received 2021-01-28
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applications to the mobile device 1 over the network 3. That is, it is to be understood that, like
the mobile device 1, the server 2 may be implemented using any appropriate configuration
as will be readily appreciated by those skilled in the art.

[00066] Figure 3 is a flowchart illustrating an initialisation process that is carried out by
the mobile device 1 and the server 2 before transactions for transmission of evidential data
between the mobile device 1 to the server 2. Figure 4 schematically illustrates data that is
generated and exchanged by the mobile device 1 and the server 2 during the processing of
Figure 3. It is assumed that in advance of the processing of Figure 3, a user of the mobile
device 1 has registered as a customer or user of a service which receives evidential data. For
example, the user of the mobile device 1 may obtain an insurance product, such as vehicle
insurance, from an entity that operates the server 2 or on whose behalf the server 2 is
operated. In this example, the user 1 may use embodiments described herein to provide
evidential data relating to accidents, damage, etc. of a vehicle that is insured.

[00067] Prior to the processing of Figure 3, the entity with whom the user is registered
may provide suitable login details for use of the application. Alternatively, the user may
establish login details through a registration process conducted through the application, as
will be readily appreciated by the skilled person.

[00068] At step S1 the user of the mobile device 1 enters their login details into a
suitable interface provided by the application. At step S2 the server 2 receives the user’s login
details and validates that the login details belong to a registered account. Following validation
of the login details, from step S1, processing at the mobile device 1 passes to step S3, while
processing at the server 2 passes to step S4. At steps S3 and S4 the mobile device 1 and
the server 2 exchange public keys for use with asymmetric cryptography. With reference to
Figure 4, the mobile device 1 transmits its public key 15 to the server 2, while the server 2
transmits its public key 16 to the mobile device 1. In Figure 4, the server 2 is shown as
receiving the public key 15 and the mobile device is shown as receiving the public key 16. It
will be appreciated that this is merely schematic, and that the server 2 will maintain a copy of
the public key 15 while the mobile device 1 will maintain a copy of the public key 16. The
mobile device 1 further stores a private key 17 (corresponding to its public key 15), while the
server 2 stores a private key 18 (corresponding to its public key 16).

[00069] The keys 15, 16, 17, 18 may be generated prior to the processing of Figure 3
or may be generated as part of the processing of steps S3 and S4. The public and private
keys may be generated using any appropriate means as will be readily
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apparent to the skilled person. As an example only, the public and private keys may be
generated using the RSA algorithm.

[00070] Upon receipt of the public key 15 from the mobile device 1, processing at the
server 2 passes to step S5 at which the server 2 generates a unique, randomly generated,
token 21. The token 21 is encrypted using the public key 15 received from the mobile device
1 to generate an encrypted token 22 which can only be decrypted using the private key 17 of
the mobile device 1. The token 21 (or data to be sent in combination with the token 21) may
additionally be signed (not shown in Figure 4) by the server 2 using the private key 18. For
example, the token 21, or a hash of the token 21, may additionally be encrypted using the
private key 18 such that the token 21 can only be decrypted by the mobile device 1 using the
public key 16 received from the server 2. In this way, the mobile device 1 can have greater
certainty that the token 21 was received from the server 2, and not a third party.

[00071] The encrypted token 22 is transmitted to the mobile device 1 and received by
the mobile device 1 at step S7. The mobile device 1 decrypts the encrypted token 22 using
its private key 17 to obtain the token 21.

[00072] After the processing of steps S3 to S7, the mobile device 1 and the server 2
each possess information, in the form of the token 21, known only to each other. It will be
appreciated, however, that the processing of steps S3 to S7 are merely exemplary that in
practice any suitable means may be used for the mobile device 1 and the server 2 to securely
exchange a suitable token. In other embodiments, for example, a plurality of secret tokens
may be exchanged.

[00073] Processing passes from step S7 to step S8 at which the mobile device 1
generates or obtains a plurality of initialisation identification data items 25. Suitable
identification data items include, for example, an International Mobile Station Equipment
Identity (IMEI) number of the mobile device 1 (or similar identifiers, such as ESN, MEID, etc.),
an International mobile Subscriber Identity (IMSI) number, Service Set Identifier (SSID)
history data (i.e. which SSIDs the mobile device 1 has come into contact with), GPS data, an
indication of a current local mobile cell, current date and time data, a recorded uptime of the
mobile device 1, alast reboot time of the mobile device 1, a bit-rate between the mobile device
1 and the server 2, a file directory structure of the mobile device 1, etc. That is, it will be
appreciated that the identification data may comprise any suitable identification data which
can be used by the server 2 to ascertain the authenticity of a device claiming to be the mobile
device 1 in future transactions.
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[00074] The identification data may comprise both “static” identifiers and
“variable” identifiers. Static identifiers may be identifiers which are not expected to
change over time or which are expected to change only infrequently. For example,
battery identification numbers, IMEI numbers, file structure data, etc. may be expected
to vary infrequently. Variable identifiers may be those identifiers which are expected to
change over time. For example, time and data identifiers, location identifiers, SSID
history data, etc. may be expected to vary between an initialisation and a first
transaction, and between respective transactions.

[00075] As is described below in more detail with reference to Figures 5 and 6,
identifiers may be transmitted to the server 2 from the mobile device 1 during each
transaction (i.e. transactions to transmit evidential data). Because static identifiers are
not expected to vary frequently, it may not be necessary to re-transmit (after initial
transmission during the processing of Figure 3) each static identifier. Rather, as
discussed below, in some embodiments, only a hash value based on each static
identifier is transmitted.

[00076] The particular set of identification data items 25 obtained or generated
by the mobile device 1 may be selected randomly by the mobile device 1 or by a user
of the mobile device 1. Alternatively, the set of identification data items may be
selected by the server 2 and sent as a request to the maobile device 1. Alternatively, the
set of identification data items may be agreed between the server 2 and the mobile
device 1 in a handshake operation in which it is determined which data items can be
provided. For example, it will be appreciated that different devices (e.g. tablets and
mobile telephones) may have different features which limit or facilitate the generation of
one or more identification data items.

[00077] Having generated the identification data items 25, processing passes
from step S8 to step S9 at which the identification data items 25 are encrypted to
provide encrypted identification data items 26. In the example embodiment shown in
Figure 4, the identification data items 25 are each be encrypted using the public key of
the server 2. It is to be appreciated, however, that the identification data items may be
encrypted using any appropriate encryption scheme, or transmitted in any appropriately
secure manner. For example, the pre-shared token may be used as a symmetric
encryption key, and the identification data items may be encrypted using the pre-
shared token. In other embodiments, the identification data items 25 may not be
encrypted before transmission to the server 2.
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[00078] The encrypted identification data items 26 are transmitted from the
mobile device 1 to the server 2. At step S10, the server 2 receives the encrypted
identification data items 26 and, together with the private key 18, the server 2 decrypts
the encrypted identification data items 26 to obtain the data items 25.

[00079] With reference to Figures 5 and 6, there is now described processing
performed at the mobile device 1 for obtaining and transmitting evidential data to the
server 2.

[00080] At step S15, the mobile device 1 obtains data 35 which is to be used for
the purpose of evidence. The data 35 may comprise a plurality of data items. For
example, the data 35 may comprise one or more still images obtained using the
camera 1f of the mobile device 1, one or more videos captured using the camera 1f,
one or more sound records obtained with the microphone 1g, etc. Where the data 35
comprises one or more video recordings, one or more of the video recordings may be
separated into respective frames.

[00081] Processing passes to step S16 at which a first data item from the data
35 is selected. At step S17 the data item is combined with the token 21 in order to
generate a modified data item 36. The token 21 may be combined with the data item in
any appropriate way, such as, for example, prepending, appending or distributing the
token throughout the data item according to a predetermined scheme known to both
the mobile device 1 and the server 2. Processing passes from step S17 to step S18 at
which a hash value 37 is generated based upon the modified data item 36. The hash
value 37 maybe generated using any appropriate hashing algorithm. As examples only,
the widely used SHA1 or SHA2 hashing algorithm, or the newer SHAS3 algorithm, may
be used.

[00082] Processing passes from step S18 to step S19 at which it is determined
whether there are any further data items in the data 35. If it is determined that there are
further data items, processing passes from step S19 to step S20 at which the next data
item is selected. Processing passes from step S20 to step S17. Processing therefore
loops between steps S17 to S20 until each of the data items in the data 35 has been
processed so as to generate a plurality of respective modified data items 36 and a
corresponding plurality of hash values 37.

[00083] When it is determined at step S19 that all data items in the data 35 have
been processed, processing passes to step S21, at which a single hash value 38 is
generated from a bundle comprising each data item in the data 35. The data bundle

may further comprise the hash values 37. The hash value 38 may be additionally or
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alternatively be generated from the data 35 combined in some, known way, with the
token 21.

[00084] At step S22, the data 35, together with the hash values 37 and the hash
value 38 is transmitted to the server 2. By transmitting each of the hash values 37,
together with the hash value 38, the server 2 is able to perform an initial check (based
on the hash value 38) that the data 35 has not been modified. In particular, upon
receipt of the data 35, the server 2 is able to calculate a hash value that should, have
the same value as the hash value 38. If it is discovered that the data has been modified
or corrupted, (because the hash value calculated by the server 2 does not match the
hash value 38), because each of the hash values 37 are also transmitted, it is possible
for the server 2 to subseguently identify exactly which of the data items in the data 35
has been modified, corrupted, or not transmitted by the mobile device 1.

[00085] Additionally, one or more identifiers 25" may be transmitted along with
the evidential data at step S22. The identifiers 25’ may be referred to as transaction
identifiers (as they are transmitted during a transaction) to distinguish them from the
identifiers 25 which may be referred to as initialisation identifiers (as they are
transmitted during an initialisation procedure).

[00086] The identifiers 25’ may comprise one or more of the same identifiers 25
that are transmitted to the server 2 at step S10 of Figure 3. For example, the server 2
may request, during a transaction, one or more specific identifiers (such as the IMEI
number of the mobile device 1), or may request that identifiers corresponding to each
of the identifiers 25 are included in the identifiers 25'. As described above, that while
the identifiers 25’ may include one or more of the same type of identifier included in the
identifiers 25 (e.g. “date” type identifiers), it is to be expected that the value of one or
more of the identifiers may differ between the identifiers 25 and the identifiers 25". As
described above, the identifiers which are expected to differ may be referred to as
variable identifiers.

[00087] Like the data items in the data 35, each of the identifiers 25 may
additionally be combined with the token 21 and hash values calculated therefrom in
order to create a bundle of identifier hash values 39, which may be transmitted to the
server 2. In some embodiments one or more of the hash values 39 are transmitted in
place of the corresponding identifier 25’. For example, where the identifier 25’ is a static
identifier (such as an IMEI number, which may be expected to be the same as it was
when the corresponding identifier 25 was sent), a hash 39 of the static identifier may be

transmitted to the server 2, in place of re-sending the identifier. Where the static
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identifier is first modified using the token 21, further checks may be performed by the server
2 to improve confidence that the device transmitting the identifiers 25’ is the mobile device 1.
[00088] The processing of Figure 5 is such that when the data 35 is used as evidence,
which may be after a period of storage at the server 2, the server 2 can determine that the
data 35 has not been tampered with or otherwise corrupted (i.e. that the data 35 is suitable
for evidential uses). In particular, as now described with reference to Figure 7, only the server
2 is able to re-create the hash values 37, 38 based on the received data. That is, as only the
server 2 knows the value of the token 21 (and the scheme used to combine the token 21 with
the data items of the data 35), only the server is able to re-create the hash values. As such,
successful re-creation of the hash values 37, 38 at the server 2 is evidence that the data items
are authentic and unmodified. Further, the identifiers 25’ and/or the identifier hash values 39
may be used to further confirm the identity of the mobile device 1.

[00089] In addition to, or as an alternative to, being transmitted to the server 2, the
hash values 37, 38, 39 may be transmitted to an independent third party for secure storage
until such a time as verification of the data 35 is required. Where both the server 2 and a third
party receive the hash values 37, 38, 39, verification of the data 35 may be performed by both
the server 2 and an independent third party. In an embodiment, some or all of the hash values
37, 38, 39 are sent only to the third party. In some embodiments, the server transmits token
21 to a third party which may be the same or a different third party to that which receives the
hash values 37, 38, 39. It can be seen therefore, that independent verification of the data 35
may be provided by use of third parties unrelated to either the user of the mobile device 1 or
the entity associated with the server 2.

[00090] Figure 7 illustrates processing that may be carried out at the server 2 upon
receipt of evidential data from the mobile device 1 through the processing of Figure 6. It will
be appreciated the processing of Figure 7, or similar processing may be carried out any stage
after receipt of the data from the mobile device 1. For example, the processing of Figure 7 (or
similar) may be deferred until the data is to be used in an evidential fashion. For example, in
the example above of vehicle insurance, processing to determine the veracity, authenticity
and trustworthiness of data received from the mobile device 1 may be deferred until a
particular claim is processed by an agent of the insurer, for example.
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[00091] Referring to Figure 7, at step S30, data sent by the mobile device 1 is
received at the server 2. As described above, the data transmitted by the mobile device
1 comprises the data that is to be used as evidence, together with a plurality of hash
values 37 (a respective hash value for each data item) and a single hash value 38
representing the data as a bundle (which may or may not be combined with the token
21). Processing passes from step S30 to step S31 at which the server 2 calculates at
least one hash value based upon the received data and the token 21 stored at the
server 2.

[00092] In particular the server 2 may first calculate only the hash value 38.
Respective hash velues for each of the received data items may be calculated only in
the event that the hash value 38 cannot be recreated by the server 2 in order to
determine which data items are suspect. In other embodiments, the server 2 may
calculate all of the hash values at the outset.

[00093] After calculating the hash values, processing passes to step S32 at
which the hash values calculated by the server 2 are compared with the hash values
received from the mobile device 1. If it is determined at step S32 that the hash values
calculated by the server 2 do not match the hash values received from the mobile
device 1, this indicates that the received data may have, for example, been modified,
been corrupted during transmission, or griginated from a device other than the mobile
device 1 (such that the other device did not know the value of the pre-shared token 21).
Where the hash values do not match, this may indicate that the data received at the
server 2 is not suitable for use as evidence. Processing passes from step S32 to step
S33.

[00094] At step 833, an indication is provided (for example, an indication may be
output to the display 2e of the server 2, output to the display 1e mobile device 1, and/or
saved together with the received data at the server 2) that the calculated hash values
do not match the received hash values. It will be appreciated that additional processing
may be performed upon determination at step S32 that the hash values do not match.
For example, the received data may be rejected, and a message may be sent from the
server 2 to the mobile device 1 requesting that the data be re-transmitted. Other
processing that may be performed will be readily apparent to the skilled person.

[00095] If, on the other hand, it is determined at step S32 that the hash values
calculated by the server 2 do match the hash values received from the mobile device 1,
processing passes from step S32 to step S34 at which it is determined whether the one

or more of the identifiers 25’ match the identifiers 25 that were sent from the mabile
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device 1 to the server 2 during the processing of Figure 3 and/or whether the identifier
hash values 39 match corresponding hash values calculated by the server 2 based
upon the identifiers 25 received during the processing of Figure 3. It is to be
understood that not all of the identifiers are necessarily checked at step S34.

[00096] If it is determined at step S34 that the examined one or more identifiers
25" do not match the corresponding identifiers 25 and/or that the identifier hash values
39 do not match corresponding hash values calculated by the server 2 based upon the
identifiers 25, processing passes from step S34 to step S35, at which indication is
provided (for example, an indication may be output on the server 2, output on the
mobile device 1, or saved together with the received data) that the identifiers 25 do not
match the identifiers 25" and/or that the calculated hash values do not match the
received hash values 39. It will be appreciated that additional processing may be
performed at step S35. For example, the data may be rejected, and a message may be
sent from the server 2 to the mobile device 1 requesting that the data be re-transmitted.
Other processing that may be performed will be readily apparent to the skilled person.
[00097] If, on the other hand, it is determined at step S34 that the received
identifiers 25’ do match the stored identifiers 25, and/or that the received hash values
39 do match the calculated hash values, processing passes to step S36, at which the
received data is stored for later use. Storage of the data may be, for example, on both
the storage device 4 and the storage device 5. Data stored on the storage device 4
may be accessible (for example for viewing, annotating, modification, etc.) by the
mobile device 1, while data stored at the storage device 5 may be inaccessible to the
mobile device 1. In this way, data stored at the storage device 5 may be used to
confirm that data stored at the mobile device 4 has not been modified in such a way
that it can no longer be used for evidential purposes.

[00098] After each receipt of data, a new token may be exchanged between the
server 2 and the mobile device 1 at a step $35. As described above with reference to
the processing of Figure 3, a new token may be generated and exchanged in any
appropriate way. For example, a new token may be selected randomly by one of the
server 2 or the mobile device 1 and transmitted to the other device using public key
cryptography. Alternatively, the server 2 may be issue a new token to the mobile device
1, which the mabile device 1 salts with information known only to the mobile device 1
and the server 2 (such as one of the identifiers 25, 25°, a transaction number, etc.).
[00099] An ordered record may be kept at the server 2 of all of the tokens that

have been issued to the maobile device 1. For example, a record of each token may be
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stored together with the time at which that token was issued to the mobile device 1.
The record may store an indication as to the particular transaction(s) for which the
token is valid. This way, if communications between the mobile device 1 and the server
2 are intercepted such that a third party which is able to reuse an intercepted token in
further communications, by comparison with the stored record of tokens issued to the
mobile device 1, the server 2 is able to determine that the token used by the third party
is stale and/or is used out-of-order.

[000100Q] It will be appreciated, that even in the event that the data 35 is identified
as originating from the mobile device 1, and has not been modified or corrupted before
receipt at the server 2, it may be further desired to determine that the data 35 is
trustworthy (i.e. that the user of the mobile device 1 has not fabricated the data 35). As
will be described in more detail below, the identifiers 25’ may additionally be used to
provide indications as to whether the data 35 is trustworthy.

[000101] After receiving data from the mobile device 1 during a transaction, the
server 2 may perform background processing to compare the identifiers 25 with the
identifiers 25" to determine if the identifiers 25’ are valid or plausible in light of the
identifiers 25. For example, where the identifiers 25 and 25’ each include one or more
time-based identifiers (such as a current time or date), it may be determined whether
the time- based identifiers in the identifiers 25 precede the time-based identifiers in the
identifiers 25°. As a further example, where the identifiers 25, 25" each include a
location based identifier (such as a GPS location, a current cell location, etc.) it may be
determined whether it is feasible that the mobile device 1 could have reached the
location indicated in the identifiers 25’ given the location indicated in the identifiers 25.
Determining whether a location is feasible may comprise comparing a distance
between locations identified in each of the identifiers 25, 25’ with respect to a time
indication. As a further example, where the identifiers 25, 25 include hardware
identifiers of the mobile device 1 (for example, battery serial number, IMEI number,
phone uptime, last reboot, start time, etc.), comparisons may be made to identify
inconsistencies.

[000102] It will be appreciated that a plurality of consistency checks may be
performed based upon the identifiers 25, 25'. It will further be appreciated that in many
cases, the data received at the server 2 may be accepted for storage even in the event
of inconsistencies in the identifiers 25, 25', where inconsistencies are merely noted
along with the received data so that identified inconsistencies can be taken into

account when assessing whether the received data is suitable for use as evidence. In
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other embodiments, however, determined inconsistencies may be used to
automatically reject received data and/or trigger other processing such as requests for
additional information.

[000103] It is descrived above that the initialisation process comprises the
exchange of identifiers which are utilised for comparison in further transactions. In
other embodiments, initialisation does not comprise the transfer of such identifiers. In
some embodiments identifiers may be transferred during each transaction and
compared across different transactions.

[000104] In some embodiments, identifiers are transferred outside of transactions
or initialisation procedures, such that the sever 2 maintains a regularly updated copy of
relevant identifiers. For example, an application operating on the mobile device 1 may
be arranged to transfer one or more identifiers to the server 2 in background
processing operations. Alternatively, the application may prompt a user of the mobile
device 1 to authorise transmission of identifiers outside of transactions initiated by the
user. Such prompts or background processing operations may be at regular or random
intervals.

[000105] It will be appreciated that aspects can be implemented in any
convenient way including by way of suitable hardware and/or software. For example,
devices arranged to implement embodiments may be created using appropriate
hardware components. Alternatively, a programmable device, such as an ASIC, may
be programmed to implement embodiments.

[000106] The invention therefore also provides suitable computer programs for
implementing aspects. Such computer programs can be carried on suitable carrier
media including tangible carrier media (e.g. hard disks, CD ROMs and so on) and
intangible carrier media such as communications signals.

[000107] It will further be appreciated that while example embodiments are
described above, modifications may be made to those examples without departing from

the scope of the appended claims.
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The embodiments of the invention in which an exclusive property or privilege is

claimed are defined as follows:

1. A method for providing evidential data, comprising at a mobile device:

establishing one or more first secret tokens with a server; obtaining one or more
data items from one or more sensors;

combining the one or more data items with at least one of the one or more first
secret tokens to provide one or more modified data items;

generating a respective first hash value for each of the one or more modified data
items;

generating a second hash value for a data set including each of the one or more
data items;

transmitting a first message comprising the one or more data items, the one or more
first hash values, and the second hash value to the server, wherein the first message is
usable by the server to authenticate the one or more data items; and

establishing one or more second secret tokens with the server after transmission of
the first message, the one or more second secret tokens for combining with one or more
second data items obtained from the one or more sensors for generating a second
message;

obtaining one or more transaction identifiers, the one or more transaction identifiers
including one or more static identifiers; and

transmitting an indication of the static identifiers to the server, including generating a
respective third hash value for each of the one or more static identifiers, wherein the
indication includes the third hash values,

wherein the one or more first secret tokens are pre-shared with the server before

transmitting the first message comprising the one or more data items.

2. The method of claim 1, wherein each transaction identifier is suitable for identifying a

property of the mobile device.

3. The method of claim 2, wherein each static identifier is suitable for identifying a

static property of the mobile device.
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4. The method of claim 1, wherein calculating each respective third hash value
includes modifying each of the one or more static identifiers with at least one of the one or
more first secret tokens and calculating each of the third hash values based upon the

modified static identifiers.

5. The method of claim 1, wherein:
the transaction identifiers include one or more variable identifiers and wherein each
variable identifier is suitable for identifying a variable property of the mobile device; and
transmitting an indication of the variable identifiers to the server includes transmitting

the variable identifier to the server.

6. The method of claim 1, further comprising:
an initialization procedure, the initialization procedure including transmitting a

plurality of initialization identifiers to the server.

7. The method of claim 6, wherein the initialization identifiers include one or more static

identifiers and one or more variable identifiers.

8. The method of claim 6, further comprising:

obtaining one or more transaction identifiers, each transaction identifier suitable for
identifying a property of the mobile device; and

transmitting an indication of the transaction identifiers to the server;

wherein the transaction identifiers are based upon the initialization identifiers to
allow comparison at the server between values of the initialization identifiers and the

transaction identifiers.
9. The method of claim 1, wherein the one or more sensors include at least one sensor

from a group consisting of: a camera of the mobile device and a microphone of the mobile

device.
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10. The method of claim 1, wherein the one or more data items include at least one of:

one or more still images, one or more videos, or one or more sound recordings.

11. The method of claim 3, wherein the one or more static identifiers include at least one
identifier from a group consisting of: an identification number of a battery of the mobile

device, an IMEI number of the mobile device, and a telephone number of the mobile device.

12. The method of claim 5, wherein the one or more variable identifiers include at least
one identifier from a group consisting of. a geographical location of the mobile device, a
date and time reported by the mobile device, a duration of time since the mobile device was
turned on, an indication of other devices detected by the mobile device, and a file structure

of the mobile device.

13. A method for receiving evidential data comprising, at a server:

establishing one or more first secret tokens with a mobile device;

receiving one or more first data items, one or more first hash values, and a second
hash value from the mobile device in a first message usable by the server to authenticate
the one or more data items, the one or more first data items obtained from one or more
Sensors;

wherein each of the one or more first hash values are hash values generated based
upon a respective one of the one or more first data items combined with at least one of the
one or more first secret tokens;

wherein the second hash value is a hash value generated based upon a data set
including each of the one or more data items;

establishing one or more second secret tokens with the mobile device after receipt
of the first message, the one or more second secret tokens for combining by the mobile
device with one or more second data items obtained from the one or more sensors for
generating a second message,

receiving a plurality of initialization identifiers including a first static identifier from the
mobile device;

receiving one or more transaction identifiers including an indication of a
corresponding static identifier which includes a third hash value based upon the

corresponding static identifier; and
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comparing the first static identifier with the corresponding static identifier, including
generating a fourth hash value based on the first static identifier and comparing the fourth
hash value with the third hash value,

wherein the one or more first secret tokens are pre-shared with the mobile device

before receiving the first message comprising the one or more data items.

14. The method of claim 13, further comprising:

modifying each of the received one or more data items with at least one of the one
or more first secret tokens;

generating a respective first comparison hash value for each of the modified
received one or more data items;

comparing each respective first comparison hash value to a corresponding one of
the first hash values; and

providing an indication for each respective first comparison hash value that does not

match a corresponding one of the first hash values.

15. The method of claim 13 wherein each of the one or more transaction identifiers is

suitable for identifying a property of the mobile device.

16. The method of claim 15, wherein the first static identifier is suitable for identifying a

static property of the mobile device.

17. The method of claim 13, wherein:

the third hash value was generated by the mobile device by modifying the
corresponding static identifier with at least one of the one or more first secret tokens and
calculating each the third hash values based upon the modified corresponding static
identifier; and

generating the fourth hash value includes modifying the first static identifier with at
least one of the one or more first secret tokens and calculating the fourth hash value based

upon the modified first static identifier.
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18. The method of claim 13, wherein:

the initialization identifiers include a first variable identifier suitable for indicating
variable properties of the mobile device;

the received transaction identifiers include a corresponding variable identifier; and

comparing the first variable identifier with the corresponding variable identifier
includes determining whether a difference between the first variable identifier and the

corresponding variable identifier is within predetermined bounds.

19. A non-transitory computer-readable storage medium storing a set of instructions for
execution by a general purpose computer to provide evidential data at a mobile device, the
set of instructions comprising:

a first establishing code segment for establishing one or more first secret tokens with
a server,

an obtaining code segment for obtaining one or more data items from one or more
Sensors;

a modifying code segment for combining the one or more data items with at least
one of the one or more first secret tokens to provide one or more modified data items;

a first generating code segment for generating a respective first hash value for each
of the one or more modified data items;

a second generating code segment for generating a second hash value for a data
set including each of the one or more data items;

a transmitting code segment for transmitting a first message comprising the one or
more data items, the one or more first hash values and the second hash value to the server,
wherein the first message is usable by the server to authenticate the one or more data
items;

a second establishing code segment establishing one or more second secret tokens
with the server after transmission of the first message, the one or more second secret
tokens for combining with one or more second data items obtained from the one or more
sensors for generating a second message,

a second obtaining code segment for obtaining one or more transaction identifiers,

the one or more transaction identifiers including one or more static identifiers; and

Date Regue/Date Received 2021-01-28
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a second transmitting code segment for transmitting an indication of the static
identifiers to the server, including generating a respective third hash value for each of the
one or more static identifiers, wherein the indication includes the third hash values,

wherein the one or more first secret tokens are pre-shared with the server before

transmitting the first message comprising the one or more data.

Date Regue/Date Received 2021-01-28



CA 03002735 2018-04-20

WO 2016/063044 PCT/GB2015/053132

177

10

1 /
(<>)/ V\\‘ ()
SN

s
=g

Fig. 1



CA 03002735 2018-04-20

WO 2016/063044 PCT/GB2015/053132

217

1a

NETWORK
INTERFACE

CPU

BUS

/o NON-

RAM VOLATILE
INTERFACE \ \ STORAGE
c 1d

1b
]

1f [:iziﬂ;\\\\ Fig. 2A
19

1e
2a 2h
— 2
NETWORK
CPU INTERFACE
2i
BUS
/o NON-
RAM VOLATILE
INTERFACE STORAGE \\\
2d 2b 2

Fig. 2B



WO 2016/063044

CA 03002735 2018-04-20

PCT/GB2015/053132
3/7
Device Server
S1 S2
Login -t »  Validate
S3 S4
Exchange Exchange
public keys | " public keys

Generate and | S9
xmit encrypted

token
S7
Receive and
store token
S8
Generate
identifiers

Transmit S9
encrypted
identifiers

510

Receive,
decrypt, store
identifiers

Fig. 3



CA 03002735 2018-04-20

WO 2016/063044 PCT/GB2015/053132

a/7

Device Server

16
15

~T

%

15

‘4\
N

Token

/ Encrypted

17
22 l Token
/ Encrypted
Token
21
Token

Identlfer
18
26

> 26 /

/
/L / Encrypted (
Encrypted Identifiers
Data
ltems
25 P
Identifiers

Fig. 4



CA 03002735 2018-04-20

WO 2016/063044 PCT/GB2015/053132

57

Device

S15
Obtain

evidential data

v

Select first
data item

v

Combine data
item with token

I

516

817

A 4

518

Generate
Hash

Next data item

items?

821

Generate hash
of bundle

'

Transmit data
bundle,
hashes and
transaction
identifiers

822

Fig. 5



CA 03002735 2018-04-20

WO 2016/063044 PCT/GB2015/053132
6/7
36
35 l 21
/\J . f\)
/ / "’/
L - //
Evidential é\c?dde':zzl Token
Data Data
Y
37
/
/ \ 4
Respective
w Hashes
25'
38
v — P
Hash of .
bundle Identifiers
39
/
/
Identifier
hashes

Fig. 6



WO 2016/063044

Flag

Flag

CA 03002735 2018-04-20

I

Server

Receive data
and hashes

Calculate
hashes

Hashes
Match?

lYes

Store

Issue new
token

Fig. 7

830

831

832

534

536

837

PCT/GB2015/053132



Device Server
&1
Login Validate
83
Exchange Exchange
public keys public keys
Generate and
Xmit encrypted
i {oken
&7
Receive and
store token
8
Generate
identifiers
Transmit 88
encrypted
identifiers l

Receive,
decrypt, store
identifiers

g2

&4

$10



	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - DESCRIPTION
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - DESCRIPTION
	Page 23 - DESCRIPTION
	Page 24 - CLAIMS
	Page 25 - CLAIMS
	Page 26 - CLAIMS
	Page 27 - CLAIMS
	Page 28 - CLAIMS
	Page 29 - CLAIMS
	Page 30 - DRAWINGS
	Page 31 - DRAWINGS
	Page 32 - DRAWINGS
	Page 33 - DRAWINGS
	Page 34 - DRAWINGS
	Page 35 - DRAWINGS
	Page 36 - DRAWINGS
	Page 37 - REPRESENTATIVE_DRAWING

