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(57) ABSTRACT 

A computer implemented method, system, and/or computer 
program product assigns a data item to a storage location in a 
computing environment. A request to store a data item is 
detected. A determination is made as to whether a volatile 
memory in the second computer comports with an isolation 
rule for the data item. In response to determining that the 
Volatile memory in the second computer comports with the 
isolation rule for the data item, access time for data in the 
Volatile memory in the second computer is compared with 
access time for data in a local hard drive in a first computer. 
The data item is then selectively stored in either the volatile 
memory in the second computer or the local hard drive in the 
first computer as determined by their relative access times. 
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ASSIGNINGADATA TEM TO A STORAGE 
LOCATION IN A COMPUTING 

ENVIRONMENT 

BACKGROUND 

0001. The present disclosure relates to the field of com 
puters, and specifically to the use of computers to store data. 
Still more particularly, the present disclosure relates to the use 
of computers in enabling access to various storage devices 
across a distributed computing environment. Such as a cloud. 
0002 Cloud computing is Internet-based computing, 
whereby shared resources, software and information are pro 
vided to computers and other devices on-demand, similar to a 
public utility such as the electricity grid. Details are 
abstracted from the users who no longer have need of exper 
tise in, or control over the technology infrastructure “in the 
cloud' that Supports them. Cloud computing describes a 
Supplement, consumption and delivery model for IT services 
based on the Internet, and typically involves the provision of 
dynamically scalable and often virtualized resources as a 
service over the Internet. 

BRIEF SUMMARY 

0003. A computer implemented method, system, and/or 
computer program product assigns a data item to a storage 
location in a computing environment. A request to store a data 
item is detected. A determination is made as to whether a 
Volatile memory in the second computer comports with an 
isolation rule for the data item. In response to determining 
that the Volatile memory in the second computer comports 
with the isolation rule for the data item, access time for data in 
the Volatile memory in the second computer is compared with 
access time for data in a local hard drive in a first computer. 
The data item is then selectively stored in either the volatile 
memory in the second computer or the local hard drive in the 
first computer as determined by their relative access times. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0004 FIG. 1 depicts a cloud computing node according to 
an embodiment of the present invention; 
0005 FIG. 2 depicts a cloud computing environment 
according to an embodiment of the present invention; 
0006 FIG.3 depicts abstraction model layers according to 
an embodiment of the present invention; and 
0007 FIG. 4 is a high level flow chart of one or more 
exemplary steps taken by a processor to assign data items to 
storage locations, including storage locations within a cloud 
computing environment. 

DETAILED DESCRIPTION 

0008. It is understood inadvance that although this disclo 
Sure includes a detailed description on cloud computing, 
implementation of the teachings recited herein are not limited 
to a cloud computing environment. Rather, embodiments of 
the present invention are capable of being implemented in 
conjunction with any other type of computing environment 
now known or later developed. 
0009 For convenience, the Detailed Description includes 
the following definitions which have been derived from “The 
NIST Definition of Cloud Computing” by Peter Melland Tim 
Grance, dated Oct. 7, 2009, which is cited in an IDS filed 
herewith, and a copy of which is attached thereto. 
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0010 Cloud computing is a model of service delivery for 
enabling convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g. networks, 
network bandwidth, servers, processing, memory, storage, 
applications, virtual machines, and services) that can be rap 
idly provisioned and released with minimal management 
effort or interaction with a provider of the service. This cloud 
model may include at least five characteristics, at least three 
service models, and at least four deployment models. 
0011 Characteristics are as follows: 
0012 On-demand self-service: a cloud consumer can uni 
laterally provision computing capabilities, such as server 
time and network storage, as needed automatically without 
requiring human interaction with the service's provider. 
0013 Broad network access: capabilities are available 
over a network and accessed through standard mechanisms 
that promote use by heterogeneous thin or thick client plat 
forms (e.g., mobile phones, laptops, and PDAs). 
0014 Resource pooling: the provider's computing 
resources are pooled to serve multiple consumers using a 
multi-tenant model, with different physical and virtual 
resources dynamically assigned and reassigned according to 
demand. There is a sense of location independence in that the 
consumer generally has no control or knowledge over the 
exact location of the provided resources but may be able to 
specify location at a higher level of abstraction (e.g., country, 
state, or datacenter). 
0015 Rapid elasticity: capabilities can be rapidly and 
elastically provisioned, in some cases automatically, to 
quickly scale out and rapidly released to quickly scale in. To 
the consumer, the capabilities available for provisioning often 
appear to be unlimited and can be purchased in any quantity 
at any time. 
0016. Measured service: cloud systems automatically 
control and optimize resource use by leveraging a metering 
capability at Some level of abstraction appropriate to the type 
of service (e.g., storage, processing, bandwidth, and active 
user accounts). Resource usage can be monitored, controlled, 
and reported providing transparency for both the provider and 
consumer of the utilized service. 
0017 Service Models are as follows: 
0018 Software as a Service (SaaS): the capability pro 
vided to the consumer is to use the provider's applications 
running on a cloud infrastructure. The applications are acces 
sible from various client devices through a thin client inter 
face such as a web browser (e.g., web-based e-mail). The 
consumer does not manage or control the underlying cloud 
infrastructure including network, servers, operating systems, 
storage, or even individual application capabilities, with the 
possible exception of limited user-specific application con 
figuration settings. 
(0019 Platform as a Service (PaaS): the capability pro 
vided to the consumer is to deploy onto the cloud infrastruc 
ture consumer-created or acquired applications created using 
programming languages and tools Supported by the provider. 
The consumer does not manage or control the underlying 
cloud infrastructure including networks, servers, operating 
systems, or storage, but has control over the deployed appli 
cations and possibly application hosting environment con 
figurations. 
0020 Infrastructure as a Service (IaaS): the capability pro 
vided to the consumer is to provision processing, storage, 
networks, and other fundamental computing resources where 
the consumer is able to deploy and run arbitrary software, 
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which can include operating systems and applications. The 
consumer does not manage or control the underlying cloud 
infrastructure but has control over operating systems, storage, 
deployed applications, and possibly limited control of select 
networking components (e.g., host firewalls). 
0021 Deployment Models are as follows: 
0022 Private cloud: the cloud infrastructure is operated 
solely for an organization. It may be managed by the organi 
Zation or a third party and may exist on-premises or off 
premises. 
0023 Community cloud: the cloud infrastructure is shared 
by several organizations and Supports a specific community 
that has shared concerns (e.g., mission, security require 
ments, policy, and compliance considerations). It may be 
managed by the organizations or a third party and may exist 
on-premises or off-premises. 
0024 Public cloud: the cloud infrastructure is made avail 
able to the general public or a large industry group and is 
owned by an organization selling cloud services. 
0025 Hybrid cloud: the cloud infrastructure is a compo 
sition of two or more clouds (private, community, or public) 
that remain unique entities but are bound together by stan 
dardized or proprietary technology that enables data and 
application portability (e.g., cloudbursting for load-balanc 
ing between clouds). 
0026. A cloud computing environment is service oriented 
with a focus on statelessness, low coupling, modularity, and 
semantic interoperability. At the heart of cloud computing is 
an infrastructure comprising a network of interconnected 
nodes. 

0027. Referring now to FIG. 1, a schematic of an example 
of a cloud computing node is shown. Cloud computing node 
10 is only one example of a suitable cloud computing node 
and is not intended to Suggest any limitation as to the scope of 
use or functionality of embodiments of the invention 
described herein. Regardless, cloud computing node 10 is 
capable of being implemented and/or performing any of the 
functionality set forth hereinabove. 
0028. In cloud computing node 10 there is a computer 
system/server 12, which is operational with numerous other 
general purpose or special purpose computing system envi 
ronments or configurations. Examples of well-known com 
puting systems, environments, and/or configurations that 
may be suitable for use with computer system/server 12 
include, but are not limited to, personal computer systems, 
server computer systems, thin clients, thick clients, hand-held 
or laptop devices, multiprocessor Systems, microprocessor 
based systems, set top boxes, programmable consumer elec 
tronics, network PCs, minicomputer systems, mainframe 
computer systems, and distributed cloud computing environ 
ments that include any of the above systems or devices, and 
the like. 

0029 Computer system/server 12 may be described in the 
general context of computer system-executable instructions, 
Such as program modules, being executed by a computer 
system. Generally, program modules may include routines, 
programs, objects, components, logic, data structures, and so 
on that perform particular tasks or implement particular 
abstract data types. Computer system/server 12 may be prac 
ticed in distributed cloud computing environments where 
tasks are performed by remote processing devices that are 
linked through a communications network. In a distributed 
cloud computing environment, program modules may be 
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located in both local and remote computer system storage 
media including memory storage devices. 
0030. As shown in FIG. 1, computer system/server 12 in 
cloud computing node 10 is shown in the form of a general 
purpose computing device. The components of computer sys 
tem/server 12 may include, but are not limited to, one or more 
processors or processing units 16, a system memory 28, and 
a bus 18 that couples various system components including 
system memory 28 to processor 16. 
0031 Bus 18 represents one or more of any of several 
types of bus structures, including a memory bus or memory 
controller, a peripheral bus, an accelerated graphics port, and 
a processor or local bus using any of a variety of bus archi 
tectures. By way of example, and not limitation, Such archi 
tectures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(VESA) local bus, and Peripheral Component Interconnects 
(PCI) bus. 
0032 Computer system/server 12 comprises a variety of 
computer system readable media. Such media may be any 
available media that is accessible by computer system/server 
12, and it includes both volatile and non-volatile media, 
removable and non-removable media. 
0033. In one embodiment, system memory 28 comprises 
computer system readable media in the form of volatile 
memory, such as random access memory (RAM) 30 and/or 
cache memory 32. Computer system/server 12 may further 
include other removable/non-removable, Volatile/non-vola 
tile computer system storage media. By way of example only, 
storage system 34 can be provided for reading from and 
writing to a non-removable, non-volatile magnetic media (not 
shown and typically called a “hard drive”). Although not 
shown, a magnetic disk drive for reading from and writing to 
a removable, non-volatile magnetic disk (e.g., a "floppy 
disk”), and an optical disk drive for reading from or writing to 
a removable, non-volatile optical disk such as a CD-ROM, 
DVD-ROM or other optical media can be provided. In such 
instances, each can be connected to bus 18 by one or more 
data media interfaces. As will be further depicted and 
described below, memory 28 may include at least one pro 
gram product having a set (e.g., at least one) of program 
modules that are configured to carry out the functions of 
embodiments of the invention. 
0034 Program/utility 40, having a set (at least one) of 
program modules 42, may be stored in memory 28 by way of 
example, and not limitation, as well as an operating system, 
one or more application programs, other program modules, 
and program data. Each of the operating system, one or more 
application programs, other program modules, and program 
data or some combination thereof, may include an implemen 
tation of a networking environment. Program modules 42 
comprise computer program instructions that are stored in 
memory 28 and/or storage system 34. These computer pro 
gram instructions, when executed in processing units 16 via 
system memory 28, generally carry out the functions and/or 
methodologies of embodiments of the invention as described 
herein, including, but not limited to, those functions 
described in FIG. 4. 
0035 Computer system/server 12 may also communicate 
with one or more external devices 14 Such as a keyboard, a 
pointing device, a display 24, etc.; one or more devices that 
enable a user to interact with computer system/server 12; 
and/or any devices (e.g., network card, modem, etc.) that 
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enable computer system/server 12 to communicate with one 
or more other computing devices. Such communication can 
occur via I/O interfaces 22. Still yet, computer system/server 
12 can communicate with one or more networks such as a 
local area network (LAN), a general wide area network 
(WAN), and/or a public network (e.g., the Internet) via net 
work adapter 20. As depicted, network adapter 20 communi 
cates with the other components of computer system/server 
12 via bus 18. It should be understood that although not 
shown, other hardware and/or software components could be 
used in conjunction with computer system/server 12. 
Examples, include, but are not limited to: microcode, device 
drivers, redundant processing units, external disk drive 
arrays, RAID systems, tape drives, and data archival storage 
systems, etc. 
0036 Referring now to FIG. 2, illustrative cloud comput 
ing environment 50 is depicted. As shown, cloud computing 
environment 50 comprises one or more cloud computing 
nodes 10 with which local computing devices used by cloud 
consumers, such as, for example, personal digital assistant 
(PDA) or cellular telephone 54A, desktop computer 54B, 
laptop computer 54C, and/or automobile computer system 
54N may communicate. Nodes 10 may communicate with 
one another. They may be grouped (not shown) physically or 
virtually, in one or more networks, such as Private, Commu 
nity, Public, or Hybrid clouds as described hereinabove, or a 
combination thereof. This allows cloud computing environ 
ment 50 to offer infrastructure, platforms and/or software as 
services for which a cloud consumer does not need to main 
tain resources on a local computing device. It is understood 
that the types of computing devices 54A-N shown in FIG. 2 
are intended to be illustrative only and that computing nodes 
10 and cloud computing environment 50 can communicate 
with any type of computerized device over any type of net 
work and/or network addressable connection (e.g., using a 
web browser). 
0037 Referring now to FIG.3, a set of functional abstrac 
tion layers provided by cloud computing environment 50 
(FIG. 2) is shown. It should be understood in advance that the 
components, layers, and functions shown in FIG. 3 are 
intended to be illustrative only and embodiments of the inven 
tion are not limited thereto. As depicted, the following layers 
and corresponding functions are provided: 
0038 Hardware and software layer 60 includes hardware 
and Software components. Examples of hardware compo 
nents include mainframes, in one example IBM(R) zSeries(R) 
systems: RISC (Reduced Instruction Set Computer) architec 
ture based servers, in one example IBM pSeries(R systems: 
IBM xSeries(R) systems; IBM BladeCenter(R) systems; storage 
devices; networks and networking components. Examples of 
Software components include network application server 
software, in one example IBM WebSphere(R) application 
server software; and database software, in one example IBM 
DB2(R) database software. (IBM, zSeries, pSeries, xSeries, 
BladeCenter, WebSphere, and DB2 are trademarks of Inter 
national Business Machines Corporation registered in many 
jurisdictions worldwide.) 
0039 Virtualization layer 62 provides an abstraction layer 
from which the following examples of virtual entities may be 
provided: virtual servers; virtual storage; virtual networks, 
including virtual private networks; virtual applications and 
operating systems; and virtual clients. 
0040. In one example, management layer 64 may provide 
the functions described below. Resource provisioning pro 
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vides dynamic procurement of computing resources and 
other resources that are utilized to perform tasks within the 
cloud computing environment. Metering and Pricing provide 
cost tracking as resources are utilized within the cloud com 
puting environment, and billing or invoicing for consumption 
of these resources. In one example, these resources may com 
prise application Software licenses. Security provides identity 
Verification for cloud consumers and tasks, as well as protec 
tion for data and other resources. User portal provides access 
to the cloud computing environment for consumers and sys 
tem administrators. Service level management provides 
cloud computing resource allocation and management Such 
that required service levels are met. Service Level Agreement 
(SLA) planning and fulfillment provide pre-arrangement for, 
and procurement of cloud computing resources for which a 
future requirement is anticipated in accordance with an SLA. 
Optimal Data Storage/Retrieval provides for optimal storage 
and retrieval of data in local and/or remote devices in accor 
dance with isolation parameters described herein. 
0041 Workloads layer 66 provides examples of function 
ality for which the cloud computing environment may be 
utilized. Examples of workloads and functions which may be 
provided from this layer include: mapping and navigation; 
Software development and lifecycle management; virtual 
classroom education delivery; data analytics processing: 
transaction processing; and data storage (particularly as 
described herein). 
0042. With reference again to management layer 64 and/or 
workloads layer 66, the present disclosure describes a process 
for assigning a data item to a storage location, which in one 
embodiment is within a cloud computing environment. Thus, 
referring to FIG. 4, a high level flow chart of performing this 
process is presented. After initiator block 68, a request from a 
first computer to store a data item is detected (block 70). This 
detection may be made by a processor in a controller com 
puter that is coupled to the first computer, the first computer 
itself, or a second computer (described below). The first com 
puter, the second computer, and/or the controller computer, 
each of which may utilize the architecture shown in FIG. 1 for 
computer system/server 12, are coupled together, through a 
network, which may be a cloud system. 
0043. As described in block 72, volatile memory in a sec 
ond computer is then located (e.g., identified by the controller 
computer). This second computer has volatile memory, which 
may be shared with other computers, assuming that there are 
no rules/policies prohibiting such sharing. Thus, before shar 
ing its Volatile memory with other computers, a determination 
is made as to whether the volatile memory in the second 
computer comports with an isolation rule for the data item 
(query block 74). That is, comporting with the isolation rule 
permits the data item to be stored in the volatile memory in the 
second computer. 
0044) Isolation rules may be controlled by isolation poli 
cies, set by a cloud administrator, enterprise, information 
technology manager, hardware configurations, etc., in order 
to ensure that data are not co-mingled inappropriately. 
Although system memory. Such as RAM, is Suppose to be 
isolated, leaks can still occur. To enforce Such isolation rules, 
policies can be expressed in a policy language, such as eXten 
sible Access Control Markup Language (XACML). Such 
policies express intents such as: "data from company A can 
not co-reside with data from any other company': “sensitive 
data from company A cannot co-reside with data from any 
other company': 'sensitive data from company A cannot 
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co-reside with any other data”, etc. By applying Such isolation 
rules/policies, access control is ensured. Such that only autho 
rized users and/or applications can access data. 
0045 Returning to query block 74, if the volatile memory 
in the second computer does comport with the isolation rule 
for the data item, then access time for data in the volatile 
memory in the second computeris compared with access time 
for data in a local hard drive in the first computer (block 76), 
in order to establish optimality (i.e., whether the local hard 
drive or the remote volatile memory should be used to store 
the data item). In one embodiment, the hard drive is physi 
cally located within the first computer, while in another 
embodiment the hard drive is coupled (e.g., via a storage area 
network—SAN) to the hard drive. In either embodiment, 
there are two types of optimality contemplated herein: 
response time and resource consumption. 
0046 Response time is a function both of static and 
dynamic conditions. Static conditions define the speed at 
which data can move through an unloaded system; dynamic 
conditions take into account current (or expected) load. To 
compute optimal response time, the system determines the 
speed at which the data item can move from the storage 
location to local RAM. In a simple example, only static con 
ditions are considered, although dynamic conditions can also 
be considered. That is, conditions can change over time, thus 
making them dynamic. For example, data which might cause 
a security-policy conflict might belong to a job that com 
pletes, thus allowing for data to be moved. In another 
example, higher performing storage might become less 
loaded over time. Optionally, the system can re-evaluate opti 
mality and policy compliance and relocate data. 
0047 Resource consumption considers how much 
resource it takes to store and make available the data item. For 
example, if many data items are moved to remote RAM (e.g., 
Volatile memory in the second computer), then the network 
overhead of moving those data items can decrease (or even 
eliminate) the performance benefit ofusing a local hard drive. 
Note that additional efficiencies can be created by ensure that 
referential data are stored and retrieved together that is, if 
one block of data (e.g., a matrix column) is often accessed 
with a second block, then the two related blocks are retrieved 
together. Thus, response time and resource consumption con 
ditions can be combined linearly or in any weighted form. 
0048 Continuing with the comparison described in block 
76, in one embodiment a threshold resource consumption rate 
is established for both the volatile memory in the second 
computer and the local hard drive in the first computer. This 
threshold resource consumption rate sets a maximum permis 
sible level of ancillary resources used to access the volatile 
memory in the second computer or the local hard drive in the 
first computer. That is, certain devices (e.g., volatile memory 
in the remote second computer) may require more overhead 
associated with using a network channel, input/output ports, 
etc., while another device (e.g., a local hard drive) may 
require only a local bus. For example, a local hard drive 
requires only the hard drive space, while the remote system 
memory in the second computer also requires network traffic. 
Thus, in one embodiment a determination is made not only as 
to whether the volatile memory in the remote second com 
puter is qualified to store the data item (i.e., it comports with 
the isolation rule/policy), but consideration is also given to 
what overhead would be incurred to support the use of that 
remote volatile memory. Thus, a selection is made of the 
volatile memory in the second computer or the local hard 
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drive in the first computer to store the data item according to 
whether the volatile memory in the second computer or the 
local hard drive in the first computer has a lower threshold 
resource consumption rate relative to one another. In one 
embodiment, this threshold resource consumption rate is 
dynamically adjusted according to a higher fee associated 
with the ancillary resources associated with either the volatile 
memory in the second computer or the local hard drive in the 
first computer. That is, even if one of the devices (e.g., the 
Volatile memory in the remote second computer) has more 
overhead associated with it, if it is nonetheless still cheaper to 
utilize, then it will be used. 
0049 Furthermore, some jobs will be considered higher 
priority than others. In a cloud environment, that may result 
from one party paying a higher fee to have the work com 
pleted. In such cases, it is beneficial to assign a different 
threshold for resource consumption. In Such cases, the system 
can maximize response time while staying under a threshold 
for resource consumption. 
0050 Returning again to FIG. 4, the data item is selec 
tively stored in either the volatile memory in the second 
computer or the local hard drive in the first computer, depend 
ing on which device has the lower access time, as described in 
block 78. Alternatively, other parameters, such as cost, over 
head, etc. described herein, may outweigh and/or augment 
this factor. That is, data items are placed by considering both 
the isolation policies and the resource constraints described 
above. In one embodiment, the system (e.g., the controller/ 
management computer) computes the data placement that 
satisfies all isolation policies and maintains resource con 
Sumption under the given threshold, then optimizes response 
time. The policies and resource consumption thresholds serve 
as constraints on the Solution to the response time problem. 
0051. The data can later be moved. For example, in some 
cases, a better Solution can be obtained by moving data from 
other jobs from its current location to other locations. In such 
cases, the computations disclosed above are followed, with 
the additional factor of considering moving other data to 
obtain a global optima. Policies can be set to limit the amount 
of data that can be moved. These policies can also apply 
specifically to data associated with high-priority and time 
sensitive jobs, as well as the costs of moving Such data. 
0.052 
0053 Returning to block 76, in one embodiment a deter 
mination may be made that a volatile memory in a third 
computer has a lower access time than the Volatile memory in 
the second computer or the local hard drive in the first com 
puter. If the data item had been previously stored in the 
Volatile memory in the second computer, then the data item is 
moved from the volatile memory in the second computer to 
the volatile memory in the third computer. 
0054 Returning to query block 74, in some cases the 
volatile memory in the second computer will NOT comport 
with the isolation rule/policy due to other incompatible data 
being stored in the Volatile memory in the second computer. 
In this scenario, a determination is made that the data item has 
a higher priority for being accessed by the first computer than 
the incompatible data that is currently stored in the volatile 
memory in the second computer. As such, the incompatible 
data is moved to a hard drive on the second computer (evicted 
from the Volatile memory in the second computer), and the 
new and higher priority data item is stored in the volatile 
memory in the second computer. 

The process ends at terminator block 80. 
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0.055 Thus, disclosed herein in one embodiment is a 
method of assigning data blocks to storage locations such that 
the placement respects isolation policies, and then optimizes 
resource use. By sharing RAM, efficiencies are gained while 
the overall system still respects isolation objectives, resulting 
in an optimal placement for a data while also respecting 
isolation policies. 
0056. As reflected above, it will be appreciated by one 
skilled in the art, aspects of the present invention may be 
embodied as a system, method or computer program product. 
Accordingly, aspects of the present invention may take the 
form of an entirely hardware embodiment, an entirely soft 
ware embodiment (including firmware, resident Software, 
micro-code, etc.) or an embodiment combining Software and 
hardware aspects that may all generally be referred to herein 
as a “circuit.” “module' or “system.” Furthermore, aspects of 
the present invention may take the form of a computer pro 
gram product embodied in one or more computer readable 
medium(s) having computer readable program code embod 
ied thereon. 
0057. Any combination of one or more computer readable 
medium(s) may be utilized. The computer readable medium 
may be a computer readable signal medium or a computer 
readable storage medium. A computer readable storage 
medium may be, for example, but not limited to, an elec 
tronic, magnetic, optical, electromagnetic, infrared, or semi 
conductor System, apparatus, or device, or any Suitable com 
bination of the foregoing. More specific examples (a non 
exhaustive list) of the computer readable storage medium 
would include the following: an electrical connection having 
one or more wires, a portable computer diskette, a hard disk, 
a random access memory (RAM), a read-only memory 
(ROM), an erasable programmable read-only memory 
(EPROM or Flash memory), an optical fiber, a portable com 
pact disc read-only memory (CD-ROM), an optical storage 
device, a magnetic storage device, or any suitable combina 
tion of the foregoing. In the context of this document, a 
computer readable storage medium may be any tangible 
medium that can contain, or store a program for use by or in 
connection with an instruction execution system, apparatus, 
or device. 
0058. A computer readable signal medium may include a 
propagated data signal with computer readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable signal medium may be any computer readable 
medium that is not a computer readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 
0059 Program code embodied on a computer readable 
medium may be transmitted using any appropriate medium, 
including, but not limited to, wireless, wireline, optical fiber 
cable, RF, etc., or any Suitable combination of the foregoing. 
0060 Computer program code for carrying out operations 
for aspects of the present invention may be written in any 
combination of one or more programming languages, includ 
ing an object oriented programming language such as Java, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on the user's computer, partly on the user's 
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computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
(LAN) or a wide area network (WAN), or the connection may 
be made to an external computer (for example, through the 
Internet using an Internet Service Provider). 
0061 Aspects of the present invention are described 
herein with reference to flowchart illustrations and/or block 
diagrams of methods, apparatus (systems) and computer pro 
gram products according to embodiments of the invention. It 
will be understood that each block of the flowchart illustra 
tions and/or block diagrams, and combinations of blocks in 
the flowchart illustrations and/or block diagrams, can be 
implemented by computer program instructions. These com 
puter program instructions may be provided to a processor of 
a general purpose computer, special purpose computer, or 
other programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 
0062. These computer program instructions may also be 
stored in a computer readable medium that can direct a com 
puter, other programmable data processing apparatus, or 
other devices to function in a particular manner, such that the 
instructions stored in the computer readable medium produce 
an article of manufacture including instructions which imple 
ment the function/act specified in the flowchart and/or block 
diagram block or blocks. 
0063. The computer program instructions may also be 
loaded onto a computer, other programmable data processing 
apparatus, or other devices to cause a series of operational 
steps to be performed on the computer, other programmable 
apparatus or other devices to produce a computer imple 
mented process such that the instructions which execute on 
the computer or other programmable apparatus provide pro 
cesses for implementing the functions/acts specified in the 
flowchart and/or block diagram block or blocks. 
0064. The flowchart and block diagrams in the figures 
illustrate the architecture, functionality, and operation of pos 
sible implementations of systems, methods and computer 
program products according to various embodiments of the 
present disclosure. In this regard, each block in the flowchart 
or block diagrams may represent a module, segment, or por 
tion of code, which comprises one or more executable 
instructions for implementing the specified logical function 
(s). It should also be noted that, in some alternative imple 
mentations, the functions noted in the block may occur out of 
the order noted in the figures. For example, two blocks shown 
in Succession may, in fact, be executed Substantially concur 
rently, or the blocks may sometimes be executed in the reverse 
order, depending upon the functionality involved. It will also 
be noted that each block of the block diagrams and/or flow 
chart illustration, and combinations of blocks in the block 
diagrams and/or flowchart illustration, can be implemented 
by special purpose hardware-based systems that perform the 
specified functions or acts, or combinations of special pur 
pose hardware and computer instructions. 
0065. The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the invention. As used herein, the singular 
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forms “a”, “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises” and/ 
or “comprising, when used in this specification, specify the 
presence of stated features, integers, steps, operations, ele 
ments, and/or components, but do not preclude the presence 
or addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
0.066 The corresponding structures, materials, acts, and 
equivalents of all means or step plus function elements in the 
claims below are intended to include any structure, material, 
or act for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
various embodiments of the present invention has been pre 
sented for purposes of illustration and description, but is not 
intended to be exhaustive or limited to the invention in the 
form disclosed. Many modifications and variations will be 
apparent to those of ordinary skill in the art without departing 
from the scope and spirit of the invention. The embodiment 
was chosen and described in order to best explain the prin 
ciples of the invention and the practical application, and to 
enable others of ordinary skill in the art to understand the 
invention for various embodiments with various modifica 
tions as are Suited to the particular use contemplated. 
0067. Note further that any methods described in the 
present disclosure may be implemented through the use of a 
VHDL (VHSIC Hardware Description Language) program 
and a VHDL chip. VHDL is an exemplary design-entry lan 
guage for Field Programmable Gate Arrays (FPGAs). Appli 
cation Specific Integrated Circuits (ASICs), and other similar 
electronic devices. Thus, any Software-implemented method 
described herein may be emulated by a hardware-based 
VHDL program, which is then applied to a VHDL chip, such 
as a FPGA. 
0068. Having thus described embodiments of the inven 
tion of the present application in detail and by reference to 
illustrative embodiments thereof, it will be apparent that 
modifications and variations are possible without departing 
from the scope of the invention defined in the appended 
claims. 

1-6. (canceled) 
7. A computer program product for assigning a data item to 

a storage location in a computing environment, the computer 
program product comprising: 

a computer readable storage media; 
first program instructions to detect a request from a first 

computer to store a data item; 
second program instructions to locate a volatile memory in 

a second computer; 
third program instructions to determine if the volatile 
memory in the second computer comports with an iso 
lation rule for the data item, wherein comporting with 
the isolation rule permits the data item to be stored in the 
Volatile memory in the second computer; 

fourth program instructions to, in response to determining 
that the Volatile memory in the second computer com 
ports with the isolation rule for the data item, compare 
access time for data in the Volatile memory in the second 
computer with access time for data in a local hard drive 
in the first computer, and 

fifth program instructions to selectively store the data item 
in a storage location that has a lower access time, 
wherein the storage location is either the volatile 

Jul. 19, 2012 

memory in the second computer or the local hard drive in 
the first computer as determined by the lower access 
time; and wherein 

the first, second, third, fourth, and fifth program instructions 
are stored on the computer readable storage media. 

8. The computer program product of claim 7, further com 
prising: 

sixth program instructions to, in response to determining 
that a volatile memory in a third computer has a lower 
access time than the Volatile memory in the second com 
puter or the local hard drive in the first computer, move 
the data item from the volatile memory in the second 
computer to the volatile memory in the third computer; 
and wherein 

the sixth program instructions are stored on the computer 
readable storage media. 

9. The computer program product of claim 7, further com 
prising: 

sixth program instructions to determine that the Volatile 
memory in the second computer does not comport with 
the isolation rule due to incompatible data being stored 
in the Volatile memory in the second computer; 

seventh program instructions to determine that the data 
item has a higher priority for being accessed by the first 
computer than the incompatible data that is currently 
stored in the Volatile memory in the second computer; 
and 

eighth program instructions to move the incompatible data 
to a hard drive on the second computer and storing the 
data item in the Volatile memory in the second computer; 
and wherein the sixth, seventh, and eighth program 
instructions are stored on the computer readable storage 
media. 

10. The computer program product of claim 7, wherein the 
first computer and the second computer are in a cloud com 
puting environment. 

11. The computer program product of claim 7, further 
comprising: 

sixth program instructions to establish a threshold resource 
consumption rate for both the volatile memory in the 
second computer and the local hard drive in the first 
computer, wherein the threshold resource consumption 
rate sets a maximum permissible level of ancillary 
resources used to access the Volatile memory in the 
second computer or the local hard drive in the first com 
puter; and 

seventh program instructions to select the Volatile memory 
in the second computer or the local hard drive in the first 
computer to store the data item according to whether the 
volatile memory in the second computer or the local hard 
drive in the first computer has a lower threshold resource 
consumption rate relative to one another, and wherein 

the sixth and seventh program instructions are stored on the 
computer readable storage media. 

12. The computer program product of claim 11, further 
comprising: 

eighth program instructions to dynamically adjust the 
threshold resource consumption rate according to a 
higher fee associated with the ancillary resources asso 
ciated with either the volatile memory in the second 
computer or the local hard drive in the first computer; 
and wherein 

the eighth program instructions are stored on the computer 
readable storage media. 
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13. A computer system comprising: 
a central processing unit (CPU), a computer readable 
memory, and a computer readable storage media; 

first program instructions to detect a request from a first 
computer to store a data item; 

second program instructions to locate a volatile memory in 
a second computer; 

third program instructions to determine if the volatile 
memory in the second computer comports with an iso 
lation rule for the data item, wherein comporting with 
the isolation rule permits the data item to be stored in the 
Volatile memory in the second computer; 

fourth program instructions to, in response to determining 
that the Volatile memory in the second computer com 
ports with the isolation rule for the data item, compare 
access time for data in the Volatile memory in the second 
computer with access time for data in a local hard drive 
in the first computer, and 

fifth program instructions to selectively store the data item 
in a storage location that has a lower access time, 
wherein the storage location is either the volatile 
memory in the second computer or the local hard drive in 
the first computer as determined by the lower access 
time; and wherein 

the first, second, third, fourth, and fifth program instructions 
are stored on the computer readable storage media for execu 
tion by the CPU via the computer readable memory. 

14. The computer system of claim 13, further comprising: 
sixth program instructions to, in response to determining 

that a volatile memory in a third computer has a lower 
access time than the Volatile memory in the second com 
puter or the local hard drive in the first computer, move 
the data item from the volatile memory in the second 
computer to the volatile memory in the third computer; 
and wherein 

the sixth program instructions are stored on the computer 
readable storage media for execution by the CPU via the 
computer readable memory. 

15. The computer system of claim 13, further comprising: 
sixth program instructions to determine that the Volatile 
memory in the second computer does not comport with 
the isolation rule due to incompatible data being stored 
in the Volatile memory in the second computer; 
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seventh program instructions to determine that the data 
item has a higher priority for being accessed by the first 
computer than the incompatible data that is currently 
stored in the Volatile memory in the second computer; 
and 

eighth program instructions to move the incompatible data 
to a hard drive on the second computer and storing the 
data item in the Volatile memory in the second computer; 
and wherein the sixth, seventh, and eighth program 
instructions are stored on the computer readable storage 
media for execution by the CPU via the computer read 
able memory 

16. The computer system of claim 13, wherein the first 
computer and the second computer are in a cloud computing 
environment. 

17. The computer system of claim 13, further comprising: 
sixth program instructions to establish a threshold resource 

consumption rate for both the volatile memory in the 
second computer and the local hard drive in the first 
computer, wherein the threshold resource consumption 
rate sets a maximum permissible level of ancillary 
resources used to access the Volatile memory in the 
second computer or the local hard drive in the first com 
puter; and 

seventh program instructions to select the Volatile memory 
in the second computer or the local hard drive in the first 
computer to store the data item according to whether the 
volatile memory in the second computer or the local hard 
drive in the first computer has a lower threshold resource 
consumption rate relative to one another, and wherein 

the sixth and seventh program instructions are stored on the 
computer readable storage media for execution by the CPU 
via the computer readable memory 

18. The computer system of claim 13, further comprising: 
eighth program instructions to dynamically adjust the 

threshold resource consumption rate according to a 
higher fee associated with the ancillary resources asso 
ciated with either the volatile memory in the second 
computer or the local hard drive in the first computer; 
and wherein 

the eighth program instructions are stored on the computer 
readable storage media program for execution by the CPU via 
the computer readable memory. 
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