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DETERMINING A LOCATION OF A FIELD DEVICE

TECHNICAL FIELD

The invention relates to a method, location determination device, computer
program and computer program product for determining a location of a field

device.

BACKGROUND

When field devices are installed in the field, it is beneficial to know the
location of each one of these. Field devices can for example be locks, ATMs

(Automatic Teller Machines), vending machines, parking meters, etc.

Knowing the location of the field devices helps when the field devices need to

be maintained, repaired, etc.

In the prior art, the location of field devices are typically recorded manually
e.g. on a map or in a document. Such manual recording requires a lot of effort

and is prone to errors.

US 2010/127927 A discloses a system for identifying, locating and positioning

an object inside a given and unequipped zone.

WO 01/06401 A1 discloses a mobile tag reader and method for tracking tags

for an inventory control and/or security of distributed assets.

US 8,442, 716 presents a method for identifying physical location of entities,
by aggregating a number of geo-tagged data points from public sources. The
data points relate to information that is associated with a geographic
location, such as photos, microblog entries, geo-tagged queries, text
recovered from street-side images, locations reported by businesses or other
entities on their own web sites, locations on a map marked by users or
business owners, etc. This procedure requires a certain amount of available
data points to function, which may work for public entities, such as business
locations, etc. However, this solution will not work well for field devices for

an organisation with limited public interest.
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SUMMARY

It is an object to provide a more convenient way of obtaining the location of

field devices belonging to an organisation.

According to a first aspect, it is presented a method for determining a
location of a field device. The method is performed in a location
determination device and comprises the steps of: receiving, from a
positioning device considered to be co-located with a user, a signal
comprising location coordinates of a user having interacted with the field
device; obtaining a first user identifier of the user associated with the location
coordinates; obtaining an indication of interaction between the user and the
field device, the indication of interaction comprising a second user identifier;
and determining the location of the field device to correspond to the location
coordinates only when the first user identifier corresponds to the second user

identifier.

Co-located is here to be construed as being in the same general area, e.g. that
the user holds the positioning device (when this is portable) or that the user

is located in the vehicle also holding the positioning device.

By matching the location coordinates with the interaction, a very convenient
way of determining the location of the field device is achieved. Using this
process, a user can visit one or more field devices. At each field device, the
user interacts with the field device and captures (automatically or manually)
location coordinates. The process can be automated to a great degree and
removes the need for a user to manually enter location data for field devices.
This improves accuracy of the determination of location for field devices, as
well as reduces the risk for any errors, which are likely to occur during
manual input. Moreover, since the user identity needs to match between the
location coordinates and the indication of interaction, the risk of a false

positive match is greatly reduced.

The method may further comprise the step of: storing the location

coordinates, with an association to the field device, in a database. In this way,
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the location of the field device is made available for later use, e.g. when the

location of a field device is desired due to maintenance or repairs.

The method may further comprise the step of: obtaining a first time,
associated with the location coordinates. In such a case, in the step of
obtaining an indication of interaction, the indication of interaction comprises
a second time; and the step of determining comprises determining the
location of the field device to correspond to the location coordinates only
when the first time and the second time are considered to match. In other
words, in such a case, the time needs to match between the location
coordinates and the indication of interaction, improving accuracy of

matching.

The step of receiving a signal may comprise receiving a digital image with
associated location coordinates. This is a simple way for a user to provide the
location coordinates. The user could then simply send a geo-tagged image,
taken in conjunction with the interaction, to the location determination
device, e.g. in an e-mail or an MMS (Multimedia Messaging Service)
message. This requires no extra hardware or software as the user could carry
a smartphone with a GPS receiver and camera to thereby capture the location

coordinates for a field device.

The method may further comprise the step of: storing the digital image with
an association to the field device in the database. The digital image allows

easier identification of the field device, e.g. for maintenance or repair.

The step of receiving a signal may comprise receiving a location message
from a positioning device of the user. For example, the positioning device can
be a smartphone and an app running in the smartphone can generate and

send the location message to the location determination device.

The step of obtaining an indication of interaction may comprise receiving a

log of transactions of the field device.

The log of transactions may be an audit trail.
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The field device may be a lock.

According to a second aspect, it is presented a location determination device
for determining a location of a field device. The location determination device
comprises: a processor; and a memory storing instructions that, when
executed by the processor, causes the location determination device to:
receive, from a positioning device considered to be co-located with a user, a
signal comprising location coordinates of a user having interacted with the
field device; obtain a first user identifier of the user associated with the
location coordinates; obtain an indication of interaction between the user and
the field device, the indication of interaction comprising a second user
identifier; and determine the location of the field device to correspond to the
location coordinates only when the first user identifier corresponds to the

second user identifier.

According to a third aspect, it is presented a computer program for
determining a location of a field device. The computer program comprises
computer program code which, when run on a location determination device
of a cellular communication network causes the location determination
device to: receive, from a positioning device considered to be co-located with
a user, a signal comprising location coordinates of a user having interacted
with the field device; obtain a first user identifier of the user associated with
the location coordinates; obtain an indication of interaction between the user
and the field device, the indication of interaction comprising a second user
identifier; and determine the location of the field device to correspond to the
location coordinates only when the first user identifier corresponds to the

second user identifier.

According to a fourth aspect, it is presented a computer program product
comprising a computer program according to the third aspect and a

computer readable means on which the computer program is stored.

Generally, all terms used in the claims are to be interpreted according to their

ordinary meaning in the technical field, unless explicitly defined otherwise



10

15

20

25

WO 2015/155053 PCT/EP2015/056957

herein. All references to "a/an/the element, apparatus, component, means,
step, etc." are to be interpreted openly as referring to at least one instance of
the element, apparatus, component, means, step, etc., unless explicitly stated
otherwise. The steps of any method disclosed herein do not have to be

performed in the exact order disclosed, unless explicitly stated.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is now described, by way of example, with reference to the

accompanying drawings, in which:

Fig 1is a schematic diagram showing an environment in which embodiments

presented herein can be applied;

Figs 2A-D are schematic diagrams illustrating embodiments for

communication with a field device of Fig 1;

Fig 3 is a schematic diagram illustrating an embodiment where the field

device of Fig 1 is embodied in a lock;

Fig 4 is a flow chart illustrating a method for determining a location of a field

device, e.g. as shown in Fig 1;

Fig 5 is a schematic diagram of an embodiment of a location determination

device, such as those of Fig 1 and Fig 3;

Fig 6 is a schematic diagram showing functional modules of the software

instructions of the location determination device of Fig 5; and

Fig 7 shows one example of a computer program product comprising

computer readable means.

DETAILED DESCRIPTION

The invention will now be described more fully hereinafter with reference to
the accompanying drawings, in which certain embodiments of the invention
are shown. This invention may, however, be embodied in many different

forms and should not be construed as limited to the embodiments set forth
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herein; rather, these embodiments are provided by way of example so that
this disclosure will be thorough and complete, and will fully convey the scope
of the invention to those skilled in the art. Like numbers refer to like

elements throughout the description.

Fig 1is a schematic diagram showing an environment in which embodiments
presented herein can be applied for determining the location of field devices.
The field devices may all be associated with one organisation. In one
example, field devices includes locks provided in different locations for an
organisation, such as a utility company, a telecom operator or similar.
Alternatively, the field devices are ATMs (Automatic Teller Machines),
vending machines, parking meters, etc. In Fig 1, three field devices 2a-c are
shown; however, it is to be noted that the solutions presented herein are
applicable to any number of field devices and the benefit of these solutions

increases with the number of field devices to determine location for.

Thus, it is here shown a situation where the locations of three field devices
2a-c are to be determined. A user 7 is in the same location as a positioning
device 3. The positioning device 3 is able to determine its location, e.g. using
satellite based location determination such as GPS (Global Positioning
System) or similar. Alternatively or additionally, the location of the
positioning device 3 can be determined using an indoor positioning system,
e.g. using beacons from beacon transmitters of known locations. The
positioning device 3 can be portable such as forming part of a cellular phone
(e.g. a smartphone), a tablet computer or a laptop computer. Alternatively,
the positioning device 3 is a vehicle mounted device such as a navigation
system or other in-car infotainment system. In any case, within some margin
of error, the positioning device 3 is considered to be in the same location as

the user 7.

The user 7 follows a path 10 to visit each one of the first field device 2a, the
second field device 2b and the third field device 2c. The user 7 interacts with
each one of the field devices 2a-c. More specifically, in a first location 5a, the

user 7 performs a first interaction 4a with the first field device 2a. In a second
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location 5b, the user 7 performs a second interaction 4b with the second field
device 2b. In a third location 5c, the user 7 performs a third interaction 4c¢
with the third field device 2c.

A first indication 6a of the first interaction 5a is communicated to a location
determination device 1. Similarly, a second indication 6b of the second
interaction 5b and a third indication 6c of the third interaction 5c is
communicated to a location determination device 1. The indications 6a-c can
be communicated directly from the field devices 2a-c to the location
determination device 1 or via an intermediary device, which is described in
more detail with reference to Figs 2A-D below. Moreover, a signal 11
comprising the location of the positioning device 3 (which thus also indicates
a location of the user 7) is communicated to the location determination
device 1 from the positioning device 3. The signal 11 comprising the location
may be communicated more or less continuously, at the times of each
interaction with the field devices 2a-c or in batch after the user 7 has
completed the path 10 to all the field devices 2a-c. The signal 11 can for
example be communicated using an Internet Protocol (IP) network such as a

cellular network connected to the Internet.

By having access to both the indication of interaction and the signal(s) 11
comprising the location(s) these two separate sources can be used to deduce a
location of each one of the field devices 2a-c, as described in more detail
below. This allows the location determination device 1 to store the location 12
of each field device 2a-c in a database 8. The database 8 can be any suitable
electronic storage, including a file system, a relational database, a

hierarchical database, an object based database, etc.

Figs 2A-D are schematic diagrams illustrating embodiments for

communication with a field device of Fig 1.

In the embodiment shown in Fig 2A, there is a user device 9 which interacts
with the field device 2, e.g. over a wireless connection such as using NFC

(Near Field Communication), RFID (Radio Frequency Identification) or
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Bluetooth, or over a physical connection, e.g. to communicate with a smart
card of the user device 9 or a magnetic strip of the user device 9. In one
embodiment, the user device 9 is an electronic key and the field device 2 is a
lock. The interaction 4 between the user device 9 and the field device 2 can be
communicated either as an indication 6 from the field device 2 or as an
indication 6’ from user device 9 to the location determination device 1. In one
embodiment, the indication 6, 6’ is part of an audit trail comprising
attempted openings of locks in a group of locks, e.g. belonging to one
organisation. When it is the user device 9 that transmits the audit trail, this
can e.g. be done by temporarily storing the audit trail within the user device
9, and when the user device 9 communicates with an intermediary device
(such as a lock with communication capabilities) in contact with the location
determination device 1 the audit trail is transmitted from the user device via
the intermediary device to the location determination device 1. It is to be
noted that the audit trail could be retrieved by another user and user device
than the one that caused the interaction 4. The user device 9 could also be a

smart card or ATM card or similar.

The user 7 also has access to the positioning device 3 which transmits the
signal 11 comprising its location to the location determination device 1. This
can occur over a wireless interface, e.g. using a cellular communication
network, WiFi, Bluetooth, etc. or over a wire based interface such as
Ethernet, Universal Serial Bus (USB), FireWire, etc.

In the embodiment shown in Fig 2B, the user device 9 can communicate with
the positioning device 3, e.g. via Bluetooth. In this way, the positioning device
3 communicates both the indication 6 of interaction and the signal 11 with the

location information to the location determination device 1.

In the embodiment of Fig 2C, the user 7 interacts directly with the field
device without the need of any user device. For example, if the field device 2
is a lock, the user 7 can interact with the field device 2 e.g. using a pin code or
biometrics, such as fingerprint recognition or retina scanning. In this case,

the field device 2 communicates the indication 6 of interaction to the location



10

15

20

25

30

WO 2015/155053 PCT/EP2015/056957

determination device 1. Again, it is the positioning device 3 which transmits

the signal 11 comprising its location to the location determination device.

In the embodiment shown in Fig 2D, the location determining device 1 forms
part of the positioning device 3. For example, the location determining device
1 can reuse the hardware of the positioning device 3 (thus forming a host
device) and its logic can be implemented using software in the positioning
device 3. As in Fig 2B, the user device 9 here communicates with the
positioning device 3 to indicate the transaction. The identity of the field
device 2 forms part of the indication 6 from the user device 9, whereby the
location can be determined in the positioning device 3. In this embodiment,
the signal comprising the location information is an internal signal which
may be implemented in software. In one embodiment, the user device 9 also
forms part of the positioning device, e.g. if the field device is a lock that
interacts over NFC (Near Field Communication) or Bluetooth with the
positioning device in the form of a smart phone, thus also comprising the

user device 9.

Fig 3 is a schematic diagram illustrating an embodiment where the field

device 2 of Fig 1 and Figs 2A-D is embodied in a lock.

In this example, there is a door 15 which mechanically interacts with a field
device 2 being a lock using a mechanical interface, such as a bolt. A user
device 9 being a key can interact with the lock, after which the lock
determines whether to grant access (by itself or in communication with other
entities), and the lock is set in an unlocked state when access is granted.
When the lock is in an unlocked state, the door 15 can be opened and when
the lock is in a closed state, the door cannot be opened. In this way, access to
a closed space 16 is controlled by the lock. It is to be noted that the lock can
be located in a fixed structure by the door, such as the door frame (not

shown) or in the door 15 (as shown).

Fig 4 is a flow chart illustrating a method for determining a location of a field

device, e.g. as shown in Fig 1. The method is performed in a location
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determination device which can be a stand-alone device as illustrated in Fig 1
and Figs 2A-C. Alternatively, the location determination device can be

embodied within a positioning device as illustrated in Fig 2D.

In a receive signal step 40, a signal (see 11 of Fig 1 and Figs 2A-D) is received
from a positioning device considered to be co-located with a user. The signal
comprises location coordinates of a user (e.g. by association with a
positioning device of the user) having interacted with the field device.
Optionally, this step comprises receiving a digital image with associated
location coordinates. The location coordinates can then be embedded within

the image file as a geo tag.

In one embodiment, this step comprises receiving a location message from a
positioning device of the user, e.g. from an app running in the positioning
device. The location message can be manually triggered by the user or sent

regularly without user intervention.

When the location determination device is implemented in the positioning
device, the signal comprising the location coordinates is an internal signal

within the positioning device.

In an optional obtain time step 42, a first time, associated with the location
coordinates of the receive signal step 40, is obtained. This can e.g. be a
timestamp included in the signal or a time in conjunction when the signal is

received.

In an obtain first user id step 44, a first user identifier of the user associated
with the location coordinates is obtained. The first user identifier can also
form part of the signal received in the receive signal step 40, e.g. as the

sender of a message comprising a geo-tagged image.

In an obtain indication of interaction step 46, an indication (see 6, 6’ of Fig 1
and Figs 2A-D) of interaction between the user and the field device is
obtained. The indication of interaction includes an implicit or explicit

indication of the field device of each interaction. Optionally, the indication of
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interaction comprises an associated time, here denoted a second time. The
indication of interaction comprises an associated user identifier, here

denoted a second user identifier.

In one embodiment, this step comprises receiving a log of transactions of the
field device. The log of transactions can e.g. be an audit trail comprising
attempted openings of locks in a group of locks. Such an audit trail comprises
time stamps and user identifiers of each attempted opening as well as the

result (granted or denied) of the attempted opening.

In an optional conditional time match step 45, it is determined when the first
time and the second time are considered to match. If this is true, the method
proceeds to a conditional user match step 47, or a determine location step 48
(when the conditional user match step 47 is not performed). Otherwise, the

method proceeds to a conditional more locations to determine step 52.

In the conditional user match step 47, it is determined when the first user
identifier corresponds to the second user identifier. If this is true, the method
proceeds to the determine location step 48. Otherwise, the method proceeds

to a conditional more locations to determine step 52.

In the determine location step 48, the location of the field device is
determined to correspond to the location coordinates of the receive signal

step 40.

In an optional store location step 49, the location coordinates, with an
association to the field device, are stored in a database (see 8 of Figs 1 and
2D).

In an optional store digital image step 50, when a digital image has been
received in the receive signal step 40, the digital image is stored with an
association to the field device in the database. In this way, service personnel
can be provided with an image of the field device when maintenance is

required, simplifying the identification of the field device.
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In the conditional more locations to determine step 52, it is determined
whether more locations are to be determined. If this is the case, the method

returns to the receive signal step 40. Otherwise, the method ends.

The method described above will now be illustrated with a set of scenarios
relating to locks. In these scenarios, the locks are field devices and the keys

are user devices.

A large number of locks have been installed for an organisation, e.g. a utility
company. The location of each lock needs to be known to easily locate a lock
when maintenance and/or repairs are needed. To do this, the interactions of
locks and users recorded in audit trails are used. The location of users when
each interaction occurred is also recorded and can e.g. be sent in a signal to
the location determining device 1 using an app running in the positioning
device 3 in the form of a smartphone. Alternatively, the user can take a geo-
tagged digital image of the lock and send a signal comprising the picture to
the location determining device 1, e.g. in an e-mail. In such an embodiment,

the user does not need to install any new software in the positioning device.

The location determining device 1 can then match the user and/or time of the
signal with the audit trail, matching the location and field device to deduce its
location. In one embodiment, the time is not tracked and instead the
sequence is used for the matching. In one embodiment, the user is not
needed for the matching e.g. if there are only a small number of users or if the
location determining procedure is performed by one user at a time when all

other users are inactive (e.g. after normal working hours).

In one embodiment, the positioning device continuously or regularly sends
its location to a central location which can be obtained by the location
determining device, matched with time. For example, this can be the case for
navigation systems of a fleet management system and/or for a work order
management system, where the location of operators are tracked during their
work hours. When the operator is stationary, its time can be matched with an

audit trail of the lock. This provides for a fully automated system for
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determining the location of the locks where no user involvement in the field

is required.

The principles described above can be expanded to other field devices such as

ATMs, parking meters, vending machines, etc.

Fig 5 is a schematic diagram of an embodiment of a location determination
device 1, such as those of Fig 1 and Fig 3. A processor 60 is provided using
any combination of one or more of a suitable central processing unit (CPU),
multiprocessor, microcontroller, digital signal processor (DSP), application
specific integrated circuit etc., capable of executing software instructions 66
stored in a memory 64, which can thus be a computer program product. The
processor 60 can be configured to execute the method described with

reference to Fig 4 above.

The memory 64 can be any combination of read and write memory (RAM)
and read only memory (ROM). The memory 64 also comprises persistent
storage, which, for example, can be any single one or combination of
magnetic memory, optical memory, solid state memory or even remotely

mounted memory.

A data memory 66 can be any combination of read and write memory (RAM)
and read only memory (ROM). The data memory 66 also comprises
persistent storage, which, for example, can be any single one or combination
of magnetic memory, optical memory, solid state memory or even remotely
mounted memory. The data memory 66, stores data 67, such as location

coordinates, indications of interaction etc.

The location determination device 1 further comprises an I/O (input/output)
interface 62 for communicating with a storage device (8 of Fig 1) and

optionally with field devices (2a-c of Fig 1).

It is to be noted that when the location determining device 1 is comprised in a
host device, such as the positioning device 3, some or all of the components of

Fig 5 can be shared with the host device.
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Other components of the location determination device 1 are omitted in order

not to obscure the concepts presented herein.

Fig 6 is a schematic diagram showing functional modules of the software
instructions 66 of the location determination device 1 of Fig 5. The modules
are implemented using software instructions executing in the location
determination device 1. The modules correspond to the steps in the method

illustrated in Fig 4.

A receiver 70 is arranged to receive a signal comprising location coordinates
of a user having interacted with the field device. This module corresponds to

the receive signal step 40 of Fig 4.

An obtainer 72 is arranged to obtain an indication of interaction between the
user and the field device. Also, the obtainer is arranged to obtain a first time
and a first user id associated with the signal of the receiver 70. This module
corresponds to the obtain time step 42, the obtain first user id step 44 and

the obtain indication of interaction step 46 of Fig 4.

A time matcher 75 is arranged to match a time associated with location
coordinates with a time of an indication of interaction. This module

corresponds to the conditional time match step 45 of Fig 4.

A user matcher 77 is arranged to match a user identifier associated with
location coordinates with a user identifier of an indication of interaction. This

module corresponds to the conditional user match step 47 of Fig 4.

A determiner 78 is arranged to determine the location of the field device. This

module corresponds to the determine location step 48 of Fig 4.

A store 79 is arranged to store the location of the field device. This module
corresponds to the store location step 49 and the store digital image step 50

of Fig 4.

Fig 7is a schematic diagram showing one example of a computer program

product 90 comprising computer readable means. On this computer readable
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means a computer program 91 can be stored, which computer program can
cause a processor to execute a method according to embodiments described
herein. In this example, the computer program product is an optical disc,
such as a CD (compact disc) or a DVD (digital versatile disc) or a Blu-Ray
disc. As explained above, the computer program product could also be
embodied in a removable solid state memory (such as a universal serial bus
memory) or in a memory of a device, such as the memory 64 of Fig 5. While
the computer program 91 is here schematically shown as a track on the
depicted optical disk, the computer program can be stored in any way which

is suitable for the computer program product.

The invention has mainly been described above with reference to a few
embodiments. However, as is readily appreciated by a person skilled in the
art, other embodiments than the ones disclosed above are equally possible

within the scope of the invention, as defined by the appended patent claims.

PCT/EP2015/056957
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CLAIMS

1. A method for determining a location of a field device (2, 2a-c), the
method being performed in a location determination device (1) and
comprising the steps of:

receiving (40), from a positioning device (3) considered to be co-located
with a user (7), a signal comprising location coordinates (5a-c) of the user (7)
having interacted with the field device (2, 2a-c);

obtaining (44) a first user identifier of the user (7) associated with the
location coordinates;

obtaining (46) an indication of interaction (4a-c) between the user (7)
and the field device (2, 2a-c), the indication of interaction comprising a
second user identifier; and

determining (48) the location of the field device (2, 2a-c) to correspond
to the location coordinates only when the first user identifier corresponds to

the second user identifier.

2. The method according to claim 1, further comprising the step of:
storing (49) the location coordinates, with an association to the field

device (2, 2a-c), in a database (8).

3.  The method according to claim 1 or 2, further comprising the step of:
obtaining (42) a first time, associated with the location coordinates; and
wherein in the step of obtaining (46) an indication of interaction, the

indication of interaction comprises a second time; and
the step of determining (48) comprises determining the location of the

field device (2, 2a-c) to correspond to the location coordinates only when the

first time and the second time are considered to match.

4. The method according to any one of the preceding claims, wherein the
step of receiving (40) a signal comprises receiving a digital image with

associated location coordinates.
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5.  The method according to claim 4, further comprising the step of:
storing (50) the digital image with an association to the field device (2,

2a-c) in the database (8).

6. The method according to any one of claims, wherein the step of
receiving (40) a signal comprises receiving a location message from a

positioning device (3) of the user (7).

7. The method according to any one of the preceding claims, wherein the
step of obtaining (46) an indication of interaction comprises receiving a log of

transactions of the field device (2, 2a-c).

8. The method according to claim 7, wherein the log of transactions is an

audit trail.

9. The method according to any one of the preceding claims, wherein the

field device (2, 2a-c) is a lock.

10. Alocation determination device (1) for determining a location of a field
device (2, 2a-c), the location determination device (1) comprising:

a processor (60); and

a memory (64) storing instructions (66) that, when executed by the
processor, causes the location determination device (1) to:

receive, from a positioning device (3) considered to be co-located with a
user (7), a signal comprising location coordinates (5a-c) of a user (77) having
interacted with the field device (2, 2a-c);

obtain a first user identifier of the user (7) associated with the location
coordinates;

obtain an indication of interaction (4a-c) between the user (7) and the
field device (2, 2a-c), the indication of interaction comprising a second user
identifier; and

determine the location of the field device (2, 2a-c) to correspond to the
location coordinates only when the first user identifier corresponds to the

second user identifier.
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11. A computer program (66, 91) for determining a location of a field device
(2, 2a-c), the computer program comprising computer program code which,
when run on a location determination device (1) of a cellular communication
network causes the location determination device (1) to:

receive, from a positioning device (3) considered to be co-located with a
user (7), a signal comprising location coordinates (5a-c) of a user (77) having
interacted with the field device (2, 2a-c);

obtain a first user identifier of the user (7) associated with the location
coordinates;

obtain an indication of interaction (4a-c) between the user (7) and the
field device (2, 2a-c), the indication of interaction comprising a second user
identifier; and

determine the location of the field device (2, 2a-c) to correspond to the
location coordinates only when the first user identifier corresponds to the

second user identifier.

12. A computer program product (64, 90) comprising a computer program
according to claim 11 and a computer readable means on which the computer

program is stored.
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