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PROCESSING OF COPY CONTROL INFORMATION FOR DIGITAL
RIGHTS MANAGEMENT

CLAIM OF PRIORITY
[01] This application claims priority from U.S. Provisional Patent
Application Serial No. 60/451,743 filed on March 3, 2003 entitled “ENCODING OF
EXTENDED COPY CONTROL INFORMATION IN EXTENSIBLE MARKUP
LANGUAGE?” that is hereby incorporated for reference as if set forth in full in this document

for all purposes.

BACKGROUND OF THE INVENTION

[02] This invention relates in general to digital rights management and more
specifically to encoding and processing of copy control information such as Extended Copy
Control Information (ExCCI) within standardized formats such as Extensible Markup
Language (XML).

[03] Digital rights management (DRM) allows restricting the use of digital
content. Digital content can include images, audio, text, data file, executable code or other
information in a digital format. For example, a digital video of a movie includes images and
audio and can be encoded, e.g., in a digital format such as Motion Pictures Expert’s Group
(MPEG) format. The digital video can be sold, licensed or otherwise made available to an
end user by authorizing, or granting, rights to the user.

[04] One early approach to DRM included Copy Control Information
(CCI). The initial format of CCI is just two bits set to enforce content rights related to copy
protection. Typically the bits are read by hardware or software such as a playback device,
CDROM or DVD copier, computer, transfer device, etc. The CCI bits are indicators that can
be set to indicate that (1) copying is not controlled, (2) only one copy could be made, (3) no
more copies could be made, or (4) no copies could ever be made. The CCI bits were kept in
association with the content, such as by putting the CCI bits on the same Compact Disc Read
Only Memory (CDROM) or Digital Versatile Disc (DVD) as the content, or embedding the
CCI bits in a stream of information used to deliver the content.

[05] Extended CCI (ExCCI) is being developed to provide more bits and

indicators to indicate more options related to access control for DRM. For example, ExCCI
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can restrict whether analog and/or digital signal representing the content can be output to an
external destination. ExCCI also allows content to be used (e.g., viewed or played back) for a
limited number of times. The restrictions can be time-based such as allowing the user to
view the video over a period of time, preventing playback until after an initial waiting period
has gone by, limiting the amount of time a video or audio playback can be paused, etc.
ExCCI can also be used to control the user’s ability to transfer the video or to make copies of
the video, and to provide other controls. Up to 64 bytes are used to define ExCCI with the
possibility of extending the definitions further, in customized applications. Details of CCI
and ExCCI can be found, for example, at the web site of the Motion Picture Association of
America, Copy Protection Technical Working Group at
http://www.cptwg.org/Assets/September%20presentations/ExXCCI_CPTWG1.ppt

[06] Other approaches to access and control systems for DRM include full
rights expression languages such as Extensible Rights Markup Language (XrML) and Open
Digital Rights Language (ODRL). See, e.g., hitp://www.xrml.org/ and
http://odrl.net/1.0/ODRL-10.pdf , respectively. (NOTE: These two are XML language as
well.) While these approaches provide yet more flexibility in defining digital rights and

supporting DRM, they also are larger and take up more room and processing resources in
hardware devices such as playback or transfer devices. Also, their definitions can be large
and cumbersome to work with for a human author or reader of the language definitions. It is
desirable to provide a DRM system that allows readability, extensibility and interoperability.

[07] One language that provides extensibility and interoperability is referred
to as Extensible Markup Language (JXML). Fig. 1 illustrates basic constructs of XML. In
Fig. 1, line 10 is called the XML declaration. It is usually required as the first line in the
document, or definition, to identify the document as an XML type. The declaration also
defines the XML version of the document. In this case the document conforms to the 1.0
specification of XML.

[08] XML uses elements defined by starting and ending tags. In Fig. 1, line
12 shows a tag labeled “note” that defines the first, or root, element. A tag is typically a label
enclosed in angle brackets. So, for example, “<note>", would be a legitimate tag. The end of
the note element is signified by the ending tag which is the same as the starting tag except for
a slash preceding the label. The ending tag for the root node note is shown at line 20 as
“</note>".

[09] The note element also includes an attribute called “date”. Attributes

are defined within the angle brackets of an element starting tag for the element to which the
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attributes are associated. Attributes can have a value that is assigned to the attribute by the
use of the “=" symbol followed by the value in quotes. So, as shown at line 10, the date
attribute has the value “4/25/01”.

[10] Another element is defined at line 14. This element has the name “to”
and has the data “Ann”. An element’s data is enclosed within the starting and ending tags,
not within the tag itself — which is how the attribute/value pairs are stored. The “to” element
is referred to as a “child” of the “note” element. The “note” element is the “parent” of the
“t0” element. Other elements that are child elements of the note element are the “from,”
“heading” and “body” elements. The “to,” “from,” “heading” and “body” elements are called
“siblings” of each other. In general, any number of elements can be contained within, or be
data associated with, a parent element. Also, any number of attributes and values can be

included within the starting tag of an element.

SUMMARY OF THE INVENTION

[11] A preferred embodiment provides a system for processing copy control
information in a digital rights management system in standard languages such as XML,
including variants and extensions such as XrML and ODML. Concise and descriptive
schemas are provided that provide differing levels of compactness and readability. In one
embodiment, default values are used so that all attribute values do not have to be provided by
a digital rights management definition author. Abbreviated descriptive names can be used
along with value aliases to provide readily understandable definitions.

[12] In one embodiment the invention provides a system for processing
copy control information in a digital rights management system in standard languages such as
XML. Concise and descriptive schemas are provided that provide differing levels of
compactness and readability. In one embodiment, default values are used so that all attribute
values do not have to be provided by a digital rights management definition author.
Abbreviated descriptive names can be used along with value aliases to provide readily
understandable definitions.

[13] In another embodiment the invention provides a method for writing a
definition of extended copy control information (ExCCI) in a language, the language
comprising elements having data, and further comprising attributes associated with an
element, wherein an attribute can have an associated value, the ExCCi including indicators,

the method comprising using the attributes to represent a substantial amount of the ExCCI
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indicators to define a schema of ExCCI in the language; and using the schema to create an

ExCCI definition wherein the ExCCI indicators are assigned values.

10;

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a prior art illustration of basic constructs of XML;
Fig. 2 is a graphical depiction of processing an ExCCI definition in an XML format;
Fig. 3 is a first portion of an ExCCI schema in XML;
Fig. 4 is a second portion of an ExCCI schema in XML;
Fig. 5 is a third portion of an EXCCI schema in XML;
Fig. 6 is a fourth portion of an ExCCI schema in XML;
Fig. 7 shows an XML file defined using the schema of Figs. 3-6
Fig. 8 is a first portion of a descriptive ExCCI schema;
Fig. 9 is a second portion of a descriptive ExCCI schema;
Fig. 10 is a third portion of a descriptive ExCCI schema;
Fig. 11 illustrates an EXCCI definition written using the ExCCI schema of Figs. 8-

Fig. 12 is a graphical depiction of ExCCI rights associated with digital content as

specified by an XML schema in Figs. 8-10;

and

Fig. 13 shows a first portion of a data type definition extended to support ExCCI;
Fig. 14 shows a second portion of a data type definition extended to support ExCCI;

Fig. 15 is an example of an XML encoding based on the data type definition from

Figs. 13-14.

DETAILED DESCRIPTION OF THE INVENTION

[14] A preferred embodiment of the invention provides for definition of

standard DRM controls and other information, such as those in CCI or ExCCI, to be

efficiently represented and processed by using standard definition languages such as XML

and XrML. Although the invention is discussed primarily with reference to specific standard

definitions and languages, other definitions, languages, schemas, and constructs can be

employed. The following references are hereby incorporated by reference as if set forth in

full in this document:
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(1) Open Digital Rights Language (ODRL), version 1.0
(www.odrl.net)

(2) Extended Copy Control Information (ExCCI) Data Packet;
Proposed SMPTE Standard for Television (W25.499-2466B)

(3) Open Mobile Alliance Rights Expression Language, version 1.0
(http://www.openmobilealliance.org/documents.html); and

(4) Extensible Rights Management Language, XrML

(http://xrml.org/).

[15] Figs. 3-6 show a preferred embodiment XML schema that defines a
language that can express ExCCI structures in the form of attributes, as opposed to elements.
By using attribute representations rather than elements, space is conserved. By using
attribute names and a schema structure that parallels the ExCCI definition an author, viewer,
or other user of definitions created using the language can easily interpret the ExCCI XML
expressions. Note that other embodiments may use different names and can include more or
less structures as attribute or element definitions, as desired. In Figs. 3-6, many of the
attributes are defined as optional or have default values so that if their use is not required, the
resulting definition (and the XML file) is smaller. Default values may be chosen based on the
expected most probable use of each attribute to minimize the number of attributes that must
be explicitly included.

[16] The schema of Figs. 3-6, and similar schemas, can be generated with
the assistance of authoring tools such as an XML development environment. Other
embodiments can use any suitable tools for generating, deriving, or processing XML schema,
definitions or other constructs. For example, a simple text editor may also be used.

[17] Fig. 2 shows a screen from the XML development environment that
includes concise abbreviations for different structures in ExCCI, and that was used to
generate the schema of Figs. 3-6. In Fig. 2, the major structure of ExCCI is encoded as an
element and individual bits of ExCCI, or combinations of bits within the structure, are
encoded as attributes of the elements. Short names are used to conserve space in both the

human-readable definition and in any associated machine-readable electronic representation.

AC = Analog Component

DC = Digital Output

CGD = Copy Generation Management System for Digital content
CGA = Copy Generation Management System for Analog content
AP = Analog Protection System

IC = Image Constrain

R = Retransmission

CA = Copy Control Assertion
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M = Move count

C = Playback Count

L = Longevity Time

P = Pause Time

D =Delayed Start Time
OB = Optional Bytes
CR = Copyright Notice
Y =Yes

N=No

TABLE I

[18] Fig. 7 shows an XML file defined using the schema of Figs. 3-6. In
the XML file of Fig. 7, many of the ExCCI attributes are set. Note that if schema validation
is not required, the definitions at lines 110 and 120 do not have to be included. The omission
of these lines will significantly reduce the size of the XML file. Also, if not all ExCCI
controls are used, or if default values are used, the corresponding attributes do not have to be
included in the XML document. Finally, the ASCII format may be compressed resulting in a
final size comparable to the size of the standard ExCCI (64 bytes as in the current SMPTE
draft of a new version of ExCCI).

[19] The XML file of Fig. 7 uses shorthand abbreviations that are easily
understood by an author or a reader. For example, the attribute “V*> stands for “version” and
is assigned the value of “1”. “CGA” stands for “Copy Generation Management System for
Analog Signals” and is set to “Y”, or “yes”. Note that attributes that are not explicitly
assigned values in an XML file are given default values, thus further simplifying the file and
reducing the amount of information that needs to be included in the file. For example, the
*AC” attribute (“Analog component output”) is not defined in the XML file in Fig. 7, and so
is assigned the default value as shown in the XML schema of Fig. 3, as “N”, or “no”.

[20] Another embodiment of the invention provides a more descriptive
version of an ExCCI file in XML. Figs. 8-10 show the descriptive ExCCI schema.

[21] Fig. 11 illustrates an ExCCI definition written using the ExCCI
schema of Figs. 8-10. Note that the definition in Fig. 11 is more lengthy but also more
immediately readable than the definition of Fig. 7 which used the concise ExCCI schema of
Figs. 3-6. The definition can be made more compact by reliance on default values so that all
of the value assignments in Fig. 11 do not have to be made. For example, the AnalogCopy

element has a numberOfCopies attribute which may be set to NOCOPY as a default value.
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[22]  Fig. 12 is a graphical depiction of ExCCI rights associated with digital
content. For example, a “DigitalCopy” element describes restrictions relating to making
digital copies. The DigitalCopy element can be expanded to show detailed restrictions such
as how many copies can be made, whether compressed vs. uncompressed copies can be
made, etc. The AnalogCopy element is a similar right but relates to making copies over
analog interfaces. The Playback right allows a user to view the content with further
restrictions such as a maximum number of playbacks, start time when a user can begin
playback, end time or number of days of how long a user can keep the content (i.e., renting)
and how long the content can be paused. The copyright element has information about the
copyright holder for the associated piece of content.

[23] Existing DRM languages, such as Open Digital Rights Language
(ODRL), can be used and/or extended to express EXCCI rules. A preferred embodiment of
the invention allows ExCCI to be expressed in a subset of ODRL language as defined by
OMA by adding the additional permissions and constraints shown in Table II. Other

embodiments can use different amounts and types of additions or modifications.

Extended Permissions

Duplicate - to make a copy of a piece of content

Move —to move a piece of content without making a copy

Pause — to pause while playing or otherwise consuming a piece of content

Give — to support the ExCCI concept of retransmission

Extended Constraints

Format — to specify analog, digital compressed and uncompressed content formats
e Quality — to restrict HD content to 600 vertical pixels

o Protection — to specify details of analog copy protection mechanisms

® & o @

TABLE 1II

[24] A similar mapping and possible extension could be done for the XrML,
language discussed in MPEG, TV Anytime and by other standards organizations.

[25] Fig. 13 is a graphical representation of a Data Type Definition (DTD)
of Open Mobile Alliance (OMA) REL extended to support ExXCCI. OMA uses a subset of
ODRL to define a Rights Expression Language for mobile applications.

[26] ODRL is currently used by OMA to define a rights expression
language (REL) for mobile phones that is based on a subset of ODRL. The OMA REL is

used here as a convenient example. Since version 1 of the OMA REL specification does not
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define an XML Schema but rather a DTD the DTD format is used here. Other embodiments
can use other formats, such as an XML schema format.

[27] Descriptions of a current version of the ODRL language can be found
at in related Expression Language and Data Dictionary documents at
http://odrl.net/1.1/ODRL-EX-11.xsd and http://odrl.net/1.1/ODRL-DD-11.xsd, respectively.

[28] Fig. 14 shows an OMA REL definition used in a preferred embodiment
of the invention. In Fig. 14, the definition is extended by the permissions and constraints
listed in Table III.

[29] Note that the OMA subset of ODRL does not include the concept of a
“party” which could be used to map the copyright holder information from ExCCIL. Such
missing ExCCI features can be added by supporting ODRL elements.

[30] Additional details of extending ODRL in order to express more ExCCI
settings are described in Table III. Table III gives an example of how individual ExCCI bits
could be expressed in ODRL. The name under the ODRL heading is a name of an ODRL
element. Element names in curly braces signify elements that are added to ODRL to more

completely express ExCCI.

[BEGIN TABLE III]

e EXCCI: Version
ODRL: Context — Version
o ExCCI: Analog Component

The ‘AC’ bit shall convey whether the content can be outpui using a
target device’s analog component outputs as follows:

AC
0 Analog component output not allowed.
1 Analog component output allowed.
ODRL: Permission ~ Play (This assumes that AC is meant for
rendering content via an analog connection to a rendering
device.)

Constraint — Format: {Analog}

e EXCCI: Digital Output
The ‘DC1’ and ‘DCO’ bits shall convey whether the content can be
output using a target device’s digital outputs as follows:
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O
(@]
—
O
Q
o

No digital signal output allowed.

Only uncompressed digital signal output allowed.
Only compressed digital signal output allowed.
Both compressed and uncompressed digital signal
outputs allowed.

-—\-\OO‘
—\O—\O|

ODRL: Permission - Play (This assumes that AC is meant for
rendering content via an digital connection to a rendering
device.)

Constraint — Format: {Digital Compressed, Digital
Uncompressed}

o EXCCI: Copy Generation Management System for Analog signals
The ‘CGMS-A'’ bits shall convey the following meanings:

b1 b0

0 0 Copy control not asserted, unauthorized retransmission
outside the home not permitted.

0 No further copying is permitted.

1
1 0 One generation of copying is permitted.
1 1 Copying is not permitted.

ODRL: Permission — Duplicate
Consftraint — Format: {Analog}
Consiraint — Count

e EXCCI: Copy Generation Management System for Digital content
The ‘CGMS-D’ bits are the equivalent of the CGMS-A bits and have
definitions corresponding to those defined for the CGMS-A bits. The
CGMS-D bits shall convey the following meanings:

b1 b0

0 0 Copy control not asserted, unauthorized retransmission
outside the home not permitied.

0 No further copying is permitted.

1
i 0 One generation of copying is permitted.
1 1 Copying is not permitted.

ODRL: Permission — Duplicate
Constraint — Format: {Digital}
Constraint — Count

e EXCCI: Analog Protection System
The ‘APS’ bits shall convey the type of analog copy protection to be
applied by the target output device, but only if CGMS-A bit 0 is equal to
1. The ‘APS’ bits shall have the following meaning:

Analog copy protection is not used.
PSP is on & split color burst is off.

PSP is on & 2-line split color burst is on.
PSP is on & 4-line split color burst is on.

_x_xoo[g
~o-ofg
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ODRL: Permission — Duplicate
Constraint — Format: {Analog}
Constraint - {Protection System: PSP, 2-line split, 4-
line split}

ExCCI: Image Constrain
The ‘IC’ bit conveys information about whether High Definition
resolution content must be image-constrained to no greater than 600
vertical pixels (standard definition resolution) when being transmitted
over unprotected analog component outputs. The two states of the ‘IC’
bit shall have the following meanings:
IC
0 High Definition resolution content need not be image .
constrained when being transmitted over unprotected analog
component outputs.
1 High Definition resolution content must be image constrained
to no greater than 600 vertical pixels when being transmitted
over unprotected analog component outputs.

ODRL: Permission - Play, Duplicate
Constraint — Format: {Analog}
Constraint — Format or Quality: {600 vertical pixels}

ExCCI: Retransmission

The ‘R’ bit is the Retransmission bit and allows content owners to mark
their content to restrict its retransmission beyond the Home. It shall
have the following meaning:

R

0 The content may not be retransmitted beyond the Home.

1 The content may be retransmitted beyond the Home

ODRL: Permission — Give

ExXCCI: Copy Control Assertion

The ‘CCA’ has been added to allow content owners to mark their
content using existing 2-bit CCI data to trigger content encryption. But
once the content is decrypted and the content's EXCCI read, the ‘CCA’
bit conveys information concerning whether copy control is being
asserted by the content owner. The ‘CCA” bit has the following
meaning:

CCA

0 Copy control is not asserted, regardless of CGMS data.

1 Copy control is asserted.

ODRL: No ODRL equivalent is needed
ExCCI: Copy Move Count

The ‘M2’, ‘M1’, and ‘M0’ bits define an integer value ‘M’ that ranges
from 0 to 7 and represents the number of times that a copy made of

10
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Copy Once content may be moved from one recording medium to

another so long as the original recording is erased and/or made no

longer accessible. The Copy Move Count value ‘M’ shall have the

following meanings:

M=0 A copy made of Copy Once content may not (or may no
longer) be moved.

M=1to6 Number of times that a copy of Copy Once content may

be moved.

M =7 A copy made of Copy Once content may be moved an unlimited
number of times.

ODRL: Permission - Move

Constraint — Count

ExCCI: Playback Count

The Playback Count byte defines an integer value ‘C’ that represents

the number of times that a temporary recording of content may be

played during the Longevity period. The Playback Count value ‘C’ shall

have the following meanings:

C=0 The temporary content recording may no longer be
played.

C =1 to 254 Number of times the temporary content recording may be
played during the Longevity period.

C =255 The temporary content recording may be played an
unlimited number of times during the Longevity period.

ODRL: Permission — Play
Constraint — Count

ExCCI: Longevity Time

The Longevity Time bits define the number of minutes during which a

temporary recording of content may be played. The Longevity Time

value ‘L’ shall have the following meanings:

L=2zll0s The temporary content recording may no longer be
played.

L = neither all 1s  Number of minutes the temporary content recording
may still be played,
nor all Os provided the Playback Count value ‘C’ =>1.

L=all1s The temporary content recording may be played
indefinitely, provided the Playback Count value ‘C’' >=1.

ODRL: Permission — Play (or other applicable permissions)
Constraint — Interval
Constraint — Date Time

ExCCI: Pause Time

The Pause Time bits define the maximum number of minutes per
occasion that a temporary recording of content may be paused during
PVR recording or viewing. The Pause Time value ‘P’ shall have the
following meanings:

11
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P=all0s The temporary content recording may not be paused.

P = neither all 1s  Maximum number of minutes per occasion that the
temporary
nor all Os content recording may be paused.

P=all1s  The temporary content recording may be paused
indefinitely.

ODRL: Permission — {Pause}
Constraint — Interval

e EXCCI: Delayed Start Time
The Start Time bits define the starting date and time at which a
temporary content recording may begin to be played and viewed.
S =0 The start time mechanism is not being used, and the start time
reference for Longevity is the time when the content was
received.

ODRL: Permission — Play (or other applicable permissions)
Constraint — Date Time: start
e EXCCI: Optional Bytes
ODRL: Context - Remark

e EXCCI: Copyright Notice Information
ODRL: Party — Rights Holder

[END TABLE III]
TABLE III

[31]  Although the invention has been discussed with reference to specific
embodiments thereof, these embodiments are illustrative, and not restrictive, of the invention.
For example, although schemas or definitions include specific structures or data constructs
such as elements, attributes, values, etc., other schemas or definitions that use different
constructs may be employed.

[32] Anindicator can be, or include, any type of information representation
such as a bit, byte, word, or other group or arrangement of bits. Any type of data
representation can be used such as a flag, variable, array, attribute, value, index, pointer, etc.
Any format for data representation may be used such as packed bits, integer, floating point,
etc. The invention is not limited to the particular type, number, arrangement or other
characteristics of indicators used to describe the specific embodiments as other suitable

indicators can be used.

12
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[33] Once defined, a definition can be written, read, transferred or
otherwise processed by a hardware device or software process. A definition can be translated
or compiled into another form. For example, any bit, byte, word, or data structure approach
can be used to represent the definition. The definition can be compressed, eﬁcoded,
encrypted or subjected to other modification during processing.

[34] In the description herein, numerous specific details are provided, such
as examples of components and/or methods, to provide a thorough understanding of
embodiments of the present invention. One skilled in the relevant art will recognize,
however, that an embodiment of the invention can be practiced without one or more of the
specific details, or with other apparatus, systems, assemblies, methods, components,
materials, parts, and/or the like. In other instances, well-known structures, materials, or
operations are not specifically shown or described in detail to avoid obscuring aspects of
embodiments of the present invention.

[35] A “computer-readable carrier” for purposes of embodiments of the
present invention may be any medium or transmission that can contain, store, communicate,
propagate, or transport the program for use by or in connection with the instruction execution
system, apparatus, system or device. The computer readable carrier can be, by way of
example only but not by limitation, an electronic, magnetic, optical, electromagnetic,
infrared, or semiconduct(?r system, apparatus, system, device, propagation medium, or
computer memory.

[36] A “processor” or “process” includes any human, hardware and/or
software system, mechanism or component that processes data, signals or other information.
A processor can include a system with a general-purpose central processing unit, multiple
processing units, dedicated circuitry for achieving functionality, or other systems. Processing
need not be limited to a geographic location, or have temporal limitations. For example, a
processor can perform its functions in “real time,” “offline,” in a “batch mode,” etc. Portions
of processing can be performed at different times and at different locations, by different (or
the same) processing systems.

[37]1 Reference throughout this specification to “one embodiment”, “an
embodiment”, or “a specific embodiment” means that a particular feature, structure, or
characteristic described in connection with the embodiment is included in at least one
embodiment of the present invention and not necessarily in all embodiments. Thus,
respective appearances of the phrases “in one embodiment”, “in an embodiment”, or “in a

specific embodiment” in various places throughout this specification are not necessarily
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referring to the same embodiment. Furthermore, the particular features, structures, or
characteristics of any specific embodiment of the present invention may be combined in any
suitable manner with one or more other embodiments. It is to be understood that other
variations and modifications of the embodiments of the present invention described and
illustrated herein are possible in light of the teachings herein and are to be considered as part
of the spirit and scope of the present invention.

[38] Embodiments of the invention may be implemented by using a
programmed general purpose digital computer, by using application specific integrated
circuits, programmable logic devices, field programmable gate arrays, optical, chemical,
biological, quantum or nanoengineered systems, components and mechanisms may be used.
In general, the functions of the present invention can be achieved by any means as is known
in the art. Distributed, or networked systems, components and circuits can be used.
Communication, or transfer, of data may be wired, wireless, or by any other means.

[39] It will also be appreciated that one or more of the elements depicted in
the drawings/figures can also be implemented in a more separated or integrated manner, or
even removed or rendered as inoperable in certain cases, as is useful in accordance with a
particular application. It is also within the spirit and scope of the present invention to
implement a program or code that can be stored in a machine-readable medium to permit a
computer to perform any of the methods described above.

[40] Additionally, any signal arrows in the drawings/Figures should be
considered only as exemplary, and not limiting, unless otherwise specifically noted.
Furthermore, the term “or” as used herein is generally intended to mean “and/or” unless
otherwise indicated. Combinations of components or steps will also be considered as being
noted, where terminology is foreseen as rendering the ability to separate or combine is
unclear.

[41] Asused in the description herein and throughout the claims that
follow, “a”, “an”, and “the” includes plural references unless the context clearly dictates
otherwise. Also, as used in the description herein and throughout the claims that follow, the
meaning of “in” includes “in” and “on” unless the context clearly dictates otherwise.

[42] The foregoing description of illustrated embodiments of the present
invention, including what is described in the Abstract, is not intended to be exhaustive or to
limit the invention to the precise forms disclosed herein. While specific embodiments of, and
examples for, the invention are described herein for illustrative purposes only, various

equivalent modifications are possible within the spirit and scope of the present invention, as
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those skilled in the relevant art will recognize and appreciate. As indicated, these
modifications may be made to the present invention in light of the foregoing description of
illustrated embodiments of the present invention and are to be included within the spirit and
scope of the present invention.

[43] Thus, while the present invention has been described herein with
reference to particular embodiments thereof, a latitude of modification, various changes and
substitutions are intended in the foregoing disclosures, and it will be appreciated that in some
instances some features of embodiments of the invention will be employed without a
corresponding use of other features without departing from the scope and spirit of the
invention as set forth. Therefore, many modifications may be made to adapt a particular
situation or material to the essential scope and spirit of the present invention. It is intended
that the invention not be limited to the particular terms used in the following claims and/or to
the particular embodiment disclosed as the best mode contemplated for carrying out this
invention, but that the invention will include any and all embodiments and equivalents falling

within the scope of the appended claims.
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WHAT IS CLAIMED IS:

/

L. A method for writing a definition of extended copy control information
(ExCCI) in a language, the language comprising elements having data, and further
comprising attributes associated with an element, wherein an attribute can have an associated
value, the ExCCI including indicators, the method comprising

using the attributes to represent a substantial amount of the ExCCI indicators to define
a schema of ExCCI in the language; and

using the schema to create an ExCCI definition wherein the ExCCI indicators are

assigned values.

2. The method of claim 1, wherein a given indicator is associated with a default
value, the method further comprising
determining that the given indicator is not assigned a value; and

assigning a predetermined default value to the given indicator.

3. The method of claim 1, wherein the definition includes Copy Control

Information (CCI).

4. The method of claim 1, wherein the language includes Extensible Markup
Language (XML).

5. The method of claim 1, wherein the language includes Extensible Rights
Markup Language (XrML).

6. The method of claim 5, further comprising

defining one or more extensions.

7. The method of claim 1, wherein the language includes Open Digital Rights
Language (ODRL).

8. The method of claim 7, further comprising

defining one or more extensions as one or more of “Duplicate,” “Move,” “Pause,” or

“Give” permissions; or one or more of “Format,” “Quality” or “Protection” constraints.

16



WO 2004/079722 PCT/US2004/006261

9. The method of claim 1, wherein the language includes Open Mobile Alliance
(OMA) Rights Expression Language (REL).

10.  The method of claim 9, further comprising
defining one or more extensions as one or more of “Duplicate,” “Move,” “Pause,” or

“Give” permissions; or one or more of “Format,” “Quality” or “Protection” constraints.

11. The method of claim 1, wherein ExCCI indicator names are used for attribute

names, and wherein ExCCI value are represented by attribute values.

12. The method of claim 11, wherein ExCCI indicator name abbreviations are

used.

13.  Anapparatus for writing a definition of extended copy control information
(ExCCI) in a language, the language comprising elements having data, and further
comprising attributes associated with an element, wherein an attribute can have an associated
value, the ExCCI including indicators, the apparatus comprising

a processor for executing instructions stored in a computer-readable medium;

one or more instructions for using the attributes to represent a substantial amount of
the ExCCI indicators to define an element in a schema of ExCCI in the language; and

one or more instructions for using elements to represent a substantial amount of the
ExCCI indicators to define a schema of ExCCI in the language; and

one or more instructions for using the schema to create an ExCCI definition wherein

the ExCCI indicators are assigned values of the elements and the attributes.

14. A computer-readable medium including instructions for writing a definition of
extended copy control information (ExCCI) in a language, the language comprising elements
having data, and further comprising attributes associated with an element, wherein an
attribute can have an associated value, the ExCCI including indicators, the computer-readable
medium including

one or more instructions for using the attributes to represent a substantial amount of

the ExCCI indicators to define a schema of ExCCI in the language;
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one or more instructions for using elements to represent a substantial amount of the
ExCCI indicators to define a schema of ExCCI in the language; and
one or more instructions for using the schema to create an ExCCI definition wherein

the ExCCI indicators are assigned values of the elements and the attributes.
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10 —» <?xml version="1.0"?>
12 —» <note date="4/25/01">
14— <io>Ann<fio>
<from>Charlie</from>
<heading>Reminder</heading>
<body>We are meeting this weekend!</body=
20 —» </note>

il Tyhe . .
shnaleType | JCCRISSimpleTepe ) ann: CCMS bl dafiniion
almpleType  ShoriBoolzenTips ] . kann Yesfo enevwer
IaimpleTyre  APSType ‘ , ez Anslog Prefection System
eimpleType | DipialQuipuiTvpe ) - s Digitad Outpust

ShonBoolzenT yp
DigitelQuipulTipe
{CESSimpleTpe
CEWMSSimpleTrpe

APSTvoe ‘.-
ShorBooleanTvpe
ShotBooleanT wpe %}Dp&qna] )
ShotBecleanT upe oplional
wdbe . [Woplonal,
wsd:byte . B uptiondl
jscpogitivelnteger. i oplional
jusctunsignedShart Eﬂr:sr:ztic:rlal
wsdhormaizedSiring optional
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<?xmal version="1.0" enceding="UTF-8"2> .
<i— edited with XML Spy v4.0 U (http:i/iww.xmlspy.com) by Petr Peterka (Motorola) —>
| <xsd:schema targetNamespace="uri:exccl” xmins="uri:excei” xmipsxsi="hitp://www.w3.0rg/200 1/ XMLSchema-
instance” xminsosd="http/Avww, w3, orngOD1/XMLSchema elemenﬂ-‘om‘nDefault—"quahﬂed">
<xsd:riotation name="col" publuc *nhitp://ppeterkat/xml">
<xsd:annotation>
<xsd:documentation>ExCC] XML language</xsd:documentation>
</xsd:annotation>
</xsd:notation>
<xsd:element name="ExCCL">"
<xsd:annotation> .
- <xsd:documentation>ExCCI definition</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:attribute name="V" use="required” default="0">
<xsd:znnotation>
<xsd documantaﬂon>\fersmn<lxsd documen’mtmm
</xsd:annotation>
<xsd:simpleType>
<xsdirestriction base="xsd:byte">
<xstiimininclusive value="0"> ¢
" <xsd:maxinclusive value="T"/>
<festhrestriction>
</xsthsimpleType>
<fad:attribute> o
<xsd:atiribuie name="AC" type=“°horiaaoleanType use="opfional" default="N">
<ssd:annotation®
<xad:documentation>Anzlog component outpuf <xed: documentatlon‘-
<fxsd:annotation> -
- <fxsd:atribute>
<edsatiribute name="DC” lyps*"qu:talOutpu’chpe use="optional” default="N">"
<xsd-annotation>
<xsd: doaumerrtatvon>Dsgltal output</xsd:documentation>
</xsd:annotation>
<fx$d:atiribute>
<xsd:attribute name="CGD" {ype="CEMSSimpleType" use="optional" defaul="N">
<ysd:annotations
<xsd:documentation>Copy Generafion Manzgement System for
Digiitad qun’*b<l2‘.5d documentations
<fxsd:annotation>
<fred:aftribute>
<xsd:gftribuie name-"CGA" ype-“CGMSSImpleType use="optlanal" default"“N">
<xsd:annofation>
- <xsth documentatlonr-Copy Ganerahon Management System for
Analog signals</xsd:documentation®
<fxsd:annotation>
<fxsg:attribute™
<xsd:attribute name="AP" {ype="APSType" use= opﬁonal“ defaul="N">
<xsd:ahnotation>
<5 documenta'hon>Analog Protectmn System</xsd:documentation>
<fsd:annotation>
</xsd:attributes>
.<xsd:atiribute name="1C" typs="ShortBoolsanType use="opfional* dafault-"Y“
<xsd:annotaiion>
<xsd:documentafion>Image C-onstnam for High Definifion resolution content transmitted
over unprotected analog component outputs</xsd:documentation>
<fxsd:annotation> ‘ ‘
<fxsd:aftribute>  * ’ '
<xsd:attribute name="R" typa=“5hortBooleanType use= optmna(" default—"N">
- <xsd:annotation>
<xsd:documentation>Redistribution control for refransmission beyond
- the Home </xsd:documentation>
</xsd:annotafion> '
<fxsd:attribute>

Fig. 3
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<xsd:atiribute name="CA" type="ShortBoolaanType" usn—'-"optlonal" default—"Y"
<xsd:annotation>
. <xsd:documentation>Copy Control Assertion </xsd:documentation>
</xsd:annotation> :
</xsd:atiribute> -
<xsd:attibute name="M" use="optional" default="0">
. <xsd:annotafion>
- <xsd:documentation>Capy Move Courrt <Ixsd:documentation>
</xsd:annotafion=
<xsd:simpleType>
<xsd:resiriction base="xsd:byie">
<xsd:mininclusive valus="0"/>
<xsd:maxinclusive valus="7"/>
</xsd:restriction>
</xsd:simpleType>
<fosd:attributes ]
<xsd:attribute name="C" type="xsd:byte" use="aptional® default="0">
<xsd:annotafion>
<xsd:documentation>Playback Count <Ixsd documentat|on>
</xsd:annotation>
<fxsd:attribute>
<xsthatiribuie name="L" fype="xst:nonNegativeinteger” use="optionat" default—“0“>
<xsd:annotation>
<xsd; dowmentatlomLangevrty Time dxsd documentatmm'
: </xsd:annotafion>
<fxsc:atiribute>
<xsd:attribute name="P" use="opfional” dnfault‘"ﬂ“>
<xsd:annotations
<yad:documentafion>Pause Time </xsd:documentations
<fed:annotation> .
<xsd:simpleTypa> -
<xedrestriction base="xsd:unsighedShorl™
<xst:mininclusive vaive="0">
<xsd:maxinclusive value="2047"/>
<fxsdrestiiction>
- <fxsd:simpleType>
</xgd:aitribute>
<xsihatribute name="D" typs="xsd:nonNegativélnteger" use="optional” default="0">
<xsd:annotation :
<igd:documentation=Delzyed Start Time </xsd:documantafion:-
<fxasd:annotations .
<fxzd:atiribuie> )
<xed:atribute name=“0B" type="xsd:normalizedSiing” use="optional">
<xsd:annotation= ‘
<xse:documentation>Optional Bytes </xsd:documentation>
</xsd:annotation>
<fxsdatiribute™
<sgd:attribute name="CR" use="ppiional">
<xgdiannotation> . .
. <xsd:documentation>Copyright Notice informationi</xsd:documentation™
</xsd:annotation>
<xsd: s;mpleType>
<xsd:restriction base="xad: stnng“>
<xed:patiern value="&#xAG;, />
<fesdiresiriction>
</xsd:simpleType>
<psdatiribuie>
</xsd:complexType™>
<fxsd:element> o
<xsd:simpleType hame="VersionTyps™
<xsd:annotation>
<xsd:documentation>Version type</xsd: documentation>
. <fxsd:annotation>
<xsd:restriction base="xsd:byte"/>
<fxsd:simpleType>
<xsth smpleType name-"CGMSS:mpleType">

Fig. 4
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<xsd:annotation>
<5 documsntahon>CGMS bit definition</xsd: documentatwm
<jxsd:annotafion>
<xsd:restriction base="xsd: NMTOKEN">
<sd-enumeration valus="Y">
<xsd:annotation>
<xsd:docurmentation>Copy contro! not asseried</xsd: documentahon:»
<fxsd:annotafion>
<fxsd-enumeration>
<xsd:enumeralion value="N">
<xsd:annotation>
<xsd:documentation>Copying is not pem'\ltted</xsd documentation™
<fxsd:annotation>
<fxsd:enumeration>
<xsd:enumsration valug="0">
<xsd:annotation> | )
<xsd:documeritation>No further copying is permitted</xsd:documentation>
<fxsd:annotation>
<fxsd:enumeration>
<xsd:enumeration valus="1">
<xsd:annotations
<xschdocumentation>One generation of copying is permmed-clxsd documentation>
</xsd:annotation>
<fxsd:enumeration>
</xsd:restriction>
<fxsd:simpleType>
<xsd:simpleType name="ShoriBooleanType®>
<xsdiannotation> .
<sed:documentation>Yés/Mo answer</xsd:documentation>
<fxsa:annotation>
<xsd:restriction base="xsd:NMTOKEN">
<xsd:enumeration valug="Y"/>
<ysd:znumeration value="N*/>
<fxmd:restriction>
<fxsd:simpleType>
<xzd:simpleType name="APSTypa">
<xst:annptaticn> ’
<xaddocumentation>Analog Protection System</xsd: dncumentahon>
<rsd:annotation>
<ysdoresiriction base="4odiNMTOKEN™-
<xzad:mininclusive valus="0"f>
. <xBd:madnclusive valug="3"/>
<xsd:enumerziion valug="N">
<s@d:annotations
<xsd: documemaimn>Anang copy protection Is not used</xsd:documentations
<fxsd:annotation>
<fxsd:enumegrafion>
<xsd:enumeration valus="F">
<xsd:annotation®
<xed:documentation>FSP is on and split colnr burst is off</xsd: documentatlon>
<xed:annotation>
</sstienumeration> ,
<xsd:enumeration valug="2">
<xsd:annotafion>
<xsd: documentatton>PSP is on and 2-line spiit color burst is on</xsd: documentatbn>
<fxsd:annotation®
</xsd:enumeration>
<xsd:enumeration value="4">
T+ exsd:annotation>
<xsd:documentation>PSP is on and 4-line split color burst is on</xsd:documentation>
<fxsd:annotation>
 </xsd:enumeration>
<frsd:restriction>
<fxsd:simpleType>
<xstisimpleType name="DigitalOutpufType">
<xsd:annotation>

Fig. 5
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<xsd: documentaﬂon:*Dlgltal 0utput<lxsd documentation>
</xsd:annotation>
<xad:restriction base="xsd:NMTOKEN">
<xsd:enumeration value="N">
<xsd:annotation> ’
’ <xsd:gocumentation>No dzgrtal slgnal output ailowad</xsd documentaﬂon>
<fxsd:annotation> .
<fxsd:enumeration>
<xsd:enumeration value="U">
<xsd:annotation>
<xsd:documentation>0Only uncompressed digital signal output allowed</xsd:documentation=
. <fxsd:annoiation>
<fxsd:enumeration> ’
<xsd:enumeration value="C">
<xsd:annotation>
<xsd:documentation>Only mmpressed digital signal output allowed</xsd:documentation®
</xsd:annotation> -
</xsd:enumeration> )
<xsd:enumeration valug="Y">
<xsd:annotation>
<xsd:documentafion>Both compressed and uncompressed digitsal signal
outputs allowed</xsd:documentations
</xsd:annotation>
<fxsd:enumeratiors
</xsd:restriction>
</xsd:simpleType>
<fxsd:schema

Fig. 6
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<?xmi version="1.0" encoding="UTF-8"?>
<l edited with XML Spy v4.0 U {http:/www.xmispy.com) by Petr Peterka (Motarola) —->
<xs:schema xmins:xs="hitp:/www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified"
attributeFormDefauit="ungqualified" version="1.0">
<xs:notation name="ExCCI" public="http://ppeterkat/xmi">
<xs:annotation>
<xs:documentation>Extended CCl expressed in XML</xs documentation>
</xs:annotation> ’
<fxs:notation>
<xs:element name-—"Rughts">
<xs:annotations
<xs:documentation>Restrictions on handling of saved copy of this content and restrictions on
-| redirecting received content fo device ana\og!d\gltal outputs.<fxs: documentattcn>
</¥s:annotation> - ‘
<xs:complexType>
<xs:Sequence>
<xs:element name="AnalogCopy" fype="AnalogCopyPretectionType* minOccurs="0">
<xs:annofation>
* <xs:documentation>Restrictions for analog copy and output </xs:documentation>
<fxs:annotation>
<fxs:element>
<xs:element name="DigitalCopy” Wpe-"DogﬂaiCapme‘achchypa
minOccurs="0" maxQOcours="2">
<xs:annotation> -
<xs:documentation>Restrictions for digital copy and output <fxs: documentation>
<fxs:annotation>
</xs:element>
<xs:element name="Playback” minOccurs="0">
<xsannotsiion™
<ss:documentation>Flayback rles for stored content</xs:documeantation>
<lxs:znnotation™>
<xs.complexTypes
<X8ISEqUence> )
<xs:glement name="PlayBackCount® type="PlayBackCouniType" minQccurs="0">
<xs:annotation>
<xs:documentation>The number of times that a recording of content may
be played</xs:documentation>
. <fxs:annotation>
</xz:element>
<xz:eloment neme="DelayedStarl” type="iz:dateTime" minOccurs="0">"
<aiannotations
<xsidecumentation>Start Time defines the Harting date and fime at
which confent may bagin to be played and viewed</xs:documentation> .
<fxs:annotation>
<fxs:element> -
<xs:element name="Rental” type="RentaiType” minCccurs="0">
<xs'annotation>
<xs:documentafion>rental peribd in minutes</xs:documentation>
<fxs:annotation=
<fxs:slement> : _
<xs:element name="PauseTima" type="xs:duration” minOccurs="0">
' <xs:annotation>
<xs:documentation>max number of minutes of pause time affowed
per occasion</xs:documentation>
- <[xs:annotation> ’
</xs:element>
</xs:sequence>
<fxs:complexType>
</xs:element> )
<xs:element name="Copyright™ type="xs:string"l>
<[xs:séquence>
<xs:attribute name="Version® type="xs:byie" use="required"/> .
<xs:attribute name="Redisfribution” type="ShariBaoleanType" use="optional” defauli="N">
<xs:annotation>
<xs:documentation>Retransmission beyond home domain<fxs:documentation>
</xs:annotafion>
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</s:attribute>
<fxs: complexTyp.)
<fxs:element> .
<xs:complexType name="RentalType">
<xs:annotation>
<xs: documeniahon>Rental restrictions</xs:documentation>
</xs:annotation> .
<xs:choice> .
<xs:slement name="EndTime" type="xs:dateTime" minOccurs="0"/>
<xé:elément name="interval” type= xs:duraﬂon‘ minOccurs="0"/>
<fxs:choice>
<fxs:complexType>
<ys:complexType name="AnalogCopyProtectionTypa">
<xs:annotation>
<xs:documentation>Analog copy protection attnbutes<lxs documentations
<fxs:annotafion>
<xs:attribute name="Component0utput“ type="ShoriBooleanType" use="optional" default="N"/>
<xs:atiribute name="NumberOfCoples* type="CopyContioiType" use="oplional” defauli="NQCOPY"/>
<xs:atiribute name="FssudoSyncPulse” type="ShoriBooleanType" use="optional" default="y"/>
<xs:attribute name="SplitColorBurst” type="SplitColorBurst_LinesType" use="optional” defauli="4"/>
<xs:atiribute name="ImageConstrain” type="ShortBooleanType" use="optional” defauit="Y"/>
<xs:atiribute name="MoveCount" type="xs:short" use="upﬁonal" default="0"/>
<fxs:complexType>
<xs:complexTyps name="Dlgntal00pmeiecbonType">
<xs:annotation> "
<xs:documentation>Digital copy protection attributes</xs: :documentation>
<ps:annotation>
<xz:atiribute name="Compression” type="CompressionType® use= “raguirad*/>
<xz:atiribute neme="Dutputaliowsd” type—“ShortanleanTwe use="oplional® defaul="N"/>
<xs:afiribute name="NumberQfCopies” type="CopyControlTyps” use="opfional” default="NOCOFY"/>
<xsiatiribute name="MoveCount” type="xgishort’ use= nptlona!' delmuli= 0"/
<fs:complexType>
~ <x=:=impleTyps name= *CopyControiType™s
<xs:annotation>
<xs:documentation>Copy count type</xs: documentahon>
</xs:annotation> .
<xs:restriction base="xs: NMTOKEN“> .
<xs:enumeration valus="UNLIMITED"/>
<xs:enumerafion value="NOCOPYY>
-<yienumanstion value="ONEGENERATION>
<iggriumerafion value="HOMORE>
<frarresinictions
<frs:simplaType>
<xs:gimplaType name="SplitColorBurst_LinssType™>
<xs:annotation>
<xs:docurnentation>Analog copy protection aflributes</xs: dacumentaﬁom
</xg:annotatior>
<xarestriction base="xs:NMTOKEN">
<ksienumeration value="N">
<xs:annotatiors
<xs:docurnentafion>split color burst is off<f«s:documentation>
</xs:annotation>
</xs:enumeration>
<xg:enumgration value="2">
<ziannotation>
<xs:documentation>2-line split color burst is on</xs: documentatlon>
- <ixsannotation>
<fxzienumeration>
<xs:enumeration valus="4">
. «xsiannofation>
<XS: documentatlon>4-hne split color burst s on</xs: documentaﬂon>
</xs:annotation>
</xs:enumeratfion>
</xs:restriction>
<fxs:simpleType>.
<xs:simpleType name="3hortBoolaanType">

Fig. 9
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<xs:annotation>
<xs:doéumentation>Yes/No answer</xs: documentatlon> .
</xs:annotation>
<xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="Y"/>
. <xs:enumeration valus="N"/>
<fxs:restriction> .
</xs:simpleTyps>
<xs: simpleType name—“CompressuonTypa“>
 <xg:annofation>
<xs:documentation>Compressed vs. uncompressed digital format</xs:documentation>
<[xgannotation> -
<xs:restriction base="xs:NMTOKEN"> -
<xs:enumeratiofi value="COMPRESSED">
<xs:enureration value="UNCOMPRESSED"/>
<fxsrestriction>
</rs:simpleType>
<xs:simpleType name-"PtayBackGountType“>
<xs:annotatior> . <
<xs:documeniation>Number of times the content can be piayed back<lxs documsntation>
</xs:annotation>
<xs:restriction base="xs:positivainteger"/>
<fxa:simpleType>
‘| </xzischema>

Fig. 10

<Rights xming:xe=htin/Aewwwd.oro/2001/0ML Schema-instance
*s1: noNamespaceSchemaLocat:on—"hﬁplepeterka1lxml/EXCCl-XML—1 3.xsd”
Version="0">
<AnalogCopy ComponentOuiput="Y"
NumberQfCopies="1"
. ImageConsirain="Y"/>
<DigitziCopy  Compreszion="UNCOMPRESSED
Dutpuftliowsd="Y" - ‘
NumberOiCopige="ONEGENERATION"/>
<Playbacks> )
<PlayBackCount>3</PlayBackCount>
<DelayedStart>2002-11-20T00:00:00</DelayedStart>
<Rental> .
<inferval>P3D</interval>
</Rental>
<PauseTime>PT30M</Pause Time>
</Playback>
<Copynght>MyStudm</Capyrlght>
</Rights> - )

Fig. 11
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<?xml version="1.0" encoding="UTF-8"7>

<IELEMENT o-gxrights (o-exccontext, o- eragreemant)>

<IATTLIST o-excrights

xming:o-ex CDATA #FIXED "htip: //odrl net/1.1/ODRL-EX"
-¥rnins:o-dd CDATA#FIXED "hitp:/fodr.net/1.1/ODRL-DD"

5 ;

<IELEMENT o-ex:context (o-dd:version?, o-dd:uid?)>

<IELEMENT o-dd:version (#PCDATA)>

<|IELEMENT o-dd:uid (#PCDATA)>

<|ELEMENT o-ex:agreement {o-exasset, o-excpermission)>
<|ELEMENT o-exasset {o-excontext, o-excek?)>

<{ELEMENT o-excek (o-ex:plainTexiKey)>

<IELEMENT o—e:cplam‘l‘ext}{ey (#PCDATA)>

AELEMENT o-exepermission (o-ddiplay?, o-dd:display?, o-ddexecute?, o-dd:print?,

o-dd:duplicate?, o-dd:move?, o-dd:pauss?, o-dd:give?)>

<IELEMENT o~gd:play {o-exconstraint*)>

<IELEMENT o-dd:display (o-ex:constraini?}>

<IELEMENT o-dd:execufe {o-ex:constraint?)>
-<JELEMENT o-dd:print (o-ex:constraint?)>

<IELEMENT o-dd:duplicate (o-zxconsitaint*)>

<IELEMEMT o-gd:mova (-sxcconstraini®)>

< ELEMEMT o-dd:pause {o-eiconsiraini?)>

<JELEMENT o-td:give (o-sxcconsiraint?)>
<ELEMENT o-exconstraint (o-dd:count?, e-dd:datefime?, e-dd:interval?,
. o-ddformat?, o-dd:quality?, o-dd:protection?>
<IELEMEMT o-dd:count (o-dd-fted)> |

<IELEMENT o-dd-format (BPCDATA)>

<IELEMENT o-dd:proteciion (#PCDATA)>
<IELEMENT o-dd:quality (#PCDATAP
<|ELEMENT o-dd-ftxsd (#PCDATA)>

<|ELEMEMT e-dd:dztetime {o-dd:start?, o-dd:end?)>

< ELEMEWT o-dd:start (BPCDATAY-

<|ELEMEMT o-ddiend (#RCDATA)

SELEMEMT o-adtinterva) ((PCDATAY

Fig. 14
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<?xrol version="1.0" encading="UTE-8"2>

<g-excontext>
<p-dd;version>0</o-dd:version>
</o-excontexi>
<o-ex:agreement>
<g-ex:asset>
<p-ex:context>
<p-dd:uid>MyMovie rip</o-dd:uid>
</o-excontext>
<lo-sx:asset>
<o-expermission>
<o-dd:play>
<g-gx:constraint>
<go-tidieount>
<p-dd:fixed>3</o-dd:fixed>
<fo-dd:count>
<p-gdd:datetime>
<p-dd:start>08-15-2002</o-dd:start>
<o-tid:end>08-20-2002</o-dd:end>
<fo-dd:datetimes
<Jo-gxconsirairit>
</o-dd:play>
<g-gd:duplicate>
<g-gxconstraint~
- <o-dd:count=
<o-dd:fived>uniimited</o-dd:fixad=
<fo-dd:count>
<o-dd:format>analog</o-dd:-format>
<o-dd:quality>600-phels</o-ddiquality>
<p-tid:profection>2-lins-splitio-dd.protection=
<fo-zcconetraints
<g-@zconstraint>
. <c-dd-formzt>digital uncompressed</o-ddformat>
<Jo-zxcconsiraint=
<fo-dd:duplicaie>
<g-tdd:move>
<p-gxconstraint>
<p-td:count>
<o-dd:fixed>1 </o-dd:fixed>
<fo-dd:count>
<fo-excconstraint>
<fo-dd:mova>
<o-dd:pause>
<p-gx:oonsiraint>
<p-td:interval>30</o-dd:interval>
 <lo-gx:constraint>
</o-dd:pause>
</o-gx:permissions
<jo-exagresment>
<Jo-gx:rights> .

<l-Sample XML file generated by XML Spy v4.0 U (hitp:/www.xmispy.comj—>

<DOCTYPE e-exirights SYSTEM "C:\Documents and Seitings\ppeterka\My
Documents\Projects\IPCASDRMXMLIODRLIOMA REL with EXCCLatd">

<p-gx:rights xmins:o-ex="hitp://odil.net/1,1//ODRL-EX" ¥mins:o-dd="http:/fodrl.nel/1.1/ODRL-DD">

Fig. 15



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

