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Dependents of benefit plan participants can be given access
to personal information of a plan participant. The depen
dents, who are not existing users or members of the plan, can
be allowed access to Some or all of the personal information
asSociated with the plan participant.
200

CLIENT 210

CLIENT 210

SERVER 205

CLIENT 210

Patent Application Publication Feb. 23, 2006 Sheet 1 of 7

I"?INH

u-ÕÕTJodegsulwodys

uJZAX-do7esõulodO?S

US 2006/0041930 A1

Patent Application Publication Feb. 23, 2006 Sheet 2 of 7

US 2006/0041930 A1

OIH
*
Z

00Z

L,ZNERI0TO.)

(GJEAON-JŽES

Patent Application Publication Feb. 23, 2006 Sheet 3 of 7

SOLT\W/BN-}ES_ÅLX

H$“(?NLZOLMBI)0TH1S.

US 2006/0041930 A1

Patent Application Publication Feb. 23, 2006 Sheet 4 of 7

#7“?INH

G07

US 2006/0041930 A1

Patent Application Publication Feb. 23, 2006 Sheet 5 of 7

S"?INH

US 2006/0041930 A1

Patent Appl ication Publication Feb. 23, 2006 Sheet 6 of 7

099

929

029
909

US 2006/0041930 A1

Patent Application Publication Feb. 23, 2006 Sheet 7 of 7

US 2006/0041930 A1

}

|- -

Feb. 23, 2006

US 2006/004 1930 A1

ACCESSING PERSONAL INFORMATION
TECHNICAL FIELD

0001. The invention generally relates to providing third
party access to employee benefit information.
BACKGROUND INFORMATION

System can access a plan participant's personal information
at the request of the participant. Additionally, to address
potential changes in the participant/non-participant relation
ship, access privileges may also be revoked or modified by
the participant as he or she sees fit.
0007. In one aspect, the invention provides a method of

authorizing access to personal data. The method includes (i)

obtaining, by a first perSon via a Software application, access

0002 Families often have two working parents and a
wealth of options when it comes to retirement Saving plans,
medical plans, and life insurance policies. Many families
delegate the management of these plans to one family
member who, in Some cases, may not be the plan participant.
AS more and more families gain access to the World wide

to personal information attributed to the first person; (ii)

means for employers and employee benefit plan providers to
communicate and interact with employees and plan partici
pants. By providing a single point of entry into numerous
applications for employees and plan participants, HR portals
enhance the accessibility of personal information, reduce
call center Volume, and allow for frequently asked questions
to be investigated and answered by the plan participants

0008. In some embodiments, the first person further
provides parameters defining the Second person's acceSS
privileges to the personal information attributed to the first
perSon, and, in Some cases the parameters are based on the
relationship provided by the first person. In some embodi
ments, the Software application facilitates the operation of
one or more employee benefit programs. Employee benefit
programs may be human resource programs, defined con
tribution programs, defined benefits programs, workplace
Savings programs, medical Savings programs, or payroll
programs. In Some embodiments, access to the personal

web, Human Resource (HR) portals are becoming a popular

themselves.

0.003 HR portals allow users to perform functions such
as changing addresses Stored in the database, requesting
Personal Identification Numbers for access to accounts, or

changing the asset allocations in a 401(k) plan.
SUMMARY OF THE INVENTION

0004. The present invention relates to providing depen
dents and other authorized individuals access to the personal
information of a participant of one or more employee benefit
plans. More particularly, the invention relates to a Software
application that allows one or more non-plan participants

(e.g., dependents of a plan participant Such as the partici

pant's children, spouse, elderly relatives, beneficiaries, or

agents of the plan participants Such as a stock broker) to
access Some (or all) data particular to a certain participant,

without requiring that the non-participant be previously
identified as a user of the Software application or as a

participant in the same benefit plan(s).
0005 HR portals have put account control into the hands

of the plan participants, but portals have limitations. Depen
dents or agents of the participants generally cannot view or
modify information that may be relevant to them. A depen
dent wishing to change personal information Such as their
mailing address generally must request the plan participant
to make the change on their behalf. Furthermore, a depen

dent (Such as a wife or husband) charged with managing the

family finances is usually not permitted to assume the
identity of the plan participant to update investment options
or review healthcare data. Providing the dependent with the

participants username and password, (and thereby giving

the dependent unfettered control over a participants

accounts) introduces Security risks. Therefore, a need exists

to allow plan participants to grant certain non-participants

(Such as their dependents and/or agents) electronic access to

the participants personal information where the non-partici
pants may not previously have been identified to the Soft

ware application(s) used to administer the benefit plans.
0006 The invention facilitates access to data through a
Secure System Such that users previously unidentified to the

providing the identity of a Second person to the application,
the Second perSon's identity being previously unknown to

the application; and (iii) providing, to the Software applica
tion, a relationship between the first perSon and the Second
perSon.

information is obtained via an electronic communications

network. An electronic communications network including
one or more of the following: a local area network, a wide
area network, an intranet, or the Internet.

0009. In some embodiments, the first person is required
to provide user authentication information prior to obtaining
access to the personal information. User authentication
information may be a user name, a password, a Social
Security number, an employee number, a client number,
biometric information, or any combination thereof. Addi
tionally, in Some embodiments, the personal information
attributed to the participant may be financial information,
beneficiary information, or healthcare information.
0010. In some embodiments, the second person is a
dependent of the first perSon. A dependent may be a wife, a
husband, a child, or parent of the first perSon. In other
embodiments, the Second perSon is an agent of the first
perSon Such as an attorney, a guardian, a beneficiary, an
executor, an accountant, or a financial planner.
0011. In some embodiments, the identity of the second
perSon is provided over an electronic communications net

work as described above (e.g., the Internet). In other

embodiments, the identity of the Second perSon is provided
via a telephone. In still other embodiments, the identity of
the Second perSon is provided via a customer Service rep
resentative. These examples, however, do not limit the
available channels through which the Second person's iden
tity may be provided.
0012. The second person's access privileges to the first
perSon's personal information can be defined through
parameters. These parameters can include limiting the Sec
ond person's access to a Subset of the first perSon's personal
information. The Subset of the personal information can be
based on date restrictions applied to the personal informa
tion or, alternatively, based on data type restrictions applied
to the personal information. The data type restrictions can be
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based at least in part on the relationship between the first
perSon and the Second perSon. Additionally, in Some
embodiments, operative restrictions may be provided, which
define the functions within the Software application that are
available to the Second perSon. AS with data type restric
tions, these operative restrictions can based at least in part on
the relationship between the first perSon and the Second
perSon. Additionally, parameters defining the Second per
Son's access privileges may be provided which modify, or
even revoke, the Second perSon's access to the personal
information.

0013 In another aspect of the invention, a method of
allowing access to personal information includes (i) allow

ing, via a Software application, a first perSon access to

personal information attributed to the first person; (ii)

receiving the identity of a Second perSon from the first
perSon, the identity of the Second perSon being previously

unknown to the application; and (iii) receiving, from the first

perSon Via the Software application, parameters defining the
relationship between the first perSon and the Second perSon.
0.014. In some embodiments, the method further com
priseS receiving, from the first perSon and via the Software
application, parameters defining the Second person's acceSS
privileges to the personal information attributed to the first
perSon. The indication of the relationship may, in Some
cases, further define the Second person's access privileges.
0.015. In some embodiments, the software application
facilitates the management of one or more employee benefit
programs. The employee benefit programs may be human
resource programs, defined contribution programs, defined
benefits programs, workplace Savings programs, medical
Savings programs, or payroll programs.
0016. In some embodiments, access to the personal infor
mation attributed to a first perSon is obtained via an elec
tronic communications network, which again may be one, or
a combination, of: a local area network, a wide area network,

an intranet, or the Internet. The personal information may be
Stored in one or more database modules.

0.017. In one embodiment, the invention receives user
authentication information from the first perSon before pro
Viding access to his or her personal information. The user
authentication information may be a user name, a password,
a Social Security number, an employee number, a client
number, biometric information, or a combination thereof.

Additionally, in Some embodiments, the personal informa
tion attributed to the first perSon may be financial informa
tion, beneficiary information, or healthcare information.
0.018. After the user authentication information is
received, the identity of a Second perSon and his relationship
to the first perSon are received. In Some embodiments, the
Second perSon is a dependent of the first perSon. A dependent
may be a wife, a husband, a child, or parent of the first
perSon. In other embodiments, the Second perSon is an agent
of the first perSon Such as an attorney, a guardian, a benefi
ciary, an executor, an accountant, or a financial planner.
0019. In some embodiments, the identity of the second
perSon is received over an electronic communications net

work as described above (e.g., the Internet). In other

embodiments, the identity of the Second perSon is received
via a telephone. In still other embodiments, the identity of
the Second perSon is received via a customer Service repre

Sentative. These examples, however, do not limit the avail
able channels that the Second perSon's identity is received
through.
0020. The second person’s access privileges to the per
Sonal information can be defined through parameters. These
parameters may include limiting the Second person's acceSS
to a subset of the personal information. This subset of the
personal information may be based on date restrictions
applied to the personal information or, alternatively, based
on data type restrictions applied to the personal information.
The data type restrictions are based at least in part on the
relationship between the first perSon and the Second perSon.
Additionally, in Some embodiments, operative restrictions
may be provided which define the functions within the
Software application available to the Second perSon. These
operative restrictions are based at least in part on the
relationship between the first perSon and the Second perSon.
Additionally, parameters defining the Second person's
access privileges may be received, which modify, or even
revoke, the Second person’s access to the personal informa
tion.

0021. In yet another aspect, the invention provides a
computerized System for allowing access to personal infor

mation. This system includes (i) one or more data storage
modules for Storing personal information attributed to a first
person using the System; (ii) a Security module in electronic
communication with the data storage module(s) for deter
mining a Subset of the personal information attributed to the

first person; and (iii) a communication module in electronic
communication with the data storage module(s) and the

Security module for receiving electronic communications
from the first perSon. The communications include instruc
tions to grant or modify a Second perSon access to the Subset
of the personal information attributed to the first person,
wherein the identity of the Second perSon has not been
previously provided to the System.
0022. The personal information stored by the system may
comprise a relationship between the first perSon and the
Second perSon. Additionally, the Second person's acceSS can
be based, at least in part, on the relationship between the first
perSon and the Second perSon.
0023 The system can include one or more data publish
ing modules for publishing data Stored in the data Storage
modules. In one version, the data publishing modules pub
lish the Stored data using Web Services. In this version, and
others, the web services provide the data in an XML format.
The XML format can also be deployed as a data feed that
may be emailed or placed in a repository Such as a File
Transfer Protocol server.

0024. The Software application can facilitate the admin
istration of one or more employee benefit programs Such as
human resource programs, defined contribution programs,
defined benefits programs, workplace Savings programs,
medical Savings programs, or payroll programs.
0025. In some embodiments, the system includes a con
tent module in electronic communication with both the

communication module and the data Storage modules. The

content module provides text and images (“content”) for the

Software application. The content Served by the content
module may be stored as static HTML files or may be
transmitted as HTML files that are assembled from one or

more Sections of text and/or data Stored in the data Storage
modules.
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0026. Some embodiments also include an authentication
module for receiving user authentication information from
the first user of the Software application. The user authen
tication information may be a user name, a password, a
Social Security number, an employee number, a client num
ber, biometric information, or a combination thereof.

0.027 Still another aspect of the invention is a comput
erized System for allowing access to personal data. The

System includes: (i) means for providing access to a set of
data to a first person (a user of a Software application), the

Set of data including personal information attributed to the

first person; (ii) means for receiving from the first person,

the identity of a Second perSon, wherein the identity of the
Second perSon had not been previously provided to the

Software application; and (iii) means for receiving, from the

first perSon, parameters defining a Subset of the Set of data
to which the Second perSon may have access. The System
further includes means for providing, via the Software appli
cation, parameters defining a Subset of the Set of data to
which the Second perSon may have access. In Some embodi
ments, the parameters received define the Second perSon's
access and are based, at least in part, on the relationship
between the first perSon and the Second perSon. In Some
embodiments, the parameters received define the Second
perSon's access privileges to the personal information. In
Some of these embodiments, the parameters received modify
or revoke the Second person’s access privileges.
BRIEF DESCRIPTION OF THE DRAWINGS

0028. These and other aspects of the present invention, as
well as the invention itself, will be more fully understood
from the detailed description below and the appended draw
ings, which are meant to illustrate and not limit the inven
tion, and in which:

0029 FIG. 1 illustrates an environment in which the
Systems and methods of the invention can operate;
0030 FIG. 2 is a network diagram in accordance with
one embodiment of the invention;

0.031 FIG. 3 illustrates a block diagram of one embodi
ment of a server in the system of FIG. 2 in accordance with
one embodiment of the invention;

0.032 FIG. 4 depicts a server receiving dependent access
information from a plan participant;
0.033 FIG. 5 depicts a plan participant providing the
Server with dependent access information;
0034 FIG. 6 depicts a flowchart illustrating processing
actions the System performs in Some embodiments of the
invention; and

0.035 FIG. 7 depicts one possible implementation of a
data Screen of an HR portal where dependent information is
displayed to the user.
DESCRIPTION

0.036 The invention relates to computer-based systems
and methods that provide access to personal information for
one or more dependents or agents of a participant in an
employee benefit plan. In accordance with the invention, a
Software application allows one or more dependents or

agents identified by a plan participant to access Some (or all)
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personal information particular to that participant, even if
the dependents or agents are not previously identified as
users of the Software application or participants in the
benefit plan.
0037 FIG. 1 depicts the relationships among plan spon
Sors, employee benefit plans, and plan participants in accor
dance one embodiment of the present invention. In one

embodiment, a plan sponsor (“sponsor”) 100 provides one
or more employee benefit plans ("plans’) Such as medical
plans 105, or 401(k) plans 105" (together 105), to its employ

eeS. The employees that participate in one, Some, or all of
these plans can be referred to as participants. Because of the
Significant overhead and regulatory requirements involved
in the development and record keeping for the plans 105,
many plan Sponsors 100 contract with a plan record keeper

(“record keeper”) 110 to provide these services. Examples of
record keeperS 110 include financial Services companies
Such as banks, brokerage houses, insurance companies, and
individual financial advisors, as well as data processing
companies. In Some cases, the record keeper 110 may act as
a plan administrator as defined by ERISA and have fiduciary
responsibilities toward the plan Sponsor. In Some cases,
record keeperS 110 provide these Services to numerous plan
sponsors 100.
0038 For example, a record keeper 110 may offer various
plans 105 to one or more sponsors 100 such as large public
corporations with thousands of employees. The plans 105

may include a defined contribution plan Such as a 401(k) or
403(b) plan, a defined benefit plan Such as a pension plan, a
deferred compensation plan Such as a 457 plan, and a health
and welfare plan Such as medical or dental insurance plan.
Some of the data used to facilitate the record keeping
activities supporting the plans 105 includes attributes of plan
participants Such as their name, Social Security number, and
address. Because Some plans require the identification of
one or more beneficiaries or provide benefits to individuals
related to the plan participant, data Such as the name 115 of
the perSon related to the participant, their role in the System
120, their relationship 125 to the participant, and an iden
tification 130 of the primary plan participant to whom they
are related is also captured. For example, John Doe Sr. 135
is an employee of plan sponsor ABC Corp. 100 and partici
pates in a medical plan 105 provided by ABC Corp. Because
he is the primary plan participant his role is characterized as
a “participant.” Jane Doe 140, however, has an identified

role 120 of “dependent” (e.g., she is covered by the medical
plan in which her husband John participates, is a beneficiary

of a retirement plan, etc.) and therefore is assigned a

relationship 125 of “wife' of the primary participant “John
Doe,” indicating her relationship with her husband. Other
possible examples include dependent children and children
managing retirement accounts for elderly parents, among
others. These attributes are exemplary only and one skilled
in the art would be able to tailor plan and member attributes
to Suit a variety of benefit plans and relationships among the
participants.
0039) Referring now to FIG. 2, in one embodiment, a
System for allowing a participant to grant access to his or her
personal information to a dependant or agent is provided.
The System may be implemented using a production System
200 including at least one server 205, and at least one client
210, 210", and 210", generally 210. As shown, the system
200 includes three clients 210,210", 210", but this is only for
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exemplary purposes, and it is intended that there may be any
number of clients 210. The client 210 can be implemented

operating System). Other types of System hardware and

running an operating System Such as one of the MicroSoft
Windows family of operating systems from Microsoft Cor
poration of Redmond, Wash., the Macintosh operating SyS
tem from Apple Computer of Cupertino, Calif., and various
varieties of Unix, such as Sun Solaris from Sun Microsys

depending on the capacity of the device and the number of
users and the amount of data received. For example, the
server 205 may be part of a server farm or server network,
which is a logical group of one or more Servers. AS another
example, there could be multiple servers 205 that may be
asSociated or connected with each other, or multiple Servers
could operate independently, but with shared data. AS is
typical in large-scale Systems, application Software could be
implemented in components, with different components
running on different Server computers, on the same Server,

as Software running on a personal computer (e.g., a PC with
an Intel processor or an Apple Macintosh) capable of

tems, and Linux from Red Hat, Inc. of Durham, N.C. (and
others). The client 210 could also be implemented on Such
hardware as a Smart or dumb terminal, network computer,
personal data assistant, wireleSS device, information appli
ance, WorkStation, minicomputer, mainframe computer,
kiosk, or other computing device, that is operated as a
general purpose computer or a special purpose hardware
device Solely used for Serving as a client 210 in the produc
tion system 200.
0040 Generally, the plan participants 135 or their depen

Software than that described here could also be used,

on the clients 210 or some combination.

0043 Referring to FIG. 3, in one embodiment, a server
205 includes a communication module 305, a security
module 310, and a data storage module 315. The commu
nication module 305 is the interface for communication with

clients 210 and external systems (not shown) involving the

dents/agents (140, 145) operate the clients 210. In various

transfer of files and data. In Some embodiments, the com
munication module 305, Such as a web server, is the inter

embodiments, the client computer 210 includes client appli
cations 215, 215", 215", generally 215. One example of a
client application 215 is a web browser application that

face for communication with clients 210 involving HTTP/S
requests and responses, Java messages, SMTP messages,
POP3 messages, instant messages, as well as other elec
tronic messages. In Some instances, messages may be trans

allows the client 210 to request a web page (e.g., from the
server 205) with a web page request. An example of a web
page is a data file that includes computer executable or
interpretable information, forms, graphics, Sound, text, and/
or Video, that can be displayed, executed, played, processed,
Streamed, and/or Stored and that can contain linkS, or point
ers, to other web pages. In one embodiment, a user of the
client 210 manually requests a web page from the Server
205. Alternatively, the client 210 automatically makes
requests with the web browser. Examples of commercially
available web browsers are Internet Explorer, offered by
Microsoft Corporation of Redmond, Wash., and Netscape
Navigator, offered by AOL/Time Warner of Mountain View,
Calif.

0041. A communications network 220 connects the client
210 with the server 205. The communication may take place
via any media Such as Standard telephone lines, LAN or

WAN links (e.g., T1, T3, 56 kb, X.25), broadband connec
tions (ISDN, Frame Relay, ATM), wireless links, and so on.

The network 220 can carry TCP/IP protocol communica
tions, and HTTP/HTTPS requests made by the web browser
and the connection between the client applications 215 and
the server 205 can be communicated over Such TCP/IP

networks. The type of network is not a limitation, however,
and any Suitable network may be used. Typical examples of
networks that can Serve as the communications network 220

include a wireleSS or wired Ethernet-based intranet, a local

or wide-area network (LAN or WAN), and/or the global

ferred from the client 210 to the server 205, from the server
205 to the client 210, or both. The communication module

305 can be implemented as Software running on one or more
Servers 205, or may be implemented as a Stand-alone server
205. In some embodiments, the communication module 305
can provide an interface to client applications 215, So that,
for example, a user can Send and receive e-mail, instant
messages, HTML files, and so forth.
0044) In instances where the client 210 is being operated
by a participant 135 communications received by the com
munications module 305 may include instructions to grant
another perSon, Such as a dependent or agent who is not yet
identified in the Server, access to a Subset of the personal
information attributed to the participant 135. Examples of
personal information to which the dependent may be granted
access to include financial information, beneficiary infor
mation, or healthcare information.

0045. Once communications from the client 210 have
been received, the communication module 305 communi

cates with the security module 310, which provides the main
programming logic for the operation of the System 200. In
one embodiment, the security module 310 is implemented as

one or more application server programs (e.g., Internet
Information Server from Microsoft Corporation, WebSphere
from International Business Machines Corporation, or other

Such applications) running on a server class computer 205,

ates a central server 205, which interacts with clients 210. In

which may be the Same or different computer as the com
munication module 305. The security module 310 receives
data from the participant 135 via a client 210 and the
communication module 305 regarding access privileges of a
dependent to personal information of the participant 135.
The security module 310 may also receive requests for data

Some embodiments, a third party may manage the Server
205, which may include providing the hardware, commu

stored in a data storage module 315 (such as lists of available
plans, definitions, user accounts, etc.) from participants 135

communications network known as the Internet, which may
accommodate many different communications media and
protocols.
0042. In some embodiments, a record keeper 110 oper
nications, and service to the server 205. The server 205 can

be implemented on one or more Server class computers that
have Sufficient memory, data Storage, and processing power

and that run a server class operating System (e.g., SUN
Solaris, Linux, Microsoft Windows 2000, or other Such

or dependents via a client 210 and the communication
module 305. The data contained within the data storage
modules 315 may also be used by the security module 310
to facilitate the administration of one or more employee
benefit programs. The employee benefit programs may be
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human resources programs, defined contribution programs,
defined benefits programs, workplace Savings programs,
medical Savings programs, payroll programs, or any com
binations thereof.

0046) The security module 310 includes several func
tional Sub-modules to complete transactions between clients
210 and the system 200, including: a content module 320 for
assembling and displaying information, an authentication
module 325 for managing user authentication and access, a
business logic module 330 for determining a subset of the

personal information to which the dependent(s) or agent(s)

will have access, an application administration module 335
for managing application procedures and logic, a data pub
lishing module 340 for pushing data via the communication
module 305 to external systems or clients 210, and a data
querying and update module 345 for requesting, receiving,
and updating data in the data Storage module 315.
0047. In some embodiments, the content module 320
reads static HTML stored in files on the security server 310.

In other embodiments it requests data (via the data query and
update module 345) from a data storage module 315 and
combines the data with Static content on the file System or
within the data storage module 315 to produce completed
HTML pages, which in turn are sent to the client 210 via the
communication module 305. The HTML pages may, in some
cases, include data or text directed to a specific user,
regarding a specific plan, or other context dependent data. In
some embodiments, the compilation of HTML code uses the

Active Server Page ("ASP") technology from Microsoft
Corporation of Redmond, Wash. to combine static HTML
and data or context specific data into one or more HTML
pages prior to being Sent to the client 210. In Some embodi
ments, JAVA, JavaScript, XML, or other like programming
languages can be used to generate HTML code or present
data, text and/or graphics to a user. In one embodiment, the
HTML pages include forms, which are presented to a user on
the client 210. The forms allow the user to input data, select
from a Series of options, and provide other responses to text
or directions presented on the page.
0048. The authentication module 325 of the security
module 310 authenticates and confirms the identity of the
users. The authentication module receives user authentica
tion information from the client 210. This user authentica

tion information may be a username, a password, a Social
Security number, an employee number, a client number,
biometric information or any combination thereof. Typi
cally, the client 210 provides credentials to the communi
cation module 305, which are then passed to the authenti
cation module 325. The authentication module 325 then may
check the credentials against, but not limited to, any of the
following: a Lightweight Directory AcceSS Protocol direc
tory, a Unix password file, or a custom-built user database.
If the client's 210 credentials are accepted as valid, the client
is considered “authenticated” and the communication mod

ule 305 may allow the client access, via the pages provided
by content module 320, to personal information stored on
the data storage modules 315. If the client’s 210 credentials
are not accepted as valid, he or she may be prompted to
present the credentials again or the client 210 may be
redirected to a "forgotten password” page. Alternatively, the
client 210 may be locked out of accessing the server 205 for
a predetermined time or until he or she calls a customer
Service representative to reset his or her password.

0049. The business logic module 330 of the security
module 310 processes the rules restricting a dependent's
access to a participant's personal information Stored in the
data Storage modules 315. Each time the dependent accesses
his or her account, the busineSS logic module validates the
dependent's eligibility for access to the participant's per
Sonal information. An exemplary rule to manage or deter
mine dependent eligibility is allowing a dependent child,
upon reaching the “working age” Set by State child labor

laws, to begin contributing to a 401(k) opened in his or her

name. Validating eligibility each time the dependent
accesses their account allows the business logic module 330
to provide or restrict functionality related to the participants
personal information for each Session. The restrictions
placed on the personal information may be based on date
restrictions applied to the personal information or, alterna
tively, based on data type restrictions applied to the personal
information.

0050. An exemplary date restriction may be not allowing
the minor to view the 401(k) savings contributions until he

or she has reached the minimum legal employable age in his
or her state. Consider the day before the minor's sixteenth
birthday. Being a under the working age, the busineSS logic
module 330 will not allow the dependent access to the

401(k) savings plan because they do not meet the eligibility

requirements Set forth by the acceSS restrictions, and thus
cannot make contributions to the plan. On the day of his or
her sixteenth birthday, as the dependent accesses the System,
the business logic module 330 validates the dependents
eligibility and determines that the dependent is now able to

access the 401(k) savings plan information. Alternatively, a

dependent may lose access to certain functionality because
a certain date has passed e.g., the dependent has reached age

19 and can no longer be considered a dependent (as is the

case with Military Dependency and Indemnity Compensa

tion (DIC) if the dependent is not a student).
0051 Whereas date restrictions operate as temporal con
Straints, a data type restriction may preclude anyone other
than the plan participant from Viewing Specific types of data,
e.g., contributions to a personal Stock purchasing plan. The
data type restrictions may also be based on the relationship
between the participant and the dependent/agent. Addition
ally, in Some embodiments, operative restrictions may be
provided, which define the functions within the business
logic module 330 that are available to the dependent/agent.
AS with data type restrictions, these operative restrictions
may also be based on the relationship between the partici
pant and the dependent/agent. Examples of operative
instructions, for example, may include not allowing an

attorney to view a participant's 401(k) contributions or a

stockbroker to view the participant's 135 outstanding medi
cal claims because in both Scenarios the acceSS requested by
the agent is not appropriate given the duties they would

generally perform. In Some cases, however (Such as an
invalid or minor child) agents or attorneys may be given

fully access through legal proceedings, testamentary docu
ments, or other means. Combinations of the various types of
the data restrictions may be employed to facilitate more
comprehensive busineSS rules or certain Statutory require
ments such as the Health Insurance Portability and Account

ability Act of 1996 (HIPAA).
0.052 The data publishing module 340 of the security
module provides the data Stored within the data Storage
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module 315 to external applications. In one version of the
embodiment, the data publishing module 340 provides
access to, or publishes, the Stored data using Web Services.
The Web services provide the data in an XML format
available via HTTP requests, email requests, or as one or
more data feeds placed in a repository Such as a File Transfer

Protocol (FTP) server. Other versions contemplate more
traditional feed methods Such as comma or tab delimited text

formats also which may be made available, through web
Services, email, and/or FTP.

0053. The data query and update module 345 allows the
security server 310 to request and update information from
the data Storage module 315. The data query and update

module 345 may be an ODBC driver (where the security

Server 205 is implemented using an application Server by

Microsoft) or a JDBC driver (where the security server is
implemented using Java technologies) for communicating
with a data storage module 315 as described below. Alter
natively, the data query and update module 345 may include
a messaging layer which abstracts the underlying database,
exposing a generic querying and updating structure to the
Security module 310. Additionally, a transactional queuing

system, such as MSMQ (Microsoft Message Queuing) may

provide for asynchronous interfacing capabilities to a back
end data Store. Those skilled in the art can implement best
practices Such as connection pooling, Session persistence,
and database load balancing when implementing the data
query and update module 345 and Such implementations are
contemplated within the spirit of the invention.
0.054 AS stated previously, the server 205 also includes a
data Storage module 315 for Storing data related to the plan
participant 135 and any dependents 140,145 or agents of the
participant. For instance, the data Storage module 315 may
store data relating to attributes of the plans 350, participant
data 355 Such as the personal information described above,
dependent data 360, auditing data 365 Such as server avail
ability and web traffic information, and stored content 370
for the content module 320. Upon request, the data Storage
module 315 also provides data to the security module 310
and manages data updates as instructed by the Security
module 310. Additionally, the data storage module 315 holds
information, Such as participant information, dependant
information, and auditing information as described above
that the data publishing module 340 makes accessible to
external Systems. Examples of the data Storage module 315
include the MySQL Database Server by MySQL AB of
Uppsala, Sweden, the SQLServer database system of
Microsoft Corporation of Redmond Wash., and the Oracle
Database Server offered by Oracle Corporation of Redwood
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server 205 and the terminal 405 acts only as a “dumb”
terminal, i.e., displaying all data the Server 205 sends to it
with no business logic module 330 of its own. In some
embodiments, the application resides on both the server 205
and the terminal 405 whereby the terminal caches data and
pages and checks the Server periodically for changes to the
data it has cached. Again, the personal information may be
financial information, beneficiary information, or healthcare
information. The participant 135 initially provides the per
Sonal information by communicating via the Software appli
cation, with the server 205. In some embodiments, before a

Session is established, the participant 135 authenticates
himself with the server 205 as described below.

0056. The participant 135, during the session, requests
his personal information from the server 205. The server 205
then processes auditing rules to record which user is
attempting to access the user's personal information at the
time of access, as well as other transactional data Such as

Session logging or persistence. Additionally, the Server 205
may proceSS rules determining if the participant 135 has the
proper authority to access to his information. Typically a
participant 135 accessing his own information will not be
limited to what data he can access, however, this Step
becomes pertinent when a dependent or agent is requesting

access. After processing the appropriate rules (e.g., auditing,
access limitations, etc.) the Server 205 establishes a connec

tion to the data Storage modules, e.g., a Human Resources

database 315 and/or contribution database 315 (together
315), containing the personal information. The data storage
modules 315 may in turn process rules Such as auditing and
acceSS restrictions, and, if the return of the personal infor
mation is allowed, they send the data to the server 205. The
server 205 then returns the personal information to the
participant 135.
0057. Once the participant 135 has obtained access 410,
the participant provides 415 the server 205, via the software
application, with the identity of a Second perSon, that perSon
being a dependent or agent of the participant, having Some
benefits relationship to the participant, who has not been
previously identified as a use of the System. The participant
135 can provide the identity 415 through several customer
Service channels. In Some embodiments, the participant 135

fills out an HTML form (or other means of interaction such
as an ActiveX component or Java applet) on the website

0.055 FIG. 4 depicts a plan participant 135 providing the
server 205 with parameters that will grant a dependent
access to the participant's otherwise personal information.
In this illustration, the participant 135, via a software
application residing on a terminal device 405 and/or the
server 205, obtains access to his own personal information
410. In some embodiments, the software application resides
on the terminal 405, retrieving only personal information
data from the Server, using busineSS logic on the terminal

indicating the Second person's first and last name, his or her
relationship to the participant 135, and other identification
data Such as a Social Security number, date of birth, and/or
address. In Some embodiments, only the Second perSon's
Social Security number is necessary. One skilled in the art
would understand that any Single piece of information or
combination of information that would generally uniquely
indicate the identity of a person would be applicable when
providing 415 the server 205 with the second person's
identity. Another channel through which the participant 135
may provide the identity 415 of the second person is a
telephonic communication with the participant 135. The
participant 135 may provide 415 the dependent/agents
identity through an interactive Voice menu or to a customer
Service representative. The identity information may also be
provided 415 through a combination of methods including

embodiments, the Software application instead resides on the
server 205 whereby the display assembly occurs on the

providing the second person's identity 415 establishes the
Second perSon as a user in the System. By establishing the
Second perSon as a user in the System, the System creates a

Shores, Calif.

405 to create the display presented to the participant 135 (or
other user as is the case of a dependent login). In Some

email or an online chat Service. In Some embodiments,
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personal page for the Second perSon as a Starting page when
he or she accesses the System. In these embodiments, the
personal page is accessible in the same manner as the page
that the participant 135 uses to access his or her own
personal information, e.g., by providing authentication
information Such as a username and password or PIN.
Additionally, functionality allowing the dependent to change
their password/PIN or to retrieve it from the system is
provided. It should be noted that though the participant 135
is providing the identity 415 information of the second
perSon, in Some embodiments, the Sponsoring participant
135 is restricted from using the new dependent login cre
dentials to log in as the dependent. This is to prevent the
participant 135 from “pretending to be the dependent and
logging in using the dependents information. In Some
embodiments, preventing the participant 135 from pretend
ing to be the dependent includes Sending an email to the
dependent's email address to activate the login. In Some
embodiment this can include sending the dependent a PIN in
a postal mailing to unlock the login.
0.058 Because the participant 135 is responsible for pro
viding the dependent information 415 verification and rec
onciliation, the dependent data may be unreliable. The
participant 135 may have incorrect information, may not
know certain information, or intentionally or unintentionally
enter incorrect information. One exception is when the
System identifies the dependent as a participant already
identified to the System. In this Scenario, the System lever
ages the dependent's existing account to define which func
tionality, outside of dependent functions, are available to the
dependent and Verifies information provided by the Sponsor
participant 135.
0059. There are several scenarios where dependents are
also participants in the System. One example is where a
husband and wife both work for the same company, each
having enrolled individually in a health or benefits plan
before they were married. In this Scenario, the System is able
to correlate the dependent records to a pre-existing partici
pant 135 record. In effect, the system is able to determine
that the dependent wife of John Doe 135 is in fact Jane Doe
140, a participant herself. An exemplary method of corre
lating the two is by having a foreign key relationship
between the Social Security number in a dependent table and
the Social Security number in a participant table. In these
embodiments, the System also maintains a relationship
between the dependent to the Sponsoring participant 135,
e.g., the husband may still be the sponsor participant of his
wife, even if she is also identified as a participant in the
System. Consequently, any children of the husband and wife
are considered dependents of both participants. In embodi
ments where the dependent is also a participant 135, once his
or her identity information is provided 415 to the system,
additional information necessary to create a user in the
System may not need to be provided, as it already existed
when the dependent was first identified to the System as a
participant 135. Instead, a notification of an additional
dependent Status is communicated to the dependent. In Some
embodiments, this notification is an email sent to the depen
dent. In other embodiments, the notification is a letter Sent

via postal mail.
0060. After providing the second person's identity 415,
the participant provides 420 parameters defining the depen
dent/agent's acceSS privileges to the participant's personal

information. As stated above, the participant 135 provides
the server 205 with information by establishing communi
cations via the Software application that resides on the
terminal 405 and/or on the server 205. In addition to

providing access privileges 420, the relationship between
the participant 135 and the dependent/agent may also be
provided by the participant 135 via the software application.
The relationship may, in Some cases, be used to define the
access privileges granted to the dependent.
0061 Beneficially, the participant may also provide
parameters, after the initial parameters are provided 420,
which modify or revoke the dependent/agent's access privi
leges to the personal information. Such functionality is
useful when the relationship between the participant 135 and
the dependent/agent changes. For example, when a partici
pant 135 changes financial advisors, the former financial
advisor Should no longer have access to the participant's 135
retirement account information. The invention therefore

allows the participant 135 to revoke the former financial
advisor's access to his personal information and grant that
Same access to a new financial advisor. Additionally, access
privileges may be modified to allow more or less access to
the participant's 135 personal information. For example, the
participant 135 may not feel comfortable allowing his new
financial advisor access to all of his retirement accounts. AS

the participant 135 gains confidence in the new financial
advisor, he may wish to modify the advisor's access. At first,
the advisor may only be able to access only the participants

401(k) information. Eventually, as the advisor proves him

self competent, the participant 135 may modify the advisor's
acceSS Such that the advisor may access all of the partici
pant's 135 retirement accounts.
0062 FIG. 5 depicts a server 205 receiving instructions
from a plan participant 135 granting a dependent access to
his otherwise personal information. The server 205 allows a
participant 135 access by receiving, via a Software applica
tion hosted on the server 205, or optionally on a terminal
405, authentication information from the participant as
described above. In exemplary scenario, the server 205

presents the participant 135 with an interface (via the
content 320 and communications 305 modules), the inter

face having a Series of identifying characteristics Such as
questions or user input fields. The participant 135 then

provides answers or input (authentication information)
which, Singly or in combination, uniquely identifies him as
an authenticated user in the System. The authentication
information is then verified by the server 205, through an
authentication module 325 as is described above, and the

participant 135 is allowed access to personal information
505 stored in a data storage module such as an Human
Resources 315 or contribution 315" database.

0063. Once the participant 135 is allowed access, the
server receives the identity of a second person 510 from the
participant 135, where the Second perSon is a dependent or
agent of the participant 135 and previously unknown to the
system. The server 205 may receive 510 the identity of the
dependent/agent through Several channels, as described
above.

0064. After the server 205 receives the dependent/agent's
identity 510, parameters defining the dependent/agent's
access privileges to the participant's personal information
are received 515. The server 205 receives the dependent/
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agent's privileges much in the same manner as the partici
pant 135 was authenticated: the participant responds to a
series of questions or input fields provided by the server 205,
via the Software application. In addition to receiving the
access privileges 515, in Some embodiments of the aspect,
the relationship between the participant and the dependent/
agent is also received via the Software application, and that
relationship defines, at least in part, the access privileges of
the dependent/agent. Beneficially, the Server may also
receive parameters, after the initial parameters are received
515, which modify or revoke the dependent/agent's access
privileges to the personal information to reflect changes in
the participant/dependent relationship.
0065 FIG. 6 depicts a flowchart illustrating processing
actions the System performs in Some embodiments of the
invention. The participant 135 begins by entering, updating,
or verifying the dependent’s data 605. The dependent's
account records are marked as “not a participant'610. In
Some embodiments the records are marked by Setting a
Boolean value in a storage module 315. The dependent is
notified 615 at his or her first login that he or she was
identified as a dependent to a participant 135. This notifi
cation may be displayed as an interstitial display page of the
application, a pop-up window, or a dialog box using the
client's 210 native windowing Application Programming
Interface. The dependent then validates his or her relation
ship 125 with the participant 135 and verifies dependent
indicative data 620. Validation and verification both typi
cally involve submitting HTML forms including data analo
gous to that provided by the participant 135 or approving of
a generated page containing the information provided by the
participant 135. The relationship between dependent and
participant is then Stored 625 in mapping/association com
ponents such as the participant data sub-module 355 or the
dependent data sub-module 360 in the data storage modules
315. The business logic module 330 then allows 630 the

dependent to access dependent features (if eligible).
0.066 FIG. 7 depicts a screen of an HR portal 700 where

dependent information is displayed to a user through a web
browser interface presented in HTML. The interface dis
plays information for the participant's 135 two dependents

(his wife, Jane 140, and his child, John Jr. 145) and displays

their information such as Social security number 705, rela
tionship 125, date of birth 710 and address 715. An Update
link 720 is provided, allowing the participant 135 to modify
dependent identification data, as well as the parameters that
determine the data the dependent has access to and any other
data restrictions. Additionally, links are provided to the left
that allow the participant 135 to perform various processing
actions. These links are only exemplary and one skilled in
the art is able to provide relevant portal information that may
or may not include Sections analogous to the following. In
this particular embodiment, links for the participants
healthcare benefits 725 are provided. The links include: the
ability to check what is new to the healthcare portion of the
Site, management of current benefits, and a Section devoted
to reimbursement plans for healthcare. Below the healthcare
links 725, an area devoted to the participant's 135 personal
information is presented. Here, the participant 135 can
access his or her personal information 730 or that of, or a
Subset of, his or her dependent's personal information.
Beneficially, links to forms 735 and a reference library 735'
are provided to the participant 135 as “Health Resources.”

thus consolidating different areas of healthcare management
into a central HR management portal 700.
0067. The invention may be embodied in other specific
forms without departing from the Spirit or essential charac
teristics thereof. The foregoing embodiments are to be
considered in all respects illustrative of the invention rather
than limiting.
What is claimed is:

1. A method of authorizing access to personal data,
comprising:
obtaining, by a first perSon, via a Software application,
access to personal information attributed to the first
perSon,

providing, to the Software application, the identity of a
Second perSon, the identity of the Second perSon being
previously unknown to the Software application; and
providing, to the Software application, a relationship
between the first perSon and the Second perSon.
2. The method of claim 1 further comprising providing,
via the Software application, parameters defining the Second
perSon's access privileges to the personal information attrib
uted to the first perSon.
3. The method of claim 2 wherein the parameters defining
the Second person's access are based, at least in part, on the
relationship between the first perSon and the Second perSon.
4. The method of claim 1 wherein the software application
facilitates the operation of one or more employee benefit
programs.

5. The method of claim 4 wherein the employee benefit
programs are one or more of a human resources program, a
defined contribution program, a defined benefits program, a
Workplace Savings program, a medical Savings program, and
a payroll program.
6. The method of claim 1 wherein the access to the

personal information is obtained via an electronic commu
nications network.
7. The method of claim 6 wherein the electronic commu

nications network comprises one or more of a local area
network, a wide area network, an intranet, or the Internet.

8. The method of claim 1 further comprising requiring the
first perSon to provide user authentication information prior
to obtaining access to the personal information.
9. The method of claim 8 wherein the user authentication

information comprises one or more of a user name, pass
word, Social Security number, employee number, client
number, and biometric information.

10. The method of claim 1 wherein the personal infor
mation is Stored in one or more database modules.

11. The method of claim 1 wherein the personal informa
tion comprises financial information.
12. The method of claim 1 wherein the personal infor
mation comprises beneficiary information.
13. The method of claim 1 wherein the personal infor
mation comprises healthcare information.
14. The method of claim 1 wherein the second person is
a dependent of the first perSon.
15. The method of claim 14 wherein the second person is
one of a wife, husband, child, or parent of the first perSon.
16. The method of claim 1 wherein the second person is
an agent of the first perSon.
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17. The method of claim 16 wherein the second person is
one or more of an attorney, guardian, beneficiary, executor,
accountant, and financial planner of the first perSon.
18. The method of claim 1 wherein the identity of the
Second perSon is provided via an electronic communications
network.

19. The method of claim 1 wherein the identity of the
Second perSon is provided via a telephone.
20. The method of claim 1 wherein the identity of the
Second perSon is provided via a customer Service represen
tative.

21. The method of claim 1 wherein the parameters defin
ing the Second person's access privileges to the personal
information comprise limiting the Second person's access to
a Subset of the personal information.
22. The method of claim 21 wherein the Subset of the data

is based on date restrictions applied to the personal infor
mation.
23. The method of claim 21 wherein the Subset of the data

is based on data type restrictions applied to the personal
information.

24. The method of claim 23 wherein the data type
restrictions are based at least in part on the relationship
between the first perSon and the Second perSon.
25. The method of claim 1 further comprising providing
operative restrictions defining the functions within the Soft
ware application available to the Second perSon.
26. The method of claim 25 wherein the operative restric
tions are based at least in part on the relationship between
the first user and the Second user.

27. The method of claim 21 further comprising providing
parameters defining the Second perSon's access privileges to
the personal information wherein the parameters describes
modifications to the Second perSon's access privileges to the
personal information.
28. The method of claim 27 wherein the modifications to

the Second person's access privileges comprises revoking
the Second person's access privileges.
29. A method of allowing access to personal information,
comprising:
allowing, via Software application, a first person to acceSS
personal information attributed to the first person;
receiving, from the first perSon, via the Software applica
tion, the identity of a Second perSon, the identity of the
Second perSon being previously unknown to the Soft
ware application; and
receiving, from the first perSon, via the Software applica
tion, parameters defining the relationship between the
first perSon and the Second perSon.
30. The method of claim 29 further comprising receiving,
via the Software application, parameters defining the Second
perSon's access privileges to the personal information attrib
uted to the first perSon.
31. The method of claim 30 wherein the parameters
defining the Second person’s acceSS are based, at least in
part, on the relationship between the first perSon and the
Second perSon.
32. The method of claim 29 wherein the Software appli
cation facilitates the management of one or more employee
benefit programs.
33. The method of claim 29 wherein the access to the

personal information is obtained via an electronic commu
nications network.

34. The method of claim 29 further comprising receiving
user authentication information from the first perSon prior to
providing access to the personal information.
35. The method of claim 34 wherein the user authentica

tion information comprises one or more of a user name,
password, Social Security number, employee number, client
number, and biometric information.

36. The method of claim 29 wherein the personal infor
mation comprises financial information.
37. The method of claim 29 wherein the personal infor
mation comprises beneficiary information.
38. The method of claim 29 wherein the personal infor
mation comprises healthcare information.
39. The method of claim 29 wherein the second person is
a dependent of the first perSon.
40. The method of claim 29 wherein the second person is
an agent of the first perSon.
41. The method of claim 29 wherein the identity of the
Second perSon is received via an electronic communications
network.

42. The method of claim 29 wherein the parameters
defining the Second perSon's access privileges to the per
Sonal information comprise limiting the Second perSon's
access to a Subset of the personal information.
43. The method of claim 42 wherein the Subset of the data

is based on date restrictions applied to the personal infor
mation.
44. The method of claim 42 wherein the Subset of the data

is based on data type restrictions applied to the personal
information.

45. The method of claim 44 wherein the data type
restrictions are based at least in part on the relationship
between the first perSon and the Second perSon.
46. The method of claim 29 further comprising providing
operative restrictions defining the functions within the Soft
ware application available to the Second perSon.
47. The method of claim 46 wherein the operative restric
tions are based at least in part on the relationship between
the first user and the Second user.

48. The method of claim 42 further comprising receiving
parameters defining the Second perSon's access privileges to
the personal information wherein the parameters describes
modifications to the Second perSon's access privileges to the
personal information.
49. The method of claim 48 wherein the modifications to

the Second person's access privileges comprises revoking
the Second person's access privileges.
50. A computerized System for allowing access to per
Sonal information, the System comprising:
one or more data Storage modules for Storing personal
information attributed to a first person that is a user of
a Software application;
a communication module in electronic communication

with the data Storage modules for receiving electronic
communications from the first perSon, the communi
cations comprising instructions to grant a Second per
Son access to the Subset of the personal information
attributed to the first person, wherein the identity of the
Second perSon is previously unknown to the Software
application.
a Security module in electronic communication with the
data Storage modules and the communication module
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for determining a Subset of the personal information
attributed to the first perSon that can be accessed by the
Second perSon.
51. The system of claim 50-wherein the personal infor
mation further comprises a relationship between the first
perSon and the Second perSon.
52. The system of claim 51 wherein the subset of the
personal information attributed to the first person that can be
accessed by the Second perSon is based, at least in part, on
the relationship between the first perSon and the Second
perSon.

53. The system of claim 50 further comprising one or
more data publishing modules for publishing data Stored in
the data Storage modules.
54. The system of claim 53 wherein the data publishing
modules publish the data Stored in the data Storage modules
using Web Services.
55. The system of claim 53 wherein the data publishing
modules publish the data Stored in the data Storage modules
in XML format.

56. The system of claim 50 wherein the software appli
cation facilitates the administration of one or more employee
benefit programs.
57. The system of claim 56 wherein the one or more
employee benefit programs is one or more of a human
resources program, a defined contribution program, a
defined benefits program, a workplace Savings program, a
medical Savings program, and a payroll program.
58. The system of claim 50 further comprising a content
module in electronic communication with the communica

tion module and the data Storage modules for providing
content for the Software applications.
59. The system of claim 58 wherein the content is stored
as Static HTML files.

60. The system of claim 58 wherein the content module
assembles HTML files from one or more of text and data

Stored in the data Storage modules.

61. The system of claim 50 further comprising an authen
tication module for receiving authentication information
from the first person.
62. The system of claim 61 wherein the authentication
information is one or more of a user name, password, Social
Security number, employee number, client number, and
biometric information.

63. A computerized System for allowing access to per
Sonal data, the System comprising:
means for providing access to a Set of data to a first
perSon, the Set of data comprising personal information
attributed to the first person;
means for receiving from the first perSon, the identity of
a Second perSon, wherein the identity of the Second
perSon had not been previously provided to the Soft
ware application; and
means for receiving, from the first perSon, a relationship
between the first perSon and the Second perSon.
64. The system of claim 63 further comprising means for
providing, via the Software application, parameters defining
a Subset of the Set of data to which the Second perSon may
have access.

65. The system of claim 64 wherein the parameters
defining the Second person's access are based, at least in
part, on the relationship between the first perSon and the
Second perSon.
66. The system of claim 63 further comprising receiving
parameters defining the Second person's access privileges to
the personal information wherein the parameters describes
modifications to the Second perSon's access privileges to the
personal information.
67. The system of claim 66 wherein the modifications to
the Second person's access privileges comprises revoking
the Second person's access privileges.
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