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[ABSTRACT]
The present invention provides a system testing method. The method includes

identifying a position of a process control block, approaching the position thereof, and

monitoring performance factors thereof.
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[Invention Title]

SYSTEM TESTING METHOD

[ Technical Field]
The present invention relates to a system testing method.

[Background Art])

Recently, there is an increasing interest in electronic control technology even in a
machine industry sector, such as vehicles. The core of the electronic control technology is
embedded software, and the quality of the software has a great effect on the quality of the
entire product.

In the past, software test technology and test tools for helping quality have been
developed. However, there are several problems in that the software test technology and
test tools are applied to a test for embedded software without change owing to characteristics
unique to the embedded software.

First, the embedded software is tailed and produced for a specific hardware and
function. Most pieces of embedded software are designed so that they are optimized for
restrictive conditions in which available system resources, such as memory, are insufficient

and are operated. Accordingly, embedded software operating in a target environment has
very limited resources when a system operates, as compared with common software

operating 1n a host environment.

Second, embedded software is chiefly operated by various types of external inputs,
such as electronic signals or communication protocols, rather than by user commands, such
as the selection of menus. Accordingly, there is a problem in that conventional software
test technology and test tools chiefly operated in response to user commands are applied to a

test for embedded software without change.
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Third, in conventional software test technology, only the case where a high
processor use rate continues when performance is tested is considered as symptoms
indicating a performance bottleneck. In this case, the case where the processor use rate of
an 1mportant component falls below a basic performance level is not considered as abnormal
symptoms. Accordingly, there 1s a problem in that the performance of a system cannot be
precisely tested.

[ Disclosure]

[ Technical Problem)

An embodiment of the present invention is directed to technology related to a system
testing method of collecting data for identifying a performance bottleneck and a cause and
position of the bottleneck using minimum resources necessary for a system operation without
aftecting the operation environment of the system.

[ Technical Solution]

According to an embodiment of the present invention, the present invention provides
a system testing method including identifying the position of a process control block,
accessing the position of the process control block, and monitoring the performance factors of
the process control block.

[ Advantageous Effects]

The present invention is advantageous in that it can test a system using minimum
resources necessary for a system operation without affecting the operation environment of a
system.

Furthermore, the present invention is advantageous in that it can test a system based

on inputs outside the system.

Furthermore, the present invention is advantageous in that it can test whether the
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case where the use rate of a processor falls below a basic level corresponds to a bottleneck
phenomenon or not.
[Description of Drawings]
Fig. 1 1s a flowchart illustrating a system testing method according to an

embodiment of the present invention:;

Fig. 2 illustrates a program code for implementing the system testing method
according to an embodiment of the present invention; and

Fig. 3 1s a diagram showing the construction of a system for executing the system
testing method according to an embodiment of the present invention.

[Best Model

A system testing method of the present invention includes identifying the position of
a process control block, accessing the position of the process control block, and monitoring
the performance factors of the process control block.

[Mode for Invention]

Exemplary embodiments of the present invention will be described more fully
hereinafter with reference to the accompanying drawings.

In a system testing method according to the present invention, a process control
block means a data structure that manages information about the execution of processes that
are being operated by an Operating System (OS) in a system.

For example, the process control block may mean the data structure of a kernel
which manages information about the recent execution of processes operated by a system in

real time.

The system testing method according to the present invention hooks a function table

related to memory through the process control block in order to detect a defect occurring in



CA 02800271 2012-11-21

the memory of a system.

In particular, the system testing method according to the present invention may hack
pieces of system execution information, such as a page fault rate and a processor use rate, and
analyze system performance based on the pieces of system execution information in order to
analyze a performance bottleneck and a cause of the bottleneck in the data of the process
control block.

The hacking of the process control block can minimize a reduction in system
performance due to a test because it concentrates the collection of data necessary for
performance analysis on the process control block only.

Furthermore, the present invention can minimize a reduction in system performance
and, at the same time, satisfy requirements for a performance test in a system operation
environment.

For example, the system testing method according to the present invention may be
pertormed under the following condition:s.

[System test conditions]

I. Test range: a performance test for a system when all hardware and software
components within the entire system operate.

2. Test method: a run-time test performed in a non-re-compile, non-re-link, and non-

re-execute manner in order to guarantee the system execution method.

3. Test target: a test for a binary code loaded onto a system without change of the
original source/binary code of test target software which does not include an additional code,
such as debugging information.

4. Performance data: the collection of performance data in which not only a

processor, but also memory, I/O devices, and network resources are taken into consideration
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in order to check a cause of a performance bottleneck.

J. Tracking of bottleneck position: the collection of data that enables source level
analysis, such as a function, in order to check the position of a performance bottleneck.

6. Hardware independence: a test under the same hardware conditions as those of a
system operation environment without additional hardware or dependency on additional
hardware for the test.

/. Software independence: a test under the same hardware conditions as those of a
system operation environment in which an instrumented kernel or virtual machine for the test
1S not used.

8. Performance delay rate: the minimization of a system performance delay rate
due to a test in order to guarantee a real-time operation.

9. Code addition rate: the minimization of a code addition rate due to a test for the
purpose of an operation within limited resources.

[t 1s however to be noted that the conditions may vary depending on system
operation environments and the present invention may be applied to various system operation
environments without being limited to the above-described system operation environment.

The process control block is a kernel data structure including information about the
execution of processes that are operating in a system. The process control block further
includes a processor usage for determining a performance bottleneck and performance factors.
such as an available memory size. The kernel maintains the latest values of the processor
usage and the performance factors.

The system testing method according to the present invention may be used in
performance analysis for the development of an agent who hacks the values. Performance

factors necessary to analyze a cause of a performance bottleneck and the structure of a
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process control block associated with the performance factors are described below.

Performance means the degree that a system or components perform functions under
restricted conditions in a given system. A performance test is an estimation regarding
whether a system satisfies specific performance requirements or not.

The performance of a system can be improved by analyzing a performance
bottleneck and a cause thereof through the performance test and solving them.

The performance bottleneck of a system is a phenomenon in which the performance
of a system is deteriorated owing to contention for limited resources, such as memory, /O
devices, and a network. The system performance bottleneck may result from various causes,
such as the shortage of resources, contention for shared resources, the exclusive possession of
resources, erroneous contfigurations of resources, and erroneous operations of resources.

A pertormance bottleneck resulting from memory may occur when available
memory 1s insufficient. Core memory performance factors capable of identifying memory
shortage symptoms may include a page fault and a memory usage.

The system testing method according to the present invention may identify a variety
of performance bottlenecks.

First, the system testing method according to the present invention may determine a
memory bottleneck based on a page fault.
For example, when a page fault is high, it may correspond to a memory bottleneck.

The page fault 1s a phenomenon occurring when a program attempts to access data or a code
which exists in its address space, but does not exist in the memory of a system at the present
time. When the page fault occurs, an OS fetches the data or code in the memory and
enables the program to continue to operate as if a page fault has not occurred. The

exception handling of the OS on a page fault delays the processing time of an application and



CA 02800271 2012-11-21

affects the entire system performance.

Furthermore, the system testing method according to the present invention may
identify a performance bottleneck through the memory usage. The memory of a system
includes a physical memory usage and a virtual memory usage and may further include a
heap memory usage for each process. The system testing method according to the present
invention determines a performance bottleneck based on the sum of the memory usages.

Furthermore, the system testing method according to the present invention may
identify a performance bottleneck based on a processor usage (or a CPU usage).

For example, the system testing method according to the present invention may
determine that there is a bottleneck in a CPU if the processor usage is high and there is
available memory. In contrast, if the processor usage is high and the memory is exhausted,
a performance problem may result from a memory bottleneck rather than a CPU bottleneck.

Furthermore, the system testing method according to the present invention may
identify a performance bottleneck based on a process usage. The process usage means the
time in which an idle time is excluded from the entire CPU usage in the execution time of a
system.

Furthermore, the system testing method according to the present invention may
determine a performance bottleneck based on a user time. The user time means the time for
which execution stays in a user space, that is, the time for which applications are executed.

Furthermore, the system testing method according to the present invention may
determine a performance bottleneck based on a kernel time. The kernel time means the time
for which execution stays in a kernel space, that is, the time that it takes for the kernel to
process service.

The process control block is a data structure that manages an OS kernel in order to
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control processes in run-time. In general, pieces of execution information, such as a process
[D, register context, the address space of a process, the memory usage of a process, a shared
function list, resources shared by processes, and the priority and state of a process, are stored
in the process control block.

Fig. 1 1s a flowchart illustrating a system testing method according to an
embodiment of the present invention.

Fig. 2 illustrates a program code for implementing the system testing method
according to an embodiment of the present invention.

Referring to Fig. 1, the system testing method according to the present invention
includes identifying the position of a process control block at step S100. accessing the
process control block at step S200, and monitoring the performance factors of the process
control block at step S300.

In 1dentifying the position of the process control block at step S100, the position
where a process control block is stored is not determined because the process control block is
generated or the process control block disappears when a process is generated or the process
disappears.

However, information about the process control block of a current process that
occupies a processor (e.g., a CPU) may be known because the base address of a process

control block regarding the current process is managed in a specific memory space or

managed at a specific fixed address.

For example, in the program code of Fig. 2, the base address of a process control
block regarding a current process may be calculated as a stack pointer like in line 7, and the
process control block of all processes may be accessed like in line 31.

In accessing the position of the process control block at step S200, the process
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control block 1s placed in the memory space of a kernel.

In this case, access to the memory space of the kernel may not be allowed in terms of
security. It access to the memory space of the kernel is blocked as described above, pseudo
codes may be implemented in the form of a virtual driver so that the address space of the
kernel can be shared like in the lower lines of the program code of Fig. 2. Accordingly, a
process control block placed in the memory space of the kernel may be accessed.

In the monitoring the performance factors of the program control block at step S300,
like 1n line 61 and line 65 of the program code of Fig. 2, timer-interrupt may be used and
performance data may be measured at a predetermined time interval (e.g., 1 sec pr 100 msec).

Furthermore, the system testing method according to the present invention may
measure performance factors, while circulating the processes and thread lists of the process
control block, like in line 31 and line 33 of the program code of Fig. 2 in order to analyze
system performance not only in a system unit, but also in a process or thread unit.

In this case, call-stack information is stored for each thread in order to precisely

track the position at which a system performance bottleneck occurs. Performance factors

measured for each monitoring are as follows.
T'he performance factors of the process control block may include one or more of the
processor usage, the memory usage, and the page fault.

T'he pertormance factors of a process of the process control block may include one

or more of an identifier (ID), the state of a process, the priority of a process, a heap usage, the
operating time of a process, a use time, and a kernel time.

T'he performance factors of a thread of the process control block may include one or
more of an ID, a run state, a basic priority, a current priority, a use time, a kernel time, and

call-stack information.
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Fig. 3 shows the construction of a system for executing the system testing method
according to the present invention.

Retferring to Fig. 3, the system for executing the system testing method according to
the present invention includes an agent unit 120 and a test management unit 210,

T'he agent unit 120 is included in a target system 100, that is, a target of test, and is
configured to measure performance data. The agent unit 120 executes the algorithm shown
in Fig. 1.

The test management unit 210 is included in a host system 200, such as a Personal
Computer (PC). The test management unit 210 analyzes performance data collected by the
agent unit 120 and detects a performance bottleneck and analyzes test coverage based on the
analyzed performance data.

Particularly, the agent unit 120 is mounted on the target system 100 disposed in an
operation environment, and it functions to periodically measure data related to system
performance when the target system is operated in response to the test start or end command
of a user.

For example, the agent unit 120 may include PerfAgent.dll and PerfROBO.exe.

PerfAgent.dll is a virtual kernel device driver that implements the algorithm of Fig. 1.

The virtual kernel device driver hacks information about the process control block of a kernel

for the purpose of a performance test.

PerfROBO.exe functions as a test server for controlling whether to activate the
virtual kernel device driver in response to the test start or end command of a user.

The test server executes a system performance monitoring module through timer
setting when the virtual kernel device driver (e.g., PerfAgent.dll) is activated in response to

the test start command and terminates a test by finishing a set timer when the test is finished
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at the request of a user.

Meanwhile, the test management unit 210 may store the collected performance data
in a designated storage medium. The test management unit 210 functions to analyze the log
file of the host system 200 and detect a performance bottleneck occurred in run-time based on
the analyzed log file.

For example, if the test management unit 210 stores performance data in a storage
medium 1n the form of a binary code, the test management unit 210 may use a binary
execution code and collected profiling data for a test target as input and display information
about the position of a problematic function based on call-stack information when outputting
test coverage and performance information.

In the system testing method according to the present invention, various methods of
monitoring the performance of a system may be used.

First, a method of inserting an analysis code into a kernel may be used. In this
method, the analysis code is inserted into the kernel statically or dynamically.

In the method of inserting the analysis code into the kernel dynamically, an analysis
code may be inserted into a kernel code in run-time. In this case, a code for collecting data

necessary for performance analysis can be inserted without booting a system.
In the method of inserting the analysis code into the kernel statically, a previously

produced kernel is used.

For example, an analysis code for monitoring important system performance factors
may be embedded in a kernel. In the case of performance monitoring, performance data is
recerved through the analysis code previously inserted into the kernel. In this case, when
performance is monitored, a variety of system performance factors, including a processor

usage and a memory usage, can be measured.
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Furthermore, a method using a simulator may be used as the performance
monitoring method.  This method is useful to check the performance of a system at the early
stage ot development.

Furthermore, hardware may be used as the performance monitoring method.
Hardware performance factors mean a set of specifically produced registers. If the hardware
performance factors are used, performance associated with a CPU, a cache, and memory can
be monitored using system overhead lower than that of software-based performance factors.
In this method, a source code or a binary code needs not to be modified.

While the invention has been described in connection with what is presently
considered to be practical exemplary embodiments, it is to be understood that the invention is
not limited to the disclosed embodiments, but, on the contrary, is intended to cover various
modifications and equivalent arrangements included within the spirit and scope of the
appended claims.

[Industrial Applicability]
The present invention can test a system using resources necessary for a system

operation at a minimum without affecting the operation environment of the system.
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[CLAIMS)

[Claim 1]

A system testing method, comprising:
identitying a position of a process control block;
accessing the position of the process control block; and
monitoring performance factors of the process control block.

[Claim 2]

The system testing method of claim 1, wherein the process control block is placed in

kernel memory.
[Claim 3]

The system testing method of claim 2, wherein the accessing-the-position-of-the-

process-control-block comprises accessing the kernel memory using a virtual driver.
[Claim 4]

The system testing method of claim 1, wherein the monitoring-performance-factors-
of-the-process-control-block comprises measuring the performance factors of the process
control block at a predetermined time interval.

[Claim 5]

The system testing method of claim 2, wherein the monitoring-performance-factors-
of-the-process-control-block comprises measuring the performance factors for a process and

thread of the process control block.
[Claim 6]
The system testing method of claim 5, wherein the performance factors of the
process control block comprise one or more of a processor usage, a memory usage, and a

page fault.
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[Claim 7]

T'he system testing method of claim 6, wherein the performance factors of the
process of the process control block comprise one or more of an identifier (ID), a state of the
process, a priority of the process, a heap usage, an operating time of the process, a use time,
and a kernel time.

[Claim 8]

The system testing method of claim 6, wherein the performance factors of the thread
of the process control block comprise one or more of an ID, a run state, a basic priority, a
current priority, a use time, a kernel time, and a call-stack.

[Claim 9]

The system testing method of claim 1, wherein the process control block stores one
or more of pieces of information about an ID of a process, register context, an address of the
process, a memory usage, a shared function list, resources of the process, a priority of the
process, and a state of the process.

[Claim 10]

The system testing method of claim 1, wherein the monitoring-performance-factors-
of-the-process-control-block comprises monitoring the performance factors of the process
control block by inserting an analysis code into a kernel.

[Claim 11]

The system testing method of claim 1, wherein the monitoring-performance-factors-

of-the-process-control-block comprises monitoring the performance factors of the process

control block using a simulation program.
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[Claim 12]

The system testing method of claim 1, wherein the monitoring-performance-factors-

of-the-process-control-block comprises monitoring the performance factors of the process

control block using hardware including registers.
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01 void * pPCB; /I PCB information
02  intuTimerld; // Timer ID for performnace monitoring
03  int ¢TimeQOut = 1000; /] Time-out value in milliseconds
04 DWORD GetKernelStackPoint(}; // API for getting value of kernel stack point
05 int SetTimer(uElapse, ipTimerFunc), /1 API for creating a timer with the specified time-out valuc
06 void KillTimer(uTimerld); /! APY for destroying the specified timer
07  void Savel.og(data, ...); // API for saving data into log-file
08 void PERFAGENT_GetPCB(void)
09 [/ Accessing the PCB memory space
10 pPCB = GetKernelStackPoint(} & 0xFFFFE0Q0; // e.g., in case of WinCE platform
i}
12 void PERFAGENT _MemoryUsage()
3 {{/ Measuring memory usage
4 DWORD total = pPCB->NumPages * pPCB->8ysPageSize;
5 DWORD unused = pPCB->FrecPhyPage * pPCB->SysPageSize;
6 DWORD usage = total — unused;
V7 Save(usage);
18}
19 void PERFAGENT HcapUsage(pProc¢)
20  { // Measuring heap usage
21 DWORD usage € calculate heap usage using nProc->memPointer;
22 Save(usage);
23}
24  void PERFAGENT CaliStack(pThread)
25 {// Measuring thread’s call stack
26 void * site € damp callstack using pThread->pestkTop;
27 Save(site);
28}
29 void PERFAGENT_PCBHooking()
30 {// PCB hacking
3 PPROCESS pProc = pPCB->procList.pFwd;
32 wihile (pProc) {
33 PTHREAD pThread = pProc->thrdList.pFwd;
34 while (pThread) {
35 // save thread status
36 Save(pThread->dwld);
37 Save(pThread->bBPric, pThread->bCPrio);
38 Save(pThread->bRunState, pThread->bWaitState);
39 Save(pThread->dwUTime);
40 Save(pThread-—dwKTime);
41 PERFAGENT _CallStack(pThread);
42 pThread = pThread->pFwd; !/ next thread
43 }
44 {/ save process status
45 Save(pPrac->dwid),
40 Save(pProc->bPrio);
47 Save(pPrac->bState);
48 Save(pProc->dwProcTime);
49 PERFAGENT HeapUsage(pProc);
SU pPrac = pProc->pFwd; // next process
51 }
32 // save system status
53 Save(pPCB->dwProcTime);
54 Save(pPCB->nPageFault);
55 PERFAGENT MemoryUsage(};
56}
57  {/ Performance Agent
58  void PERFAGENT Start(void)
39
60 PERFAGENT_GetPCB();
6l aTimerld = SetTimer(uTimeOut, PERFAGENT_PCBHooking);
62 }
63  void PERFAGENT_Stop(void)
b4 |
05 KillTimer(uTimerid);
66} _ e : R
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