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(57) ABSTRACT

The invention concerns a smart card comprising a card body
provided with a cavity in which an electronic module incor-
porating a microelectronic chip is inserted, and at least one
security marking designed to authenticate a component of the
smart card. A first security marking is disposed on the micro-
electronic module, and a second security marking is disposed
on the card body. The two security markings are linked by a
visual identity or matching relationship indicating that the
microelectronic module and the card body are original com-
ponents assembled when the smart card was manufactured.
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SMART CARD WITH A SECURITY
ELEMENT DIVIDED BETWEEN CARD BODY
AND MODULE

[0001] The invention relates to smart cards comprising a
visible electronic module, especially contact or contactless
smart cards, such as, by way of nonlimiting example, the
smart cards used in banking applications or in identification
applications.

[0002] The invention is independent of the size of the smart
card, and is applicable both to conventional smart cards and to
other secure documents provided with a visible electronic
module and thus, to simplify the description, the expression
“smart cards” is used to designate both smart cards of con-
ventional format (according to standard ISO 7816-1) and
other types of formats.

[0003] The invention is therefore applicable both to contact
smart cards (capable of communicating with a smart card
reader using the contact terminals of the smart card) and to
contactless smart cards capable of interacting with a card
reader without contact by virtue of a radiofrequency commu-
nication), provided that said cards are provided with a visible
electronic module. The invention is also applicable to contact
and contactless hybrid smart cards. A recurrent problem with
smart cards comprising visible modules is fraud perpetrated
by extracting the module and transferring it to another card, in
order thus to form a counterfeit smart card.

PRIOR ART

[0004] A number of different types of security documents
or cards comprising an electronic chip are already known
from the prior art.

[0005] Thus, identity cards having a contact smart card
format are known in which the electronic module is “embed-
ded”, i.e. fastened in a cavity of the card body, so that the
electrical contacts of the module remain accessible on the
surface of the card so as to allow the module to be connected
to a contact card reader. The problem with this type of identity
card is that it remains possible to access the contacts or even
purely and simply to replace the electronic module, for the
purpose of identity fraud.

[0006] In order to partially solve this problem, document
DE 196 25 466 C1 describes a contact smart card the contacts
of which are themselves provided with a graphic, especially
of a specific color different from the conventional gold or
silver color. For this purpose, the contacts are coated with a
metal spreading layer containing colored particles based on
aluminum. However, the contacts remain electrically acces-
sible, thereby making it possible to perpetrate fraud by attack-
ing the circuit of the chip via the contacts of the smart card.
Furthermore, the contacts and the module also remain physi-
cally accessible, thereby again making it possible to envision
removing or even replacing the electronic module.

[0007] A contact smart card in which it has been sought to
make the electronic module and the metal contacts as discreet
as possible in appearance by coloring the contacts themselves
so that the graphic on the surface of the module is an extension
of'the graphic of the card body is also known from document
U.S. Pat. No. 6,259,035 B1. This method is not a satisfactory
defense against the aforementioned problem of extraction of
the module.

[0008] An opposite approach has also been pursued in U.S.
Pat. No. 5,552,574, which in contrast describes a way of
providing the surface of the contacts of a contact smart card
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with a security engraving, produced using a laser beam. How-
ever, the laser engraving of the metal contacts of the module
degrades the metalizations, leading microoxidations to form
that are liable eventually to have a detrimental effect on the
correct electrical operation of the contacts and therefore of the
smart card.

[0009] A credit card comprising a magnetic strip is also
known from document US 2005/0211785 A1, the card body
of'the credit card comprising one or more alphanumeric char-
acters located in part above a processor integrated into the
card body. In this type of card, the alphanumeric characters
play no role in authentication of the credit card since the latter
moreover comprises a keyboard for entering a security code
to the processor, which implements an algorithm for checking
the code entered. The security feature provided by this
arrangement is therefore a software security feature based on
a code. In particular, a simple visual examination of the card
does not allow it to be authenticated.

[0010] A contact smart card provided with a module having
standardized metalized contacts is furthermore known from
document U.S. Pat. No. 6,259,035 B1. In order to improve the
visual appearance of the smart card, and in particular to
eliminate the visual discontinuity between the surface of the
card body and the surface of the module, the same visual
content is printed on the surface of the module and on the
surface of the card body.

[0011] Moreover, from document DE 10 2005 048033 Al,
a smart card is also known the card body of which comprises
a feature using conductive lines printed using a piece of
coding software, so that said feature has unique electromag-
netic properties. These electromagnetic properties are more-
over encoded into the memory ofthe smart card. Itis clear that
only recourse to a step of reading memory data, followed by
a step of comparing the read data with the electromagnetic
response of the feature, makes it possible to indicate whether
itis a question of a fake card or not. These steps are impossible
to implement with a simple visual examination, require hard-
ware, and are not suitable for a rapid visual inspection, as is
for example required by smart identity cards.

[0012] To summarize, the problem of security markings has
mainly been addressed, for the most commonly used type of
contact cards, either by guilloches or other graphics produced
on the card body, or by a graphical alteration of the metal
contacts of the module, i.e. coloring of the contacts or laser
engraving produced directly therein.

[0013] Regarding contactless cards, it is recognized that it
is preferable, for reasons of manufacturing yield, to use reli-
able high-yield manufacturing processes (such as the conven-
tional embedding process used for contact cards) consisting
in placing a contact module in a cavity of the card. However,
as was mentioned above, this process as such is not very
secure since the cards thus fabricated are particularly exposed
to fraud consisting in extracting the module from the card and
reinserting it into another card, this type of fraud being a
notable threat, in particular to cards or documents intended
for identity authentication applications.

[0014] Moreover, certain cards are produced in technolo-
gies implementing two communication interfaces and com-
prise both contactless electronics embedded in the card body
and, furthermore, contacts for communication with a contact
card reader. This type of card potentially combines the secu-
rity flaws of both types of cards described above.
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AIM OF THE INVENTION

[0015] One aim of the present invention is therefore to
provide an improvement to security markings for smart cards
comprising a visible electronic module, capable of remedy-
ing the aforementioned drawbacks.

[0016] In particular, one aim of the present invention is to
provide a smart card comprising a visible electronic module
having an improved security with respect to extraction of the
module, and that is easy to manufacture economically with
high yields comparable to the manufacturing yields of contact
cards, while being compatible with visible security graphics
such as logos, security holograms or codes, which are generi-
cally referred to as “security markings”.

[0017] For this purpose, the subject of the invention is a
smart card comprising a card body provided with a cavity in
which is inserted a microelectronic module incorporating a
microelectronic chip, and at least one security marking able to
authenticate a component of the smart card, characterized in
that it comprises a first security marking distributed between
the microelectronic module and the body of the smart card,
and at least one second security marking placed on the card
body, and in that the first and second security markings are
related by an identity relationship or visual complementarity
indicating that the microelectronic module and the card body
are original components assembled during manufacture of
the smart card. Thus, the first security marking serves as a
reference for comparison to the second security marking. Of
course, the principle of the invention could easily be extended
to a number of security markings, especially second security
markings, higher than two, distributed between the card body
and the microelectronic module.

[0018] In this way, the security marking is distributed
between the electronic module and the body of the smart card,
so that removal of the module alters the correspondence of the
two security markings and makes the fraud easily visible or
detectable.

[0019] The precise location of each of the two markings
may vary from one variant embodiment to another, especially
depending on the compromise that is required between the
discretion of the marking as regards potential fraudsters, and
the ease of detection of a counterfeit card by law enforcers or
equivalent.

[0020] Thus, according to a first variant embodiment, the
first and second security markings are produced on the sur-
face ofthe electronic module and of the card body, and on the
surface of the card body, respectively, and are visible to the
naked eye, thereby allowing a fraud to be immediately
detected, by way of the change in the correspondence
between the two markings.

[0021] According to another more discreet variant embodi-
ment, one of the two security markings is produced on the
surface of the microelectronic module and of the card body
and is visible to the naked eye, the other being produced in the
structure of the microelectronic module or of the card body
and being invisible to the naked eye, but detectable especially
by x-ray radiography.

[0022] According to another even more discreet variant
embodiment, the two security markings are produced in the
structure of the microelectronic module and in the structure of
the card body during their respective manufacturing or per-
sonalization processes, and they are invisible to the naked
eye, but detectable especially by x-ray radiography.

[0023] According to another advantageous variant of the
invention, the security marking of the module is printed on or
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engraved in the surface of the microelectronic module, and
the security marking of the card body is printed on or
engraved in an intermediate layer of the card body, and is
visible through a transparent window provided in a layer of
material covering said intermediate layer. In this way, the
security marking of the card body, while remaining visible, is
nonetheless particularly well protected against attempted
modifications or physical attacks.

[0024] According to another positional variant of the secu-
rity markings, the first security marking is distributed
between the module and the card body, and in particular is
placed straddling the microelectronic module and the card
body, and then comprises a portion produced on the micro-
electronic module and a portion produced on the card body,
and the entirety of the first security marking is furthermore
reproduced substantially identically, by way of reference for
comparison, in at least one preset location on the card body.
[0025] In all the aforementioned cases, the equivalence or
complementarity between the one or more security markings
of the module and the one or more security markings of the
card body attest, with a very high degree of reliability, that the
original module is in place in the original card body of the
smart card.

[0026] According to the invention, the security marking
may take a number of forms. It may for example be a question
of a hologram. However, according to one very simple
embodiment of the invention, the security marking is com-
posed of a sequence of alphanumeric characters. In this case,
the alphanumeric characters of the markings may be aligned
in a straight line. Alternatively, they may be placed in two
straight-line segments making a preset angle to each other.
This preset angle may moreover form an additional security
element that will be very difficult to copy on a fake card in
which it is attempted to place a module extracted from
another card.

[0027] According to another advantageous embodiment of
the invention, each marking or marking portion corresponds
to one portion of a digital code, so that the two markings
depend on each other via a secret coded relationship. Thus,
for example, the security marking may consist of all or some
of'the serial number of the smart card, or of a code obtained by
encrypting the serial number of the smart card.

[0028] Contact cards possess an electronic module the met-
alized and standardized contacts of which are separated by
grooves through which the insulating epoxy substrate is
exposed. The invention then advantageously provides, for
this type of card, for that portion of the security marking
which is located on the module not to be engraved on the
metalized contacts, but between the contacts, in the zone of
the epoxy substrate. This makes it possible to avoid the
microoxidations that would result from directly engraving the
surface of the metalized contacts.

[0029] Contactless cards comprising a visible module most
often possess an antenna located on the module and the metal
turns of which are visible and separated by inter-turn spaces
made of epoxy resin. Here again, the invention advanta-
geously provides for the security marking of the module to be
produced on the substrate of the antenna carrier between the
metalized turns thereof, even though a marking on the turns of
the antenna is also possible.

[0030] The above contactless smart card variants may be
implemented whatever the contactless communication struc-
ture of the card, i.e., for example, the communication antenna
may be located directly on the electronic module, or in the
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card body, and it may also be complemented by a second
antenna acting as an amplifier of electromagnetic flux with
respect to the first antenna.

[0031] Thus, as a first variant, the card body comprises a
plurality of layers of material, made of plastic or even paper,
and the antenna is produced between two adjacent layers of
the card body and comprises contact pads arranged at the
bottom of the cavity of the card body and connected to con-
nection terminals of the electronic module.

[0032] However, the card may also comprise a second
antenna produced in the card body and placed facing the
antenna of the module, so as to amplify the electromagnetic
flux collected by the antenna of the module.

[0033] Inanother even more secure variant embodiment of
the invention, the security markings are encoded in digital
form and stored in a memory of'the smart card. This allows, at
the expense of an additional verification step in which the
memory is read, the two security markings to be compared
with each other, and with the coded security marking stored in
memory, it being understood that any discrepancy could
mean that the smart card is not an authentic smart card in the
same condition as when it left the factory.

[0034] Other features and advantages of the invention will
become apparent on reading the detailed description and from
the appended drawings in which:

[0035] FIG. 1 shows a schematic view of a smart card
known from document JP 7314963,

[0036] FIG. 2 shows a schematic view of a smart card
module known from document JP 2004341759;

[0037] FIG. 3 schematically shows the surface of a smart
card according to the invention;

[0038] FIG. 4 shows a variant embodiment of a smart card
module comprising insulating zones between the metalized
contacts, capable of receiving a portion of the security mark-
ing according to the invention; and

[0039] FIGS. 5A and 5B show a plane view and a cross-
sectional view along B-B' of a smart card according to the
invention, respectively.

[0040] Reference is made to FIG. 1. This figure shows a
known smart card, the numerical references are those used in
the prior-art document JP 7314963. As may be seen, the smart
card 1 comprises a card body 2, and a visible electronic
module 3. The card body 2 comprises a marking taking the
form of a code 5, and the module 3 comprises a marking 6
integrally located on the surface of the module. Thus, assum-
ing that the two codes are identical, in order to create a
counterfeit card a fraudster will merely have to remove the
module 3 from the original card, to produce a card body in his
name and reproduce the code marked on the module, and
place the module in the new card body. These are relatively
simple operations that relatively poorly resourced fraudsters
would be able to carry out.

[0041] FIG. 2 shows a module 7 provided with a security
logo 8 entirely located on the surface of the module. Here
again, it is easy to produce a counterfeit card simply by
placing this module in a card body moreover comprising
printings corresponding to its future user.

[0042] FIG. 3 schematically shows a smart card 10 accord-
ing to the invention. This time, a security marking 11, shown
by way of example in the form of a 9-figure code 123456789,
one portion (11a) of which is engraved in or printed on the
surface of the module 12, and another portion (116) of which
is engraved in or printed on the surface of the card body 13, is
provided. The security marking 11 (11a, 115) is therefore
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placed straddling the visible module of the smart card and the
card body. More precisely, in the example shown, the portion
11a of the code made up of the first 3 figures of the security
code is located on the module, and the rest of the code (1154)
is located on the card body 13. The entirety of the security
marking is produced in one go during graphical personaliza-
tion of the smart card. The entirety of the code is produced
with the same personalization tools and under one specific set
of conditions. This makes it very difficult to transfer this
module to another card body because it would be extremely
difficult to reproduce on another card body the missing por-
tion (456789) of the marking with exactly the same size and
in exactly the same position.

[0043] The original card body 13 preferably comprises a
copy 14 of the marking 11 that is moreover distributed
between the module and the card body, thereby making it
easier to inspect the card with a view to detecting whether it is
a question of an original card or a counterfeit card.

[0044] FIG. 4 shows a module 22 for a contact and contact-
less hybrid card. Insulating protuberances 23 may be seen on
the periphery of the module, separating metalized zones 24,
antenna turns being located under the protuberances on the
other side (not shown).

[0045] Inthis particular case, in order to avoid microcorro-
sion effects due to the engraving of a security marking in the
metalized contacts 25, the invention makes provision to
engrave by laser that portion 11a of the marking which is
located in the module between the metalized contact zones 25
or between the protuberances 23. In the particular case (not
shown) in which the antenna turns are located on the same
side as the metalized contacts of the module, one portion of
the security marking could be engraved in an insulating zone
located between the turns of the antenna, or if the materials
used allow it, from the point of view of their resistance to
corrosion, a security marking could be engraved directly on
the antenna.

[0046] With reference to FIG. 5, a security marking 14
corresponding to the security marking 11 of the module is
placed in the card body 10. The marking 14 of the card body
is especially produced by printing on or engraving an inter-
mediate layer 15 of the card body, opposite a transparent
window 16 in the card body. Thus, the security marking 14 is
visible through the transparent window 16 provided in the
layer of material covering said intermediate layer.

ADVANTAGES OF THE INVENTION

[0047] The invention achieves the stated aims and provides
a smart card comprising graphical security elements distrib-
uted between the surface of the module and the surface of the
card body, allowing a given module to be paired with a given
card body.

[0048] The distributed security elements 11a, 115 are pro-
duced in one go during the graphical personalization of the
smart card, this making it extremely difficult to extract the
electronic module from a smart card and then place it in
another card body while reproducing a posteriori on this card
body the missing graphical security portion.

[0049] In the case where the marking is invisible to the
naked eye, transfer of a module provided with a marking to a
card body without the corresponding marking will be easily
detectable by merchants who verity the card under a magni-
fying glass, no sophisticated inspection tools being required
to perform this verification.
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[0050] As regards fraudsters who are in a position to detect
the presence of a factory-produced marking distributed
between the card body and the module, the portion of the
marking that figures on the card body will be very difficult to
reproduce using isolated means because a slight offset, which
will nonetheless be visible either to the naked eye or using a
magnifying glass, will be produced between the two mark-
ings.

1. A smart card comprising,

a card body provided with a cavity in which is inserted an

electronic module incorporating a microelectronic chip,
and at least one security marking able to authenticate a
component of the smart card, wherein the security mark-
ing comprises a first security marking distributed
between the microelectronic module and the card body,
and at least one second security marking placed on the
card body, and wherein the first and the one or more
second security markings are related by an identity rela-
tionship or visual complementarity indicating that the
microelectronic module and the card body are original
components assembled during manufacture of the smart
card.

2. The smart card as claimed in claim 1, wherein the two
security markings are produced on the surface of the elec-
tronic module and on the surface of the card body, and are
visible to the naked eye.

3. The smart card as claimed in claim 1, wherein the first
security marking is produced on the surface of the microelec-
tronic module and of the card body and is visible to the naked
eye, the second security marking being produced in the struc-
ture of the card body and being invisible to the naked eye, but
detectable by x-ray radiography.

4. The smart card as claimed in claim 1, wherein the two
security markings are produced in the structure of the micro-
electronic module and in the structure of the card body and are
invisible to the naked eye, but detectable by radiography.

5. The smart card as claimed in claim 3, wherein the secu-
rity marking of the module is printed on or engraved in the
surface of the microelectronic module, and wherein the secu-
rity marking of the card body is printed on or engraved in an
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intermediate layer of the card body, and is visible through a
transparent window provided in a layer of material covering
said intermediate layer.

6. The smart card as claimed in claim 1, wherein the first
security marking is placed straddling the microelectronic
module and the card body, and comprises a portion produced
on the microelectronic module and a portion produced on the
card body, the entirety of the first security marking being
reproduced substantially identically in at least one preset
location on the card body.

7. The smart card as claimed in claim 1, wherein said
security markings are composed of a sequence of alphanu-
meric characters.

8. The smart card as claimed in claim 7, wherein the alpha-
numeric characters are aligned in a straight line.

9. The smart card as claimed in claim 7, wherein the alpha-
numeric characters are aligned in two straight-line segments
making a preset angle to each other.

10. The smart card as claimed in claim 1, wherein each
portion of the first security marking corresponds to one por-
tion of a digital code so that the two markings depend on each
other via a secret coded relationship.

11. The smart card as claimed in claim 1, wherein the
security markings comprise all or some of the serial number
of the smart card, or of a code obtained by encrypting the
serial number of the smart card.

12. The smart card as claimed in claim 1, wherein the
portion of the security marking located on the microelec-
tronic module is produced in an electrically insulating zone
located between metalized contacts of the module in the case
of a contact smart card, and/or or between the metalized turns
of'the antenna of the module in the case of a contactless smart
card.

13. The smart card as claimed in claim 1, provided with an
antenna enabling radiofrequency communication with a
remote reader, wherein the security marking of the card body
is placed on the antenna or on an antenna carrier substrate.

14. The smart card as claimed in claim 1, wherein the
security markings are encoded in digital form and stored in a
memory of the smart card.
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