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(57) Abstract: In an adaptive route wireless network and bi-direction-
al protocol, each computing device along a route to a gateway appends
the previous node's network address to downstream messages as they are
transmitted along the route from an originating computing device to the
gateway. The list of appended network addresses thus records the route
taken by the downstream network message through the adaptive route net-
work. A server computing device maintains a route table including the list
of appended network addresses received with each downstream message.
To send unsolicited upstream messages to any computing device on the
wireless network, the server generates an upstream network message that
includes the appended network address(es) from the portion of the route
table corresponding to the destination computing device. The upstream
route to the destination computing device is thus contained in the list of
appended network addresses within the network message.
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ADAPTIVE ROUTE, BI-DIRECTIONAL NETWORK COMMUNICATION

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit of U.S. Provisional Application number
62/782,991 filed December 20, 2018, which is incorporated herein by reference in its
entirety.

BACKGROUND

[0002] The number of devices connected to the Internet has grown significantly in recent
years. Such devices may include not only computing devices such as laptops,
smartphones and tablets, but may also include traditional stand-alone devices and
everyday objects. Such networks of connected sensors and devices, also referred to as
Internet of Things (IoT) networks, have made large amounts of data available for many

consumer, commercial, and industrial applications.

SUMMARY

[0003] In general, the present disclosure is directed to bi-directional communication in an
adaptive route wireless network.

[0004] In one example, the disclosure is directed to a wireless sensor network system,
comprising a gateway computing device, a plurality of cluster host computing devices,
and a plurality of end computing devices, each end computing device including a sensor
that detects event data, each end computing device further configured for wireless bi-
directional communication with one of the plurality of cluster-host computing devices;
the plurality of cluster host computing devices forming a route between each of the
plurality of end devices and the gateway, each cluster host computing device storing a
next downstream network address; wherein each of the plurality of cluster host computing
devices forming part of the route from one of the plurality of end computing devices to
the gateway further modifies a downstream network message received from a previous
cluster host computing device, and further: appends a network address of the previous
cluster host obtained from a source address field of a downstream network message to an
appended addresses field of the downstream network message; sets a source address field
of the downstream network message to a network address of the current cluster host

computing device; and sets the destination address field of the downstream network
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message to the next downstream network address stored by the current cluster host
computing device; and wherein the current cluster host computing device further
wirelessly transmits the modified downstream network message to the next downstream
network address contained in the destination field of the modified downstream network
message.

[0005] The downstream network message may further include a message payload field
including event data corresponding to an event detected one of the end computing device.
The downstream network message may further include a node count field containing a
node count corresponding to a number of nodes between the current cluster host
computing device and an originating computing device of the downstream network
message, and wherein the current cluster host computing device further increments the
node count in the node count field of the downstream network message. The downstream
network message may further include a message payload field including a factory address
of the originating computing device. The wireless network comprises a cluster-tree
network.

[0006] The system may further include a server computing device configured to receive
downstream network messages from the gateway computing device; the server computing
device further configured to update a portion of a route table corresponding to an
originating end computing device, the portion of the route table including a factory
address of the originating end computing device, appended network addresses contained
in the appended addresses field of the modified downstream network message, and a node
count contained in the node count field of the modified network message.

[0007] The server computing device may be further configured to generate an upstream
network message to be transmitted to the originating computing device, the upstream
network message including a payload field containing the factory address of the
originating computing device, an appended addresses field containing the appended
network addresses stored in the portion of the route table corresponding to the originating
computing device, and a node count field containing the node count stored in the portion
of the route table corresponding to the originating computing device.

[0008] In another example, the disclosure is directed to a method of wireless
communication between a first computing device, a second computing device, and a third
computing device in a wireless network, comprising storing, by the second computing
device, a network address of a third computing device, the third computing device being a

next downstream node along a route through the wireless network from the second
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computing device to a gateway computing device; wirelessly receiving, by the second
computing device, a downstream network message from the first computing device, the
downstream network message including a source address field containing a network
address of the first computing device, a destination address field containing a network
address of the second computing device, and an appended address field, modifying, by
the second computing device, the downstream network message, comprising appending,
by the second computing device, the network address of the first computing device to the
appended addresses field of the downstream network message; setting, by the second
computing device, the source address field of the downstream network message to the
network address of the second computing device; and setting, by the second computing
device, the destination address field of the downstream network message to the network
address of the third computing device stored by the second computing device; and
wirelessly transmitting, by the second computing device, the modified downstream
network message to the network address of the third computing device as contained in the
destination field of the modified network message.

[0009] The downstream network message may further include a node count field
containing a node count corresponding to a number of nodes between the first computing
device and an originating computing device of the downstream network message, and
wherein modifying the downstream network message further comprises incrementing, by
the second computing device, the node count in the node count field of the downstream
network message. The downstream network message may further include a message
payload field including event data corresponding to an event detected at the originating
computing device. The downstream network message may further include a message
payload field including a factory address of the originating computing device. The
wireless network may include a cluster-tree network.

[0010] The method may further include receiving, by a server computing device and from
the gateway computing device, the modified network message; updating, by the server
computing device, a portion of a route table corresponding to the originating computing
device, the portion of the route table including a factory address of the originating
computing device, appended network addresses contained in the appended addresses field
of the modified network message, and the node count contained in the node count field of
the modified network message.

[0011] The method may further include generating, by the server computing device, an

upstream network message to be transmitted to the originating computing device, the
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upstream network message including a payload field containing the factory address of the
originating computing device, an appended addresses field containing the appended
network addresses stored in the portion of the route table corresponding to the originating
computing device, and a node count field containing the node count stored in the portion
of the route table corresponding to the originating computing device.

[0012] The method may further include receiving, by the second computing device, the
upstream network message; modifying, by the second computing device, the upstream
network message, comprising setting, by the second computing device, the source address
field of the downstream network message to the network address of the second computing
device; and setting, by the second computing device, the destination address field of the
upstream network message to a next hop network address contained in the appended
addresses field of the upstream network message, the next hop network address
corresponding to the network address of the first computing device; removing, by the
second computing device, the next hop network address from the appended addresses
field of the upstream network message; and wirelessly transmitting, by the second
computing device, the modified upstream network message to the network address of the
first computing device as contained in the destination address field of the modified
upstream network message.

[0013] In another example, the disclosure is directed to a method comprising wirelessly
receiving, by a server computing device and from a gateway computing device, a network
message originating from one of a plurality of end computing devices, the network
message including event data corresponding to an event detected at the originating end
computing device, the network message further including a list of one or more appended
network addresses corresponding to one or more cluster host computing devices forming
a wireless communication route between the originating end computing device and the
gateway computing device, the network messages further including a node count
corresponding to the number of cluster host computing devices forming the wireless
communication route between the originating end computing device and the gateway
computing device; and maintaining, by the server computing device, and based on the
received network message, a portion of a route table corresponding to the originating end
computing device, the portion of the route table including the list of one or more

appended network addresses and the node count.
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[0014] The network message may further include a factory address of the originating end
computing device, and the portion of the route table further includes the factory address
of the originating end computing device.

[0015] The method may further include generating, by the server computing device, an
upstream network message intended for a destination one of the plurality of end
computing devices, the upstream network message including the list of one or more
appended network addresses from the portion of the route table corresponding to the
destination end computing device, and including the node count from the portion of the
route table corresponding to the destination end computing device.

[0016] In another example, the disclosure is directed to a method comprising wirelessly
receiving, by a current cluster host computing device and from a previous cluster host
computing device, a network message originating from one of a plurality of end
computing devices, the network message including event data corresponding to an event
detected at the originating end computing device; and wirelessly transmitting, by the
current cluster host computing device, the network message, the transmitted network
message including the event data, a list of one or more appended network addresses
corresponding to one or more previous cluster host computing devices forming a wireless
communication route between the originating end computing device and the current
cluster host computing device, and a node count corresponding to the number of cluster
host computing devices forming the wireless communication route between the
originating end computing device and the current cluster host computing device.

[0017] In another example, the disclosure is directed to a hand hygiene compliance
network, comprising a plurality of end computing devices, each of the plurality of end
computing devices associated with a different one of a plurality of hand hygiene product
dispensers and configured to detect dispense events; and a server computing device
configured to wireless receive, from a gateway computing device, a downstream network
message originating from one of the plurality of end computing devices, the downstream
network message including dispense event data corresponding to a detected dispense
event, the downstream network message further including a list of one or more appended
network addresses corresponding to one or more cluster host computing devices forming
a wireless communication route between the originating end computing device and the
gateway computing device, the downstream network message further including a node
count corresponding to the number of cluster host computing devices forming the

wireless communication route between the originating end computing device and the
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gateway computing device, the server computing device further configured to maintain
based on the received downstream network message, a portion of a route table
corresponding to the originating end computing device, the portion of the route table
including the list of one or more appended network addresses and the node count; the
server computing device further configured to analyze the dispense event data and to
monitor hand hygiene compliance based on the analysis.

[0018] The details of one or more examples are set forth in the accompanying drawings
and the description below. Other features and advantages will be apparent from the

description and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0019] FIG. 1Ashows an example cluster-tree network topology that uses the adaptive
route bi-directional communication protocol in accordance with the present disclosure.
[0020] FIG. 1B shows the adaptive route network of FIG. 1A visually represented in two
separate tiers.

[0021] FIG. 2 is a block diagram illustrating an example computing system 50 including
the adaptive route network 10 in accordance with the present disclosure.

[0022] FIG. 3A illustrates an example device address format of a type that may be used in
the adaptive route network protocol in accordance with the present disclosure.

[0023] FIG. 3B illustrates an example packet format of a type that may be used in the
adaptive route network protocol in accordance with the present disclosure.

[0024] FIG. 3C illustrates an example network message format of a type that may be used
in the adaptive route network protocol in accordance with the present disclosure.

[0025] FIGS. 4A and 4B are a flowcharts illustrating an example cluster host discovery
process by which a computing device, such as an end computing device attempting to join
an adaptive route network, may discover a cluster hub host and join a cluster in
accordance with the present disclosure.

[0026] FIGS. 5-15 illustrate an example adaptive route network in which end devices
attempt to discover a cluster host, select a cluster host, and join a cluster.

[0027] FIG. 16A is a flowchart illustrating an example route node discovery process by
which a computing device, such as a hub computing device attempting to join an adaptive
route network, may discover one or more route(s) to a gateway in accordance with the

present disclosure.
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[0028] FIG. 16B is a flowchart illustrating an example process by which a computing
device, such as a hub computing device attempting to join an adaptive route network, may
select a route to a gateway in accordance with the present disclosure.

[0029] FIGS. 17-25 show an example adaptive route network and illustrate an example
process by which a new hub computing device may discover one or more route(s) to a
gateway.

[0030] FIG. 26 shows another example adaptive route network.

[0031] FIG. 27 shows example network messages at each hop along the route of FIG. 26.
[0032] FIG. 28 shows the example adaptive route network of FIG. 26, in which the
gateway or server is sending a reply message back to the message originator.

[0033] FIG. 29 shows the example adaptive route network of FIGS. 26 and 28, in which
the gateway or server is sending an unsolicited message to an end device with a factory
address of IEO00905h.

[0034] FIG. 30 shows example network messages at each hop along the route shown in
FIG. 28.

[0035] FIG. 31 shows an example network message, and the payload for that message,
for the hop from the gateway to the first route node as shown in FIG. 29.

[0036] FIG. 32 is a block diagram of an example end computing device in accordance
with the present disclosure.

[0037] FIG. 33 is a block diagram of an example cluster host (or hub) computing device
in accordance with the present disclosure.

[0038] FIG. 34 is a block diagram of an example gateway computing device in
accordance with the present disclosure.

[0039] FIG. 35 is a block diagram of an example server computing device in accordance
with the present disclosure.

[0040] FIG. 36 is a flowchart illustrating an example process by which a cluster host
computing device may receive and transmit a downstream message in accordance with
the present disclosure.

[0041] FIG. 37 is a flowchart illustrating an example process by which a gateway
computing device may receive and transmit a downstream message to a server in
accordance with the present disclosure.

[0042] FIG. 38 is a flowchart illustrating an example process by which a server
computing device may receive downstream message from a gateway computing device in

accordance with the present disclosure.
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[0043] FIG. 39 is a flowchart illustrating an example process by which a server
computing device may generate and transmit an unsolicited upstream message in
accordance with the present disclosure.

[0044] FIG. 40 is a flowchart illustrating an example process by which a gateway
computing device may receive and transmit an unsolicited upstream message in
accordance with the present disclosure.

[0045] FIG. 41 is a flowchart illustrating an example process by which a cluster host
computing device may receive and transmit an unsolicited upstream message in
accordance with the present disclosure.

[0046] FIG. 42 is a block diagram illustrating an example hand hygiene compliance
network employing an adaptive route network and bi-directional communication protocol
in accordance with the present disclosure.

[0047] FIG. 43 is a block diagram of an example compliance badge 700 in accordance
with the adaptive route network and protocol of the present disclosure.

[0048] FIG. 44 is a flowchart illustrating an example process by which a gateway
computing device may determine whether a hub in an adaptive route network includes a
current set of compliance rules.

[0049] FIG. 45 is a flowchart illustrating an example process by which a hub/cluster host
computing device may determine whether an end computing device in an adaptive route
network includes a current set of compliance rules.

[0050] FIG. 46 is a flowchart illustrating an example process by which an end computing
device (such as a hand hygiene product dispenser) may determine whether a compliance
badge includes a current set of compliance rules.

[0051] FIG. 47 is a flowchart illustrating an example process by which a compliance
badge may update its stored set of compliance rules and configuration id.

[0052] FIG. 48 shows a Table summarizing example badge status levels, states, and
corresponding status indicator colors.

[0053] FIG. 49 shows an example HCW workflow and the State O grace period.

[0054] FIG. 50 shows another example HCW workflow and the State O grace period.
[0055] FIG. 51 shows another example HCW workflow and the State 2 grace period.
[0056] FIG. 52 shows another example HCW workflow and the State 3 grace period.
[0057] FIG. 53 shows an example hand hygiene compliance network configuration data
packet.

[0058] FIG. 54 shows an example LED enable bits truth table.
8
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[0059] FIG. 55 shows an example piezo enable bits truth table.

DETAILED DESCRIPTION

[0060] The present disclosure describes a wireless network topology and bi-directional
communication protocol with the ability to support multiple gateways, dynamically
discover the best route between an end device and a gateway, dynamically discover a new
route between an end device and a gateway if a link is broken, and/or support bi-
directional communication between and end device and a gateway. Due to its ability to
dynamically adapt to a changing environment, the network and network protocol in
accordance with the present disclosure is referred herein to as an adaptive route wireless
network (or simply, “network’).

[0061] Each computing device along a route to a gateway appends the previous node’s
network address to downstream messages as they are transmitted along the route from an
originating computing device to the gateway. The list of appended network addresses
thus records the route taken by the downstream network message through the adaptive
route network. A server computing device maintains a route table including the list of
appended network addresses received with each downstream message. To send
unsolicited upstream messages to any computing device on the wireless network, the
server generates an upstream network message that includes the appended network
address(es) from the portion of the route table corresponding to the destination computing
device. The upstream route to the destination computing device is thus contained in the
list of appended network addresses within the network message.

[0062] This so-called adaptive route wireless network provides a flexible system that is
designed to be easier for users and service technicians to use and maintain. The adaptive
route wireless network is a stand-alone network that does not consume network traffic on
an enterprise’s wired or wireless network(s). The ability to support multiple gateways
increases the number of end devices that can be supported as compared to networks that
only permit one gateway per building, and thus the size of the customer, and the number
of end devices, is not limited in that respect. The bi-directional communication protocol
allows information to be transmitted from the end devices to a local or remote computing
devices and/or data repository (on or off-site) for analysis, and also allows transmission of
information to be transmitted down to the end device(s)from the server, or from local or

remote computing devices, such as updates settings or firmware.
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[0063] The adaptive route network does not require each device or node in the network to
maintain large route tables in their own local memory that store routes from itself to every
other device in the network, thus simplifying their design and lowering cost. The network
also reduces or eliminates the network traffic required to keep such route tables up to
date, as route addresses are sent within messages themselves, rather than requiring
separate route maintenance messages to be sent throughout the network.

[0064] FIG. 1A depicts an example cluster-tree network topology 10 that uses the
adaptive route wireless network protocol in accordance with the present disclosure.
Network 10 is configured as a two-tier self-organizing wireless cluster-tree network 10.
Network 10 includes a plurality of end devices 20, a plurality of network hubs 14 (14-A-
14E in this example) and a plurality of gateways 12 (only one of which is shown in FIG.
1A and 1B). In addition to being configured for bi-directional communication with hubs
14, gateway 12 is configured for bi-directional communication to one or more local or
remote computing devices(not shown in FIG. 1A). All messages generated by an end
device 20 will be sent to a corresponding hub 14 hosting its cluster. The message will
then continue along a route of hubs 14 that will eventually link to one of gateways 12.
[0065] FIG. 1B shows the adaptive route network 10 of FIG. 1A visually represented in
two separate tiers, a first tier 16 and a second tier 18. The first and lowest tier 16 is
composed of the plurality of end devices 20 that self-organize into clusters 22 by forming
links with a neighboring network hub 14. In this example, end devices 20 are organized
into cluster 22A corresponding to hub 14A, cluster 22B corresponding to hub 14B, cluster
22C corresponding to hub 14C, cluster 22D corresponding to hub 14D, and cluster 22E
corresponding to hub 14E. The second and highest tier 18 is a self-organizing network
of hubs 14 with each hub 14 analyzing its nearest neighbor and then linking together in
the most effective way to form routes to gateway 12.

[0066] Although a single gateway 12 is shown in this example for simplicity of
illustration, it shall be understood that network 10 may include one or more gateways 12,
and that the invention is not limited in this respect. In addition, it shall be understood by
those of skill in the art that each gateway 12 may include a different number of hubs and
end devices, that any number of gateways 12, hubs 14 and end devices 20 may exist on
network 10, and that the disclosure is not limited in this respect.

[0067] In addition, although network 10 is shown and described herein as a cluster-tree
network, it shall also be understood that this is for purposes of illustration only, that the

disclosure is not limited in this respect, and that the adaptive route bi-directional
10



WO 2020/132525 PCT/US2019/067983

communication protocols described herein may also be applied to other network
topologies known in the art. For example, the adaptive route network protocol may (by
default) support a star network topology composed of a single gateway 12 and a single
hub 14 if all end devices are within range of the single hub 14 (i.e, a single cluster).
Other network topologies may also be used, and the disclosure is not limited in this
respect.

[0068] In some applications, wireless network 10 may be subjected to a constantly
changing environment of RF noise and multipath interference. Also, one or more of the
end devices 20 may be mobile in the sense that they may be moved around from place to
place within the environment. To accommodate such interference and physical changes
to the network structure itself, each of the devices in network 10 (e.g., gateways, hubs,
and end devices) is configured such that end devices may adaptively discover new and/or
more efficient routes to a gateway when these movements occur. In addition, it is
possible for a hub 14 to unexpectedly lose power or be physically removed. In this way,
the routes between an end device 20 to hubs 14 and to gateways 12 that are set up at one
moment in time may change, degrade, or completely disintegrate as devices are moved
into, around or out of the network environment or experience technical problems. To
prevent loss of data, the adaptive route wireless network protocol of the present disclosure
may ask some or all devices (including gateways 12, hubs 14 and/or end devices 20) on
the network to independently evaluate the quality of their links or routes on a regular
basis. In these examples, when the quality of a link or route is below an acceptable
threshold, there will be an attempt to establish a new link or route. Attempts will
continue until a new link or route of acceptable quality has been established.

[0069] FIG. 2 is a block diagram illustrating an example computing system 50 including
the adaptive route network 10 in accordance with the present disclosure. System 50
includes adaptive route network 10 that provides for adaptive route, bi-directional
wireless communication between devices 12, 14, and 20 with one or more local server
computing device(s) 30 and/or remote computing device(s) 40. The communication may
be via one or more local and/or remote computing network(s) 32, such as the internet. Bi-
directional communication as provided by adaptive wireless route network 10 allows the
system 50 to remotely update settings or firmware on any of devices 12, 14, and/or 20
results in a more flexible and easier system for users and/or service people to install and

maintain.
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[0070] FIG. 3A illustrates an example device address format including a 1-byte device
type and a unique 3-byte address. Each device, including each gateway 12, each hub 14,
and each end device 20, on adaptive route network 10 is assigned a unique device address
in order for the system to distinguish one device from another. The device address further
includes a device type (e.g., gateway, hub, or end device). In some examples, the end
devices 20 are all the same type of end device. In other examples, end devices 20 may
include one or more different types of end devices, each including its own device type. To
this end, the adaptive route network addressing scheme assigns each device a unique
address which further defines what type of device it is. In this example, the 1-byte device
type is combined with the 3-byte address to form a 4-byte address, in big-endian format,
with the device type being the most significant byte (MSB) of the address

[0071] In the example of FIG. 3A, the device type is a 1-byte value from 0 to 255. The 1-
byte device type thus supports up to 256 different device types. The 3-byte address is a
value from 0 to 16,777,215. The combined 4-byte device address allows a total of
4,294,967,295 unique addresses. The device type address byte will break the address
space into 256 blocks with each block having 16,777,215 unique addresses available.
Each block is assigned to a specific type of device that will reside on the network such as
a network device (e.g., a hub 14 or a gateway 120or an end device 20.

[0072] In some examples, some or all of the gateways 12, hubs 14, and/or end devices 20
may have their 4-byte address programmed by the factory at the time of manufacture. In
such examples, this 4-byte factory address is permanent and cannot be changed. In other
examples, some or all of the gateways 12, hubs 14, and/or end devices 20 may have their
4-byte addresses programmed at a time when the end device is added to the network, and
the addresses may be changed, added or removed as necessary.

[0073] The adaptive route network protocol of the present disclosure is a packet-based
protocol. Each packet is a self-contained entity without reliance on earlier exchanges as
there is no connection of fixed duration between devices. In some examples, all devices
residing on an adaptive route wireless network may use an RF transceiver to
communicate, such as a Texas Instruments CC1120 (or compatible) narrow band RF
transceiver, or any other wireless transceiver.

[0074] FIG. 3B shows an example packet format. The optional Length Field, CRC-16
and Status Bytes (RSSI and LQI) will be appended to the packet by the wireless
transceiver upon transmission. The optional Address Field will not be appended as it is

only 1-byte and of no practical use. The maximum packet size is 128-bytes. When a
12
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packet is received, the wireless transceiver will remove the Preamble Bits, Sync Word
and CRC-16 from the packet when writing the packet to its RX buffer. However, the
Length Field and Status bytes will remain and consume 3-bytes of the maximum packet
size leaving a maximum of 125-bytes for the Data Field.

[0075] The Data Field will contain a network message placed there by the transmitting
device. Only the message (Data Field) will be passed on to the gateway and server. The
other parts of the packet are only for wireless network communication and will be
removed.

[0076] In the examples shown and described herein, all data is described as binary (no
ASCII characters, and the message and all multi-byte structures will be in big-endian
format(most significant byte (MSB) first).

[0077] FIG. 3C shows an example downstream network message transmitted by an end
device to a hub 14, a hub to a gateway 12 or from a gateway 12 to another network, a
server or another computing device. In this example, network messages consist of four
(4) parts: Header, Payload, Route Data and Checksum. The maximum message size is
125-bytes.

[0078] The Header includes a 1-byte Message Type value from O to 255 that defines the
structure and meaning of the payload data, i.e., the type of message being transmitted.
Examples of the various message types are described herein below. The Header further
includes a Destination Address, which is the address of the device the message is being
transmitted to. For example, an end device sending a message to a hub (cluster host) will
use the recipient hub’s 4-byte factory address. A network hub (route node) sending a
message to another network hub (route node) will use the recipient hub’s 1-byte network
address. The higher order address bytes including the device type will be 00h. In this
example, the 1-byte network address is assigned to each hub by the server when a hub
joins the network. It is used instead of the 4-byte factory address to reduce the number of
bytes (by 75%) per message required to map the route a message takes through the
network.

[0079] The Source Address is the address of the device the message is being transmitted
from. For example, an end device sending a message to a hub (cluster host) will use the
transmitting end device’s 4-byte factory address. A hub (route node) sending a message
to another hub (route node) will use the transmitting hub’s 1-byte network address as the
least significant byte(LSB). The higher order address bytes including the device type

will be 00h.
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[0080] Nonce is a 1-byte modulo 256 value from O to 255 that serves as a message ID. It
will start at zero (0) and increment by one(1) with each subsequent message. The receive
signal strength indicator (RSSI) is a 1-byte signed value from -128 to 127. It represents
the signal strength(measured in dBm) of the last message received by the device
transmitting the current message. Payload Length refers to the number of bytes in the
Payload section of the message. It will be a value from 0 to 100. 100-bytes is the
maximum size for the payload section in this example.

[0081] The Payload portion of a network message shown in FIG. 3C includes data
relevant to the message type. Its structure will be defined by the message type and the
maximum payload length is 100-bytes.

[0082] The Route Data portion of a network message may be thought of as containing a
map of the route (via network devices) a downstream message has taken from an end
device to the gateway. The route data therefore also defines the route, in reverse, an
upstream message must take from the gateway to a device. Node Count is a 1-byte value
from 0 to 10 that is the count of the number of network hubs (route nodes) a message
must travel through to reach its destination. For end devices, the node count will always
be zero (0) as the end devices are the starting point for a downstream message. Node
Addresses includes an ordered list of 1-byte network addresses belonging to the network
hubs (nodes) a downstream message must travel through to reach its destination at the
respective gateway device. Up to ten (10) network addresses may be listed. Further
description of the messaging protocol and generation of the Route Data is described in
more detail herein below.

[0083] The Checksum portion of a network message includes a 2-byte cyclic redundancy
check (CRC-16) used to verify the integrity of the message.

[0084] Referring again to FIGS. 1A and 1B, clusters 22 are groups of end devices 20 that
wirelessly link to a hub 14 physically located within RF (or other wireless) range of the
end device 20. Each hub 14effectively becomes a cluster host with each end device 200f
the associated cluster being like a spoke in a wheel radiating out from the cluster host.
[0085] In some examples, end devices 20 are battery-powered. To conserve the finite
power available, end device wireless transceivers may be used only when necessary.
Conversely, cluster hosts (hubs 14)may be powered externally and their wireless
transceivers receiver may be continuously enabled to listen for incoming messages.
Therefore, in the examples described herein, end devices 20 initiate all downstream

communications with a cluster host hub 14.
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[0086] Each message from an end device 20 will be addressed to the current cluster host
hub factory address. In some examples, each message is transmitted from an end device
as events occur or are detected; that is, each message includes the data/information
concerning a single event detected or sensed by the end device and is transmitted at the
time of the event. In addition, or alternatively, the end device 20 may store one or more
messages (such as in a buffer), and the stored messages may be transmitted periodically,
after detection of a predetermined number of events, upon request of another computing
device (such as the current cluster host hub) and/or upon a request entered by a user from
a remote or local computing device. The current cluster host hub 14 will reply to each
message received by transmitting an ACK if received successfully or a negative-
acknowledgment message (NAK) if the received message is corrupt or incomplete.
[0087] As discussed above with respect to FIG. 1B, the first level or tier of the adaptive
route network/protocol is the cluster. Clusters, e.g., clusters 22A-22E of FIG. 1B, are
groups of end devices, e.g., end devices 20of FIG. 1B, that wirelessly link to a hub 14
physically located within wireless (RF) range. The hub 14 becomes the so-called “cluster
host computing device” with each linked end device 20 being like a spoke in a wheel
radiating out from the hub/cluster host 14.

[0088] FIGS. 5-15 illustrate an example adaptive route network92 in which end devices
attempt to discover a cluster host, select a cluster host, and join a cluster. Upon
introduction to a network, or at any time an end computing device 20 does not belong to a
cluster, the end device may attempt to discover a cluster host by executing the example
cluster host discovery process (40) shown in FIG. 4A. Once a suitable cluster host has
been identified, the end device will join its cluster.

[0089] The example cluster host discovery process (40) of FIG. 4A is a self-contained set
of operations that will discover and return information for up to three (3) cluster hosts.
This information will include the cluster host’s address, number of hops to the gateway,
and link quality information including both the link between the end device and host as
well as the cluster host’s route to the gateway. This information will be evaluated by the
end computing device to determine which cluster to join if more than one (1) cluster host
was discovered.

[0090] In accordance with example cluster host discovery process (40), to discover a
cluster host, an end computing device broadcasts a cluster host discovery message
(CHDM) (45). This message may be received by any cluster host within wireless range

of the end device. FIG. 5 depicts an example adaptive route network 92in which none of
15



WO 2020/132525 PCT/US2019/067983

the end devices have yet joined a cluster. A single end device labeled X is broadcasting a
CHDM. In this example, two (2) cluster hosts labeled A and B are within range of the
CHDM and receive the broadcast. The end device’s factory (4-byte) address is included
in the CHDM message so any cluster host within range will reply directly to the specific
end device responsible for the broadcast. All other end devices within range will ignore
the cluster host replies, as the CHDM reply will not include their factory address.

[0091] In some examples, since more than one (1) cluster host may receive the CHDM
broadcast at the same time, each cluster host may implement an anti-collision broadcast
reply algorithm by randomly selecting a time slot in which to transmit its reply. In the
example of FIG.6, cluster host A has transmitted a reply to the CHDM before cluster host
B.

[0092] The end device will respond with an acknowledged message (ACK) to the first
valid CHDM reply it receives. As per the example cluster host discovery process (40) of
FIG. 4A, the end device will then broadcast up to three (3) CHDMs, at predetermined
intervals, after each reply received to determine if another cluster host is available.
Replies from up to three (3) different cluster hosts will be accepted. If there is no reply
after three (3) consecutive CHDM broadcast attempts, the end device will assume there
are no more available cluster hosts within its wireless range.

[0093] While an end device is executing the cluster host discovery process (40), each
CHDM broadcast will have the same message ID (8-bit nonce). When an ACK is
received by the cluster host in response to its CHDM reply, the cluster host will store the
broadcasting end device’s address and message ID in a buffer. The buffer will contain a
predetermined number of the most recent unique addresses and message IDs for end
devices that have recently transmitted a CHDM. Therefore, when an end device
rebroadcasts a CHDM in an effort to locate every cluster host within wireless range, any
cluster host that has already replied and received an ACK will ignore any subsequent
broadcasts from the same end device.

[0094] In FIG. 7, cluster host A has received an ACK for its reply to end device X’s
CHDM. As the current CHDM is from the same end device and has the same message ID
as the previous broadcast, cluster host A will ignore the broadcast. However, cluster host
B did not receive an ACK and will therefore transmit a reply.

[0095] As shown in FIG. 8, cluster host B will reply to end device X’s second CHDM
broadcast. The end device will then transmit an ACK to cluster host B which will record

the end device address and message ID in its buffer.
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[0096] In FIG. 9, the end device X will send 3 more CHDMs but they will go unanswered
as only cluster host A and B are within wireless range in this example. Both cluster host
A and B have replied to the CHDM and received an ACK from the end device. Therefore,
they will ignore any further CHDM broadcasts from end device X with the same message
ID. End device X will now exit the cluster host discovery process (40) as one (1) to three
(3) cluster hosts have been discovered (two in this case). However, if end device X was
unable to discover any cluster hosts and three (3) consecutive CHDM broadcasts go
unanswered, the CHDA will delay for a random period (e.g., between 1 and 128 seconds
in this example) and then repeat the cluster host discovery process. This will continue
indefinitely until at least one (1) cluster host is discovered.

[0097] The CHDM reply from each cluster host will include the host’s address, number
of hops to the gateway and link quality information including both the link between the
end device and host as well as the host’s route to the Gateway. Only cluster hosts with a
route to a gateway will reply to a CHDM.

[0098] Once all replies have been received and acknowledged, amend computing device
will evaluate the information returned by each cluster host and select the host which
provides the best overall link quality. As shown in FIG. 10, end device X will transmit a
Join Cluster Message (JCM) to the selected cluster host, which is cluster host B in this
example. This message will be acknowledged by the selected cluster host and then passed
on to the Server. The Server will use this message to keep track of each beacon’s (cluster
hub) current cluster membership.

[0099] End device X will now address all messages to the selected cluster host B thus
forming a link to cluster host B as shown in FIG. 11. This link will remain active unless
cluster host B becomes unavailable or the end device X discovers that a better link is
available during cluster maintenance. Once a downstream end device message has been
delivered to and acknowledged by the cluster host, that message is no longer the end
device’s responsibility. It is then the cluster host’s responsibility to deliver the end
device’s message to the respective gateway along the route to the server.

[0100] In some example adaptive route networks in accordance with the present
disclosure, end devices, such as end devices 20 as shown in FIGS. 1A, 1B,may be
battery-powered. To conserve the finite power available, end device wireless
communication units (e.g., RF radios or other communication units capable of providing
wireless communication) are used only when necessary. Conversely, cluster hosts may

be powered externally, and in those examples, a cluster host wireless receiver is always
17



WO 2020/132525 PCT/US2019/067983

enabled to listen for incoming messages. Therefore, in some examples, end devices
initiate all downstream communications with a cluster host.

[0101] Each end device includes one or more sensors for detecting one or more events.
The type of event(s) will depend upon the type of application in which the adaptive route
network is being used. For example, in a hand hygiene compliance network, one type of
end computing device may include a hand hygiene product dispenser, which detects a
“dispense event” each time it senses actuation of the hand hygiene product dispenser.
Another type of end computing device in a hand hygiene compliance network may
include a bed beacon which generates a patient zone around a patient bed and detects an
“entry event” each time a healthcare worker wearing an electronic identification badge
enters and/or leaves the patient zone. The sensors and devices may include any type of
device and/or sensor that could be used in an Internet-of-Things type network. It shall
therefore be understood that the sensors for detecting one or more events may encompass
a wide range of different type of sensors and devices, and that the disclosure is not limited
in this respect.

[0102] In the examples described herein, each message from an end device is addressed
to the current cluster host’s (4-byte) factory address and transmitted as events occur. The
cluster host replies to each message received by transmitting an ACK if the message is
received successfully or a negative-acknowledgment message (NAK) if the received
message is corrupt or incomplete. If a NAK or no reply at all is received by the end
device, the end device will retry transmitting the pending message. If all retry attempts
have failed to yield a successful message delivery, the end device will assume the current
cluster host is unavailable. The end device will then enter the cluster host discovery
process (40) and remain there until a cluster host is discovered. All new events that
occur, while the end device is searching for a cluster to join, will be stored in its buffer.
[0103] There will be times when a cluster host will receive a message from an end device
but that end device will not receive an ACK reply from the host due to RF noise or
network congestion. The end device will then retransmit its message. This may result in
duplicate messages being received by the host. Rather than rely on the host and its
limited resources (RAM, ROM, uC etc.) to detect and eliminate duplicate messages, each
message is transmitted through the network along the route to a local or offsite server
computing device. The server computing device(s) have virtually unlimited resources (at
least as compared to the network devices) and is better suited to eliminate duplicate

messages.
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[0104] In another example, the cluster host computing device keeps the source address
and time/date stamp of the last 10 messages in a circular queue. If the message is a
duplicate, the cluster host computing device sends an ACK, but does not write it to the
outgoing message buffer. This may help to reduce network traffic by reducing
transmission of duplicate messages.

[0105] Cluster maintenance is required to maintain reliable communications between an
end device and a cluster host. Each end device is responsible for maintaining its own link
with a cluster host. If this link cannot be maintained, the end device must discover a new
cluster to join. Factors such as dynamic RF noise levels and end device mobility may
result in a need for an end device to discover a new cluster host. For example, in some
applications, end devices may be moved around an environment as needed to suit the
needs of the application. In a healthcare environment, for example, hospital beds may be
moved from one location to another, and thus a bed beacon associated with a particular
hospital bed may need to discover a new cluster host if the bed is moved to a new
location.

[0106] The adaptive route network and protocol as described herein supports mobility of
the end devices within the network. Each end device executes the cluster hub discovery
process at periodic intervals (e.g., every 30 minutes or other appropriate time interval) to
evaluate its link with the current cluster host or identify a better cluster host link if one is
available. If a better link is identified, the end device will join that cluster and all
messages will then be addressed directly to the new cluster host. Otherwise, it will
remain in its current cluster. If an end device discovers that its current cluster host is no
longer available, it will execute the cluster hub discovery process until a new cluster host
is found.

[0107] FIG. 12 shows an end device labeled X that is moving away from its original
location. As it moves farther from its cluster host (cluster host B in this example), its link
quality with original cluster host B will degrade and the link will be broken once the
cluster host is beyond the end device’s wireless range.

[0108] In FIG. 13, end device X has reached a new location. Sometime thereafter, the end
device X transmits an event message to its cluster host, cluster host B. However, cluster
host B is beyond the end device X’s wireless range and cannot receive the message. As
the end device X has not received an ACK from the cluster host B, it will retry

transmitting the message a predetermined number of times (i.e., ten (10) or other
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appropriate number). However, cluster host B will not respond because it is too far away
and therefore out of wireless communication range.

[0109] In FIG. 14, all retry attempts with cluster host B have failed, so end device X
executes the cluster hub discovery process, and broadcasts a CHDM. A different cluster
host, cluster host C, is within range of the relocated end device X and receives its CHDM.
[0110] Cluster host C that is within range of the relocated end device X replies to the
CHDM and the end device X replies back with an ACK message. End device X will then
exit the CHDA and transmit a join cluster message, the cluster host C will reply with an
ACK message, and the relocated end device X has become a member of a new cluster
with cluster host C as shown in FIG 15.

[0111] Each time an end device joins a cluster, its join cluster message (JCM) is sent to
the server computing device, such as server computing device(s) 30 of FIG. 2. This
allows the server computing device(s) to keep track of each end device’s current cluster
membership and update the portion of a route table corresponding to that end device. The
server maintains this route table, which includes the addresses of each node along the
current route between the server computing device(s) and each of the end computing
device(s). Server computing device(s) may use this route information to transmit
upstream messages from the server computing device(s) to any end device on the
adaptive route network. These upstream messages may include responses to downstream
messages from the end computing devices or cluster host computing devices. The
upstream messages may also include unsolicited messages such as updates to settings or
firmware.

[0112] For example, a portion of a route table stored by a server computing device
corresponding to the end computing device having the factory address of 1E000905h in
the example of FIG. 29 may include the following:

End Device Node Gateway Route Route Route
Factory Addr Count Node 1 Node2 | Node3
1E 00 09 05 3 251 004 002 001

[0113] The route table maintained by the server includes similar entries for each
computing device in the adaptive route network, including gateway computing devices,
cluster host computing devices, and end computing devices. In this way, the server
computing device maintains a route to each computing device in the network by which it
may transmit downstream messages using the bi-directional communication protocol

described herein. In addition, because the routes are updated each time a downstream
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message is received from an end computing device and/or cluster host computing device,
the routes are maintained and updated at the server without having to transmit separate
route maintenance messages throughout the network. This greatly reduces network traffic
and simplifies the design of the cluster host and end computing devices, while also
providing a simplified and highly accurate way to both maintain the route table and
transmit upstream network messages from the server to the cluster host and/or end
computing devices.

[0114] FIG. 4A is a flowchart illustrating an example cluster host discovery process (40).
by which a computing device, such as an end computing device attempting to join an
adaptive route network, may discover a cluster hub host and join a cluster in accordance
with the present disclosure.

[0115] As shown in FIG. 4A, the end computing device may begin a cluster host
discovery process by incrementing a message ID (41). While an end computing device is
executing example process (40), each cluster host discovery message broadcast will have
the same message ID (8-bit nonce). The end computing device may initialize the process
by setting a cluster Hosts Found counter to zero (42) and setting a Broadcast Count to
zero (43). End computing device may further, before or after broadcasting a cluster host
discovery message (CHDM), increment a Broadcast Count (44). Thus, the first time
through the cluster host discovery process (40), the broadcast count will be incremented
to 1 (44).

[0116] The end computing device broadcasts an CHDM (45). The CHDM includes the
end device’s 255 4-byte factory address and message ID. This message may be received
by any cluster host within wireless range of the end device. Cluster hosts that are not
currently route nodes (i.e., are not joined to a route to a gateway) will ignore the CHDM.
If more than one cluster host is within range, all of the cluster hosts within range will
receive the CHDM broadcast. Each cluster host that receives the CHDM (the so-called
discovered cluster hosts) will respond to the CHDM with an CHDM reply. The CHDM
reply will include the discovered cluster host’s 4-byte factory address. The CHDM reply
will also include the discovered cluster host’s number of hops to the respective gateway
for that route (0 if the route node is a gateway), and link quality information including
both the link between the end computing device and the discovered cluster host as well as
quality information concerning the cluster host’s route to the gateway.

[0117] If one or more CHDM replies are received (46), the end computing device

responds with an ACK message to the first valid CHDM reply it receives (47). The end
21



WO 2020/132525 PCT/US2019/067983

computing device stores the cluster host information corresponding to the discovered
cluster host address received in the CHDM reply (48) and increment the number of route
nodes found (49). If the number of cluster hosts found/discovered satisfies a threshold
(50) (three in this example), the process (40) is complete (57). If the number of cluster
hosts found/discovered does not satisfy the threshold (50) (less than three in this example)
the end computing device may further broadcast additional CHDMs, at predefined
intervals (56) (1 second intervals in this example), after each CHDM reply is received to
determine if any additional cluster hosts are within range. Replies from up to three (3)
different cluster hosts will be accepted in this example.

[0118] If no replies are received (46) to an CHDM message, the end computing device
will determine if the number of cluster hosts found is greater than zero (that is, at least
one cluster host within range has been found) (51). If so, the end device will determine
whether the broadcast count satisfies a threshold (55) (whether the broadcast count equals
three in this example). If the broadcast count satisfies the threshold, the cluster host
discovery process is complete (57). This means that the end computing device has found
at least one cluster host within range and has tried at least three times to discover
additional route nodes.

[0119] If the number of cluster hosts found is not greater than zero (that s, no cluster
hosts have been found) (51), and the broadcast count does not satisfy the threshold (52)
(broadcast count is less than three in this example) the end computing device will delay
for a predefined period of time (54) (one second in this example) and then rebroadcast
another CHDM with the same message ID (44, 45) in an attempt to discover at least one
cluster host.

[0120] If the number of cluster hosts found is not greater than zero (that s, no cluster
hosts have been found) (51), and the broadcast count satisfies a threshold (52) (broadcast
count equals three in this example, meaning that the end computing device has broadcast
the same CHDM at least three times with no response) the end computing device will
delay for a random period (53) (e.g., between 1 and 128 seconds in this example) and
then repeat the cluster host discovery process (40) with a new message ID (41). End
computing device repeatedly executes process (40) indefinitely until at least one cluster
host has been discovered.

[0121] Once all replies have been received and acknowledged, the end computing device

exits the example cluster host discovery process (40), evaluates the information returned

22



WO 2020/132525 PCT/US2019/067983

by each cluster host, and selects the cluster host which provides the best overall link
quality as shown in FIG. 4B.

[0122] FIG. 4B is a flowchart illustrating an example process (60) by which a computing
device, such as an end computing device attempting to discovery and join a cluster in an
adaptive route network, may evaluate information returned by each discovered cluster
host and select a cluster to join in accordance with the present disclosure.

[0123] An end computing device seeking to join a cluster in an adaptive route network
evaluates the discovered cluster host information returned by each responding cluster host
(61). The end computing device selects the cluster host which provides the best overall
link quality (62). End computing device transmits a Join Cluster Message (JCM) to the
selected cluster host (63). In FIG. 10, for example, end computing device X transmits a
JCM to selected cluster host B. The JCM contains the factory address (4-byte) of the end
device. When the selected cluster host (route node B in the example of FIG. 10) receives
the JCM, it replies to the originating end computing device with an ACK (JCM Reply).
The end computing device receives the JRM ACK (64).

[0124] The selected cluster host (cluster host B in the example of FIG. 10) will then pass
the JCM to the gateway (gateway Z in the example of FIG. 10) via the route previously
stored in the selected cluster host (as described herein below). In the example of FIG. 10,
the route to gateway Z from route node 001 includes three hops from cluster host B to
gateway Z. Once the gateway receives the JCM, it will request that the server computing
device assign end computing device a unique (that is, unique to the devices forming a
route to that particular gateway) 1-byte network address. The gateway then transmits a
JCM reply back to the end computing device via the same route.

[0125] After the end computing device receives the JCM reply from gateway, it stores
the cluster host network address (66), and the process is complete (68). The end
computing device is now a member of the cluster belonging to the cluster host network
address and has become a member of the adaptive route network. As shown in the
example of FIG. 11, end device X is now a member of the cluster associated with cluster
host B with and includes a link with cluster host B.

[0126] FIGS. 17-25 show an example adaptive route network94 and illustrate an example
process by which a hub computing device may discover a route to a gateway using an
example route discovery process 60 of FIG. 16A.

[0127] For purposes of the present description, a “route” in the adaptive route network is

composed of “nodes” which link together to form a data path or route from an end
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computing device to a gateway computing device. The nodes may include hubs/cluster
hosts and gateways. For example, in FIG. 1A, each hub computing device 14A-14E is a
cluster host computing device and is a node on a route from the end devices in each of the
associated clusters 22A-22E, respectively, to gateway 12. Gateway 12 is also considered
anode. A gateway 12 will always be the first node of any route within its network. In
FIG. 1A, the route from cluster host 14D to gateway 12 includes a first “hop” to cluster
host 14C, a second hop to cluster host 14A, and a third hop to gateway 12. The route
from cluster host 14B to gateway 12 includes a first hop to cluster host 14A and a second
hop to gateway 12. The route from cluster host 14A to gateway 12 includes a single hop
to gateway 12.

[0128] FIG. 17 is a block diagram depicting an example adaptive route network
94including a gateway 251 and route nodes 001 and 002 (cluster hosts), and into which a
hub labeled 255is not currently connected to a route. Hub 255 may be a new hub being
introduced to adaptive route network 94, or it may be a hub that was formerly connected
to a route but has lost connectivity for some reason. In order to join (or re-join) adaptive
network 94, hub 255 must discover and join a route to gateway 251. To discover a route
from hub 255 to a gateway 251, hub computing device255 may execute the example route
node discovery process (70) as shown in FIG. 16A, which is described in further detail
herein below. Once a suitable route node has been identified, the hub 14 will link to that
route node and also become a node of that route.

[0129] The example route node discovery process (70)is a self-contained set of
operations that discovers and returns information for up to a predetermined number of
route nodes (three (3) in the examples described herein) that are connected to a route. The
discovered route nodes may belong to the same or different routes. The discovered route
node information will include the route node’s address, a number of hops to the gateway
(0 if the route node is a gateway), and link quality information. The link quality
information may include both the link between the hub 255and route node as well as the
node’s route to the gateway 251. The discovered route node information will be
evaluated by the hub(255 in the examples of FIGS. 17-25) to determine which route node
to select and link to if more than one (1) node is discovered.

[0130] Until hub255 has linked to an existing route node and then itself becomes a route
node, it will not function as a cluster host. Therefore, it will ignore all messages from any
end computing devices. The same is true if an existing link to a route node is broken.

Any end devices that were a member of a cluster whose cluster host can no longer
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provide a route to a gateway (i.e., an unconnected hub)will be ignored (i.e., the
unconnected hub will not transmit an ACK in response to any attempts by end devices to
send a message, and the end devices will therefore not receive an ACK from the cluster
host within an acceptable time limit or after a defined number of retry attempts) thus
forcing the end devices to discover a new cluster host if one is available.

[0131] To discover a route to a gateway, a hub, such as hub 255 shown in FIG. 17, begins
by broadcasting a route node discovery message (RNDM)which includes the hub’s 255 4-
byte factory address. This message may be received by any route node within wireless
range of hub 255. Hubs that are not currently route nodes (do not have a route to gateway
251 in this example) will ignore the RNDM. In FIG. 18, hub 255 is broadcasting a
RNDM. In this example, two (2) hub route nodes, hub route node 001 and hub route
node 002 are within RF range and have received the broadcast.

[0132] Each route node that receives the RNDM will transmit an RNDM reply that
includes the hub’s 4-byte factory address. Since more than one (1) route node can receive
the RNDM broadcast at the same time, in some examples each route node that receives
the RNDM will implement an anti-collision broadcast reply algorithm by randomly
selecting a time slot in which to transmit its reply. In the example shown in FIG. 19, route
node 002 has received the RNDM before route node 001 and has transmitted a reply to
the RNDM before route node 001. Hub 255 will respond with an ACK message to the
first valid RNDM reply it receives (in this case, to route node 002). Because hub 255
receives the RNDM reply from route node 001 after it has received the RNDM reply from
route node 002, hub 255 ignores the RNDM reply from route node 001.

[0133] Hub 255 will broadcast up to a predetermined number of RNDMs at
predetermined intervals (e.g., three (3) RNDMs in 1 second intervals, or any other
appropriate number or interval), after each RNDM reply is received to determine if any
additional route nodes are available. Replies from up to a predetermined number (three
(3) in this example) different route nodes will be accepted. If there is no reply after three
(3) consecutive RNDM broadcast attempts, hub 255will assume there are no more
available route nodes within its wireless range.

[0134] While hub 255 is executing the RNDA process (e.g., FIG. 16A, ref. num. 70),
each RNDM broadcast will have the same message ID (8-bit nonce). When hub 255
receives an RNDM reply, it will transmit an ACK back to the replying route node (route
node 002 in this example). When an ACK is received from hub 255 by route node 002 in

response to its RNDM reply, route node 002 will store the factory address and message
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ID received from hub 255, for example in a circular buffer. The buffer will contain the
last three (3) unique addresses and message IDs for hubs that have recently transmitted a
RNDM. In this way, when a hub attempting to join adaptive route network
94rebroadcasts a RNDM in an effort to locate every route node within wireless range, any
route node that has already replied and received an ACK will ignore any subsequent
broadcasts from the same hub. In the example of FIG. 19, this means that subsequent
broadcasts by hub 255 from the same sequence of attempts to join network 94, which will
all include the same message ID, will be ignored by route node 002.

[0135] In FIG. 20, route node 002 has received an ACK for its reply to the RNDM
broadcast by hub 255. Hub 255 continues to rebroadcast the RNDM having the same
message ID in an attempt to locate any other route nodes within range. As the current
RNDM is from the same hub 255 and has the same message ID as the previous broadcast,
route node 002 will ignore the broadcast. However, route node 001 has not yet received
an ACK from hub 255 and will therefore transmit an RNDM reply, as shown in FIG. 21.
Hub 255 will then transmit an ACK to route node 001, which will record and store the
factory address and message ID in the RNDM received from hub 255.

[0136] In FIG. 22, hub 255continues to send up to a predetermined number (three (3) in
this example) RNDMs, but they will go unanswered as only route nodes 001 and 002 are
within RF range. Both route nodes 001 and 002 have replied to the RNDM and received
an ACK from hub 255. Therefore, they will ignore any further RNDM broadcasts from
hub 255 with the same message ID. Hub 255 will now exit the example route node
discovery process (70) as at least one (1) and up to three (3) route nodes have been
discovered (two in this case). However, if hub 255 was unable to discover any route
nodes and a predetermined number of consecutive RNDM broadcasts go unanswered
(see, e.g., FIG. 16A, ref. nums. 82, 83, 84), the hub will delay for a random period (e.g.,
between 1 and 128 seconds) (85) and then repeat the example route node discovery
process (70). Hub computing device repeatedly executes the example route node
discovery process (70) until at least one (1) route node is discovered.

[0137] The RNDM reply (RNDMR) from each route node 001 and 002 to hub 255 will
include the route node’s number of hops to the respective gateway for that route (O if the
route node is a gateway), and link quality information including both the link between the
hub and node as well as the node’s route to the gateway. As discussed above, only hubs
with a route to a gateway will reply to a RNDM. In this example, route node 001 has one

(1) hop to gateway 251 and route node 002 has two (2) hops to gateway 251.
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[0138] Once all replies have been received and acknowledged, hub 255 will exit the route
node discovery algorithm (60). Hub 255 then evaluates the discovered route information
returned by each responding route node and select the route node which provides the best
overall link quality (see, e.g., FIG. 4B).

[0139] As shown in FIG. 23, hub 255 has determined that route node 001 provides the
best overall link quality, and selects route node 001. Hub 255 transmits a Join Route
Message (JRM) to the selected route node 001. The JRM will contain the factory address
(4-byte) and network address (1-byte)for hub 255 (a default value if the hub was not
previously a member of a route). When the selected route node (route node 001 in this
example) receives the JRM replies to the hub 255 with an ACK (JRM Reply).

[0140] The selected route node (001 in this example) will then pass the JRM to gateway
251 via the route to the gateway previously determined during its own route node
discovery process. In this example, the route to gateway 251 from route node 001
includes the single hop from route node 001 to gateway 251. Once gateway 251 receives
the JRM, it will request that the server computing device assign hub 255 a unique 1-byte
network address (unique to that gateway). As shown in FIG. 24, gateway 251 then
transmits a JRM reply back to hub 255 via the route from gateway 251, to hub 001, and
finally to hub 255. The JRM reply will contain the newly assigned network address for
hub 255.

[0141] After hub 255 receives the JRM reply from gateway 251, it will update its 1-byte
network address and become a member of the route. As shown in FIG. 25, hub 255 is
now a route node with a network address of 003 and a link 54 to the next node (route
node hub 001 in this example) along the route from route node 003 to gateway 251. Hub
003 (formerly hub 255)can now be a cluster host and may allow one or more end
computing devices to join its cluster, as shown in FIG. 25.

[0142] FIG. 16A is a flowchart illustrating an example route node discovery process (70)
by which a computing device, such as a hub computing device attempting to join an
adaptive route network, may discover one or more route(s) to a gateway in accordance
with the present disclosure.

[0143] As shown in FIG. 16A, the hub computing device may begin a route node
discovery process by incrementing a message ID (71). While a hub is executing example
process (70), each RNDM broadcast will have the same message ID (8-bit nonce). The
hub computing device may initialize the process by setting a Nodes Found counter to zero

(72) and setting a Broadcast Count to zero (73). Hub computing device may further,
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before or after broadcasting a route node discovery message (RNDM), increment a
Broadcast Count (74). Thus, the first time through the route node discovery process (70),
the broadcast count will be incremented to 1 (74).

[0144] The hub computing device broadcasts an RNDM (75). The RNDM includes the
hub’s 255 4-byte factory address and message ID. This message may be received by any
route node within wireless range of the new hub. Hubs that are not currently route nodes
(i.e., do not have a route to a gateway) will ignore the RNDM. If more than one route
node is within range, all of the route nodes within range will receive the RNDM
broadcast. Each route node that receives the RNDM (the so-called discovered route
nodes) will respond to the RNDM with an RNDM reply. The RNDM reply will include
the discovered route node’s 4-byte factory address. The RNDM reply will also include
the discovered route node’s number of hops to the respective gateway for that route (0 if
the route node is a gateway), and link quality information including both the link between
the new hub computing device and the discovered route node as well as quality
information concerning the route node’s route to the gateway.

[0145] If one or more RNDM replies are received (76), the new hub computing device
responds with an ACK message to the first valid RNDM reply it receives (77). The new
hub computing device will store the route node information corresponding to the
discovered route node address received in the RNDM reply (78) and increment the
number of route nodes found (79). If the number of route nodes found/discovered
satisfies a threshold (80) (greater than three in this example), the process (70) is complete
(81). If the number of route nodes found/discovered does not satisfy the threshold (80)
(less than three in this example) the new hub computing device may further broadcast
additional RNDMs, at predefined intervals (87) (1 second intervals in this example), after
each RNDM reply is received to determine if any additional route nodes are available.
Replies from up to three (3) different route nodes will be accepted in this example.

[0146] If no replies are received (76) to an RNDM message, the new hub computing
device will determine if the number of nodes found is greater than zero (that is, at least
one node has been found) (82). If so, the hub will determine whether the broadcast count
satisfies a threshold (83) (whether the broadcast count equals three in this example). If
the broadcast count satisfies the threshold, the route node discovery process is complete
(88). This means that the new hub computing device has found at least one route node

and has tried at least three times to discover additional route nodes.
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[0147] If the number of nodes found is not greater than zero (that is, no nodes have been
found) (82), and the broadcast count does not satisfy the threshold (broadcast count is less
than three in this example) the hub computing device will delay for a predefined period of
time (86) (one second in this example) and then rebroadcast another RNDM with the
same message ID (74, 75) in an attempt to discover at least one route node.

[0148] If the number of nodes found is not greater than zero (that is, no nodes have been
found) (82), and the broadcast count satisfies a threshold (broadcast count equals three in
this example, meaning that the hub computing device has broadcast the same RNDM at
least three times with no response) the hub computing device will delay for a random
period (85) (e.g., between 1 and 128 seconds) and then repeat the route node discovery
process (70) with a new message ID (71). This process (70) repeats indefinitely until at
least one route node has been discovered.

[0149] Once all replies have been received and acknowledged, the hub computing
devices exits the example route node discovery process (70) and then evaluates the
information returned by each route node and selects the route node which provides the
best overall link quality as shown in FIG. 16B.

[0150] FIG. 16B is a flowchart illustrating an example process (100) by which a
computing device, such as a hub computing device attempting to join an adaptive route
network, may evaluate information returned by each discovered route node and select a
route to a gateway in accordance with the present disclosure.

[0151] A hub computing device seeking to join an adaptive route network evaluates the
discovered route information returned by each responding route node (102). The hub
computing device selects the route node which provides the best overall link quality
(104).Hub computing device transmits a Join Route Message (JRM) to the selected route
node (106). In FIG. 23, for example, hub computing device 255 transmits a JRM to
selected route node 001. The JRM will contain the 4-byte factory address and the current
1-byte network address, if any. If the hub computing device was not previously a
member of the adaptive route network, its network address will be set to a default value.
When the selected route node (route node 001 in the example of FIG. 23) receives the
JRM, it replies to the originating hub computing device with an ACK. The hub
computing device receives the ACK (108).

[0152] The selected route node (001 in this example) passes the JRM to the gateway
(gateway 251 in the example of FIG. 23) via the route previously stored in the selected

route node during its own route node discovery process. In the example of FIG. 23, the
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route to gateway 251 from route node 001 includes the single hop from route node 001 to
gateway 251. Once the gateway receives the JRM, it will record the 4-byte factory
address of the new hub computing device(255 in the example of FIG. 23) in a table and
request that the server computing device assign the new hub a unique 1-byte network
address. The gateway then transmits a JRM reply back to the new hub via the same route
(in FIG. 24, the route is from gateway 251, to hub 001, and finally to hub 255). The JRM
reply will contain the newly assigned network address for hub 255.As shown in the
example of FIG. 25, the network address assigned to hub 255 is 003.

[0153] After the new hub computing device receives the JRM reply from the gateway, it
updates its 1-byte network address (110), stores the next hop (downstream) address (112)
and the process is complete (114). The new hub computing device is now a member of
the adaptive route network and may respond to any join cluster messages from end
computing devices and become a cluster host as described herein with respect to FIGS.
4A and 4B. As shown in the example of FIG. 25, hub 255 is now a route node with a
network address of 003 and a link 89 to the next hop downstream address (route node hub
001 in this example) along the route from route node 003 to gateway 251.

[0154] Bi-directional Communication

[0155] In some existing connected device networks, sending a message “downstream”
from an end device to a gateway is straightforward. All routes in a connected device
network converge on the gateway and each route node need only know the address of the
next node along the route. However, sending a message “upstream” from the server
computing device or from a gateway computing device to a specific route node or to an
end computing device is more difficult. Many existing network protocols solve this
problem by having each device in the network keep a table that stores a route from itself
to every other device on the network. However, this method requires a large amount of
memory and constant maintenance to keep the routes current. This method also vastly
increases the amount of network traffic as route maintenance messages must be
continually sent through the network in order to update the route tables at each node.
[0156] In the adaptive route network and protocol in accordance with the present
disclosure, each computing device along a route appends the previous hop’s network
address to downstream messages as they are passed along the route from an originating
computing device(either an end computing device or a cluster host computing device) to
the gateway for ultimate transmission to the server. Once a downstream network message

has traveled from an originating computing device to the gateway, the appended network
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addresses record the route taken by the downstream message as it travels from an
originating computing device through the adaptive route network to the gateway
computing device. The server computing device maintains a route table which includes
the appended route node addresses received with each downstream message. Since
memory is plentiful on the server, the server can maintain a table of routes to each cluster
host and end computing device based on the received downstream messages. This will
allow the server to generate unsolicited messages that can be sent upstream from the
server to any computing device (gateway, cluster host, or end device) on the network. If
the gateway or server needs to send a reply back to either a cluster host computing device
or to an end computing device, or transmit updates to settings or firmware to a cluster
host or an end computing device, it may do so by including the appended device
address(es) from the previously received message into any upstream message going back
onto the network.

[0157] One advantage of the adaptive route network and protocol in accordance with the
present disclosure, in which the previous route node network addresses are appended to a
downstream message at each hop along a route from an end device to a gateways, is that
each device or node in the network does not need to maintain large route tables in their
own local memory that store routes from itself to every other device in the network, thus
reducing memory requirements, simplifying their design and lowering cost. Another
advantage is that it reduces or eliminates the network traffic required to keep route tables
at each node up to date, as route addresses are sent within event messages themselves,
rather than requiring separate route maintenance messages to be continually sent
throughout the network.

[0158] In accordance with the present disclosure, to reduce the number of bytes in a
message packet, each device within the adaptive route network, including cluster host
(hub) computing devices and end computing devices, is assigned a 1-byte network
address by the server computing device at the time the route node joins the adaptive route
network. The 1-byte network address is unique to each gateway; thus, each gateway may
have up to 255 devices included within its portion of the overall adaptive route network.
[0159] In the examples described herein, all route nodes are assigned a unique 4-byte
address at the factory (see FIG. 3A).1t shall be understood, however, that other address
sizes could also be used, and that the disclosure is not limited in this respect. The unique
4-byte factory address includes a device type and a unique address. If the adaptive route

network protocol allows for up to 10 hops from an end device to a gateway, for example,
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then up to 10 1-byte addresses may be appended to each message. If the 4-byte factory
addresses were used, then up to 10 4-byte addresses would be appended to each message,
for a total of 40 bytes consumed by appended route node addresses. Assignment of a 1-
byte network address by the server computing device thus reduces the total number of
message bytes consumed by route addresses from 40 bytes to 10.

[0160] An example 1-byte route node network address space is shown in Table 1.

Table 1: Route node network address space

Address Description
000 (000h) Broadcast to all route nodes
001 (010h) Available for assignment to
route nodes

100 (64h)
101 (65h)
Unused

250 (FAh)

251 (FBh) Gateway address
252 (FCh) Reserved
253 (FDh) Reserved
254 (FEh) Reserved

255 (FFh) | Device with no address assigned

[0161] The server maintains a table of network addresses like the example shown in
Table 2. Four (4) bytes will be allocated in memory for each network address. The first
three (3) bytes will contain a device’s 4-byte factory address minus the device type byte.
In this example, as only hubs may become route nodes, the most significant byte (MSB)
of the factory address, which is the device type ID, will always be the same (0x01 in this
example). Therefore, there is no need to store the MSB in this example. The fourth byte

will be used to determine if the hub assigned to the corresponding network address is

active.

Table 2: Example Network Address Table
Network Hub Factory No
Address | Address (hex) | Heartbeat

3-bytes Count
001 010001 31 0
002 010001 1A 0
003 010001 1D 1
004 01 0001 2C 0
005 01 0001 1F 1
006 01 00 00 00 255
007 01 0001 2A 0
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008 01 00 00 00 255

100 01 00 00 00 255

[0162] When a join route message(JRM) transmitted by a hub/cluster host is received by
the gateway, the server assigns a network address and the hub’s 4-byte factory address
and assigned network address is recorded in the network address table. Once the assigned
network address is received from the server, the gateway then transmits a JRM reply back
to the hub which contains the assigned network address. When the hub receives the JRM
reply, it becomes a route node and the newly assigned network address will be stored in
its memory. The route node will then answer to this address or its 4-byte factory address
until a different address has been assigned by the gateway.

[0163] Address reassignment will only occur if a route node has a network address of 255
(default) or a route node with a duplicate network address was introduced into the
network for that gateway. In the latter case, when a JRM is transmitted to the gateway,
the server will look up the received network address in that gateway’s network address
table. If the route node’s unique 4-byte factory address matches the factory address
recorded in the table, i.e., the device was reintroduced into the network, the server will
return the same network address to the route node in the JRM reply and the route node
will keep its current network address. Conversely, if the route node’s 4-byte factory
address does not match the factory address recorded in the table, i.e., a second device was
introduced into the network with a duplicate address, the server will assign the next
network address available in the table, record the route node’s factory address and
transmit a JRM reply with the newly assigned network address. When the route node
receives the JRM reply, it will update its network address to the newly assigned address.
[0164] In some examples, to verify that a route node is active, each active route node
(e.g., cluster host and/or end computing device) may regularly transmit heartbeat
messages at periodic (e.g., one (1) hour) intervals, if no event messages have been sent
during that time. If an event message is sent, the heartbeat timer may be restarted to
reduce network traffic with unnecessary heartbeat messages. Once every hour, the server
will increment the No Heartbeat Count for each assigned network address in the network
address table. Each time the server receives a heartbeat message (or event message) from
a route node, it will clear the No Heartbeat Count for that route node’s corresponding

network address in the network address table. The No Heartbeat Count belonging to the
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assigned address of an inactive route node will increment to a maximum count (e.g., a
count of 24after 24 hours) of not receiving any heartbeat (or event) messages. When this
occurs, the server will assume the route node is no longer active and will free the network
address for assignment to a new route node by clearing the hub Factory Address and
setting the No Heartbeat Count to 255 (FFh) in the network address table. An example of
this is shown for example network address 006 of Table 2, where address 006 is now
available for assignment.

[0165] FIG. 26 shows another example adaptive route network 96. When a hub
computing device, such as hub 255, wants to join a route, it transmits a Join Route
Message (JRM) to the route node it has selected during execution of the route node
discovery process (see, e.g., FIG. 16B). The JRM is passed via the route to the gateway,
gateway computing device 251 in this example. In FIG. 26, the JRM is transmitted from
hub computing device 255 to route node 005. The JRM will be passed from one route
node to the next along the route until it reaches the gateway, gateway 251 in the example
of FIG. 26. A hop occurs each time a message is passed from one route node to another;
i.e., the message is hopping from one route node to the next. In FIG. 26, there are four (4)
hops from hub computing device 255 to the gateway 251.

[0166] In accordance with the present disclosure, all downstream messages in an adaptive
route network, including join cluster messages, join route messages, and event messages
include a record of the route taken to the gateway. This record is constructed by
appending the network address (1-byte in the examples described herein) of the previous
hop (source address) into the network message itself. Each node along the route appends
the previous hop’s network address onto the message before forwarding the message to
the next hop in the route. In this way, when the message is received at the gateway, the
message will include the network addresses for each node along the route from the end
device to the gateway.

[0167] FIG. 27 shows example network messages at each hop along the route shown in
FIG. 26. The messages in FIG. 27 are in the network message format shown in FIG. 3C.
Note the next hop address, node count and appended addresses for the message at each
hop.

[0168] Each time a network message is received from an end computing device or a
cluster host computing device, server computing device compares the route stored in the
appended address field of the network message to the portion of the route table

corresponding to that end device. If the route is different, that means that the route from
34



WO 2020/132525 PCT/US2019/067983

that computing device to a gateway has changed since the last time the server received a
message from the end device. The server then updates the route table corresponding to
that computing device to reflect the new route.

[0169] FIG. 28 shows the example adaptive route network 96 of FIG. 26, and in which
the gateway or server is sending an upstream message back to the message originator (in
this example, hub 255). As shown in FIG. 28, the gateway’s JRM reply (or any other
message requiring a reply from gateway251 or server, or any message initiated by
gateway 251 or server, such as updates to settings or firmware) will follow the same route
back to the message originator that was initially taken from the originator to gateway 251.
[0170] FIG. 30 shows example upstream network messages at each hop along the route
shown in FIG. 28. Gateway 251 (or server) copies the appended route node addresses
from the original message (as shown in FIG. 27) to the reply message. As the reply
message travels along the route, each route node modifies the upstream message by
removing the node address located at the end of the list of appended addresses, sets the
removed node address as the destination address field of the upstream network message,
sets the source address field to its own network address, and decrements the node count.
By the time the reply message reaches the cluster host corresponding to the destination
end computing device (route node 255), the node count is zero (0) and there will be no
further appended addresses.

[0171] All downstream messages traveling along a route from a device (e.g., end device
or cluster host) to the gateway (not just messages requiring a reply) will receive an
appended route node address at each hop. The messages passed from the gateway to the
server will retain the appended addresses. This will allow the server to see the route from
the originating device and maintain a route table that is refreshed with each message
received. When a hub joins a route and the server assigns it a 1-byte network address, the
gateway will send a message to the server with both the hub’s newly assigned network
address and its 4-byte factory address. This allows the server to maintain a table to cross-
reference between a route node’s network and factory address when reporting status as
only the factory address would be relevant to a user.

[0172] If the server needs to send an unsolicited message, such as updates to settings or
firmware, to a route node or an end device, it will use its route table to construct the route
within the message using the appended address structure. Only route node network
addresses will be used for routing purposes in this example. The final destination end

device’s 4-byte factory address will be contained in the message payload and will be used
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by the device to verify that it is the intended recipient. This will apply to all final
destination devices, both route nodes and end devices.

[0173] FIG. 29 shows the example adaptive route network 96 of FIGS. 26 and 28, in
which a server computing device 98 is sending an unsolicited message to an end device
with a factory address of 1E000905h. The unsolicited network message may include, for
example, updates to settings or firmware for the end device. The unsolicited network
message is constructed by the server, wrapped in a TCP/IP packet and sent to gateway
251. Once received, the gateway extracts the network message from the TCP/IP packet
and transmits the message shown in FIG. 31to the next hop upstream address specified in
the message (hub 001 in this example).

[0174] For example, a portion of the route table stored by a server computing device

corresponding to end device IE000905h in the example of FIG. 29 may include the

following:
End Device Node Gateway Route Route Route
Factory Addr Count Node 1 Node2 | Node3
1E 00 09 05 3 251 004 002 001

[0175] FIG. 31 shows the unsolicited upstream network message generated by server
computing device and transmitted by gateway 251 to the first node along the route to end
device 1E000905h, route node 001. The first four (4) bytes of the payload section contain
the 4-byte factory address of the final destination device; i.e., the intended message
recipient. This will be the case for any message originating from the server or gateway.
The remaining payload bytes will contain data specific to the message type and will vary
in length and content. In addition, the network message as received from the server
includes the gateway network address as the Source address, the first upstream hop along
the route as the Destination address (001) (in other words, the route node corresponding
to the Node Count in the route table), the Node Count decremented by 1 (as compared to
the Node Count in the route table), and the remaining nodes along the route (cluster hosts
002 and 004) as appended addresses in the Appended Address section of the network
message.

[0176] When the message of FIG. 31 reaches route node 004, the message Node Count
will be 0. This informs route node 004 that it is the last hop on the message’s route; in
other words, that the intended recipient is either itself or one of its cluster member end
devices. The route node will then check the first four (4) bytes of the message payload to

see if the message is addressed to it or to an end computing device. In this example, the
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message is for an end computing device (end computing device 1IE000905h in this
example) to which route node 004 then delivers the message.

[0177] In some examples, a route node cannot transmit an unsolicited message to an end
computing device until that end device first transmits a message to the route node which
is also the end device’s cluster host. This is because, in some examples in order to save
battery power, an end computing device’s wireless receiver is only briefly enabled while
waiting to receive a reply to a previously transmitted message. Therefore, the cluster host
must hold the message until it receives a message from the intended recipient in order to
help ensure that the end computing device can receive the message.

[0178] For example, when a message of any type (heartbeat, CHDM or end device event)
is eventually received by the cluster host from the intended recipient of a pending end
device message, the cluster host may reply with an ACK. The cluster host may set a status
bit within the ACK message to indicate to the end device that there is a pending message
waiting for delivery. Upon receiving the ACK, the end device may respond by
transmitting a Deliver Pending Message Message (DPMM). The cluster host may then
transmit the pending message to the intended recipient. Once received, the end device
may reply with an ACK.

[0179] In FIG. 17 for example, cluster host 004 will not transmit the unsolicited message
to end device 1E000905 until it receives a message from that device to ensure that end
device 1E000905 is actively listening for messages. When a message is received by
cluster host 004, cluster host may reply with ACK having the status bit set, indicating that
there is a pending message waiting for delivery. Upon receiving the ACK, end device
1E000905 may respond by transmitting a DPMM, and cluster host 004 may then transmit
the pending message to end device 1E000905.

[0180] Upon receipt of the message, end device (device 1IE000905h in this example) may
send an ACK back to the cluster host (cluster host 004 in this example). If an ACK is
received by the cluster host, it may transmit a Pending Message Status Message
(PMSM) back to the gateway(gateway 251 in this example) which will then send it on to
the server. The PMSM will contain the message recipient’s 4-byte factory address, the
original message’s nonce (message ID) and a status byte set to indicate that the message
was received by the intended recipient (end device 1E000905h in this example). The
PMSM provides feedback to the server indicating that the message was or was not

delivered successfully to the intended recipient.
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[0181] In some examples, the cluster host will only hold one (1) downstream message for
each of its cluster member end devices at a time. In such examples, the server/gateway
will buffer multiple messages and only send a new one once receiving confirmation that
the previous message has been delivered. This may help to reduce memory requirements
of cluster host/hub devices, simplifying the design and reducing costs. This
communication protocol allows the adaptive route network of the present disclosure to
efficiently deliver high volumes of messages downstream from the end devices to the
gateway.

[0182] FIG. 32 is a block diagram of an example end computing device 400 in
accordance with the adaptive route network and protocol of the present disclosure. FIG.
32 illustrates only one example of end computing device 400, and many other examples
of end computing device 400 may be used in other instances. End computing device 400
may include a subset of the components included in FIG. 32 or may include additional
components not shown in FIG. 32.

[0183] End computing device 400 includes one or more processor(s) 402, a wireless
communication unit 406, one or more event sensor(s) 404, and one or more storage
device(s) 408. Storage device(s) 408 includes an adaptive route protocol module 410, a
bi-directional communication module 422, an event detection module 12, a cluster host
address 414, a factory address 418, and data storage/message buffer 416.

[0184] One or more wireless communication units 406 of end computing device 400 are
configured to permit bi-directional wireless communication with one or more cluster host
computing devices. Examples of communication units 406 include any device or
technology capable of sending and receiving wireless communications. Such devices
may include optical transceivers, radio frequency (RF) transceivers, infrared (IR)
transceivers, satellite communication, cellular communication, etc.

[0185] One or more processors 402 may implement functionality and/or execute
instructions associated with end computing device 400. Examples of processors 402
include application processors, microcontrollers, and any other hardware configured to
function as a processor, a processing unit, controller, or a processing device.

[0186] For example, processors 402 may execute adaptive route protocol module 410 to
execute a cluster host discovery process such as that shown and described herein with
respect to FIGS. 4A and 4B. Processors 402 may further execute bi-directional
communication protocol module 422 to transmit downstream message from the end

computing device 408 to a gateway and/or to receive upstream messages transmitted from
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a gateway or server to end device 408. Processors 402 may further execute event
detection module 412 to detect events and perform any corresponding analysis or
communication regarding such detected events, depending upon the requirements of the
application in which the end devices are being implemented.

[0187] Adaptive route protocol module 410, event detection module 412, and bi-
directional communication module 422, as well as other functional modules not shown in
FIG. 32, may be operable by processors 402 to perform various actions, operations, or
functions of end computing device 400. For example, processors 402 of end computing
device 400 may retrieve and execute instructions stored by storage components 408 that
cause processors 402 to perform or execute the operations stored in modules 410, 412
and/or 422. The instructions, when executed by processors 402, may cause end
computing device 400 to generate and/or store information within storage components
408, such as data storage/message buffer 416.

[0188] In some examples, storage device(s) 408may include a temporary memory,
meaning that a primary purpose of such as portion of storage device(s) 408 is not long-
term storage. Storage device(s) 408 on end computing device 400 may be configured for
short-term storage of information as volatile memory and therefore not retain stored
contents if powered off. Examples of volatile memories include random access memories
(RAM), dynamic random-access memories (DRAM), static random-access memories
(SRAM), and other forms of volatile memories known in the art.

[0189] Storage device(s) 408, in some examples, may also include one or more computer-
readable storage media. Storage device(s) 408 in some examples include one or more
non-transitory computer-readable storage mediums. Storage device(s) 408 may be
configured to store larger amounts of information than typically stored by volatile
memory. Storage device(s) 408 may further be configured for long-term storage of
information as non-volatile memory space and retain information after power on/off
cycles. Examples of non-volatile memories include magnetic hard discs, optical discs,
floppy discs, flash memories, or forms of electrically programmable memories (EPROM)
or electrically erasable and programmable (EEPROM) memories. Storage device(s) 408
may store program instructions and/or information (e.g., data) associated modules 410,
412 and/or 422. Storage device(s) may include a memory configured to store data or
other information associated with modules 410, 412, and 422, such as data

storage/message buffer 416.
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[0190] Storage device(s) 408 further include storage of a current cluster host network
address 414 and factory address 418 assigned to end computing device 400 at the time of
manufacture.

[0191] Event sensor(s) 404 may include any type of sensor(s), and the type of sensor(s)
may depend at least in part upon the particular application in which the adaptive route
network is to be deployed, and the type of event(s) which are to be detected. For
example, sensor(s) 404 may include one or more sensors applicable in smart home,
healthcare, artificial intelligence, transportation, government, automotive, commercial
and/or industrial applications, among others. Event detection module 412 may include
functionality that when executed by processor(s) 402, cause end computing device 400 to
sense or detect one or more events, and/or perform any corresponding analysis or
communication regarding such detected events, depending upon the requirements of the
application in which the end devices are being implemented.

[0192] Transmission of certain types of messages by end computing device 400 are event
triggered. For example, upon detection of an event by one of sensor(s) 404, processor(s)
402 may execute event detection module 412 to analyze the detected event data received
from sensors 404, generate any corresponding data associated with the event (such as date
and time stamps, etc.), and generate and transmit an event message including the event
data and any corresponding data (all of which may be referred to herein simply as, “event
data”). End computing devices 400 may include a message buffer 416 to buffer messages
in the event they cannot be transmitted at the time of the event, or in those applications
where events are transmitted on a batch basis, etc. In some examples, event detection
module 412 may further include instructions that allow end computing device 400 to
communicate with and/or analyze data received from other computing devices, such as
electronic user identification badges, or with any other end devices computing devices
(whether of the same type or a different type).

[0193] In a hand hygiene compliance network, for example, the system may include a
plurality of compliance badges for monitoring of an individual user’s hand hygiene
practices. In some examples, each of a plurality of compliance badges is uniquely
assigned to one of a plurality of users whose hand hygiene practices are to be monitored.
The hand hygiene compliance system may further include dispenser module end
computing devices, each of which detects dispense events at a hand hygiene product
dispenser and communicates with compliance badges to associate each dispense event

with a particular user. The system may further include zone module end computing
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devices, each of which generates a “zone” around an area to be monitored, and detects
entry and/or exit events of compliance badges to/from the zone, such as a zone around a
patient bed or other area to be monitored. To analyze compliance with hand hygiene
procedures, the system includes one or more sets of compliance rules that define
compliant and non-compliant hand hygiene practices. Upon sensing of a zone entry/exit
event and/or dispense event, the sensing end device obtains badge identification
information from the compliance badge associated with the zone entry/exit event and/or
dispense event. The dispense event data and/or the zone entry/exit event data is
transmitted from the end device(s) to the server, which analyzes the data in accordance
with the compliance rules. In this way, individual compliance/non-compliance with hand
hygiene procedures may be monitored and analyzed.

[0194] In accordance with the bi-directional communication protocols described herein,
the event message will include the factory address 418 of end computing device 400. In
some examples, the event message is transmitted to the current cluster host address 414 at
the time of the occurrence of the event. Sending the event messages at the time of the
event permits the server computing device to analyze the data and/or make decisions
regarding the event in real time or near real time. This also helps to reduce memory
requirements of each end computing device 400, as less memory is required to buffer or
store large amounts of event data, thus increasing simplicity of design, reducing memory
requirements, and reducing costs.

[0195] FIG. 33 is a block diagram of an example cluster host (or hub) computing device
370 in accordance with the adaptive route network and protocol of the present disclosure.
FIG. 33 illustrates only one example of cluster host computing device 370, and many
other examples of cluster host computing device 370 may be used in other instances.
Cluster host computing device 370 may include a subset of the components included in
FIG. 33 or may include additional components not shown in FIG. 33.

[0196] Cluster host computing device 370 includes one or more processor(s) 372, a
wireless communication unit 374, and one or more storage device(s) 376. Storage
device(s) 376 includes an adaptive route protocol module 380, a bi-directional
communication module 382, a next hop (downstream) address 384, a factory address 390,
a network address 392, and data storage/message buffer 388. Cluster host computing
device 370 does not need to store the next hop upstream address, as upstream
communication is directed from the next hop addresses stored in the upstream message

itself as described herein within respect to the bi-directional communication protocol.
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Cluster host computing device 370 further does not maintain or store a list of its cluster
members, as the server maintains a route table that associates each end device factory
address with a particular cluster host computing device within the network. All of this
serves to reduce memory requirements and simplify the design of the cluster host
computing devices 370.

[0197] One or more wireless communication units 374 of cluster host computing device
370are configured to provide bi-directional wireless communication with other cluster
host computing devices, a gateway, and/or one or more end computing devices associated
with its cluster. Examples of communication units 374 include any device or technology
capable of sending and receiving wireless communications. Such devices may include
optical transceivers, radio frequency (RF) transceivers, infrared (IR) transceivers, and
devices for satellite communication, cellular communication, etc.

[0198] One or more processors 372 may implement functionality and/or execute
instructions associated with cluster hub computing device 400. Examples of processors
372include application processors, microcontrollers, and any other hardware configured
to function as a processor, a processing unit, controller, or a processing device.

[0199] For example, processors 372 may execute adaptive route protocol module 380 to
execute a join route discovery process such as that shown and described herein with
respect to FIGS. 16A and 16B. Processors 372 may further execute bi-directional
communication protocol module 382 to receive and/or transmit downstream messages
along a route from an end device to a gateway computing device, and to receive and/or
transmit upstream messages along a route from a gateway computing device to an end
device).

[0200] In some examples, storage device(s) 376 may include a temporary memory,
meaning that a primary purpose of such as portion of storage device(s) 376 is not long-
term storage. Storage device(s) 376 may be configured for short-term storage of
information as volatile memory and therefore not retain stored contents if powered off.
Examples of volatile memories include random access memories (RAM), dynamic
random-access memories (DRAM), static random-access memories (SRAM), and other
forms of volatile memories known in the art.

[0201] Storage device(s) 376, in some examples, may also include one or more computer-
readable storage media. Storage device(s) 376 in some examples include one or more
non-transitory computer-readable storage mediums. Storage device(s) 376 may be

configured to store larger amounts of information than typically stored by volatile
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memory. Storage device(s) 376 may further be configured for long-term storage of
information as non-volatile memory space and retain information after power on/off
cycles. Examples of non-volatile memories include magnetic hard discs, optical discs,
floppy discs, flash memories, or forms of electrically programmable memories (EPROM)
or electrically erasable and programmable (EEPROM) memories. Storage device(s) 376
may store program instructions and/or information (e.g., data) associated with modules
380 and 382. Storage device(s) 276 may include a memory configured to store data,
buffer upstream and/or downstream messages, or store any other information associated
with modules 380, 382, such as data/message buffer 388.

[0202] Storage device(s) 376 further include storage of a factory address 390 assigned to
cluster host computing device 370 at the time of manufacture, and a network address 392
assigned to it by the server upon joining a route in an adaptive route network. Storage
device(s) 376 further stores a next hop address (downstream) 384 that is used during
execution of bi-directional communication module 376 to generate and/or transmit
downstream messages.

[0203] Data/message buffer 388 may further include a message buffer that stores one or
more upstream messages in the event that cluster host computing device 370 is not able to
immediately transmit upstream messages intended for an end device belonging to its
cluster or intended for another cluster host computing device upstream from the current
cluster host computing device. Cluster host computing device 370 determines whether an
upstream message 1s intended for an associated end device by checking the Node Count
byte in the network message. If the Node Count byte is equal to zero, that means the
current cluster host computing device 370 is the last hop in the route before the end
device. Cluster host computing device 370 then checks the payload of the upstream
message for the factory address of the end device. As discussed herein, to save battery
life in the end devices, a cluster host computing device cannot transmit an unsolicited
message to an end computing device until that end device first transmits a message to the
cluster host. This is because, in some examples in order to save battery power, an end
computing device’s wireless receiver is only briefly enabled while waiting to receive a
reply to a previously transmitted message. Therefore, the cluster host must hold the
unsolicited upstream message in the message buffer 388 until it receives a message from
the intended recipient in order to help ensure that the end computing device can receive
the message. The cluster host responds with an ACK having a status bit set indicating

that there is a pending message waiting for delivery. Upon receiving the ACK, the end
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computing device may respond by transmitting a Deliver Pending Message Message
(DPMM), and cluster host may then transmit the pending message to the end computing
device 1E000905.

[0204] Cluster host computing device 370 generates and transmits downstream messages
(that is, messages initiated by an end computing device for transmission along a route to
an associated gateway) by execution of bi-directional communication module 382. For
example, upon receipt of an event message from an end computing device via wireless
communication unit 374, processor(s) 372 may execute bi-directional communication
module to generate and transmit the received messages to the next hop along the
associated route. In accordance with the bi-directional communication protocols
described herein, processor(s) 372 will append its own network address 392 to the
appended address portion of the received message and transmit the new message to the
next hop address 382 as stored in its memory 276. Processor(s) 372 will also increment
the node count portion of the message by one (1) to indicate the number of hops from
cluster host computing device 370 to the next downstream cluster host (or gateway if
there are no intervening cluster hosts). This process repeated by each cluster host
computing device along the route until the message is received by the gateway computing
device associated with the route.

[0205] FIG. 34 is a block diagram of an example gateway computing device 350 in
accordance with the adaptive route network and protocol of the present disclosure. FIG.
34 illustrates only one example of gateway computing device 350, and many other
examples of gateway computing device 350 may be used in other instances. Gateway
computing device 350 may include a subset of the components included in FIG. 34 or
may include additional components not shown in FIG. 34.

[0206] Gateway computing device 350 includes one or more processor(s) 352, one or
more wireless communication unit(s) 356, one or more wired/serial communication
unit(s) 355, and one or more storage device(s) 358. Storage device(s) 358 includes an
adaptive route protocol module 360, a bi-directional communication module 362, a
factory address 366, a network address 367, and data storage/message buffer 368. In
some examples, the downstream portion of the message buffer 368 may be quite large,
such as 1M bytes, for example. Since the gateway computing device communicates with
the server computing device(s) over a serial connection, much larger messages may be
from the gateway to the server than those that are transmitted on the adaptive route

network.
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[0207] Gateway computing device 350 is configured for wireless communication with
one or more devices in an adaptive route network 340. Gateway computing device 350 is
further configured to wirelessly communicate with one or more server computing
device(s) 300 and/or one or more local/remote computing device(s) 332 via other
network(s) 330. Gateway computing device 350 is configured for wired and/or wireless
communication with any of one or more server computing device(s) 300 and/or one or
more local/remote computing device(s) 332 via network(s) 330. Network(s) 330 may
include, for example, one or more of a dial-up connection, a local area network (LAN), a
wide area network (WAN), the internet, a wireless or Wi-Fi network, a cell phone
network, satellite communication, or other means of electronic communication. The
communication within network(s) 330 may be wired or wireless. Remote/local
computing device(s) 332 may include, for example, one or more of a server computing
device, a desktop computing device, a laptop computing device, a tablet computing
device, a mobile computing device (such as a smart phone) a personal digital assistant, a
pager, or any other type of computing device.

[0208] Wireless communication units 356 of gateway computing device 350 may
wirelessly communicate with cluster host computing devices that form a part of an
associated route in adaptive route network 340. Wireless communication units 356 of
gateway computing device 350 may also wirelessly communicate one or more of server
computing device 300 and/or remote/local computing device(s) 332 via networks 330.
Examples of wireless communication unit(s) 356 include any device or technology
capable of sending and receiving wired or wireless communications. Such wireless
devices may include optical transceivers, radio frequency (RF) transceivers, infrared (IR)
transceivers, and devices for satellite communication, or cellular communication. One or
more wired/serial communication unit(s)355 of gateway computing device 350 may
communicate with server computing device(s) 300and/or local/remote computing
device(s) 332 using, for example RS-485, Ethernet, or other communication interfaces or
connections to the network 330.

[0209] Server computing device(s) 300 are configured to maintain route information
defining routes to/from the gateways to the end computing devices in any associated
adaptive route network(s), generate and transmit updates to settings or firmware to the
gateways, cluster hosts, and/or end computing devices in the adaptive route networks,

analyze the event data received from sensors in the adaptive route network(s), generate
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reports concerning the event data received from the sensors in the adaptive route
network(s), etc.

[0210] One or more processors 352 may implement functionality and/or execute
instructions associated with gateway computing device 350. Examples of processors 352
include application processors, microcontrollers, and any other hardware configured to
function as a processor, a processing unit, controller, or a processing device.

[0211] For example, processors 352 may execute adaptive route protocol module 360 to
execute the gateway side of a cluster host discovery process such as that shown and
described herein with respect to FIGS. 4A and 4B, or execute the gateway side of a join
route discovery process such as that shown and described herein with respect to FIGS.
16A and 16B. Processors 352 may further execute bi-directional communication protocol
module 362 to receive downstream messages (from an end device to a gateway) and/or to
send upstream messages (from a gateway to an end device or other device in the adaptive
route network).

[0212] In some examples, storage device(s) 358 may include a temporary memory,
meaning that a primary purpose of such as portion of storage device(s) 358 is not long-
term storage. Storage device(s) 358 may be configured for short-term storage of
information as volatile memory and therefore not retain stored contents if powered off.
Examples of volatile memories include random access memories (RAM), dynamic
random-access memories (DRAM), static random-access memories (SRAM), and other
forms of volatile memories known in the art.

[0213] Storage device(s) 358, in some examples, may also include one or more computer-
readable storage media. Storage device(s) 358 in some examples include one or more
non-transitory computer-readable storage mediums. Storage device(s) 358 may be
configured to store larger amounts of information than typically stored by volatile
memory. Storage device(s) 358 may further be configured for long-term storage of
information as non-volatile memory space and retain information after power on/off
cycles. Examples of non-volatile memories include magnetic hard discs, optical discs,
floppy discs, flash memories, or forms of electrically programmable memories (EPROM)
or electrically erasable and programmable (EEPROM) memories. Storage device(s) 358
may store program instructions and/or information (e.g., data) associated with modules
360 and 362. Storage device(s) 358 may include a memory configured to store data or

other information associated with modules 360 and 362, such as data 374.
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[0214] Storage device(s) 358 further include storage for the gateway network address
itself 367 and a factory address 366 assigned to gateway computing device 350 at the
time of manufacture.

[0215] Gateway computing device 350 receives downstream messages from the adaptive
route network (that is, messages originating from an end computing device or a cluster
host computing device) and transmits them to server 300 by execution of bi-directional
communication module 362. For example, upon receipt of an event message from a
cluster hub computing device 370 via wireless communication unit 356, processor(s) 352
may execute bi-directional communication module 362 to transmit the received event
messages to the server 300 via network(s) 330. As another example, if server 300 or
gateway 350 needs to send an unsolicited upstream message to one or more devices on
adaptive route network 340 (such as updates to settings or firmware), processor(s) 352
may execute bi-directional communication module 362 to transmit the unsolicited
upstream message(s) to the appropriate destination device (e.g., cluster host or end
computing device).

[0216] FIG. 35 is a block diagram of an example server computing device 300 in
accordance with the adaptive route network and protocol of the present disclosure. FIG.
35 illustrates only one example of server computing device 300, and many other
examples of server computing device 300 may be used in other instances. Server
computing device 350 may include a subset of the components included in FIG. 35 or
may include additional components not shown in FIG. 35.

[0217] Server computing device 300 includes one or more processor(s) 302, one or more
communication unit(s) 306, one or more user interface(s) 304, and one or more storage
device(s) 308. Storage device(s) 308 includes an adaptive route protocol module 310, a
bi-directional communication module 312, route tables 314, factory/network address table
326, enterprise data 316, event messages 318, data 320, event analysis module 322 and
reporting module/dashboard 324.

[0218] Server computing device 300 is configured to communicate with one or more
gateway computing devices in an adaptive route network 340. Server computing device
300 is further configured to communicate with one or more other remote or local
computing device(s) 300 via network(s) 330. Network(s) 330 may include, for example,
one or more of a dial-up connection, a local area network (LAN), a wide area network
(WAN), the internet, a wireless or Wi-Fi network, a cell phone network, satellite

communication, or other means of electronic communication. The communication within
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network(s) 330 may be wired or wireless. To that end, communication unit(s) 306 may
include one or more wired and/or wireless communication unit(s). Remote/local
computing device(s) 332 may include, for example, one or more of a server computing
device, a desktop computing device, a laptop computing device, a tablet computing
device, a mobile computing device (such as a smart phone) a personal digital assistant, a
pager, or any other type of computing device.

[0219] Server computing device(s) 300 is configured to maintain route information (e.g.,
route tables 314) defining routes to/from the gateways to each of the end computing
devices in one or more associated adaptive route network(s) 340. Server computing
device(s) 300 also maintain factory/network address table 326 that stores the factory
address and the associated assigned network address for each cluster host and end
computing device in an adaptive route network. Server computing device(s) 300 may
also generate and transmit upstream messages including updates to settings or firmware to
the gateways, cluster hosts, and/or end computing devices in the adaptive route networks
340.

[0220] Server computing device(s) 300 may further, upon execution of the event analysis
module 322 by processor(s) 302, analyze event data received from end computing devices
in the adaptive route network(s) 340, and generate reports concerning the event data
received from the sensors in the adaptive route network(s), etc.

[0221] One or more processors 302 may implement functionality and/or execute
instructions associated with server computing device 300. Examples of processors 302
include application processors, microcontrollers, and any other hardware configured to
function as a processor, a processing unit, controller, or a processing device.

[0222] For example, processors 302 may execute adaptive route protocol module 310 to
execute the server side of a cluster host discovery process or a join route discovery
process, and to store the relevant factory and network addresses of any end device joining
a cluster or cluster hub joining a route in route tables 314. Processors 302 may further
execute bi-directional communication protocol module 362 to receive downstream event
messages (e.g., messages originating at an end device and transmitted to a gateway and
then to the server) and/or to generate and transmit upstream reply messages or unsolicited
upstream network maintenance messages from the server to an end device.

[0223] In some examples, storage device(s) 308 may include a temporary memory,
meaning that a primary purpose of such as portion of storage device(s) 308 is not long-

term storage. Storage device(s) 308 may be configured for short-term storage of
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information as volatile memory and therefore not retain stored contents if powered off.
Examples of volatile memories include random access memories (RAM), dynamic
random-access memories (DRAM), static random-access memories (SRAM), and other
forms of volatile memories known in the art.

[0224] Storage device(s) 308, in some examples, may also include one or more computer-
readable storage media. Storage device(s) 308 in some examples include one or more
non-transitory computer-readable storage mediums. Storage device(s) 308 may be
configured to store larger amounts of information than typically stored by volatile
memory. Storage device(s) 308 may further be configured for long-term storage of
information as non-volatile memory space and retain information after power on/off
cycles. Examples of non-volatile memories include magnetic hard discs, optical discs,
floppy discs, flash memories, or forms of electrically programmable memories (EPROM)
or electrically erasable and programmable (EEPROM) memories. Storage device(s) 308
may store program instructions and/or information (e.g., data) associated with modules
310, 312, 322, and/or 324. Storage device(s) 308 may include a memory configured to
store data or other information associated with modules 310, 312, 322, and/or 324, such
as data 320.

[0225] Enterprise data 316 may include data that uniquely identifies or is associated with
the respective facility or enterprise with which the adaptive route network(s) 340 are
associated. As such, enterprise data 316 may include, for example, enterprise
identification information, employee information, management information, accounting
information, business information, pricing information, information concerning those
persons or entities authorized to access the reports generated by server computing
device(s) 300, location information, and any other enterprise-specific information. In
addition, enterprise data 316 may further include data corresponding to more than one
unique enterprise, in the event that server computing device(s) 300 provides data analysis
and reporting services to one or more enterprises implementing the adaptive route
network(s) 340.

[0226] Event analysis module 322 includes instructions that, when executed by
processor(s) 302, cause processor(s) 302 to analyze event data received from end
computing device(s). For example, if the adaptive route network 340 is used in a hand
hygiene compliance system, event analysis module 322 may cause processor(s) to
monitor and analyze hand hygiene compliance at a hospital or other healthcare facility. In

such an example, reporting module 324 may include instructions that, when executed by
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processor(s) 302, cause processors to generate one or more reports concerning hand
hygiene compliance at a hospital or other healthcare facility. Reporting
module/dashboard 324 may further generate and cause to be presented on any one or
more of local/remote computing device(s) 332 a user interface or dashboard that allows a
user to enter commands, generate and view reports, perform event analysis, and otherwise
interact with the data obtained from or transmitted to the computing devices on the
adaptive route network, the enterprise data, information or data entered by a user, and/or
any other data or information associated with the adaptive route network or the
environment in which it is implemented.

[0227] For example, server computer 300 may analyze the hand hygiene event data to
monitor hand hygiene compliance by individual healthcare worker, type of healthcare
worker (e.g., nurses, doctors, environmental services (EVS), etc.), individual departments,
type of department, individual hospital, type of hospital, across multiple hospitals, over
one or more specified timeframes, or by various other selected parameters. Server
computer 300 may generate a variety of reports and transmit those report(s) to one or
more remote or local computing device(s) 332 to provide users local to each hospital or
remote users with both qualitative and quantitative data regarding hand hygiene
compliance at their hospital, to compare data over time to determine whether
improvement has occurred, and/or to benchmark hand hygiene compliance at multiple
hospitals or other healthcare facilities. Relevant reports may be generated for any
application or environment in which the adaptive route network is implemented, and it
shall be understood that the disclosure is not limited in this respect.

[0228] FIG. 36 is a flowchart illustrating an example process (500) by which a cluster
host computing device may receive and transmit a downstream message in accordance
with the present disclosure. Reference may also be made to the example downstream
network messages at each hop along a route illustrated in FIG. 27.

[0229] A cluster host computing device will be a first node in a route to the gateway if
the downstream message is received from an end computing device (504). If the message
is received from an end device (504), cluster host computing device generates a new
network message, and in doing so sets the Source Address field in the network message to
its own network address; sets the Destination address field in the network message to its
next hop address (see, e.g., Next Hop Address 384 in FIG. 33); sets the Node Count field
in the network message to zero (as this is the first node in the route from the end device to

the gateway); and does not append any addresses to the Appended Address list field of
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the network message (508). See, e.g., Hop 1, FIG. 27. The cluster host then transmits the
network message to the next hop address indicated in the Destination field of the network
message.

[0230] If the message is received from another cluster host computing device (514),
cluster host computing device sets the Source address field in the network message to its
own network address (SELF ADDR); sets the Destination Address field in the network
message to its next hop address (see, e.g., Next Hop Address 384 in FIG. 33); increments
the Node Count field in the network message by one (1); and appends the received Source
Address (ADDRN) in the received network message to the Appended Address field of the
network message(518) (see, e.g., Hop 2, FIG. 27). In this way, the Appended Address
field of the network message will include a list of all node addresses that the downstream
message has taken along the route to the current node.

[0231] The cluster host then transmits the network message to the address indicated in the
Destination field of the newly generated network message. Each successive cluster host
along the route executes the same process (502, 514-522) (see, e.g., Hop 3 and Hop 4,
FIG. 27) until the Destination field address is a gateway address (see, e.g., Hop 4, FIG.
27). In this way, the Appended Address field of the network message will include a list
of all node addresses that the downstream message has taken along the route to the
gateway.

[0232] FIG. 37 is a flowchart illustrating an example process (530) by which a gateway
computing device may receive and transmit a downstream adaptive route (AR) network
message to a server in accordance with the present disclosure. Gateway computing
device receives the AR network message from an associated cluster host (532). The
gateway computing device extracts the AR network message and creates a TCP/IP
network packet including the AR network message as its payload (534) and transmits the
network packet to the server (536). In some examples, the gateway computing device
may buffer multiple AR network messages to transfer in a single network packet to the
server.

[0233] FIG. 38 is a flowchart illustrating an example process (550) by which a server
computing device may receive a downstream message from a gateway computing device
in accordance with the present disclosure. Server computing device receives the network
packet (552), extracts the AR network message from the network packet, and records the
gateway network address, appended route addresses in the Appended Address field of the

AR network message, and the end device factory address in a route table (554). In this
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way, the route table at the server is updated each time a downstream message (including
event messages, join cluster messages, and join route messages) is received by the server.
If the AR network message is an event message, the server also stores the event data
(556).

[0234] FIG. 39 is a flowchart illustrating an example process (600) by which a server
computing device may generate and transmit an unsolicited upstream message in
accordance with the present disclosure. Reference may also be made to the example
upstream network messages at each hop along a route illustrated in FIG. 30.

[0235] In the event that the server needs to send updates to settings or firmware, or other
unsolicited message to any of the computing devices (including gateways, cluster hosts,
and end devices) in an adaptive route network, the server generates the adaptive route
network message (602), such as that shown as Hop 1 in FIG. 30, creates a TCP/IP
network packet including the AR network message as its payload, and transmits the
network packet to the appropriate gateway address. The server lists the gateway network
address in the Source field of the network message, as the gateway will be the first device
along the route to the intended recipient device. In this sense, the server essentially
generates the network message to be delivered by the gateway to the first cluster host
along the route to the intended recipient. Thus, the server sets the Source address to the
appropriate gateway address corresponding to the destination computing device in the
route table; sets the destination address to the first route node (cluster host) along the
route to the destination computing device as specified in the route table (in this example,
the first route node is the route node corresponding to the node count in the route table),
decrements the node count as specified in the route table by one (because the server is
generating the network message for the gateway, the node count at the gateway is one less
than the total node count); and sets the Appended Address field in the network message
using the appended addresses specified in the route table, except for the cluster host in the
route (as that is already specified in the Destination Address (604). The server then
transmits the network packet to the appropriate gateway computing device (606).

[0236] FIG. 40 is a flowchart illustrating an example process (610) by which a gateway
computing device may receive and transmit an unsolicited upstream message in
accordance with the present disclosure. Gateway computing device receives the network
packet containing the unsolicited network message from the server (612). The gateway
extracts the network message from the network packet. As the network message has

already been constructed by the server for transmission by the gateway, the gateway
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simply transmits the network message to the Destination Address specified in the
message (614). (See, e.g., Hop 1 in FIG. 30).

[0237] FIG. 41 is a flowchart illustrating an example process (620) by which a cluster
host computing device may receive and transmit an unsolicited upstream message in
accordance with the present disclosure. The cluster host computing device receives the
network message (622). The network message may be received from a gateway or from
another cluster host computing device along a route to the destination computing device.
If the node count specified in the Node Count field of the network message equals zero
(0) (624) (see, e.g., Hop 4 of FIG. 30) this means that the current cluster host is the last
cluster host on the route to the destination computing device; that is, the destination
device is an end computing device that is a member of the cluster belonging to the current
cluster host. Alternatively, the current cluster host is the intended recipient. The cluster
host computing device therefore transmits the network message to the destination end
device indicated by the factory address in the payload field of the network message (626).
Alternatively, if the factory address in the payload field of the network message is the
cluster host’s own factory address, the cluster host computing device receives the data in
the network message and acts accordingly (626).

[0238] If the node count does not equal zero (624) the current cluster host computing
device generates a new network message for transmission to the next node along the route
(628), and in doing so, sets the Source Address to its own network address (SELF
ADDR);sets the Destination address to the Appended Address Node byte corresponding
to the current Node Count specified in the received network message
(ADDR~+1);deletes/removes the Appended Address Node byte corresponding to the
current Node Count from the Appended Address list of the received network message;
and decrements the Node Count in the Node Count field; (see, e.g., Hops, 2, 3, and 4 in
FIG. 30). The cluster host then transmits the network message to the Destination Address
specified in the network message (646).

[0239] The adaptive route wireless network topology and bi-directional communication
protocol in accordance with the present disclosure provides a network having the ability
to support multiple gateways, dynamically discover the best route between an end device
and a gateway and to dynamically adapt to changing environments, dynamically discover
a new route between an end device and a gateway if a link is broken, and/or support bi-
directional communication between and end device and a gateway. The adaptive route

wireless network therefore provides a flexible system that is designed to be easier for
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users and service technicians to use and maintain. The adaptive route wireless network is
a stand-alone network that does not consume network traffic on an enterprise’s wired or
wireless network(s). The ability to support multiple gateways increases the number of
end devices that can be supported as compared to networks that only permit one gateway
per building, and thus the size of the customer, and the number of end devices, is
therefore not limited in that respect. The bi-directional communication protocol allows
information to be transmitted from the end devices to a local or remote computing devices
and/or a server/data repository (on or off-site) for analysis, and also allows information to
be easily transmitted from the server, or from other local or remote computing devices, to
the end computing devices with a very small amount of overhead, so that unsolicited
updates to settings or firmware may be easily and efficiently transmitted from the server
computing device throughout the network.

[0240] The bi-directional communication protocol of the present disclosure enables
simplified, low-overhead bi-directional network communication without requiring each
device or node in the network to maintain large route tables in their own local memory
that store routes from itself to every other device in the network, thus simplifying their
design and lowering cost. The bi-directional communication protocol of the present
disclosure also eliminates the network traffic required to keep such route tables up to
date, as route addresses are sent within messages themselves using a relatively small
number of bytes, rather than requiring separate route maintenance messages to be
continually sent throughout the network.

[0241] FIG. 42 is a block diagram of an example hand hygiene compliance monitoring
system 650 which uses an adaptive route network and bi-directional communication
protocol in accordance with the present disclosure. A plurality of healthcare facilities,
such as hospitals 652A-652N, each include a plurality of manual and/or touch free hand
hygiene product dispensers for the dispensation of hand hygiene product(s). The hand
hygiene product(s) may include antimicrobial soaps, hand sanitizers, general use soaps,
surgical scrubs, lotions, body washes, etc. The hand hygiene products may take the form
of any of liquids, gels, foams, lotions, pastes, powders, pellets, or any other form in which
a hand hygiene product may be dispensed.

[0242] In this example, in order to monitor hand hygiene compliance of a plurality of
healthcare workers associate with the healthcare facility, each healthcare worker is
uniquely assigned to one of a plurality of compliance badges 654A-654N. For simplicity

of illustration, these are shown with respect to hospital 652A. It shall be understood,
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however, that compliance badges need not necessarily be used with implementation of an
adaptive route network, but rather that compliance badges may be used in conjunction
with an adaptive route network where monitoring of individuals is desired, such as the
example shown in FIG. 42.

[0243] Each of the plurality of manual dispensers is associated with a different one of a
plurality of manual dispenser end computing devices 656A-656N configured to detect a
dispense event each time the respective manual dispenser is actuated. Similarly, each of
the plurality of touch free dispensers is associated with a different one of a plurality of
touch free dispenser end computing devices 658 A-658N and is configured to detect a
dispense event each time the respective touch free dispenser is actuated. In addition, each
of a plurality of bed zone end computing device(s) 660A-660N is configured to generate a
zone around an area to be monitored, such as a patient bed zone, and to detect entry
events into the zone when it detects a compliance badge entering the patient bed zone,
and to detect exit events out of the zone when it detects a compliance badge leaving the
patient bed zone. Each of end computing devices 656A-656N, 658A-658N, and 660A-
660N may be implemented as the end computing device 400 as shown in FIG. 32.

[0244] It shall be understood that other end computing devices associated with other
devices, apparatus, and/or areas to be monitored may also be included, and that the
disclosure is not limited in this respect. For example, end computing devices may also be
associated with an area to be monitored, such as to detect presence of a compliance badge
or healthcare worker in a patient room, treatment area, bathroom, or other area to be
monitored). End computing devices may also be associated with any of sinks, toilets, or
other device, apparatus, or area to be monitored for monitoring of hand hygiene
compliance.

[0245] Each compliance badge 654A-654N is configured for short-range wireless
communication with any of end computing device(s) 656A-656N, 658 A-658N, and
660A-660N. Upon detection of a dispense event, for example, a manual dispenser end
computing device 656A-656N may generate and transmit a short-range wireless
interrogation signal, which induces any compliance badge 654A-654N within range of the
transmission to transmit badge data, such as badge id, healthcare worker id, etc., upon
receipt of the interrogation signal. The short-range wireless communication may include,
for example short-range radio (RF) (e.g., Bluetooth, ZigBee, or ultra-wide band (UWB))
communication, infrared (IR) communication, or near field (NFC) communication

techniques.
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[0246] The end computing device(s) 656A-656N, 658 A-658N, and 660A-660N are
further configured to form part of an adaptive route wireless network 670 and
communicate using the bi-directional communication protocol in accordance with the
present disclosure. Upon receipt of the badge data from a compliance badge, end
computing device 656A-656N associates the badge data with the dispense event, and
transmits the badge data along with the other dispense event data, in an adaptive route
network message as described herein.

[0247] To that end, end computing device(s) 656A-656N, 658 A-658N, and 660A-660N
are configured for wireless transmission of dispense event data and/or entry/event data via
the adaptive route network 670. Each of end computing devices 656 A-656N, 658A-
658N, and 660A-660N is therefore configured to join a cluster with, and to transmit to
and receive data from, one of cluster host computing devices 662A-662N. Each of cluster
host computing devices 662A-662N is further in turn configured to join a route to a
gateway 664A-664N with one or more of the other cluster host computing device 662A-
662N as described herein (or none if there is only one cluster host along the route).
Cluster host computing devices 662A-662N may be implemented as, for example, cluster
host computing device 370 as shown in FIG. 33. Gateway computing devices 664A-
664N may be implemented as, for example, gateway computing device 350 as shown in
FIG. 34.

[0248] The dispense event data may include, among other things, a time and date stamp
for the dispense event, a healthcare worker id or badge number received from a
compliance badge associated with the dispense event, and a dispenser id. The dispense
event data may also include status information corresponding to the dispense event,
including a battery level for the dispenser or for the associated end computing device, a
bottle presence indicator, a dispense event count, a number of dispenses remaining, a
product empty indicator, or any other information relevant to the dispense event or to the
status of the dispenser.

[0249] The zone entry/exit event data may include, among other things, a time and date
stamp for the entry/exit event, a healthcare worker id or badge number received from a
compliance badge associated with the entry/exit event, and a bed zone beacon id. The
entry/exit event data may also include status information corresponding to the entry/exit
event, including a battery level for the bed zone beacon or for the associated end

computing device, an entry event count, an exit event count, or any other information

56



WO 2020/132525 PCT/US2019/067983

relevant to the entry/exit event or to the status of the bed zone beacon or end computing
device.

[0250] To monitor hand hygiene compliance, dispense event data from the plurality of
dispenser end computing devices 656A-656N, 658 A-658N, and/or entry/exit event data
from the plurality of bed zone end computing device(s) 660A-660N, is wirelessly
transmitted along a route through the adaptive route network in accordance with the bi-
directional communication protocol of the present disclosure to one or more server
computing device(s) 682 for data analysis and reporting. Server computing device may
include, for example, server computing device 300 as shown in FIG. 35. Adaptive route
network 670 may communicate with server computing device(s) 682 via one or more
networks 680. Network(s) 680 may include, for example, one or more of a dial-up
connection, a local area network (LAN), a wide area network (WAN), the internet, a
wireless or Wi-Fi network, a cell phone network, satellite communication, or other means
of electronic communication. The communication within network(s) 680 may be wired
or wireless. In addition, the local computing device(s) 668, server computing device(s)
682, and remote user computing device(s) 684 may communicate via network(s) 680.
Remote/local computing device(s) 684 may include, for example, one or more of a server
computing device, a desktop computing device, a laptop computing device, a tablet
computing device, a mobile computing device (such as a smart phone) a personal digital
assistant, a pager, or any other type of computing device.

[0251] Server computing device 682 includes an analysis application that, when executed
by processors of server computing device 682, analyzes the hand hygiene data (e.g.,
dispense event data and entry/exit event data) in accordance with one or more compliance
rules so as to monitor hand hygiene compliance of healthcare workers within the
healthcare facility. Server computing device 682 further includes a reporting application
that, when executed by processors of server computing device 682, generates reports
regarding hand hygiene compliance. For example, server computing devices 682 may
analyze the hand hygiene data to monitor hand hygiene compliance by individual
healthcare worker, type of healthcare worker (e.g., nurses, doctors, environmental
services (EVS), housekeeping personnel, maintenance personnel, etc.), department, type
of department, individual hospital, type of hospital, across multiple hospitals, or by
various other selected parameters. Server computing devices 682 may generate and
transmit a variety of reports automatically or on demand to one or more local computing

device(s) 668, one or more remote user computing device(s) 684, with both qualitative
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and quantitative data regarding hand hygiene compliance at their hospital, to compare
data over time to determine whether improvement has occurred, and/or to benchmark
hand hygiene compliance at one hospitals, at multiple hospitals, or to view and compare
hand hygiene compliance over time. Analysis and/or reporting applications may also be
stored locally on hospital computing devices 668 so that analysis and reporting of hand
hygiene data may be done locally if desired.

[0252] In some example adaptive route networks in accordance with the present
disclosure, the system may include a plurality of badges for monitoring user’s behavior
and/or interaction with other devices in the network. In a hand hygiene compliance
network, for example, each of a plurality of compliance badges may be uniquely assigned
to one of a plurality of users whose hand hygiene practices are to be monitored. The hand
hygiene compliance system may further include dispenser module end computing
devices, each of which detects dispense events at a hand hygiene product dispenser and
communicates with the compliance badges to associate each dispense event with a
particular user. The system may further include zone module end computing devices,
each of which generates a “zone” around an area to be monitored, and detects entry
and/or exit events of compliance badges to/from the zone, such as a zone around a patient
bed or other area to be monitored.

[0253] To analyze compliance with hand hygiene procedures, the adaptive route network
may include one or more sets of compliance rules that define compliant and non-
compliant hand hygiene practices. Each set of compliance rules corresponds to a
different type of user. In a hand hygiene network for use in a healthcare facility, for
example, the user types may include physicians, nurses, physical therapists,
environmental service staff, administrative personnel, etc. The compliance rules
corresponding to each user type may include zone entry/exit event and dispense event
timings designed with the anticipated workflow of the user type taken into account. Each
set of compliance rules may include one or more configurable items that may be
programmed or adjusted to accommodate the workflow of a corresponding user type. For
example, the configurable items may include one or more audible indicator settings, one
or more visible indicator settings, one or more timers or grace periods including times
between patient zone entry/exit events, times between patient zone entry/exit events and
dispense events, times after leaving a patient zone, and any other configurable item that

may be used to evaluate compliance with hand hygiene procedures.
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[0254] Upon sensing of a zone entry/exit event and/or dispense event, the sensing end
device obtains badge identification information from the compliance badge associated
with the zone entry/exit event and/or dispense event. The dispense event data and/or the
zone entry/exit event data (including a time/date stamp associated with the event, the
badge id, device id, etc.) is transmitted from the end device(s) to the server via the
adaptive route network, which analyzes the data in accordance with the compliance rules.
In this way, individual compliance/non-compliance with hand hygiene procedures may be
monitored and analyzed. Each compliance badge may also be programmed to analyze
dispense event and/or zone entry/exit data in accordance with the compliance rules to
determine compliance/non-compliance with the hand hygiene procedures.

[0255] In some circumstances, it may be desirable to update, customize, or otherwise
change the one or more sets of compliance rules or other badge settings in an adaptive
route network. To that end, the adaptive route network includes configurable compliance
badges having one or more sets of compliance rules that may be configured based on user
type and/or the needs of the site.

[0256] The server computing device maintains a current set of compliance rules. Each
time the set of compliance rules is updated or changed, the server increments a
“configuration 1d” number corresponding to the current set of compliance rules. In order
to distribute the updated set of compliance rules throughout the adaptive route network,
the server transmits the current set of compliance rules and associated configuration id to
the gateway computing device(s), which is local to the site.

[0257] To distribute the current set of compliance rules from a gateway computing device
to all the hub/cluster host computing devices in an adaptive route network, the heartbeat
messages transmitted by the route nodes (e.g., hub/cluster host computing device) in an
adaptive route network are used to monitor the sets of compliance rules stored by each
device. As mentioned above, in some examples, to verify that a route node is active (that
is, that a route node is a hub with current network membership), each active route node
(e.g., hub/cluster host computing device) transmits heartbeat messages at periodic (e.g.,
one (1) hour) intervals. Each heartbeat message includes the hub computing device’s
configuration id number. Each time the gateway receives a heartbeat message from a
route node, the gateway compares the hub computing device’s configuration id number
with the current configuration id number. If the hub computing device’s configuration id
number is less than the current configuration id number, the gateway transmits a badge

configuration message (BCM) to the hub computing device, and also transmits the current
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set of compliance rules and the current configuration id number to the device. In
response to receipt of the BCM, the hub computing device updates the set of compliance
rules and the configuration id number stored on the hub computing device. In this way, a
current set of compliance rules may be distributed to all of the hubs in an adaptive route
network using a relatively small amount of network traffic. As the heartbeat message is
sent only once per hour, and the configuration id number takes up only a small number of
bytes in the heartbeat message, the status of each device’s set of compliance rules may be
determined using a relatively small amount of network traffic, and the full set of
compliance rules need only be sent if it is determined that a particular device’s
configuration id is less than the configuration id corresponding to the current set of
compliance rules. In addition, the hubs may be updated relatively quickly as their
configurations are checked with every heartbeat message.

[0258] Similarly, a dispense event message and/or heartbeat message transmitted by each
end computing device (such as a dispenser) also includes the configuration id stored by
the end computing device’s stored configuration id. An end computing device generates
a heartbeat message if no events have occurred within the heartbeat timeout period (e.g.,

1 hour). If an event occurs before the heartbeat timeout has expired, the end computing
device will reset the heartbeat timeout to 1 hour. Each time a hub/cluster host computing
device receives a heartbeat message or dispense event message from an end computing
device, the hub computing device compares its configuration id number with the
configuration id number received from the end computing device. If the end computing
device’s configuration id number is less than the hub’s configuration id number, the hub
transmits a badge configuration message (BCM) to the end computing device, and also
transmits the set of compliance rules and the configuration id number stored by the hub to
the end computing device. In response to receipt of the BCM, the end computing device
updates the set of compliance rules and the configuration id number stored on the end
computing device. In this way, similar to updating the hubs in an adaptive route network,
an updated set of compliance rules may be distributed to all of the end computing devices
in an adaptive route network using a relatively small amount of network traffic. Because
the configuration id number takes up only a small number of bytes in an event message or
a heartbeat message, the status of each end computing device’s set of compliance rules
may be determined using a relatively small amount of network traffic, and the full set of
compliance rules need only be sent if it is determined that a particular end device’s

configuration id is less than the configuration id stored by the hub/cluster host computing
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device. An end computing device will be checked at least as often as a heartbeat message
is sent, and sometimes more frequently if a dispense event occurs.

[0259] To update the compliance badges in the network with the current set of
compliance rules, each time an end computing device detects a dispense event or zone
entry/exit event, the device establishes communication with the compliance badge
associated with the event, and the compliance badge transmits a dispense event message,
including its configuration id number and badge identification number to the end
computing device. For example, if a dispenser detects a dispense event, the dispenser
establishes communication with the compliance badge associated with the dispense event,
and the compliance badge transmits dispense event message, including its badge id
number and its configuration id number to the dispenser. The dispenser compares the
configuration id number received from the compliance badge with the configuration id
number stored by the dispenser. If the badge configuration id number is less than the
configuration id number stored by the dispenser, the dispenser transmits a badge
configuration message (BCM) back to the compliance badge associated with the dispense
event. In response to receipt of the BCM, the badge updates the set of compliance rules
and the configuration id number stored on the badge. In this way, the set of compliance
rules stored by each compliance badge in the network is checked against the current set of
compliance rules each time a dispense event associated with the badge is detected, and
the set of compliance rules stored by the compliance badge is updated if necessary.
[0260] As with updating the hubs and the end computing devices, an updated set of
compliance rules may be distributed to all of the compliance badges in an adaptive route
network using a relatively small amount of network traffic. Because the configuration id
number takes up only a small number of bytes in an event message, the status of each
compliance badge’s set of compliance rules may be determined using a relatively small
amount of network traffic, and the full set of compliance rules need only be sent if it is
determined that a particular compliance badge’s configuration id is less than the
configuration id stored by the end computing device.

[0261] The time required for updating a compliance badge is determined by how often
the compliance badge is used to complete a dispense event.

[0262] FIG. 43 is a block diagram of an example compliance badge 700 in accordance
with the adaptive route network and protocol of the present disclosure. FIG. 43 illustrates
one example of a compliance badge 700, and many other examples of compliance badge

700 may be used in other instances. Compliance badge 700 may include a subset of the
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components included in FIG. 43 or may include additional components not shown in FIG.
43,

[0263] Compliance badge 700 includes one or more processor(s) 704, a wireless
communication unit 706, one or more indicator(s) 710, one or more batteries 724, and one
or more storage device(s) 708. Storage device(s) 708 includes a compliance module 712,
compliance rules 714, a configuration id 716, a badge id 718, a user type 720, and a data
storage/message buffer 722.

[0264] One or more wireless communication units 706 permit short-range wireless
communication with end computing devices, such as end computing device(s) 702 in an
adaptive route network. The end computing device(s) 702 may include, for example, any
of dispenser end devices and/or bed beacon end devices in a hand hygiene compliance
network, or any other type of end computing device. Upon detection of a dispense event,
for example, a dispenser end computing device 702 may generate and transmit a short-
range wireless interrogation signal, which induces any compliance badge 700 within
range of the transmission to transmit badge data, such as badge id, healthcare worker id,
configuration id number, etc., in response to receipt of the interrogation signal. The
short-range wireless communication may include, for example short-range radio (RF)
(e.g., Bluetooth, ZigBee, or ultra-wide band (UWB)) communication, infrared (IR)
communication, or near field (NFC) communication techniques.

[0265] One or more processors 704 may implement functionality and/or execute
instructions associated with compliance badge700. Examples of processors 704 include
application processors, microcontrollers, and any other hardware configured to function
as a processor, a processing unit, controller, or a processing device. Processors 704 may
execute compliance module 712 to communicate with one or more end computing
device(s), detect dispense and/or exit/entry events, and/or perform any corresponding
analysis or communication regarding such detected events. For example, processors 704
may retrieve and execute instructions stored by storage components 708 that cause
processors 704 to perform or execute the operations stored in compliance module 712.
The instructions, when executed by processors 704, may cause compliance badge 700 to
generate and/or store information within storage components 708, such as data
storage/message buffer 722.

[0266] In some examples, compliance rules 714 includes one or more sets of compliance
rules, each corresponding to a different defined user type. In a healthcare facility, for

example, the user types may include a physician user type, a nurse user type, a physical
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therapist user type, an environmental services user type, a dietary stuff user type, and any
other defined user type. Each compliance is uniquely associated with a different user, and
the user type 720 corresponding to that user is stored. To analyze hand hygiene
behaviors, compliance badge 700 uses the set of compliance rules 714 corresponding to
the user type 720.

[0267] Transmission of certain types of messages by compliance badge 700 may be event
triggered. For example, upon detection of an event by one of end computing devices 702,
processor(s) 704may execute compliance module 712 to generate and transmit an event
message including badge id 718, user type 720, and configuration id 716 to the end
computing device 702 associated with the event. Compliance module 712 may also
include instructions that, when executed by processor(s) 704, permit compliance badge
700 to analyze data corresponding to the detected event based on the compliance rules
714 and the user type 720 to determine compliance and/or non-compliance with hand
hygiene practices.

[0268] FIG. 44 is a flowchart illustrating an example process (730) by which a gateway
computing device may determine whether a hub in an adaptive route network includes a
current set of compliance rules. The gateway device receives a heartbeat message
including a configuration id from an active device (e.g., a cluster host/hub device) on an
adaptive route network (732). The gateway computing device compares the received
configuration id with a current configuration id corresponding to the most recent set of
compliance rules (734). If the received configuration id is less than the current
configuration id (YES branch of 736), the device does not include the most current set of
compliance rules, and the gateway device transmits a configuration update message
(BCM) back to the device (738). The configuration update message may include the
current set of compliance rules and the current configuration id. If the received
configuration id is not less than the current configuration id (NO branch of 736), the
device includes the most current set of compliance rules (at least as far as the gateway
computing device is concerned), and no update is required.

[0269] FIG. 45 is a flowchart illustrating an example process (740) by which a
hub/cluster host computing device may determine whether an end computing device in an
adaptive route network includes a current set of compliance rules. The hub computing
device receives an event message or a heartbeat message including a configuration id
from an end computing device on an adaptive route network (e.g., a hand hygiene

dispenser in a hand hygiene compliance network) (742). The hub computing device
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compares the configuration id received from the end computing device with the
configuration id stored on the hub computing device (744). If the configuration id
received from the end computing device is less than the stored configuration id (YES
branch of 746), the end computing device has not been updated with the most current set
of compliance rules, and the hub computing device transmits a badge configuration
message (BCM) back to the end computing device (748). The badge configuration
message may include the set of compliance rules stored by the hub computing device and
the associated configuration id. If the configuration id received from the end computing
device is not less than the stored configuration id (NO branch of 736), the end computing
device includes the most current set of compliance rules (at least as far as the hub
computing device is concerned), and no update is required.

[0270] FIG. 46 is a flowchart illustrating an example process (750) by which an end
computing device (such as a hand hygiene product dispenser) may determine whether a
compliance badge includes a current set of compliance rules. During the event detection
process, the end computing device receives event data from a compliance badge
associated with the event, including a badge id, a user type, and a configuration id (752).
The end device compares the received configuration id to the stored configuration id
corresponding to the set of compliance rules stored by the end device (754). If the
received configuration id is less than the stored configuration id (YES branch of 756), the
compliance badge does not include an up to date set of compliance rules, and the end
computing device transmits a badge configuration message back to the compliance badge
(758). The badge configuration message may include the set of compliance rules stored
by the end device and the associated configuration id. If the received configuration id is
not less than the stored configuration id (NO branch of 756), the compliance badge
includes the up to date set of compliance rules (at least as far as the end computing device
is concerned), and no update is required.

[0271] FIG. 47 is a flowchart illustrating an example process (760) by which a
compliance badge may update its stored set of compliance rules. A compliance badge, as
part of a detection event, may receive a badge configuration message from an end
computing device (762). This means that the end computing device has determined that
the compliance badge does not include an up to date set of compliance rules as described
above with respect to FIG. 45. The badge configuration message may include, for
example, an updated set of compliance rules and an associated configuration id number.

Upon receipt of the badge configuration message (762), the compliance badge updates the
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set of compliance rules and the configuration id number stored on the compliance badge
with the received set of compliance rules and the associated configuration id number
received in the badge configuration message (764). In this way, the set of compliance
rules stored by each compliance badge is checked each time it is associated with a
detected event, thus helping to ensure that each compliance badge will receive an updated
configuration as soon as it interacts with an end device that has received an updated set of
compliance rules.

[0272] The example process (760) illustrated in FIG. 47 is also the process by which a
hub computing device or end computing device may update its stored set of compliance
rules upon receipt of a badge configuration message (BCM). The compliance rules and
configuration id number may be stored, for example, on a gateway computing device 350
in data/message buffer 368, as shown in FIG. 34. The compliance rules and configuration
id number may be stored, for example, on a hub/cluster host computing device 370 in
data/message buffer 388, as shown in FIG. 33. The compliance rules and configuration id
number may be stored, for example, on an end computing device 400 in data/message
buffer 416, as shown in FIG. 32.

[0273] Examples of the compliance rules and compliance badge hygiene status levels
(states) for an example hand hygiene compliance network will now be described. By
performing proper hand hygiene before and after each patient contact (i.e., when entering
and exiting a patient zone), a Healthcare Worker (HCW) is proactively reducing the
potential for the spread of harmful or even deadly pathogens. This proactive behavior
results in a higher level of protection for both the patient and the HCW. The purpose of
the compliance badge is to assist in reaching this higher level of protection by reminding
or alerting the HCW of their current hand hygiene status level at all times. This is done, in
real-time, as the HCW interacts with patient beds equipped with bed zone module end
computing devices and soap/sanitizer dispenser module end computing devices. In some
examples, each compliance badge includes one or more status indicators (such as status
indicators 710 of FIG. 43). For example, a combination of colored LED lights (e.g., red,
green, and yellow) on the badge can represent one of five hand hygiene status levels. By
checking the badge’s current status level before entering a patient zone and after exiting a
patient zone, the HCW will be reminded that it is necessary to perform hand hygiene, thus
reinforcing good hand hygiene practices.

[0274] FIG. 48 is a Table summarizing example badge status levels, states, and

corresponding status indicator colors. State O corresponds to a “Clean” status level. In the
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example of FIG. 48, “Clean” is indicated by a green LED light on the badge, resulting
from the recent use of a monitored soap or sanitizer dispenser. When the green LED is on
and the HCW enters a patient zone, this registers as a compliant patient interaction. The
badge will not remain in the “Clean” Status level indefinitely after performing hand
hygiene. It has a configurable internal timer that will eventually expire and change the
badge to the yellow or “Cue to Clean” status level (State 4) unless the HCW performs
hand hygiene. The internal timer, for the “Clean” Status level, has a factory default
expiration time of 10 minutes, but this can be adjusted or configured to accommodate a
HCW’s workflow.

[0275] State 1 corresponds to a “Compliant Patient Contact” status level. When an HCW
enters a patient zone with a badge at the “Clean” Status level (State 0), the badge’s status
level changes to State 1 and the LED will remain green while inside that specific patient
zone. This informs both the HCW and the patient that the HCW has performed recent
hand hygiene prior to contact with the patient.

[0276] State 1 may also correspond to a “Compliant Patient Re-Contact” status level
(during the State 1 Grace Period). When the HCW leaves the patient zone, their badge
will flash the green LED and then the yellow LED together. While the badge is flashing
“green/yellow” lights together, this indicates that the HCW may re-enter the same patient
zone without the need to perform hand hygiene again. The badge will only remain at the
“Compliant Patient Re-Contact Status” level for a limited time. It has a configurable
internal timer that will eventually expire and change the badge to the yellow “Cue to
Clean” status level (State 1) unless the HCW performs hand hygiene. The internal timer
for the “Compliant Patient Re-Contact” status level has a factory default expiration time
of 5 minutes, but this can be adjusted to accommodate a HCW’s workflow. It is
recommended that the HCW check the status of their badge before re-contacting a patient
to determine if performing hand hygiene is necessary.

[0277] When the badge shows “green/yellow” lights together, the HCW may not enter
the patient zone of a different patient without first performing hand hygiene. Going from
one patient zone to a different patient zone without performing hand hygiene would be
recorded as a non-compliant event, and the badge LED would display a red LED after a
brief grace period (30 seconds after leaving the original patient zone).

[0278] The yellow LED seen for the “Cue to Clean” status level (State 1 or State 4)
indicates that the HCW must perform hand hygiene before either entering or re-entering a

patient zone. The “Cue to Clean” status level occurs when the HCW has not recently
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performed routine hand hygiene (State 4) or when the HCW has recently exited a patient
zone (State 1) without performing hand hygiene.

[0279] In the case of recent patient zone exit, the badge has a configurable internal timer
that will give the HCW a default grace period of 5 minutes during which they can return
to their patient. After 5 minutes, another configurable timer begins that causes the yellow
LED to flash for one minute (a total of 6 minutes after leaving the patient zone, at default
timings). If the one-minute grace period expires before the HCW performs hand hygiene,
the badge’s hand hygiene status will update to the “NON-Compliant” status level (State
5), showing the red LED.

[0280] The internal timer for the “Cue to Clean” status level after inactivity (State 4), has
a factory default expiration time of 10 minutes, but this can be adjusted to accommodate a
HCW’s workflow. It is recommended that the HCW always perform hand hygiene
immediately after leaving a patient zone when they are done working with that patient.
[0281] When the red LED is visible, the badge is at the “Non-Compliant” status level.
This indicates that the HCW has broken the proper hand hygiene protocol of performing
hand hygiene before entering a patient zone (State 2 — Non-Compliant Patient Contact),
before re-entering a patient zone (State 3 — Non-Compliant Patient Re-contact) or after
exiting a patient zone (State 5 — Non-Compliant After Patient Contact). At any of these
status levels, the HCW may have the potential to spread pathogens from one patient to
another because the defined hand hygiene procedures have not been followed. As soon as
the HCW recognizes that they are at a “Non-Compliant” status level, they should
immediately perform hand hygiene, unless a critical patient need takes priority.

[0282] In this example, there are four ways that an HCW can reach the “Non-Compliant”
(red LED) status level:

[0283] 1. Failing to perform hand hygiene before entering a patient zone (State 2).
[0284] 2. Failing to perform hand hygiene when going directly from one patient
zone to another patient zone (State 2).

[0285] 3. Failing to perform hand hygiene before re-entering a patient zone after
being away from that specific patient zone for more than 5 minutes (default); i.e., exiting
and re-entering the same patient zone after being away for an extended time period (State
3).

[0286] 4. Failing to perform hand hygiene after exiting a patient zone (State 5).
[0287] The steps below can be followed to prevent reaching the “Non-Compliant” (red

LED) status level:
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[0288] 1. If the badge is asleep, i.e., no flashing LED is visible, perform hand
hygiene at a monitored dispenser to wake it up, and to reset hand hygiene status to
“Clean” before entering a patient zone.

[0289] 2. Check the badge’s status level before entering a patient zone.

[0290] a. If the badge is at the “green” or “Clean” status level, patient zone entry
will be compliant.

[0291] b. If the badge is at the “Cue to Clean” status level (yellow LED), avoid
patient zone entry until hand hygiene has been performed, assuming that there is no
overriding patient safety concern.

[0292] 3. Before re-entering the same patient zone, verify that the badge is at the
“Compliant Patient Re-Contact” status level (green/yellow LEDs). Otherwise, perform
hand hygiene before re-entering the patient zone.

[0293] 4. Perform hand hygiene immediately after leaving a patient zone.

[0294] In the example hand hygiene compliance network, each patient bed includes a bed
zone end computing device that generates a patient zone around a patient bed and detects
an entry event and/or an exit event each time a healthcare worker wearing an electronic
identification badge enters and/or leaves the patient zone. The badge patient zone
detection time (or “bed attach time”) is the length of time a badge remains inside a patient
zone before changing from the “Clean” status level (green LED, State 0) to the “Patient
Contact” status level (State 1). In one example, the patient zone detection or bed attach
time 1s adjustable/configurable from O seconds to 15 seconds with a default time of 3
seconds. The patient zone detection time only applies if the HCW’s badge is at the
“Clean” status level (State 0) when entering the patient zone. The purpose of the bed
attach time feature is to allow the badge to determine if patient zone entry is intentional or
unintentional and thus prevent a brief, unintentional patient zone entry from changing the
badge’s status level (State).

[0295] The example compliance badges (such as compliance badges 654A-654N of FIG.
42 and/or compliance badge 700 of FIG. 43, for example) are equipped with three
programmable grace periods that assist in maintaining a normal workflow for each user
type. Each grace period is designed to make the system fit smoothly into a HCW’s (or
other user) daily tasks. Adjustable/configurable grace periods also provide flexibility to
HCW s with specialized workflows that may otherwise not be compatible with the system.
The grace periods are defined by the compliance rules for each user type and may be

stored in compliance rules 714 of FIG. 43, for example.
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[0296] The purpose of the State 0 Grace Period (Clean-After Washing or Sanitizing
Hands) is to allow time after an HCW uses a monitored dispenser, during which their
badge will ignore patient zones. Immediately after using a monitored dispenser, the badge
will ignore patient zone entry and maintain the “Clean” Status level (State 0) for the
duration of the grace period. After the grace period expires, the badge will behave
normally and change to the “Clean Patient Contact” status level (State 1) when patient
zone entry occurs. The State O Grace Period can be adjusted between 0 and 60 seconds.
The factory default is 15 seconds.

[0297] FIG. 49 shows an example HCW workflow and the State O grace period. An
HCW uses a monitored sanitizer dispenser 802 next to a door to a patient room 800. The
HCW’s badge is now at the “Clean” status level (green LED, State 0). The HCW then
enters the patient room 800 which includes two beds (FIG. 49 step 1). The HCW needs to
attend to the patient in the bed furthest from the door (bed B). The HCW must walk past
the bed of the patient closest to the door (bed A) (FIG. 49 step 2). After performing the
hand hygiene at dispenser 802, the HCW’s badge enter the State O grace period. Without
the State O Grace Period, it is possible that the HCW’s badge could detect the patient zone
804A of bed A as the HCW passes, turn to the “Compliant Patient Contact” status level
(State 1) and then turn to the “Non-Compliant” status level (State 2) when the HCW
approaches bed B (FIG. 49 step 3). With the State O Grace Period set to 15 seconds, the
HCW has 15 seconds, from the time the dispenser 802 was activated (FIG.49 step 1), to
walk past bed A (FIG. 49 step 2) without worry that the badge will detect bed A’s patient
zone 804A. When the HCW enters the patient zone804B of bed B (FIG. 49 step 3), their
badge will correctly turn to the “Compliant Patient Contact” status level (State 1) when
the badge’s State 0 Grace Period expires.

[0298] FIG. 50 shows another example HCW workflow and the State O grace period. An
HCW uses a monitored sanitizer dispenser 802A next to a patient room door and then
enters the patient room (FIG. 50 step 1). The HCW’s badge is now at the “Clean” status
level (State 0). The HCW enters the patient zone 804 A, their badge changes to the
“Compliant Patient Contact” status level (State 1) and they attend to the patient (FIG. 50
step 2). The HCW then approaches the hand-washing sink next to the patient bed,
activates the dispenser 802B and washes their hands (FIG. 50 step 3). In this example,
the HCW is within the patient zone at the time the dispenser is actuated. Without the State
0 Grace Period, the HCW’s badge would change to the “Clean” status level (State 0) after

dispenser activation and then immediately change back to the “Compliant Patient
69



WO 2020/132525 PCT/US2019/067983

Contact” status level (State 1) because of interaction with the patient zone. This would
require the HCW to activate the dispenser outside the patient room door to get the badge
back to the “Clean” status level (State 0) after exiting the patient zone.

[0299] With the State O Grace Period set to 15 seconds, the HCW activates the dispenser
(FIG. 50 step 3) causing the badge to change to the “Clean” status level. After activating
the dispenser, the HCW has 15 seconds to complete their hand-wash and exit the patient
zone (FIG. 50 step 4). All the while, the badge is ignoring the patient zone allowing the
badge to remain at the “Clean” status level.

[0300] The purpose of the State 2 grace period (Non-Compliant Patient Contact)is to
prevent the HCW’s badge from entering the “Non-Compliant” status level if the HCW
briefly and unintentionally moves from one patient zone to another. In this example,
when a badge with a “Clean” status level (State 0) enters a patient zone, it will change to
the “Compliant Patient Contact” status level (State 1). If the HCW wearing the badge
exits the patient zone and enters a different patient zone, the badge should immediately
change to the “Non-Compliant” status level (State 2). However, in areas where patient
beds are particularly close to one another, it may be unreasonable to enforce non-
compliant bed-to-bed contact so strictly. To this end, the State 2 grace period allows an
HCW to briefly enter a second patient zone without penalty.

[0301] The badge’s internal State 2 Grace Period timer starts the moment an HCW exits
the patient zone of initial contact. During this time, the HCW’s badge will ignore other
patient zones until the grace period expires (30 seconds for default setting). If the HCW
enters a second patient zone during the State 2 grace period, the badge will produce
warning beeps indicating the HCW has entered the second patient zone. Once the grace
period expires, the badge will change to the “Non-Compliant” (red LED) status level
(State 2) if the HCW is currently inside a second patient zone or enters a second patient
zone. If the HCW re-enters the patient zone of initial contact prior to grace period
expiration, the internal timer will re-set and the badge will remain at the “Compliant
Patient Contact” status level (State 1). In the present example, the State 2 grace period
can be adjusted between 0 and 60 seconds, and the factory default is 30 seconds.

[0302] FIG. Slillustrates an example HCW workflow and the State 2 grace period. An
HCW uses a monitored sanitizer dispenser 802 next to a patient room door and then
enters the patient room 800 (FIG. 51 step 1). The HCW’s badge is now at the “Clean”
status level (State 0). The HCW enters the bed A patient zone 804A, their badge changes

to the “Compliant Patient Contact” status level (State 1) and they attend to the patient
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(FIG. 51 step 2). The HCW unintentionally steps out of the bed A patient zone 804A and
into the bed B patient zone804B (FIG. 51 step 3). Without the State 2 grace period, the
HCW’s badge would change to the “Non-Compliant” (red LED) status level (State 2) and
a non-compliant event would be logged by the system. With the State 2 grace period, the
HCW’s badge will ignore the bed B patient zone804B until the State 2 grace period
expires. If the HCW moves back into bed A’s patient zone 804A before the grace period
expires (FIG. 51 step 4), the badge will remain at the “Compliant Patient Contact” status
level (State 1) and no event is reported to the system. By re-entering the bed, A patient
zone 804 A before the grace period expired, the badge’s internal State 2 grace period timer
was reset. This means that the HCW could repeat FIG. 51 steps 3 and 4 indefinitely, as
long as the State 2 grace period does not expire during step 3.

[0303] The purpose of the State 3 grace period (Compliant Patient Re-contact) is to
provide an HCW with flexibility while working around a patient bed by giving them the
ability to enter, exit and re-enter the same patient zone as many times as necessary
without having to perform hand hygiene before each re-entry. When a badge having a
“Clean” status level (State 0) enters a patient zone, it will change to the “Compliant
Patient Contact” status level (State 1). When the badge leaves the patient zone, it will
change to the “Compliant Patient Re-Contact” status level (State 1) with green and yellow
flashing LEDs (FIG. 48).

[0304] The State 3 grace period begins at the moment the badge leaves the patient zone
and will reset when the badge re-enters the patient zone, unless the State 3 grace period
has expired before re-entry. If the State 3 grace period has expired, the badge may beep,
for example, three times, and change to the “Cue to Clean” status level with only the
yellow LED flashing. Now, the badge will change to the “Non-Compliant” (red LED)
status level (State 3) if it re-enters the patient zone unless the HCW performs hand
hygiene prior to entry.

[0305] In this example, the State 3 grace period may be adjusted between 1 minute and
45 minutes. The factory default may be, for example, 5 minutes.

[0306] FIG. 52 illustrates an example HCW workflow and the State 3 grace period. An
HCW uses a monitored sanitizer dispenser 802 next to a patient room door and then
enters the patient room 800 (FIG. 52 step 1). The HCW’s badge is now at the “Clean”
status level (State 0). The HCW enters the patient zone 804A, their badge changes to the
“Compliant Patient Contact” status level (State 1) and they attend to the patient (FIG. 52

step 2). The HCW then exits the patient zone804A (FIG. 52 step 3), the badge changes to
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the “Compliant Patient Re-contact” status level (State 1), the green and yellow LEDs
flash and the State 3 grace period internal timer starts. If the HCW re-enters the patient
zone804A before the State 3 grace period has expired (FIG. 52 step 4), the badge will
return to the “Compliant Patient Contact” status level (State 1), only the green LED will
flash and the State 3 grace period internal timer will be reset.

[0307] If the State 3 grace period expires, the badge will beep, for example, three times
and change to the “Cue to Clean” status level (State 1) with only the yellow LED
flashing. If the HCW re-enters the patient zone804 A while at the “Cue to Clean” status
level (FIG. 52 step 4), the badge will change to the “Non-Compliant” status level (red
LED). When the State 3 grace period expires, the HCW must perform hand hygiene
before re-entering the patient zone.

[0308] Table 3 lists example adjustable/configurable badge configurations:

Table 3: Hand Hygiene Compliance Badge Configurations

Configuration Configuration Option Default Size 1.5s 1
Item (mm:ss) (bits) Ticks Minute
Ticks
LED Enabled 0,1,2,3 2 2 N/A N/A
Piezo Enabled 0,1,2,3 1 2 N/A N/A
Bed Attach Time 00:00 — 00:15 00:03 4 10 N/A
State 0 Grace 00:00 —01:00 00:15 6 40 N/A
Period
State 2 Grace 00:00 — 06:00 00:30 8 240 N/A
Period
State 3 Grace 01:00 — 45:00 05:00 6 N/A 45
Period
State 4 Timeout 05:00 — 45:00 10:00 6 N/A 45
State 5 Timeout 03:00 — 45:00 06:00 6 N/A 45

[0309] In this example, the State 2 grace period is less than the State 3 grace period, and
the State 3 grace period is less than the State 5 timeout. The bed attach time is in
multiples of 3, i.e., at 3 second intervals. Thus configuration option 0 =0 seconds, 1 =3
seconds, 2 = 6 seconds, 3 =9 seconds, 4 = 12 seconds, and 5 = 15 seconds.

[0310] FIG. 53 shows an example hand hygiene complianet network configuration data
packet. FIGS. 54 and 55 show an example LED enable bits truth table and an example

piezo enable bits truth table, respectively. In this example, the configuration packet is 5
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bytes and includes values for the configurable items listed in Table 3. This data packet
may be sent along with a badge configuration message (BCM) whenever a device on the
adaptive route network needs to be updated with a more current version of the compliance
rules. In examples where more than one user type is supported, multiple configuraiton
data packts, each corresponding to a different one of the supported user roles, would be
sent with the BCM. In this way, all of the hubs and dispenser end computing devices are
updated with the badge configurations corresponding to tall of the user types. When the
badge analyzes dispense event and entry/exit event data, it analyzes that data in
conjunction with the configuration corresponding to the user type stored on the badge.
Thus, if a compliance badge is programmed as user type “nurse”, the compliance badge
analyzes the dispense event data and/or entry/exit event data based on the badge
configuration data corresponding to the “nurse” user type.

[0311] EXAMPLES

[0312] Example 1: A wireless sensor network system, comprising a gateway
computing device, a plurality of cluster host computing devices, and a plurality of end
computing devices, each end computing device including a sensor that detects event data,
each end computing device further configured for wireless bi-directional communication
with one of the plurality of cluster-host computing devices; the plurality of cluster host
computing devices forming a route between each of the plurality of end devices and the
gateway, each cluster host computing device storing a next downstream network address;
wherein each of the plurality of cluster host computing devices forming part of the route
from one of the plurality of end computing devices to the gateway further modifies a
downstream network message received from a previous cluster host computing device,
and further: appends a network address of the previous cluster host obtained from a
source address field of a downstream network message to an appended addresses field of
the downstream network message; sets a source address field of the downstream network
message to a network address of the current cluster host computing device; and sets the
destination address field of the downstream network message to the next downstream
network address stored by the current cluster host computing device; and wherein the
current cluster host computing device further wirelessly transmits the modified
downstream network message to the next downstream network address contained in the

destination field of the modified downstream network message.
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[0313] Example 2.  The system of Example 1, wherein the downstream network
message further includes a message payload field including event data corresponding to
an event detected one of the end computing device.

[0314] Example 3.  The system of Example 1, wherein the downstream network
message further includes a node count field containing a node count corresponding to a
number of nodes between the current cluster host computing device and an originating
computing device of the downstream network message, and wherein the current cluster
host computing device further increments the node count in the node count field of the
downstream network message.

[0315] Example 4.  The system of Example 1, wherein the downstream network
message further includes a message payload field including a factory address of the
originating computing device.

[0316] Example 5.  The system of Example 1, wherein the wireless network comprises
a cluster-tree network.

[0317] Example 6.  The system of Example 1 further comprising a server computing
device configured to receive downstream network messages from the gateway computing
device; the server computing device further configured to update a portion of a route table
corresponding to an originating end computing device, the portion of the route table
including a factory address of the originating end computing device, appended network
addresses contained in the appended addresses field of the modified downstream network
message, and a node count contained in the node count field of the modified network
message.

[0318] Example 7.  The system of Example 6, the server computing device further
configured to generate an upstream network message to be transmitted to the originating
computing device, the upstream network message including a payload field containing the
factory address of the originating computing device, an appended addresses field
containing the appended network addresses stored in the portion of the route table
corresponding to the originating computing device, and a node count field containing the
node count stored in the portion of the route table corresponding to the originating
computing device.

[0319] Example 8. A method of wireless communication between a first computing
device, a second computing device, and a third computing device in a wireless network,
comprising storing, by the second computing device, a network address of a third

computing device, the third computing device being a next downstream node along a
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route through the wireless network from the second computing device to a gateway
computing device; wirelessly receiving, by the second computing device, a downstream
network message from the first computing device, the downstream network message
including a source address field containing a network address of the first computing
device, a destination address field containing a network address of the second computing
device, and an appended address field; modifying, by the second computing device, the
downstream network message, comprising appending, by the second computing device,
the network address of the first computing device to the appended addresses field of the
downstream network message; setting, by the second computing device, the source
address field of the downstream network message to the network address of the second
computing device; and setting, by the second computing device, the destination address
field of the downstream network message to the network address of the third computing
device stored by the second computing device; and wirelessly transmitting, by the second
computing device, the modified downstream network message to the network address of
the third computing device as contained in the destination field of the modified network
message.

[0320] Example 9.  The method of Example 8, wherein the downstream network
message further includes a node count field containing a node count corresponding to a
number of nodes between the first computing device and an originating computing device
of the downstream network message, and wherein modifying the downstream network
message further comprises incrementing, by the second computing device, the node count
in the node count field of the downstream network message.

[0321] Example 10. The method of Example 8, wherein the downstream network
message further includes a message payload field including event data corresponding to
an event detected at the originating computing device.

[0322] Example 11. The method of Example 8, wherein the downstream network
message further includes a message payload field including a factory address of the
originating computing device.

[0323] Example 12. The method of Example 8, wherein the wireless network comprises
a cluster-tree network.

[0324] Example 13. The method of Example 8, further comprising receiving, by a
server computing device and from the gateway computing device, the modified network
message; updating, by the server computing device, a portion of a route table

corresponding to the originating computing device, the portion of the route table
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including a factory address of the originating computing device, appended network
addresses contained in the appended addresses field of the modified network message,
and the node count contained in the node count field of the modified network message.
[0325] Example 14. The method of Example 13, further comprising generating, by the
server computing device, an upstream network message to be transmitted to the
originating computing device, the upstream network message including a payload field
containing the factory address of the originating computing device, an appended
addresses field containing the appended network addresses stored in the portion of the
route table corresponding to the originating computing device, and a node count field
containing the node count stored in the portion of the route table corresponding to the
originating computing device.

[0326] Example 15. The method of Example 13, further comprising receiving, by the
second computing device, the upstream network message; modifying, by the second
computing device, the upstream network message, comprising setting, by the second
computing device, the source address field of the downstream network message to the
network address of the second computing device; and setting, by the second computing
device, the destination address field of the upstream network message to a next hop
network address contained in the appended addresses field of the upstream network
message, the next hop network address corresponding to the network address of the first
computing device; removing, by the second computing device, the next hop network
address from the appended addresses field of the upstream network message; and
wirelessly transmitting, by the second computing device, the modified upstream network
message to the network address of the first computing device as contained in the
destination address field of the modified upstream network message.

[0327] Example 16. A method comprising wirelessly receiving, by a server computing
device and from a gateway computing device, a network message originating from one of
a plurality of end computing devices, the network message including event data
corresponding to an event detected at the originating end computing device, the network
message further including a list of one or more appended network addresses
corresponding to one or more cluster host computing devices forming a wireless
communication route between the originating end computing device and the gateway
computing device, the network messages further including a node count corresponding to
the number of cluster host computing devices forming the wireless communication route

between the originating end computing device and the gateway computing device; and
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maintaining, by the server computing device, and based on the received network message,
a portion of a route table corresponding to the originating end computing device, the
portion of the route table including the list of one or more appended network addresses
and the node count.

[0328] Example 17. The method of Example 16, wherein the network message further
includes a factory address of the originating end computing device, and the portion of the
route table further includes the factory address of the originating end computing device.
[0329] Example 18. The method of Example 16, further including generating, by the
server computing device, an upstream network message intended for a destination one of
the plurality of end computing devices, the upstream network message including the list
of one or more appended network addresses from the portion of the route table
corresponding to the destination end computing device, and including the node count
from the portion of the route table corresponding to the destination end computing device.
[0330] Example 19. A method comprising wirelessly receiving, by a current cluster host
computing device and from a previous cluster host computing device, a network message
originating from one of a plurality of end computing devices, the network message
including event data corresponding to an event detected at the originating end computing
device; and wirelessly transmitting, by the current cluster host computing device, the
network message, the transmitted network message including the event data, a list of one
or more appended network addresses corresponding to one or more previous cluster host
computing devices forming a wireless communication route between the originating end
computing device and the current cluster host computing device, and a node count
corresponding to the number of cluster host computing devices forming the wireless
communication route between the originating end computing device and the current
cluster host computing device.

[0331] Example 20. A hand hygiene compliance network, comprising a plurality of end
computing devices, each of the plurality of end computing devices associated with a
different one of a plurality of hand hygiene product dispensers and configured to detect
dispense events; and a server computing device configured to wireless receive, from a
gateway computing device, a downstream network message originating from one of the
plurality of end computing devices, the downstream network message including dispense
event data corresponding to a detected dispense event, the downstream network message
further including a list of one or more appended network addresses corresponding to one

or more cluster host computing devices forming a wireless communication route between
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the originating end computing device and the gateway computing device, the downstream
network message further including a node count corresponding to the number of cluster
host computing devices forming the wireless communication route between the
originating end computing device and the gateway computing device, the server
computing device further configured to maintain based on the received downstream
network message, a portion of a route table corresponding to the originating end
computing device, the portion of the route table including the list of one or more
appended network addresses and the node count the server computing device further
configured to analyze the dispense event data and to monitor hand hygiene compliance
based on the analysis.

[0332] Various examples have been described. These and other examples are within the

scope of the following claims.
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CLAIMS:

1. A wireless sensor network system, comprising:
a gateway computing device;
a plurality of cluster host computing devices; and
a plurality of end computing devices, each end computing device including a
sensor that detects event data, each end computing device further configured for wireless
bi-directional communication with one of the plurality of cluster-host computing devices;
the plurality of cluster host computing devices forming a route between each of
the plurality of end devices and the gateway, each cluster host computing device storing a
next downstream network address;
wherein each of the plurality of cluster host computing devices forming part of the
route from one of the plurality of end computing devices to the gateway further modifies
a downstream network message received from a previous cluster host computing device,
and further:
appends a network address of the previous cluster host obtained from a
source address field of a downstream network message to an appended addresses
field of the downstream network message;
sets a source address field of the downstream network message to a
network address of the current cluster host computing device; and
sets the destination address field of the downstream network message to
the next downstream network address stored by the current cluster host computing
device; and
wherein the current cluster host computing device further wirelessly transmits the
modified downstream network message to the next downstream network address

contained in the destination field of the modified downstream network message.

2. The system of claim 1, wherein the downstream network message further includes
a message payload field including event data corresponding to an event detected one of

the end computing device.

3. The system of claim 1, wherein the downstream network message further includes

a node count field containing a node count corresponding to a number of nodes between
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the current cluster host computing device and an originating computing device of the
downstream network message,
and wherein the current cluster host computing device further increments the node

count in the node count field of the downstream network message.

4. The system of claim 1, wherein the downstream network message further includes

a message payload field including a factory address of the originating computing device.

5. The system of claim 1, wherein the wireless network comprises a cluster-tree
network.
6. The system of claim 1 further comprising:

a server computing device configured to receive downstream network messages
from the gateway computing device;

the server computing device further configured to update a portion of a route table
corresponding to an originating end computing device, the portion of the route table
including a factory address of the originating end computing device, appended network
addresses contained in the appended addresses field of the modified downstream network
message, and a node count contained in the node count field of the modified network

message.

7. The system of claim 6, the server computing device further configured to generate
an upstream network message to be transmitted to the originating computing device, the
upstream network message including a payload field containing the factory address of the
originating computing device, an appended addresses field containing the appended
network addresses stored in the portion of the route table corresponding to the originating
computing device, and a node count field containing the node count stored in the portion

of the route table corresponding to the originating computing device.

8. A method of wireless communication between a first computing device, a second

computing device, and a third computing device in a wireless network, comprising:
storing, by the second computing device, a network address of a third computing

device, the third computing device being a next downstream node along a route through

the wireless network from the second computing device to a gateway computing device;
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wirelessly receiving, by the second computing device, a downstream network
message from the first computing device, the downstream network message including a
source address field containing a network address of the first computing device, a
destination address field containing a network address of the second computing device,
and an appended address field;
modifying, by the second computing device, the downstream network message,
comprising:
appending, by the second computing device, the network address of the
first computing device to the appended addresses field of the downstream network
message;
setting, by the second computing device, the source address field of the
downstream network message to the network address of the second computing
device; and
setting, by the second computing device, the destination address field of
the downstream network message to the network address of the third computing
device stored by the second computing device; and
wirelessly transmitting, by the second computing device, the modified
downstream network message to the network address of the third computing device as

contained in the destination field of the modified network message.

9. The method of claim 8, wherein the downstream network message further
includes a node count field containing a node count corresponding to a number of nodes
between the first computing device and an originating computing device of the
downstream network message,

and wherein modifying the downstream network message further comprises
incrementing, by the second computing device, the node count in the node count field of

the downstream network message.
10. The method of claim 8, wherein the downstream network message further

includes a message payload field including event data corresponding to an event detected

at the originating computing device.
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11. The method of claim 8, wherein the downstream network message further
includes a message payload field including a factory address of the originating computing

device.

12. The method of claim 8, wherein the wireless network comprises a cluster-tree

network.

13. The method of claim 8, further comprising:

receiving, by a server computing device and from the gateway computing device,
the modified network message;

updating, by the server computing device, a portion of a route table corresponding
to the originating computing device, the portion of the route table including a factory
address of the originating computing device, appended network addresses contained in
the appended addresses field of the modified network message, and the node count

contained in the node count field of the modified network message.

14. The method of claim 13, further comprising:

generating, by the server computing device, an upstream network message to be
transmitted to the originating computing device, the upstream network message including
a payload field containing the factory address of the originating computing device, an
appended addresses field containing the appended network addresses stored in the portion
of the route table corresponding to the originating computing device, and a node count
field containing the node count stored in the portion of the route table corresponding to

the originating computing device.
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15. The method of claim 13, further comprising:
receiving, by the second computing device, the upstream network message;
modifying, by the second computing device, the upstream network message,
comprising:
setting, by the second computing device, the source address field of the
downstream network message to the network address of the second computing
device; and
setting, by the second computing device, the destination address field of
the upstream network message to a next hop network address contained in the
appended addresses field of the upstream network message, the next hop network
address corresponding to the network address of the first computing device;
removing, by the second computing device, the next hop network address
from the appended addresses field of the upstream network message; and
wirelessly transmitting, by the second computing device, the modified upstream
network message to the network address of the first computing device as contained in the

destination address field of the modified upstream network message.

16. A method comprising:

wirelessly receiving, by a server computing device and from a gateway computing
device, a network message originating from one of a plurality of end computing devices,
the network message including event data corresponding to an event detected at the
originating end computing device, the network message further including a list of one or
more appended network addresses corresponding to one or more cluster host computing
devices forming a wireless communication route between the originating end computing
device and the gateway computing device, the network messages further including a node
count corresponding to the number of cluster host computing devices forming the
wireless communication route between the originating end computing device and the
gateway computing device; and

maintaining, by the server computing device, and based on the received network
message, a portion of a route table corresponding to the originating end computing
device, the portion of the route table including the list of one or more appended network

addresses and the node count.
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17. The method of claim 16, wherein the network message further includes a factory
address of the originating end computing device, and the portion of the route table further

includes the factory address of the originating end computing device.

18. The method of claim 16, further including:

generating, by the server computing device, an upstream network message
intended for a destination one of the plurality of end computing devices, the upstream
network message including the list of one or more appended network addresses from the
portion of the route table corresponding to the destination end computing device, and
including the node count from the portion of the route table corresponding to the

destination end computing device.

19. A method comprising:

wirelessly receiving, by a current cluster host computing device and from a
previous cluster host computing device, a network message originating from one of a
plurality of end computing devices, the network message including event data
corresponding to an event detected at the originating end computing device; and

wirelessly transmitting, by the current cluster host computing device, the network
message, the transmitted network message including the event data, a list of one or more
appended network addresses corresponding to one or more previous cluster host
computing devices forming a wireless communication route between the originating end
computing device and the current cluster host computing device, and a node count
corresponding to the number of cluster host computing devices forming the wireless
communication route between the originating end computing device and the current

cluster host computing device.

20. A hand hygiene compliance network, comprising:
a plurality of end computing devices, each of the plurality of end computing
devices associated with a different one of a plurality of hand hygiene product dispensers

and configured to detect dispense events; and

84



WO 2020/132525 PCT/US2019/067983

a server computing device configured to wireless receive, from a gateway
computing device, a downstream network message originating from one of the plurality
of end computing devices, the downstream network message including dispense event
data corresponding to a detected dispense event, the downstream network message further
including a list of one or more appended network addresses corresponding to one or more
cluster host computing devices forming a wireless communication route between the
originating end computing device and the gateway computing device, the downstream
network message further including a node count corresponding to the number of cluster
host computing devices forming the wireless communication route between the
originating end computing device and the gateway computing device,

the server computing device further configured to maintain based on the received
downstream network message, a portion of a route table corresponding to the originating
end computing device, the portion of the route table including the list of one or more
appended network addresses and the node count;

the server computing device further configured to analyze the dispense event data

and to monitor hand hygiene compliance based on the analysis.
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