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METHODS AND SYSTEMS FOR TRANSFERRING
EVENTS INCLUDING MULTIMEDIA DATA

TECHNICAL FIELD
Embodiments of the present invention relate to computer system

- networks. More specifically, embodiments of the present invention relate to

multimedia streaming in a network environment.

BACKGROUND ART

Computer system networks provide access to local resources (e.g.,
software applications, data, Web pages, etc., on a server) from a remote client
device. Applications such as virtual network computing have extended this
idea further. In a virtual computing network, servers supply not only software
applications and data but also a desktop environment that can be accessed
and controlled from client devices. In essence, a user at a client device is
presented with a display (a graphical user interface or desktop) that is
generated at a server and then transferred to and reproduced at the client.
Accordingly, the amount of state maintained by the client can be reduced,
resulting in what is referred to as "thin" client. Also, a single desktop can be
simultaneously accessed and viewed from several different clients. This may
be particularly useful when implementing a group of cooperating engineering
work stations. '

Prior art virtual network computing systems typically use protocols such
as the Remote Frame Buffer (RFB) protocol to provide client access to the
server-generated graphical user interface. The image to be displayed on a
computer system monitor is held in a frame buffer on the server. In a limiting
case, the entire contents of the frame buffer are periodically transferred to the
client device for display. Enhancements to the limiting case include sending
only the changes to the frame buffer (and hence to the display) that occurred
since the preceding transfer.

Typically, the rate of transfer to the client is about 10-15 frames per
second. While this rate is fairly high, it is not considered high enough to
satisfactorily transfer video data or multimedia data (video and audio data)
from the server to the client. Consequently, prior art systems are limited in this
regard.
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Accordingly, a more satisfactory way of transferring video/multimedia
data from servers to clients in a virtual network computing system is desirable.
Embodiments of the present invention provide such an improvement.
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DISCLOSURE OF THE INVENTION

Embodiments of the present invention pertain to methods and systems
for transferring an event from a server to a remote client. An event is received
from a driver. The event is dispatched into an event queue according to the

5 eventtype. The event is processed according to the event type. The

processing includes encoding the event when the event comprises
multimedia data. The event is transferred to the remote client when triggered.
The transfer occurs according to a protocol corresponding to the event type.



WO 2004/051962 PCT/US2003/035821

10

15

20

25

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and form a part
of this specification, illustrate embodiments of the invention and, together with
the description, serve to explain the principles of the invention:

FIGURE 1 is a block diagram of a server and a client coupled in a
network according to one embodiment of the present invention.

FIGURE 2 is a block diagram of a desktop streaming server in
accordance with one embodiment of the present invention.

FIGURE 3 is a block diagram of a driver interface in accordance with
one embodiment of the present invention.

FIGURE 4 is a block diagram showing differentiation of window updates
according to one embodiment of the present invention.

FIGURE 5 is a block diagram of a desktop streaming engine accordmg
to one embodiment of the present invention.

FIGURE 6 is a block diagram of a desktop streaming client according to
one embodiment of the present invention.

FIGURE 7 is a flowchart of a method for transferring an event to a
remote client according to one embodiment of the present invention.

The drawings referred to in this description should not be understood
as being drawn to scale except if specifically noted.
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BEST MODE FOR CARRYING OUT THE INVENTION

Reference will now be made in detail to various embodiments of the
invention, examples of which are illustrated in the accompanying drawings.
While the invention will be described in conjunction with these embodiments,
it will be understood that they are not intended to limit the invention to these
embodiments. . On the contrary, the invention is intended to cover alternatives,
modifications and equivalents, which may be included within the spirit and
scope of the invention as defined by the appended claims. Furthermore, in
the following description of the present invention, numerous specific details
are set forth in order to provide a thorough understanding of the present
invention. In other instances, well-known methods, procedures, components,
and circuits have not been described in detail as not to unnecessarily obscure
aspects of the present invention.

Figure 1 is a block diagram of a server 101 and a client 102 coupled in
a network 100 according to one embodiment of the present invention. 1t is
appreciated that network 100 may include elements other than those shown.
Network 100 may also include more than one of the various elements shown;
for example, there may be multiple clients coupled to server 101, and there
may be multiple servers. The functionality of server 101 and client 102 is
discussed below (refer at least to Figures 2 and 6); however, it is appreciated
that these elements may implement functionality other than that discussed.

Communication may occur directly between server 101 and client 102
of Figure 1, or indirectly through an intermediary device or node (not shown).
Also, communication may be wired or wireless, or a combination of wired and
wireless. In one embodiment, communication occurs over the World Wide
Web (or Internet). '

In one embodiment, server 101 and client 102 are computer systems
that provide processing capability and memory capacity. In addition,
according to the embodiments of the present invention, server 101 .
implements a desktop streaming server 110, and client 102 implements a
desktop streaming client 120. In this embodiment, desktop streaming server
110 and desktop streaming client 120 allow the server 101 to supply a display
(e.g., a graphical user interface, and in particular, a "desktop” display) to the
client 102. As will be seen, both server-side control and client-side control are
allowed, either concurrently or exclusively.
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According to the embodiments of the present invention, "events” are
transferred from server 101 to client 102, and vice versa, using desktop
streaming server 110 and desktop streaming client 120, respectively. As used
herein, an event is generally an output of a software driver, such as a
keyboard driver, a mouse driver, a video driver or an audio driver. Thus,
events include detectable actions or occurrences such as clicking a mouse
button or pressing a key on a keyboard. Events can also refer to actions or
occurrences that can cause a change in the display (graphical user interface)
to be displayed by the client 102. For example, a change in the display
caused by scrolling through a text (word processing) document, or by
changing from one page to another page in the document, can constitute an
event. A'movement of a window in the display can also constitute an event. A
moving video display can also constitute an event. An audio sample can also
constitute an event.

To summarize, as used herein, an event is an output of a driver used
with either server 101 or client 102; an event may cause a change in the
display on either server 101 or client 102, and/or may cause an audio output
at the client 102, Events can be generally categorized as: control events, and
data events. Control events carry control information to change the execution
behaviors of other components, locally or remotely. Data events carry content
data to inform other components of content changes.

For simplicity of discussion, the term "mouse" is used herein; however,
it is understood that other means of cursor control may be used instead of, or
in combination with, a mouse. There is a myriad of cursor control mechanisms
known in the art, and each of these may be used in accordance with the
present invention. The term "keyboard" is also used herein. Again, there is a
myriad of mechanisms known in the art that provide the functionality of a
keyboard, including voice recognition systems, and each of these may be
used in accordance with the present invention. Thus, although embodiments
of the present invention are described for a mouse and keyboard, the present
invention is not so limited. Instead, the focus should be on the term "event"
and howithat term is used herein, as described above. In that context,
keyboard and mouse events are simply examples of events, while the
embodiments of the present invention are well suited to use with virtually all
types of events.
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in one embodiment, on the server side, the events received from the
drivers are dispatched into event queues according to the event type. The
events are then processed according to their event type; for example, a
multimedia event may be encoded. The events are then transferred from
server 101 to client 102 according to a protocol that corresponds to the event
type. In one embodiment, events from keyboard and mouse drivers are
transferred to client 102 Using a protocol such as Transmission Control
Protocol (TCP), while events from video and audio drivers are transferred to
client 102 using a protocol such as Real Time Protocol (RTP). These
processes are described in further detail in conjunction with Figure 2, below.

TCP and RTP are known in the art. TCP provides a highly reliable
protocol, while RTP provides the timing capability useful for synchronizing the
video and audio portions of a multimedia data object. Thus, TCP can be used
to precisely transfer control events (e.g., keyboard and mouse events) as well
as other high precision events, such as changes in graphics applications, and
RTP can be used for streaming frame buffer (video buffer) and sound buffer
updates. Other protocols that can provide these or similar capabilities may be
used instead.

On the client side, in one embodiment, events are received from
keyboard and mouse drivers and transferred to server 101 of Figure 1 using a
protocol such as TCP. This process is described further in conjunction with
Figure 6, below. In the present embodiment, the relationship between server
101 and client 102 does not have the client sending events from audio and
video drivers to the server; however, the present invention is not so limited.

Figure 2 is a block diagram of a desktop streaming server 110 in’
accordance with one embodiment of the present invention. Desktop
streaming server 110 is implemented in server 101 of Figure 1 as hardware,
software, firmware, or a combination thereof. As illustrated by Figure 2,
desktop streaming server 110 includes a number of elements that are
rendered separately for clarity of illustration and discussion: however, it is
understood that these elements may not exist as separate entities within
desktop streaming server 110. In general, according to the various
embodiments of the present invention, desktop streaming server 110 provides
the capability and functionality provided by the various elements of Figure 2.
In addition, desktop streaming server 110 may providé other capabilities and
functionalities in addition to those described herein.
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In the present embodiment, a driver interface 210 receives input
(events) from a number of drivers such as, but not limited to, keyboard driver
201, mouse driver 202, video driver 203, and/or audio driver 204. Thus, in
addition to intercepting more conventional events such as window changes,
keyboard input and cursor movement, driver interface 210 also samples video
data from the video driver 203 and audio data from the audio driver 204.

Generally, the drivers 201-204 are components of the underlying
operating system. For example, the keyboard driver for a Windows
environment may be different than the keyboard driver for a Linux
environment. According to the present embodiment, driver interface 210
provudes the capability to communicate with the various types of drivers while
providing a fixed interface to the downstream portions of desktop streaming
server 110 (e.g., a fixed interface to event filter 220).

Figure 3 is a block diagram of a driver interface 210 in accordance with
one embodiment of the present invention. In this embodiment, driver interface
210 includes a number of interface modules, exemplified by interfaces 301
and 302, so that there is a module suitable for interfacing with each driver.
This is not to say that there is an interface module per driver, although that
may be the case. ,

In the present embodiment, driver interface 210 also includes an
application program interface (API) 305 that is common to the interfaces 301
and 302, etc. The API 305 provides a single interface to the remainder of
desktop streaming server 110 despite the myriad of possible drivers, and thus
insulates the desktop streaming server 110 from the underlying operating
system.

Returning to Figure 2, in the present embodiment, the events from
driver interface 210 are provided to (received by) event filter 220. In this
embodiment, event filter 220 identifies the event according to event type, and
dispatches the event into a respective event queue according to event type.
The event queues are used to buffer similar types of events that can be
transferred to the desktop streaming client 120 (Figure 1) using a protocol
appropriate to the event type (e.g., TCP or RTP) after processing (if any)
appropriate to the event type.
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In the present embodiment, the event filter 220 of Figure 2 categorizes
events into the following types: 1) control events that are generated by
keyboard input or cursor (e.g., mouse) movement, for example; 2) window
movement events that are generated by window movements in which window
content is unchanged; 3) window updates that are generated by a change in
window content; and 4) audio samples that are captured from a change in the
sound buffer of the audio driver 204. In this embodiment, control events are
forwarded to the control event queue 231; window movements are forwarded
to the window movement queue 232; window updates are forwarded to the
windows update queue 233; and audio samples are forwarded to the audio
sample queue 234.

In the present embodiment, control events in the control event queue
231 record the coordinate changes of the mouse or cursor. For example, for a
particular cursor movement, only the start and end coordinates of the
movement may be transferred to the desktop streaming client 120 of Figure 1.
Control events can be further optimized by the desktop streaming engine 250.

Continuing with reference to Figure 2, in the present embodiment, the
window movement queue 232 records the coordinate changes of a window
that is being moved (without the content of the window being changed). In
those cases in which the window content has been previously transferred to
desktop streaming client 120 of Figure 1, only the changes in the coordinates
of the window may be transferred to the client. The client can then render the
desktop display using the previously received window content and the new
window coordinates.

According to the present embodiment, the window updates quede 233
of Figure 2 records the updates of window content. These updates can be
captured from the video frame buffer. In one embodiment, in order to facilitate
selection of an appropriate encoder and transfer protocol, window updates

. are categorized into three types: 1) graphics window updates; 2) video

window updates; and 3) other window updates. Here, graphics is used to
refer to relatively static images (e.g., images having relatively low update rates
in comparison to video); video refers to moving images having a relatively

high update rate; and other window updates refers to relatively static window
content such as the text in a word processing document. Generally speaking,
the window updates can be separated into categories according to the
complexity of the image and the update frequency. :
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Figure 4 is a block diagram showing differentiation of window updates
according to one embodiment of the present invention. In this embodiment,
window updates differentiator 410 filters the windows into the aforementioned
categories. The window updates differentiator 410 can accomplish this using
information such as the display application type, and the coordinates and
screen sizes of the windows. The display application type can be acquired
from the driver interface 210 (Figure 2) when, for example, a new window is
created, a Uniform Resource Locator (URL) for a Web site is clicked, or an
application is executed. The coordinates and screen sizes help to locate
which part of an update to the video frame buffer belongs to which window.

Graphics window updates are forwarded to the graphics window
updates queue 421; video window updates are forwarded to the video
window updates queue 422; and other window updates are forwarded to the
other window updates queue 423.

Returning to Figure 2, in the present embodiment, the transfer of events
from each of the queues 231-234 to the desktop streaming engine 250 is
triggered by a respective regulator 241, 242, 243 and 244. Similarly, in the
embodiment of Figure 4, the queues 421-423 are under control of a respective
regulator 431, 432 and 433.

In one embodiment, the regulators 241-244 of Figure 2 (and the
regulators 431-433 of Figure 4) trigger (impel) events from their respective
queues based on a threshold being reached or a time interval having passed.
The threshold is based on the number of events in a respective event queue.
When the number of events in the queue reaches a predefined threshold,
some portion of the events or all of the events can be transterred from the
queue. The threshold mechanism provides the capability to handle a burst of
events, in order to prevent the queue from accumulating too many events
before the events are transferred in response to a time-out signal. The
threshold may be different for each of the queues 231-234 and 421-423. The
threshold may also be changed by the desktop streaming engine 250 based
on monitoring of the channels to the desktop streaming client 120 (Figure 1),
or based on feedback from the desktop streaming client 120.

Otherwise, according to the present embodiment, the transfer of events
from a respective event queue will occur after a specified time interval has -

10
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passed. Thus, in one embodiment, the regulators 241-244 of Figure 2 and the
regulators 431-433 of Figure 4 can include a timer. The time interval may be
different for each of the queues 231-234 (Figure 2) and 421-423 (Figure 4).
The time interval may also be changed by the desktop streaming engine 250
(Figure 2) based on monitoring of the channels to the desktop streaming client
120 (Figure 1), or based on feedback from the desktop streaming client 120.
This is described further in conjunction with Figures 5 and 6, below.

Figure 5 is a block diagram of a desktop streaming engine 250
according to one embodiment of the present invention. As illustrated by
Figure 5, desktop streaming engine 250 includes a number of elements that
are rendered separately for clarity of illustration and discussion; however, it is
understood that these elements may not exist as separate entities within
desktop streaming engine 250. In general, according to the various
embodiments of the present invention, desktop streaming engine 250
provides the capability and functionality provided by the various elements of
Figure 5. In addition, desktop streaming engine 250 may provide other
capabilities and functionalities in addition to those described herein.

In the present embodiment, scheduler 510 is coupled to the regulators
580 (e.g., regulators 241-244 and 431-433 of Figures 2 and 4, respectively),
which in turn are coupled to the queues 590 (e.g., queues 231-234 and 421-
423 of Figures 2 and 4, respectively). Scheduler 510 is also coupled to a
monitor 530. In one embodiment, the monitor 530 periodically measures the
available bandwidth of the channels §71, §72 and 573. Although only three
channels are shown, it is appreciated that there may be some number of
channels other than three. In another embodiment, the monitor 530 also
collects information from desktop streaming client 120 (Figure 1) with regard
to the workload of the client as well as the attributes of the client device (e.g.,
the device's display capabilities such as screen size and resolution, the
device's processing capabilities such as processor speed, the device's
available memory capacity, and the like). Based on the information from
monitor 530, scheduler 510 can set or adjust the trigger (e.g., the time interval,
threshold or other mechanism) that is used to initiate the transfer of events
from the various event queues. As mentioned above, different time intervals,
thresholds, or the like can be specified for each of the queues.

The schedule for transferring events in the control event queue 231 and
the window movement queue 232 (Figure 2) is relatively straightforward

11
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because these types of events require less communication overhead and
therefore can be transferred almost if not immediately. The schedule for
transferring events from the windows update queue 233 and the audio
samples queue 234 can be adapted according to the information from monitor
530 (and also from monitor 630 of the client; see Figure 6), so as to provide a
satisfactory display at client 102 (Figure 1).

Continuing with reference to Figure 5, and with reference also to
Figures 2 and 4, transfer engine 540 forwards the events from event queues
590 to the appropriate channel based on the event type. For example, in one
embodiment, events from control event queue 231, window movement queue
232, graphics window updates queue 421, and other window updates queue
423 can be forwarded to a TCP channel, while events from audio samples
queue 234 and video window updates queue 422 can be forwarded to an
RTP channel.

With reference to Figure 5, in the present embodiment, video and/or
audio content may be encoded (compressed) using encoder 550. The degree
of encoding is typically a function of the attributes of the client 102 (Figure 1),
but the degree of encoding may also be influenced by the bandwidth of the
connection (channel) between the client 102 and the server 101 (Figure 1).

In the present embodiment, the synchronizer 560 of Figure 5
synchronizes the audio with other related media parts. The media parts
related to the audio can be text, graphics or video. In one embodiment, the
audio and related portions are sent over separate channels (e.g., RTP
channels). In that embodiment, synchronizer 560 requests scheduler 510 to
obtain data from the corresponding samples queue (the audio samples queuse.
234, the window updates queue 233, and/or the window movement queue
232 of Figure 2) in a synchronized fashion. For example, if one second's
worth of audio packets‘ is acquired, one second's worth of video packets
should also be acquired. This type of approach helps ensure that the audio
and video packets will arrive at the client 102 (Figure 1) concurrently or within
a short interval of each other. A small buffer may be utilized by client 102 to
overcome any disparity in arrival times.

- In another embodiment, with reference to Figure 5, the synchronization

is done by encoder 550, regardless of whether or not the media parts (e.g,
video data) are encoded. In this embodiment, encoder 550 can multiplex the

12
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audio and related media parts, and subsequently transfer the data to
communication manager 570, which can then transfer the multiplexed packets
over one channel (e.g., an RTP channel). A decoder on client 102 (Figure 1;
also see Figure 6, below) can play the multiplexed data in a synchronized
fashion. For example, within one second of actual time, the decoder can
decode one second's worth of audio data, which can be place in an audio
buffer. During the time remaining in the one second of actual time, the
decoder can decode as many video frames as possible. In this manner, the
desktop streaming server 110 of Figure 2 is able to take advantage of
resources available on the client side.

Continuing with reference to Figure 5, in the present embodiment,
communication manager 570 manages the communication channels 571-
573. Also in the present embodiment, client event receiver 520 is for receiving
control events (e.g., keyboard and mouse events) from desktop streaming
client 120 (Figure 1). These events are forwarded by client event receiver 520
to driver interface 210 that, in one embodiment, forwards them to video driver

203 (Figure 2). '

In summary, in one embodiment, the desktop streaming server 110
(Figure 2) intercepts events from the various drivers, filters those events and
dispatches the events to the appropriate event queue based on event type,
optionally encodes selected video data and audio data and streams that data
to a client over a channel such as an RTP channel, and reacts to events

received from the client.

Figure 6 is a block diagram of a desktop streaming client 120 according
to one embodiment of the present invention. As illustrated by Figure 6,
desktop streaming client 120 includes a number of elements that are rendered
separately for clarity of illustration and discussion; however, it is understood
that these elements may not exist as separate entities within desktop
streaming client 120. In general, according to the various embodiments of the
present invention, desktop streaming client 120 provides the capability and
functionality provided by the various elements of Figure 6. In addition,
desktop streaming client 120 may provide other capabilities and
functionalities in addition to those described herein.

In the present embodiment, desktop streaming client 120 includes an
agent 610 (which may also be referred to as a daemon). In this embodiment,

13
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the agent 610 establishes and maintains the channel connections with the
server 101, specifically to the desktop streaming server 110 (Figure 1). As
mentioned, these channels may utilize the TCP and RTP protocols. Agent 610
also forwards data received over the channels to processing engine 620.
Agent 610 can also respond to inquiries from the desktop streaming server
110 regarding available channel bandwidth. Furthermore, at the beginning of
a session, agent 610 can inform desktop streaming server 110 of the client's
decoding capabilities as well as other client attributes, such as processor
speed, and display screen size and resolution.

In the present embodiment, agent 610 of Figure 6 is coupled to a
monitor 630, and can provide information from monitor 630 to the desktop
streaming server 110 of Figure 1. In this embodiment, monitor 630 can
monitor the workload of the client 102 (Figure 1), and can also provide
information regarding available memory capacity. Also, monitor 630 can
provide feedback regarding the efficiency in which the display is generated
based on the events received from the desktop streaming server 110, so that
the streaming rate, for example, can be adjusted accordingly. Thus, for
example, the information from monitor 630 (and also from agent 610) can be
used by the scheduler 510 of Figure 5 to set or adjust the trigger (e.g., the time
interval, threshold or other mechanism) that is used to initiate the transfer of
events from the various event queues of the desktop streaming server 110.

With reference to Figure 6, in the present embodiment, agent 610 is
also coupled to processing engine 620. Events received by agent 610 are
forwarded to processing engine 620. In one embodiment, processing engine
620 includes a decoder 622 for decoding (decompressing) data (events) if the
data are encoded. The events from processing engine 620 are forwarded to
driver interface 640, which functions-in a manner similar to that described
above for driver interface 210 (Figure 2) to forward the events to video driver
663 and/or audio driver 664.

In the present embodiment, driver interface 640 also receives events
from keyboard driver 661 and mouse driver 662 of the client device. These
events are forwarded to client event processor 650, which optimizes these
events by eliminating non-critical events and then forwards the critical events
to the desktop streaming server 110 (Figure 2) via agent 610. That is, for
example, for a particular cursor movement, client event processor 650 may
eliminate intermediate coordinates associated with the cursor movement,

14
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identifying and keeping only the start and end coordinates of the movement
for transfer to the desktop streaming server 110. .

Thus, in summary, in one embodiment, the desktop streaming client
120 (Figure 6) decodes events transferred from the server (when the events
are encoded), updates the display based on the events, provides audio
playback when the events include audio samples, responds to inquiries from
the desktop streaming server 110 (Figure 2), periodically provides monitoring
information to the desktop streaming server 110, and intercepts control events
and sends them to the desktop streaming server 110.

Figure 7 is a flowchart 700 of a method for transferring an event from a
server to a client according to one embodiment of the prese'nt invention.
Although specific steps are disclosed in flowchart 700, such steps are
exemplary. That is, embodiments of the present invention are well suited to
performing various other steps or variations of the steps recited in flowchart
700. It is appreciated that the steps in flowchart 700 may be performed in an
order different than presented, and that not all of the steps in flowchart 700
may be performed. All of, or a portion of, the methods described by flowchart
700 may be implemented using computer-readable and computer-executable
instructions which reside, for example, in computer-usable media of a
computer system or like device. Generally, flowchart 700 is implemented by
devices such as server 101 of Figure 1.

In step 710 of Figure 7, in the present embodiment, an event is received
from a driver. The event may be a keyboard event, a cursor control (e.g,
mouse) event, a video event, or an audio event.

In step 720, in the present embodiment, the event is dispatched to an
event queue according to the event type. That is, events of the same type are
forwarded to a particular queue. In one embodiment, the events are filtered to
identify event type. ‘

In step 730, in the present embodiment, the event is processed
according to the event type. For example, when the event includes
multimedia data (e.g., video data and/or audio data), the event may be
encoded. For cursor movement, the coordinates of the points between the
start and end points may be eliminated, with only the coordinates of the start
and end point retained.
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. In step 740, in the present embodiment, the event is transferred to the
client when triggered. The transfer to the client occurs according to a protocol
that corresponds to the type of event. In one embodiment, event transfer is
triggered by the passage of a specified time interval. In another embodiment,
event transfer is triggered when the number of events in the event queue .
reaches a specified threshold.

Embodiments of the present invention are thus described. While the
present invention has been described in particular embodiments, it should be
appreciated that the present invention should not be construed as limited by
such embodiments, but rather construed according to the following claims.
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CLAIMS
What is claimed is:

1. A method (700) for transferring an event from a serverto a
remote client, said method comprising:

(710) receiving an event from a driver;

(720) dispatching said event into an event queue according to event
type;

(730) processing said event according to said event type, wherein said
processing comprises encoding said event when said event comprises
multimedia data; and .

(740) transferring said event to said remote client when triggered,
wherein said transferring occurs according to a protocol corresponding to said
event type.

2. The method of Claim 1 wherein said event is a keyboard event, a
mouse event, a video event or an audio event and wherein said driver is a
keyboard driver, a mouse driver, a video driver or an audio driver.

3. The method of Claim 2 wherein said protocol is Transport Control
Protocol (TCP) for keyboard, mouse and graphics events and Real Time
Protocol (RTP) for video and audio events.

4. The method of Claim 1 wherein said dispatching comprises:
(720) filtering said event to identify said event type.

5. The method of Claim 1 wherein said processing of multimedia
data further comprises:

(730) synchronizing an audio portion and a related media portion of said
multimedia data during said encoding, said related media portion selected from
the group consisting of text, graphics and video.

6. The method of Claim 1 wherein said transferring is triggered by a
timer.

7. The method of Claim 1 wherein said transferring is triggered when
the number of events in said event queue reaches a threshold.

8. The method of Claim 1 further comprising:

17
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(520) receiving events from said remote client.

9. A system (110) for transferring an event to a remote client, said
system comprising:

a driver interface (210) for receiving different types of events from a
plurality of drivers (201-204);

an event filter (220) coupled to said driver interface, said event filter for
identifying an event by event type and for placing said event into an event
queue (231-234, 421-423) according to said event type;

a regulator (241-244, 431-433) coupled to said event queue, said
regulator for impelling said event from said event queue to a processing engine
that encodes said event when said event comprises multimedia data; and

a channel (100) coupled to said processing engine, said channel for
transferring said event to said remote client according to a protocol
corresponding to said event type.

10. A system (120) for receiving events from a remote server, said
system comprising:

an agent (610) for managing a plurality of channels used for receiving
different types of events from said remote server, each channel associated with
one of a plurality of different protocols, wherein one of said channels is for
streaming multimedia data;

a processing engine (620) coupled to said channels, said processing
engine for decoding an event when said event comprises encoded multimedia
data; and

a driver interface (640) coupled to said processing engine, said driver
interface for forwarding said events to audio and video drivers according to
event type, wherein said events are displayable on a display device.

18



WO 2004/051962

101

117

100

110
Desktop

Streaming
Server

TCP Channel —-

RTP Channel ——p

.4—— TCP Channel

PCT/US2003/035821
102
120
Desktop "/
Streaming
Client

FIG. 1



PCT/US2003/035821

27

¢ '9Old

I\

did

INIONT ONINVIHLS doLxsaa 052

« A

BEL

(14

v

an3ano
S3ATdWVS
olanv
214

1

!

O
kiz4

v

anN3ano
s3alvadn
MOANIM
[

t

Y

O3y
kiz4

Y

anando
LNIWIAOW
MOGQNIM
[414

i

!

ort
1524

y

an3ano
AN3A3
TO¥LNOD
1514

i

¥3L74 AIN3A3 022

i

IDOVAUILNI ¥3IARA 012

)

A

A

WO 2004/051962

J3IARIQ mm>_~_o dIARA A3IANA /
olianv Omo_> mm:O_z QUVO8AIN oLl

$0¢ 102




PCT/US2003/035821

€ 'Old

OVAUILINI NVO0Ud NOILYOITddY NOWWOD
$0¢

. . . . 3OV4H3LNI | 3OVAAILNI
o113 213 243 o143 o8 Tot

317

WO 2004/051962

oLe

mm>_mn zw>_mo mm>_mn mm>_mn
o_n=< 0mo_> mm:o_z om<om>mv_
2114 €0¢ 202 | X114




WO 2004/051962 PCT/US2003/035821

417

233
WINDOW
UPDATES

QUEUE

l

410
WINDOW

UPDATES
DIFFERENTIATOR

;

421 | 422 423
GRAPHICS VIDEO OTHER
WINDOW WINDOW WINDOW
UPDATES QUEUE UPDATES QUEUE UPDATES QUEUE

| T T

431 432 433
REG. REG. REG.

L L s bl

230
DESKTOP STREAMING ENGINE

FIG. 4



¢ 'Old

PCT/US2003/035821

517

di¥ | dOL dlid | dOL UIDOVYNYIN NOILYDINNWWOD dld | dOL
TZ5 TINNVHO | ZZ5 13NNVHO | | (74 | TZ§ 71aNNVHO
¥3aAEo3Y
_H3ZIN 1 aq0oNa [ ANION 1) 5 vow || IN3A3
ouHoNAs | 1AT0 ¥IISNVHL e i
095 > ors o]
¥3NAIHOS 0TS
J
v
SNOLYVINOAN $3Nano JOVIUELNI
AL > ot 0S2Z ¥aANa
ore

WO 2004/051962




PCT/US2003/035821

WO 2004/051962

6/7

9 "Old

eI ¥3ANG NETYT ¥3nNa
olanv 03aIA 3SNOW auYOgAIN
P99 €99 k4:1] 799
% A
\ J Y
JOVJNILINI ¥IANG  TFS
‘ HOSS3I00Ud
HOLINOW ¥3a0o3a ozwwﬁwuwm 4 IN3AT
(73] 4] = AN3ITD
059
IN3OV OIS
1 4
dol diy n_n_;

oci




WO 2004/051962 PCT/US2003/035821

717

710
RECEIVE EVENT FROM DRIVER

l

720
DISPATCH EVENT INTO EVENT QUEUE
ACCORDING TO EVENT TYPE

l

130 '
PROCESS EVENT ACCORDING TO EVENT TYPE

l

140
TRANSFER EVENT TO CLIENT WHEN

TRIGGERED

FIG. 7



INTERNATIONAL SEARCH REPORT '“‘e.a' Application No

PCT/US 03/35821
A CLASSIFICATION OF SPBJECT MATTER

IPC 7 HO4L29/06 H04L29/08 G06F17/60 A63F13/12 HO04N7/24
HO04N7/173

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC 7 HO4L GO6F A63F HO4N

Documentation searched other than minimum documentation 1o the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

COMPENDEX, EPO-Internal, INSPEC, PAJ, IBM-TDB, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A CHIA-CHEN KUO ET AL: "Design and 1-10
implementation of a network application
architecture for thin clients”

PROCEEDINGS OF THE 26TH. ANNUAL
INTERNATIONAL COMPUTER SOFTWARE AND
APPLICATIONS CONFERENCE. COMPSAC 2002.
OXFORD, ENGLAND, AUG. 26 - 29, 2002,
ANNUAL INTERNATIONAL COMPUTER SOFTWARE AND
APPLICATIONS CONFERENCE, LOS ALAMITOS, CA:

IEEE COMP. SOC, US,
vol. CONF. 26,

193-198, XP010611116
ISBN: 0-7695-1727-7
the whole document

26 August 2002 (2002-08-26), pages

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

° Special categories of cited documents :

*A" document defining the general state of the art which is not
considered to be of particular relevance

*E* earlier document but published on or after the international
filing date

‘L' document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

*0O* document referring to an oral disclosure, use, exhibition or
other means

*P* document published prior to the international filing date but
later than the priority date claimed

T

e

rye

g

later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu~
meRts, such combination being obvious to a person skilled
in the art.

document member of the same patent family

Date of the actual completion of the international search

23 April 2004

Date of mailing of the international search report

29/04/2004

Name and mailing address of the ISA

European Patent Office, P.B. 5818 Patentiaan 2
NL - 2280 HV Rijswiik

Tel. (+31-70) 340-2040, Tx. 31 651 epo ni,
Fax: (+31-70) 340-3016

Authorized officer

Niculiu, R

Form PCT/ISA/210 (second sheet) (January 2004)




INTERNATIONAL SEARCH REPORT In"@nal Application No
PCT/US 03/35821

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 6 166 734 A (NAHI PAUL B ET AL) 1-10

26 December 2000 (2000-12-26)

abstract

column 9, line 62 -column 11, 1ine 28
column 12, line 46 -column 14, line 7
column 15, line 14 -column 18, line 65
column 20, line 8 - 1ine 44

claims 1,5,10,22

A WO 00/39678 A (CITRIX SYSTEMS INC) 1-10
6 July 2000 (2000-07-06)
abstract

page 8, line 12 -page 9, line 2
page 11, line 1 —page 14, line 7
page 16, line 13 -page 19, line 2
page 26, line 14 -page 30, 1ine 12
A US 6 259 443 B1 (WILLIAMS JR HENRY R) 1-10
10 July 2001 (2001-07-10)

abstract

cotlumn 4, 1line 1 -column 6, line 65
column 8, line 8 —column 107

column 12, 1ine 7 - line 41

column 13, line 17 -column 14, line 5

Form PCT/ISA/210 (continuation of second sheet) (January 2004)




INTERNATIONAL SEARCH REPORT

Int

PCT/US 03/35821

al Application No

Patent document
cited in search report

Publication
date

Patent family
member(s)

Publication
date

US 6166734 A 26-12-2000  NONE

WO 0039678 A 06-07-2000 US 2002103884 Al 01-08-2002
AT 252744 T 15-11-2003
AU 2212900 A 31-07-2000
AU 765088 B2 11-09-2003
AU 6555299 A 06-07-2000
CA 2293127 Al 29-06-2000
DE 69912317 D1 27-11-2003
DK 1141828 T3 23-02-2004
EP 1411429 A2 21-04-2004
EP 1141828 Al 10-10-2001
GB 2349488 A 01-11-2000
JP 2002533830 T 08-10-2002
WO 0039678 Al 06-07-2000

US 6259443 Bl 10-07-2001  NONE

Form PCT/ISA/210 {patent family annex) (January 2004)




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

