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1
AUTOMATIC DOWNLOAD OF DEVICE DRIVERS OVER A NETWORK

BACKGR F THE NTION

Modem personal computer systems are often characterized by a main computer,
or host device, to which one or more peripheral devices may be coupled. Typical
peripheral devices that may be used in such a system include keyboards, pointing devices,
monitors, printers, mass storage devices, and audio or visual input/output devices.
Generally, for any particular peripheral device, the main computer must be programmed
with special software that permits the main computer to communicate with the peripheral
device-this software is often referred to as the device driver for the peripheral device.

Many computer systems rely upon the user to manually load the appropriate
device drivers whenever a new peripheral device is connected to the main processing
system. This approach places an undesirable burden upon the user. In other cases, a
computer system might be sold to the user with a number of device drivers already
installed. Some of those drivers may simply reside in memory without being used if the
corresponding peripheral devices are not purchased or are simply not connected by the
user, thus wasting valuable memory space. This approach becomes especially undesirable
as the number of different peripheral devices which could potentially be used with the
computer system increases. A third approach which avoids this type of waste is to pre-
load the appropriate driver into a non-volatile memory within the peripheral device; the
main computer could then load the appropriate driver from the peripheral device when the
peripheral device is connected to the system. This approach has the disadvantage,
however, of requiring additional memory space to be provided in the peripheral device,
which adds to the cost of the device.

Therefore, it is desirable to provide a technique by which the appropriate drivers
for all peripheral devices connected to a computer system are automatically installed in
the computer system. It is further desirable that only those device drivers for peripheral
devices that are actually connected are so installed, so as to avoid unnecessary
consumption of memory in the computer system. It is further desirable that such a

technique avoid storing device drivers on individual peripheral devices.

Y OF THE NTION
The present invention includes a method of installing a device driver in a host
processing device coupled to a peripheral device. In the method, a device code is received

from the peripheral device. The device code is then transmitted to a remote processing
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system. An appropriate device driver is then received from the remote processing system
in response to the transmission of the device code to the remote processing system.

In another aspect of the present invention, the remote processing system receives
the device code from the host processing device and uses the device code to select an
appropriate device driver for the peripheral device from a number of stored device drivers.
In particular embodiments, communication between the host processing device and the
remote processing system is implemented over a network, such as the Internet.

Other features of the present invention will be apparent from the accompanyfng

drawings and from the detailed description which follows.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example and not limitation in the
figures of the accompanying drawings, in which like references indicate similar elements
and in which:

Figure 1 illustrates a WebTV client system connected to a WebTV server system
over the Internet.

Figure 2 illustrates a WebTV client system.

Figure 3 illustrates the internal features of a WebTV box in block diagram form.

Figure 4 illustrates the internal features of a WebTV server in block diagram form.

Figure § illustrates a WebTV box connected to a number of peripheral devices in
a daisy chain.

Figure 6 is a flow diagram illustrating a routine for automatically downloading

from a remote server the appropriate drivers for connected peripheral devices.

DETAILED DESCRIPTION

A method and apparatus are described for automatically installing appropriate
device drivers for all peripheral devices connected to a host processing system over a
network. In the following description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of the present invention.
It will be evident, however, to one skilled in the art that the present invention may be
practiced without these specific details. In other instances, well-known structures and
devices are shown in block diagram form in order to facilitate description of the present
invention.

The present invention includes steps which, in one embodiment, are embodied in
machine-executable software instructions, such that the present invention is carried out

in a processing system as a result of a processor executing the instructions. In other
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embodiments, hardwired circuitry may be used in place of, or in combination with,
software instructions to implement the present invention.

In one embodiment, the present invention is included in a system known as
WebTV™ (hereinafter "WebTV"), which uses a standard television set as a display device
for browsing the World Wide Web ("the Web") and which connects to the Internet using
a standard telephone, ISDN (Integrated Services Digital Network), or other similar
communication path. A user of a WebTV client system can access, via the Internet
(generally), WebTV Network services provided by one or more remote WebTV servers.
The WebTV Network services are used in conjunction with software running in a WebTV
client system to enable the user to browse the Web, send electronic mail, and to make use
of the Internet in various other ways.

Although the present invention is described herein as implemented in the WebTV
system for illustrative purposes, the present invention can also be implemented in other

contexts, such as in a conventional personal computer (PC), workstation, etc.

L SYSTEM OVERVIEW

Figure 1 illustrates a configuration of a WebTV network according to one
embodiment. A WebTV client 1 is coupled to a modem pool 2 via a direct-dial, bi-
directional data connection 29, which may be a conventional telephone, i.e., "plain old
telephone service" (POTS) or ISDN link, or any other suitable type of data connection.
The modem pool 2 may be provided by a local Internet Service Provider (ISP). The
modem pool 2 is coupled typically through a router, such as that conventionally known
in the art, to at least one remote Web server (hereinafter WWW server) 4 via a
conventional network infrastructure 3, such as the Internet. The WebTV system also
includes a WebTV server 5, which implements WebTV Network services and specifically
supports the WebTV client 1. The WebTV server 5 generally includes one or more
conventional computer systems. The server 5 may actually comprise multiple physical and
logical devices connected in a distributed architecture. The client 1 can connect to the
server 5 either through direct data connection (i.e., telephone, ISDN, etc.) or through the
Internet 3 via the modem pool 2. Note that the modem pool 2 is a conventional modem
pool, such as those found today providing access throughout the world to the Internet and

private networks.

A. WEBTYV CLIENT SYSTEM
Figure 2 illustrates a WebTV client system 1 according to one embodiment. The

client system 1 includes an electronics unit 10 (hereinafter "the WebTV box 10" or "the
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box 10"), an ordinary television set 12, and a hand-held remote control 11. In an
alternative embodiment (not shown), the WebTV box 10 is built into the television set 12
as an integral unit. The box 10 includes hardware and software for providing the user
with a graphical user interface by which the user can browse the Web, send e-mail, and
access other Internet services. The client system 1 uses the television set 12 as both a
display device and an audio output device. The box 10 is coupled to the television set 12
by a link 6. The link 6 includes an audio channel for generating sound from the
television's speaker and an RF (radio frequency), S-video, composite video, or other
equivalent form of video channel. The data link 29 between the box 10 and the WebTV
server 5 can be a conventional telephone (POTS, i.e., Plain Old Telephone Service),
ISDN, or other suitable data connection. The box 10 receives alternating-current (AC)
power through a conventional AC power line 7. Remote control 11 is operated by the
user in order to control the client system 1 to browse the Web and perform other
functions. The box 10 receives commands from remote control 11 via an infrared (IR)
communication link. In alternative embodiments, the link between the remote control 11
and the box 10 may be an RF link or any other suitable type of link.

Figure 3 illustrates the internal components of the WebTV box 10, according to
one embodiment. Operation of the client system 1 is controlled by a central processing
unit (CPU) 21, which is coupled to a bus 29. It will be recognized that functions
described herein as being performed by the WebTV box 10 may result from the CPU 21
of the WebTV box 10 executing software instructions, from operation of hardwired
circuitry, or both. It will also be recognized that bus 29 may represent multiple physical
buses connected by various bridges and/or adapters, the details of which are not required
for an understanding of the present invention.

Also coupled to the bus 29 are an audio digital-to-analog converter (DAC) 25,
which provides audio output to the television 12, and a video encoder 26, which provides
video output to the television set 12. The outputs of the audio DAC 25 and the video
encoder 26 are combined by conventional circuitry (not shown) to produce the link 6 to
the television 12. An IR interface 24 coupled to the bus 29 detects IR signals transmitted
by remote control 11 and, in response, provides corresponding electrical signals onto the
bus 29. A communication device 27 is coupled to the bus 29 to provide bi-directional
data communication with the remote WebTV server 5 and WWW servers 4. The
communication device 27 may be a conventional telephone modem, an ISDN adapter, or
any other suitable data communication device. A read-only memory (ROM) 22 and a

random access memory (RAM) 23 are also coupled to the bus 29. The ROM 22 may
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include programmable-erasable memory, such as electrically-erasable programmable ROM
(EEPROM) or flash memory.

Also coupled to the bus 29 is an expansion bus 28. The expansion bus 28 is a
high-speed, multiplexed (address and data), parallel bus that is used to connect various
peripheral devices to the WebTV box 10; the WebTV box 10 thereby functions as the host
device of a processing system. Peripheral devices which may be connected to the WebTV
box 10 using expansion bus 28 include devices such as printers, mass storage devices
(e.g., CD-ROM, digital versatile disk (DVD), magnetic disk, etc.), microphones, video
cameras, video tuners, and additional data communication devices. It will be recognized
that various adapters may be used to interface the expansion bus 28 with bus 29, the

details of which are not required for an understanding of the present invention.

B. WEBTYV SERVER SYSTEM

Certain steps of the present invention may be performed by the server 5. As in the
case of the client 1, such steps generally may be implemented using sofiware, hardwired
circuitry, or a combination thereof. The WebTV server 5 generally includes one or more
computer systems having the architecture illustrated in Figure 4. Note, however, that the
illustrated architecture is only one possible architecture; a WebTV server 5 is not
restricted to such an architecture for purposes of practicing the present invention The
illustrated architecture includes a CPU 50, ROM 51, RAM 52, a mass storage facility 53,
a communication device 55, and various input/output (I/O) devices 56. It will be
recognized that functions described herein as being performed by the WebTV server 5
may result from the CPU 50 of the WebTV server 5 executing software instructions, from
operation of hardwired circuitry, or both.

ROM 51 may include programmable and/or programmable-erasable storage. Mass
storage facility 53 may include a magnetic, optical, magneto-optical, or other equivalent
mass storage medium. It should be noted that the WebTV server system 5 includes
substantially more data storage capacity than the WebTV client system 1. /O devices 56
may include a monitor, a keyboard, a pointing device, and other similar devices, for
example. Communication device 55 may be a conventional telephone (POTS) modem,
an ISDN adapter, or any other suitable data communication device. Communication
device 55 may be used to communicate data between the server 5 and the remote WWW
server 4.

Note that the WebTV server 5 may actually comprise multiple devices connected
in a distributed architecture; accordingly, communication device 55 may be used to

communicate data between the server 5 and other physical devices used to implement
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WebTV server functions. The WebTV server 5 may also include a network interface card
(NIC) or other similar device for communicating with other physical devices that provide
WebTV server functions.

IL CONNECTION OF PERIPHERAL DEVICES

Figure 5 illustrates a WebTV client system 1a according to an embodiment of the
present invention in which the WebTV box 10 is connected to a number of peripheral
devices 30 on the expansion bus 28 in a daisy chain configuration. The peripheral devices
30 may include keyboards, pointing devices, monitors, printers, mass storage devices, and
audio or visual input/output devices, for example. It is useful at this point to define
certain terminology to be used in this description relating to the topological position (e,
slot position) of devices connected in the daisy chain. For purposes of this description,
the phrase "more senior in the daisy chain" refers to devices that are topologically closer
to the WebTV box 10 in the daisy chain than a given device, while the phrase "more junior
in the daisy chain" refers to devices that are topologically farther from the WebTV box
10 in the daisy chain than a given device. Thus, the greater the number of devices that are
connected in the daisy chain between a given device and the WebTV box 10, the "more
junior" in the daisy chain the given device is considered to be; the fewer the number of
devices that are connected in the daisy chain between a given device and the WebTV box

10, the "more senior" in the daisy chain the given device is considered to be.
, g

A. TOPOLOGY DETERMINATION

At system initialization (i.e., upon power-up or in response to a reset command),
the WebTV box 10 determines the topological configuration of the processing system.
That is, the WebTV box 10 initiates the process of assigning a slot position to each
peripheral device and determines the number of peripheral devices on the expansion bus
28. Generally, in this process, each peripheral device 30 in the daisy chain receives the
slot number of the next more senior device in the daisy chain and assigns itself that slot
number incremented by one. This action occurs by the WebTV box 10 initially assigning
itself a slot number of zero and then transmitting that slot number onto the bus 28 to the
most senior peripheral device 30 in the daisy chain. The most senior peripheral device 30
in the daisy chain receives slot number zero from the WebTV box 10 and accordingly
assigns itself a slot number of one. That peripheral device then passes its slot number on
to the next most senior device in the daisy chain, and this process repeats for each
peripheral device 30 until all peripheral devices 30 have been assigned a unique slot

number. In response to a query from the WebTV box 10, each peripheral device 30 then
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transmits its slot number onto the bus 28 back to the WebTV box 10. Based on the
responses to the queries, the WebTV box 10 determines the number of devices on the bus

28 and the slot positions of the devices.

B. INSTALLATION OF DEVICE DRIVERS

For each of the peripheral devices 30 in the daisy chain, an appropriate device
driver must be stored somewhere within the processing system. However, as mentioned
above, it is not desirable to store such drivers within the peripheral devices themselx;es,
nor is it desirable to pre-load into the WebTV box 10 a device driver for every possible
peripheral device which might be connected to the expansion bus 28. Further, it is not
desirable to require a user of the client system la to manually load the appropriate device
drivers. Consequently, the present invention includes a technique for automatically
installing in the WebTV client system la only the appropriate device drivers for the
particular system configuration being used, as will now be described.

Each peripheral device that is designed for use with a WebTV client system is
provided with a device code that is used to precisely identify the peripheral device. For
example, this code may identify the type of device (e.g., printer), the manufacturer, and
the model number. In one embodiment, the device code is a 64-bit code stored within a
register in the peripheral device. In accordance with the present invention, these device
codes are used by the WebTV box 10 to request and receive only the appropriate drivers
for the peripheral devices 30 that are actually connected in the system 1a, as will now be
described with reference to Figure 6.

Figure 6 illustrates a routine for installing the appropriate device drivers in client
system la. Inresponse to system initialization, the WebTV box 10 requests the device
codes from all peripheral devices 30 connected in the daisy chain in step 601. Each
peripheral device 30 that is designed to be used in a WebTV client system is designed to
respond to such a request by transmitting its device code and slot number onto the bus 28
to the next most senior device in the daisy chain. Each peripheral device relays responses
received from more junior devices in the daisy chain toward the WebTV box 10. Hence,
in step 602, the WebTV box 10 receives the device codes from all connected peripheral
devices 30. In step 603, the WebTV box 10 transmits all of the received device codes to
the WebTV server 5 over the network connection 29.

Note that although Figure 6 illustrates an embodiment in which all device codes
are transmitted to the server S in one step and then all device drivers are downloaded in

one step, such a sequence is not required to practice the present invention. For example,
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in an alternative embodiment, device codes and device drivers may be transmitted and
downloaded (respectively) one at a time, i.e., on a piecemeal basis.

Stored in the WebTV server 5 are the device drivers for all peripheral devices that
may be used in a WebTV client system and a database including the device codes of all
such peripheral devices. The database is set up to allow device codes to be associated
with the appropriate stored device drivers. Note that because the WebTV server system
5 provides much larger storage capacity than a WebTV client system does, it is practical
to store the device drivers in the WebTV server system 5. Note also that, using this
technique, the device drivers only need to be stored once, rather than storing them in
every WebTV client system.

Hence, in step 604, the WebTV server 5 receives the device codes that were
transmitted by the WebTV client 1 over the network. In step 605, in response to
receiving the device codes, the WebTV server 5 automatically uses the received codes to
reference the database to determine the appropriate device drivers for the particular
peripheral devices 30 connected to the WebTV box 10. Once the appropriate drivers are
identified, in step 606 the WebTV server 5 automatically downloads these device drivers
to the WebT'V client 1 over the network connection 29. In step 607, the WebTV box 10
receives and automatically installs the device drivers transmitted from the WebTV
server 3.

Hence, the present invention provides a technique for installing in a main
processing device (e.g., the WebTV box 10) only the appropriate drivers for the particular
system configuration being used, in a manner that is automatic and transparent to the user.
The technique provides the additional advantages of reducing consumption of memory in
the main processing device with unused code while avoiding the requirement of providing
additional memory in individual peripheral devices.

Thus, a method and apparatus have been described for automatically installing
appropriate device drivers for all peripheral devices connected to a host processing system
over a network. Although the present invention has been described with reference to
specific exemplary embodiments, it will be evident that various modifications and changes
may be made to these embodiments without departing from the broader spirit and scope
of the invention as set forth in the claims. Accordingly, the specification and drawings are

to be regarded in an illustrative rather than a restrictive sense.

What is claimed 1is;
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1. A method of installing a device driver in a host processing device coupled
to a peripheral device, the method comprising the steps of:

receiving a device code from the peripheral device;

transmitting the device code to a remote processing system; and

receiving the device driver from the remote processing system in response
to transmitting the device code to the remote processing system.

2. A method according to claim 1, wherein the device code is for indicating
a device type of the peripheral device. _

3. A method according to claim 1, wherein the step of transmitting the device
code to the remote processing device comprises the step of transmitting the device code
to the remote processing device over a network.

4. A method according to claim 3, wherein the network comprises a wide

area network.

5. A method according to claim 3, wherein the network comprises the
Internet.
6. A method according to claim 1, wherein the step of receiving the device

driver from the remote processing system comprises the step of receiving the device driver
from the remote processing system via a network.
7. A method according to claim 6, wherein the network comprises a wide

area network.

8. A method according to claim 6, wherein the network comprises the
Internet.
9. A method of installing device drivers in a host processing device coupled

to at least one peripheral device, each peripheral device having an associated device driver
for enabling the host processing device to communicate with said peripheral device, each
peripheral device having a device code stored therein for indicating a device type of the
peripheral device, the method comprising the steps of:
in response to an initialization of the host processing device, requesting the
device code of each peripheral device;
receiving the device code of each peripheral device;
transmitting each received device code to a remote server via a network;
and
receiving a responsive transmission from the remote server via the
network, the responsive transmission including an appropriate device driver for

each of said at least one peripheral devices.
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10. A method according to claim 9, wherein the network comprises the
Internet.

11. A machine-implemented method of installing a device driver in a remote
host processing device coupled to a peripheral device, the method comprising the steps
of:

_ receiving a device code of the peripheral device from the remote host
processing device;
automatically identifying the device driver for the peripheral device based
on the device code; and
causing the device driver for the peripheral device to be transmitted to the
remote host processing system.

12. A method according to claim 11, wherein the device code received from
the remote processing system originates from, and is stored in, the peripheral device,
wherein the device code is for indicating a device type of the peripheral device.

13 A method according to claim 11, wherein the step of receiving the device
code of the peripheral device comprises the step of receiving the device code of the

. peripheral device over a network.

14. A method according to claim 13, wherein the network comprises a wide
area network.

15. A method according to claim 13, wherein the network comprises the
Internet.

16. A method according to claim 11, wherein the step of causing the device
driver to be transmitted to the remote host processing system comprises the step of
causing the device driver to be transmitted to the remote host processing system over a
network.

17. A method according to claim 16, wherein the network comprises a wide
area network.

18. A method according to claim 16, wherein the network comprises the
Internet.

19. A method of installing a device driver in a host processing device coupled
to at least one peripheral device, each peripheral device having an associated device driver
for allowing the host processing device to communicate with said peripheral device, each
peripheral device having a device code stored therein for indicating a device type of the
peripheral device, the method comprising the steps of*

receiving from the host processing device via a network the device code

of each peripheral device coupled to the host processing system;
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automatically identifying, based on the received device codes, a device
driver for each peripheral device coupled to the host processing system;

automatically retrieving each identified device driver from a storage
device; and

automatically causing each identified device driver to be transmitted to the
host processing system via the network.

20. A method according to claim 19, wherein the network comprises the
Internet. _

21.  Aprocessing system capable of being coupled to a peripheral device, the
processing system comprising:

a processor; and
a memory coupled to the processor, the memory having instructions stored
therein which, when executed by the processor, cause the processing system to:
request a device code from the peripheral device, the device code
for indicating a device type of the peripheral device;
receive the device code from the peripheral device;
transmit the device code to a remote processing system; and
receive the device driver from the remote processing system in
response to transmitting the device code.

22, Anprocessing system according to claim 21, wherein the instructions which,
when executed, cause the processing system to transmit the device code to the remote
processing system comprise instructions which, when executed, cause the processing
system to transmit the device code to the remote processing system over a network.

23. A processing system according to claim 22, wherein the network comprises
a wide area network.

24. A processing system according to claim 22, wherein the network comprises
the Internet.

25.  Aprocessing system according to claim 22, wherein the instructions which,
when executed, cause the processing system to receive the device driver from the remote
processing system comprise instructions which, when executed, cause the processing
system to receive the device driver from the remote processing system over the network.

26. A processing system according to claim 25, wherein the network comprises
a wide area network.

27. A processing system according to claim 25, wherein the network comprises
the Internet.
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28. A server processing system in communication with a remote client system,

the server processing system comprising:
a processor;
a first memory unit coupled to the processor, the first memory unit having

a plurality of device drivers stored therein; and

a second memory unit coupled to the processor, the second memory
having instructions stored therein which, when executed by the processor, cause
the server processing system to: -

receive a device code from the remote client processing system,
the device code indicating a device type of a peripheral device coupled to
the remote client processing system;

select one of the plurality of device drivers for the peripheral
device based on the device code; and

cause the selected device driver to be transmitted to the remote
client processing system.

29. A server processing system according to claim 28, wherein the instructions
which, when executed, cause the server processing system to cause the selected device
driver to be transmitted to the remote client processing system comprise instructions
which, when executed, cause the server processing system to cause the selected device
driver to be transmitted to the remote client processing system over a network.

30. A server processing system according to claim 29, wherein the network
comprises a wide area network.

31. A server processing system according to claim 29, wherein the network
comprises the Internet.

32. A server processing system according to claim 29, wherein the instructions
which, when executed, cause the server processing system to receive the device code from
the remote client processing system comprise instructions which, when executed, cause
the server processing system to receive the device code from the remote client processing
system over the network.

33. A server processing system according to claim 32, wherein the network
comprises a wide area network.

34, A server processing system according to claim 32, wherein the network
comprises the Internet.

35. A local processing system in communication with a remote processing
system, the remote processing system coupled to a peripheral device, the local processing

system comprising;
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means for storing a plurality of selectable device drivers;
means for receiving from the host processing device, via a network, a
device code of the peripheral device;
means for selecting one of the plurality of selectable device drivers as an
5 appropriate device driver for the peripheral device based on the device code; and
means for causing the appropriate device driver for the peripheral device
to be transmitted to the host processing system via the network.
36.  Alocal processing system according to claim 35, wherein the device code
indicates a device type of the peripheral device.

170 37.  Alocal processing system according to claim 36, wherein the device code
is received from the remote processing system after having been received by the remote
processing system from the peripheral device.

38. A local processing system according to claim 35, wherein the network
comprises a wide area network.

15 39. A local processing system according to claim 35, wherein the network

comprises the Internet.
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