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Description
FIELD OF THE INVENTION

[0001] The present invention relates to packet syn-
chronization technologies of intelligent substations, and
particularly to a packet synchronization method of an in-
telligent substation process layer network.

DESCRIPTION OF RELATED ART

[0002] An intelligent substation process layer network
consists of a merging unit, an intelligent terminal, a net-
work transmission device, a sampled value (SV) data
receiving device and other devices, the SV data receiving
device (e.g., a protection or measurement and control
apparatus) receives a SV packet from the merging unit,
and the SV data receiving device performs data calcula-
tion and corresponding actions according to the received
SV packet. The SV data receiving device needs to simul-
taneously receive SV packets sent from multiple merging
units, it is required that the SV packets sent by different
merging units can implement synchronization at the side
of the SV data receiving device, and thus, the merging
unit, the network transmission device, the SV data re-
ceiving device and the like should be capable of coordi-
nating with implementation of synchronization of the SV
packets at the side of the SV data receiving device, so
as to ensure correctness of calculation of the SV data
receiving device. The network transmission device in-
cludes a switch, and the SV data receiving device in-
cludes, for example, a protection or measurement and
control apparatus.

[0003] Fig. 1isaschematicview of the existing process
layer networking, as shown in Fig. 1, various settings on
the existing process layer network mainly rely on a time
synchronization network on packet synchronization, time
synchronization is performed on the merging unit, the
network transmission device (which may be synchro-
nized or not synchronized according to requirements)
andthe SV datareceiving device (hereinafter a protection
or measurement and control apparatus will represent the
SV data receiving device for description) on the process
layer network via the time synchronization network, and
1 us can be achieved by using IRIG-B code time syn-
chronization precision. However, the method relies too
much on reliability of the time synchronization network,
and failure of the time synchronization network will result
in that the merging unit and the protection or measure-
mentand control apparatus enter atime out-of-step state,
the protection or measurement and control apparatus
cannot correctly implement synchronization of the SV
packets, and result in that data calculation and corre-
sponding actions cannot be performed correctly. As there
is a greater deviation in time of various merging units at
this point, timestamps carried in the SV packets sent by
the merging units at the same moment are not identical,
protection calculation performed by the protection or
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measurement and control apparatus according to the
timestamps will lead to incorrect results so as to cause
incorrect actions, and this will bring about great potential
safety hazards to reliable operation of the whole intelli-
gent substation.

[0004] At present, another time synchronization man-
ner adopted by the intelligent substation is an IEC61588
network time synchronization (hereinafter referred to as
PTP) manner, to increase time synchronization preci-
sion, the manner requires that the network transmission
device (e.g., switch) making up the process layer network
also needs to have an IEC61588 time synchronization
function, a general network transmission device is used
as a Transparent Clock (TC) in the network, and the
merging unit and the protection ormeasurementand con-
trol apparatus are used as a Slave Clock (SC). As time
synchronization packets received by the merging unit
and the protection or measurement and control appara-
tus are sent via a network transmission device, time syn-
chronization precision of the merging unit and the pro-
tection or measurement and control apparatus will defi-
nitely be affected by PTP algorithm precision, PTP algo-
rithm reliability, clock precision of the network transmis-
sion device and packet flow on the network, when the
PTP algorithm precision, PTP algorithm reliability or clock
precision of the switch cannot be ensured, time synchro-
nization precision of the merging unit and the protection
or measurement and control apparatus will decrease,
and in bad conditions, a time synchronization error of the
merging unit and the protection ormeasurementand con-
trol apparatus will be up to a second level, thereby re-
sulting in that the protection or measurement and control
apparatus cannot operate normally. In the event of ex-
cess network packet flow, a situation such as loss of a
PTP time synchronization packet will occur, which may
also result in reduction of time synchronization precision
and even failure of time synchronization. The above sit-
uations will severely affect correct calculation and actions
of protection, which will bring about great potential safety
hazards to reliable operation of the whole intelligent sub-
station.

[0005] "Smarter time sync: Applying the IEEE
PC37.238 standard to power system applications", 64th
Annual Conference for Protective Relay Engineers,
IEEE, 2011, pages 91-102, by Christoph Brunner et al.
relates to time synchronization of electric power systems.
Adevice synchronized to universal time is called a grand-
master clock. Synchronization can be done using grand-
master clock time distributed using Sync messages.
Sync messages contain the time on the grandmaster
clock at the time of issuance. They are time-stamped
before they are transmitted into physical media to avoid
variable delay. Path delay measurements of the cables
are performed using PDelay messages on each point-
to-point link. Residence time of a Sync message in a
switch is measured. Measured cable delay time and res-
idence time are distributed in the CorrectionField in the
Sync message to the end devices. These delays are add-
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ed to the received grandmaster time before adjusting the
clock at the end device.

[0006] "Techniques for Packet Voice Synchroniza-
tion", IEEE JOURNAL ON SELECTED AREAS IN COM-
MUNICATIONS, vol. SAC-01, no. 6, 1 December 1983,
pages 1022-1028, by Warren A. Montgomery relates to
packet voice synchronization and varying transit delays
forindividual packets. A continuous stream of voice sam-
ples is transmitted by the sender, received and recon-
structed by the receiver. Reconstruction may be done by
choosing a target playout time for each incoming packet
as a fixed interval. The delay contains a fixed delay for
all packets and a variable delay with different amount for
each packet. Production time is included in a packet,
while the subsequent packets contain a sequence
number representing the relative production time. The
approach depends on the clocks in the sender and the
receiver being close enough in frequency. Various delay
estimation methods are discussed, based on sequence
information of subsequent packets, roundtrip measure-
ment of a packet containing the local clock reading of the
sender, include a timestamp to indicate a packet’s pro-
duction time to a predetermined significant bit for clock
synchronization, ora delay stamp accumulating the delay
of network elements. The receiver uses the content of
the delay stamp to determine playout time of the packet.

SUMMARY OF THE INVENTION
Technical Problem

[0007] In view of this, embodiments of the present in-
vention provide a packet synchronization method and
system of an intelligent substation process layer network,
which can solve the problem that the existing process
layer network relies too much on a time synchronization
network. This is achieved by the features of the inde-
pendent claims.

Technical Solution

[0008] The solution of the embodiments of the present
invention is as follows:

[0009] The embodiments of the present invention pro-
vide a packet synchronization method of an intelligent
substation process layer network, the method including:

recording transmission delay on a network transmis-
siondeviceina SV packet sentby amerging unit; and

implementing, by a SV data receiving device, packet
synchronization according to the transmission delay
on the network transmission device recorded in the
SV packet.

[0010] Preferably, the recording transmission delay on
a network transmission device in a SV packet sent by a
merging unit includes:
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reserving a time domain field according to configu-
ration when the merging unit sends the SV packet;
the time domain field being used to make statistics,
by the network transmission device, on the transmis-
sion delay and accumulate transmission delay of all
levels of network transmission devices to be stored
in the time domain field;

recording the transmission delay of the SV packet
on the network transmission device into the time do-
main field of the SV packet by adopting a manner of
adding timestamps for the SV packet on input and
output ports of the all levels of network transmission
devices; and

accumulating the transmission delay of the all levels
of network transmission devices in the time domain
field when the SV packetis forwarded by the all levels
of network transmission devices.

[0011] Preferably, the implementing, by a SV data re-
ceiving device, packet synchronization according to the
transmission delay on the network transmission device
recorded in the SV packet includes:

after the SV data receiving device receives the SV
packet, restoring sending time of the SV packet
based on local time by subtracting a value in the time
domain field from the time when the SV data receiv-
ing device receives the SV packet, and calculating
sampling time according to rated delay of the merg-
ing unit; and

performing, by the SV data receiving device, packet
synchronization on received SV packets of different
merging units based on the sampling time.

[0012] Preferably, the transmission delay takes ns as
the smallest unit, used to enable the time domain field
that the merging unit reserves according to configuration
to have enough fields to record transmission delay of all
levels of network devices.

[0013] Preferably, the method further includes: decid-
ing, by the network transmission device, according to
configuration, whether to calculate internal residing time
of the network transmission device for a specified packet
and modify the time domain field in the SV packet; and
the configuration is based on a combination of one or at
least two of a source media access control (MAC) ad-
dress, a target MAC address, a packet type, a source
internet protocol (IP) address, a target IP address, a
source port number and a target port number.

[0014] Preferably, the method further includes:

after the SV data receiving device receives the SV
with the reserved time domain field, judging whether
time domain information carried in the SV packet is
within a reasonable range, if the time domain infor-



5 EP 2 996 281 B1 6

mation exceeds a limited range, determining the SV
packet as an incorrect packet and discarding the SV
packet, and if the time domain information does not
exceed the limited range, determining the SV packet
as a correct packet, performing time recovery on the
correct packet and implementing the packet syn-
chronization.

[0015] The embodiments of the present invention fur-
ther provide a packet synchronization system of an intel-
ligent substation process layer network, the system in-
cluding: a merging unit, a network transmission device
and a SV data receiving device; wherein,

the merging unit is configured to send a SV packet to the
network transmission device;

the network transmission device is configured to receive
the SV packet, record transmission delay on the network
transmission device in the SV packet and send the SV
packet to the SV data receiving device; and

the SV data receiving device is configured to receive the
SV packet, and implement packet synchronization ac-
cording to the transmission delay on the network trans-
mission device recorded in the SV packet.

[0016] Preferably, the merging unit is further config-
ured to reserve a time domain field according to config-
uration when sending the SV packet; the time domain
field being used to make statistics, by the network trans-
mission device, on the transmission delay and accumu-
late transmission delay of all levels of network transmis-
sion devices to be stored in the time domain field; and
the network transmission device is further configured to
record the transmission delay of the SV packet on the
network transmission device into the time domain field
of the SV packet by adopting a manner of adding times-
tamps for the SV packet on input and output ports of the
all levels of network transmission devices, and accumu-
late the transmission delay of the all levels of network
transmission devices in the time domain field when the
SV packet is forwarded by the all levels of network trans-
mission devices.

[0017] Preferably, the SV data receiving device is fur-
ther configured to, after receiving the SV packet, restore
sending time of the SV packet based on local time by
subtracting a value in the time domain field from the time
when the SV datareceiving device receives the SV pack-
et, and calculate sampling time according to rated delay
of the merging unit; and perform packet synchronization
on received SV packets of different merging units based
on the sampling time.

[0018] Preferably, the network transmission device is
further configured to decide according to configuration
whether to calculate internal residing time of the network
transmission device for a specified packet and modify
the time domain field in the SV packet; and the configu-
ration is based on a combination of one or at least two
of a source MAC address, a target MAC address, a pack-
ettype, asource IP address, a target IP address, a source
port number and a target port number.
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[0019] Preferably, the SV data receiving device is fur-
ther configured to, after receiving the SV with the re-
served time domain field, judge whether time domain in-
formation carried in the SV packet is within a reasonable
range, if the time domain information exceeds a limited
range, determine the SV packet as an incorrect packet
and discarding the SV packet, and if the time domain
information does not exceed the limited range, determine
the SV packet as a correct packet, perform time recovery
on the correct packet and implement the packet synchro-
nization.

Advantageous Effect

[0020] The method of the embodiments of the present
invention includes recording transmission delay on a net-
work transmission device in a SV packet sent by a merg-
ing unit; and implementing, by a SV datareceiving device,
packet synchronization according to the transmission de-
lay on the network transmission device recorded in the
SV packet. As transmission delay on a network trans-
mission device is recorded in a SV packet sent, the SV
data receiving device implements packet synchroniza-
tion according to the transmission delay on the network
transmission device recorded in the SV packet, which
can be done based on a local clock of the SV data re-
ceiving device on the basis of not relying on a time syn-
chronization network. Thus, by use of the embodiments
of the present invention, synchronization of SV packets
sent by various merging units which are received by the
SV data receiving device (e.g., protection or measure-
ment and control apparatus) can be implemented on the
basis of not relying on a time synchronization network,
and the defect that data reliability calculation and action
of the SV data receiving device (e.g., protection or meas-
urement and control apparatus) rely too much on the time
synchronization network is solved, thereby achieving that
the SV data receiving device (e.g., protection or meas-
urement and control apparatus) implements packet syn-
chronization based on a local clock.

BRIEF DESCRIPTION OF THE DRAWINGS
[0021]

Fig. 1 is a schematic view of the existing process
layer networking; and

Fig. 2 is a schematic view of process layer network-
ing according to an embodiment of the present in-
vention.

DETAILED DESCRIPTION OF THE INVENTION

[0022] The embodiments of the present invention re-
late to communications between various devices such
as a merging unit, a network transmission device (e.g.,
switch) and a SV data receiving device (e.g., protection,
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measurement and control apparatus) of an intelligent
substation, and the embodiments of the presentinvention
provide a packet synchronization scheme of anintelligent
substation process layer network, which implements time
synchronization at the side of the SV data receiving de-
vice (e.g., protection, measurement and control appara-
tus) in a manner of recording transmission delay on the
network transmission device in a SV packet sent by the
merging unit. Various merging units make it possible that
SV packets can carry transmission delay of the packets
passing through the network transmission device in a
manner of adding time domains to the SV packets, and
the manner of adding time domains to the SV packets
can effectively prevent occurrence of an abnormal situ-
ation where addition of additional fields during transmis-
sion of the SV packets results in packet loss.

[0023] When a SV packet passes through a network
transmission device, an input port of the network trans-
mission device is responsible for recording input time (t1)
of the packet, and an output port of the network trans-
mission device is responsible for recording output time
(t2) of the packet and accumulating the value of (t2-t1)
and an original time value in a time domain to obtain the
sum of transmission time when the packet is transmitted
on all levels of network transmission devices. When re-
ceiving the SV packet, the SV data receiving device (e.g.,
protection, measurement and control apparatus) records
the time when the packet arrives at an internet access
of the SV data receiving device (e.g., protection, meas-
urement and control apparatus), and subtracts the value
in the time domain from the value of the time to write a
calculation result in a packet time domain, a sampling
time thereof is deduced according to rated delay of the
merging unit, and packet synchronization is performed
based on the deduced sampling time.

[0024] By use of such a packet synchronization meth-
od, the problem that the process layer network relies too
much on time synchronization precision and reliability of
atime synchronization network can be effectively solved,
and a problem of packettime synchronization of the proc-
ess layer network is solved with maximum reliability. Re-
liability of data calculation and actions of the SV data
receiving device (e.g., protection, measurement and con-
trol apparatus) is ensured.

[0025] During specific implementation, when organiz-
ing the SV packet, the merging unit reserves a time do-
main field and resets the value of the field, used to record,
by the network transmission device (such as a switch),
transmission delay of the packetin the network transmis-
sion device. The network transmission device needs to
record a current time (T1) when the packet enters a port,
and subtracts T1 from the existing value (TO) in the packet
time domain, and a calculation result (TO’) is stored in
the packet time domain. When the packet is output from
another port of the network transmission device, the net-
work transmission device is responsible for recording a
time value (T2) of an output time of the packet and adds
the existing value (TQ’) in the packet time domain to the
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value (i.e., TO’+T2), and a calculation result is stored in
the time domain to be sent to next apparatus together
with the packet. In this manner, the value finally retained
inthetime domain is the sum (AT) of a difference between
the time (T2) when the packet leaves the network trans-
mission device and the time (T1) when the packet enters
the network transmission device and an original value
(TO) of a reserved field, i.e., AT=T2-T1+TO. If the next
apparatus is also a network transmission device, the
process will be repeated. If the next apparatus is a SV
datareceiving device (e.g., protection, measurementand
control apparatus), the time (T3) when the packet arrives
atthe SV datareceiving device is recorded, and the value
(AT) in the packet time domain is subtracted from the
value to obtain a value (T4) of a sending time of the pack-
et, i.e.,, T4=T3-AT. A sampling time T5 is obtained by
subtracting preset merging unit rated delay from T4, and
the SV data receiving device synchronizes the value of
the T5 time with other SV packets, used for subsequent
calculation.

[0026] The solution calculates, on a network transmis-
sion device, transmission delay of a packet in the network
transmission device, and obtains the transmission delay
in a manner of recording input time and output time of
the packet and calculating a difference, the method is
completely implemented by hardware (implemented by
FPGA, PHY and the like), a CPU is not required to par-
ticipate, which solves influences of a switch software al-
gorithm and the like on time synchronization precision
when IEC61588 is used, and as it is unnecessary to send
and receive IEC61588 packets, network traffic and the
like will not affect synchronizing SV packets by the SV
data receiving device. The solution also solves the prob-
lem that the process layer network relies too much on a
time synchronization system.

[0027] The technical solution of the embodiments of
the present invention is described in detail below in com-
bination with specific examples.

[0028] An intelligent substation process layer network
mainly consists of merging units, an intelligent terminal,
a switch, a protection apparatus, a measurement and
control apparatus and the like, the protection apparatus
and the measurement and control apparatus both receive
SV packets from the merging units, the SV packets need
toimplement synchronization at the side of the protection
apparatus and the measurement and control apparatus.
[0029] As shown in Fig. 2, suppose that protection 1
(i.e., protection apparatus 1, the same below) receives
SV packets from a merging unit 1, a merging unit 2 and
a merging unit 3 and needs to perform packet synchro-
nization. The measurement and control 1 needs to re-
ceive SV packets from the merging unit 1, the merging
unit 2 and a merging unit 4 and needs to perform packet
synchronization.

[0030] The process that the merging unit 1 sends a SV
packet is as follows:

1. The merging unit 1 first regularly organizes and
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sends a SV packet to a switch (network transmission
device) according to a sending interval, and the
merging unit 1 retains a reserved time field (time do-
main) in the packet and resets the value of the time
domain each time it organizes the SV packet. The
merging unit 1 sends the SV packet to the switch.

2. A switch 1 receives the SV packet sent from the
merging unit 1 ata P1 port, records the value of time
when the SV picketer enters the P1 port, subtracts
the value of time captured at the P1 port from the
value in the time domain of the SV packet, and up-
dates the time domain of the SV packet with a cal-
culation result.

3. The SV packet is sent to the protection 1 via a P5
port and sent to the measurement and control 1 via
a P7 portrespectively according to an exchange rule
of the switch 1. When the SV packet is output from
the P5 port, the switch 1 captures the value of time
when the SV packet is output from the P5 port, adds
the value of the time domain of the SV packet to the
value of the time field captured and updates the time
domain of the SV packet with a calculation result.
Likewise, when the SV packet is output from the P7
port, operations the same as those of P5 are per-
formed.

4. The protection 1 receives the SV packet sent from
the switch 1 and records the time when the packet
enters the protection apparatus, a time value of a
sending time of the SV packet is obtained by sub-
tracting the value of the time domain of the SV packet
fromthe time, its sampling time is deduced according
to rated delay of the merging unit, and synchroniza-
tion and subsequent calculation of the SV packet
and other work are performed based on the value.
Likewise, the measurement and control 1 receives
the SV packet sent from the switch 1 and records
the time when the packet enters the measurement
and control apparatus, a time value of a sending time
ofthe SV packet is obtained by subtracting the value
of the time domain of the SV packet from the time,
its sampling time is deduced according to rated delay
of the merging unit, and synchronization and subse-
quent calculation of the SV packet and other work
are performed based on the value.

[0031] The process that the merging unit 2 sends a
packet is the same as the process that the merging unit
1 sends a packet, both of which pass through one switch
to reach the corresponding protection apparatus and
measurement and control apparatus.

[0032] The process that the merging unit 3 sends a
packet is as follows:

1. The merging unit 3 first regularly organizes and
sends a SV packet to a switch according to a sending
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interval, and the merging unit 3 retains a reserved
time field (time domain) in the packet and resets the
value of the time domain each time it organizes the
SV packet. The merging unit 3 sends the SV packet
to the switch.

2. A switch 2 receives the SV packet sent from the
merging unit 3 at a P1 port, records the value of time
when the SV picketer enters the P1 port, subtracts
the value of time captured at the P1 port from the
value in the time domain of the SV packet, and up-
dates the time domain of the SV packet with a cal-
culation result.

3. The SV packetis sent to the switch 1 via a P9 port
according to an exchange rule of the switch 2. When
the SV packet is output from the P9 port, the switch
2 captures the value of time when the SV packet is
output from the P9 port, adds the value of the time
domain of the SV packet to the value of the time field
captured and updates the time domain of the SV
packet with a calculation result.

4. A switch 1 receives the SV packet sent from the
switch 2 at the P9 port, records the time when the
packet enters the P9 port, subtracts the time value
captured at the P9 port value from the value in the
time domain of the SV packet, and updates the time
domain of the SV packet with a calculation result.

5. The SV packet is sent to the protection 1 viaa P5
port and sent to the measurement and control 1 via
a P7 portrespectively according to an exchange rule
of the switch 1. When the SV packet is output from
the P5 port, the switch 1 captures the value of time
when the SV packet is output from the P5 port, adds
the value of the time domain of the SV packet to the
value of the time feld captured and updates the time
domain of the SV packet with a calculation result.
Likewise, when the SV packet is output from the P7
port, operations the same as those of P5 are per-
formed.

6. The protection 1 receives the SV packet sent from
the switch 1 and records the time when the packet
enters the protection apparatus, a time value of a
sending time of the SV packet is obtained by sub-
tracting the value of the time domain of the SV packet
fromthe time, its sampling time is deduced according
to rated delay of the merging unit, and synchroniza-
tion (sorting) and subsequent calculation of the SV
packet and other work are performed based on the
value. Likewise, the measurement and control 1 re-
ceives the SV packet sent from the switch 1 and
records the time when the packet enters the meas-
urement and control apparatus, a time value of a
sending time of the SV packet is obtained by sub-
tracting the value of the time domain of the SV packet
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fromthe time, its sampling time is deduced according
to rated delay of the merging unit, and sorting and
subsequent calculation of the SV packet and other
work are performed based on the value.

[0033] The above are merely preferred embodiments
of the embodiments of the present invention, and are not
intended to limit the protection scope of the embodiments
of the present invention.

Industrial Applicability

[0034] According to the embodiments of the present
invention, transmission delay on a network transmission
device is recorded in a SV packet sent by a merging unit;
and a SV data receiving device implements packet syn-
chronization according to the transmission delay on the
network transmission device recorded in the SV packet.
By use of the embodiments of the presentinvention, syn-
chronization of SV packets sent by various merging units
which are received by the SV data receiving device can
be implemented on the basis of not relying on a time
synchronization network, and the defect that data relia-
bility calculation and action of the SV data receiving de-
vice rely too much on the time synchronization network
is solved, thereby achieving that the SV data receiving
device implements packet synchronization based on a
local clock.

Claims

1. A packet synchronization method of an intelligent
substation process layer network, the method com-
prising:

recording transmission delay on a network
transmission device in a sampled value, SV,
packet sent by a merging unit; and

implementing, by a SV data receiving device,
packet synchronization according to the trans-
mission delay on the network transmission de-
vice recorded in the SV packet, wherein the re-
cording transmission delay on a network trans-
mission device in a SV packet sent by a merging
unit is characterized by reserving a time do-
main field in the SV packet according to config-
uration, wherein the configuration is based on a
combination of at least two of a source media
access control, MAC, address, a target MAC ad-
dress, a packet type, a source internet protocol,
IP, address, a target IP address, a source port
number and a target port number, when the
merging unit sends the SV packet; the time do-
main field being used to make statistics, by the
network transmission device, on the transmis-
sion delay and accumulate transmission delay
of all levels of network transmission devices to
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be stored in the time domain field;

recording the transmission delay of the SV pack-
et on the network transmission device into the
time domain field of the SV packet by adopting
a manner of adding timestamps for the SV pack-
et on input and output ports of the all levels of
network transmission devices; and
accumulating the transmission delay of the all
levels of network transmission devices in the
time domain field when the SV packetis forward-
ed by the all levels of network transmission de-
vices.

The method according to claim 1, wherein the im-
plementing, by a SV data receiving device, packet
synchronization according to the transmission delay
on the network transmission device recorded in the
SV packet comprises:

after the SV data receiving device receives the
SV packet, restoring sending time of the SV
packet based on local time by subtracting a val-
ue in the time domain field from the time when
the SV data receiving device receives the SV
packet, and calculating sampling time according
to rated delay of the merging unit; and
performing, by the SV data receiving device,
packet synchronization on received SV packets
of different merging units based on the sampling
time.

The method according to claim 1, wherein the trans-
mission delay takes ns as the smallest unit, used to
enable the time domain field that the merging unit
reserves according to configuration to record trans-
mission delay of all levels of network devices.

The method according to any one of claims 1 to 3,
wherein the method further comprises: deciding, by
the network transmission device, according to con-
figuration, whether to calculate internal residing time
of the network transmission device for a specified
packet and modify the time domain field in the SV
packet.

The method according to claim 2, wherein the meth-
od further comprises:

after the SV data receiving device receives the
SV packet with the reserved time domain field,
judging whether time domain information carried
in the SV packet is within a limited range, if the
time domain information exceeds a limited
range, determining the SV packet as an incor-
rect packet and discarding the SV packet, and
if the time domain information does not exceed
the limited range, determining the SV packet as
a correct packet, performing time recovery on
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the correct packet and implementing the packet
synchronization.

6. A packet synchronization system of an intelligent

substation process layer network, the system com-
prising: a merging unit, a network transmission de-
vice and a SV data receiving device; wherein:

the merging unit is configured to send a sampled
value, SV, packet to the network transmission
device;

the network transmission device is configured
to receive the SV packet, record transmission
delay on the network transmission device in the
SV packet and send the SV packet to the SV
data receiving device; and

the SV data receiving device is configured to
receive the SV packet, and implement packet
synchronization according to the transmission
delay on the network transmission device re-
corded in the SV packet characterized by the
merging unit is further configured to reserve a
time domain field in the SV packet according to
configuration, the configuration is based on a
combination of at least two of a source media
access control, MAC, address, a target MAC ad-
dress, a packet type, a source internet protocol,
IP, address, a target IP address, a source port
number and a target port number, when sending
the SV packet; the time domain field being used
to make statistics, by the network transmission
device, on the transmission delay and accumu-
late transmission delay of all levels of network
transmission devices to be stored in the time
domain field; and

the network transmission device is further con-
figured to record the transmission delay of the
SV packet on the network transmission device
into the time domain field of the SV packet by
adopting a manner of adding timestamps for the
SV packet on input and output ports of the all
levels of network transmission devices, and ac-
cumulate the transmission delay of the all levels
of network transmission devices in the time do-
main field when the SV packet is forwarded by
the all levels of network transmission devices.

The system according to claim 6, wherein the SV
data receiving device is further configured to, after
receiving the SV packet, restore sending time of the
SV packet based on local time by subtracting a value
in the time domain field from the time when the SV
data receiving device receives the SV packet, and
calculate sampling time according to rated delay of
the merging unit; and perform packet synchroniza-
tion on received SV packets of different merging
units based on the sampling time.
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8.

The system according to claim 6 or 7, wherein the
network transmission device is further configured to
decide according to configuration whether to calcu-
late internal residing time of the network transmis-
sion device for a specified packet and modify the
time domain field in the SV packet.

The system according to claim 7, wherein the SV
data receiving device is further configured to, after
receiving the SV packet with the reserved time do-
main field, judge whether time domain information
carried in the SV packet is within a limited range, if
the time domain information exceeds alimited range,
determine the SV packet as an incorrect packet and
discarding the SV packet, and if the time domain
information does not exceed the limited range, de-
termine the SV packet as a correct packet, perform
time recovery on the correct packet and implement
the packet synchronization.

Patentanspriiche

1.

Paketsynchronisations-Verfahren eines Prozess-
schicht-Netzwerks mit intelligenter Unterstation, wo-
bei das Verfahren umfasst:

Aufzeichnen von Ubertragungsverzégerung an
einer Netzwerk-Ubertragungsvorrichtung in ei-
nemvon einer Merging-Unitgesendeten SV-Pa-
ket (sampled value packet); und
Implementieren von Paketsynchronisation ent-
sprechend der in dem SV-Paket aufgezeichne-
ten Ubertragungsverzégerung an der Netzwerk-
Ubertragungsvorrichtung durch eine SV-Daten-
empfangsvorrichtung, wobei das Aufzeichnen
von Ubertragungsverzégerung an einer Netz-
werk-Ubertragungsvorrichtung in einem durch
eine Merging-Unit gesendeten SV-Paket
gekennzeichnet ist durch

Reservieren eines Zeitdomanen-Feldes in dem
SV-Paket entsprechend einer Konfiguration,
wobei die Konfiguration auf einer Kombination
von wenigstens zwei Elementen aus einer Her-
kunfts-MAC-Adresse, einer Ziel-MAC-Adresse,
einem Paket-Typ, einer Herkunfts-IP-Adresse,
einer Ziel-IP-Adresse, einer Herkunfts-Port-
nummer und einer Ziel-Portnummer basiert,
wenn die Merging-Unit das SV-Paket sendet,
und das Zeitdomanen-Feld durch die Netz-
werk-Ubertragungsvorrichtung verwendet wird,
um Statistiken (iber die Ubertragungsverzdge-
rung zu erstellen und Ubertragungsverzdge-
rung von Netzwerk-Ubertragungsvorrichtungen
aller Ebenen zu akkumulieren und in dem Zeit-
domanen-Feld zu speichern;

Aufzeichnen der Ubertragungsverzégerung des
SV-Paketes an der Netzwerk-Ubertragungsvor-
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richtung in dem Zeitdomanen-Feld des SV-Pa-
ketes durch Anwenden einer Methode zum Hin-
zufligen von Zeitstempeln fiir das SV-Paket an
Eingangs- und Ausgangs-Ports der Netzwerk-
Ubertragungsvorrichtungen aller Ebenen; und

Akkumulieren der Ubertragungsverzégerung
der Netzwerk-Ubertragungsvorrichtungen aller
Ebenen in dem Zeitdomanen-Feld, wenn das
SV-Paket durch die Netzwerk-Ubertragungs-
vorrichtungen aller Ebenen weitergeleitet wird.

Verfahren nach Anspruch 1, wobei das Implemen-
tieren von Paketsynchronisation entsprechend der
in dem SV-Paket aufgezeichneten Sendeverzdge-
rung an der Netzwerk-Ubertragungsvorrichtung
durch eine SV-Datenempfangsvorrichtung umfasst:

nach Empfangen des SV-Paketes durch die SV-
Datenempfangsvorrichtung Wiederherstellen
von Sende-Zeit des SV-Paketes auf Basis loka-
ler Zeit durch Subtrahieren eines Wertes in dem
Zeitdomanen-Feld von der Zeit, zu der die SV-
Datenempfangsvorrichtung das SV-Paket emp-
fangt, und Berechnen von Abtast-Zeit entspre-
chend Nenn-Verzégerung der Merging-Unit; so-
wie

Durchfiihren von Paketsynchronisation an emp-
fangenen SV-Paketen verschiedener Merging-
Units auf Basis der Abtast-Zeit durch die SV-
Datenempfangsvorrichtung.

Verfahren nach Anspruch 1, wobei die Ubertra-
gungsverzdgerung ns als die kleinste Einheit ver-
wendet, die eingesetzt wird, um das Zeitdomanen-
Feld freizugeben, das die Merging-Unit entspre-
chend der Konfiguration zum Aufzeichnen von Sen-
deverzdgerung von Netzwerk-Vorrichtungen aller
Ebenen reserviert.

Verfahren nach einem der Anspriiche 1 bis 3, wobei
das Verfahren des Weiteren umfasst, das durch die
Netzwerk-Ubertragungsvorrichtung entsprechend
der Konfiguration entschieden wird, ob interne Ver-
weilzeit der Netzwerk-Ubertragungsvorrichtung fiir
ein vorgegebenes Paket berechnet wird und das
Zeitdomanen-Feld in dem SV-Paket modifiziert wird.

Verfahren nach Anspruch 2, wobei das Verfahren
des Weiteren umfasst, dass:

nach Empfangen des SV-Paketes mit dem re-
servierten Zeitdomanen-Feld durch die SV-Da-
tenempfangsvorrichtung beurteilt wird, ob in
dem SV-Paket transportierte Zeitdomanen-In-
formationen innerhalb eines begrenzten Berei-
ches liegen, wenn die Zeitdomanen-Informatio-
nen einen begrenzten Bereich Uberschreiten,
das SV-Paket als ein fehlerhaftes Paket be-
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stimmt wird und das SV-Paket verworfen wird,
und, wenn die Zeitdomé&nen-Informationen den
begrenzten Bereich nicht Uberschreiten, das
SV-Paket als ein fehlerfreies Paket bestimmt
wird, Zeit-Wiederherstellung an dem fehlerfrei-
en Paket durchgefiihrt wird und die Paketsyn-
chronisation implementiert wird.

Paketsynchronisations-System eines Prozess-
schicht-Netzwerks mit intelligenter Unterstation, wo-
bei das System umfasst:

eine Merging-Einheit, eine Netzwerk-Ubertra-
gungsvorrichtung und eine SV-Datenemp-
fangsvorrichtung, wobei:

die Merging-Einheit so konfiguriert ist, dass
sie ein SV-Paket (sampled value packet) zu
der  Netzwerk-Ubertragungsvorrichtung
sendet;

die Netzwerk-Ubertragungsvorrichtung so
konfiguriertist, dass sie das SV-Paket emp-
fangt, Ubertragungsverzégerung an der
Netzwerk-Ubertragungsvorrichtung in dem
SV-Paket aufzeichnet und das SV-Paket zu
der SV-Datenempfangsvorrichtung sendet;
und

die SV-Datenempfangsvorrichtung so kon-
figuriert ist, dass sie das SV-Paket emp-
fangt und Paketsynchronisation entspre-
chend der in dem SV-Paket aufgezeichne-
ten Ubertragungsverzégerung an der Netz-
werk-Ubertragungsvorrichtung implemen-
tiert, dadurch gekennzeichnet, dass die
Merging-Unit des Weiteren so konfiguriert
ist, dass sie ein Zeitdomanen-Feld in dem
SV-Paket entsprechend einer Konfigurati-
on reserviert, wobei die Konfiguration auf
einer Kombination von wenigstens zwei
Elementen aus einer Herkunfts-MAC-
Adresse, einer Ziel-MAC-Adresse, einem
Paket-Typ, einer Herkunfts-IP-Adresse, ei-
ner Ziel-IP-Adresse, einer Herkunfts-Port-
nummer und einer Ziel-Portnummer ba-
siert, wenn das SV-Paket gesendet wird,
wobei das Zeitdomanen-Feld durch die
Netzwerk-Ubertragungsvorrichtung ~ ver-
wendet wird, um Statistiken tber die Uber-
tragungsverzégerung zu erstellen und
Ubertragungsverzégerung von Netzwerk-
Ubertragungsvorrichtungen aller Ebenen
zu akkumulieren und in dem Zeitdomanen-
Feld zu speichern; und

die Netzwerk-Ubertragungsvorrichtung des
Weiteren so konfiguriert ist, dass sie die
Ubertragungsverzégerung des SV-Pake-
tes an der Netzwerk-Ubertragungsvorrich-
tung in dem Zeitdoméanen-Feld des SV-Pa-
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ketes durch Anwenden einer Methode zum
Hinzufligen von Zeitstempeln fir das SV-
Paket an Eingangs- und Ausgangs-Ports
der Netzwerk-Ubertragungsvorrichtungen
aller Ebenen aufzeichnet und die Ubertra-
gungsverzdgerung der Netzwerk-Ubertra-
gungsvorrichtungen aller Ebenen in dem
Zeitdomanen-Feld akkumuliert, wenn das
SV-Paket durch die Netzwerk-Ubertra-
gungsvorrichtungen aller Ebenen weiterge-
leitet wird.

System nach Anspruch 6, wobei die SV-Datenemp-
fangsvorrichtung des Weiteren so konfiguriert ist,
dass sie nach Empfangen des SV-Paketes Sende-
Zeit des SV-Paketes auf Basis lokaler Zeit durch
Subtrahieren eines Wertes in dem Zeitdoménen-
Feld von der Zeit, zu der die SV-Datenempfangsvor-
richtung das SV-Paket empfangt, wiederherstellt
und Abtast-Zeit entsprechend Nenn-Verzégerung
der Merging-Unit berechnet und Paketsynchronisa-
tion an empfangenen SV-Paketen verschiedener
Merging-Units auf Basis der Abtast-Zeit durchfiihrt.

System nach Anspruch 6 oder 7, wobei die Netz-
werk-Ubertragungsvorrichtung des Weiteren so
konfiguriert ist, dass sie entsprechend der Konfigu-
ration entscheidet, ob interne Verweilzeit der Netz-
werk-Ubertragungsvorrichtung fiir ein vorgegebe-
nes Paket berechnet wird und das Zeitdoméanen-
Feld in dem SV-Paket modifiziert wird.

System nach Anspruch 7, wobei die SV-Datenemp-
fangsvorrichtung des Weiteren so konfiguriert ist,
dass sie nach Empfangen des SV-Paketes mit dem
reservierten Zeitdoméanen-Feld beurteilt, ob in dem
SV-Paket transportierte Zeitdomanen-Informatio-
nen innerhalb eines begrenzten Bereiches liegen,
wenn die Zeitdomanen-Informationen einen be-
grenzten Bereich Uberschreiten, das SV-Paket als
ein fehlerhaftes Paket bestimmt und das SV-Paket
verwirft, und, wenn die Zeitdomanen-Informationen
den begrenzten Bereich nicht Uberschreiten, das
SV-Paket als ein fehlerfreies Paket bestimmt, Zeit-
Wiederherstellung an dem fehlerfreien Paket durch-
fuhrt und die Paketsynchronisation implementiert.

Revendications

Procédé de synchronisation de paquets d’'un réseau
de couche de traitement de sous-station intelligent,
le procédé comprenant :

enregistrement d’un délai de transmission sur
un dispositif de transmission réseau dans un pa-
quet de valeurs échantillonnées, SV (Sampled
Value), envoyé par une unité de fusion ; et

10

15

20

25

30

35

40

45

50

55

1"

mise en oeuvre, par un dispositif de réception
de données SV, d’une synchronisation de pa-
quets selon le délai de transmission sur le dis-
positif de transmission réseau enregistré dans
le paquet SV, dans lequel, I'enregistrement du
délai de transmission sur un dispositif de trans-
mission réseau dans un paquet SV envoyé par
une unité de fusion est

caractérisé par

réservation d’'un champ de domaine temporel
dansle paquet SV selon une configuration, dans
lequel la configuration repose sur une combinai-
son d’au moins deux d’'une adresse de contrdle
d’accés de support, MAC (Media Access Con-
trol), source, une adresse MAC cible, un type
de paquet, une adresse de protocole Internet,
IP (Internet Protocol), source, une adresse IP
cible, un numéro de port source et un numéro
de port cible, lorsque I'unité de fusion envoie le
paquet SV ; le champ de domaine temporel
étant utilisé pour produire des statistiques, par
le dispositif de transmission réseau, sur le délai
de transmission et accumuler un délai de trans-
mission de tous niveaux de dispositifs de trans-
mission réseau a stocker dans le champ de do-
maine temporel ;

enregistrement du délai de transmission du pa-
quet SV sur le dispositif de transmission réseau
dans le champ de domaine temporel du paquet
SV en adoptant un mode d’ajout d’horodateurs
pour le paquet SV sur des ports d’entrée et de
sortie des tous niveaux de dispositifs de trans-
mission réseau ; et

accumulation du délai de transmission des tous
niveaux de dispositifs de transmission réseau
dans le champ de domaine temporel lorsque le
paquet SV est transmis par les tous niveaux de
dispositifs de transmission réseau.

Le procédé selon la revendication 1, dans lequel la
mise en oeuvre, par un dispositif de réception de
données SV, d’'une synchronisation de paquets se-
lon le délai de transmission sur le dispositif de trans-
mission réseau enregistré dans le paquet SV
comprend :

aprés que le dispositif de réception de données
SV recoitle paquet SV, restauration d’'une durée
d’envoi du paquet SV en fonction d’une heure
locale en soustrayant une valeur dans le champ
de domaine temporel a I'heure a laquelle le dis-
positif de réception de données SV recoit le pa-
quet, etcalcul d’'une durée d’échantillonnage se-
lon un délai nominal de l'unité de fusion ; et

application, par le dispositif de réception de don-
nées SV, d’'une synchronisation de paquets a
des paquets SV regus de différentes unités de
fusion en fonction du temps d’échantillonnage.
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Le procédé selon la revendication 1, dans lequel le
délai de transmission utilise un ns en tant que plus
petite unité, utilisé pour permettre au champ de do-
maine temporel que 'unité de fusion réserve selon
une configuration pour enregistrer un délai de trans-
mission de tous niveaux de dispositifs réseau.

Le procédé selon I'une quelconque des revendica-
tions 1 a 3, dans lequel le procédé comprend en
outre : décision ou non, par le dispositif de transmis-
sionréseau, selon une configuration, de calculerune
durée de station interne du dispositif de transmission
réseau pour un paquet spécifié et de modifier le
champ de domaine temporel dans le paquet SV.

Le procédé selon la revendication 2, dans lequel le
procédé comprend en outre :

aprés que le dispositif de réception de données
SV recoit le paquet SV avec le champ de do-
maine temporel réservé, estimation de l'inscrip-
tion ou non d’informations de domaine temporel
véhiculées dans le paquet SV dans une plage
restreinte, si les informations de domaine tem-
porel dépasse une plage restreinte, détermina-
tion du paquet SV en tant qu’un paquetincorrect
et élimination du paquet SV, et si les informa-
tions de domaine temporel ne dépassent pas la
plage restreinte, détermination du paquet SV en
tant qu’un paquet correct, application d’'une ré-
cupération temporelle au paquet correct et mise
en oeuvre de la synchronisation de paquets.

Systeéme de synchronisation de paquets d’'un réseau
de couche de traitement de sous-station intelligent,
le systéme comprenant : une unité de fusion, un dis-
positif de transmission réseau et un dispositif de ré-
ception de données SV ; dans lequel :

I'unité de fusion est configurée pour envoyer un
paquet de valeurs échantillonnées, SV, au dis-
positif de transmission réseau ;

le dispositif de transmission réseau est configu-
ré pour recevoir le paquet SV, enregistrer un
délai de transmission sur le dispositif de trans-
mission réseau dans le paquet SV et envoyer le
paquet SV audispositif de réception de données
SV ; et

le dispositif de réception de données SV est con-
figuré pour recevoir le paquet SV, et mettre en
oeuvre une synchronisation de paquets selon le
délai de transmission sur le dispositif de trans-
mission réseau enregistré dans le paquet SV
caractérisé par

'unité de fusion est configurée en outre pour
réserver un champ de domaine temporel dans
le paquet SV selon une configuration, la confi-
guration repose sur une combinaison d'au
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moins deux d’'une adresse de contrble d’acceés
de support, MAC, source, une adresse MAC ci-
ble, untype de paquet, une adresse de protocole
Internet, IP, source, une adresse IP cible, un
numéro de port source et un numéro de port
cible, lors de I'envoi du paquet SV ; le champ de
domaine temporel étant utilisé pour produire des
statistiques, par le dispositif de transmission ré-
seau, sur le délai de transmission et accumuler
un délai de transmission de tous niveaux de dis-
positifs de transmission réseau a stocker dans
le champ de domaine temporel ; et

le dispositif de transmission réseau est configu-
ré en outre pour enregistrer le délai de transmis-
sion du paquet SV sur le dispositif de transmis-
sionréseau dansle champ de domaine temporel
du paquet SV en adoptant un mode d’ajout d’ho-
rodateurs pour le paquet SV sur des ports d’en-
trée et de sortie des tous niveaux de dispositifs
de transmission réseau, et accumuler le délai
de transmission des tous niveaux des dispositifs
de transmission réseau dans le champ de do-
maine temporel lorsque le paquet SV est trans-
mis par les tous niveaux de dispositifs de trans-
mission réseau.

Le systeme selon la revendication 6, dans lequel le
dispositif de réception de données SV est configuré
en outre pour, aprés réception du paquet SV, res-
taurer une durée d’envoi du paquet SV en fonction
d’une heure locale en soustrayant une valeur dans
le champ de domaine temporel a I'heure a laquelle
le dispositif de réception de données SV recoit le
paquet SV, et calculer une durée d’échantillonnage
selon un délai nominal de I'unité de fusion ; et appli-
quer une synchronisation de paquets a des paquets
SV regus de différentes unités de fusion en fonction
du temps d’échantillonnage.

Le systéme selonlarevendication6 ou 7, dans lequel
le dispositif de transmission réseau est configuré en
outre pour décider ou non selon une configuration
de calculer une durée de station interne du dispositif
de transmission réseau pour un paquet spécifié et
de modifier le champ de domaine temporel dans le
paquet SV.

Le systeme selon la revendication 7, dans lequel le
dispositif de réception de données SV est configuré
en outre, aprés réception du paquet SV avec le
champ de domaine temporel réservé, pour estimer
Iinscription ou non d’informations de domaine tem-
porel véhiculées dans le paquet SV dans une plage
restreinte, si les informations de domaine temporel
dépassent une plage restreinte, déterminer le pa-
quet SV en tant qu’un paquetincorrect et éliminer le
paquet SV, et si les informations de domaine tem-
porel ne dépassent pas la plage restreinte, détermi-
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ner le paquet SV en tant qu’'un paquet correct, ap-
pliquer une récupération temporelle au paquet cor-
rect et mettre en oeuvre la synchronisation de pa-
quets.
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