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Description
Title of Invention: DEVICE AND METHOD FOR

TRANSMITTING ELECTRONIC KEY THEREOF
Technical Field

The present disclosure relates to a device and a method for transmitting an electronic
key thereof. More particularly, the present disclosure relates to a device and a method

for transmitting an electronic key thereof.

Background Art

With recent development of communication technologies, users can easily acquire
various types of information. For example, users may receive information from a web
server through the Internet, or receive information from various information providing
sources using short-range wireless communication technologies.

Specifically, Near Field Communication (NFC) technology is a short-range wireless
communication technologies that enables data exchange between two or more
terminals adjacent to each other without a physical manipulation. NFC refers to a con-
tactless wireless communication technology for transmitting data with low power
within a short range by applying a Radio Frequency Identification (RFID) technology
operating at a frequency band of 13.56 MHz.

Data which can be exchanged by NFC may also include an electronic key. The
electronic key is attractive to users by virtue of light weight, small size and good
portability. However, when the electronic key is transmitted from one device to
another device, security of the electronic key may be lowered.

The above information is presented as background information only to assist with an
understanding of the present disclosure. No determination has been made, and no
assertion is made, as to whether any of the above might be applicable as prior art with

regard to the present disclosure.
Disclosure of Invention

Technical Problem

Aspects of the present disclosure are to address at least the above-mentioned
problems and/or disadvantages and to provide at least the advantages described below.
Accordingly, as aspect of the present disclosure is to provide an embodiment of the
present disclosure may not overcome any of the problems described above.

An aspect of the present invention is a device capable of transmitting an electronic
key to another device by setting a use condition, and a method for transmitting an

electronic key thereof.

Solution to Problem
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In accordance with an aspect of the present disclosure, a method for transmitting an
electronic key of a device is provided. The method includes a user command for
providing the electronic key to another device, providing a User Interface (UI) for
setting a use condition of the electronic key when the user command is received, and
transmitting the use condition information set through the UI to the other device
together with the electronic key.

According to another aspect of the present disclosure, the providing of the UI may
include differentially activating and displaying a plurality of input items for setting the
use condition of the electronic key according to a preset criterion.

According to another aspect of the present invention, the preset criterion may be a
preset priority for each of the plurality of input items, and the providing of the UI may
include gradually activating and displaying the plurality of input items, starting from
an input item with a high priority, based on the priorities preset for the plurality of
input items, respectively.

According to another aspect of the present invention, the preset criterion may be a
lapsed time after the plurality of input items are displayed, and the providing of the UI
include gradually activating and displaying the plurality of input items according to the
lapsed time after the plurality of input items are displayed.

According to another aspect of the present invention, the preset criterion may be a
user gesture input to the device, and the providing of the UI may include gradually ac-
tivating and displaying the plurality of input items according to intensity that the
device is shaken when the user gesture is a shaking motion of shaking the device.

According to another aspect of the present invention, the providing of the UI may
comprise displaying the gradually activated input items with sizes relatively reduced.

According to another aspect of the present invention, the transmitting of the use
condition information and the electronic key may include one of transferring the
electronic key so as to delete the electronic key stored in the device and copying the
electronic key so as to maintain the stored state of the electronic key.

According to another aspect of the present invention, the plurality of items may
include at least one of a use count, a use time, a use period, and a copy-limit item with
respect to the electronic key.

According to another aspect of the present invention, the transmitting of the use
condition information and the electronic key may include transmitting the electronic
key and information related to the use condition of the electronic key to a Near Field
Communication (NFC) reader installed in the another device through NFC.

According to another aspect of the present invention, the electronic key may be
stored in the device or an external server.

In accordance with an aspect of the present disclosure, a device is provided. The
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device include a display configured to display a screen, a communication unit
configured to communicate with another device, a user interface unit configured to
receive a user command for providing an electronic key to the other device, and a
controller configured to provide a user interface for setting a use condition of the
electronic key when the user command is received, and to transmit the use condition
information set through the user interface to the other device together with the

electronic key.
According to another aspect of the present invention, the controller may be

configured to differentially activate and display a plurality of input items for setting the
use condition of the electronic key according to a preset criterion.

According to another aspect of the present invention, the preset criterion may be a
preset priority for each of the plurality of input items, and the controller may be
configured to gradually activate and display the plurality of input items, starting from
an input item with a high priority, based on the priorities preset for the plurality of
input items, respectively.

According to another aspect of the present invention, the preset criterion may be a
lapsed time after the plurality of input items are displayed, and the controller may be
configured to gradually activate and display the plurality of input items according to
the lapsed time after the plurality of input items are displayed.

According to another aspect of the present invention, the preset criterion may also be
a user gesture input to the device, and the controller may be configured to gradually
activate and display the plurality of input items according to intensity that the device is
shaken when the user gesture is a shaking motion of shaking the device.

According to another aspect of the present invention, the controller may control the
gradually activated input items to be displayed with sizes relatively reduced.

According to another aspect of the present invention, the controller may transfer the
electronic key so as to delete the electronic key stored in the device or copies the
electronic key so as to maintain the stored state of the electronic key.

According to another aspect of the present invention, the controller may be
configured to transmit the electronic key and information related to the use condition
of the electronic key to a NFC reader installed in the another device through NFC
tagging.

Other aspects, advantages, and salient features of the disclosure will become apparent
to those skilled in the art from the following detailed description, which, taken in con-
junction with the annexed drawings, discloses various embodiments of the present

disclosure.

Advantageous Effects of Invention
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In accordance with the present disclosure, as aforementioned, when an electronic key
is transferred or copied to another device, security of the electronic key may be
enhanced
Brief Description of Drawings

The above and other aspects, features, and advantages of certain embodiments of the
present disclosure will be more apparent from the following description taken in con-
junction with the accompanying drawings, in which:

FIGS. 1A and 1B are views illustrating a general operation of a device according to
an embodiment of the present disclosure;

FIG. 2 is a view illustrating a configuration of an electronic key providing system
according to an embodiment of the present disclosure;

FIG. 3 is a block diagram illustrating a configuration of a device according to an em-
bodiment of the present disclosure;

FIG. 4 is a block diagram illustrating a detailed configuration of a user terminal
device according to an embodiment of the present disclosure;

FIG. 5 is a view illustrating a software configuration stored in a storage unit
according to an embodiment of the present disclosure;

FIG. 6 is a block diagram illustrating a configuration of a server according to an em-
bodiment of the present disclosure;

FIG. 7 is a view illustrating a control method for a device according to an em-
bodiment of the present disclosure;

FIGS. 8A, 8B, and 8C are views illustrating a User Interface (UI) providing method
according to an embodiment of the present disclosure;

FIGS. 9A, 9B, and 9C are views illustrating a Ul providing method according to an
embodiment of the present disclosure;

FIGS. 10A, 10B, 10C are views illustrating a UI providing method based on a lapse
of time according to an embodiment of the present disclosure;

FIGS. 11A, and 11B are views illustrating a UI providing method based on a user
motion according to an embodiment of the present disclosure;

FIG. 12 is a view illustrating a UI providing method based on a user motion
according to an embodiment of the present disclosure;

FIGS. 13A, 13B, and 13C are views illustrating an authentication method for an
electronic key transmission according to an embodiment of the present disclosure;

FIGS. 14A, 14B, and 14C are views illustrating an authentication method for an
electronic key change according to an embodiment of the present disclosure;

FIG. 15 is a view illustrating a UI providing method according to an embodiment of

the present disclosure;
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[44] FIGS. 16A, 16B, 16C, and 16D are views illustrating types of notification messages

according to an embodiment of the present disclosure;
[45] FIG. 17 is a flowchart illustrating operations between a device and a server according

to an embodiment of the present disclosure;

[46] FIG. 18 is a flowchart illustrating operations between a device and a server according
to an embodiment of the present disclosure; and

[47] FIG. 19 is a flowchart illustrating a method for transmitting an electronic key of a
device according to an embodiment of the present disclosure.

[48] Throughout the drawings, it should be noted that like reference numbers are used to

depict the same or similar elements, features, and structures

Best Mode for Carrying out the Invention

[49] -

Mode for the Invention

[50] The following description with reference to the accompanying drawings is provided
to assist in a comprehensive understanding of various embodiments of the present
disclosure as defined by the claims and their equivalents. It includes various specific
details to assist in that understanding, but these are to be regarded as merely
exemplary. Accordingly, those of ordinary skill in the art will recognize that various
changes and modifications of the various embodiments described herein can be made
without departing from the scope and spirit of the present disclosure. In addition, de-
scriptions of well-known functions and constructions may be omitted for clarity and
conciseness.

[51] The terms and words used in the following description and claims are not limited to
the bibliographical meanings, but are merely used by the inventor to enable a clear and
consistent understanding of the present disclosure. Accordingly, it should be apparent
to those skilled in the art that the following description of various embodiments of the
present disclosure is provided for illustration purposes only and not for the purpose of
limiting the present disclosure as defined by the appended claims and their equivalents.

[52] It is to be understood that the singular forms “a,” “an,” and “the” include plural
referents unless the context clearly dictates otherwise. Thus, for example, reference to
“a component surface” includes reference to one or more of such surfaces.

[53] FIGS. 1A and 1B are views illustrating a general operation of a device according to
an embodiment of the present disclosure.

[54] Referring to FIG. 1A, a device 100 according to an embodiment of the present
disclosure may store electronic key data (hereinafter, referred to as an electronic key),
and unlock a target device 1000 using the electronic key. The device 100 may be im-

plemented as various types of devices, having portability and a display function, such
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as a mobile phone including a smart phone, a Personal Multimedia Player (PMP), a
Personal Digital Assistant (PDA), a tablet PC, a navigator, and the like, but the present
disclosure may not be limited to this. The device 100 may also be implemented as an
Integrated Circuit (IC) card having a display function, and the like.

The electronic key may be implemented as a unique (specific) code to release a lock
state by matching a unique code previously stored in a target device (for example, a
door lock). The target device 1000 may previously store data in a unique code. When
the unique code of the target device 1000 matches a unique code received from the
device 100, the target device may be unlocked.

In some cases, the device 100 may generate a second code through a calculation
using a predetermined algorithm (for example, hash algorithm) based on its unique
code, and transmit the second code to the target device 1000 as an authentication code.
In this case, the target device 1000 may also execute a calculation using the same
algorithm, generate a second code based on its unique code, and be unlocked according
to whether or not the generated second code thereof matches the second code
transmitted as the authentication code by the device 100.

FIG. 1A illustrates that the target device 1000 is implemented as a door lock device
and the electronic key is implemented as a door key, but the present disclosure is not
limited to this configuration. For example, the electronic key may be implemented as
various types of electronic keys, such as a door key, a car key, a PC key, a locker key,
a drawer key and the like, and an integrated universal key thereof.

A short-range wireless communication may be used for transmitting an electronic
key from the device 100 to the target device 1000.

FIG. 1B is a view illustrating a configuration of an electronic key providing system
according to an embodiment of the present disclosure.

Referring to FIG. 1B, the device 100 may operate as an information providing source
for providing various types of data to another device 200. The device 100 may be
configured to include a short-range wireless communication tag 11. When the device
200 is located within a communication-allowable range, the device 100 may transmit
data recorded in the short-range wireless communication tag 11 to the another device
200. The short-range wireless communication is described below.

The data recorded in the short-range wireless communication tag 11, as afore-
mentioned, may be the electronic key data. The device 200 may receive the electronic
key stored in the device 100 in a transferring or copying manner for use.

The device 200 may acquire an electronic key from the device 100. The device 200
may acquire the electronic key by the short-range wireless communication method. In
this case, the device 200 may include a short-range wireless communication reader 21.

Accordingly, the short-range wireless communication reader 21 may read data from
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the short-range wireless communication tag 11 through a local access to the device 100
having the short-range wireless communication tag 11 attached thereto. The local
access may include tagging, and refers to a motion that at least one of a short-range
wireless communication tag and a reader is moved to a target side (another party side)
to be located within a communication-allowable range. Upon moving into the commu-
nication-allowable range, the short-range wireless communication reader 21 may read
the data recorded in the short-range wireless communication tag 11.

An example of the short-range wireless communication method may be Near Field
Communication (NFC). The NFC is a contactless short-range wireless communication
technology using 13.56 MHz frequency band. The use of the NFC technology may
allow exchange of data when a plurality of terminals are located within a short range
less than about 10 cm. Other examples of the short-range wireless communication
technology may include barcode scanning, QR code scanning, and the like.

In some cases, the device 100 may include wireless communication modules such as
WiFi, Zigbee, Bluetooth, and the like, and execute data exchange with the another
device 200 by wireless communication with the another device 200. The device 200
may separately include a wireless communication module (not shown), such as WiFi,
Zigbee, Bluetooth, or the like, for communication with the device 100. As another
example, a user may connect an external storage medium, such as a Universal Serial
Bus (USB) memory or a memory card, to the device 200 to transfer data stored in the
external storage medium into the device 200.

As described, the device 100 may transmit the electronic key to the device 200 in
various manners. In this case, the device 200 may store the received electronic key for
use. Accordingly, the device 200 may include a Hard Disk Drive (HDD) or various
types of memories.

When the electronic key stored in the device 100 is transmitted to the device 200,
security of the electronic key may not be protected. Accordingly, in order to allow the
device 200 to use the electronic key with ensuring the security of the electronic key, a
method for restricting (limiting) a function of the electronic key transmitted to the
another device 200 may be required.

Accordingly, the device 100 may provide a user interface (UI) screen for setting a
use condition of the electronic key transmitted to the device 200. The UI screen may
provide a plurality of input items for setting the use condition of the electronic key.
The plurality of input items may also be displayed in such a manner of being differ-
entially activated according to preset criteria. For example, an input item requiring a
low security level may be displayed first, and an input item requiring a high security
level may be displayed last. This is based on a point that reliability for a key

transmission command increases according to a lapse of time.
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The electronic key transmitted to the device 200 may be restricted from being copied
to another device (not shown). However, in some cases, whether or not to allow for
copying the electronic key or the number of copying the electronic key may also be set
through the UI screen.

The electronic key may be one stored in a memory provided in the device 100 or one
stored in a server (not shown). The electronic key stored d in the server (not shown)
may be transmitted to the device 200 together with an electronic key use condition,
which has been set through the Ul screen of the device 100. The server may be an
external server outside the device 100 or an embedded server disposed in the device
100.

The relation between a user terminal device 100 and an external server (not shown) is
described below.

FIG. 2 is a view illustrating a configuration of an electronic key providing system
according to an embodiment of the present disclosure.

Referring to FIG. 2, an electronic key providing system 1000 may include a device
100, another device 200 and a server 300.

Referring to FIG. 2, the device 100 and the device 200 may communicate with each
other through the server 300 and a network 10. In the electronic key providing system
1000 with the server 300 interposed between the device 100 and the another device
200, the server 300 may store an electronic key or the server 300 may execute authen-
tication for transmission of the electronic key.

1) When the server 300 stores an electronic key

The device 100 may transmit electronic key use condition information, which has
been input through a Ul for setting the use condition of the electronic key, to the
device 200 through short-range wireless communication (e.g., NFC), and the server
300 may transmit the stored electronic key to the device 200. The device 200 may
receive the electronic key use condition information from the device 100 and the
electronic key from the server 300 so as to use the electronic key. This may correspond
to a case where a user having the device 100 sets the use condition with respect to the
electronic key stored in the server 300, not in the device 100, and transmits the use
condition-set electronic key to the device 200.

In this case, the server 300 may store various electronic keys by constructing a
database for the various electronic keys based on each user account or device account,
and transmit such various electronic keys to the another device 200 in response to a
request of the device 100.

The user of the device 100 may thus log in to his or her own account to provide an
electronic key stored in the server 300 to the another device 200.

The foregoing various embodiment has illustrated that the electronic key use
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condition information is transmitted to the device 200 through NFC. In some cases, the
electronic key use condition information may also be transmitted to the device 200 via
the server 300. In this case, the electronic key transmission may be enabled even when
the device 100 and the another device 200 do not have the NFC connection.

i1) When the server 300 executes an authentication function for electronic key
transmission

The device 100 may transmit an electronic key and electronic key use condition in-
formation, which has been input through a Ul for setting the use condition of the
electronic key, to the another device 200 using NFC. The server 300 may execute an
authentication function for the electronic key transmission.

For example, the electronic key may be transmitted to the device 200 only when the
device 100 executes NFC with the device 200 after the user of the device 100 logs in to
the server 300 and executes authentication. This may prevent any unauthorized person,
other than the user of the device 100, from transmitting the electronic key to the device
200 using the device 100.

In some cases, the server 300 may store information relating to the electronic key
transmission for which the authentication has been completed. When the device 200
transmits an electronic key transmission request later, the electronic key and the
electronic key use condition information may be transmitted to the device 200 after
receiving the approval of the user of the device 100. Consequently, the electronic key
transmission may also be enabled if necessary even when the device 100 and the
another device 200 do not have the NFC connection.

A configurations of the device and the server with reference to FIGS. 3 to 6 is
described below.

FIG. 3 is a block diagram illustrating a configuration of a device according to an em-
bodiment of the present disclosure.

Referring to FIG. 3, the device 100 may include a display 110, a communication unit
120, a user interface unit 130, a storage unit 140, and a controller 150.

The display 110 may be configured to display a screen. The screen may include an
application execution screen including various objects, such as image, video, text and
the like, a Graphic User Interface (GUI) screen, and the like.

The display 110 may display a UI for setting an electronic key use condition. The UI
may include a plurality of input items for setting the electronic key use condition. For
example, the plurality of input items may include a use count (the number of use, a
frequency of use), a use time, a use period, a copy-limit item, and the like with respect
to the electronic key.

The display 110 may be implemented as a Liquid Crystal Display (LCD) panel, an
Organic Light Emitting Diode (OLED), and the like; however, the present disclosure
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need not be limited to this. The display 110 may be layered with a touchpad to
implement a type of touch screen. The display 110 may be used as the user interface
unit 130, as well as an output device. The touch screen may detect a touch input
position, a touch input area and even touch input pressure.

The communication unit 120 may execute wireless communication (or NFC) with
the another device 200. The communication unit 120 may include an NFC tag and/or
an NFC tag reader to execute communication with the another device 200 which
includes an NFC tag and/or an NFC tag reader. When the NFC reader is locally
accessed to an external device having an NFC tag attached thereto, the NFC reader
may read information recorded in the tag of the external device to transmit to the
controller 150. The NFC reader may include a wireless frequency module and an
antenna coil. The NFC reader may emit electronic waves through the antenna coil. Ac-
cordingly, a current may be induced, according to electromagnetic induction, in the
NFC tag (not shown) attached to the external device, which is located within an elec-
tromagnetic wave-reachable distance. An IC within the NFC tag may be driven to
transmit an RF signal including data stored. The wireless frequency module within the
NFC reader may receive the RF signal through the antenna coil, execute demodulation
and decoding for the received RF signal, and detect the data included in the RF signal.
The communication unit 120 may also be implemented into a form including an NFC
module, which includes even the NFC tag if necessary.

The communication unit 120 may communicate with the server 300 as necessary.
The communication unit 120 may include an NFC module and a separate commu-
nication module.

The communication module may allow the communication unit 120 to communicate
with the server 300 through a network. For example, the communication unit 120 may
communicate with the server 300 using various service protocols, such as
Transmission Control Protocol/Internet Protocol (TCP/IP), Hypertext Transfer
Protocol (HTTP), Hypertext Transfer Protocol over Secure Socket Layer (HTTPS),
XML Remote Procedure Call (XML-RPC), and the like. Operations among the server
300, the device 100 and the another device 200 have been explained with reference to
FIG. 2.

The user interface unit 130 may receive various user commands. The user interface
unit 130 may receive a user command which is input to transmit an electronic key to
another device. For example, when an electronic key providing method according to
the present disclosure is implemented as application, the user command for providing
the electronic key to another device may correspond to a manipulation for selecting an
icon interface corresponding to the application.

The user interface unit 130 may receive a user command input through a UI, which is
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output on the display 110 under the control of the controller 150 to set an electronic
key use condition. For example, the user interface unit 130 may receive a user
command for setting an electronic key use count (the number of using an electronic
key).

When a method of providing a UI corresponding to an external object is provided in
a form of a specific application according to an embodiment of the present disclosure,
the user interface unit 130 may receive a user command for manipulating the ap-
plication.

The storage unit 140 may be a storage medium for storing various programs required
to operate the device 100, and implemented as a memory, an HDD and the like. For
example, the storage unit 140 may include a Read-Only Memory (ROM) for storing
programs for operating the controller 150, a Random Access Memory (RAM) for tem-
porarily storing data generated in response to the operation of the controller 150, and
the like. The storage unit 140 may further include an Electrically Erasable and Pro-
grammable ROM (EEROM) for storing various reference data, and the like.

The storage unit 140 may store various Ul information to be displayed on the display
110. The Ul information may be information needed to set the electronic key use
condition.

The storage unit 140 may also store the electronic key. The electronic key may
sometimes be stored in the server 300.

The controller 150 may execute an overall control of the user terminal device 100.
The controller 150 may provide a UI for setting a use condition of an electronic key
when a user command for providing the electronic key to the another device 200 is
received. The user command may include a related application selection, NFC
connection between the device 100 and the another device 200, and the like.

The controller 150 may control a plurality of input items for setting the use condition
of the electronic key to be displayed in such a manner of being differentially activated
according to a preset criterion. The plurality of input items may include at least one of
a use count, a use period, a copy-limit item, and the like with respect to the electronic
key. The plurality of input items may be displayed from up to down according to preset
priorities, but the present disclosure need not be limited to this arrangement.

The preset criterion for differentially activating the plurality of input items for setting
the use condition of the electronic key may include a lapsed time after the plurality of
input items are displayed, intensity of a user gesture (user motion) with respect to the
device 100, and the like. The order of activating the plurality of input items may be
preset priorities, and the priorities may be preset according to necessity of a security
level. A high priority may be set for an input item requiring a high security level, and a

low priority may be set for an input item requiring a low security level. For example,
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the low security level may be set for a “copy-count limit” item, and the high security
level may be set for “copy-use time limit” item. The priority may be set as a default,
and the user may set/change the default priority through a user menu.

The controller 150 may gradually activate and display the input items, starting from
an input item having a high priority, according to a lapsed time after the plurality of
input items are displayed, or a time when a user command for providing a Ul is input.
For example, the plurality of input items may be displayed in a deactivated state
according to a user command, and then gradually activated and displayed, starting
from the input item with the high priority, according to the time lapsed after being
displayed in the deactivated state.

When a user gesture is a shaking motion of shaking the device 100, the controller
150 may gradually activate the plurality of input items, starting from an input item
with a high priority, according to the intensity that the device 100 is shaken. The
controller 150 may activate and display only an input item corresponding to the
intensity with which the device 100 is shaken of the plurality of input items. For
example, if input items 1, 2 and 3 are displayed, with the input item 1 corresponding to
a shaking intensity 1, the input items 1 and 2 corresponding to a shaking intensity 2,
and the input items 1, 2 and 3 corresponding to a shaking intensity 3. When a detected
shaking intensity is the shaking intensity 1, the input items 1, 2 and 3 may be displayed
by activating only the input item 1 and deactivating the other input items 2 and 3.
When a shaking input corresponding to the shaking intensity 2 is detected, the input
item 2 may additionally be activated and displayed.

The controller 150 may control the plurality of input items to be displayed by
relatively reducing sizes of the gradually activated input items. The controller 150 may
display a first activated input item with the greatest size, the next activated input item
with a smaller size, and the last activated input item with the smallest size.

The controller 150 may also control the device 100 to transmit use condition in-
formation set through a provided Ul and the electronic key to the another device 200.
In this case, the device 200 may use the electronic key based on the electronic key and
the use condition information received. For example, upon receiving use condition in-
formation for two-time use, the device 200 may use the received electronic key only
two times.

When the electronic key transmission to the device 200 is completed, the controller
150 may execute an electronic key transfer for deleting the electronic key stored in the
device 100, and an electronic key copy for maintaining a stored state of the electronic
key in the device 200.

The controller 150 may transmit the electronic key and information related to the use

condition of the electronic key to an NFC reader of the another device 200 through
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NFC tagging. The electronic key and the information related to the use condition of the
electronic key may be transmitted to the device 200 in a manner of tagging to a tag
disposed in the another device 200 by use of an NFC tag disposed in the device 100
without a separate menu entry. However, in some cases, the electronic key and the in-
formation related to the use condition of the electronic key may be transmitted by
entering a tagging mode through a specific Ul menu provided in the device 100. A user
may activate a specific application provided in the device 100, and execute tagging
after entering a screen of the corresponding application.

Alternatively, the controller 150 may transmit the electronic key and the information
related to the use condition of the electronic key to the another device 200 through
remote control communication. The controller 150 may generate the electronic key and
the information related to the use condition of the electronic key in a form of an
electronic mail (e.g., email) or a text message to transmit to the device 200.

Information related to the input items included in the UI for setting the electronic key
use condition may be previously stored in the device 100, or updated by information
received from other sources. For example, a new item may be added or an existing
item may be deleted.

The input items included in the UI for setting the electronic key use condition may be
the same, irrespective of a type of electronic key. However, in some cases, Uls
including different input items according to types of electronic keys may also be
provided.

When the use of the electronic key is restricted in the another device due to the use
condition being unsatisfied, the controller 150 may receive information about the use
restriction from the another device 200.

When the information about the use restriction is received, the controller 150 may
display a Ul for determining whether to retransmit the electronic key to the another
device 200.

When a retransmission command for the electronic key is input, the controller 150
may display a plurality of input items for resetting the use condition of the electronic
key.

When the device 200 has actually stored an electronic key, the device 200 may store
the electronic key received from the device 100 separately. For example, a user A of
the device 100, who lives in an apartment #101, may copy an electronic key for his
front door to a user B of the another device 200, who lives in an apartment #102. An
electronic key for a front door of #102 of the user B may previously be stored in the
device 200. In this case, the electronic key for #102 may be stored in a first specific
code storage region, and the corresponding key may be stored as a master key in a cor-

responding first attribute data storage region. In addition, the electronic key for #101
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transmitted from the device 100 may be stored in a second specific code storage
region, and the corresponding key may be stored as a copied key in a corresponding
second attribute data storage region. Similarly, electronic key use condition in-
formation set through a Ul screen provided in the device 100 may be stored in the
second attribute data storage region, and the electronic key for #101, stored in the
second specific code storage region, may be used according to the electronic key use
condition information. For example, when an electronic key use count is set to two
times, the device 200 may count the number of using the electronic key for #101.
When the counted number exceeds two times, the use of the electronic key may be re-
stricted, or the electronic key for #101 stored in the second specific code storage region
may be automatically initialized or deleted after the second use.

FIG. 4 is a block diagram illustrating a detailed configuration of a user terminal
device according to an exemplary embodiment of the present disclosure.

Referring to FIG. 4, the device 100 may include the display 110, the communication
unit 120, the user interface unit 130, the storage unit 140, the controller 150, a Ul
processor 160, a sensing unit 170, an audio processor 180, a video processor 185, a
speaker 190, a button 191, a USB port 192, a camera 193, and a microphone 194. For
simplicity, a detailed description of components described above with respect to FIG.
3, will be omitted.

The communication unit 120 may communicate with various types of external
devices according to various types of communication technologies. The commu-
nication unit 120 may include various communication chips such as an NFC chip 121,
a WiFi chip 122, a Bluetooth chip 123 and the like. The NFC chip 121, the WiFi chip
122 and the Bluetooth chip 123 may communicate according to NFC, WiFi and
Bluetooth technologies, respectively.

The NFC chip 121 may operate according to the NFC technology using 13.56 MHz
frequency band, among various RF-ID frequency bands, such as 135 kHz, 13.56 MHz,
433 MHz, 860~960 MHz, 2.45 GHz and the like. In addition, the communication unit
120 may further include wireless communication chips executing communication
according to various communication standards, such as IEEE, Zigbee, Third
Generation (3G), Third Generation Partnership Project (3GPP), Long Term Evolution
(LTE), and the like.

For example, the communication unit 120 may execute communication with the
device 200 through the NFC chip 121.

The operations of the controller 150 may be enabled by programs stored in the
storage unit 140. The storage unit 140 may store various data, such as an Operating
System (OS) software module, various application, various data input or set during

execution of applications, contents and the like.
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In addition, the storage unit 140 may store an electronic key and UI information
including a plurality of input items for setting a use condition of the electronic key in
accordance with one embodiment of the present disclosure. The Ul information may be
the same, irrespective of a type of electronic key. Or, the Ul information may include
different input items according to types of electronic keys.

Other various software modules stored in the storage unit 140 will are described
below with reference to FIG. 5.

The UI processor 160 may generate various types of GUIs. The Ul processor 160
may process and/or generate various Ul screens including image, text, link information
and the like into a 2D or 3D form. Here, the Ul screen, as aforementioned, may be a Ul
screen for setting the electronic key use condition to be provided to the another device
200.

The UI processor 160 may deactivate and/or activate each input item constructing the
UI screen under the control of the controller 150. The UI processor 160 may also
execute tasks, such as 2D/3D conversion, adjusting transparency, color, size, shape and
position, highlighting, an animation effect and the like, with respect to Ul elements.

The sensing unit 170 may detect various manipulations of the device 100, such as
touch, motion, rotation, inclination, pressure, approach, and the like. The sensing unit
170 may include a touch sensor for detecting a touch input. The touch sensor may be a
capacitive sensor or a resistive sensor. The capacitive sensor is a sensor which uses a
dielectric coated on a surface of the display 110 to calculate a coordinate value of a
touch by detecting fine electricity, which is excited to a user’s body when a part of the
user’s body touches the surface of the display 110. The resistive sensor is a sensor
which calculates a coordinate value of a touch by detecting a current, which flows in
response to upper and lower plates, mounted in the display 110, coming in contact with
each other on a touched point when a user touches a screen. As such, the touch sensing
unit 170 may be implemented into various forms.

The sensing unit 170 may include a geomagnetic sensor, a gyro sensor, an ac-
celeration sensor and the like for detecting a user gesture with respect to the device
100. The geomagnetic sensor may detect a rotated state and a moving direction of the
device 100, the gyro sensor may detect a rotated state of the device 100, and the ac-
celeration sensor may detect an inclination of the device 100.

The sensing unit 170 may detect a user gesture, such as a shaking motion, based on
detected values by the geomagnetic sensor, the gyro sensor, and the acceleration
Sensor.

In addition, when a touch onto a specific button provided on a Ul screen is detected
by the sensing unit 170, the controller 150 may execute an operation corresponding to

a function of the touched button. When a rotation from a vertical mode into a
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horizontal mode is detected by the sensing unit 170, the controller 150 may rescale or
change the Ul screen, which has been displayed appropriate for the vertical mode, to
be appropriate for the horizontal mode.

In this case, the Ul screens corresponding to the vertical mode and the horizontal
mode may change in the rescaling manner. In some cases, UI elements constructing the
respective Ul screens corresponding to the vertical mode and the horizontal mode, and
information related to size, position and the like of each Ul element may be set
separately.

The audio processor 180 may be a component which processes audio data. The audio
processor 180 may execute various types of processing, such as decoding, amplifying,
noise filtering and the like with respect to the audio data.

The video processor 185 may be a component which processes video data. The video
processor 185 may execute various image processing, such as decoding of video data,
scaling, noise filtering, frame rate conversion, resolution change and the like.

The speaker 190 may output various notification sounds or voice messages as well as
various audio data processed by the audio processor 180.

The button 191 may be various types of buttons, such as a mechanical button, a touch
pad, a wheel, and the like, which are formed on a particular region of a front surface, a
side surface, or a rear surface of an outer appearance of the device 100. For example,
the button 191 may be a button for powering on or off the user terminal device 100.

The USB port 192 may execute communication with various external devices or a
charging operation using a USB cable.

The camera 193 may capture a still image or a video according to a user’s control.
The camera 193 may be provided in plurality, such as a front camera and a rear
camera.

The microphone 194 may be a component for receiving user’s voice or other sound
and convert the received user’s voice or other sound into audio data. The controller
150 may use the user’s voice input through the microphone 194 during a call process
or convert the user’s voice into audio data to store in the storage unit 140.

When the camera 193 and the microphone 194 are provided, the controller 130 may
execute a control operation according to a user’s voice input through the microphone
194 or a user motion which is recognized by the camera 193. The user terminal device
100 may operate in a motion control mode or a voice control mode. In the motion
control mode, the controller 150 may activate the camera 193 to capture a user’s
image, track down a change of the user’s motion, and execute a corresponding control
operation. In the voice control mode, the controller 150 may analyze a user’s voice
input through the microphone 194, and execute a control operation according to the

analyzed user’s voice. For example, a tagging mode for transmitting the electronic key
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to the device 200 according to an embodiment of the present disclosure may also be
provided in a manner of voice recognition.

In addition, various external input ports for connection with various external
terminals, such as a headset, a mouse, a LAN and the like, may further be included.

The controller 150 may control an overall operation of the device 100 using various
programs stored in the storage unit 140. For example, the controller 150 may execute
an application stored in the storage unit 140, and construct and display an execution
screen of the application. The controller 150 may also play back various content stored
in the storage unit 140. The controller 150 may also communicate with the device 200
and the external server 300 through the communication unit 120.

The controller 150 may include a RAM 151, a ROM 152, a main Central Processing
Unit (CPU) 153, a graphic processor 154, first to nth interfaces 155-1 to 155-n, and a
bus 156. The RAM 151, the ROM 152, the main CPU 153, the graphic processor 154,
and the first to nth interfaces 155-1 to 155-n may be interconnected via the bus 156.

The first to nth interfaces 155-1 to 155-n may be connected to the aforementioned
various components. One of the interfaces may be a network interface connected to an
external device via a network.

The main CPU 153 may execute a booting operation using O/S stored d in the
storage unit 140 by accessing the storage unit 140. The main CPU 153 may execute
various operations using various programs, contents, data and the like stored in the
storage unit 140.

The ROM 152 may store command word sets for system booting. When power is
supplied in response to an input of a turn-on command, the main CPU 153 may copy
the O/S stored in the storage unit 110 into the RAM 151 according to a command word
stored in the storage unit 140, execute the O/S and boot the system. Upon completion
of the booting, the main CPU 153 may copy various application programs stored in the
storage unit 140 into the RAM 151, execute the copied application program, and
execute various operations.

The graphic processor 154 may generate a screen including various objects, such as
icon, image, text, and the like, using a calculating portion (not shown) and a rendering
portion (not shown). The calculating portion may use a control command received
from the input device to calculate attribute values, such as a coordinate value, a shape,
a size, a color and the like for displaying each object according to a layout of a screen.
The rendering portion may generate a screen of various layouts including objects based
on the attribute values calculated by the calculating portion. The screen generated by
the rendering portion may be output within a display region of the display 110.

FIG. 4 exemplarily illustrates the detailed components of the device 100. Depending

on embodiments, some of those components illustrated in FIG. 4 may be omitted or
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changed, or other components may further be added. For example, the device 100 may
further include a Global Positioning System (GPS) receiver (not shown) which
receives a GPS signal from a GPS satellite to calculate a current position of the user
terminal device 100, a Digital Multimedia Broadcasting (DMB) receiver (not shown0
which receives and processes a DMB signal, and the like.

FIG. 5 is a view illustrating a software configuration stored in a storage unit
according to an embodiment of the present disclosure.

Referring to FIG. 5, the storage unit 140 may store software, which includes a base
module 141, a sensing module 142, a communication module 143, a presentation
module 144, a web browser module 145, and a service module 146.

The base module 141 is a basic module which processes a signal transferred from re-
spective hardware included in the user terminal device 100 to transfer to an upper layer
module. The base module 141 may include a storage module 141-1, a security module
141-2, a network module 141-3 and the like. The storage module 141-1 may be a
program module which manages a Database (DB) or a registry. The main CPU 133
may access a database within the storage unit 140 using the storage module 141-1, to
read various data. The security module 141-2 may be a program module which
supports certification, permission, secure storage, and the like for hardware. The
network module 141-3 may be a module for supporting network connection, and
include a DNET module, an UPnP module, and the like.

The sensing module 142 may be a module which collects information from various
sensors and analyzes and manages the collected information. The sensing module 142
may include a face recognition module, a voice recognition module, a motion
recognition module, an NFC recognition module, and the like. For example, the
sensing module 142 may use the motion recognition module to recognize a motion
such as a shaking motion with respect to the device 100.

The communication module 143 may be a module for performing communication
with the exterior. The communication module 143 may include a messaging module
143-1 such as a messenger program, a Short Message Service (SMS) & Multimedia
Message Service (MMS) program, an email program and the like, and a phone module
143-2 which includes a call Info aggregator program module, a VoIP module and the
like.

The presentation module 144 may be a module for configuring a display screen. The
presentation module 144 may include a multimedia module 144-1 which reproduces
and outputs multimedia content, and a Ul rendering module 144-2 which executes
graphics processing. The multimedia module 144-1 may include a player module, a
camcorder module, a sound processing module, and the like. Accordingly, the pre-

sentation module 144 may carry out an operation of reproducing various multimedia
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content so as to generate and playback a screen and sound. The UI rendering module
144-2 may include an image compositor module which combines images, a coordinate
combination module which combines and generates coordinates on a screen to display
an image, an X11 module which receives various events from hardware, and a 2D/3D
UTI toolkit which provides tools for configuring a Ul in a 2D or 3D form. For example,
the Ul rendering module 144-2 may be used to construct a Ul for setting a use
condition for an electronic key to be transmitted to the another device 200.

The web browser module 145 accesses a web server through web browsing. The web
browser module 145 may include various modules, such as a web view module for
configuring a web page, a download agent module for executing downloading, a
bookmark module, a webkit module and the like.

The service module 146 may be a module which includes various applications for
providing various services. The service module 146 may include various program
modules, such as a navigation program, a contents playback program, a game program,
an e-book program, a calendar program, an alarm management program, other widgets,
and the like. Specifically, the service module 146 may include a service program
which provides a Ul for setting a use condition for an electronic key according to one
embodiment.

FIG. 5 has illustrated various program modules, but the illustrated program modules
may also be partially omitted, varied or added according to type and characteristic of
the device 100 according to an embodiment of the present disclosure. For example, the
program modules may be implemented in a form further including a position-based
module which supports a position-based service in cooperation with hardware such as
a GPS chip.

FIG. 6 is a block diagram illustrating a configuration of a server according to an em-
bodiment of the present disclosure.

Referring to FIG. 6, the server 300 may include a communication unit 310, a storage
unit 320, and a controller 330.

The communication unit 310 may communicate with the device 100 and the another
device 200. The communication unit 310 may communicate with the device 100 and
the device 200 via a network. The communication unit 310 may communicate with the
device 100 and the another device 200 using various service protocols, which have
been described above in relation to the communication unit 120 of the device 100.

The storage unit 320 may be a storage medium for storing various programs required
to operate the server 300, and be implemented as a memory or an HDD. The storage
unit 320 may store various electronic keys to be provided to the another device 200.
The storage unit 320 may store an electronic key corresponding to a device account or

a user account. For example, when receiving a request from a user A who has logged
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in via the device 100, the electronic key corresponding to the user account may be
provided to the another device 200.

The controller 330 may control an overall operation of the server 300. The controller
330 may control the electronic key stored in the storage unit 320 to be transmitted to
the device 200 in response to a request by the device 100. The controller 330 may
transmit electronic key use condition information received from the device 100 to the
device 200. For example, this may correspond to a case where a user of the device 100
sets a use condition for the electronic key stored in the server 300 and desires to
provide the set use condition to the device 200. In this case, the user of the device 100
may log in to the account of the device 100 or the user account to transmit an
electronic key stored in the corresponding account to the device 200 together with the
electronic key use condition information set through the Ul screen provided by the
device 100. The electronic key use condition information set through the Ul screen
provided by the device 100 may also be transmitted directly to the another device 200
without passing through the server 300.

In addition, the controller 330 may transmit to the device 200 the electronic key and
the electronic key use condition information received from the device 100, in response
to a request by the device 100. For example, when NFC between the device 100 and
the another device 200 is disabled, the controller 330 may transmit the electronic key
stored in the device 100 and the electronic key use condition information set through
the Ul screen provided by the device 100 to the another device 200 via the server 300.
The user of the device 100 may log in to the account of the device 100 or the user
account to upload the electronic key and the electronic key use condition information
in the corresponding account, and the server 300 may transmit the electronic key and
the electronic key use condition information uploaded in the corresponding account to
the device 200.

When the electronic key transmitted to the device 200 is used in the device 200, the
controller 330 may receive corresponding used state information from the device 200
to forward to the device 100. The used state information may include electronic key
used time, a used place, an accumulative use count, and the like.

The server 300 may authenticate NFC between the device 100 and the another device
200. The electronic key transmission from the device 100 to the device 200 may be
normally executed only when the server 300 authenticates the NFC.

FIG. 7 is a view illustrating a control method for a device according to an em-
bodiment of the present disclosure.

Referring to FIG. 7, a control method for a device in accordance with an embodiment
of the present disclosure may be implemented in a form of an application. A Ul screen

for setting an electronic key use condition may be provided by executing an ap-
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plication 20 which is provided in a form of an icon interface on a screen of the device
200. For example, when communicating with the device 200 before or after a user
executes the corresponding application 20, a UI screen for setting a use condition of an
electronic key to be provided to the another device 200 may be output by the device
100.

FIGS. 8A, 8B, and 8C are views illustrating a Ul providing method according to an
embodiment of the present disclosure.

Referring to FIGS. 8A to 8C, a UI for setting a use condition of an electronic key to

be transmitted to the device 200 may include a plurality of input items, such as

2% << 2% ¢ 2% <6

“copy/count limit,” “copy/use time limit,” “copy/use period limit,” “copy of copy-
allowed key,” and “key transfer.”

The plurality of input items may not be activated at once, but may be preferentially
(differentially) activated and displayed according to a preset criterion. The preset
criterion may be a lapsed time after the Ul screen is displayed, intensity of a user
gesture with respect to the device 100, or the like. Accordingly, when the user gesture
is a shaking motion of shaking the device 100, the plurality of input items may be
gradually activated and displayed according to the intensity that the device 100 is
shaken.

The order of activation may be preset. For example, a priority preset for each input
item may be the order of activation, and an input item with a lower priority may be
displayed first. For example, as illustrated in FIG. 8A, when a Ul screen is displayed in
response to a user command, only “copy/count limit” item 810 with the lowest priority
may be activated. In case of copying an electronic key, the “copy/count limit” item 810
may be an item for setting a use count (the number of use). When the item is set to
“two times,” the device 200 may be allowed to use the electronic key only two times.

Afterwards, according to the preset criterion, as illustrated in FIG. 8B, “copy/use
time limit” and “copy/use period limit” items 820 having the next priority may be
activated. The “copy/use time limit” item may be an item for setting a use time in case
of copying the electronic key, and the device 200 may be allowed to use the copied
electronic key only at a preset time. The “copy/use period limit” item may be an item
for setting a use period (period of use or terms of use) in case of copying the electronic
key, and the device 200 may be allowed to use the copied electronic key only during a
preset period of time. When the preset time expires, the use of the electronic key may
be limited.

Afterwards, according to the preset criterion, as illustrated in FIG. 8C, “copy of
copy-allowed key” and “key transfer” items 830 and 840 with the highest priority may
be activated. The “copy of copy-allowed key” item may be an item for copying the

electronic key with a condition, which has been set according to the copy items 810
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and 820, and the “key transfer” item 840 may be an item for transferring the electronic
key stored in the device 100 to the another device 200. The transfer may be dis-
tinguished from the copy, which the electronic key stored in the device 100 remains
still, in the aspect that the electronic key stored in the device 100 is deleted.

The plurality of input items may be differentially activated according to the priorities
of the respective input items, resulting in improving security of the electronic key upon
copying or transferring the electronic key.

FIGS. 9A, 9B, and 9C illustrate a UI providing method according to an embodiment
of the present disclosure.

Referring to FIGS. 9A to 9C, a display state of each input item may change
according to priorities of a plurality of input items included in a Ul for setting a use
condition of an electronic key to be transmitted to the device 200. For example, an
input item needing a high security level may be controlled to have lowered visibility
and/or accessibility so as to relatively make it more difficult to select a function related
to the corresponding input item than an input item needing a low security level.

As illustrated in FIG. 9A, when a Ul screen for setting an electronic key use
condition is displayed in response to a user command, only “copy/count limit” item
810 with the lowest priority may be activated. Here, the input item may be displayed in
a shape with the same size as a displayed size.

According to a preset criterion, as illustrated in FIG. 9B, “copy/use time limit” and
“copy/use period limit” items 820" having the next priority may be activated. The cor-
responding input items may be displayed with a smaller size than the “copy/count
limit” item 810 activated in FIG. 9A.

Afterwards, according to the preset criterion, as illustrated in FIG. 9C, “copy of
copy-allowed key” and “key transfer” items 830’ and 840" with the highest priority
may be activated. The corresponding input items may be displayed with a smaller size
than the “copy/use time limit” and “copy/use period limit” items 820 activated in FIG.
9B.

Accordingly, the plurality of input items may be displayed to be distinguished from
one another in view of visibility and/or accessibility according to each priority.

FIG. 9 shows that an input item is activated with a size reduced at a time point when
the corresponding input item is activated after a Ul screen is first displayed, but this is
merely illustrative. According to another embodiment, each input item may also be
displayed with a different size at a time point when a Ul screen is first displayed. Al-
ternatively, every input item may be displayed in an activated state when a Ul screen is
first displayed, in such a manner that each input item has a different size according to
its priority. This may not also be departing from the scope of the present disclosure that

a plurality of input items are differentially displayed according to a preset criterion.
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FIGS. 10A, 10B, and 10C are views illustrating a UI providing method based on a
lapse of time according to an embodiment of the present disclosure.

Referring to FIGS. 10A to 10C, a preset condition for displaying a plurality of input
items, which are included in a UI for setting a use condition of an electronic key to be
transmitted to the another device 200 in a distinguishing manner, may be a lapsed time
after the Ul screen is displayed.

The embodiment illustrated in FIGS. 10A to 10C illustrate a case of providing a UI
screen, on which only an input item having the lowest priority is activated, of a
plurality of input items, according to a user command for transmitting an electronic
key from the device 100 to the another device 200.

As illustrated in FIG. 10A, when a Ul screen for setting an electronic key use
condition is displayed according to a user command, only “copy/count limit” item 810
with the lowest priority may be activated.

Then, when a preset unit time (for example, 5 seconds) is lapsed, as illustrated in
FIG. 8B, “copy/use time limit” and “copy/use period limit” items 820 having the next
priority may be activated.

When another preset unit time (for example, 5 more seconds) is lapsed, as illustrated
in FIG. 8C, “copy of copy-allowed key” and “key transfer” items 830 and 840 with the
highest priority may be activated.

The input items 830 and 840 by which transferring or copying of the electronic key is
immediately executed may be temporally slowly activated so as to enhance security of
the electronic key while copying or transferring the electronic key.

The foregoing embodiment has illustrated that the input items are sequentially
activated at the same unit time, but this is merely illustrative. The unit time may also
be differentially set. For example, after five seconds from the screen illustrated in FIG.
10A, another input item may be activated as illustrated on the screen of FIG. 10B.
After ten more seconds, namely, when 15 seconds are lapsed after the Ul screen is
displayed, another input item may be activated as illustrated on the screen of FIG. 10C.

FIGS. 11A and 11B are views illustrating a UI providing method based on a user
motion according to an embodiment of the present disclosure.

Referring to FIGS. 11A and 11B, a preset condition for differentially displaying a
plurality of input items, which are included in a UI for setting a use condition of an
electronic key to be transmitted to the device 200, may be intensity of a user motion.
The embodiment illustrated in FIGS. 11A and 11B illustrates a case of providing a Ul
screen on which a plurality of input items are all activated according to a user
command (for example, NFC connection between two devices) for transmitting an
electronic key from the device 100 to the device 200.

When a user motion, for example, a shaking motion for activating a plurality of input
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items displayed in a deactivated state is input, at least one input item with a priority
corresponding to the intensity of the shaking motion, of the plurality of input items,
may be activated.

For example, as illustrated in FIG. 11A, when the intensity of the shaking motion is
below a preset first level, only “copy/count limit” item 810 with the lowest priority
may be activated.

As illustrated in FIG. 11B, when the intensity of the shaking motion is over the first
level, the “copy/count limit” item 810 having the lowest priority and “copy/use time
limit” and “copy/use period limit” items 820 having the next priority may be activated.

Although not shown, when the intensity of the shaking motion is over a preset
second level, which is higher than the first level, every input item included in the UI
screen may be activated.

FIG. 12 is a view illustrating a UI providing method based on a user motion
according to an embodiment of the present disclosure.

Referring to FIG. 12, when a user motion is input in a state that some of a plurality of
input items included in a Ul screen have been activated, at least one input item corre-
sponding to intensity of the input user motion may be activated.

For example, when a shaking motion is input while only the “copy/count limit” item
810 with the lowest priority, of the plurality of input items, has been activated, the
“copy/use time limit” and “copy/use period limit” items 820 corresponding to the
intensity of the input shaking motion may be activated. When an additional user
motion is input in a state that some of input items have been activated according to the
previously input user motion, at least one input item corresponding to the additional
user motion may further be activated.

The activated state of some of the plurality of input items may not be limited to the
case where the corresponding user motion is input, as illustrated in FIG. 11A. In some
cases, an input item with the lowest priority may basically be displayed according to a
user motion for displaying a Ul screen for setting an electronic key use condition.

FIGS. 13A, 13B, and 13C are views illustrating an authentication method for an
electronic key transmission according to an embodiment of the present disclosure.

Referring to FIGS. 13A, 13B, and 13C, when desiring to transmit an electronic key
stored in the device 100 to the another device 200, an authentication process may be
executed by a separate authentication device (or server) 400-1, 400-2, 400-3. The
transfer and/or copy of the electronic key may be executed only in a state that the
device 100 and the another device 200 are connected to the authentication device
400-1, 400-2, 400-3. When an NFC connection is used for connecting the device 100
and the another device 200 to the authentication device 400-1, 400-2, 400-3, the au-
thentication device 400-1, 400-2, 400-3 may be implemented to include an NFC
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for a front door from the device 100 to the device 200, the electronic key stored in the
device 100 may be transmitted to the another device 200 only after the authentication
is executed by the authentication device 400-1 separately installed in the front door.
The authentication for the electronic key transmission may be executed in various
manners. For example, identification information related to the device 100 may be
received and then authenticated; however, the present disclosure need not be limited to
this situation.

In addition, as illustrated in FIG. 13B, a door lock 400-2 installed on the front door
may directly execute the function of the authentication device. Similarly, as illustrated
in FIG. 13C, a device 400-3 mounted to a vehicle door may execute the authentication
for the copy or transfer of a car key.

In the embodiment illustrated in FIGS. 13A to 13C, the authentication device 400-1,
400-2, 400-3 executes the authentication. However, in some cases, an authentication
server (not shown) which executes communication with the authentication device
400-1, 400-2, 400-3 may execute the authentication function. Alternatively, the
transfer and/or copy of the electronic key may be executed only when the device 100
and the another device 200 are connected to the same AP.

FIG. 14A, 14B, and 14C are views illustrating an authentication method for an
electronic key change according to an embodiment of the present disclosure.

According to one embodiment of the present disclosure, when additional information
such as a fingerprint/gesture is linked to an electronic key, the additional information
linked to the electronic key may be changed by an authentication device.

For example, a fingerprint of a user A may be linked to the electronic key so as to
execute a function of a front door key. In this case, when desiring to change the fin-
gerprint of the user A linked to the electronic key to a fingerprint of a user B, in-
formation related to the fingerprint linked to the electronic key may be changed while
executing an NFC with an authentication device 500 (e.g., a door lock device using a
front door key). In another embodiment, a server cooperating with the authentication
device 500 may execute an authentication function with respect to the change in ad-
ditional information linked to the electronic key.

FIG. 15 is a view illustrating a UI providing method according to an embodiment of
the present disclosure.

Referring to FIG. 15, when a plurality of electronic keys are stored in the device 100,
a Ul screen for selecting an electronic key of the plurality of electronic keys, which is
desired to be transmitted to the device 200, may be provided according to a user

command for transmitting the electronic key stored in the device 100 to the another
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electronic key use condition is executed, a Ul for selecting the electronic key stored in
the device 100 may be displayed. The UI may include electronic key items stored in
the device 100, such as a front door key 1510, a car key 1520, a PC key 1530, and the
like. When a user selects an item, such as the front door key 1510, a Ul screen for
setting a use condition of the front door key 1510 to be transmitted to the another
device 200 may be displayed.

In the embodiment illustrated in FIG. 15, the application 20 seems to be driven in a
state that the device 100 and the another device 200 are located close to each other, so
as to execute NFC, but this is merely illustrative. According to another embodiment,
the application 20 may be executed in the device 100. The device 100 may execute the
NFC with the another device 200 after the front lock key 1510 is selected and a use
condition is set, so as to transmit the selected front door key and the set use condition
information.

FIGS. 16A, 16B, 16C, and 16D are a views illustrating types of notification
messages according to an embodiment of the present disclosure.

Referring to FIG. 16A, when an electronic key stored in a device 100 (hereinafter
referred to as a device A) is copied to another device 200 (hereinafter referred to as a
device B), a message window 1610 notifying a user that the electronic key has been
completely copied may be displayed on the device A 100. The user may select an OK
button 1611 included in the message window 1610 such that the message window
1610 may disappear from the screen.

Although not shown, when the electronic key has been used in the device B 200, in-
formation related to the use of the electronic key may be transmitted to the device A
100 to notify the corresponding information to the user of the device A 100.

Referring to FIG. 16B, when a use period of the electronic key transmitted to the
device B 200 has expired, a message window 1620 for inquiring a retransmission
request of the corresponding electronic key may be displayed on the device B 200.
Even in a situation that the device B 200, which has been provided with the electronic
key from the device A 100 before, is unable to establish the NFC connection, the
device B 200 may be able to request retransmission of the electronic key from the
device A 100.

For example, when a “Yes” button 1621 included in the message window 1620
displayed on the device B 200 is selected, the device B 200 may request for re-
transmission of the electronic key, which has been transmitted before, from the device
A 100. When a “No” button 1622 is selected, the device B 200 may cancel the re-

transmission attempt.
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In this case, as illustrated in FIG. 16C, a message window 1630 which notifies that
the device B 200 has transmitted the electronic key retransmission request may be
displayed on the device A 100. Also, the message window 1630 may include buttons
1631 and 1632 for selecting whether or not to retransmit the electronic key.

When the “Yes” button 1631 is selected on the message window 1630 illustrated in
FIG. 16C, a message window 1640 which inquires whether to reset the electronic key
use condition may be displayed. When a “Yes” button 1641 is selected on the message
window 1640, a UI for setting a use condition of the electronic key to be retransmitted
may be displayed. On the other hand, when the “No” button 1642 is selected on the
message window 1640, the electronic key may be retransmitted to the device B 200
together with the existing use condition.

FIG. 17 is a flowchart sequentially illustrating operations between a device and a
server according to an embodiment of the present disclosure.

Referring to FIG. 17, the method is described under the assumption that a server 300
stores an electronic key.

When a first device 100 receives a user command for transmitting an electronic key
to a second device 200 at operation S1705, a UI for setting an electronic key use
condition may be displayed at operation S1710. A detailed form of the displayed Ul
has been described above.

When electronic key use condition information is input by use of a plurality of input
items included in the displayed UI at operation S1715, the first device 100 may
transmit the received electronic key use condition information to the server 300 at
operation S1720. In this case, the first device 100 may transmit identification in-
formation related to the electronic key, as well as the electronic key use condition, to
the server 300.

The server 300 may search for an electronic key corresponding to the electronic key
identification information requested by the first device 100 at operation S1725. For
example, the server 300 may store and manage electronic key information for each
account corresponding to a plurality of users or a plurality of devices. The first device
100 may log in to the server 300 to request for transmission of an electronic key stored
in an account of the first device 100, and the server 300 may search for the electronic
key corresponding to the account.

The server 300 may transmit the electronic key use condition setting information
received from the first device 100 and the searched electronic key to the second device
200 at operation S1730. The server 300 may receive identification information related
to the second device 200 upon receiving the electronic key identification information
from the first device 100, thereby transmitting the electronic key use condition setting

information and the electronic key to the second device 200 based on the corre-
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sponding identification information.

In this embodiment, the first device 100 may provide not only a UI for setting the
electronic key use condition but also a Ul for selecting the electronic key stored in the
server 300 and a UI for selecting the second device 200.

FIG. 18 is a flowchart sequentially illustrating operations between a device and a
server according to an embodiment of the present disclosure.

Referring to FIG. 18, the method is described under the assumption that a first device
100 stores an electronic key.

When the first device 100 receives a user command for transmitting an electronic key
to a second device 200 at operation S1805, a UI for setting an electronic key use
condition may be displayed at operation S1810. A detailed form of the displayed Ul
has been described above.

When electronic key use condition information is input through a plurality of input
items included in the displayed UI at operation S1815, the first device 100 may
transmit the received electronic key use condition information and the electronic key to
the server 300 at operation S1820.

In this case, the server 300 may store the electronic key and the electronic key use
condition information, which has been received from the first device 100 at operation
S1825, and provide the electronic key and the electronic key use condition information
to the second device 200 at operation S1830. Accordingly, the second device 200 may
use the received electronic key according to the use condition information.

When the use of the received electronic key has expired at operation S1835, the
second device 200 may request for an electronic key retransmission from the server
300 at operation S1840.

The server 300 may determine whether to retransmit the electronic key at operation
S1845, and retransmit the electronic key to the second device 200 according to the de-
termination result at operation S1850. The server 300 may determine whether or not to
retransmit the electronic key based on information related to whether to retransmit the
electronic key, which is included in the electronic key use condition information
received from the first device 100, or determine whether to retransmit the electronic
key by inquiring of the first device 100 whether to retransmit the electronic key.

The server 300 may also reset the electronic key use condition based on whether to
reset the electronic key use condition included in the electronic key use condition in-
formation, or transmit the existent electronic key use condition information to the
second device 200. For example, when the electronic key use condition information
received from the first device 100 includes setting information indicating that the
electronic key use condition has to be reset upon the retransmission of the electronic

key, the server 300 may request the first device 100 to reset the use condition of the
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electronic key to be retransmitted to the second device 200. The server 300 may then
receive the reset electronic key use condition information from the first device 100,
and transmit the received reset electronic key use condition information to the second
device 200.

FIG. 19 is a flowchart illustrating a method for transmitting an electronic key of a
device according to an embodiment of the present disclosure.

Referring to FIG. 19, when a user command for providing an electronic key to
another device is received at operation S1910, a Ul for setting a use condition of the
electronic key may be provided at operation S1920.

The use condition information set through the Ul may be transmitted to the another
device together with the electronic key at operation S1930. The electronic key may be
one stored in the device or one stored in a server.

In the operation S1920 of providing the Ul, a plurality of input items for setting the
use condition of the electronic key may be differentially activated and displayed
according to a preset criterion. The plurality of input items may include at least one of
a use count, a use time, a use period, and a copy-limit with respect to an electronic key.

The preset criterion may be a preset priority for each of the plurality of input items.
In the operation S1920 of providing the U, the plurality of input items may be
gradually activated and displayed, starting from an input item with a high priority,
based on the priorities preset to the plurality of input items, respectively.

The preset criterion may also be a lapsed time after the plurality of input items are
displayed. In the operation S1920 of providing the UI, the plurality of input items may
be gradually activated and displayed, based on the lapsed time after the plurality of
input items are displayed.

The preset criterion may also be a user gesture input into the device. In the operation
S1920 of providing the Ul, the plurality of input items may be gradually activated and
displayed, based on intensity that the device is shaken when the user gesture is a
shaking motion that the device is shaken.

The order of differentially activating the plurality of input items may be preset
priorities for the plurality of input items.

Also, in the operation S1920 of providing the Ul, the gradually activated input items
may be displayed with sizes relatively reduced.

In the operation S1930 of transmitting the electronic key, when the electronic key
transmission is completed, an electronic key transfer for deleting the electronic key
stored in the device may be executed or an electronic key copy for maintaining the
stored state of the electronic key may be executed.

In the operation S1930 of transmitting the electronic key, the electronic key and use

condition information related to the electronic key may be transmitted to an NFC
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reader installed in another device through NFC tagging.
The control method in accordance with the aforementioned embodiments may be

provided to a user terminal device by being implemented into forms of programs.

For example, a device in accordance with one embodiment may be provided with a
non-transitory computer readable medium, which stores a program for executing
receiving a user command for providing an electronic key to another device, providing
a Ul for setting a use condition of the electronic key when the user command is
received, and transmitting use condition information set through the UI and the
electronic key to the another device.

The non-transitory computer readable medium is a medium, which stores data semi-
permanently and is readable by a device, not a medium storing data for brief moment
such as a register, cache, or a memory etc. Specifically, various applications and
programs described above may be provided by being stored in the non-transitory
computer readable medium such as a CD, a DVD, a hard disk, a Blu-ray disk, an USB,
a memory card, a ROM, etc.

While the present disclosure has been shown and described with reference to various
embodiments thereof, it will be understood by those skilled in the art that various
changes in form and details may be made therein without departing from the spirit and
scope of the present disclosure as defined by the appended claims and their

equivalents.
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Claims

A method for transmitting an electronic key of a device, the method
comprising:

receiving a user command for providing the electronic key to another
device;

providing a User Interface (UI) for setting a use condition of the
electronic key when the user command is received; and

transmitting the use condition information set through the Ul to the
other device together with the electronic key.

The method of claim 1, wherein the providing of the comprises:
differentially activating and displaying a plurality of input items for
setting the use condition of the electronic key according to a preset
criterion.

The method of claim 2, wherein the preset criterion is a preset priority
for each of the plurality of input items, and

wherein the providing of the UI comprises gradually activating and
displaying the plurality of input items, starting from an input item with
a high priority, based on the priorities preset for the plurality of input
items, respectively.

The method of claim 2, wherein the preset criterion is a lapsed time
after the plurality of input items are displayed, and

wherein the providing of the UI comprises gradually activating and
displaying the plurality of input items according to the lapsed time after
the plurality of input items are displayed.

The method of claim 2, wherein the preset criterion is a user gesture
input to the device, and

wherein the providing of the UI comprises gradually activating and
displaying the plurality of input items according to intensity that the
device is shaken when the user gesture is a shaking motion of shaking
the device.

The method of claim 3, wherein the providing of the UI comprises:
displaying the gradually activated input items with reduced sizes.

The method of claim 1, wherein the transmitting step of the use
condition information and the electronic key comprises one of:
transferring the electronic key so as to delete the electronic key stored
in the device; and

copying the electronic key so as to maintain the stored state of the
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electronic key.

The method of claim 1, wherein the plurality of items comprise at least
one of a use count, a use time, a use period, and a copy-limit item with
respect to the electronic key.

The method of claim 1, wherein the transmitting of the use condition
information and the electronic key comprises:

transmitting the electronic key and information related to the use
condition of the electronic key to a near field communication reader
installed in the other device through near field communication tagging.
The method of claim 1, wherein the electronic key is stored in the
device or an external server.

A device comprising:

a display configured to display a screen;

a communication unit configured to communicate with another device;
a user interface unit configured to receive a user command for
providing an electronic key to the other device; and

a controller configured to provide a user interface for setting a use
condition of the electronic key when the user command is received, and
to transmit the use condition information set through the user interface
to the other device together with the electronic key.

The device of claim 11, wherein the controller is configured to differ-
entially activate and display a plurality of input items for setting the use
condition of the electronic key according to a preset criterion.

The device of claim 12, wherein the preset criterion is a preset priority
for each of the plurality of input items, and

wherein the controller is configured to gradually activate and display
the plurality of input items, starting from an input item with a high
priority, based on the priorities preset for the plurality of input items,
respectively.

The device of claim 12, wherein the preset criterion is a lapsed time
after the plurality of input items are displayed, and

wherein the controller is configured to gradually activate and display
the plurality of input items according to the lapsed time after the
plurality of input items are displayed.

The device of claim 12, wherein the preset criterion is a user gesture
input to the device, and

wherein the controller is configured to gradually activate and display

the plurality of input items according to intensity that the device is
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shaken when the user gesture is a shaking motion of shaking the device.
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