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PROCESSOR WITH EFFICIENT MEMORY ACCESS

FIELD OF THE INVENTION
The present invention relates generally to microprocessor design, and particularly to

methods and systems for efficient memory access in microprocessors.

BACKGROUND OF THE INVENTION

One of the major bottlenecks that limit parallelization of code in microprocessors is
dependency between memory-access instructions. Various techniques have been proposed to
improve parallelization performance of code that includes memory access. For example, Tyson
and Austin propose a technique referred to as “memory renaming,” in “Memory Renaming:
Fast, Early and Accurate Processing of Memory Communication,” International Journal of
Parallel Programming, Volume 27, No. 5, 1999, which is incorporated herein by reference.
Memory renaming is a modification of the processor pipeline that applies register access
techniques to load and store instructions to speed the processing of memory traffic. The
approach works by predicting memory communication early in the pipeline, and then re-

mapping the communication to fast physical registers.

SUMMARY OF THE INVENTION

An embodiment of the present invention that is described herein provides a method
including, in a processor, processing program code that includes memory-access instructions,
wherein at least some of the memory-access instructions include symbolic expressions that
specify memory addresses in an external memory in terms of one or more register names. A
relationship between the memory addresses accessed by two or more of the memory-access
instructions is identified, based on respective formats of the memory addresses specified in the
symbolic expressions. An outcome of at least one of the memory-access instructions is assigned
to be served from an internal memory in the processor, based on the identified relationship.

In some embodiments, identifying the relationship between the memory addresses is
independent of actual numerical values of the memory addresses. In an embodiment, identifying
the relationship between the memory addresses is performed at a point in time at which the
actual numerical values of the memory addresses are undefined. In a disclosed embodiment,
identifying the relationship is performed by a given pipeline stage in a pipeline of the processor,
and the actual numerical values of the memory addresses are calculated in another pipeline stage

that is located later in the pipeline than the given pipeline stage.
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In some embodiments, identifying the relationship includes searching the program code
for memory-access instructions that specify the memory addresses using identical symbolic
expressions. In an embodiment, identifying the relationship includes searching the program code
for memory-access instructions that specify the memory addresses using different symbolic
expressions that refer to the same memory address. In another embodiment, assigning the
outcome of at least one of the memory-access instructions is performed by a decoding unit or a
renaming unit in a pipeline of the processor.

In some embodiments, assigning the outcome to be served from the internal memory
further includes executing a memory-access instruction in the external memory, and verifying
that the outcome of the memory-access instruction executed in the external memory matches
the outcome assigned to the memory-access instruction from the internal memory. In an
embodiment, verifying the outcome includes comparing the outcome of the memory-access
instruction executed in the external memory with the outcome assigned to the memory-access
instruction from the internal memory. In another embodiment, verifying the outcome includes
verifying that no intervening event causes a mismatch between the outcome in the external
memory and the outcome assigned from the internal memory.

In yet another embodiment, verifying the outcome includes adding to the program code
one or more instructions or micro-ops that verify the outcome, or modifying one or more existing
instructions or micro-ops to the instructions or micro-ops that verify the outcome. In another
embodiment, the method further includes flushing subsequent code upon finding that the
outcome executed in the external memory does not match the outcome served from the internal
memory.

In some embodiments, the method further includes inhibiting the at least one of the
memory-access instructions from being executed in the external memory. In other embodiments,
the method further includes parallelizing execution of the program code, including assignment
of the outcome from the internal memory, over multiple hardware threads. In another
embodiment, processing the program code includes executing the program code, including
assignment of the outcome from the internal memory, in a single hardware thread.

In a disclosed embodiment, identifying the relationship includes identifying the
memory-access instructions in a loop or a function. In another embodiment, identifying the
relationship is performed at runtime. In an embodiment, identifying the relationship is
performed, at least partly, based on indications embedded in the program code.

There is additionally provided, in accordance with an embodiment of the present

invention, a processor including an internal memory and processing circuitry. The processing
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circuitry is configured to process program code that includes memory-access instructions,
wherein at least some of the memory-access instructions include symbolic expressions that
specify memory addresses in an external memory in terms of one or more register names, to
identify a relationship between the memory addresses accessed by two or more of the memory-
access instructions, based on respective formats of the memory addresses specified in the
symbolic expressions, and to assign an outcome of at least one of the memory-access
instructions to be served from the internal memory, based on the identified relationship.

The present invention will be more fully understood from the following detailed

description of the embodiments thereof, taken together with the drawings in which:

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram that schematically illustrates a processor, in accordance with
an embodiment of the present invention;

Fig. 2 is a flow chart that schematically illustrates a method for processing code that
contains memory-access instructions, in accordance with an embodiment of the present
invention;

Fig. 3 is a flow chart that schematically illustrates a method for processing code that
contains recurring load instructions, in accordance with an embodiment of the present invention;

Fig. 4 is a flow chart that schematically illustrates a method for processing code that
contains load-store instruction pairs, in accordance with an embodiment of the present
invention;

Fig. 5 is a flow chart that schematically illustrates a method for processing code that
contains repetitive load-store instruction pairs with intervening data manipulation, in accordance
with an embodiment of the present invention; and

Fig. 6 is a flow chart that schematically illustrates a method for processing code that
contains recurring load instructions from nearby memory addresses, in accordance with an

embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

OVERVIEW

Embodiments of the present invention that are described herein provide improved
methods and systems for processing software code that includes memory-access instructions. In
the disclosed techniques, a processor monitors the code instructions, and finds relationships

between memory-access instructions. Relationships may comprise, for example, multiple load
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instructions that access the same memory address, load and store instruction pairs that access
the same memory address, or multiple load instructions that access a predictable pattern of
memory addresses.

Based on the identified relationships, the processor is able to serve the outcomes of some
memory-access instructions, to subsequent code that depends on the outcomes, from internal
memory (e.g., internal registers, local buffer) instead of from external memory. In the present
context, reading from the external memory via a cache, which is possibly internal to the
processor, is also regarded as serving an instruction from the external memory.

In an example embodiment, when multiple load instructions read from the same memory
address, the processor reads a value from this memory address on the first load instruction, and
saves the value to an internal register. When processing the next load instructions, the processor
serves the value to subsequent code from the internal register, without waiting for the load
instruction to retrieve the value from the memory address. As a result, subsequent code that
depends on the outcomes of the load instructions can be executed sooner, dependencies between
instructions can be relaxed, and parallelization can be improved.

Typically, the next load instructions are still carried out in the external memory, e.g., in
order to verify that the value served from the internal memory is still valid, but execution
progress does not have to wait for them to complete. This feature improves performance since
the dependencies of subsequent code on the load instructions are broken, and instruction
parallelization can be improved.

In order to identify the relationships, it is possible in principle to wait until the numerical
values of the memory addresses accessed by the memory-access instructions have been decoded,
and then identify relationships between numerical values of decoded memory addresses. This
solution, however, is costly in terms of latency because the actual numerical addresses accessed
by the memory-access instructions are known only late in the pipeline.

Instead, in the embodiments described herein, the processor identifies the relationships
between memory-access instructions based on the formats of the symbolic expressions that
specify the memory addresses in the instructions, and not based on the actual numerical values
of the addresses. The symbolic expressions are available early in the pipeline, as soon as the
instructions are decoded. As a result, the disclosed techniques identify and act upon interrelated
memory-access instructions with small latency, thus enabling fast operation and a high degree
of parallelization.

Several examples of relationships between memory-access instructions, which can be

identified and exploited, are described herein. Several schemes for handling the additional
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internal registers are also described, e.g., schemes that add micro-ops to the code and schemes
that modify the conventional renaming of registers.

The disclosed techniques provide considerable performance improvements and are
suitable for implementation in a wide variety of processor architectures, including both multi-

thread and single-thread architectures.

SYSTEM DESCRIPTION

Fig. 11s a block diagram that schematically illustrates a processor 20, in accordance with
an embodiment of the present invention. Processor 20 runs pre-compiled software code, while
parallelizing the code execution. Instruction parallelization is performed by the processor at run-
time, by analyzing the program instructions as they are fetched from memory and processed.

In the present example, processor 20 comprises multiple hardware threads 24 that are
configured to operate in parallel. Each thread 24 is configured to process a respective segment
of the code. Certain aspects of thread parallelization, including definitions and examples of
partially repetitive segments, are addressed, for example, in U.S. Patent Applications
14/578,516, 14/578,518, 14/583,119, 14/637,418, 14/673,884, 14/673,889 and 14/690,424,
which are all assigned to the assignee of the present patent application and whose disclosures
are incorporated herein by reference.

In the present embodiment, each thread 24 comprises a fetching unit 28, a decoding unit
32 and a renaming unit 36. Although some of the examples given below refer to instruction
parallelization and to multi-thread architectures, the disclosed techniques are applicable and
provide considerable performance improvements in single-thread processors, as well.

Fetching unit 24 fetch the program instructions of their respective code segments from
a memory, e.g., from a multi-level instruction cache. In the present example, the multi-level
instruction cache comprises a Level-1 (LL1) instruction cache 40 and a Level-2 (L2) cache 42
that cache instructions stored in a memory 43. Decoding units 32 decode the fetched instructions
(and possibly transform them into micro-ops), and renaming units 36 carry out register
renaming.

The decoded instructions following renaming are buffered in an Out-of-Order (OOO)
buffer 44 for out-of-order execution by multiple execution units 52, i.e., not in the order in which
they have been compiled and stored in memory. The renaming units assign names (physical
registers) to the operands and destination registers such that the OOO buffer issues (send for
execution) instructions correctly based on availability of their operands. Alternatively, the

buffered instructions may be executed in-order.
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00O buffer 44 comprises a register file 48. In some embodiments the processor further
comprises a dedicated register file 50, also referred to herein as an internal memory. Register
file 50 comprises one or more dedicated registers that are used for expediting memory-access
instructions, as will be explained in detail below.

The instructions buffered in OOO buffer 44 are scheduled for execution by the various
execution units 52. Instruction parallelization is typically achieved by issuing multiple (possibly
out of order) instructions/micro-ops to the various execution units at the same time. In the
present example, execution units 52 comprise two Arithmetic Logic Units (ALU) denoted
ALUO and ALUI1, a Multiply-Accumulate (MAC) unit, two Load-Store Units (LSU) denoted
LSUO and LSUI, a Branch execution Unit (BRU) and a Floating-Point Unit (FPU). In
alternative embodiments, execution units 52 may comprise any other suitable types of execution
units, and/or any other suitable number of execution units of each type. The cascaded structure
of threads 24, OOO buffer 44 and execution units 52 is referred to herein as the pipeline of
processor 20.

The results produced by execution units 52 are saved in register file 48 and/or register
file 50, and/or stored in memory 43. In some embodiments a multi-level data cache mediates
between execution units 52 and memory 43. In the present example, the multi-level data cache
comprises a Level-1 (L1) data cache 56 and L2 cache 42.

In some embodiments, the Load-Store Units (LSU) of processor 20 store data in memory
43 when executing store instructions, and retrieve data from memory 43 when executing load
instructions. The data storage and/or retrieval operations may use the data cache (e.g., L1 cache
56 and L2 cache 42) for reducing memory access latency. In some embodiments, high-level
cache (e.g., L2 cache) may be implemented, for example, as separate memory areas in the same
physical memory, or simply share the same memory without fixed pre-allocation.

In the present context, memory 43, L1 cache 40 and 56, and L2 cache 42 are referred to
collectively as an external memory 41. Any access to memory 43, cache 40, cache 56 or cache
42 1s regarded as an access to the external memory. References to “addresses in the external
memory” or “addresses in external memory 417 refer to the addresses of data in memory 43,
even though the data may be physically retrieved by reading cached copies of the data in cache
56 or 42. By contrast, access to register file 50, for example, is regarded as access to internal
memory.

A branch prediction unit 60 predicts branches or flow-control traces (multiple branches
in a single prediction), referred to herein as “traces” for brevity, that are expected to be traversed

by the program code during execution. The code may be executed in a single-thread processor
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or a single thread within a multi-thread processor, or by the various threads 24 as described in
US. Patent Applications 14/578,516, 14/578,518, 14/583,119, 14/637,418, 14/673,884,
14/673,889 and 14/690,424, cited above.

Based on the predictions, branch prediction unit 60 instructs fetching units 28 which new
instructions are to be fetched from memory. Branch prediction in this context may predict entire
traces for segments or for portions of segments, or predict the outcome of individual branch
instructions. When parallelizing the code, e.g., as described in the above-cited patent
applications, a state machine unit 64 manages the states of the various threads 24, and invokes
threads to execute segments of code as appropriate.

In some embodiments, processor 20 parallelizes the processing of program code among
threads 24. Among the various parallelization tasks, processor 20 performs efficient processing
of memory-access instructions using methods that are described in detail below. Parallelization
tasks are typically performed by various units of the processor. For example, branch prediction
unit 60 typically predicts the control-flow traces for the various threads, state machine unit 64
invokes threads to execute appropriate segments at least partially in parallel, and renaming units
36 handle memory-access parallelization. In alternative embodiments, memory parallelization
unit may be performed by decoding units 32, and/or jointly by decoding units 32 and renaming
units 36.

Thus, in the context of the present disclosure and in the claims, units 60, 64, 32 and 36
are referred to collectively as thread parallelization circuitry (or simply parallelization circuitry
for brevity). In alternative embodiments, the parallelization circuitry may comprise any other
suitable subset of the units in processor 20. In some embodiments, some or even all of the
functionality of the parallelization circuitry may be carried out using run-time software. Such
run-time software is typically separate from the software code that is executed by the processor
and may run, for example, on a separate processing core.

In the present context, register file 50 is referred to as internal memory, and the terms
“internal memory” and “internal register” are sometimes used interchangeably. The remaining
processor elements are referred to herein collectively as processing circuitry that carries out the
disclosed techniques using the internal memory. Generally, other suitable types of internal
memory can also be used for carrying out the disclosed techniques.

As noted already, although some of the examples described herein refer to multiple
hardware threads and thread parallelization, many of the disclosed techniques can be
implemented in a similar manner with a single hardware thread. The processor pipeline may

comprise, for example, a single fetching unit 28, a single decoding unit 32, a single renaming
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unit 36, and no state machine 64. In such embodiments, the disclosed techniques accelerate
memory access in single-thread processing. As such, although the examples below refer to
memory-access acceleration functions being performed by the parallelization circuitry, these
functions may generally be carried out by the processing circuitry of the processor.

The configuration of processor 20 shown in Fig. 1 is an example configuration that is
chosen purely for the sake of conceptual clarity. In alternative embodiments, any other suitable
processor configuration can be used. For example, in the configuration of Fig. 1, multi-threading
is implemented using multiple fetching, decoding and renaming units. Additionally or
alternatively, multi-threading may be implemented in many other ways, such as using multiple
00O buffers, separate execution units per thread and/or separate register files per thread. In
another embodiment, different threads may comprise different respective processing cores.

As yet another example, the processor may be implemented without cache or with a
different cache structure, without branch prediction or with a separate branch prediction per
thread. The processor may comprise additional elements not shown in the figure. Further
alternatively, the disclosed techniques can be carried out with processors having any other
suitable micro-architecture.

Moreover, although the embodiments described herein refer mainly to parallelization of
repetitive code, the disclosed techniques can be used to improve the processor performance, e.g.,
replace (and reduce) memory access time with register access time, reduce the number of
external memory access operations, regardless of thread parallelization. Such techniques can be
applied in single-thread configurations or other configurations that do not necessarily involve
thread parallelization.

Processor 20 can be implemented using any suitable hardware, such as using one or more
Application-Specific Integrated Circuits (ASICs), Field-Programmable Gate Arrays (FPGAs)
or other device types. Additionally or alternatively, certain elements of processor 20 can be
implemented using software, or using a combination of hardware and software elements. The
instruction and data cache memories can be implemented using any suitable type of memory,
such as Random Access Memory (RAM).

Processor 20 may be programmed in software to carry out the functions described herein.
The software may be downloaded to the processor in electronic form, over a network, for
example, or it may, alternatively or additionally, be provided and/or stored on non-transitory
tangible media, such as magnetic, optical, or electronic memory.

In some embodiments, the parallelization circuitry of processor 20 monitors the code

processed by one or more threads 24, identifies code segments that are at least partially
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repetitive, and parallelizes execution of these code segments. Certain aspects of parallelization
functions performed by the parallelization circuitry, including definitions and examples of
partially repetitive segments, are addressed, for example, in U.S. Patent Applications
14/578,516, 14/578,518, 14/583,119, 14/637,418, 14/673,884, 14/673,889 and 14/690,424,

cited above.

EARLY DETECTION OF RELATIONSHIPS BETWEEN MEMORY-ACCESS
INSTRUCTIONS BASED ON INSTRUCTION FORMAT

Typically, the program code that is processed by processor 20 contains memory-access
instructions such as load and store instructions. In many cases, different memory-access
instructions in the code are inter-related, and these relationships can be exploited for improving
performance. For example, different memory-access instructions may access the same memory
address, or a predictable pattern of memory addresses. As another example, one memory-access
instruction may read or write a certain value, subsequent instructions may manipulate that value
in a predictable way, and a later memory-access instruction may then write the manipulated
value to memory.

In some embodiments, the parallelization circuitry in processor 20 identifies such
relationships between memory-access instructions, and uses the relationships to improve
parallelization performance. In particular, the parallelization circuitry identifies the relationships
by analyzing the formats of the symbolic expressions that specify the addresses accessed by the
memory-access instructions (as opposed to the numerical values of the addresses).

Typically, the operand of a memory-access instruction (e.g., load or store instruction)
comprises a symbolic expression, i.e., an expression defined in terms of one or more register
names, specifying the memory-access operation to be performed. The symbolic expression of a
memory-access instruction may specify, for example, the memory address to be accessed, a
register whose value is to be written, or a register into which a value is to be read.

Depending on the instruction set defined in processor 20, the symbolic expressions may
have a wide variety of formats. Different symbolic formats may relate to different addressing
modes (e.g., direct vs. indirect addressing), or to pre-incrementing or post-incrementing of
indices, to name just a few examples.

In a typical flow, decoding units 32 decode the instructions, including the symbolic
expressions. At this stage, however, the actual numerical values of the expressions (e.g.,
numerical memory addresses to be accessed and/or numerical values to be written) are not yet

known and possibly undefined. The symbolic expressions are typically evaluated later, by
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renaming units 36, just before the instructions are written to OOO buffer 44. Only at the
execution stage, the LSUs and/or ALUs evaluate the symbolic expressions and assign the
memory-access instructions actual numerical values.

In one example embodiment, the numerical memory addresses to be accessed is
evaluated in the LSU and the numerical values to be written are evaluated in the ALU. In another
example embodiment, both the numerical memory addresses to be accessed, and the numerical
values to be written, are evaluated in the LSU.

It should be noted that the time delay between decoding an instruction (making the
symbolic expression available) and evaluating the numerical values in the symbolic expression
is not only due to the pipeline delay. In many practical scenarios, a symbolic expression of a
given memory-access instruction cannot be evaluated (assigned numerical values) until the
outcome of a previous instruction is available. Because of such dependencies, the symbolic
expression may be available, in symbolic form, long before (possibly several tens of cycles
before) it can be evaluated.

In some embodiments, the parallelization circuitry identifies and exploits the
relationships between memory-access instructions by analyzing the formats of the symbolic
expressions. As explained above, the relationships may be identified and exploited at a point in
time at which the actual numerical values are still undefined and cannot be evaluated (e.g.,
because they depend on other instructions that were not yet executed). Since this process does
not wait for the actual numerical values to be assigned, it can be performed early in the pipeline.
As a result, subsequent code that depends on the outcomes of the memory-access instructions
can be executed sooner, dependencies between instructions can be relaxed, and parallelization
can thus be improved.

In some embodiments, the disclosed techniques are applied in regions of the code
containing one or more code segments that are at least partially repetitive, e.g., loops or
functions. Generally, however, the disclosed techniques can be applied in any other suitable
region of the code, e.g., sections of loop iterations, sequential code and/or any other suitable
instruction sequence, with a single or multi-threaded processor.

Fig. 2 is a flow chart that schematically illustrates a method for processing code that
contains memory-access instructions, in accordance with an embodiment of the present
invention. The method begins with the parallelization circuitry in processor 20 monitoring code
instructions, at a monitoring step 70. The parallelization circuitry analyzes the formats of the

symbolic expressions of the monitored memory-access instructions, at a symbolic analysis step
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74. In particular, the parallelization circuitry analyzes the parts of the symbolic expressions that
specify the addresses to be accessed.

Based on the analyzed symbolic expressions, the parallelization circuitry identifies
relationships between different memory-access instructions, at a relationship identification step
78. Based on the identified relationships, at a serving step 82, the parallelization circuitry serves
the outcomes of at least some of the memory-access instructions from internal memory (e.g.,
internal registers of processor 20) instead of from external memory 41.

As noted above, the term “serving a memory-access instruction from external memory
41” covers the cases of serving a value that is stored in memory 43, or cached in cache 56 or 42.
The term “serving a memory-access instruction from internal memory” refers to serving the
value either directly or indirectly. One example of serving the value indirectly is copying the
value to an internal register, and then serving the value from that internal register. Serving from
the internal memory may be assigned, for example, by decoding unit 32 or renaming unit 36 of
the relevant thread 24 and later performed by one of execution units 52.

The description that follows depicts several example relationships between memory-
access instructions, and demonstrates how processor 20 accelerates memory access by
identifying and exploiting these relationships. The code examples below are given using the
ARM® instructions set, purely by way of example. In alternative embodiments, the disclosed

techniques can be carried out using any other suitable instruction set.

EXAMPLE RELATIONSHIP: LOAD INSTRUCTIONS ACCESSING THE SAME
MEMORY ADDRESS

In some embodiments, the parallelization circuitry identifies multiple load instructions
(e.g., Idr instructions) that read from the same memory address in the external memory. The
identification typically also includes verifying that no store instruction writes to this same
memory address between the load instructions.

One example of such a scenario is a load instruction of the form
ldrrl,[r6]

that is found inside a loop, wherein r6 is a global register. In the present context, the term “global
register” refers to a register that is not written to between the various loads within the loop
iterations (i.e., the register value does not change between loop iterations). The instruction above

loads from memory the value which resides in the address which is held in r6 and puts it in rl.
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In this embodiment, the parallelization circuitry analyzes the format of the symbolic
expression of the address “/r6/”, identifies that r6 is global, recognizes that the symbolic
expression is defined in terms of one or more global registers, and concludes that the load
instructions in the various loop iterations all read from the same address in the external memory.

The multiple load instructions that read from the same memory address need not
necessarily occur within a loop. Consider, for example, the following code:

ldrrl,[r5r2]
inst
inst
inst
ldrr3,[r5,r2]
inst
inst
ldrr3,[r5,r2]

In the example above, all three load instructions access the same memory address,
assuming registers r5 and r2 are not written to between the load instructions. Note that, as in the
above example, the destination registers of the various load instructions are not necessarily the
same.

In the examples above, all the identified load instructions specify the address using the
same symbolic expression. In alternative embodiments, the parallelization circuitry identifies
load instructions that read from the same memory address, even though different load
instructions may specify the memory address using different symbolic expressions. For
example, the load instructions

Idr vl [r6,7#4]!
ldrrl,[r6]
ldr r4,[r6]

all access the same memory address (in the first load the register r6 is first updated by adding 4
to its value). Another example for accessing the same memory address is repetitive load
instructions such as:

ldrrl,[r6,#4]
or

Idr v1,[r6,r4] (where r4 is also unchanged)

or
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ldrrl,[r6,r4 sl #2]

The parallelization circuitry may recognize that these symbolic expressions all refer to
the same address in various ways, e.g., by holding a predefined list of equivalent formats of
symbolic expressions that specify the same address.

Upon identifying such a relationship, the parallelization circuitry saves the value read
from the external memory by one of the load instructions in an internal register, e.g., in one of
the dedicated registers in register file 50. For example, the processor parallelization circuitry
may save the value read by the load instruction in the first loop iteration. When executing a
subsequent load instruction, the parallelization circuitry may serve the outcome of the load
instruction from the internal memory, without waiting for the value to be retrieved from the
external memory. The value may be served from the internal memory to any subsequent code
instructions that depend on this value.

In alternative embodiments, the parallelization circuitry may identify recurring load
instructions not only in loops, but also in functions, in sections of loop iterations, in sequential
code, and/or in any other suitable instruction sequence.

In various embodiments, processor 20 may implement the above mechanism in various
ways. In one embodiment, the parallelization circuitry (typically decoding unit 32 or renaming
unit 36 of the relevant thread) implements this mechanism by adding instructions or micro-ops
to the code.

Consider, for example, a loop that contains (among other instructions) the three

instructions

ldrrl,[r6]
addr7,ré,rl

movrlrs

wherein r6 is a global register in this loop. The first instruction in this example loads a value
from memory into rl, and the second instruction sums the value of r6 and r1 and puts it into r7.
Note that the second instruction depends on the first. Further note that the value which was
loaded from memory is “lost” in the third instruction which assigns the value of r8 to r1, and
thus, there is a need to reload it from memory in each iteration. In an embodiment, upon
identifying the relationship between the recurring /dr instructions, the parallelization circuitry

adds an instruction of the form

mov MSG,rl
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after the /dr instruction in the first loop iteration, wherein MSG denotes a dedicated internal
register. This instruction assigns the value which was loaded from memory in an additional
register. The first loop iteration thus becomes

ldrrl,[r6]
mov MSG,rl
addr7,ré,rl

mov rl,r8

As a result, when executing the first loop iteration, the address specified by “/r6]” will
be read from external memory and the read value will be saved in register MSG.
In the subsequent loop iterations, the parallelization circuitry adds an instruction of the

form
mov ri1 MSG

which assigns the value that was saved in the additional register to rl after the /dr instruction.
The subsequent loop iterations thus become

ldrrl,[r6]

mov ri1 MSG

addr7,ré,rl

mov 18,11

As a result, when executing the subsequent loop iterations, value of register MSG will
be loaded into register r1 without having to wait for the /dr instruction to retrieve the value from
external memory 41.

Since the mov instruction is an ALU instruction and does not involve accessing the
external memory, it is considerably faster than the /dr instruction (typically a single cycle instead
of four cycles). Furthermore, the add instruction no longer depends on the /dr instruction but
only on the mov instruction and thus, the subsequent code benefits from the reduction in
processing time.

In an alternative embodiment, the parallelization circuitry implements the above
mechanism without adding instructions or micro-ops to the code, but rather by configuring the
way registers are renamed in renaming units 36. Consider the example above, or a loop

containing (among other instructions) the three instructions

ldrrl,[r6]
addr7,ré,rl
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movrlrs

When processing the /dr instruction in the first loop iteration, renaming unit 36 performs
conventional renaming, i.e., renames destination register r1 to some physical register (denoted
p8 in this example), and serves the operand rl in the add instruction from p8. When processing
the mov instruction, rl is renamed to a new physical register (e.g., p9). Unlike conventional
renaming, p8 is not released when p9 is committed. The processor thus maintains the value of
register p8 that holds the value loaded from memory.

When executing the subsequent loop iterations, on the other hand, renaming unit 36
applies a different renaming scheme. The operands rl in the add instructions of all subsequent
loop iterations all read the value from the same physical register p8, eliminating the need to wait
for the result of the load instruction. Register p8 is released only after the last loop iteration.

Further alternatively, the parallelization circuitry may serve the read value from the
internal register in any other suitable way. Typically, the internal register is dedicated for this
purpose only. For example, the internal register may comprise one of the processor’s
architectural registers in register file 48 which is not exposed to the user. Alternatively, the
internal register may comprise a register in register file 50, which is not one of the processor’s
architectural registers in register file 48 (like r6) or physical registers (like p8). Alternatively to
saving the value in an internal register of the processor, any other suitable internal memory of
the processor can be used for this purpose.

Serving the outcome of a /dr instruction from an internal register (e.g., MSG or p8),
instead of from the actual content of the external memory address, involves a small but non-
negligible probability of error. For example, if a different value were to be written to the memory
address in question at any time after the first load instruction, then the actual read value will be
different from the value saved in the internal register. As another example, if the value of register
6 were to be changed (even though it is assumed to be global), then the next load instruction
will read from a different memory address. In this case, too, the actual read value will be
different from the value saved in the internal register.

Thus, in some embodiments the parallelization circuitry verifies, after serving an
outcome of a load instruction from an internal register, that the served value indeed matches the
actual value retrieved by the load instruction from external memory 41. If a mismatch is found,
the parallelization circuitry may flush subsequent instructions and results. Flushing typically
comprises discarding all subsequent instructions from the pipeline such that all processing that

was performed with a wrong operand value is discarded. In other words, the processor executes
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the subsequent load instructions in the external memory and retrieves the value from the memory
address in question, for the purpose of verification, even though the value is served from the
internal register.

The above verification may be performed, for example, by verifying that no store (e.g.,
str) instruction writes to the memory address between the recurring load instructions.
Additionally or alternatively, the verification may ascertain that no fence instructions limit the
possibility of serving subsequent code from the internal memory.

In some cases, however, the memory address in question may be written to by another
entity, e.g., by another processor or processor core, or by a debugger. In such cases it may not
be sufficient to verify that the monitored program code does not contain an intervening store
instruction that writes to the memory address. In an embodiment, the verification may use an
indication from a memory management subsystem, indicative of whether the content of the
memory address was modified.

In the present context, intervening store instructions, intervening fence instructions,
and/or indications from a memory management subsystems, are all regarded as intervening
events that create a mismatch between the value in the external memory and the value served
from the internal memory. The verification process may consider any of these events, and/or
any other suitable intervening event.

In yet other embodiments, the parallelization circuitry may initially assume that no
intervening event affects the memory address in question. If, during execution, some verification
mechanism fails, the parallelization circuitry may deduce that an intervening event possibly
exists, and refrain from serving the outcome from the internal memory.

As another example, the parallelization circuitry (typically decoding unit 32 or renaming
unit 36) may add to the code an instruction or micro-op that retrieves the correct value from the
external memory and compares it with the value of the internal register. The actual comparison
may be performed, for example, by one of the ALUs or LSUs in execution units 52. Note that
no instruction depends on the added micro-op, as it does not exist in the original code and is
used only for verification. Further alternatively, the parallelization circuitry may perform the
verification in any other suitable way. Note that this verification does not affect the performance
benefit gained by the fast loading to register r1 when it is correct, but rather flushes this fast
loading in cases where it was wrong.

Fig. 3 is a flow chart that schematically illustrates a method for processing code that
contains recurring load instructions, in accordance with an embodiment of the present invention.

The method begins with the parallelization circuitry of processor 20 identifying a recurring
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plurality of load instructions that access the same memory address (with no intervening event),
at a recurring load identification step 90.

As explained above, this identification is made based on the formats of the symbolic
expressions of the load instructions, and not based on the numerical values of the memory
addresses. The identification may also consider and make use of factors such as the Program-
Counter (PC) values, program addresses, instruction-indices and address-operands of the load
instructions in the program code.

At a load execution step 94, processor 20 dispatches the next load instruction for
execution in external memory 41. The parallelization circuitry checks whether the load
instruction just executed is the first occurrence in the recurring load instructions, at a first
occurrence checking step 98.

On the first occurrence, the parallelization circuitry saves the value read from the
external memory in an internal register, at a saving step 102. The parallelization circuitry serves
this value to subsequent code, at a serving step 106. The parallelization circuitry then proceeds
to the next occurrence in the recurring load instructions, at an iteration incrementing step 110.
The method then loops back to step 94, for executing the next load instruction. (Other
instructions in the code are omitted from this flow for the sake of clarity.)

On subsequent occurrences of load instruction from the same address, the parallelization
circuitry serves the outcome of the load instruction (or rather assigns the outcome to be served)
from the internal register, at an internal serving step 114. Note that although step 114 appears
after step 94 in the flow chart, the actual execution which relates to step 114 ends before the
execution which is related to step 94.

At a verification step 118, the parallelization circuitry verifies whether the served value
(the value saved in the internal register at step 102) is equal to the value retrieved from the
external memory (retrieved at step 94 of the present iteration). If so, the method proceeds to step
110. If a mismatch is found, the parallelization circuitry flushes the subsequent instructions
and/or results, at a flushing step 122.

In some embodiments, the recurring load instructions all recur in respective code
segments having the same flow-control. For example, if a loop does not contain any conditional
branch instructions, then all loop iterations, including load instructions, will traverse the same
flow-control trace. If, on the other hand, the loop does contain one or more conditional branch
instructions, then different loop iterations may traverse different flow-control traces. In such a

case, a recurring load instruction may not necessarily recur in all possible traces.
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In some embodiments, the parallelization circuitry serves the outcome of a recurring
load instruction from the internal register only to subsequent code that is associated with the
same flow-control trace as the initial load instruction (whose outcome was saved in the internal
register). In this context, the traces considered by the parallelization circuitry may be actual
traces traversed by the code, or predicted traces that are expected to be traversed. In the latter
case, if the prediction fails, the subsequent code may be flushed. In alternative embodiments,
the parallelization circuitry serves the outcome of a recurring load instruction from the internal
register to subsequent code regardless of whether it is associated with the same trace or not.

For the sake of clarity, the above description referred to a single group of read
instructions that read from the same memory address. In some embodiments, the parallelization
circuitry may handle two or more groups of recurring read instructions, each reading from a
respective common address. Such groups may be identified and handled in the same region of
the code containing segments that are at least partially repetitive. For example, the
parallelization circuitry may handle multiple dedicated registers (like the MSG register
described above) for this purpose.

In some cases, the recurring load instruction is located at or near the end of a loop
iteration, and the subsequent code that depends on the read value is located at or near the
beginning of a loop iteration. In such a case, the parallelization circuitry may serve a value
obtained in one loop iteration to a subsequent loop iteration. The iteration in which the value
was initially read and the iteration to which the value is served may be processed by different
threads 24 or by the same thread.

In some embodiments, the parallelization circuitry is able to recognize that multiple load
instructions read from the same address even when the address is specified indirectly using a
pointer value stored in memory. Consider, for example, the code

ldrr3,[r4]

ldrrl,[r3,#4]

add r8,rir4

movr3r7

movrlr9
wherein r4 is global. In this example, the address [r4] holds a pointer. Nevertheless, the value
of all loads to rl (and r3) is the same in all iterations.

In some embodiments, the parallelization circuitry saves the information relating to the
recurring load instructions as part of a data structure (referred to as a “scoreboard”) produced

by monitoring the relevant region of the code. Certain aspects of monitoring and scoreboard
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construction and usage are addressed, for example, in U.S. Patent Applications 14/578,516,
14/578,518, 14/583,119, 14/637,418, 14/673,884, 14/673,889 and 14/690,424, cited above. In
such a scoreboard, the parallelization circuitry may save, for example, the address format or PC
value. Whenever reaching this code region, the parallelization circuitry (e.g., the renaming unit)
may retrieve the information from the scoreboard and add micro-ops or change the renaming

scheme accordingly.

EXAMPLE RELATIONSHIP: LOAD-STORE INSTRUCTION PAIRS ACCESSING THE
SAME MEMORY ADDRESS

In some embodiments, the parallelization circuitry identifies, based on the formats of the
symbolic expressions, a store instruction and a subsequent load instruction that both access the
same memory address in the external memory. Such a pair is referred to herein as a “load-store
pair.” The parallelization circuitry saves the value stored by the store instruction in an internal
register, and serves (or at least assigns for serving) the outcome of the load instruction from the
internal register, without waiting for the value to be retrieved from external memory 41. The
value may be served from the internal register to any subsequent code instructions that depend
on the outcome of the load instruction in the pair. The internal register may comprise, for
example, one of the dedicated registers in register file 50.

The identification of load-store pairs and the decision whether to serve the outcome from
an internal register may be performed, for example, by the relevant decoding unit 32 or renaming
unit 36.

In some embodiments, both the load instruction and the store instruction specify the

address using the same symbolic format, such as in the code

strril,[r2]

inst

inst

inst

ldrr8,[r2]

In other embodiments, the load instruction and the store instruction specify the address

using different symbolic formats that nevertheless refer to the same memory address. Such load-
store pairs may comprise, for example

strrl, [r2,#4]] and ldrr8,[r2],

or
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strrl,[r2]#4 and ldr 8, [r2,#-4]

In the first example (str v/, [r2,74]!), the value of 12 is updated to increase by 4 before
the store address is calculated. Thus, the store and load refer to the same address. In the second
example (str rl,[r2],#4), the value of 12 is updated to increase by 4 after the store address is
calculated, while the load address is then calculated from the new value of r2 subtracted by 4.
Thus, in this example too, the store and load refer to the same address.

In some embodiments, the store and load instructions of a given load-store pair are
processed by the same hardware thread 24. In alternative embodiments, the store and load
instructions of a given load-store pair may be processed by different hardware threads.

As explained above with regard to recurring load instructions, in the case of load-store
pairs too, the parallelization circuitry may serve the outcome of the load instruction from an
internal register by adding an instruction or micro-op to the code. This instruction or micro-op
may be added at any suitable location in the code in which the data for the store instruction is
ready (not necessarily after the store instruction — possibly before the store instruction). Adding
the instruction or micro-op may be performed, for example, by the relevant decoding unit 32 or
renaming unit 36.

Consider, for example, the following code:

strr8,[r6]
inst
inst
inst

ldrrl,[r6],#1
The parallelization circuitry may add the micro-op
mov MSGL,r8

that assigns the value of r8 into another register (which is referred to as MSGL) at a suitable
location in which the value of r8 is available. Following the /dr instruction the parallelization

circuitry may add the micro-op
mov r1 MSGL

that assigns the value of MSGL into register r1.
Alternatively, the parallelization circuitry may serve the outcome of the load instruction
from an internal register by configuring the renaming scheme so that the outcome is served from

the same physical register mapped by the store instruction. This operation, too, may be
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performed at any suitable time in which the data for the store instruction is already assigned to
the final physical register, e.g., once the micro-op that assigns the value to r8 has passed the
renaming unit. For example, renaming unit 36 may assign the value stored by the store
instruction to a certain physical register, and rename the instructions that depend on the outcome
of the corresponding load instruction to receive the outcome from this physical register.

In an embodiment, the parallelization circuitry verifies that the registers participating in
the symbolic expression of the address in the store instruction are not updated between the store
instruction and the load instruction of the pair.

In an embodiment, the store instruction stores a word of a certain width (e.g., a 32-bit
word), and the corresponding load instruction loads a word of a different width (e.g., an 8-bit
byte) that is contained within the stored word. For example, the store instruction may store a 32-
bit word in a certain address, and the load instruction in the pair may load some 8-bit byte within
the 32-bit word. This scenario is also regarded as a load-store pair that accesses the same
memory address.

To qualify as a load-store pair, the symbolic expressions of the addresses in the store and
load instructions need not necessarily use the same registers. The parallelization circuitry may
pair a store instruction and a load instruction together, for example, even if their symbolic
expressions use different registers but are known to have the same values.

In some embodiments, the registers in the symbolic expressions of the addresses in the
store and load instructions are indices, i.e., their values increment with a certain stride or other
fixed calculation so as to address an array in the external memory. For example, the load
instruction and corresponding store instruction may be located inside a loop, such that each pair
accesses an incrementally-increasing memory address.

In some embodiments, the parallelization circuitry verifies, when serving the outcome
of the load instruction in a load-store pair from an internal register, that the served value indeed
matches the actual value retrieved by the load instruction from external memory 41. If a
mismatch is found, the parallelization circuitry may flush subsequent instructions and results.

Any suitable verification scheme can be used for this purpose. For example, as explained
above with regard to recurring load instructions, the parallelization circuitry (e.g., the renaming
unit) may add an instruction or micro-op that performs the verification. The actual comparison
may be performed by the ALU or alternatively in the LSU. Alternatively, the parallelization
circuitry may verify that the registers appearing in the symbolic expression of the address in the
store instruction are not written to between the store instruction and the corresponding load

instruction. Further alternatively, the parallelization circuitry may check for various other
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intervening events (e.g., fence instructions, or memory access by other entities) as explained
above.

In some embodiments, the parallelization unit may inhibit the load instruction from
being executed in the external memory. In an embodiment, instead of inhibiting the load
instruction, the parallelization circuitry (e.g., the renaming unit) modifies the load instruction to
an instruction or micro-op that performs the above-described verification.

In some embodiments, the parallelization circuitry serves the outcome of the load
instruction in a load-store pair from the internal register only to subsequent code that is
associated with a specific flow-control trace or traces in which the load-store pair was identified.
For other traces, which may not comprise the load-store pair in question, the parallelization
circuitry may execute the load instructions conventionally in the external memory.

In this context, the traces considered by the parallelization circuitry may be actual traces
traversed by the code, or predicted traces that are expected to be traversed. In the latter case, if
the prediction fails, the subsequent code may be flushed. In alternative embodiments, the
parallelization circuitry serves the outcome of a load instruction from the internal register to
subsequent code associated with any flow-control trace.

In some embodiments, the identification of the store or load instruction in the pair and
the location for inserting micro-ops may also be based on factors such as the Program-Counter
(PC) values, program addresses, instruction-indices and address-operands of the load and store
instructions in the program code. For example, when the load-store pair is identified in a loop,
the parallelization circuitry may save the PC value of the load instruction. This information
indicates to the parallelization circuitry exactly where to insert the additional micro-op whenever
the processor traverses this PC.

Fig. 4 is a flow chart that schematically illustrates a method for processing code that
contains load-store instruction pairs, in accordance with an embodiment of the present invention.
The method begins with the parallelization circuitry identifying one or more load-store pairs
that, based on the address format, access the same memory address, at a pair identification step
130.

For a given pair, the parallelization circuitry saves the value that is stored (or to be stored)
by the store instruction in an internal register, at an internal saving step 134. At an internal
serving step 138, the parallelization circuitry does not wait for the load instruction in the pair to
retrieve the value from external memory. Instead, the parallelization circuitry serves the
outcome of the load instruction, to any subsequent instructions that depend on this value, from

the internal register.
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The examples above refer to a single load-store pair in a given repetitive region of the
code (e.g., loop). Generally, however, the parallelization circuitry may identify and handle two
or more different load-store pairs in the same code region. Furthermore, multiple load
instructions may be paired to the same store instruction. The parallelization circuitry may regard
this scenario as multiple load store pairs, but assign the stored value to an internal register only
once.

As explained above with regard to recurring load instructions, the parallelization
circuitry may store the information on identification of load-store pairs in the scoreboard relating
to the code region in question. In an alternative embodiment, the renaming unit may use the
physical name of the register being stored as the operand of the registers to be loaded when the

mov micro-op is added.

EXAMPLE RELATIONSHIP: LOAD-STORE INSTRUCTION PAIRS WITH
PREDICTABLE MANIPULATION OF THE STORED VALUE

As explained above, in some embodiments the parallelization circuitry identifies a region
of the code containing one or more code segments that are at least partially repetitive, wherein
the code in this region comprises repetitive load-store pairs. In some embodiments, the
parallelization circuitry further identifies that the value loaded from external memory is
manipulated using some predictable calculation between the load instructions of successive
iterations (or, similarly, between the load instruction and the following store instruction in a
given iteration).

These identifications are performed, e.g., by the relevant decoding unit 32 or renaming
unit 36, based on the formats of the symbolic expressions of the instructions. As will be
explained below, the repetitive load-store pairs need not necessarily access the same memory
address.

In some embodiments, the parallelization circuitry saves the loaded value in an internal
register or other internal memory, and manipulates the value using the same predictable
calculation. The manipulated value is then assigned to be served to subsequent code that depends
on the outcome of the next load instruction, without having to wait for the actual load instruction
to retrieve the value from the external memory.

Consider, for example, a loop that contains the code

A ldrrl,[r6]
B addr7,ré,rl
C inst
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D inst

E ldr r8,[r6]

F add r8,r8 #1

G str r8,[r6]
in which 16 is a global register. Instructions E-G increment a counter value that is stored in
memory address “/r6/”. Instructions A and B make use of the counter value that was set in the
previous loop iteration. Between the load instruction and the store instruction, the program code
manipulates the read value by some predictable manipulation (in the present example,
incrementing by 1 in instruction F).

In the present example, instruction A depends on the value stored into “/r6/” by
instruction G in the previous iteration. In some embodiments, the parallelization circuitry
assigns the outcome of the load instruction (instruction A) to be served to subsequent code from
an internal register (or other internal memory), without waiting for the value to be retrieved from
external memory. The parallelization circuitry performs the same predictable manipulation on
the internal register, so that the served value will be correct. When using this technique,
instruction A still depends on instruction G in the previous iteration, but instructions that depend
on the value read by instruction A can be processed earlier.

In one embodiment, in the first loop iteration the parallelization circuitry adds the micro-
op

mov MSLrl
after instruction A or

mov MSIr8
after instruction E and before instruction F, wherein MSI denotes an internal register, such as
one of the dedicated registers in register file 50. In the subsequent loop iterations, the
parallelization circuitry adds the micro-op

MSIMSIL# 1
at the beginning of the iteration, or at any other suitable location in the loop iteration before it
is desired to make use of MSI. This micro-op increments the internal register MSI by 1, i.e.,
performs the same predictable manipulation of instruction F in the previous iteration. In
addition, the parallelization circuitry adds the micro-op

mov r1 MSI
(after the first increment micro-op was inserted) after each load instruction that accesses “/r6/”
(after instructions A and E in the present example — note that after instruction E the micro-op

mov r8, MSIwould be added). As a result, any instruction that depends on these load instructions
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will be served from the internal register MSI instead of from the external memory. Adding the
instructions or micro-ops above may be performed, for example, by the relevant decoding unit
32 or renaming unit 36.

In the above example, the parallelization circuitry performs the predictable manipulation
once in each iteration, so as to serve the correct value to the code of the next iteration. In
alternative embodiments, the parallelization circuitry may perform the predictable manipulation
multiple times in a given iteration, and serve different predicted values to code of different
subsequent iterations. In the counter incrementing example above, in the first iteration the
parallelization circuitry may calculate the next n values of the counter, and provide the code of
each iteration with the correct counter value. Any of these operations may be performed without
waiting for the load instruction to retrieve the counter value from external memory. This advance
calculation may be repeated every n iterations.

In an alternative embodiment, in the first iteration, the parallelization circuitry renames
the destination register r1 (in instruction A) to a physical register denoted p8. The parallelization
circuitry then adds one or more micro-ops or instructions (or modifies an existing micro-op,

e.g., instruction A) to calculate a vector of n r8,r8 #1 values. The vector is saved in a set of
dedicated registers m]...my, e.g., in register file 50. In the subsequent iterations, the
parallelization circuitry renames the operands of the add instructions (instruction D) to read from
respective registers mj...my (according to the iteration number). The parallelization circuitry

may comprise suitable vector-processing hardware for performing these vectors in a small
number of cycles.

Fig. 5 is a flow chart that schematically illustrates a method for processing code that
contains repetitive load-store instruction pairs with intervening data manipulation, in accordance
with an embodiment of the present invention. The method begins with the parallelization
circuitry identifying a code region containing repetitive load-store pairs having intervening data
manipulation, at an identification step 140. The parallelization circuitry analyzes the code so as
to identify both the load-store pairs and the data manipulation. The data manipulation typically
comprises an operation performed by the ALU, or by another execution units such as an FPU
or MAC unit. Typically although not necessarily, the manipulation is performed by a single
instruction.

When the code region in question is a program loop, for example, each load-store pair
typically comprises a store instruction in a given loop iteration and a load instruction in the next

iteration that reads from the same memory address.
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For a given load-store pair, the parallelization circuitry assigns the value that was loaded
by a first load instruction in an internal register, at an internal saving step 144. At a manipulation
step 148, the parallelization circuitry applies the same data manipulation (identified at step 140)
to the internal register. The manipulation may be applied, for example, using the ALU, FPU or
MAC unit.

At an internal serving step 152, the parallelization circuitry does not wait for the next
load instruction to retrieve the manipulated value from external memory. Instead, the
parallelization circuitry assigns the manipulated value (calculated at step 148) to any subsequent
instructions that depend on the next load instruction, from the internal register.

In the examples above, the counter value is always stored in (and retrieved from) the
same memory address (“/r6/”, wherein r6 is a global register). This condition, however, is not
mandatory. For example, each iteration may store the counter value in a different (e.g.,
incrementally increasing) address in external memory 41. In other words, within a given
iteration the value may be loaded from a given address, manipulated and then stored in a
different address. A relationship still exists between the memory addresses accessed by the load
and store instructions of different iterations: The load instruction in a given iteration accesses
the same address as the store instruction of the previous iteration.

In an embodiment, the store instruction stores a word of a certain width (e.g., a 32-bit
word), and the corresponding load instruction loads a word of a different width (e.g., an 8-bit
byte) that is contained within the stored word. For example, the store instruction may store a 32-
bit word in a certain address, and the load instruction in the pair may load some 8-bit byte within
the 32-bit word. This scenario is also regarded as a load-store pair that accesses the same
memory address. In such embodiments, the predictable manipulation should be applied to the
smaller-size word loaded by the load instruction.

As in the previous examples, the parallelization circuitry typically verifies, when serving
the manipulated value from the internal register, that the served value indeed matches the actual
value after retrieval by the load instruction and manipulation. If a mismatch is found, the
parallelization circuitry may flush subsequent instructions and results. Any suitable verification
scheme can be used for this purpose, such as by adding one or more instructions or micro-ops,
or by verifying that the address in the store instruction is not written to between the store
instruction and the corresponding load instruction.

Further alternatively, the parallelization circuitry may check for wvarious other
intervening events (e.g., fence instructions, or memory access by other entities) as explained

above.
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Addition of instructions or micro-ops can be performed, for example, by the renaming
unit. The actual comparison between the served value and the actual value may be performed
by the ALU or LSU.

In some embodiments, the parallelization unit may inhibit the load instruction from
being executed in the external memory. In an embodiment, instead of inhibiting the load
instruction, the parallelization circuitry (e.g., the renaming unit) modifies the load instruction to
an instruction or micro-op that performs the above-described verification.

In some embodiments, the parallelization circuitry serves the manipulated value from
the internal register only to subsequent code that is associated with a specific flow-control trace
or group of traces, e.g., only if the subsequent load-store pair is associated with the same flow-
control trace as the current pair. In this context, the traces considered by the parallelization
circuitry may be actual traces traversed by the code, or predicted traces that are expected to be
traversed. In the latter case, if the prediction fails, the subsequent code may be flushed. In
alternative embodiments, the parallelization circuitry serves the manipulated value from the
internal register to subsequent code associated with any flow-control trace.

In some embodiments, the decision to serve the manipulated value from an internal
register, and/or the identification of the location in the code for adding or manipulate micro-ops,
may also consider factors such as the Program-Counter (PC) values, program addresses,
instruction-indices and address-operands of the load and store instructions in the program code.
The decision to serve the manipulated value from an internal register, and/or the identification
of the code to which the manipulated value should be served, may be carried out, for example,
by the relevant renaming or decoding unit.

The examples above refer to a single predictable manipulation and a single sequence of
repetitive load-store pairs in a given region of the code (e.g., loop). Generally, however, the
parallelization circuitry may identify and handle two or more different predictable
manipulations, and/or two or more sequences of repetitive load-store pairs, in the same code
region. Furthermore, as described above, multiple load instructions may be paired to the same
store instruction. This scenario may be considered by the parallelization circuitry as multiple
load-store pairs, wherein the stored value is assigned to an internal register only once.

As explained above, the parallelization circuitry may store the information on
identification of load-store pairs and predictable manipulations in the scoreboard relating to the

code region in question.
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EXAMPLE RELATIONSHIP: RECURRING LOAD INSTRUCTIONS THAT ACCESS A
PATTERN OF NEARBY MEMORY ADDRESSES

In some embodiments, the parallelization circuitry identifies a region of the program
code, which comprises a repetitive sequence of load instructions that access different but nearby
memory addresses in external memory 41. Such a scenario occurs, for example, in a program
loop that reads values from a vector or other array stored in the external memory, in accessing
the stack, or in image processing or filtering applications.

In one embodiment, the load instructions in the sequence access incrementing adjacent
memory addresses, e.g., in a loop that reads respective elements of a vector stored in the external
memory. In another embodiment, the load instructions in the sequence access addresses that are
not adjacent but differ from one another by a constant offset (sometimes referred to as “stride”).
Such a case occurs, for example, in a loop that reads a particular column of an array.

Further alternatively, the load instructions in the sequence may access addresses that
increment or decrement in accordance with any other suitable predictable pattern. Typically
although not necessarily, the pattern is periodic. Another example of a periodic pattern, more
complex than a stride, occurs when reading two or more columns of an array (e.g., matrix) stored
in memory.

The above examples refer to program loops. Generally, however, the parallelization
circuitry may identify any other region of code that comprises such repetitive load instructions,
e.g., in sections of loop iterations, sequential code and/or any other suitable instruction sequence.

The parallelization circuitry identifies the sequence of repetitive load instructions, and
the predictable pattern of the addresses being read from, based on the formats of the symbolic
expressions that specify the addresses in the load instructions. The identification is thus
performed early in the pipeline, e.g., by the relevant decoding unit or renaming unit.

Having identified the predictable pattern of addresses accessed by the load instruction
sequence, the parallelization circuitry may access a plurality of the addresses in response to a
given read instruction in the sequence, before the subsequent read instructions are processed. In
some embodiments, in response to a given read instruction, the parallelization circuitry uses the
identified pattern to read a plurality of future addresses in the sequence into internal registers
(or other internal memory). The parallelization circuitry may then assign any of the read values
from the internal memory to one or more future instructions that depend on the corresponding
read instruction, without waiting for that read instruction to read the value from the external

memory.
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In some embodiments, the basic read operation performed by the LSUs reads a plurality
of data values from a contiguous block of addresses in memory 43 (possibly via cache 56 or 42).
This plurality of data values is sometimes referred to as a “cache line.” A cache line may
comprise, for example, sixty-four bytes, and a single data value may comprise, for example four
or eight bytes, although any other suitable cache-line size can be used. Typically, the LSU or
cache reads an entire cache line regardless of the actual number of values that were requested,
even when requested to read a single data value from a single address.

In some embodiments, the LSU or cache reads a cache line in response to a given read
instruction in the above-described sequence. Depending on the pattern of addresses, the cache
line may also contain one or more data values that will be accessed by one or more subsequent
read instructions in the sequence (in addition to the data value requested by the given read
instruction). In an embodiment, the parallelization circuitry extracts the multiple data values
from the cache line based on the pattern of addresses, saves them in internal registers, and serves
them to the appropriate future instructions.

Thus, in the present context, the term “nearby addresses” means addresses that are close
to one another relative to the cache-line size. If, for example, each cache line comprises n data
values, the parallelization circuitry may repeat the above process every n read instructions in the
sequence.

Furthermore, if the parallelization circuitry, LSU or cache identifies that in order to load
n data values from memory there is a need to get another cache line, it may initiate a read from
memory of the relevant cache line. Alternatively, instead of reading the next cache line into the
LSU, itis possible to set a prefetch trigger based on the identification and the pattern, for reading
the data to L1 cache 56.

This technique is especially effective when a single cache line comprises many data
values that will be requested by future read instructions in the sequence (e.g., when a single
cache line comprises many periods of the pattern). The performance benefit is also considerable
when the read instructions in the sequence arrive in execution units 52 at large intervals, e.g.,
when they are separated by many other instructions.

Fig. 6 is a flow chart that schematically illustrates a method for processing code that
contains recurring load instructions from nearby memory addresses, in accordance with an
embodiment of the present invention. The method begins at a sequence identification step 160,
with the parallelization circuitry identifying a repetitive sequence of read instructions that access

respective memory addresses in memory 43 in accordance with a predictable pattern.
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In response to a given read instruction in the sequence, an LSU in execution units 52 (or
the cache) reads one or several cache lines from memory 43 (possibly via cache 56 or 42), at a
cache-line readout step 164. At an extraction step 168, the parallelization circuitry extracts the
data value requested by the given read instruction from the cache line. In addition, the
parallelization circuitry uses the identified pattern of addresses to extract from the cache lines
one or more data values that will be requested by one or more subsequent read instructions in
the sequence. For example, if the pattern indicates that the read instructions access every fourth
address starting from some base address, the parallelization circuitry may extract every fourth
data value from the cache lines.

As an internal storage step 168, the parallelization circuitry saves the extracted data
values in internal memory. The extracted data values may be saved, for example, in a set of
internal registers in register file 50. The other data in the cache lines may be discarded. In other
embodiments, the parallelization circuitry may copy the entire cache lines to the internal
memory, and later assign the appropriate values from the internal memory in accordance with
the pattern.

At aserving step 172, the parallelization circuitry serves the data values from the internal

registers to the subsequent code instructions that depend on them. For example, the k™ extracted

kth

data value may be served to any instruction that depends on the outcome of the read

instruction following the given read instruction. The k™ extracted data value may be served

from the internal memory without waiting for the k™ read instruction to retrieve the data value

from external memory.

Consider, for example, a loop that contains the following code:

ldrrl,[r6],#4
addr7,ré,rl

wherein 16 is a global register. This loop reads data values from every fourth address, starting
from some base address that is initialized at the beginning of the loop. As explained above, the
parallelization circuitry may identify the code region containing this loop, identify the
predictable pattern of addresses, and then extract and serve multiple data values from a retrieved
cache line.

In some embodiments, this mechanism is implemented by adding one or more
instructions or micro-ops to the code, or modifying existing one or more instructions or micro-
ops, €.g., by the relevant renaming unit 36.
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Referring to the example above, in an embodiment, in the first loop iteration the
parallelization circuitry modifies the load (/dr) instruction to

vec ldr MA,r1
wherein MA denotes a set of internal registers, e.g., in register file 50.

In subsequent loop iterations, the parallelization circuitry adds the following instruction

after the /dr instruction:
mov r 1 ,MA(iteration number)

The vec Ildr instruction in the first loop iteration saves multiple retrieved values to the
MA registers, and the mov instruction in the subsequent iterations assigns the values from the
MA registers to register rl with no direct relationship to the /dr instruction. This allows the
subsequent add instruction to be issued/executed without waiting for the /dr instruction to
complete.

In an alternative embodiment, the parallelization circuitry (e.g., renaming unit 36)
implements the above mechanism by proper setting of the renaming scheme. Referring to the
example above, in an embodiment, in the first loop iteration the parallelization circuitry modifies
the load (/dr) instruction to

vec ldr MA,r1

In the subsequent loop iterations, the parallelization circuitry renames the operands of
the add instructions to read from AMA(iteration num) even though the new /dr destination is
renamed to a different physical register. In addition, the parallelization circuitry does not release
the mapping of the MA registers in a conventional manner, i.e., on the next time the write to rl
is committed. Instead, the mapping is retained until all data values extracted from the current
cache line have been served.

In the two examples above, the parallelization circuitry may use a series of /dr micro-
ops instead of the /dr vec instruction.

For a given pattern of addresses, each cache line contains a given number of data values.
If the number of loop iterations is larger than the number of data values per cache line, or if one
of the loads crosses the cache-line boundary (e.g., because since the loads are not necessarily
aligned with the beginning of a cache line), then a new cache line should be read when the
current cache line is exhausted. In some embodiments, the parallelization circuitry automatically
instructs the LSU to read a next cache line.

Other non-limiting examples of repetitive load instructions that access predictable
nearby address patterns may comprise:

Idr v2, [r5,r1] wherein r1 is an index
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or
Idrv2,[r1,#4]!
or
ldrr2, [r1]#4
or

Idr r3,[r8,sl,Isl #2] wherein sl is an index
or an example of an unrolled loop:

ldrrl,[r5,#4]

ldrrl,[r5,#8]

ldrrl,[r5#12]

In some embodiments, all the load instructions in the sequence are processed by the same
hardware thread 24 (e.g., when processing an unrolled loop, or when the processor is a single-
thread processor). In alternative embodiments, the load instructions in the sequence may be
processed by at least two different hardware threads.

In some embodiments, the parallelization circuitry verifies, when serving the outcome
of a load instruction in the sequence from the internal memory, that the served value indeed
matches the actual value retrieved by the load instruction from external memory. If a mismatch
is found, the parallelization circuitry may flush subsequent instructions and results. Any suitable
verification scheme can be used for this purpose. For example, as explained above, the
parallelization circuitry (e.g., the renaming unit) may add an instruction or micro-op that
performs the verification. The actual comparison may be performed by the ALU or alternatively
in the LSU.

As explained above, the parallelization circuitry may also verify, e.g., based on the
formats of the symbolic expressions of the instructions, that no intervening event causes a
mismatch between the served values and the actual values in the external memory.

In yet other embodiments, the parallelization circuitry may initially assume that no
intervening event affects the memory address in question. If, during execution, some verification
mechanism fails, the parallelization circuitry may deduce that an intervening event possibly
exists, and refrain from serving the outcome from the internal memory.

In some embodiments, the parallelization unit may inhibit the load instruction from
being executed in the external memory. In an embodiment, instead of inhibiting the load
instruction, the parallelization circuitry (e.g., the renaming unit) modifies the load instruction to

an instruction or micro-op that performs the above-described verification.
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In some embodiments, the parallelization circuitry serves the outcome of a load
instruction from the internal memory only to subsequent code that is associated with one or
more specific flow-control traces (e.g., traces that contain the load instruction). In this context,
the traces considered by the parallelization circuitry may be actual traces traversed by the code,
or predicted traces that are expected to be traversed. In the latter case, if the prediction fails, the
subsequent code may be flushed. In alternative embodiments, the parallelization circuitry serves
the outcome of a load instruction from the internal register to subsequent code associated with
any flow-control trace.

In some embodiments, the decision to assign the outcome from an internal register,
and/or the identification of the locations in the code for adding or modifying instructions or
micro-ops, may also consider factors such as the Program-Counter (PC) values, program
addresses, instruction-indices and address-operands of the load instructions in the program code.

In some embodiments, the MA registers may reside in a register file having
characteristics and requirements that differ from other registers of the processor. For example,
this register file may have a dedicated write port buffer from the LSU, and only read ports from
the other execution units 52.

The examples above refer to a single sequence of load instructions that access a single
predictable pattern of memory addresses in a region of the code. Generally, however, the
parallelization circuitry may identify and handle in the same code region two or more different
sequences of load instructions, which access two or more respective patterns of memory
addresses.

As explained above, the parallelization circuitry may store the information on
identification of the sequence of load instructions, and on the predictable pattern of memory
addresses, in the scoreboard relating to the code region in question.

In the examples given in Figs. 2-6 above, the relationships between memory-access
instructions and the resulting actions, e.g., adding or modifying instructions or micro-ops, are
performed at runtime. In alternative embodiments, however, at least some of these functions
may be performed by a compiler that compiles the program code for execution by processor 20.
Thus, in some embodiments, processor 20 identifies and acts upon the relationships between
memory-access instructions, at partially based on hints or other indications embedded in the
program code by the compiler.

It will thus be appreciated that the embodiments described above are cited by way of
example, and that the present invention is not limited to what has been particularly shown and

described hereinabove. Rather, the scope of the present invention includes both combinations
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and sub-combinations of the various features described hereinabove, as well as variations and
modifications thereof which would occur to persons skilled in the art upon reading the foregoing
description and which are not disclosed in the prior art. Documents incorporated by reference
in the present patent application are to be considered an integral part of the application except
that to the extent any terms are defined in these incorporated documents in a manner that
conflicts with the definitions made explicitly or implicitly in the present specification, only the

definitions in the present specification should be considered.
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CLAIMS

1. A method, comprising:

in a processor, processing program code that includes memory-access instructions,
wherein at least some of the memory-access instructions comprise symbolic expressions that
specify memory addresses in an external memory in terms of one or more register names;

identifying a relationship between the memory addresses accessed by two or more of the
memory-access instructions, based on respective formats of the memory addresses specified in
the symbolic expressions; and

assigning an outcome of at least one of the memory-access instructions to be served from

an internal memory in the processor, based on the identified relationship.

2. The method according to claim 1, wherein identifying the relationship between the

memory addresses is independent of actual numerical values of the memory addresses.

3. The method according to claim 2, wherein identifying the relationship between the
memory addresses is performed at a point in time at which the actual numerical values of the

memory addresses are undefined.

4. The method according to claim 2, wherein identifying the relationship is performed by
a given pipeline stage in a pipeline of the processor, and wherein the actual numerical values of
the memory addresses are calculated in another pipeline stage that is located later in the pipeline

than the given pipeline stage.

5. The method according to claim 1, wherein identifying the relationship comprises
searching the program code for memory-access instructions that specify the memory addresses

using identical symbolic expressions.

6. The method according to claim 1, wherein identifying the relationship comprises
searching the program code for memory-access instructions that specify the memory addresses

using different symbolic expressions that refer to the same memory address.

7. The method according to claim 1, wherein assigning the outcome of at least one of the
memory-access instructions is performed by a decoding unit or a renaming unit in a pipeline of

the processor.

8. The method according to any of claims 1-7, wherein assigning the outcome to be served
from the internal memory further comprises:

executing a memory-access instruction in the external memory; and
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verifying that the outcome of the memory-access instruction executed in the external
memory matches the outcome assigned to the memory-access instruction from the internal

memory.

0. The method according to claim 8, wherein verifying the outcome comprises comparing
the outcome of the memory-access instruction executed in the external memory with the

outcome assigned to the memory-access instruction from the internal memory.

10.  The method according to claim 8, wherein verifying the outcome comprises verifying
that no intervening event causes a mismatch between the outcome in the external memory and

the outcome assigned from the internal memory.

11. The method according to claim 8, wherein verifying the outcome comprises adding to
the program code one or more instructions or micro-ops that verify the outcome, or modifying
one or more existing instructions or micro-ops to the instructions or micro-ops that verify the

outcome.

12. The method according to claim 8, further comprising flushing subsequent code upon
finding that the outcome executed in the external memory does not match the outcome served

from the internal memory.

13. The method according to any of claims 1-7, further comprising inhibiting the at least one

of the memory-access instructions from being executed in the external memory.

14.  The method according to any of claims 1-7, further comprising parallelizing execution
of the program code, including assignment of the outcome from the internal memory, over

multiple hardware threads.

15. The method according to any of claims 1-7, wherein processing the program code
comprises executing the program code, including assignment of the outcome from the internal

memory, in a single hardware thread.

16.  The method according to any of claims 1-7, wherein identifying the relationship

comprises identifying the memory-access instructions in a loop or a function.

17. The method according to any of claims 1-7, wherein identifying the relationship is

performed at runtime.

18. The method according to any of claims 1-7, wherein identifying the relationship is

performed, at least partly, based on indications embedded in the program code.
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19. A processor, comprising:

an internal memory; and

processing circuitry, which is configured to process program code that includes memory-
access instructions, wherein at least some of the memory-access instructions comprise symbolic
expressions that specify memory addresses in an external memory in terms of one or more
register names, to identify a relationship between the memory addresses accessed by two or
more of the memory-access instructions, based on respective formats of the memory addresses
specified in the symbolic expressions, and to assign an outcome of at least one of the memory-

access instructions to be served from the internal memory, based on the identified relationship.

20. The processor according to claim 19, wherein the processing circuitry is configured to
identify the relationship between the memory addresses independently of actual numerical

values of the memory addresses.

21. The processor according to claim 20, wherein the processing circuitry is configured to
identify the relationship between the memory addresses at a point in time at which the actual

numerical values of the memory addresses are undefined.

22. The processor according to claim 20, wherein the processing circuitry is configured to
identify the relationship in a given pipeline stage in a pipeline of the processor, and to calculate
the actual numerical values of the memory addresses in another pipeline stage that is located

later in the pipeline than the given pipeline stage.

23. The processor according to claim 19, wherein the processing circuitry is configured to
identify the relationship by searching the program code for memory-access instructions that

specify the memory addresses using identical symbolic expressions.

24, The processor according to claim 19, wherein the processing circuitry is configured to
identify the relationship by searching the program code for memory-access instructions that
specify the memory addresses using different symbolic expressions that refer to the same

memory address.

25.  The processor according to claim 19, wherein the processing circuitry is configured to
assign the outcome of at least one of the memory-access instructions by a decoding unit or a

renaming unit in a pipeline of the processor.

26.  The processor according to any of claims 19-25, wherein the processing circuitry is
configured to assign the outcome to be served from the internal memory by:

executing a memory-access instruction in the external memory; and
37



10

15

20

25

30

WO 2017/006235 PCT/1B2016/053999
verifying that the outcome of the memory-access instruction executed in the external
memory matches the outcome assigned to the memory-access instruction from the internal

memory.

27.  The processor according to claim 26, wherein the processing circuitry is configured to
verify the outcome by comparing the outcome of the memory-access instruction executed in the
external memory with the outcome assigned to the memory-access instruction from the internal

memory.

28. The processor according to claim 26, wherein the processing circuitry is configured to
verify the outcome by verifying that no intervening event causes a mismatch between the

outcome in the external memory and the outcome assigned from the internal memory.

29.  The processor according to claim 26, wherein the processing circuitry is configured to
add to the program code an instruction or micro-op that verifies the outcome, or to modify an

existing instruction or micro-op to the instruction or micro-op that verifies the outcome.

30.  The processor according to any of claims 19-25, wherein the processing circuitry is
configured to inhibit the at least one of the memory-access instructions from being executed in

the external memory.

31 A method, comprising:

in a processor, processing program code that includes memory-access instructions,
wherein at least some of the memory-access instructions comprise symbolic expressions that
specify memory addresses in an external memory in terms of one or more register names;

identifying, based on respective formats of the memory addresses specified in the
symbolic expressions, a sequence of load instructions that access a predictable pattern of
memory addresses in the external memory;

retrieving from the external memory at least one cache line that comprises a plurality of
data values;

saving from the cache line to the internal memory, based on the predictable pattern, two
or more of the data values that are requested by respective load instructions in the sequence; and

assigning the saved data values to be served from the internal memory to one or more

instructions that depend on the respective load instructions.

32. The method according to claim 31, wherein identifying the load instructions is

independent of actual numerical values of the memory addresses.
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33. The method according to claim 31 or 32, wherein saving the data values comprises
determining locations of the data values in the cache lines based on the pattern of the memory
addresses in the sequence of load instructions, and copying the data values from the determined

locations in the cache lines to the internal memory.

34. The method according to claim 31 or 32, further comprising fetching at least one
additional cache line from the external memory in response to identifying that the predictable

pattern extends beyond the retrieved cache line.

35. The method according to claim 34, wherein fetching the additional cache line comprises

prefetching the additional cache line to a cache memory.

36. The method according to claim 31 or 32, wherein assigning the data values comprises
adding to the program code one or more instructions or micro-ops that serve the data values, or
modifying one or more existing instructions or micro-ops to the one or more instructions or

micro-ops that serve the data values.

37.  The method according to claim 36, wherein one or more of the added or modified
instructions or micro-ops save the two or more data values from the cache line to the internal

memory.

38. The method according to claim 36, wherein adding or modifying the instructions or

micro-ops is performed by a decoding unit or a renaming unit in a pipeline of the processor.

39. The method according to claim 31 or 32, wherein assigning the data values comprises:
saving the two or more data values in respective physical registers of the processor; and
renaming the instructions that depend on the respective load instructions to receive the

data values from the physical registers.

40.  The method according to claim 31 or 32, wherein the load instructions in the sequence

are processed by the same hardware thread.

41.  The method according to claim 31 or 32, wherein the load instructions in the sequence

are processed by at least two different hardware threads.

42 The method according to claim 31 or 32, wherein assigning the outcome to be served
from the internal memory comprises inhibiting one or more of the load instructions from being

executed in the external memory.
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43, The method according to claim 31 or 32, wherein assigning the data values comprises
providing the data values from the internal memory only to instructions that are associated with

one or more specific flow-control traces.

44, The method according to claim 31 or 32, wherein assigning the data values comprises
providing the data values from the internal memory to instructions that are associated with any

flow-control trace.

45. The method according to claim 31 or 32, wherein assigning the data values comprises
marking a location in the program code, to be modified for assigning the data values, based on
at least one parameter selected from a group of parameters consisting of Program-Counter (PC)
values, program addresses, instruction-indices and address-operands of the load instructions in

the program code.

46. The method according to claim 31 or 32, wherein assigning the data values further
comprises:

executing the load instructions in the external memory; and

verifying that outcomes of the load instructions executed in the external memory

matches the data values assigned from the internal memory.

47. The method according to claim 46, wherein verifying the data values comprises
comparing the outcomes of the load instructions executed in the external memory to the data

values assigned from the internal memory.

48. The method according to claim 46, wherein verifying the data values comprises
verifying that no intervening event causes a mismatch between the outcomes in the external

memory and the data values assigned from the internal memory.

49. The method according to claim 46, wherein verifying the data values comprises adding
to the program code one or more instructions or micro-ops that verify the data values, or
modifying one or more existing instructions or micro-ops to the instructions or micro-ops that

verify the data values.

50. The method according to claim 46, further comprising flushing subsequent code upon
finding that the outcomes executed in the external memory do not match the data values served

from the internal memory.
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51. The method according to claim 31 or 32, further comprising parallelizing execution of
the program code, including assignment of the data values from the internal memory, over

multiple hardware threads.

52. The method according to claim 31 or 32, wherein processing the program code
comprises executing the program code, including assignment of the data values from the internal

memory, in a single hardware thread.

53. The method according to claim 31 or 32, wherein identifying the sequence is performed,

at least partly, based on indications embedded in the program code.

54. A processor, comprising:

an internal memory; and

processing circuitry, which is configured to process program code that includes memory-
access instructions, wherein at least some of the memory-access instructions comprise symbolic
expressions that specify memory addresses in an external memory in terms of one or more
register names, to identify, based on respective formats of the memory addresses specified in
the symbolic expressions, a sequence of load instructions that access a predictable pattern of
memory addresses in the external memory, to retrieve from the external memory at least one
cache line that comprises a plurality of data values, to save from the cache line to the internal
memory, based the predictable pattern, two or more of the data values that are requested by
respective load instructions in the sequence, and to assign the saved data values to be served
from the internal memory to one or more instructions that depend on the respective load

instructions.

55.  The processor according to claim 54, wherein the processing circuitry is configured to
determine locations of the data values in the cache lines based on the pattern of the memory
addresses in the sequence of load instructions, and to copy the data values from the determined

locations in the cache lines to the internal memory.

56.  The processor according to claim 54 or 55, wherein the processing circuitry is configured
to fetch at least one additional cache line from the external memory in response to identifying

that the predictable pattern extends beyond the retrieved cache line.

57. The processor according to claim 54 or 55, wherein the processing circuitry is configured
to add to the program code one or more instructions or micro-ops that serve the data values, or
to modify one or more existing instructions or micro-ops to the one or more instructions or

micro-ops that serve the data values.
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58. The processor according to claim 54 or 55, wherein the processing circuitry is configured
to assign the data values by:
saving the two or more data values in respective physical registers of the processor; and
renaming the instructions that depend on the respective load instructions to receive the

data values from the physical registers.

59. The processor according to claim 54 or 55, wherein the processing circuitry is configured

to inhibit one or more of the load instructions from being executed in the external memory.

60.  The processor according to claim 54 or 55, wherein the processing circuitry is configured
to assign the data values by:

executing the load instructions in the external memory; and

verifying that outcomes of the load instructions executed in the external memory

matches the data values assigned from the internal memory.

61. A method, comprising:

in a processor, processing program code that includes memory-access instructions,
wherein at least some of the memory-access instructions comprise symbolic expressions that
specify memory addresses in an external memory in terms of one or more register names;

identifying in the program code at least first and second load instructions that access a
same memory address in the external memory, based on respective formats of the memory
addresses specified in the symbolic expressions of the load instructions; and

assigning an outcome of at least one of the load instructions to be served from an internal

memory in the processor.

62. The method according to claim 61, wherein identifying the first and second load
instructions further comprises identifying that no store instruction accesses the same memory

address between the first and second load instructions.

63. The method according to claim 61, wherein assigning the outcome comprises reading a
value from the same memory address in response to the first load instruction, saving the value
in the internal memory, and assigning the value in response to the second load instruction from

the internal memory.

64. The method according to claim 61, wherein identifying the first and second load
instructions comprises identifying that the symbolic expressions in the first and second load
instructions are defined in terms of one or more registers that are not written to between the first

and second load instructions.
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65.  The method according to claim 61, wherein assigning the outcome comprises providing
the outcome from the internal memory only if the second load instruction is associated with the

same flow-control trace as the first load instruction.

66.  The method according to claim 61, wherein assigning the outcome comprises providing
the outcome from the internal memory regardless of whether the second load instruction is

associated with the same flow-control trace as the first load instruction.

67. The method according to claim 61, wherein assigning the outcome comprises marking a
location in the program code, to be modified for assigning the outcome, based on at least one
parameter selected from a group of parameters consisting of Program-Counter (PC) values,
program addresses, destination registers, instruction-indices and address-operands of the load

instructions in the program code.

68. The method according to any of claims 61-67, wherein assigning the outcome comprises
adding to the program code one or more instructions or micro-ops that serve the outcome, or
modifying one or more existing instructions or micro-ops to the one or more instructions or

micro-ops that serve the outcome.

69.  The method according to claim 68, wherein one of the added or modified instructions or

micro-ops saves the outcome of the first load instruction to the internal memory.

70.  The method according to claim 69, wherein one of the added or modified instructions or
micro-ops copies the outcome from the internal memory to a destination register of the second

load instruction.

71. The method according to claim 68, wherein adding or modifying the instructions or

micro-ops is performed by a decoding unit or a renaming unit in a pipeline of the processor.

72.  The method according to any of claims 61-67, wherein assigning the outcome to be
served from the internal memory further comprises:

executing the second load instruction in the external memory; and

verifying that the outcome of the second load instruction executed in the external

memory matches the outcome assigned to the second load instruction from the internal memory.

73.  The method according to claim 72, wherein verifying the outcome comprises comparing
the outcome of the second load instruction executed in the external memory to the outcome

assigned to the second load instruction from the internal memory.
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74.  The method according to claim 72, wherein verifying the outcome comprises verifying
that no intervening event causes a mismatch between the outcome in the external memory and

the outcome assigned from the internal memory.

75. The method according to claim 72, wherein verifying the outcome comprises adding to
the program code one or more instructions or micro-ops that verify the outcome, or modifying
one or more existing instructions or micro-ops to the instructions or micro-ops that verify the

outcome.

76. The method according to claim 72, further comprising flushing subsequent code upon
finding that the outcome executed in the external memory does not match the outcome served

from the internal memory.

77. The method according to any of claims 61-67, further comprising inhibiting the at least

one of the load instructions from being executed in the external memory.

78.  The method according to any of claims 61-67, further comprising parallelizing execution
of the program code, including assignment of the outcome from the internal memory, over

multiple hardware threads.

79. The method according to any of claims 61-67, wherein processing the program code
comprises executing the program code, including assignment of the outcome from the internal

memory, in a single hardware thread.

80. The method according to any of claims 61-67, wherein assigning the outcome comprises:
saving the outcome of the first load instruction in a physical register of the processor;
and
renaming both the first load instruction and the second load instruction to receive the

outcome from the physical register.

81.  The method according to any of claims 61-67, wherein identifying the load instructions

is performed, at least partly, based on indications embedded in the program code.

82. A processor, comprising:

an internal memory; and

processing circuitry, which is configured to process program code that includes memory-
access instructions, wherein at least some of the memory-access instructions comprise symbolic
expressions that specify memory addresses in an external memory in terms of one or more

register names, to identify in the program code at least first and second load instructions that
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access a same memory address in the external memory, based on respective formats of the
memory addresses specified in the symbolic expressions of the load instructions, and to assign

an outcome of at least one of the load instructions to be served from the internal memory.

83. The processor according to claim 82, wherein the processing circuitry is further
configured to identify that no store instruction accesses the same memory address between the

first and second load instructions.

84. The processor according to claim 82, wherein the processing circuitry is configured to
assign the outcome by reading a value from the same memory address in response to the first
load instruction, saving the value in the internal memory, and assigning the value in response to

the second load instruction from the internal memory.

85. The processor according to claim 82, wherein the processing circuitry is configured to
identify that the symbolic expressions in the first and second load instructions are defined in
terms of one or more registers that are not written to between the first and second load

instructions.

86. The processor according to claim 82, wherein the processing circuitry is configured to
assign the outcome from the internal memory only if the second load instruction is associated

with the same flow-control trace as the first load instruction.

87.  The processor according to claim 82, wherein the processing circuitry is configured to
assign the outcome from the internal memory regardless of whether the second load instruction

is associated with the same flow-control trace as the first load instruction.

88. The processor according to claim 82, wherein the processing circuitry is configured to
mark a location in the program code, to be modified for assigning the outcome, based on at least
one parameter selected from a group of parameters consisting of Program-Counter (PC) values,
program addresses, destination registers, instruction-indices and address-operands of the load

instructions in the program code.

89.  The processor according to any of claims 82-88, wherein the processing circuitry is
configured to add to the program code one or more instructions or micro-ops that serve the
outcome, or to modify an existing instruction or micro-op to the one or more instructions or

micro-ops that serve the outcome.

90.  The processor according to claim 89, wherein one of the added or modified instructions

or micro-ops saves the outcome of the first load instruction to the internal memory.
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91.  The processor according to claim 90, wherein one of the added or modified instructions
or micro-ops copies the outcome from the internal memory to a destination register of the second

load instruction.

92.  The processor according to claim 89, wherein the processing circuitry is configured to
add or modify the instructions or micro-ops by a decoding unit or a renaming unit in a pipeline

of the processor.

93.  The processor according to any of claims 82-88, wherein the processing circuitry is
configured to assign the outcome to be served from the internal memory by:

executing the second load instruction in the external memory; and

verifying that the outcome of the second load instruction executed in the external

memory matches the outcome assigned to the second load instruction from the internal memory.

94.  The processor according to claim 93, wherein the processing circuitry is configured to
verify the outcome by comparing the outcome of the second load instruction executed in the
external memory to the outcome assigned to the second load instruction from the internal

memory.

95. The processor according to claim 93, wherein the processing circuitry is configured to
verify the outcome by verifying that no intervening event causes a mismatch between the

outcome in the external memory and the outcome assigned from the internal memory.

96.  The processor according to claim 93, wherein the processing circuitry is configured to
add to the program code an instruction or micro-op that verifies the outcome, or to modify an

existing instruction or micro-op to the instruction or micro-op that verifies the outcome.

97.  The processor according to claim 93, wherein the processing circuitry is configured to
flush subsequent code upon finding that the outcome executed in the external memory does not

match the outcome served from the internal memory.

98.  The processor according to any of claims 82-88, wherein the processing circuitry is
configured to inhibit the at least one of the load instructions from being executed in the external

memory.

99.  The processor according to any of claims 82-88, wherein the processing circuitry is
configured to parallelize execution of the program code, including assignment of the outcome

from the internal memory, over multiple hardware threads.
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100. The processor according to any of claims 82-88, wherein the processing circuitry is
configured to execute the program code, including assignment of the outcome from the internal

memory, in a single hardware thread.

101. The processor according to any of claims 82-88, wherein the processing circuitry is
configured to assign the outcome by:

saving the outcome of the first load instruction in a physical register of the processor;
and

renaming both the first load instruction and the second load instruction to receive the

outcome from the physical register.

102.  The processor according to any of claims 82-88, wherein the processing circuitry is
configured to identify the load instructions, at least partly based on indications embedded in the

program code.

103. A method, comprising:

in a processor, processing program code that includes memory-access instructions,
wherein at least some of the memory-access instructions comprise symbolic expressions that
specify memory addresses in an external memory in terms of one or more register names;

identifying at least a store instruction and a subsequent load instruction that access the
same memory address in the external memory, based on respective formats of the memory
addresses specified in the symbolic expressions; and

assigning an outcome of at least one of the memory-access instructions, to be served to
one or more instructions that depend on the load instruction, from an internal memory in the

processor.

104. The method according to claim 103, wherein both the store instruction and the load

instruction specify the memory address using the same symbolic expression.

105.  The method according to claim 103, wherein the store instruction and the load instruction

specify the memory address using different symbolic expressions.

106. The method according to claim 103, wherein both the store instruction and the load

instruction are processed by the same hardware thread.

107.  The method according to claim 103, wherein the store instruction and the load instruction

are processed by different hardware threads.
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108. The method according to claim 103, wherein identifying the store instruction and the
load instruction comprises identifying that the symbolic expressions in the store instruction and
in the load instruction are defined in terms of one or more registers that are not written to

between the store instruction and the load instruction.

109.  The method according to claim 103, wherein a register that specifies the memory address
in the store instruction and the load instruction comprises an incrementing index or a fixed
calculation, such that multiple iterations of the store instruction and the load instruction access

an array in the external memory.

110. The method according to claim 103, wherein assigning the outcome to be served from
the internal memory comprises inhibiting the load instruction from being executed in the

external memory.

111.  The method according to claim 103, wherein assigning the outcome comprises providing
the outcome from the internal memory only if the store instruction and the load instruction are

associated with one or more specific flow-control traces.

112.  The method according to claim 103, wherein assigning the outcome comprises providing
the outcome from the internal memory regardless of a flow-control trace with which the store

instruction and the load instruction are associated.

113.  The method according to claim 103, wherein assigning the outcome comprises marking
a location in the program code, to be modified for assigning the outcome, based on at least one
parameter selected from a group of parameters consisting of Program-Counter (PC) values,
program addresses, instruction-indices and address-operands of the store instruction and the load

instruction in the program code.

114. The method according to any of claims 103-113, wherein assigning the outcome
comprises adding to the program code one or more instructions or micro-ops that serve the
outcome, or modifying one or more existing instructions or micro-ops to the one or more

instructions or micro-ops that serve the outcome.

115.  The method according to claim 114, wherein one of the added or modified instructions

or micro-ops saves a value stored, or to be stored, by the store instruction to the internal memory.

116. The method according to claim 114, wherein adding or modifying the instructions or

micro-ops is performed by a decoding unit or a renaming unit in a pipeline of the processor.
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117.  The method according to any of claims 103-113, wherein assigning the outcome to be
served from the internal memory further comprises:

executing the load instruction in the external memory; and
verifying that the outcome of the load instruction executed in the external memory

matches the outcome assigned to the load instruction from the internal memory.

118. The method according to claim 117, wherein verifying the outcome comprises
comparing the outcome of the load instruction executed in the external memory to the outcome

assigned to the load instruction from the internal memory.

119.  The method according to claim 117, wherein verifying the outcome comprises verifying
that no intervening event causes a mismatch between the outcome in the external memory and

the outcome assigned from the internal memory.

120. The method according to claim 117, wherein verifying the outcome comprises adding to
the program code one or more instructions or micro-ops that verify the outcome, or modifying
one or more existing instructions or micro-ops to the instructions or micro-ops that verify the

outcome.

121.  The method according to claim 117, further comprising flushing subsequent code upon
finding that the outcome executed in the external memory does not match the outcome served

from the internal memory.

122.  The method according to any of claims 103-113, further comprising inhibiting the load

instruction from being executed in the external memory.

123.  The method according to any of claims 103-113, further comprising parallelizing
execution of the program code, including assignment of the outcome from the internal memory,

over multiple hardware threads.

124.  The method according to any of claims 103-113, wherein processing the program code
comprises executing the program code, including assignment of the outcome from the internal

memory, in a single hardware thread.

125.  The method according to any of claims 103-113, wherein identifying at least the store
instruction and the subsequent load instruction comprises identifying multiple subsequent load
instructions that access the same memory address as the store instruction, and assigning the
outcome to be served to one or more instructions that depend on the multiple load instructions

from the internal memory.
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126.  The method according to any of claims 103-113, wherein assigning the outcome
comprises:

saving a value stored, or to be stored, by the store instruction in a physical register of the
processor; and
renaming one or more instructions that depend on the outcome of the load instruction to

receive the outcome from the physical register.

127.  The method according to any of claims 103-113, wherein identifying the load instruction
and the store instruction is performed, at least partly, based on indications embedded in the

program code.

128. A processor, comprising:

an internal memory; and

processing circuitry, which is configured to process program code that includes memory-
access instructions, wherein at least some of the memory-access instructions comprise symbolic
expressions that specify memory addresses in an external memory in terms of one or more
register names, to identify at least a store instruction and a subsequent load instruction that
access the same memory address in the external memory, based on respective formats of the
memory addresses specified in the symbolic expressions, and to assign an outcome of at least
one of the memory-access instructions, to be served to one or more instructions that depend on

the load instruction, from the internal memory.

129.  The processor according to claim 128, wherein both the store instruction and the load

instruction specify the memory address using the same symbolic expression.

130. The processor according to claim 128, wherein the store instruction and the load

instruction specify the memory address using different symbolic expressions.

131.  The processor according to claim 128, wherein both the store instruction and the load

instruction are processed by the same hardware thread.

132.  The processor according to claim 128, wherein the store instruction and the load

instruction are processed by different hardware threads.

133.  The processor according to claim 128, wherein the processing circuitry is configured to
identify the store instruction and the load instruction by identifying that the symbolic
expressions in the store instruction and in the load instruction are defined in terms of one or

more registers that are not written to between the store instruction and the load instruction.

50



10

15

20

25

30

WO 2017/006235 PCT/1B2016/053999
134.  The processor according to claim 128, wherein a register that specifies the memory
address in the store instruction and the load instruction comprises an incrementing index or a
fixed calculation, such that multiple iterations of the store instruction and the load instruction

access an array in the external memory.

135.  The processor according to claim 128, wherein the processing circuitry is configured to

inhibit the load instruction from being executed in the external memory.

136.  The processor according to claim 128, wherein the processing circuitry is configured to
assign the outcome from the internal memory only if the store instruction and the load instruction

are associated with one or more specific flow-control traces.

137.  The processor according to claim 128, wherein the processing circuitry is configured to
assign the outcome from the internal memory regardless of a flow-control trace with which the

store instruction and the load instruction are associated.

138.  The processor according to claim 128, wherein the processing circuitry is configured to
mark a location in the program code, to be modified for assigning the outcome, based on at least
one parameter selected from a group of parameters consisting of Program-Counter (PC) values,
program addresses, instruction-indices and address-operands of the store instruction and the load

instruction in the program code.

139.  The processor according to any of claims 128-138, wherein the processing circuitry is
configured to add to the program code one or more instructions or micro-ops that serve the
outcome, or to modify one or more existing instructions or micro-ops to the one or more

instructions or micro-ops that serve the outcome.

140.  The processor according to claim 139, wherein one of the added or modified instructions

or micro-ops saves a value stored, or to be stored, by the store instruction to the internal memory.

141.  The processor according to claim 139, wherein the processing circuitry is configured to
add or modify the instructions or micro-ops by a decoding unit or a renaming unit in a pipeline

of the processor.

142.  The processor according to any of claims 128-138, wherein the processing circuitry is
configured to assign the outcome to be served from the internal memory by:

executing the load instruction in the external memory; and

verifying that the outcome of the load instruction executed in the external memory

matches the outcome assigned to the load instruction from the internal memory.
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143.  The processor according to claim 142, wherein the processing circuitry is configured to
verify the outcome by comparing the outcome of the load instruction executed in the external

memory to the outcome assigned to the load instruction from the internal memory.

144.  The processor according to claim 142, wherein the processing circuitry is configured to
verify the outcome by verifying that no intervening event causes a mismatch between the

outcome in the external memory and the outcome assigned from the internal memory.

145.  The processor according to claim 142, wherein the processing circuitry is configured to
add to the program code an instruction or micro-op that verifies the outcome, or to modify an

existing instruction or micro-op to the instruction or micro-op that verifies the outcome.

146.  The processor according to claim 142, wherein the processing circuitry is configured to
flush subsequent code upon finding that the outcome executed in the external memory does not

match the outcome served from the internal memory.

147.  The processor according to any of claims 128-138, wherein the processing circuitry is

configured to inhibit the load instruction from being executed in the external memory.

148.  The processor according to any of claims 128-138, wherein the processing circuitry is
configured to parallelize execution of the program code, including assignment of the outcome

from the internal memory, over multiple hardware threads.

149.  The processor according to any of claims 128-138, wherein the processing circuitry is
configured to process the program code, including assignment of the outcome from the internal

memory, in a single hardware thread.

150.  The processor according to any of claims 128-138, wherein the processing circuitry is
configured to identify multiple subsequent load instructions that access the same memory
address as the store instruction, and to assign the outcome to be served to one or more

instructions that depend on the multiple load instructions from the internal memory.

151.  The processor according to any of claims 128-138, wherein the processing circuitry is
configured to assign the outcome by:

saving a value stored, or to be stored, by the store instruction in a physical register of the
processor; and

renaming one or more instructions that depend on the outcome of the load instruction to

receive the outcome from the physical register.
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152.  The processor according to any of claims 128-138, wherein the processing circuitry is
configured to identify the load instruction and the store instruction, at least partly based on

indications embedded in the program code.

153. A method, comprising:

in a processor, processing program code that includes memory-access instructions,
wherein at least some of the memory-access instructions comprise symbolic expressions that
specify memory addresses in an external memory in terms of one or more register names;

based on respective formats of the memory addresses specified in the symbolic
expressions, identifying a repetitive sequence of instruction pairs, each pair comprising a store
instruction and a subsequent load instruction that access the same respective memory address in
the external memory, wherein a value read by the load instruction of a first pair undergoes a
predictable manipulation before the store instruction of a second pair that follows the first pair
in the sequence;

saving the value read by the load instruction of the first pair in the internal memory;

applying the predictable manipulation to the value stored in the internal memory; and

assigning the manipulated value from the internal memory, to be served to one or more

subsequent instructions that depend on the load instruction of the second pair.

154. The method according to claim 153, wherein identifying the repetitive sequence
comprises identifying that the store instruction and the load instruction of a given pair access
the same memory address, by identifying that the symbolic expressions in the store instruction
and in the load instruction of the given pair are defined in terms of one or more registers that are

not written to between the store instruction and the load instruction of the given pair.

155. The method according to claim 153, wherein assigning the manipulated value comprises

inhibiting the load instruction of the first pair from being executed in the external memory.

156. The method according to claim 153, wherein assigning the manipulated value comprises
providing the manipulated value from the internal memory only if the first and second pairs are

associated with one or more specific flow-control traces.

157. The method according to claim 153, wherein assigning the manipulated value comprises
providing the manipulated value from the internal memory regardless of a flow-control trace

with which the first and second pairs are associated.

158. The method according to any of claims 153-157, wherein assigning the manipulated

value comprises adding to the program code one or more instructions or micro-ops that serve
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the manipulated value, or modifying one or more existing instructions or micro-ops to the one

or more instructions or micro-ops that serve the manipulated value.

159.  The method according to claim 158, wherein one of the added instructions or micro-ops

saves the value read by the load instruction of the first pair to the internal memory.

160. The method according to claim 158, wherein one of the added or modified instructions

or micro-ops applies the predictable manipulation.

161. The method according to claim 158, wherein adding or modifying the instructions or

micro-ops is performed by a decoding unit or a renaming unit in a pipeline of the processor.

162. The method according to any of claims 153-157, wherein assigning the manipulated
value further comprises:

executing the load instruction of the first pair in the external memory; and

verifying that the outcome of the load instruction of the first pair executed in the external

memory matches the manipulated value assigned from the internal memory.

163. The method according to claim 162, wherein verifying the outcome comprises
comparing the outcome of the load instruction of the first pair executed in the external memory

to the manipulated value assigned from the internal memory.

164.  The method according to claim 162, wherein verifying the outcome comprises verifying
that no intervening event causes a mismatch between the outcome in the external memory and

the manipulated value assigned from the internal memory.

165. The method according to claim 162, wherein verifying the outcome comprises adding to
the program code one or more instructions or micro-ops that verify the outcome, or modifying
one or more existing instructions or micro-ops to the instructions or micro-ops that verify the

outcome.

166. The method according to any of claims 153-157, wherein assigning the manipulated
value comprises:

saving the value read by the load instruction of the first pair in a physical register of the
processor; and

renaming one or more instructions that depend on the load instruction of the second pair

to receive the outcome from the physical register.

167. The method according to any of claims 153-157, wherein assigning the manipulated

value comprises applying the predictable manipulation multiple times, so as to save in the
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internal memory multiple different manipulated values corresponding to multiple future pairs in
the sequence, and providing each of the multiple manipulated values from the internal memory
to the one or more instructions that depend on the load instruction of a corresponding future

pair.

168. The method according to any of claims 153-157, wherein identifying the repetitive

sequence is performed, at least partly, based on indications embedded in the program code.

169. A processor, comprising:

an internal memory; and

processing circuitry, which is configured to process program code that includes memory-
access instructions, wherein at least some of the memory-access instructions comprise symbolic
expressions that specify memory addresses in an external memory in terms of one or more
register names, to identify, based on respective formats of the memory addresses specified in
the symbolic expressions, a repetitive sequence of instruction pairs, each pair comprising a store
instruction and a subsequent load instruction that access the same respective memory address in
the external memory, wherein a value read by the load instruction of a first pair undergoes a
predictable manipulation before the store instruction of a second pair that follows the first pair
in the sequence, to save the value read by the load instruction of the first pair in the internal
memory, to apply the predictable manipulation to the value stored in the internal memory, and
to assign the manipulated value from the internal memory, to be served to one or more

subsequent instructions that depend on the load instruction of the second pair.

170.  The processor according to claim 169, wherein the processing circuitry is configured to
identify that the store instruction and the load instruction of a given pair access the same memory
address, by identifying that the symbolic expressions in the store instruction and in the load
instruction of the given pair are defined in terms of one or more registers that are not written to

between the store instruction and the load instruction of the given pair.

171.  The processor according to claim 169, wherein the processing circuitry is configured to

inhibit the load instruction of the first pair from being executed in the external memory.

172.  The processor according to claim 169, wherein the processing circuitry is configured to
assign the outcome from the internal memory only if the first and second pairs are associated

with one or more specific flow-control traces.
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173.  The processor according to claim 169, wherein the processing circuitry is configured to
assign the outcome from the internal memory regardless of a flow-control trace with which the

first and second pairs are associated.

174.  The processor according to any of claims 169-173, wherein the processing circuitry is
configured to add to the program code one or more instructions or micro-ops that serve the
outcome, or to modify one or more existing instructions or micro-ops to the one or more

instructions or micro-ops that serve the outcome.

175.  The processor according to claim 174, wherein one of the added instructions or micro-

ops saves the value read by the load instruction of the first pair to the internal memory.

176.  The processor according to claim 174, wherein one of the added or modified instructions

or micro-ops applies the predictable manipulation.

177.  The processor according to claim 174, wherein the processing circuitry is configured to
add or modify the instructions or micro-ops by a decoding unit or a renaming unit in a pipeline

of the processor.

178.  The processor according to any of claims 169-173, wherein the processing circuitry is
configured to assign the outcome to be served from the internal memory by:

executing the load instruction of the first pair in the external memory; and

verifying that the outcome of the load instruction of the first pair executed in the external

memory matches the manipulated value assigned from the internal memory.

179.  The processor according to claim 178, wherein the processing circuitry is configured to
verify the outcome by comparing the outcome of the load instruction of the first pair executed

in the external memory to the manipulated value assigned from the internal memory.

180. The processor according to claim 178, wherein the processing circuitry is configured to
verify the outcome by verifying that no intervening event causes a mismatch between the

outcome in the external memory and the manipulated value assigned from the internal memory.

181. The processor according to claim 178, wherein the processing circuitry is configured to
add to the program code an instruction or micro-op that verifies the outcome, or to modify an

existing instruction or micro-op to the instruction or micro-op that verifies the outcome.

182.  The processor according to any of claims 169-173, wherein the processing circuitry is

configured to assign the outcome by:
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saving the value read by the load instruction of the first pair in a physical register of the
processor; and
renaming one or more instructions that depend on the load instruction of the second pair

to receive the outcome from the physical register.

183.  The processor according to any of claims 169-173, wherein the processing circuitry is
configured to assign the outcome by applying the predictable manipulation multiple times, so
as to save in the internal memory multiple different manipulated values corresponding to
multiple future pairs in the sequence, and providing each of the multiple manipulated values
from the internal memory to the one or more instructions that depend on the load instruction of

a corresponding future pair.

184.  The processor according to any of claims 169-173, wherein the processing circuitry is
configured to identify the repetitive sequence, at least partly based on indications embedded in

the program code.
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