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BACKGROUND O F THE INVENTION

1· Field of the Invention

[0001] The present invention relates to telephony such as that using Voice over

Internet Protocol (VoIP). In particular, the present invention relates to a call control method

for falling back to a secondary network when there is insufficient quality on a primary

network. Still more particularly, the present invention relates to a call control method for

failing back from an IP network to a secondary network such as a public switched telephone

network (PSTN).

2. Description of the Background Art

[0002] Long distance data communication became extremely popular with the

acceptance of the Internet Protocols and the Internet. Commonly, the Internet was used for

data consisting of email or files for web browsing, but not for voice telephone calls. As IP

networks improved, telephone calls became an addition to intemet traffic. But there are

problems using the Internet for telephone calls, as the IP technology breaks up a call into

packets, which may have to compete with other data, unlike the PSTN, which uses a

dedicated, circuit-switched network connection for a call. Once a telephone call is

established, the PSTN provides calls with very understandable speech and with very high

reliability. IP networks must have high enough bandwidth to pass calls, and in addition have



either a priority mechanism to favor voice traffic or enough extra bandwidth to avoid losing

or delaying packets, which degrade the quality and understandability of a voice call.

[0003] IP telephony is used as it is frequently lower cost than PSTN calls, and for

businesses, equipment for IP telephony may be lower cost than previously used circuit-

switched equipment. IP telephony equipment may also have lower maintenance cost than

circuit-switched equipment. Advanced telephony features can be provided at no extra cost

from an IP network, as features are just packets, whereas circuit-switched networks tend to

charge extra for features.

[0004] An example of an advanced set of features (cal led advanced features from here

on out) is an IP phone at a remote location from the main business 'The IP phone uses the IP

network for a range of advanced features such as transfer, conference and directory listing.

The phone also uses the IP network for its graphical user interface (GUI). As the user looks

up another user in the director}' , the graphical user interface can display the presence

information of the other user - for instance whether the user is on the phone or out of the

office. Features such as transfer and conference may be purchasable at extra cost from the

PSTN, but more advanced features such as the graphical user interface may not be available

at all, giving the IP phone an advantage over previous circuit-switched technology. For

example, the GUI can also be used to indicate whether the user has voice mail, and allow the

user to select and listen to a particular message. On low quality IP networks the message can

be retrieved via file transfer and then played locally on the IP phone, providing high voice

quality . Similarly, Instant Messaging (IM) and Text Messaging - sometimes implemented

with Short Message Service (SMS) - are features that can be incorporated into an IP phone

but are not offered on the PSTN.

[0005] Another advanced feature example is an auto attendant at a remote location

from the main business. The remote location uses PSTN lines for local numbers, allowing



customers to make low-cost local calls to contact the business. A customer calling the remote

location is connected to an auto attendant offering destination options. By connecting the

remote office to the main business with IP telephony, the customer can request an operator,

and the operator can be located as the main business. The operator can take the call on the IP

network, and then transfer the call to a user at the remote location using the IP network. The

PSTN call remains connected to the remote office and requires no additional extra-cost

features from the PSTN.

[0006] The prior art has attempted to provide fault tolerance to IP telephony networks

by using PSTN such as described in U.S. Patent No. 6,868,080 entitled "Voice over internet

protocol call fallback for quality of sen-ice degradation". For example, there are instances

when the IP network is compleiely down, or unable to transmit IP call control. In this case to

make a call, IP telephony is abandoned, and calls are placed entirely on the PSTN and have

only PSTN functionality. The benefits of IP call control are lost in this instance.

[GGG7J In both of the above examples, the IP network can reliably provide the features

required, but may have difficult}' providing the quality needed for the media of the phone

call. Thus, there is a need for a mechanism to improve the quality of calls made over an IP

telephony network and retaining the advanced features offered by the IP telephony network.

SUMMARY OF THE INVENTION

[0008] The present invention overcomes the deficiencies and limitations of the prior

art by providing a system and method for falling back to a secondary network when there is

insufficient quality on a primary network. In particular, the present invention uses a PSTN as

a fallback for the IP media when the IP network cannot pass the media acceptably and while

continuing to use the IP network for call control and other features. In one embodiment, the

present invention includes a call manager having a media monitoring module, a bypass



module a PSTN control module and a GUI module. Once a call lias been established

between endpoints using a primary IP network, the media monitoring module monitors for

degradation in call quality. If degradation in call quality is detected, the GUI module

presents an interface to the user that allows selection of the secondary network or the primary

IP network for continuation of the call. If the user selected the secondary network, the bypass

module is activated to transfer the data communication to a secondary network such as a

PSTN while the call controi continues to be over the primary network. The present invention

also includes a variety of methods including a method for falling back to a secondary network

and a method for dynamically switching between a primary and a secondary network to

ensure call quality.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The invention is illustrated by way of example, and not by way of limitation in

the figures of the accompanying drawings in which like reference numerals are used to refer

to similar elements.

[0010] Figure 1 is a high-level block diagram illustrating a functional view of a

distributed telephony system according to one embodiment of the present invention.

[0011] Figures 2A-2G are block diagrams illustrating a system having a first site and

a second site configured according to different embodiments of the present invention.

[0012] Figure 3 is a block diagram illustrating the system of Figure 2A showing a

call using the IP network and for call control and data transmission according to one

embodiment of the present invention.

[0013] Figure 4 is a block diagram illustrating the system of Figure 2A showing a

call using the IP network and for call control and the PSTN for data transmission according to

one embodiment of the present invention.



[0014] Figure 5 is a block diagram illustrating a system having a first site and a

second site each having a call manager according to one embodiment of the present

invention.

[0015] Figures 6A and 6B are block diagrams illustrating a system having a first site

and a second site using peer-to-peer communication for call control and a PSTN for data

transmission according to embodiments of the present invention.

[0016] Figure 7 is a block diagram illustrating a system having a first site and a

second site coupled by a first IP network, a second IP network and a PSTN according to one

embodiment of the present invention.

[0017] Figure 8 is a block diagram illustrating a call manager according to one

embodiment of the present invention.

[0018] Figure 9 is a block diagram illustrating a gateway according to one

embodiment of the present invention.

[0019] Figure 10 is a block diagram illustrating an IP phone according to one

embodiment of the present invention.

[0020] Figure 11 is a flowchart illustrating a method for falling back to a secondary

network to ensure call quality according to one embodiment of the present invention.

[0021] Figure 12 is a flowchart illustrating a method for dynamically switching

between a primary and a secondary network to ensure call quality according to one

embodiment of the present invention.

[0022] Figure 13 is a flowchart illustrating a method for switching between primary

and secondary network in response to inquest from a user via a graphical user interface

according to one embodiment of the present invention.

[0023] Figure 14 is a graphical representation of a first embodiment of a display

showing a graphical user interface in accordance with the present invention.



[0024] Figure 15 is a graphical representation of a second embodiment of a display

showing a graphical user interface in a first state in accordance with the present invention.

[0025] Figure 16 is graphical representation of the second embodiment of the display

showing the graphical user interface in a second state in accordance with the present

invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0026] A system and method for falling back to a secondary network to ensure call

quality is described. In the following description, for purposes of explanation, numerous

specific details are set forth in order to provide a thorough understanding of the invention. It

will be apparent, however, to one skilled in the art that the invention can be practiced without

these specific details. In other instances, structures and devices are shown in block diagram

form in order to avoid obscuring the invention. For example, the present invention is

described in one embodiment below with reference to user interfaces and particular hardware.

However the present invention applies to any type of computing device that can receive data

and commands, and any peripheral devices providing services.

[0027] Reference in the specification to "one embodiment" or "an embodiment"

means that a particular feature, structure, or characteristic described in connection with the

embodiment is included in at least one embodiment of the invention. The appearances of the

phrase "in one embodiment" in various places in the specification are not necessarily all

referring to the same embodiment.

[0028] Some portions of the detailed descriptions that follow are presented in terms of

algorithms and symbolic representations of operations on data bits within a computer

memory. These algorithmic descriptions and representations are the means used by those

skilled in the data processing arts to most effectively convey the substance of their work to



others skilled in the art. An algorithm is here, and generally, conceived to be a self consistent

sequence of steps leading to a desired result. The steps are those requiring physical

manipulations of physical quantities. Usually , though not necessarily, these quantities take

the form of electrical or magnetic signals capable of being stored, transferred, combined,

compared, and otherwise manipulated. It has proven convenient at times, principally for

reasons of common usage, to refer to these signals as bits, values, elements, symbols,

characters, terms, numbers or the like.

[0029] It should be borne in mind, however, that all of these and similar terms are to

be associated with the appropriate physical quantities and are merely convenient labels

applied to these quantities. Unless specifically stated otherwise as apparent from the

following discussion, it is appreciated that throughout the description, discussions utilizing

terms such as "processing" or "computing" or "calculating" or "determining" or "displaying"

or the like, refer to the action and processes of a computer system, or similar electronic

computing device, that manipulates and transforms data represented as physical (electronic)

quantities within the computer system's registers and memories into other data similarly

represented as physical quantities within the computer system memories or registers or other

such information storage transmission or display devices.

[0030] The present invention also relates to an apparatus for performing the

operations herein. This apparatus may be specially constructed for the required purposes or

it may comprise a general-purpose computer selectively activated or reconfigured by a

computer program stored in the computer. Such a computer program may be stored in a

computer readable storage medium, such as but is not limited to, any type of disk including

floppy disks, optical disks CD-ROMs, and magnetic disks, read-only memories (ROMs)

random access memories (RAMs), EPROMs, EEPROMs, magnetic or optical cards, flash



memories including USB keys with non-volatile memory or any type of media suitable for

storing electronic instructions, each coupled to a computer system bus.

[0031] Finally, the algorithms and displays presented herein are not inherently related

to any particular computer or other apparatus. Various general-purpose systems may be used

with programs in accordance with the teachings herein, or it may prove convenient to

construct more specialized apparatus to perform the required method steps. The required

structure for a variety of these systems will appear from the description below. In addition,

the present invention is not described with reference to any particular programming language.

It will be appreciated that a variety of programming languages may be used to implement the

teachings of the invention as described herein.

System Overview

[0032] Enterprises often have several offices or call centers that are located in a

plurality of disparate locations. To interconnect all of these sites, enterprise telephony

systems have been developed. Enterprise telephony systems, which comprise a set of voice

switches and servers, offer enterprise applications enabled by the integration of computer

systems with telephony services. The software that supports the computer-integrated

functionality is generally implemented as a client-server environment in which the

participants or clients (distributed telephony users) communicate with a server. Computer-

integrated features rely not only on a server's application platform but also on the availability

of the network that connects the switches, servers and application services.

[0033] Figure 1 illustrates a block diagram of a distributed telephony system 105

according to one embodiment of the present invention. The illustrated embodiment of the

distributed telephony system 105 includes a first site 100A and a second site 100B. As used



herein, a site represents a grouping of resources. In the illustrated embodiment, the two sites

100A, 100B are communicatively coupled via a PSTN network 180 and an IP network 190.

One skilled in the art will note thai sites 100A, 100B can be physically distinct from each

other or merely topology-related groupings that are not in physically distinct locations. The

system 105 of Figure 1 is used only by way of example. While Figure 1 illustrates two sites,

the present invention applies to any system architecture containing one or more sites.

[0034] The first site 100A includes a first gateway 130A, three endpoints (analog

phone 121, IP phone 122, and softphone 123), and a device such as a server running a call

manager software application 150. The first gateway 130A represents a Voice over Internet

Protocol (VoIP) device to which a number of endpoints can be coupled, such as analog

phones 121, IP phones 122, and softphones 123. In the illustrated embodiment, the first

gateway 130A is coupled to the network 190. The first gateway 130A is also coupled to the

public switched telephone network (PSTN) 180 via an analog or digital trunk fine (e.g., a T l

or E l interface). In the illustrated configuration, the first gateway 130A provides an interface

for calls originating from or terminating on the PSTN 180.

[0035] An endpoint enables a user to cany on a phone call. Although in the

illustrated embodiment the first site 100A has three endpoints (one analog phone 121, one IP

phone 122A, and one softphone 123), in other embodiments the first site 100A has different

numbers and types of endpoints. An endpoint may be an IP phone, a softphone on a personal

computer, a softphone running on a mobile device, a computer running a telephony

application such as voice mail or a gateway. An endpoint is coupled to the gateway 13 OA.

Each of the endpoints can also include a display device (not shown) that is used in

conjunction with the phone of the endpoint.

[0036] An endpoint has a user interface to send data to and receive data from a user.

The analog phone 121 has, for example, a Telephone User Interface (TXJI) that receives input



data from a key pad and sends data to the gateway. The IP phone 122 has. for example, both

a TUI and a graphicai user interface that sends data through a display device associated with

the IP phone 122. In one embodiment the IP phone's graphical user interface also receives

data from a touch screen display device associated with the IP phone 122. The softphone 123

has, for example a software application that runs on a computer and sends data through a

display device and a speaker and receives data through a microphone, a keyboard, and a

pointing device.

[0037] A device or server running a call manager software application 150 (call

manager 150), such as a computer, controls one or more endpomts with which it is

associated. Call manager 150 offers a user an interface through which he can perform call-

related functions. While shown as operational as a separate module in this embodiment and

Figure 1, those skilled in the art will recognize that in other embodiments, the call manager

150 may be operational as part of the gateway 130.

[0038] The call manager 150 can control a gateway 130B remote from the site 100A

as indicated by dash fine 132.

[0039] One skilled in the art will appreciate that additional networking devices (not

shown) can be added to the first site 100A, for example, if needed to support additional

endpomts, servers 110 or other systems. One skilled in the art will also recognize that

numerous configurations of switches 130 and communications links are contemplated. For

example, PSTN links can be coupled to multiple switches 130 at several points within the

topology and soft-switches 130 can also be used.

[0040] In one embodiment the gateway 13OA is configured to implement features or

functions of the present invention. The gateway 13 OA includes a processor. The processor

can be a conventional processing device, such as a general-purpose microprocessor. The



gateway 130A also includes a memory . The memory also includes software and routines (not

shown) conventionally used to operate a gateway 130A in a VoIP telephony system. For

example, the gateway 130A includes software routines for performing call monitoring,

transferring calls, placing calls on hold, establishing hunt groups, automated attendant

functions, etc. The memory also includes program instructions or functional units that

implement the features of the present invention. The gateway! 30A also includes a call

manager (See also Figure 8).

[0041] The second site 100B similarly includes an endpoint (TP phone 122) and a

second gateway 130B. The configuration of the second site 100B demonstrates that a call

manager is not required for each site. The second gateway 130B of the second site 100B can

be managed by call manager 150 that is illustrated in the first site lOO.A as denoted by dashed

line 132. A call can involve more than one gateway 130A, 130B, For example, a call that

originates from the PSTN 180 and terminates on an endpoint that is communicatively

coupled to second gateway 130B of the second site 100B involves two gateways: a first

gateway 130A of the first site 100A and second gateway 130B of the second site 100B. In

addition, each gateway 130A, 130B can be managed by a different call manager 150. A

gateway 13OA, 130B may not be required for a call; a call from one IP endpoint to another

requires only the call manager 150 and the endpoints.

[0042] In one embodiment of the present inv ention, the network 190 is a partially

public or a wholly public network such as the Internet. The IP network is preferably a wide

area network. The IP network 190 can also be a private network or include one or more

distinct or logical private networks (e.g., virtual private networks or wide area networks).

Additionally, the communication links to and from the network 190 can be wire line or

wireless (i.e., terrestrial- or satellite-based transceivers). In one embodiment of the present

invention, the network 190 is an IP-based wide or metropolitan area network.



Basic Fallback Example

[0043] Referring now to Figures 2A-4, a first, basic embodiment 200A of the present

invention is described. Figure 2A illustrates an example configuration 200A of a first site

102 coupled to a second site 104 by both an IP network 190 and a PSTN 180. The first site

102 further comprises an TP phone 202, a gateway 204 and a call manager 150 coupled by a

signal line 226 to the IP network 190. The gateway 204 of the first site 102 is also coupled to

the PSTN 180 by a signal line 222. A gateway 204 is a device that can interconnect the

PSTN 180 to an IP network 190 A common use of a gateway is to enable IP phones to make

calls to the PSTN or vice versa. Calls are set up by the call manager 150, a call control

process that sets up and controls calls, and may also implement advanced features mentioned

previously. While shown as the call manager 150, call control can be anywhere on the IP

network 190 - at any site or at another separate location as will be described for other

embodiments in Figures 2B, 2C, 5-7 and 10 in which call control is embedded in phones or

gateways for single call control for all devices or a peer to peer form. In one embodiment,

call control is software that may run in the gateway 204 or in another embodiment, an

external piece of hardware that may be a dedicated device or a computer.

[0044] While the present invention will now be described in the context of two sites

102, 104 and two IP phones 202, 208, the present invention is applicable to two or more sites

since the technique works for any number of sites pair wise and can be made to work for 3-

way and n-way conferencing.

[0045] The second site 104 includes a gateway 206 and IP phone 208 coupled to the

IP network 190 by signal line 228. The gateway 206 of the second site 104 is also coupled to

the PSTN 180 by signal line 224. Those skilled in the art will recognize that Figure 2A

illustrates a very simple configuration and that either site 102, 104 may include any number



of gateways having additional couplings to other networks and additional endpoints. The use

of the two endpoints, IP phone 202 and IP phone 208, is for convenience and ease of

understanding, and more typical architectures will include tens or even hundreds of endpoints

at each site. Those skilled in the art will recognize that each site 102, 104 may also include

any other components conventionally included in a distributed IP telephony system.

[0046] In an IP environment calls are placed between endpoints 202, 208. When a

user makes a call by dialing a number from IP endpoint 202 the destination IP endpoint 208

will be contacted w ith a message indicating an incoming call If the destination accepts the

call, the endpoints 202, 208 exchange media address information and then send media to each

other, creating a call between the endpoints. Media in this case means the voice portion of

the call, and the media address is the where the sending endpoint sends the media for the call

- an d where the destination endpoint is to listen (In practice, it may be the media address of

where the endpoint wishes to listen.). For illustration, a common implementation for sending

voice on the IP network 190 is RTF (Real Time transport Protocol, IETF RFC 1889, January

1996). In this protocol the media address information is an IP port number, and voice -

called media in an IP context - is placed in the IP packet along with the port number. Those

skilled in the art will recognize then media may also include video or other still images

transferred between the endpoints. Those skilled in the art will recognize that in certain

embodiments, the IP network 190 is a wireless network at a particular site. The wireless

network can be either inside the building or premises at the site or an external service

provider's wireless network. In any of these configurations, the network is wireless but an IP

network.

[0047] Referring now to Figure 2B, a second embodiment of a system 200B having

the first site 102, the second site 104 and a third site, a service-provider site 106 will be

described. This second embodiment of a system 200B includes similar components to the



first embodiment of the system 200A described above so that description will not be repeated

here. Like reference numerals have been used for like components with similar functionality.

However, this embodiment of the system 200B adds the service-provider site 106 that

includes the call manager 150. The call manager 150 provides the same functionality as has

been described above but is now located in the service-provider site 106 rather than the first

site 102. The call manager 150 is coupled by signal line 230 to the IP network 190. Figure

2B depicts the embodiment where call control is "in the cloud" as a service on the IP network

190.

[0048] Referring now to Figure 2C, a third embodiment of a system 200C having the

first site 102, the second site 104 and a third site, a service-provider site 106 will be

described. This third embodiment of a system 200C includes similar components to the first

embodiment of the system 200A described above so again that description will not be

repeated here. Like reference numerals have been used for like components with similar

functionality. However, the third embodiment of the system 200C depicts an example

topology where the third site 106 includes the call manager 150 and a gateway 204. The call

manager 150 is coupled to the IP network 190 by signal line 230. The gateway 204 is also

coupled to the IP network 190 by signal line 230. Additionally, the gateway 204 is coupled

by signal line 222 to the PSTN 180. In this embodiment, the need for a gateway at each site

102 and 104 is obviated. The call manager cooperates with the gateway 204 to establish, set

up and switch over the calls from the IP network 190 to the PSTN 180. The gateway 204 is

coupled by signal line 222 to the PSTN 180 and can establish a PSTN call and set up the

endpoints 202 and 208.

[0049] Referring now to Figure 2D, a fourth embodiment of a system 200D having

the first site 102 and the second site 104 will be described. This fourth embodiment of the

system 200D includes similar components to the first embodiment of the system 200A



described above so again that description will not be repeated here. Like reference numerals

have been used for like components with similar functionality. However the fourth

embodiment of the system 200D depicts an example topology including a cellular network

250 rather than PSTN 180. in this embodiment, the cellular network 250 serves as the

secondary network for bypassing the IP network 190 for the audio portion of the call. The

cellular network 250 is coupled by signal line 252 to the gateway 204 of the first site 102.

Similarly, the cellular network 250 is coupled by signal line 254 to the gateway 204 of the

second site 104.

[0050] Referring now to Figure 2E, a fifth embodiment of a system 200E having the

first site 102 and the second site 104 will be described. This fifth embodiment of the system

200E includes similar components to the first and fourth embodiments of the system 200A,

200D described above so again that description will not be repeated here. Like reference

numerals have been used for like components with similar functionality. However, the fifth

embodiment of the system 200D depicts an example topology including both a PSTN 180

and a cellular network 250. Alternately, the PSTN 180 or the cellular network 250 serves as

the secondary network for bypassing the IP network 190 for data traffic. The call manager

150 continues to be coupled to the IP network 190 by signal line 226. In this embodiment, a

call with low quality of service can be transitioned to either the PSTN network 180 or the

cellular network 250. Furthermore the call manager 150 can determine which of the

secondary networks (PSTN 180 or cellular network 250) are available for the endpoints 202,

208, and then utilize the secondary network most effective to improve call quality for the

endpoints 202, 208. The call manager 150 cooperates with the gateway 204 to establish, set

up and switch over the calls from the IP network 190 to the PSTN 180 or the cellular network

250. In one embodiment, the present invention first uses the IP network 190, and if quality is



below acceptable level transitions to the cellular network 250. if quality using the cellular

network 250 is still below an acceptable level, the system transitions to the PSTN 180.

[0051] Referring now to Figure 2F, a sixth embodiment of a system 200F having the

first site 102 and the second site 104 will be described. This sixth embodiment of the system

200F includes similar components to the fourth embodiment of the system 200D described

above so again that description will not be repeated here. Like reference numerals have been

used for like components with similar functionality. However, the sixth embodiment of the

system 200F depicts an example topology including the cellular network 250 and fixed

mobile connection devices 270, 272 for coupling to the cellular network 250. In one

embodiment, the fixed mobile connection devices 270, 272 are coupled by signal lines 274

and 278 to gateway 204 and 206, respectively. In an alternate embodiment, the fi xed mobile

connection devices 270, 272 are coupled by signal lines 276 and 280 (shown with dashed

lines to reflect an alternate configuration) to the IP phones 202 and 208 For example, the

fixed mobile connection devices 270, 272 are built into the IP phones 202 and 208. In this

embodiment, the connection devices 270, 272 and signal lines 274 and 278 or signal lines

276 and 280 provide communication and control paths with similar functionality. The fi xed

mobile connection devices 270, 272 communicate with the cellular network 250 using radio

wave in a conventional manner. In a modified embodiment of the system 200F, the fixed

mobile connection device 270 is embedded in gateway 204 and the fixed mobile connection

device 272 is embedded in gateway 206. Such a configuration is advantageous because no

other systems need to know about the new media path except the gateways 204, 206. When

such a modified embodiment of the system 200F is combined with the embodiment of system

200E in Figures 2E, the gateways have the flexibility to use the PSTN 180 or the cellular

network 250, or a combination - using the PSTN 180 unless it was at capacity or failed, then

switching to cellular network 250 - or vice versa. In a similar modification, the fixed mobile



connection device 270 is embedded in the IP phone 202 and the fixed mobile connection

device 272 is embedded in IP phone 208. Having the fixed mobile connection device 270.

272 embedded in the IP phone 202. 208 is advantageous because the IP telephony system

105 can be deployed without dependence on any IP infrastructure whatsoever. This

configuration sends voice over a wireless IP network 190 (the gateway 204 could be outside

the premises and the call manager 150 in the cloud of the service provider, and thus no

installer has to enter the premises. The customer receives the phones from an overnight

common carrier such as FedEX and plugs them into a wall socket for AC power) or the

cellular network 250. If the gateway 204 includes the fixed mobile connection device 270,

then in the event the IP network 190 fails, the cellular data network 250 is used for the IP

traffic.

[0052] Referring now to Figure 2G, a seventh embodiment of a system 200E having

the first site 102 and the second site 104 will be described. This seventh embodiment of the

system 200G includes similar components to the fourth embodiment of the system 200D

described above so again that description will not be repeated here. Like reference numerals

have been used for like components with similar functionality. However, the seventh

embodiment of the system 200G depicts an example topology including both the PSTN 180

and the cellular network 250. This fifth embodiment of the system 200G also includes a

mobile phone 260 that has been associated 262 with and IP phone 208. When a caller at site

102 has poor voice quality to IP phone 208, the call manager 150 simply calls the user of IP

phone 208 ' s mobile phone 260 (assuming there has been a prior association between IP

phone 208 and a user, and the user's mobile phone). More specifically, the call is routed

from the IP phone 202 to the gateway 204 to the PSTN 180, to the cellular network 250 and

then to mobile phone 260. This way, the second site 104 needs no special equipment to

provide a bypass path with improved call quality.



[0053] Referring now to Figure 3, initialization and establishment of a call within the

IP telephony system 200A using the IP network 190 for both call control and data

communication (or data connection or media transmission) is shown. Figure 3 shows an IP

call. The call is set up by call manager 150, and IP media (voice data) flows between the

phones 202, 208 over the IP network 190 as indicated by dashed lines 302, 304. The IP

network 190 is also used by the call manager 150 to send and receive call control signals

to/from the IP phones 202, 208 as indicated by the dashed lines 306, 308, respectively.

[0054] There are occurrences when an IP call cannot be completed, or cannot provide

acceptable voice quality to the user. The call may not be completed because there is a

bandwidth limit on the IP network 190 and no more calls can be accep ted. The IP network

190 may have congestion issues, causing packets to be lost or delayed, which makes the call

difficult or impossible to understand. Under these conditions, the present invention

advantageously places the call media on the PSTN 180 while retaining the IP network 190 for

call control. Although the IP network 190 may not be performing well enough to cany voice,

it performs well enough for call control, and thus present invention maintains the additional

functionality provided by IP telephony. This is particularly advantageous because the present

invention allows the continued use of Internet Protocol (IP) telephony call control features

lacking in the PSTN trunks, giving it a functionality advantage.

[0055] Referring now also to Figure 4, the modification of the call within the IP

telephony system 200A to use the IP network 190 for call control and the PSTN 180 for data

communication (or data connection or media transmission) is shown. Figure 4 illustrates the

case of IP PSTN fallback. Either at the initiation of the call or during the call, the call

manager 150 detects that the IP network 190 is underperforming and places a PSTN call

between two gateways 204, 206 that bypass the underperformmg IP network 190. The

originating gateway 204 uses PSTN signaling 412 to the answering gateway 206 (received as



signal 414) to identify the IP call to allow the gateway 206 to convert the PSTN call to IP

media packets and transmit the media packets to the receiving endpomt 208, and packets

transmitted from this endpomt 208 are sent to the gateway 206, which transmits the media in

the opposite direction to the originating gateway 204, which then forwards media packets to

the originating endpoint 202. The IP network 190 is retained for call control, but the PSTN

180 is used for media transmission. Should the IP network 190 become capable of passing

voice acceptably, the media path can be transferred back to the IP network 190 and the PSTN

call can be dropped (See Figure 12 below).

[0056] The call is switched from the status shown in Figure 3 to that of Figure 4 . The

call manager 150 already has control of the IP phone 202 and the gateway 204 of the first site

102 as indicated by the dashed lines 402, 404 respectively. The call manager 150 also

already has control of the IP phone 208 and the gateway 206 of the second site 104 as

indicated by the dashed lines 408, 406, respectively. This enables the call manager 150 to

control the gateways 204, 206 to set up a call between them on the PSTN 180. Next, the

gateway 204 of the first site 102 calls the second site 104 gateway 206. When second site

104 gateway 206 answers the phone it needs to know that this call is from gateway 204 and

not just any call from elsewhere in the PSTN 180 to this number. The call manager 150

informs the gateway 206 of the incoming call and passes it an identifier (using 222/224) to

disambiguate the call from other PSTN calls. The call manager 150 instructs gateway 204 to

transmit the identifier using the PSTN 180. The solution is to signal on the PSTN 180 that

this is a bypass call. There are multiple types of PSTN connections, and the signaling is

different on each. If the PSTN connection is an analog phone line, then the signaling must be

done in-band by inserting a tone or tones. This can be done in a manner similar to how FAX

machines work. A simple way of signaling on an analog line that the call is for the first site

102 gateway 204 is to play one of the 4 special DTMF tones that can't be typed from a key



pad - known as A, B, C or D when gateway 206 answers the phone, and gateway 206

acknowledges with one of the A, B, C or D tones. These tones cannot be generated by a

normal telephone key pad, and are extremely unlikely to be generated by human voice or

other audio. By increasing the exchange to several tones, the possibility of some other form

of audio being present in the call can be eliminated. Once the call on the PSTN 180 is

established, the call manager 150 directs the IP phones 202, 208 and the gateways 204, 206 to

send the IP media (voice data) over the PSTN 180 as shown by dashed lines 410, 412, 414

and 416. The IP network 190 is also used by the call manager 150 to send and receive call

control signals to/from the IP phones 202, 208 as indicated by the dashed lines 402, 408

respectively; and to the gateways 204, 206 as indicated by the dashed lines 404, 406

respectively

[0057] Referring now to Figure 5, another configuration of the system 500 of the

present invention is shown. Figure 5 illustrates an embodiment in which both the first site

102 includes a first call manager 150A and the second site 104 includes a second call

manager 150B. As can be seen, the first call manager 150A of the first site 102 operates as

has been described above to control IP phone 202 an d gateway 204. The control between the

call manager 150A, the IP phone 202 and gateway 204 are indicated by the dashed lines 402,

404, respectively. However, the second call manager 150B is included in the second site 104.

The second call manager 150B assumes part of the responsibility formerly undertaken by the

first call manager 150A. The second call manager 150B controls the operation of the

gateway 106 and the IP phone 208 of the second site 104. The control between the call

manager 150B, the IP phone 208 and gateway 206 are indicated by the dashed lines 508, 506,

respectively . The second call manager 150B is also coupled for communication with the first

call manager 150 as indicated by dashed line 510 to coordinate their actions. In the

embodiment shown, the first call manager 150A and the second call manager 150B are



coupled for communication by IP network 190. signal line 226 and signal line 228. Those

skilled in the art will recognize that a variety of other means that allow the first call manager

150A to communicate with the second call manager 150B may alternatively be used.

Collectively, the first call manager 150A and the second call manager 150B perform the

functions as had been described above for the call manager 150 of Figure 4.

[0058] Referring now to Figure 6A, one embodiment of a system 600 implementing

the present invention using peer-to-peer communication is shown. In this embodiment, a

Session Initiation Protocol (SIP) user agent 606, 608 is incorporated into each IP phone 202,

208. A SIP user agent 610, 612 is also included the first and second gateway 204, 206 'The

SIP user agents 606, 608, 610 and 612 help route requests to the user's current location,

authenticate and authorize users for services, and implement provider call-routing policies.

The SIP user agents 606, 608, 610 and 612 communicate w ith each other using signal lines

226, 228 that represent the Local Area Network (LAN) of the first site 10 2 and the second

site 104, respectively, and the IP network 190 that represents a Wide Area Network (WAN)

190. The SIP user agents 606, 608, 610 and 612 include functionality has been described

above with reference to the call manager 150 for implementing the IP PSTN fail back

functionality of the present invention.

[0059] Initially, the SIP user agents 606, 608, 610 and 612 establish the call over the

LAN 226 of the first site, the IP network 190, and the LAN of the second site 228. In one

embodiment, the call set up and management is done with the SIP user agent 606 of the IP

phone 202 using the LAN 226, the IP network 190 and the LAN 228 to communicate with

the SIP agent 608 of the IP phone 208 to establish a call using the IP network 190 for the

media as indicated by dashed lines 602, 604. Once the call has been established with a media

stream passing over the IP Network 190 between IP phone 202 and IP phone 208, the SIP

user agent 606 of the IP phone 202 monitors for and. detects poor network performance. For



example, the SIP user agent 606 can do this by observing statistics on its own calls. If the

SIP user agent 606 of the IP phone 202 detects poor quality, it contacts the SIP user agent

610 of the gateway 204 using the LAN 226. The SIP user agent 606 of the IP phone 202 tells

the SIP user agent 610 of the gateway 204 to place a PSTN bypass call to gateway 206 and to

signal on the PSTN to disambiguate from other calls. The SIP user agent 610 uses SIP to

inform the SIP user agent 612 of gateway 206 about the PSTN bypass call and also passes

along the disambiguation identifier. On completion of the call, the SIP user agent 612 of the

gateway 206 provides a media path identifier to the SIP user agent 606 of IP phone 202. The

SIP user agent 606 of IP phone 202 then contacts SIP user agent 608 of IP phone 208 with a

SIP re-invite message to change the call's media path from the current one to one using the

media identifier provided by SIP user agent 612 of gateway 206. The media then is removed

from the IP network 190, and PSTN 180 bypass occurs, media flowing from IP phone 202

over 410 the first site 102 LAN 226 to the gateway 204, over 412,414 the PSTN to gateway

206, then over 416 the second site 104 LAN to phone 208. This configuration allows call

control communication between the IP phone 202 of the first site 102 and IP phone 208 of the

second site 104 to be undertaken with a peer-to-peer form of communication. One advantage

of this configuration is that it obviates the need to have a separate call manager managing all

the calls from a given site 102, 104. The communication for call control between the IP

phone 202, the IP phone 208, the first gateway 204 and the second gateway 206 is performed

by appropriate SIP user agents 606, 608, 610 and 612. The system 600 transitions from

media/data communication path similar to that shown in Figure 3 over the LAN 226, IP

network 190 and LAN 228 to the PSTN fallback communication path shown in Figure 6A

over the LAN 226, PSTN 180 and LAN 228. By virtue of the peer-to-peer communication,

ail the advantages of IP telephony in terms of advanced call features can be maintained.



[0060] Referring now to Figure 6B, another embodiment of a system 650

implementing the present invention using peer-to-peer communication is shown. The

configuration of the Figure 6B is similar to Figure 6A in that SIP user agents 606, 608, 610

and 612 are incorporated into the IP phones 202, 208 and the first and second gateway 204,

206, respectively. The system 650 also includes a SIP proxy 654, 656 at each site 102, 104.

The SIP user agents 606, 608, 610 and 612 and the SIP proxies 654, 656 communicate with

each other as necessary using LANs 226, 228 and the IP network 190 The SIP user agents

606, 608, 6 10 and 612 and the SIP proxies 654, 656 implement the IP PSTN fall back

functionality of the present invention. The control communication between the IP phone 202,

the IP phone 208, the first gateway 204 and the second gateway 206 is performed by

appropriate SIP user agents 606, 608, 610 and 612 and the SIP proxies 654, 656. For

example, Figure 6B illustrates how SIP user agent 606 and SIP user agent 610 communicate

with SIP proxy 654 via LAN 226 as shown by dashed lines 660 and 664, respectively. The

SIP user agent 606 and SIP user agent 610 can also communicate with each other through SIP

proxy 654. The SIP proxy 654 communicates with SIP proxy 656 as shown by dashed lines

666 and 670. At the second site 104, the SIP user agent 612 and the SIP user agent 608

communicate with SIP proxy 656 as shown by dashed lines 672 and 674, respectively. The

primary different between Figure 6A an d 6B is that the SIP proxies 654, 656 handle the call

control communication between the SIP user agents 606, 608, 610 and 612. Those skilled the

art will recognize how the same call control to switched between a media path over the LAN

226, IP network 190 and LAN 228 to a media path over the LAN 226, PSTN 180 and LAN

228, or vice versa, can be implanted using the configuration of Figure 6B, with the call

control signals additionally being routed between SIP agents using 606, 608, 610 and 612 the

SIP proxies 654, 656.



[0061] Referring now to Figure 7, yet another embodiment for a system 700 in

accordance with the present invention is shown. The system 700 of Figure 7 is similar to that

described above with reference to Figure 2, but also includes a second IP network 702, and

routers 704 and 706 are added to enable the first and second sites 102 and 104 to access both

the first and the second IP networks 190, 702. When the call manager 150 determines to use

the second IP network 702, it instructs the gateway 204 to mark the packets with a different

priority. A common practice is DiffServ, which is used for quality of service settings in a

network. The routers 704 and 706 are configured to send normal packets and normal media

packets using the first IP network 190 and routes packets with a different priority to the

second IP network 702. It should be obvious to one skilled in the arts that there may be other

signaling techniques to indicate to a router which network path should be utilized. The

system 700 illustrates how the present invention is used to improve quality of service by

providing fallback for other types of networks such as the second IP network 702 in addition

to or in contrast to the PSTN 180 This provides an additional level of reliability for both the

data communication as well as the control communication. For example, for the system 700.

the call manager 150 can be set to first fall back to the second IP network 702, and then to

fall back to the PSTN 180.

Call manager 150

[0062] Referring now to Figure 8, one embodiment for the call manager 150 is

shown. The call manager 150 comprises a media monitoring module 802, a bypass module

804, a PSTN control module 806, a conventional call controller module 808, a storage 810

for preferences, an input module 812, an IP resumption module 814 and an optimization

module 816. In one embodiment, the media monitoring module 802, the bypass module 804,

the PSTN control module 806, the conventional call controller module 808, the storage 810



for preferences, the input module 812, the IP resumption module 814, the optimization

module 816, the admission control module 818 and the graphic user interface (GUI) module

820 are coupled to signal line 226 for communication with the other modules. These

modules 802-820 will be described below briefly but are also described below in detail with

reference to Figures 11-13. Those skilled in the art will recognize that while the modules

802-820 are described below as software or routines that are executable by a processor of a

computer, in other embodiments, the modules 802-820 may be dedicated hardware circuitry

or logic or a combination of specialized hardware and software.

[0063] The media monitoring module 802 is software an d routines for determining

the quality of service on the primary network. The media monitoring module 802 determines

when there is sufficient network quality by looking at media statistics, particularly

percentages of lost packets, and delayed packets on the IP network 190 for the call. The

media monitoring module 802 also determines whether the IP network 190 is available at all.

In one embodiment, in the media monitoring module 802 maintains a threshold for quality of

sendee, and as long as the IP network 190 can maintain quality of service above that

threshold then the media monitoring module 802 signals that fallback is not necessary. In

another embodiment where the configuration includes two IP networks with 190, 702, the

media monitoring module 802 also determines whether the second IP network 702 has

sufficient quality of sendee for the call The media monitoring module 802 signals the

condition of the IP network 190 to the bypass module 804 and the conventional call

controller 808. Those skilled in the art will understand that the media monitoring module 802

signals not only the transition in state from the IP network 190 being available with sufficient

quality to available but insufficient quality to unavailable, but also the transition in state from

the IP network 190 being unavailable to available.



[0064] The admission control module 818 is software and routines for determining

the available bandwidth on the IP network 190, which may be the primary network, second

network or other network. The admission control module 818 determines when there is

sufficient bandwidth by looking at maximum permitted network utilization from preferences

storage 810, and computing the amount of bandwidth consumed by current media. The

admission control module 818 signals the available bandwidth of the IP network 190 to the

bypass module 804 (if bypass to another IP network may be performed), conventional call

controller 808 and IP resumption module 814.

[0065] The bypass module 804 is software an d routines for switching the media

transmission portion of the data communication from being on the IP network 190 to being

on the PSTN 180. In embodiments that include the IP resumption module 814, the bypass

module 804 also controls the switching of media transmission from being on the PSTN 180

for being on the IP network 190. The bypass module 804 sends and receives signals from th<

media monitoring module 802 for the current state of the IP network 190 and whether a

fallback is necessary. The bypass module 804 communicates with the conventional call

controller 808 to establish a call over the IP network 190. The bypass module 804 also

signals the conventional call controller 808 to implement the advanced features offered in IP

telephony systems. The bypass module 804 also communicates with the PSTN control

module 806 to begin a call over the PSTN 180. The bypass module 804 is also coupled to

communicate with the preferences storage 810 and receives user input via the input module

812. Basically, the bypass module 804 controls the operation of the present invention to

implement fallback from the IP network 190 to the PSTN 180.

[0066] The PSTN control module 806 is software and routines for establishing a call

over the PSTN 180. The PSTN control module 806 is adapted for communication with the

bypass module 804, the IP resumption module 814 and gateways 204, 206. The PSTN



control module 806 is responsible for managing (establishing and terminating) the call on the

PSTN 180 between the IP phones 202, 208 and the gateways 204, 206. The PSTN control

module 806 sends signals to the gateways 204, 206 to initiate a call on the PSTN 180, insert

identifying signaling as part of the call set up and establish the calls so that the media

transmission can be switched from the IP network 190.

[0067] The conventional call controller module 808 is software and routines for call

control functionality as has been described above. For example, the conventional call control

module 808 provides the advanced features IP telephony system such as but not limited to

graphical user interface, directory, intercom, conference calling, pickup group, hunt group,

etc. Those skilled in the art will recognize that as additional call control functionality is

implemented, the present invention may be continued to be used with call controllers having

additional functional ity .

[0068] The storage 810 is used for storing preferences from the administrator, the

user or both. In one embodiment, the bypass module 804 may have different conditions

under which the PSTN fall back is initiated. The administrator can store preferences and

storage 810 as to when and under what conditions the PS TN fall back should be used. For

example, a preference could be set such that for all conference calls the PSTN 180 is used for

the media transmission. Similarly, the user may store a smaller number of preferences such

as a preference to have particular calls using the PSTN 180. In such a case, the bypass

module 804 may prompt the user before switching to the PSTN 180. An additional example

is for particular users that should be guaranteed a high quality of service, and if the IP

network! 90 is judged to have some chance of failing to provide quality of service, then this

user's media will be placed on the PSTN 180. The storage 810 is adapted for communication

with the bypass module 804 and the IP resumption module 814.



[0069] The input module 812 is software and routines for processing input from the

user. The input module 812 receives signals from the IP phones 202, 208 and sends them to

be bypass module 804 and/or the IP resumption module 814 for further processing. In one

embodiment, the present invention request input from the user before switching between the

IP network 190 and a PSTN 180 and vice versa. The input module 812 is responsible for

receiving signals and sending them to the appropriate module.

[0070] The IP resumption module 814 is software and routines for switching of data

communication from being on the PSTN 180 to being on the IP network 190. The IP

resumption module 814 sends and receives signals from the media monitoring module 802

and admission control module 818 for the current state of the TP network 190 and whether

media transmission can be switched back from the PSTN 180 to the TP network 190. The IP

resumption module 814 communicates with the conventional call controller 808 to establish a

call over the IP network 190. The IP resumption module 814 also signals the conventional

call controller 808 to implement the advanced features offered in IP telephony systems. The

IP resumption module also communicates with the PSTN control module 806 to end the call

over the PSTN 180. The IP resumption module is also coupled to communicate with the

preferences storage 810 and receives user input via the input module 812.

[0071] The optimization moduie 816 is software routines for managing the switching

between the IP network 190 and the PSTN 180, and vice versa. In one embodiment, the

optimization moduie 816 controls the bypass module 804 and the IP resumption module 814

such that switching occurs adaptively to ensure a predetermined quality of service by using

variable amounts of the PSTN 180. The optimization moduie 816 can optimize the switching

based on a number of different parameters such as quality of service, cost, minimum

switching, etc. For example, the optimization module 816 may be used to ensure that there is

at least a predefined quality of service such thai the system 200A may intermittently fail back



to using the PSTN 180 to ensure that level of quality. Similarly, the optimization module 816

may be used to ensure that the cost is minimized. Since the cost of using the IP network 190

is significantly less than using the PSTN 180 for communication between IP phones 202,

208, in this instance the optimization module 816 minimizes the occurrences when the system

200A switches to using the PSTN 180. Thus, the optimization module 816 might permit

some call quality degradation to minimize the cost. The optimization module 816 is adapted

for communication with the bypass module 804 and the IP resumption module 814.

[0072] The graphic user interlace (GUI) module 820 is software and routines that

interact with the bypass module 804 and the media monitoring module 802 to present a

graphic user interface to the user. More specifically, the graphical user interface module 820

receives a signal from the media monitoring module 802 indicating that the media quality has

deteriorated beyond a predefined level. In one embodiment, the user provides input settings

that specify the predefined level. In response to the signals from the media monitoring

module 802, the graphic user interface module 820 generates a user interface an d causes it to

be displayed on the IP phone or personal call manager (PCM) being used by the user. In one

embodiment, the user interface is generated by the call manager 150 and sent to the IP phone

202/208 for display. Once the interface is displayed for view by the user, the user inputs: 1) a

selection to transition to secondary network for better quality: 2) a selection to stay with the

current network despite the degradation in call quality: or 3) no selection is input and a

timeout occurs. In response to signals received from the user via the IP phone 202/208 or

timeout condition, the graphic user interface module 820 generates a control signal that is

sent to the bypass module 804 specify the action to be taken. If the user has selected a

transition to secondary network, the graphic user interface module 820 sends a signal to the

bypass module 804 to transition to the secondary network. If the user has selected to remain

on the current network or a timeout condition has occurred, the graphic user interface module



820 sends a signal to the bypass module 804 indicating that it should remain on the current

network. In one embodiment, the GUI module 820 is integrated with interfaces for other

features such as call control or providing information about call details. Example interfaces

are shown and described below with reference to Figures 14-16.

[0073] Referring now to Figure 9, an embodiment of the gateway 206 is shown. In

accordance with the present invention, the gateway 206 includes conventional gateway

functions 902, bypass functions 904 and IP resumption functions 914. The gateway 206

includes the conventional gateway functions 902 as will be understood by those skilled in the

art. In addition, the present invention adds bypass functions 904 and IP resumption functions

914 to gateway. In one embodiment, the bypass functions 904 and the IP is resumption

functions 914 are software or routines operational on the gateway 206. Those skilled in the

art will recognize that these functions are modules or units. The bypass functions 904 include

the operations described throughout this application for the gateway 206 to initiate and

identify a call on the PSTN 180 as being associated with a particular IP phone. This includes

both the initiation of the call at the sender's gateway by inserting or signaling call

identification information as well as acceptance of the call at the receiver's gateway. This

also includes association of a PSTN call with particular IP endpoints at both the sending

gateway and receiving gateway. Furthermore, the bypass functions 904 include the control

and operation of the reverse path of data from the receiver's gateway to the sender's gateway.

Similarly, IP resumption functions 914 operate and control of the sender's and receiver's

gateways to end the call over the PSTN 180.

[0074] Referring now to Figure 10, yet another embodiment of the present invention

is shown. Figure 10 illustrates an embodiment of the present invention integrated into an IP

phone 1000. This embodiment of the IP phone 1000 includes conventional functionality for

ail IP phone including an audio input and output device 1002 such as one or more



microphones and speakers, one or more display device 1004, an input device 1006, a

processor 1008, a network interface 1010 such as an Ethernet connector, a digital signal

processor (DSP) 1012, a memory 1014, and a power source 1018. The power source may be

separate or coupled through the PSTN physical connection 222 or the IP network physical

connection 224. These components cooperate in the conventional manner such as any of

various examples included in IP phones commercially available. However, the present

invention also includes a PSTN interface 1020 and a call manager 1022 in the IP phone 1000.

The PSTN interface 1020 is coupled by signal line 222 to the PSTN 180. The network

interface 1010 is coupled by signal line 224 to the IP network 190. The call controller 1022

is software on the processor 1008, coupled to the PSTN interface 1020 and PSTN 180, the IP

network 190 and the network interface 1010. The network interface 1010 couples the other

components of the IP phone 1000 to signal line 224 for communication over the IP network

109. . The call manager is similar in functionality and operation to the call manager 150

described above. This embodiment of the present invention is particular the advantageous

because it allows a single user remotely connected by an IP network 190 and a PSTN 180 to a

site 102 to have the PSTN fall back functionality of the present invention. The IP phone

1000 need only be connected to the IP network 190 and the PSTN 180 as shown in Figure 10

and the user has all the advantages of the present invention.

Methods

[0075] Referring now to Figures 11-13, various embodiments of the method of the

present invention will be described. In one embodiment (Figure 11}, the distributed

telephony system 105 has been set by the administrator to automatically implement bypass on

a secondary network in accordance with the present invention. In a second embodiment

(Figure 12), the distributed telephony system 105 has been set by the administrator to



automatically switch to a secondary network when call quality is low and also to switch back

to the primary network once call quality on the primary network has improved. In a third

embodiment (Figure 13), the distributed telephony system 105 has been set by the

administrator to present an option to improve call quality to the user and bypass on a

secondary network if the user selects and improve call quality option. Those skilled in the art

will recognize that while these embodiments are described separately, portions of them may¬

be combined. For example in yet another embodiment, a user may be presented with an

option to switch to a secondary network to improve quality when call quality reaches a first

threshold, and the system 105 may automatically transition to a secondary network when the

call quality reaches a second threshold, lower than the first threshold.

[0076] Referring now to Figure 11, a method for falling back to a secondary network-

to ensure call quality according to one embodiment of the present invention. The process

begins with a call being initiated 1102 from a first endpomt. For example, the IP phone 202

at the first site 102 initiates a call to the IP phone 208 at the second site 104, contacting call

manager 150. Call manager 150 signals the second site 104 IP phone 208, and the phone 208

accepts the call. For the present invention it is assumed that the IP network 190 is available

for call control, there is an available line for the first gateway 204, an available PSTN circuit,

and an available line on a second gateway 206. Otherwise, the call fails and the user is

informed. The method determines 1104 whether there are any media path preferences that

have been set by the administrator or user and stored in storage 810. Next, the method selects

1106 a media for the call. The default is to select the IP network 190.

[0077] Next, the call manager 150 determines 1108 a quality of service for the

selected media. This determination can be made by a manual setting made by an

administrator, from an admission control module 818 indicating that the network 190 is at

capacity, or from a media monitoring module 802. The media monitoring module 802



utilizes network statistics indicating the network lias too high a loss, latency or jitter or from

call statistics from calls on the network indicating unacceptable call quality. Note that prior

to the call, user and phone state information for the destination of the call may be available

via the IP network 190, maintained either by call manager 150 or an external service such as

presence and instant messaging services.

[0078] Next, the call manager 150 determines 1110 whether the quality of service is

low and PSTN bypass should be used, or whether the user or administrator has a preference

for using the PSTN bypass. The fallback to the PSTN 180 may be done either because of,

network bandwidth (call quality) or user preference. If it is determined in step 1110 the

quality of service is not low and there is no user preference for the secondary network, then

the method uses 1112 the IP network 190 for call control and use 1114 the IP network 190 for

data transmission.

[0079] If it is determined in step 1 1 10 that either the quality of sendee is low or there

is a preference for use of the secondary network the method uses 1 1 16 the IP network 190

for call control and use 1118 the secondary network, PSTN 180, for data transmission.

[0080] For example, this method may be implemented as follows. The call manager

150 places a call from the gateway 204 of the first site 102 to the gateway 206 of the second

site 104. The call manager 150 informs the gateway 206 of the incoming call and passes it an

identifier to disambiguate the call from other PSTN bypass calls. The call manager 150

instructs gateway 204 to transmit the identifier using the PSTN 180. For example, this may¬

be done using a) in dual tone generated by the gateway 204 or b) ISDN out of band signaling.

The gateways 204, 206 first signal to ensure that the received call is the PSTN bypass call

and not another call from the PSTN 180, and to acknowledge to the originating gateway 204

of the first site 102 that it successfully connected to the gateway 206 of the second site 104.

In one embodiment, the gateways 204, 206 also provide security by increasing the number



characters in the identifier or even encrypting the identifier. There are multiple ways to

signal in-band. DTMF is the very common in telephony and AMIS (described in the

publication entitled "Audio Messaging Interchange Specification (AMIS) - Analog

Protocol", Version 1, Issue 2, published in February, 1992, by the Information Industry

Association, Washington, D.C.) is an example. Telephony also uses MF tones, which are

equivalent to DTMF tones, but different frequencies, and in alternate embodiments are used

for signaling. Faxing is yet another way to do in-band signaling, and there are a variety of

modem protocols that could be used to signal between the gateways. A third method is to use

modem protocols, such as Bell 202, Bell 201 A, Bell 201 B, Bell 103 A, V.21, V.22 and others.

The call manager 150 then sets up a media path between the IP phone 202 and gateway 204

of the first site 102 and between the gateway 206 and IP phone 208 of the second site 104.

All features and control information are preserved between the phone users an d the phones as

in a normal IP call, with the exception of the media.

[0081] Referring now to Figure 12, a method for dynamically switching between a

primaiy and a secondary network according to one embodiment of the present invention will

be described. The method begins by establishing 1202 a call between a first endpoint and a

second endpoint using a primaiy network, for example, the IP network 190. Then the method

monitors 1204 the quality of sendee on the primaiy network. This call could be purely a test

call by the call manager to determine a network's quality of sendee, by instructing the first

endpoint and a second endpoint to pass media, but not play audio out a speaker. Next method

determines 1206 whether quality of service is low or there is a preference for the secondary

network, for example, the PSTN 180. If quality of service is not low and there is no

preference for a secondary network, the method returns to step 1204 to monitor the quality of

service on the primary network and the call is maintained over the primary network. On the

other hand, if quality service is low (below a threshold) or there is a preference for secondary



network, the method continues to use 1208 the primary network for call control. However,

the method uses 1210 the secondary network for data/media transmission. While the

secondary network is being used for media transmission the method monitors 1212 the

quality of service on the primary network. The method then determines 1214 whether the

quality of service is still low. (This is determined by other calls completing or in progress.

There are typically a number of calls using the network, and the result of each is monitored.)

If the quality of sendee continues to be low, the method returns to step 1212 to monitor the

quality of service on the primary network. If the quality of service is determined to be no

longer low in step 1214 (by using one or more test calls, as there would be no calls placed

over the network if quality of sendee had been determined to be too low), the method again

continues to use 1216 the IP network 190 for calf control. Then the method switches 1218

back to using the IP network for data transmission after which the method continues back to

step 1204 to monitor the call be of sen-ice.

[0082] Referring now to Figure 13, a method for failing back to a secondary network

in response to input from a caller or call recipient according to one embodiment of the present

invention will be described. Since it is usually the caller that is charged for making a call, the

below method will be described in the context where the caller is presented with the user

interface and provided with the option to increase the call quality. However, those skilled in

the art will recognize that in other embodiments the recipient of the call may also (or instead

of the caller) be provided with a user interface that allows the recipient to increase call

quality. Further, the present invention is fully described below in the context where there is

an assumption that if you increase call quality is desired, the user inputs a selection and there

is an additional charge for such selection of higher call quality. Furthermore, discussion

related to Figure 13 assumes that the primary network is the IP network and the secondary

network is the PSTN network; and that the IP network is significantly less in cost for a call



than the PSTN network. However, the IP network and the PSTN network are only used by

way of example. Those skilled in the art will recognize that the IP network could be the

primary network with a cellular network being the secondary network. Similarly various

other combinations of networks and types of networks including but not limited to, an IP

network, a PSTN network, a cellular network or satellite network may be used in conjunction

with the present invention.

[0083] In one embodiment, the method includes an optional step depicted in Figure

13 with dashed lines as box 1301 . The method presents a GUI to the user requesting a

selection to use either the primary network or the secondary network for call. The GUI need

not indicate the network by type but may present call options as "standard quality" for using

the primary network and "enhanced quality" or "additional cost" options for using the

secondary network. The method next establishes 1302 a call between a first endpoint and a

second endpoint using a primary network, for example, the IP network 190. In the case,

where step 1301 is included, then in step 1302 a call is established using the network

selected by the user. Then the method monitors 1304 the qualit}' of service on the primary

network. In the case, where step 1301 is included, then in step 1304, monitors the qualit}' of

sendee on the selected network. These steps 1302, 1304 are similar to steps 1202, 1204

described above. Next the method determines 1306 whether the quality of sendee (QOS) is

low, for example, below predefined threshold. If quality of service is not low, the method

returns to step 1304 to monitor the quality of service on the primary network and the call is

maintained over the primary network. On the other hand, if quality of service is low (below

the predefined threshold), the method continues by generating and presenting an interface to

the user. Example embodiments of the user interface will be shown and described below

with reference to Figures 14-16. In one embodiment, the user interface is generated by the

GUI module 820 and sent by the call manager 150 to the IP phone 202/208. In another



embodiment, the user interface is only sent and displayed on the IP phone 202 of the caller

that initiated the call In yet another embodiment, the user interface is only sent and displayed

on the IP phone 208 of the call recipient. In still another embodiment, the user interface is

displayed on both the IP phone 202 of the caller and the IP phone 208 of the recipient. Using

the IP phone 202/208, the user inputs whether she would like to improve the call quality by

moving the call to a secondary network. The method next determines 1310 whether the user

has input a signal to transition the call to the secondary network. In one embodiment, the

user interlace includes a selection button (e.g., 1412 of Figure 14) and a selection of the

button by the user causes degeneration of the input signal to transition the call to the

secondary network. In another embodiment, the user must depress the button a number of

times (e.g., three) before the method determines that the user has decided to transition to the

secondary network. If user has not input a signal to transition the call to the secondary

network, the method returns to step 1304 and continues to monitor the call quality. On the

other hand, if the user has selected in step 1310 the secondary network for the call, the

method continues by using 1312 the primary network for call control, and using 1314 the

secondary network for data transmission. Although not shown in Figure 13, those skilled in

the art will recognize that the method may be modified to monitor the quality of service on

the primary network an d switch back to the primary network when the quality of sendee can

be guaranteed to be above the predefmed threshold for predetermined amount of time. In this

manner, the users would not be repeatedly prompted to switch back to the secondary network

if there were significant transitions between levels of high and low quality on the primary

network.

[0084] While the present invention has been described above with the primary

network being the IP network and the secondary network being the PSTN network, there are

a variety of other configurations of networks for utilizing the present invention. For example,



a first user, being located in their home but using an IP phone and the Internet to connect with

the second user, can select a bypass to a secondary network, and then the call is transferred

from the IP network to a cellular network and the user is connected via cell phone coupled to

the IP phone. In this embodiment, the IP phone is augmented with a mechanism for

connecting to the cellular network such as a dongle or embedded in the phone. In certain

embodiments, which secondary network to be used is collected from the user and stored in

preferences when the user configures the personal call manager or their IP phone. For

example, the user may be asked to input a phone number for a PSTN line or cell phone. The

number to be called is collected and stored in the preferences when the user configured PCM

or their IP phone. In one embodiment, the present invention is integrated with other IP

telephony functionality such that the call manager 150 places the PSTN call from site to site

in instances where the companies are larger and have lower rates on PSTN calls. In one

embodiment, PSTN bypass functionality provided by the bypass 804 interacts with the

telephony functionality of the distributed telephony system 105 to minimize the cost of the

bypass call. The system 105 is either configured to automatically call from the big site to the

small size, or vice versa, depending on the cost of the call In another embodiment the

system 105 makes a determination as to which call direction provides lower-cost at the time

of bypass and then uses that direction.

[0085] In a modification to the above method, the system 105 includes a billing

module for monitoring costs associated with improved call quality (e.g., how often the user

has opted use the secondary network to improve call quality). The GUI module 820 interacts

with such a billing module, and the administrator of the system 105 sets a limit to the amount

that a particular user can spend to improve call quality. In such a case, when the user has

reached the preset limit, the method of Figure 13 does not present the user with the option to

increase call quality. In other words, the presentation (step 1308) of the bypass option by the



GUI module 820 is not performed in step 1308 once a determination is made that the user has

exceeded a preset spending limit for improved call quality/bypass calls. In another

alternative embodiment, if the administrator determines that there is a likelihood of a voice

quality issues, the method can automatically make the bypass call on the secondary network

and not present the graphic user interface to the user. For example, this would be a

combination of the methods of Figure 12 and 13 augmented with information from the

system administrator.

[0086] Referring now to Figure 14, a display showing a first embodiment of a

graphical user interface 1400 will be described. Figure 14 illustrates a user interface for a

personal call manager or a user interface for a personal computer interacting with the

distributed IP telephony system 105. The user interface 1400 includes a window with a series

of menu options 1402 near the top. The window also includes a status bar 1404 providing

information about the IP telephony system 105 and one or more particular users, in particular

the status bar 1404 shows presence (on the phone), call handling setting (standard), and

which endpoint will ring (primary phone). Below the status bar 1404 are speed dial buttons

for the IT Helpdesk and to Call IT. A portion 1406 of the user interface provides specific

information about an extension such as call status information as well as a series of buttons

for performing various IP telephony and other communication functions on that particular

call or associated with that call. For example, the portion 1406 of the user interface shows

that user 3560 (in title of GUI and in Call Details window) is speaking with Ken Robesky.

The musical note symbol is a button that allows the user to place the call on hold, the handset

symbol with an arrow is a button that allows the user to transfer the call, the circle and

triangle shape is a button that allows the user to instant message (IM) the user on the other

end point (Ken Robesky), the square with arrow is a button that adds text (or a call note) to

the call (shown as Call Note) in the Call Details Window, and the red handset is a button to



hang up the call. Near the bottom of the user interface 1400 window, a series of tabs 1408

are provided to access different information and functionality available on the telephony

system 105 such as voicemail, history, directory, contact information and call details. The

example of the interface shown in Figure 14 has the "call details" tab selected. In accordance

with the present invention, the user interface 1400 provides a selection button 1412 for

improving the voice quality of a particular call. In one embodiment, the selection button

14 12 is present as part of the user interface 1400 and may be selected at any time. In another

embodiment, the selection button 1412 is not always visible and is only presented to the user

as part of the user interface 1400 when the quality of the call is below a predefined threshold.

In another embodiment, the selection button 1412 is present but not selectable. The selection

button 1412 becomes selectable when the quality of the call is below the predefined

threshold. In this latter case, the display attributes of the selection button 1412 are modified

when the quality of the call is below the predefined threshold, and therefore, selectable. For

example, the selection button 1412 may appear as a normal button with no highlighting in

normal state. However, when the quality of the call is below the predefined threshold, the

selection button 1412 is displayed with a red border as shown in Figure 14. Those skilled in

the art will recognize that there are a variety of wrays in which to show- the selection button

1412 with visually distinct and different appearance so the user knows when the selection

button 1412 is capable of being selected

[0087] Those skilled in the art will recognize that the graphical user interface 1400

represents a graphical unified communications application operable on a personal computer

and used in conjunction with a VoIP system. In one embodiment, the two endpoints 202, 208

both are operating a graphical unified communications application with enhanced features

such as instant messaging, presence, application desktop sharing etc. In accordance with the

present invention, if the IP network 190 has a quality level below a predefined threshold (e.g.,



the IP network is determined as unable to transmit voice), the system and method continue to

use the IP network 190 for call control and non real-time communications while the voice is

transmitted over the secondary network. Thus, the present invention preserves the richness of

the unified communication while also maintaining the quality of the voice portion of the call.

[0088] Referring now to Figures 15 and 16, a display showing a second embodiment

of a user interface 1500, 1600 will be described. The second embodiment of a user interlace

1500, 1600 is for the display of an IP telephone 202. Figure 15 shows the second

embodiment of the graphical user interface 1500 in a first normal operating state, and Figure

16 shows the second embodiment of the graphical user interface 1600 in a second state where

poor quality of voice signal has been detected for the call. Referring now to Figure 15, one

example of the user interface 1500 for an IP phone 202 is shown. The user interface 1500

includes a top row 1502 of information including the name of the person corresponding to the

extension, an extension number, day, date and time. The user interface 1500 includes a

display area 1606 in a center location in which information about calls is displayed. Along

the left side of the user interface 1500, a series of buttons 1504 are provided to for one touch

dialing of other users or voicemaii. Along the right side of the user interface 1500, a series of

status indicators for phone lines indicate which lines are active and their status. Along the

bottom of the user interface 1500 are a series of buttons 1506 for accessing various telephony

the functions such as picking up the call, on parking the call, wrap up, and accessing a menu

of additional information and features of the system 105. in accordance with the present

invention a selection button 1504 labeled "quality boost" is provided. The selection button

1504 can be selected by the user to switch from the primary network to the secondary

network. In certain circumstances, the user is unaware of the network being used for the call,

and only knows that the voice quality of the calls improved when selection button 1504 is

activated. Referring now also to Figure 16, the second embodiment of the user interface



1600 is shown. The differences between Figure 15 and Figure 16 illustrate the operation of

the second embodiment of the user interface 1500, 1600. Figure 16 shows the user interface

1600 for the same IP phone 202 as shown in Figure 15. However, the user interface 1600 is

in a state where the extension is active with a call to another user as indicated by a caller

name and number 1602 in the display area 1606 near the center of the user interface 1600. At

this particular point in time, there is also information about call quality 1604 in display area

1606 of the user interface 1600. Once the user views the indication of poor quality, the user

can select the quality boost button 1504. In response, the system 105 will cause a transition

to the secondary network. Although not shown, the display area 1606 may also indicate that

the selection button 1504 has been selected and that there will be a charge for the

improvement in quality. Further in one embodiment, the display areas 1606 can include a

meter that indicates the dollar amount of charges that are being incurred by the user from

selection of the selection button 1504. This meter is a dollar amount indicated that increases

with time similar to the call length indicator in the active line on the right side of the user

interface 1600. In yet another embodiment, the system 105 may require that the user confirm

selection of the quality boost button 1504. In such an embodiment, the display area 1606

would display information that improvement in quality has associated fees or charges and

request confirmation from the user. In response the user would be required to select the

quality boost button 1504 or one of the buttons on the left side to confirm they want to switch

to the secondary network to improve quality and are willing to pay the associated fees.

[0089] The foregoing description of the embodiments of the present invention has

been presented for the purposes of illustration and description. It is not intended to be

exhaustive or to limit the present invention to the precise form disclosed. Many

modifications and variations are possible in light of the above teaching. It is intended that the

scope of the present invention be limited not by this detailed description but rather by the



claims of this application. As will be understood by those familiar with the art, the present

invention may be embodied in other specific forms without departing from the spirit or

essential characteristics thereof. Likewise, the particular naming and division of the modules,

routines, features, attributes, methodologies and other aspects are not mandatory or

significant, and the mechanisms that implement the present invention or its features may have

different names, divisions and/or formats. Furthermore, as will be apparent to one of

ordinary skill in the relevant art, the modules, routines, features, attributes, methodologies

and other aspects of the present invention can be implemented as software, hardware,

firanvare or any combination of the three. Also, wherever a component, an example of which

is a module, of the present invention is implemented as software, the component can be

implemented as a standalone program, as part of a larger program, as a plurality of separate

programs, as a statically or dynamically linked library, as a kernel loadable module, as a

device driver, and/or in every an d any other way known now or in the future to those of

ordinary skill in the art of computer programming. Additionally, the present invention is in

no way limited to implementation in any specific programming language, or for any specific

operating system or environment. Accordingly, the disclosure of the present invention is

intended to be illustrative, but not limiting, of the scope of the present invention, which is set

forth in the following claims.



WHAT IS CLAIMED IS:

1. A method for automatically detecting call quality and switching between a

first and a second network in a distributed telephony system, the method comprising:

establishing a call from a first endpoint to a second endpoint using the first network:

monitoring the first network for a quality of service:

determining whether the quality of service is below a predefined threshold;

generating and presenting an interface for inputting a selection to improved call

quality;

determining whether input to improved call quality was received; and

if input to improved call quality was received:

using the first network for call control; and

using the second network for data transmission.

2. The method of claim 1 wherein the second network is a PSTN.

3 . The method of claim 1 wherein the second network is a cellular network.

4. The method of claim 1 wherein monitoring the first network for a quality of

service includes monitoring for an availability of the first network, monitoring for a quality of

service over the first network or monitoring for a stored preference.

5. The method of claim 1 wherein the call is between three or more endpoints.

6 . The method of claim 1 wherein using the secondary network for data

transmission includes initiating a call between a first gateway and a second gateway over a

PSTN



7. The method of claim 1 comprising:

continuing to monitor the first network for the quality of service; and

if the quality of service is above a predefined threshold, switching the data

transmission to the first network.

8. The method of claim 1 wherein the call control includes one from the group of

transfer, conference, directory listing, callee status, a graphical interface, voice messaging,

instant messaging an d text messaging.

9 . The method of claim 1 wherein determining whether input to improved call

quality was received includes receiving a signal that a selection button was activated

10. The method of claim 1 wherein determining whether input to improved ca l

quality was received includes receiving a signal that a selection button was activated more

than three times.

. The method of claim 1 wherein the interface is presented on both the first and

the second endpoints.

12. An apparatus for switching a call from a first network to a second network of

an distributed P telephony system having a plurality of endpoints, the apparatus comprising:

a first gateway coupled to the first network and the second network for

interconnecting with the first network and the second network;

a second gateway coupled to the first network and the second network for

interconnecting with the first network and the second network; and

a first controller for setting up and controlling calls, the first controller sending control

signals to the first gateway and the second gateway, the controller for



determining an availability of the first network and establishing the call on the

second network if the first network is not available, the first controller

generating and sending an interface to an endpoint for controlling switching to

the second network, the first controller coupled to the first gateway, the second

gateway and the first network.

13. The apparatus of claim 12. wherein the first network is an IP network and the

second network is a PSTN netw ork

14. The apparatus of claim 12, wherein the first network is an IP network and the

second network is a cellular network.

15. The apparatus of claim 16, wherein the first controller uses the first network

for call control when the call is established on the second network.

16. The apparatus of claim 16, wherein the first controller is part of one from the

group of the first gateway, the second gateway, an IP phone, a server, or other device coupled

to the distributed IP telephony system.

17. The apparatus of claim 16 wherein first controller comprises an admission

control module for determining whether the first network has sufficient bandwidth for the

call

18. The apparatus of claim 16 wherein first controller comprises a bypass module

for switching the data communication (media transmission) from being on the first network

to being on the second network.



19. The apparatus of claim 16 wherein first controller comprises a resumption

module for switching of data communication from being on the second network to being on

the first network.

20. The apparatus of claim 16 wherein first controller comprises a graphic user

interface module for generating and sending the user interface to the endpoint.

2 1. A method for automatically detecting call quality and switching between a

first and a second network in a distributed telephony system, the method comprising:

establishing a call from a first endpoint to a second endpoint using the first network;

monitoring the first network for a quality of service;

determining whether the quality of service is below a predefined threshold;

if the quality of service is below a predefined threshold:

using the first network for call control and at least one unified communication

application; and

using the second network for data transmission.

22. The method of claim 2 1 wherein the unified communication application is a

form of non real-time communication.

23. The method of claim 2 1wherein the unified communication application is one

from the group of instant messaging, presence and application sharing.

24. The method of claim 21wherein determining whether the quality of service is

below a predefined threshold includes determining that first network is unable to transmit

voice.



25. The method of claim 2 1 wherein the first endpoint to the second endpomt both

display a graphical unified communication interface.

26. The method of claim 22 wherein the second network is a PSTN.

27. The method of claim 22 wherein the second network is a cellular network.
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