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METHOD AND SYSTEM FOR ASCRIBING A 
REPUTATION TO AN ENTITY AS A RATER OF 

OTHER ENTITIES 

RELATED APPLICATIONS 

0001) This application claims the benefit under 35 U.S.C. 
$120 of U.S. application Ser. No. 09/710,008, titled 
“Method And System For AScribing A Reputation To An 
Entity As A Rater Of Other Entities,” filed on Nov. 10, 2000, 
which claims the benefit under 35 U.S.C. S 119(e) of 
commonly-owned, U.S. provisional patent application Ser. 
No. 60/209,059, titled, “Determining a Reputation of an 
Entity”, filed Jun. 2, 2000, both of which are incorporated 
herein by reference in their entirety. 
0002 Further, each of the following related commonly 
owned U.S. patent applications: “Method and System for 
AScribing a Reputation to an Entity from the Perspective of 
Another Entity” by Giorgos Zacharia, “System and Method 
for Estimating the Impacts of Multiple Ratings on a Result” 
by Giorgos Zacharia, “System and Method for AScribing a 
Reputation to an Entity” by Giorgos Zacharia, and “System 
and Method for Recursively Estimating a Reputation of an 
Entity” by Giorgos Zacharia, each application filed on Nov. 
10, 2000, is herein incorporated by reference in its entirety. 

BACKGROUND OF THE INVENTION 

0003. The emergence of the Internet and other large 
networks has increased both the number and kinds of 
electronic exchanges between entities. AS used herein, an 
electronic exchange is any exchange between two or more 
entities over an electronic network (i.e., not in person) Such 
as, for example, a voice communications network (e.g., 
POTS or PBX) or a data communications network (e.g., 
LAN or the Internet) or a voice and data communications 
network (e.g., voice-over-IP network). Electronic exchanges 
may include electronic business transactions and electronic 
communications. Such electronic business transactions may 
include the negotiation and closing of a Sale of goods or 
Services, including Solicitation of customers, making an 
offer and accepting an offer. For example, in consumer-to 
consumer electronic marketplaces (e.g., the eBay, OnSale, 
Yahoo and Amazon marketplaces found on the global Inter 
net entities may transact for the Sale and purchase of goods 
or Services. 

0004 Electronic communications also may include com 
munications in on-line communities Such as mailing lists, 
news groups, or web-based message boards and chatrooms, 
where a variety of Sensitive personal information may be 
eXchanged, including health-related data, financial invest 
ment data, help and advise on research and technology 
related issues, or even information about political issues. AS 
referred to herein, an entity may be a perSon or an electronic 
agent (e.g., a Software agent). Such a person may Act as an 
individual (i.e., on the person's own behalf) or as a repre 
Sentative (e.g., officer or agent) of a corporation, partnership, 
agency, organization, or other group. An electronic agent 
may act as an agent of an individual, corporation, partner 
ship, agency, organization, or other group. 
0005. In many electronic exchanges, an entity's identity 
may be anonymous to another entity. This anonymity raises 
Several issues regarding trust and deception in connection to 
these exchanges. For example, an anonymous entity Selling 
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goods on-line may misrepresent the condition or worth of a 
good to a buyer without Suffering a loSS of reputation, 
busineSS or other adverse effect, due to the entity's anonym 
ity. 

0006. One solution to the problems regarding trust and 
deception is to provide a reputation mechanism to determine 
and maintain a reputation or reliability rating of an entity. 
Typically, a reputation mechanism is intended to provide an 
indication of how reliable an entity is, i.e., how truly its 
actions correspond to its representations, based on feedback 
by other entities that have conducted an electronic exchange 
with the entity. Such feedback typically is provided by 
another entity in the form of ratings in a numerical (e.g., 1-5) 
or Boolean (e.g., good or bad) form. In Some reputation 
mechanisms, an average of the ratings provided by other 
entities are calculated to produce the reputation rating of the 
entity. Consequently, Such reputation mechanisms typically 
represent the reputation of an entity with a Scalar value. 

0007 Typical reputation mechanisms suffer from suscep 
tibility to frauds or deceptions. For example, a first typical 
fraud occurs when an anonymous entity, after developing a 
poor reputation over time in an on-line community, reenters 
the community with a new anonymous identity (i.e., on-line 
name), thereby starting anew with a higher reputation than 
the entity's already earned poor reputation. A Second typical 
fraud, to which typical reputation mechanisms are Suscep 
tible, occurs when two or more entities collude to provide 
high ratings for each other on a relatively frequent basis, 
Such that the reputations of these entities are thereby artifi 
cially inflated. 

0008 Two reputation mechanisms that solve these two 
problems, Sporas and Histos, are disclosed in “Collaborative 
Reputation Mechanisms for On-line Communities” by Gior 
goS Zacharia, Submitted to the Program of Media Arts and 
Sciences, Massachusetts Institute of Technology, Cam 
bridge, Mass. published September, 1999 (hereinafter “the 
Zacharia thesis”), the contents of which are herein incorpo 
rated by reference. 

0009 Sporas is a reputation mechanism for loosely 
connected communities (i.e., one in which many entities 
may not have had an electronic exchange with one another 
and thus not have rated one another.) According to the 
Sporas technique, a reputation may be calculated for an 
entity by applying the following equation: 

1 
Equation 1: R = R + C o damp(R: 1) R' (W, - E), 

0010 where R is the initial reputation of the entity, C 
is an effective number of ratings, 1/C is the change rate 
factor, named as Such because it impacts the rate at which 
the reputation changes, damp (R) is a damping function, 
R," "is the reputation of another entity providing the rating, 
W is the rating of the entity provided by the other entity, E, 
is the expected value of the rating and R is the reputation of 
the entity. 
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0.011 Zacharia discloses that the damping function may 
be calculated by applying the following equation: 

Equation 2: damp(R: 1) = 1 - 

0012 where D is the size of the range of allowed repu 
tation values and a is a So-called “acceleration factor. The 
acceleration factor is named as Such because its value 
controls a rate at which an entity's reputation changes. The 
Zacharia thesis further discloses that an expected rating, E. 
can be calculated from the following equation: 

R; 1 Equation 3: E = - . 
D 

0013 (Throughout this application, if a value represented 
by a Symbol from a current equation was described in 
connection with a previously-described equation, the 
description of the value will not be repeated for the current 
equation.) 
0.014. The Sporas technique implements an entity repu 
tation mechanism based on the following principles. First, 
new entities Start with a minimum reputation value, and 
build-up their reputations as a result of their activities on the 
System. For example, if a reputation mechanism has a rating 
range from 1 to 100, then an entity may start with an initial 
reputation value, Ro, of 1. By Starting with the minimum 
reputation value, Sporas reduces the incentive to, and effec 
tively eliminates, that ability of an entity with a low repu 
tation to improve the entity's reputation by reentering the 
System as a new anonymous identity. 

0.015 Second, the reputation of an entity never falls 
below the reputation of a new entity. This may be ensured by 
applying equation 1 above. This Second principle also 
reduces the incentive, and effectively prevents, an entity 
with a low reputation from reentering the System as a new 
anonymous entity. 

0016. Third, after each electronic exchange, the reputa 
tions of each of the two or more entities involved are 
updated according to the feedback or ratings provided by the 
other entities, where the feedback or ratings represent the 
demonstrated trustworthiness of the two or more entities in 
the latest eXchange. For example, referring to Equation 1 
above, the ratee reputation R of an entity is updated for each 
new rating, W. 

0017 Fourth, two entities may rate each other only once. 
If two entities exchange more than once, then, for each 
entity, the reputation mechanism only applies the most 
recently Submitted rating to determine the reputation of the 
rated entity. This fourth principle prevents two or more 
entities from fraudulently inflating their reputations, as 
describe above, by frequently rating each other with artifi 
cially high ratings. 

0.018 Fifth, entities with very high reputation values 
experience Smaller rating changes after each update. This 
fifth principle is implemented by the damping function, 
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damp(R), of Equations 1 and 2 above. The damping 
function, increases as the ratee reputation of the rated entity 
decreases, and decreases as the ratee reputation of the rated 
entity increases. Thus, a high reputation is less Susceptible to 
change by a Single poor rating provided by another entity. 

0019 Sixth, the reputation mechanism adapts to changes 
in an entity's behavior. For example, a reputation may be 
discounted over time So that the most recent ratings of an 
entity have more weight in determining the ratee reputation 
of the entity. For example, in Equation 1, above, ratings are 
discounted over time by limiting the effective number of 
ratings considered, C. 

0020. The Sporas reputation mechanism also weights the 
reputation of a rated entity according to the reputation, 
R", of another entity providing the rating, where this 
reputation of the other entity may be determined by applying 
Equation 1. Therefore, ratings from entities having relatively 
higher reputations have more of an impact on the reputation 
of the rated entity than ratings from entities having relatively 
lower reputations. 

0021 AS described in the Zacharia thesis, Histos is a 
reputation mechanism better-Suited for a highly-connected 
community, where entities have provided ratings for a 
Significant number of the other entities. Histos determines a 
personalized reputation of a first entity from a perspective of 
a particular entity. 

0022 Histos represents the principle that a person or 
entity is more likely to trust the opinion of another perSon or 
entity with whom she is familiar than trust the opinion of 
another perSon or entity who she does not know. Unlike 
Sporas, a reputation of first entity in Histos depends on the 
Second entity from whose perspective the determination is 
made, and other ratings of the Second entity provided by 
other users in an on-line community or population. 
0023 FIG. 1 is a block diagram illustrating a represen 
tation of an on-line community or population 300 of entities 
A-A interconnected by Several rating links, including 
rating links 302,303, 304, 306, 308 and 310. Each rating 
link indicates a rating of a rated entity (i.e., a ratee) by a 
rating entity (i.e., a rater) with an arrowhead pointing from 
the rating entity to the rated entity. AS used herein, a ratee is 
an entity in a position of being rated by one or more other 
entities, and a rater is an entity in a position of rating one or 
more other entities. For example, rating link 302 represents 
a rating of 0.8 for ratee A by rater A, and rating link 303 
represents a rating of 0.9 for ratee A by rater A. 

0024. Although in FIG. 1, each rating link only indicates 
a single rating, it is possible that an entity has provided more 
than one rating for another entity. The Zacharia reference 
discloses that if entity has provided more than rating for 
another entity, the most recent rating should be Selected to 
determine a personalized reputation of a first entity from the 
perspective of a Second entity. 

0025 To determine a personalized reputation of a first 
entity from the perspective of a Second entity, the first and 
Second entity must be “connected'. A first and Second entity 
are connected if a rating path connects the first and Second 
entity. A rating path is a Series of rating links that connect a 
first entity to a second entity. For example, in FIG. 1, entities 
A and A are connected by Several rating paths, including 
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rating paths 312 and 314. Rating path 312 includes rating 
links 302,304 and 310, and rating path 314 includes rating 
links 302, 306 and 308. 

0026. As described in the Zacharia thesis, and referring to 
FIG. 1, to determine a personalized reputation of a first user 
from the perspective of a Second user, the following meth 
odology may be applied. First, a breadth-first Search algo 
rithm is applied to find all of the rating paths connecting A 
to A that are of a length less than or equal to a Specified 
value. If a rating link indicates more than one rating, then the 
most recent rating is Selected for the determination of the 
personalized reputation. 

0027. The number of rating links included in a rating path 
is referred to herein as the “length” of the rating path. For 
example, the rating path 312 has a length=3 because it 
includes three rating links 302, 304 and 310. Further, an 
entity included along a rating path between the first rated 
entity and the Second rating entity has a “level equal to a 
number of links between the entity and the second entity. For 
example, in FIG. 1, the entity As is disposed along the rating 
path 314. The entity As has a level 2 in the context of the 
rating path 314 because two rating links 302 and 306 lie 
between the entity As and the Second entity A. Further, an 
entity having a level, L, may be said to be a distance L away 
from the Second entity. 
0028. Accordingly, the personalized reputation of a first 
entity from the perspective of a Second entity may be 
determined by application of the following equation: 

Doy (R,(n-1) o Wii (n) 
Equation 4: R(n) = XER (n - 1) 

f 

0029 where R(n) is the personalized ratee reputation of 
an entity k from a perspective of a Second entity a distance 
in from the entity k, W(n) is a rating provided by an entity 
j for the entity k a distance n-1 from the Second entity, 
R(n-1) is the personalized ratee reputation of the entity j 
from the perspective of the Second entity, and D is a range 
of allowable personalized reputation values. 
0030) Referring to FIG. 1, the following example illus 
trates applying Equation 4 to determine the personalized 
ratee reputation of entity A. from the perspective of entity 
A, where D=1. 

Ro(2) + Rs (.9) 
F Rs + Ro where 

R(.2 
Ro = 3 (.2) = .2, and where 

R 
R3 (.6 

R8 = 3 (.6) -.6, such that 
R 
.2(.2) +.6(.9 2(2) + 6(9)| ( 2= .725, 

SUMMARY OF THE INVENTION 

0031. The Sporas reputation mechanism described in the 
Zacharia thesis uses a Single reputation value to represent 
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the reputation of an entity both as a ratee and a rater. This 
Single reputation represents the reputation of an entity as a 
combination of ratings provided by other entities, but does 
not provide an indication of the reputation or trustworthiness 
of an entity as a rater of other entities. Thus, an entity may 
receive high ratings from other entities and thus have a high 
Single-valued reputation, although the entity is a poor rater 
of other entities and thus should not truly have a high 
reputation as a rater of other entities. AS used herein, a “rater 
reputation' of an entity is a reputation or trustworthiness of 
the entity as a rater of one or more other entities, and a “ratee 
reputation' of an entity is the reputation of the entity 
according to the ratings of the entity provided by one or 
more other entities. 

0032. Therefore, Sporas does not provide a method or 
System for determining and maintaining a rater reputation of 
an entity. 
0033 Accordingly, provided herein is a method and 
System for determining a rater reputation of an entity. 
Further, provided is a method and System for determining a 
ratee reputation of an entity based at least in part on the rater 
reputations of one or more of the entities that have rated the 
rated entity. 
0034. In one embodiment, a rater reputation of a first 
entity as a rater of other entities is determined. A first rating 
indicative of a rating of a rated entity by the first entity, and 
one or more Second ratings, each Second rating indicative of 
a rating of the rated entity provided by another entity, are 
provided. The Second ratings are combined to produce a first 
combined rating. The first rating is compared to the first 
combined rating to produce a first rating predictability of the 
first rating, the first rating predictability being a negative 
function of a magnitude of a difference between the first 
rating and the first combined rating. A resulting rater repu 
tation is generated based at least in part on the first rating 
predictability. 
0035. This embodiment may be implemented as a com 
puter program product that includes a computer readable 
medium and computer readable Signals Stored on the com 
puter readable medium that define instructions. These 
instructions, as a result of being executed by a computer, 
instruct the computer to perform the Acts described above 
for this embodiment. 

0036). In another embodiment, a system for determining a 
rater reputation of a first entity as a rater of other entities is 
provided. A first rating indicative of a rating of a rated entity 
by the first entity, and one or more Second ratings, each 
Second rating indicative of a rating of the rated entity 
provided by another entity, is provided to the system. The 
System includes a rater reputation generator to combine the 
Second ratings to produce a first combined rating. The rater 
reputation generator is further operative to compare the first 
rating to the first combined rating to produce a first rating 
predictability of the first rating, the first rating predictability 
being a negative function of a magnitude of a difference 
between the first rating and the first combined rating. The 
rater reputation generator is further operative to generate a 
resulting rater reputation based at least in part on the first 
rating predictability, and to output this generated rater repu 
tation. 

0037. In yet another embodiment, a system for determin 
ing a rater reputation of a first entity as a rater of other 
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entities is provided. A first rating indicative of a rating of a 
rated entity by the first entity, and one or more Second 
ratings, each Second rating indicative of a rating of the rated 
entity provided by another entity are provided for the 
System. The System includes: means for combining the 
Second ratings to produce a first combined rating, means for 
comparing the first rating to the first combined rating to 
produce a first rating predictability of the first rating, the first 
rating predictability being a negative function of a magni 
tude of a difference between the first rating and the first 
combined rating, and means for generating a resulting rater 
reputation based at least in part on the first rating predict 
ability. 

0.038. In another embodiment, a ratee reputation of a first 
entity is determined. A first rating of the first entity by a 
Second entity is received. One or more rater reputations 
including a first rater reputation of the Second entity as a 
rater of other entities are accessed, and a ratee reputation of 
the first entity is generated by combining the one or more 
rater reputations and the first rating. 
0.039 This embodiment may be implemented as a com 
puter program product that includes a computer readable 
medium and computer readable Signals Stored on the com 
puter readable medium that define instructions. These 
instructions, as a result of being executed by a computer, 
instruct the computer to perform the Acts described above 
for this embodiment. 

0040. In another embodiment, a system for determining a 
ratee reputation of a first entity is provided. The System 
includes a ratee reputation generator to receive as input a 
first rating of the first entity by a second entity. The ratee 
reputation generator is operative to access one or more rater 
reputations including a first rater reputation of the Second 
entity as a rater of other entities, and to generate a ratee 
reputation of the first entity by combining the one or more 
rater reputations and the first rating Signal. The ratee repu 
tation generator is further operative to provide as output the 
generated ratee reputation. 

0041. In yet another embodiment, a system for determin 
ing a ratee reputation of a first entity is provided. The System 
includes: means for receiving a first rating of the first entity 
by a Second entity; means for accessing one or more rater 
reputations including a first rater reputation of the Second 
entity as a rater of other entities, and means for generating 
a ratee reputation of the first entity by combining the one or 
more rater reputations and the first rating Signal. 
0042. The features and advantages of the invention 
described above and other features and advantages of the 
invention will be more readily understood and appreciated 
from the detailed description below, which should be read 
together with the accompanying drawing figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0043) 
0044 FIG. 1 is a block diagram illustrating a represen 
tation of an on-line community of entities interconnected by 
Several rating links; 

In the drawings: 

004.5 FIG. 2 is a flowchart illustrating an example 
embodiment of a method of determining a rater reputation of 
an entity; 
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0046 FIG. 3 is a flow chart illustrating an example 
embodiment of a method of combining rating predictabili 
ties to produce a rater reputation; 
0047 FIG. 4 is data flow diagram illustrating an example 
embodiment of a System for generating a rater reputation of 
an entity; 
0048 FIG. 5 is a data flow diagram illustrating an 
example embodiment of a System for generating a rater 
reputation of an entity; 
0049 FIG. 6 is a data flow diagram illustrating an 
example embodiment of a System for generating a ratee 
reputation deviation of an entity; 
0050 FIG. 7 is a data flow diagram illustrating an 
example embodiment of a System for generating a rater 
reputation deviation of an entity; 
0051 FIG. 8 is a flowchart illustrating an example 
embodiment of a method of generating a ratee reputation of 
an entity; 
0052 FIG. 9 is a data flow diagram illustrating an 
example embodiment of a System for generating a ratee 
reputation of an entity; 
0053 FIG. 10 is a flowchart illustrating an example 
embodiment of a method of determining a personalized ratee 
reputation; 
0054 FIG. 11 is a data flow diagram illustrating an 
example embodiment of a System for determining a perSon 
alized ratee reputation; 
0055 FIG. 12 is a flow chart illustrating an example 
embodiment of recursively estimating the impact of one or 
more ratings on a result, 
0056 FIG. 13 is a data flow diagram illustrating an 
example embodiment of a System for recursively estimating 
the impact of one or more ratings on a result; 
0057 FIG. 14 is a flowchart illustrating an example 
embodiment of a method of generating a weighting vector 
for a set of multiple ratings, 
0.058 FIG. 15 is a data flow diagram illustrating an 
example embodiment of a System for generating a weighting 
vector for a set of multiple ratings, 
0059 FIG. 16 is a flow chart illustrating an example 
embodiment of a method of combining multiple estimated 
reputations to produce a new reputation; 
0060 FIG. 17 is a data flow diagram illustrating an 
example embodiment of a System for combining multiple 
estimated reputations to produce a new estimated reputation; 
and 

0061 FIG. 18 is a data flow diagram illustrating an 
example System architecture for implementing the methods 
and systems of FIGS. 2-17. 

DETAILED DESCRIPTION 

0062) 
0063. Described below is a method and system for deter 
mining a rater reputation of a first entity. Although deter 
mining a rater reputation is described below primarily in 
connection to ratings developed in connection with elec 

I. Determining a Rater Reputation 



US 2005/0149383 A1 

tronic exchanges, Such determination may be applied to any 
of a variety of ratings, regardless of whether the rating is 
provided as a result of an electronic exchange. For example, 
a rating may represent a qualitative assessment of an in 
perSon interview of a job candidate, an in-perSon Sale or a 
credit transaction. 

0064. The rater reputation produced using the method 
and System described below may have any of a variety of 
applications Such as, for example, assessing the trustwor 
thiness (as a rater) of a reference, an employment recruiter, 
a rating agency, or any other entity that provides recom 
mendations, Scores, rankings or ratings of other entities. 
0065. A rater reputation may be determined, for one or 
more ratings of one or more rated entities, respectively, 
provided by a first entity, by comparing each rating to other 
ratings of the rated entity provided by other entities. For 
each rated entity, the Statistical Similarity between the rating 
provided by the first entity and ratings provided by the other 
entities as determined by the comparison, i.e., the rating 
predictability, may serve as a basis for a rater reputation of 
the first entity. 
0.066 Optionally, the ratings provided by the other enti 
ties may be ratings provided at points in time that occur after 
a point in time at which the rating by the first entity is 
provided. Determining a rater reputation of a first entity by 
comparing ratings provided by the first entity to Such future 
ratings may provide a more accurate estimate of the first 
entity's rater reputation than comparing these ratings to past 
ratings of other entities. This more accurate estimate may 
result from the fact that if past ratings are used for the 
comparisons, and the first entity is aware that past ratings are 
being used, the first entity may access the past ratings and 
bias her ratings to be consistent with the past ratings, thus 
resulting in a higher reputation of the first entity than 
otherwise would occur. 

0067. Accordingly, by using future ratings, which are 
necessarily unknown to the first user, for the comparisons, 
the first entity has less incentive to bias her ratings, resulting 
in more honest ratings being provided by the first entity. 
These more honest ratings result in a more accurate estima 
tion of the rater reputation of the first entity. 
0068. In an aspect of determining a rater reputation of an 
entity, the result of the comparison of (a) the rating provided 
by the first rater of a rated entity and (b) other ratings of the 
rated entity provided by other raterS may be weighed over a 
ratee reputation deviation of the rated entity, as will be 
described in more detail below in relation to FIG. 5. This 
ratee reputation deviation represents a deviation of ratings of 
the rated entity from an expected value of the rating of the 
rated entity. Entities whose ratee reputations fluctuate over 
a wide range of values, Such as new entities and entities that 
receive a wide range of ratings (i.e., unstable entities), 
typically have high ratee reputation deviations. This weight 
ing of the comparison results in a rating predictability that is 
greater for greater values of ratee reputation deviation and 
less for lesser values of ratee reputation deviation. 
0069 FIG. 2 is a flowchart illustrating an example 
embodiment of a method of generating a rater reputation of 
an entity, where a first rating of a rated entity by a first entity 
and Second ratings of the rated entity provided by other 
entities are provided. The first and Second ratings may be 
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provided by accessing two or more entries of a data Structure 
Such as, for example, a database, Stored on a computer 
readable medium Such as, for example, a non-volatile 
memory (e.g., a magnetic disk, CD ROM, or magnetic tape) 
or a volatile memory (e.g., an integrated Semiconductor 
memory Such as RAM). Such a data structure may reside on 
a computer-readable medium located on a same computer at 
which an application running the method of generating 
resides and may be accessed by a bus or other known means. 
Alternatively, the data Structure may reside at a remote 
location from Such application, where access of the data 
Structure may include use of one or more networks, bridges, 
routers, Switches, hubs, other network devices, or any com 
bination thereof. Such acceSS may include wireleSS and wire 
(i.e., cable) transmissions. 
0070. In Act 2, two or more of the second ratings of the 
rated entity may be combined to produce an expected rating. 
This expected rating represents an expected value of the first 
rating in consideration of the values of the two or more 
Second ratings. The two or more ratings to be combined may 
be selected according to each rating's temporal proximity to 
the rating provided by the first entity (i.e., the first rating), or 
may be Selected with other criteria Such as, for example, 
demographic Similarity of the entity that provided the Sec 
ond rating to the first entity. Optionally, only Second ratings 
provided temporally after the first rating are Selected. Such 
Selected Second ratings may be referred to herein as future 
ratings. Although all of the Second ratings may be Selected, 
which may produce a more accurate expected rating, the 
computational time and cost will increase as the number of 
Second ratings combined increases, consequently, it may be 
desirable to Select less than all of the Second ratings. 
0071. A limiting factor may be provided to determine a 
number of the Second ratings to Select. The value of the 
limiting factor may be Selected to achieve an acceptable 
balance between (a) rater reputation accuracy and (b) the 
time and cost of determining the rater reputation. 
0072. In an aspect of Selecting Second ratings, Second 
ratings provided by the first entity are excluded from Selec 
tion. Such exclusion prevents the first entity from providing 
multiple ratings of the rated entity, and intentionally pro 
Viding a Same or Similar value as each of the multiple ratings 
to artificially increase the first entity's rater reputation. 
0073. The selected second ratings may be combined by 
calculating an average of the Second ratings. Optionally, this 
calculated average may be weighted, where each Selected 
Second rating is weighted according to the reputation of the 
entity that provided the Second rating relative to the repu 
tation of the other entities that provided Second ratings. For 
example, a weighted average of Second ratings provided by 
other entities may be determined by applying the following 
equation: 

Equation 5: tee.other Eigtee, 
ik 

0074 where k-j is the number of selected second ratings, 
Eatee other is the weighted average of the k-jSecond ratings, 
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W is the rating provided by a second entity u, and R,"' is 
the rater reputation of Second entity u. Although applying 
Equation 5 represents combining only future rating (from 
j+1 to k), other Second ratings may be combined. For 
example, in Equation 5, above, u may begin at u=-1-C/2 
and end at k=-1+C/2, where 1/C is a change rate factor, 
described in more detail below in relation to Act 12. A 
Situation in which it may be desirable to determine an 
expected rating by combining Selected Second ratings other 
than future ratings is described below in more detail in 
relation to “Seeding a System. 

0075 Weighting each second rating according to the 
reputation of the entity that provided the Second rating 
generates an expected rating that gives more weight to 
ratings by those entities that have higher rater reputations. 
For example, if most of the higher Second ratings were 
provided by entities having a low rater reputation, and most 
of the lower Second ratings were provided by entities having 
a higher rater reputation, then the calculated expected rating 
would be lower than a raw average. This lower expected 
rating represents a bias towards the Second ratings provided 
by the entities having a higher rater reputation. Such weight 
ing of each Selected Second rating represents the principle 
that entities having higher rater reputations give more accu 
rate ratings, and thus the ratings they provide are more 
valuable in determining a rater reputation of an entity (by 
definition) and, therefore, should be given more weight than 
ratings provided by entities having lower rater reputations. 

0.076 The average rating of the selected second ratings 
also may be weighted according to the relative proximity of 
the times at which the Selected Second ratings are provided 
to the time at which the first rating is provided. In other 
words, a rating provided closer in time to the first rating time 
will have a greater weight and thus more of an impact on the 
calculated average than a temporally more distant rating. 
This weighting reflects the principle that an entity's ratee 
reputation may change over time. Thus, for a given time at 
which a first rating is compared to other ratings, temporally 
closer ratings should be given more weight in determining 
the rater reputation of the first entity. Conversely, temporally 
more distant ratings should have lesser weight in determin 
ing the rater reputation of the first entity. 

0.077 If only second ratings occurring after the first point 
in time (i.e., future ratings) are selected, then the earlier the 
Second rating is provided, the greater is the weight attributed 
to the Second rating. Further, time may be divided into a 
number of intervals, where each Second ratings is provided 
during one of the intervals. Each Second rating may be 
weighted according to the temporal proximity to the first 
point in time of the interval in which the Second rating was 
provided. 

0078. Optionally, each selected second rating may be 
placed in a temporal order according to its relative temporal 
proximity to the first point in time, and each Selected Second 
rating may be weighted according to its position in this 
order. If only future ratings are Selected, then the earlier the 
Second rating is provided, the lower (i.e., the closer to the 
beginning) the rating is in the temporal order. Thus, a 
temporally-weighted average may be defined by the follow 
ing equation: 
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ratee,other Equation 6: E. 

0079 where f(u) is a temporal function such as, for 
example: 

1 
Equation 7: f(t) = Tg 

0080 where T is a constant number having a values 1, 
and u may be: the position of rating W in a temporal order; 
a temporal proximity of the rating from the first point in 
time, or a temporal proximity of a time interval in which the 
rating was provided to the first point in time. 

0081 Combining Equations 6 and 7, an expected rating 
may be calculated by applying the following equation: 

k 

X, W, Ri" f(a) 
it= i+1 

k 

y Riter f(u) 
Equation 8: tee.others Eigtee, 

ik 

0082) Other statistical methods may be used to determine 
an expected rating of an entity. 

0083) Returning to the method of FIG. 2, next, in Act 4, 
the first rating of the rated entity, provided by the first entity, 
may be compared to the expected rating, to produce a rating 
predictability. This rating predictability may be a negative 
function of an absolute difference between the first rating 
and the expected rating. AS used herein, a first value is a 
negative function of a Second value if the first value 
decreases as a result of the Second value increasing, and 
increases as a result of the Second value decreasing. Further, 
as used herein, a first value is a positive function of a Second 
value if the first value increases as a result of the Second 
value increasing, and decreases as a result of the Second 
value decreasing. 

0084. For example, comparing the first ratings and the 
Second ratings may include determining the absolute differ 
ence (i.e., magnitude of the difference) between the first 
rating and the Second rating and then applying a Gaussian 
distribution function to the determined absolute difference to 
produce the first rating predictability. If a Gaussian distri 
bution function is being applied, then the absolute difference 
between the first rating and the expected rating may first be 
divided by a ratee reputation deviation of the rated entity. 
The ratee reputation deviation defines a deviation of ratings 
by other entities of the rated entity from an expected rating, 
and is described in more detail below in relation to FIG. 6. 
Thus, a rating predictability for the first rating may be 
determined by applying the following equation: 
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ratee,others W – E. 2 
2, tee 

RD: 
1 

Equation 9: P(X) = 2. eeT2 X = 

0085 where 

RD." 

0086) is the ratee reputation deviation of the rated entity, 
and P(X) is the rating predictability of the first rating W. 
0.087 Dividing the absolute difference by the rates repu 
tation duration has the effect of weighting the absolute 
difference over the ratee reputation deviation. This weight 
ing may be desirable to account for the stability or reliability 
of rater ratings of the rated entity in determining the rates 
reputation of the first entity. For example, if the ratee 
reputation of the rated entity is unstable (i.e., ratings pro 
vided for the rated entity vary considerably), the rater 
reputation of the first entity should be changed less by the 
difference between the expected rating and the first rating. 
Conversely, if the ratee reputation of the rated entity is 
stable, the rater reputation of the first entity should be 
changed more by the difference. 
0088 Alternatively, if the first entity has provided other 
ratings of other entities, and rating predictabilities have been 
generated from these other ratings (e.g., by performing Acts 
2 and 4 on the provided ratings), then, in Act 5, the other 
rating predictabilities may be combined with the rating 
predictability generated in Act 4 to produce the rater repu 
tation of the first entity. Act 5 may be implemented in any 
of Several different ways. In one implementation, Act 5 may 
be implemented by averaging all of the generated rating 
predictabilities associated with each rating provided by the 
first entity. Accordingly, a rater reputation may be deter 
mined by applying the following equation: 

1 
Eduation 11: R' = - P(X), quation i"), (X) 

0089 where 

tee RDE 

0090 is the minimum allowed ratee reputation deviation. 
Other methods may be used to determine a rating predict 
ability of an entity. 

0091) If the first rating is a first-time rating by the first 
entity, then the generated rating predictability may alone 
Serve as the rater reputation of the first entity. 
0092 Alternatively, if the first entity has provided other 
rating of other entities, and rating predictabilities have been 
generated from these other ratings (e.g., by performing Acts 
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2 and 4 on the provided ratings), then, in Act 5, the other 
rating predictabilities may be combined with the rating 
predictability generated in Act 4 to produce the rater repu 
tation of the first entity. Act 5 may be implemented in any 
of Several different ways. In one implementation, Act 5 may 
be implemented by averaging all of the generated rating 
predictabilities associated with each rating provided by the 
first entity. Accordingly, a rater reputation may be deter 
mined by applying the following equation: 

1 
Eduation 11: R' = P(X), quation i"), ( ) 

0093 where n is the number of ratings provided by the 
first entity and R" is the rater reputation. 
0094. If the rater reputation of the first entity is deter 
mined by averaging the first entity's rating predictabilities, 
the average may be a weighted average. For example, each 
rating predictability may be weighted as a positive function 
of the time at which the rating associated with the rating 
predictability is provided. For example, the earlier the 
asSociated rating is provided, and thus the further away in 
time from when the rater reputation is being determined, the 
lower the weighting of the predictability. Optionally, each 
rating predictability may be placed in a temporal order 
according to the time at which its associated rating was 
provided, and each predictability may be weighted accord 
ing its position in this order. Further, time may be divided 
into a number of intervals, and the temporal intervals may be 
placed in a temporal order. A rating predictability then may 
be weighted according to the position of the temporal 
interval in the temporal order. 

0095 Weighting the rating as such represents the prin 
ciple that an entity's rater reputation may change over time, 
and thus more recent ratings should be given more weight 
than older ratings in determining the rater reputation of an 
entity. A rater reputation, determined by applying Such a 
weighted average of predictabilities, may be determined by 
applying the following equation: 

XP,(X) of (j) 
= 

Rrater Equation 12: 

1 
Equation 13: f(i) = vi 

0096 where f(i) is a temporal function such as, for 
example: 

0097 where V is a constant number having a value.<1, 
and j is the position of rating predictability, P, in a temporal 
order, or a time at which the rating associated with the 
predictability was provided, or a position in a temporal order 
of a temporal interval during which the associated rating was 
made. Other weightings and combinations of weightings 
may be applied to an average predictability to determine a 
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rater reputation of an entity Such as, for example, a combi 
nation of entity reputations associated with each predictabil 
ity, described in detail below in relation to Act 10. 

0.098 Determining a rater reputation of a first entity by 
averaging rating predictabilities of the first entity may 
become more cost prohibitive as the number of ratings of 
other entities provided by the first entity increases. 

0099. Accordingly, as an alternative implementation of 
Act 5, the rater reputation may be determined recursively. 
Determining a rater reputation recursively, for example, as 
described below, Saves computational Space and time, par 
ticularly as the number of ratings of other entities provided 
by the first entity grows. 

0100 Such a recursive determination may include: pro 
viding a previously determined rater reputation (i.e., an 
initial rater reputation) of the first entity; determining a rater 
reputation adjustment (which may be a positive or negative 
value) based on the generated rating, and adding the repu 
tation adjustments to the previously determined rater repu 
tation to produce the rater reputation. 

0101 FIG. 3 is a flow chart illustrating an example 
implementation of Act 5. In Act 6, the rating predictability 
may be Subtracted from the initial rater reputation to produce 
a reputation modification. Next, in Act 8, the reputations of 
the entities that provided the Selected Second ratings may be 
combined to produce a combined reputation Such as, for 
example, by calculating an average reputation from these 
reputations. For example, a combined reputation may be 
determined by applying following equation: 

k Rother 
Equation 14: Rcombined = X. it. 

0102 where R is the combined reputation and 
R"" is the rating of an entity that provided one of the 
Selected Second ratings. Act 8 may be performed in Sequence 
or concurrently with Acts 2-6. 

0103) Next, in Act 10, the reputation modification may be 
Scaled by the combined reputation to produce a Scaled 
reputation modification. This Scaling has the effect of 
weighting the reputation modification according to the repu 
tations of the entities corresponding to the Second ratings. If 
the combined reputation is an average reputation of the 
entities that provided the Selected Second ratings and has a 
relatively high value, then the reputation modification is 
Scaled Such that the reputation adjustment is relatively high. 
Conversely, if the average rater reputation of these raters is 
relatively low, then the reputation adjustment resulting from 
the scaled reputation modification is relatively low. The 
Scaled reputation modification may be determined by apply 
ing the following equation: 

Equation 15: Rscaled = Rombined P(X) - R.'"), 
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0104 where 

Rir 

0105 is the initial rater reputation, 

P(x) - Rif 

0106 is the reputation modification, and R is the 
Scaled reputation modification. 
0107 Next, in Act 12, the scaled reputation modification 
maybe divided by a change rate factor to produce a repu 
tation adjustment. This change rate factor controls the rate at 
which the first rating and the resulting rating predictability 
can change the rater reputation of the first entity. For 
example, if the rate change factor has a high value, then the 
rate of change will be slower Such that a relatively higher 
number of ratings will have to be provided by an entity 
before the rater reputation of the entity approaches an Actual 
reputation of the entity. 
0108) Next, in Act 14, the reputation adjustment is added 
to the initial rater reputation to produce a resulting rater 
reputation. The resulting rater reputation may be determined 
by applying the following equation: 

Equation 16: Rite = R if + Rscaled, 

0109) where 1/C is the change rate factor and R." is the 
resulting rater reputation. The change rate factor is named as 
Such because its value impacts the rate at which the rater 
reputation changes value. Optionally, the value of C may be 
set equal to the value of T, the effective number of 
observations, described below in relation to Equations 19 
and 20. 

0110. In an aspect of recursively determining a rater 
reputation of an entity, for example, by applying Equation 
16, an original rater reputation (i.e., an entity's rater repu 
tation before a first rater reputation has been determined for 
the entity), Ro", is initialized to Zero. Consequently, an 
entity's rater reputation has its lowest value before the entity 
provides a first rating of another entity. Such an original rater 
reputation prevents an entity with a low rater reputation 
from creating a new identity as a new entity and beginning 
with a higher rater reputation than the low reputation of the 
entity. 
0111 Recursively determining a rater reputation of a first 
entity, for example, by applying Equation 16, may result in 
an rater reputation that asymptotically approaches an Actual 
rater reputation of the first entity as the number or ratings of 
other entities provided by the first entity increases. An 
Actual rater reputation of the entity may be determined by 
averaging the determined rating predictabilities (and possi 
bly weighting the average) for each rating provided by the 
first entity, for example, by applying Equation 11 or 12, or 
a variation thereof. AS described above, this averaging may 
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become cost prohibitive as the number of ratings provided 
by the first entity increases. Further, this averaging does not 
penalize an entity from Starting over as a new entity by 
initializing to Zero an original rater reputation of the entity. 
Both of these shortcomings of calculating an Actual repu 
tation are avoided by initializing to Zero an original rater 
reputation of an entity and by recursively determining the 
rater reputation of the entity, for example, by applying 
Equation 16 and variations thereof. 
0112 In an aspect of recursively determining a rater 
reputation of an entity, in response to receiving a rating of 
a rated entity, the rater reputations of the entities that 
provided the most recent M ratings may be determined. In 
other words, each of the Selected Second ratings is one of the 
most recent M ratings. 

0113 Further, the determined rater reputation for each 
rating entity may be weighted as a function of how recent the 
rating entity provided its rating in relation to how recent the 
other rating entities provided their ratings. For example, for 
each of rating entities corresponding to one of the last M 
ratings received, the rating entity's rater reputation may be 
determined by application of the following equation: 

in 1 
Equation 17: R(n);"er = R (m).'" -- M. C. R(n),cated 

0114 where M is the number of most recent ratings, m is 
the number of ratings (of the most recent ratings) received 
after the rating received from the rating entity plus 1 (i.e., for 
the rating entity that provided the most recent rating, the 
value of m=1), and R(m) is the Scaled rater reputation 
modification as described above in relation to Equation 16, 
where, for the expected rating (as described in relation to 
Equation 8) from which the Scaled rater reputation modifi 
cation is generated, k-j=m. 

0115 For example, if rater reputations are being deter 
mined for the rating entities that provided the most recent 20 
ratings, then, M=20. For the rating entity that provided the 
earliest rating, m=20 and m/M=1. Further, for the rating 
entity that provided the most recent rating, m=1 and m/M= 
1/20. 

0116. By weighting the adjustment to the rater reputation 
of an entity by m/M, the amount that a rating entity's rater 
reputation is adjusted is proportional to the number of 
ratings received for a rated entity after the rating provided by 
the rating entity. This weighting reflects the principle that if 
there are more ratings received after the rating provided by 
the rating entity, then there is more information to estimate 
the predictability of the rating entity, as described above in 
relation to Equations 9 and 10, from which the rater repu 
tation adjustment is determined. This use of more informa 
tion results in more accurate estimations of the predictability 
of the rating entity, and a more accurate rater reputation 
adjustment. Accordingly, by weighting the rater reputation 
adjustment as described above in relation to Equation 17, the 
rater reputation adjustment is weighted as a function of this 
accuracy. 

0117 Other techniques may be used for weighting a rater 
reputation adjustment as a function of how recent the rating 
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entity provided its rating in relation to how recent the other 
rating entities provided their ratings. 

0118. As described above, in an aspect of determining a 
rater reputation of an entity, each time a new entity enters a 
population or community of entities that use a rating System 
incorporating rater reputation, the new entity may have an 
original rater reputation initialized to Zero. Initializing an 
original rater reputation to Zero may be desirable if an entity 
is capable of having multiple identities. In a System where 
an entity is restricted to a lifetime persistent identity, for 
example, a Social Security number, then the original rater 
reputation may not be initialized to Zero, but may be 
initialized to another value. For example, the original rater 
reputation may be initialized to an average rater reputation 
value. 

0119). In some situations, an entire population of entities 
that have been using a rating System to rate each other, and 
thus have pre-collected ratings, may want to determine a 
rater reputation of one or more, possibly all, entities of the 
population using these pre-collected ratings. Such determi 
nation of rater reputations for a population of entities using 
pre-collected ratings may be referred to herein as “seeding 
a reputation System. If Seeding a reputation System, one or 
more first entities of the population may not have provided 
a Sufficient number of ratings of other entities Such that a 
recursively generated rater reputation of these first entities 
approximates an Actual rater reputation of these first enti 
ties, respectively. Consequently, the resulting rater reputa 
tion of one or more first entities that have provided relatively 
few ratings is lower than the resulting reputation of one or 
more first entities that have provided relatively many rat 
ings, irrespective of the Actual ratings provided by the first 
entities. 

0120 Accordingly, in an aspect of Seeding a reputation 
System by recursively determining a rater reputation of a 
first new entity, pre-collected ratings may be used to deter 
mine the rater reputation as follows. In a first pass of 
determining the rater reputation, for example, by applying 
Equation 16 or variations thereof, the pre-collected ratings 
are used and the original rater reputation of the first new 
entity may be initialized to Zero. A Second pass of deter 
mining the rater reputation may use the same pre-collected 
ratings and initialize the original rater reputation of the first 
new user to the rater reputation resulting from the first pass. 
This initialization to a resulting reputation may be repeated 
in other passes until the resulting reputation adequately 
approximates the Actual rater reputation of the first new 
entity. 

0121 Further, to seed a reputation system by recursively 
determining a rater reputation of a first entity, the expected 
rating for each first rating provided by the first entity may be 
determined by applying the following equation: 

Equation 18: E" = h R; al ee 

0.122 where R is the ratee reputation of the rated entity 
at i-1, D is the range of allowed reputation values, 1/C is the 
change rate factor and E," is the determined expect rating. 
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0123 FIG. 4 is a data flow diagram illustrating an 
example embodiment of a System 19 for generating a rater 
reputation 38. The rater reputation generator 20 may receive 
a request 21 from a user indicating a request for a first 
entity's reputation. In response to the user request 21, the 
rater reputation generator 20 may receive as input a first rater 
rating 26 and Selected Second ratings 28, and generate the 
resulting rater reputation 38 as output, for example, by 
performing Acts 2-5 of FIG. 2. In one implementation, the 
rater reputation generator 20 may also receive as input other 
rating predictabilities 49 to generate a resulting rater repu 
tation 38 by averaging rating predictabilities, as described 
above in relation to FIG. 2. 

0.124. In another implementation, the rater reputation 
generator 20 may also receive as input an initial rater 
reputation 22, other rater reputations 24, a ratee reputation 
deviation 30, a range 32, and a change rate factor 34, and use 
these inputs in addition to inputs 26 and 28 to generate a 
resulting rater reputation 38 Such as, for example, by apply 
ing Acts 6-14 of FIG. 3. 
0.125. In yet another implementation, the rater reputation 
generator further may receive a value 31 indicating a num 
ber of most recent ratings and a value 33 indicating the 
number of ratings provided for the rated entity after the first 
rater rating 26 was provided. Values 31 and 33 correspond 
to values M and m, respectively described above in relation 
to Equation 17. 

0126 FIG. 5 is a data flow diagram illustrating a more 
detailed example embodiment of the system 19 for gener 
ating a resulting rater reputation 38. The rater reputation 
generator 20 may include an expected rating generator 40, a 
predictability generator 44, a reputation modification gen 
erator 48, a combined predictability generator 47, a com 
bined reputation generator 52, a reputation adjustment gen 
erator 56 and an adder 60. 

0127. In response to the rater reputation generator 20 
receiving the user request 21, the expected rating generator 
40 may receive as input the Selected Second ratings 28 and 
generate as output an expected rating 42. The expected 
rating generator 40 also may receive as input other rater 
reputations 24, and use this input 24 in addition to input 28, 
to generate the expected rating 42. The other rater reputa 
tions 24 may be the reputations of the entities that provided 
the Selected Second ratings 28. Expected rating generator 40 
may generate expected ratings 42 in accordance with the 
various techniques described above in relation to Act 2 of 
FIG. 2. 

0128. The predictability generator 44 may receive as 
input the expected ratings 42 and the first rater rating 26 and 
produce a rating predictability 46 as output. The predict 
ability generator 44 also may receive the ratee reputation 
deviation 30 and the range 32, and use both of these inputs 
to help produce the rating predictability 46. The predictabil 
ity generator 44 may generate the rating predictability 46 in 
accordance with the various techniques discussed above in 
relation to Act 4 of FIG. 2. 

0129. The rater reputation of a first entity may be deter 
mined according to Equations 11 or 12 by including in the 
rater reputation generator the combined predictability gen 
erator 47 that receives as input rating predictability 46 and 
other rating predictabilities 49 (which may have been gen 
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erated by predictability generator 44) and generates as 
output a resulting rater reputation 38. 

0.130. The reputation modification generator 48 may 
receive a rating predictability 46 and an initial rater repu 
tation 22, and generate a reputation modification 50. The 
reputation modification generator 48 may generate the repu 
tation modification 50 by subtracting the rating predictabil 
ity from the initial rater reputation as described above in 
relation to Act 6 of FIG. 3. 

0131 The combined reputation generator 52 may receive 
other rater reputations 24 and generate a combined reputa 
tion value 54. The combined reputation generator 52 may 
calculate the average of the other rater reputations to deter 
mine the combined reputation 54. A reputation adjustment 
generator 56 may receive the combined reputation 54 and 
the reputation modification 50 and generate a reputation 
adjustment 58. The reputation adjustment generator 56 may 
also receive the change rate factor 34. The reputation 
adjustment generator 56 may generate the reputation adjust 
ment 58 in accordance with the techniques described above 
in relation to Acts 10 and 12 of FIG. 3. As described above, 
the combined reputation 54 may Scale the reputation modi 
fication 50 in accordance with the combined reputation 54 of 
the other raters. 

0.132. In an embodiment, the reputation adjustment gen 
erator further receives values 31 and 33 corresponding to 
values M and m, respectively, and generates the rater repu 
tation adjustment 58 as described above in relation to 
Equation 17. 

0133. The adder 60 may add the initial rater reputation 22 
to the reputation adjustment 58 to produce the resulting rater 
reputation 38. 

0134) The rater reputation generator 20 and any compo 
nents thereof, including expected rating generator 40, pre 
dictability generator 44, combined reputation generator 52, 
combined predictability generator 47, reputation modifica 
tion generator 48, reputation adjustment generator 56 and 
adder 60, may be implemented as Software, hardware, 
firmware or any combination thereof. The rater reputation 
generator 20 and any components thereof may reside on a 
Single machine (e.g., a computer), or may be modular and 
reside on multiple interconnected (e.g., by a network) 
machines. Further, on each of the one or machines that 
include the rater reputation generator 20 or a component 
thereof, the generator 20 or component may reside in one or 
more locations on the machine. For example, different 
portions of the rater reputation generator 20 or different 
portions of a component may reside in different areas of 
memory (e.g., RAM, ROM, disk, etc.) on a computer. 
0.135 The range 32 and the change rate factor 34 may be 
constants for the System 19 and may be Stored in a reputation 
database or other data Structure, as described in more detail 
below in relation to FIG. 18. The first rater rating 26, the 
other reputations 24, the Selected Second ratings 28, the ratee 
reputation deviation 30, the initial rater reputation 22, and 
values 31 and 33 also may be stored in the reputation 
database or other Structure. In response to receiving the user 
request 21, the rater reputation generator 20 may access the 
reputation database or Similar data Structure and retrieve 
values 26, 32, 24, 28, 26, 30, 31, 32, 33 and 34 to generate 
the resulting rater reputation 38 as described above. The 
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resulting rater reputation 38 then may be stored in the 
reputation database or other data structure for later access. 
0.136 System 19, and the components thereof, are merely 
example embodiments of a System for generating a rater 
reputation. Such example embodiments are not meant to 
limit the Scope of the invention and are provided merely for 
illustrative purposes, as any of a variety of other Systems and 
components for determining a rater reputation, determining 
a may fall within the Scope of the invention. 
0137) 
0138 FIG. 6 is a data flow diagram illustrating an 
example embodiment of a system 69 for recursively gener 
ating the ratee reputation deviation 30 of a rated entity. 
Similarly to as described above in relation to recursively 
determining a rater reputation, determining a ratee reputa 
tion deviation recursively Saves computational Space and 
time, particularly as the number of provided ratings for the 
rated entity grows. 

II. Determining a Ratee Reputation Deviation 

0.139. The ratee reputation deviation generator 72 may 
receive as input a ratee reputation 70, a rater reputation 74, 
an initial ratee reputation deviation 75, a most recent rating 
76 and a forgetting factor 77. The ratee reputation deviation 
generator 72 may also receive the range 32. 
0140. The ratee reputation 70 is the ratee reputation 
determined from the most recent rating 76 of the rated entity, 
for example, by applying Equation 1 as disclosed in the 
Zacharia thesis, or by applying a variation of Equation 1, 
where the rater reputation is determined in accordance with 
Equation 15 or a variation thereof, as described above in 
relation to FIG. 2. The initial ratee reputation deviation 75 
is the ratee reputation deviation of the rated entity before the 
most recent rating 76 was provided. The rater reputation 74 
is the rater reputation of an entity that provided the most 
recent rating 76. The ratee reputation generator 72 may 
generate from these inputs the ratee reputation deviation 30 
that represents a reliability of the rated entity's ratee repu 
tation. 

0.141. Optionally, the ratee reputation deviation generator 
72 also may receive a minimum allowed rater reputation 
deviation and compare it to the determined rater reputation 
deviation 30. If the minimum deviation is greater than 
deviation 30, then the rater reputation deviation 30 may be 
Set equal to the minimum allowed rater reputation. 
0142. Accordingly, the ratee reputation deviation genera 
tor 72 may generate the ratee reputation deviation 30 by 
applying the following equation: 

Equation 19: (RDatee)? max(IRDE, 

F. (RDare)? (Riter(W-E"P) / T.), 

0143 where 

tee RDE 

0144) is a minimum allowed ratee reputation deviation, F 
is the forgetting factor 172, 
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tee RD,' 

0145) is the initial ratee reputation 75, R." is the rater 
reputation 74, W is the most recent rating 76, T is an 
effective number of reputation determinations, E," "P" is 
the expected rating, and RD," is the resulting ratee repu 
tation deviation 30. The expected rating may be calculated 
by applying Equation 2 as described in the Zacharia thesis. 
The forgetting factor is a constant having a value <1 Such that 
older ratings have leSS weight in determining the resulting 
ratee reputation deviation than more recent ratings. To may 
be derived from F by applying the following equation: 

. 1 
Equation 20: T, = X. F = 1 F. 

i=0 

0146) Optionally, the effective number of determined 
reputations may be used to determine the change rate factor 
described above by setting C=T. 
0.147. Other statistical methods may be used to determine 
a reliability of a ratee reputation. For example, a forgetting 
factor may not be applied, or an average deviation may be 
determined for all determined ratee reputations of the rated 
entity, or Such an average deviation may be calculated with 
each ratee reputation weighted according to how recent the 
ratee reputation was determined. 
0.148. In an aspect of recursively determining a ratee 
reputation deviation of a rated entity, for example, by 
applying Equation 19, an original ratee reputation deviation, 
RD.", is initialized to a maximum allowed value for a 
ratee reputation deviation. Such a maximum value may be 
predetermined. Consequently, a rated entity's ratee reputa 
tion deviation has its highest value before the rated entity is 
rated by other entities. ASSigning a maximum value to an 
original ratee reputation deviation prevents an entity with a 
high ratee reputation deviation from creating a new identity 
as a new entity and beginning with a more desirable lower 
ratee reputation deviation. 

0149 Equation 19 may be considered a recursive esti 
mation algorithm of Recursive Least Squares (RLS) with a 
forgetting factor of F. Equation 19 estimates recursively an 
average Square deviation of an actual rating from an 
expected (i.e., estimated) rating described in more detail 
below in relation to FIGS. 8 and 9. For more information 
regarding Recursive Least Squares, please refer to Chapter 
9 of “Lecture Notes and Non-Linear and Non-Stationary 
Time Series Analysis,” by H. Madsen and J. Holst, Institute 
of Mathematical Modeling (IMM), Technical University of 
Denmark, Lyngby, Denmark, 1998 (hereinafter the Madsen 
text), the contents of which is herein incorporated by refer 
ence in its entirety. 

0150. Other statistical methods may be used to determine 
a reliability of a ratee reputation. For example, a forgetting 
factor may not be applied, or an average deviation may be 
determined for all determined ratee reputations of the rated 
entity, or Such an average deviation may be calculated with 
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each ratee reputation weighted according to how recent the 
ratee reputation was determined. 

0151. The ratee reputation deviation generator 72 may be 
implemented as Software, hardware, firmware or any com 
bination thereof. The ratee reputation deviation generator 72 
may reside on a single machine (e.g., a computer), or may 
be modular and reside on multiple interconnected (e.g., by 
a network) machines. Further, on each of the one or more 
machines that include the ratee reputation deviation genera 
tor 72 or modules thereof, the generator 72 or modules may 
reside in one or more locations on the machine. For example, 
different portions of the ratee reputation deviation generator 
72 or modules may reside in different areas of memory (e.g., 
RAM, ROM, disk, etc.) on a computer. 
0152 The range 32 and the forgetting factor 77 may be 
constants Stored in a reputation database or Similar data 
structure as described in more detail in relation to FIG. 18. 
The ratee reputation 70, the rater reputation 74, and the 
initial ratee reputation deviation 75 also may be stored in the 
reputation database or Similar structure. The ratee reputation 
deviation generator 72, in response to receiving the most 
recent rating 76, may access the reputation database or 
Similar Structure to generate the ratee reputation deviation 30 
as described above. The ratee reputation deviation 30 then 
may be stored in the reputation database or Similar structure 
for later access. 

0153 System 69 is merely an example embodiment of a 
System for generating a ratee reputation deviation. Such an 
example embodiment is not meant to limit the Scope of the 
invention and is provided merely for illustrative purposes, as 
any of a variety of other Systems for determining a ratee 
reputation deviation may fall within the Scope of the inven 
tion. 

0154) 
O155 In addition to having an estimate of the reliability 
of the ratee reputation, for example, the ratee reputation 
deviation 30, it may be desirable to have an estimate of the 
reliability of the rater reputation of an entity that is providing 
a rating. Such a reliability may be estimated by calculating 
of a rater reputation deviation. Similarly to as described 
above in relation to ratee reputation deviation, computa 
tional Space and time may be Saved by calculating a rater 
reputation deviation recursively, particularly as the number 
of ratings of other entities provided by the first entity 
increases. 

III. Determining a Rater Reputation Deviation 

0156 Accordingly, a rater reputation deviation may be 
determined recursively by applying the following equation: 

Equation 21: (RD;") = max(|RDE, LF. (RD''') + RJ/ To), 

O157 where 

iter RDE 
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0158 is a minimum allowed rater reputation deviation, 

iter RD: 

0159) is an initial rater reputation deviation, RD." is the 
resulting rater reputation deviation, and the other Symbols 
are as described above. 

01.60 Equation 21, and variations thereof, estimate recur 
Sively an average Square deviation of a rater reputation of an 
entity from an expected (i.e., estimated) rater reputation. For 
each recursive estimate, the initial rater reputation deviation, 

01.61 may be weighted by the forgetting factor, F, and the 
average Square deviation may be divided by the effective 
number of determined reputations, To. Such recursive esti 
mation is described in more detail in chapter 9 of the Madsen 
teXt. 

0162. Other statistical methods may be used to determine 
a reliability of a rater reputation. For example, a forgetting 
factor may not be applied, or an average deviation may be 
determined for all determined rater reputations of the rating 
entity, or Such an average deviation may be calculated with 
each rater reputation weighted according to how recent the 
rater reputation was determined. 

0163. In an aspect of recursively determining a ratee 
reputation deviation of a first entity, for example, by appli 
cation of Equation 21, an original rater reputation deviation, 
RDate, is initialized to a maximum value. This maximum 
value may be predetermined. Consequently, a first entity's 
rater reputation deviation has its highest value before the 
first entity provides a first rating of another entity. ASSigning 
a maximum value for the rater reputation deviation prevents 
a first entity with a high rater reputation deviation from 
creating a new identity as a new entity and beginning with 
a lower rater reputation deviation. 

0.164 FIG. 7 is a data flow diagram illustrating an 
example embodiment of a System 79 for generating a rater 
reputation deviation. A rater reputation deviation generator 
82 may receive as input an initial rater reputation 22, a rating 
predictability 46, an initial rater reputation deviation 80 and 
a forgetting factor 77. Rater reputation deviation generator 
82 also may receive other rater reputations 24. 

0.165. The rater reputation deviation generator 82 may 
generate the rater reputation deviation 84 from inputS 22, 24, 
46 and 80. Alternatively, in place of inputs 22, 24 and 46, 
deviation generator 82 may receive the Scaled reputation 
modification as input and generate the rater reputation 
deviation 84 in accordance with Equation 21 or variations 
thereof. 

0166 Optionally, the rater reputation deviation generator 
82 may receive a minimum allowed rater reputation devia 
tion, 
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RDrter min 

0167 and compare it to the determined rater reputation 
deviation 84. If the minimum deviation is greater than 
deviation 84, then the rater reputation deviation 84 may be 
Set equal to the minimum allowed rater reputation. 

0168 The rater reputation deviation generator 82 may be 
implemented as Software, hardware, firmware or any com 
bination thereof. The rater reputation deviation generator 82 
may reside on a single machine (e.g., a computer), or may 
be modular and reside on multiple interconnected (e.g., by 
a network) machines. Further, on each of the one or more 
machines that include the rater reputation deviation genera 
tor 82 or modules thereof, the generator 82 or modules 
thereof, the generator 82 or modules may reside in one or 
more locations on the machine. For example, different 
portions of the rater reputation deviation generator 82 may 
reside in different areas of memory (e.g., RAM, ROM, disk, 
etc.) on a computer. 

0169. The forgetting factor 77 may be stored as a constant 
in a reputation database or Similar data structure as described 
below in relation to FIG. 18. The initial rater reputation 22, 
the rating predictability 46, the other rater reputations 24 and 
the initial rater reputation deviation 80 also may be stored in 
the reputation database or Similar data structure. In response 
to receiving the rating predictability 46, the rater reputation 
deviation generator 82 may access the reputation database or 
similar data structure to access and retrieve values 22, 24, 80 
and 77, and generate rater reputation deviation 84. The rater 
reputation deviation 84 then may be stored in the reputation 
database or similar structure for later access. 

0170 System 79 is merely an example embodiment of a 
System for generating a rater reputation deviation. Such an 
example embodiment is not meant to limit the Scope of the 
invention and is provided merely for illustrative purposes, as 
any of a variety of other Systems and components for 
determining a rater reputation deviation may fall within the 
Scope of the invention. 

0171 IV. Determining a Ratee Reputation Using a Rater 
Reputation 

0172 If a rater reputation is determined for a first entity, 
and the first entity provides a first rating of a rated entity, the 
rater reputation and the first rating may be used to determine, 
at least in part, a ratee reputation of the rated entity. 

0173 Accordingly, provided herein is a method and 
System for determining a ratee reputation of a rated entity 
based at least in part on one or more ratings of the rated 
entity provided by one or more entities and the rater repu 
tations of these one or more entities. 

0.174. In one embodiment of determining a ratee reputa 
tion, the ratee reputation of a rated entity is determined by 
averaging all of the ratings provided by other entities for the 
rated entity, and by weighting each rating with the rater 
reputation of the entity that provided the rating, to produce 
a weighted average. Accordingly, a ratee reputation may be 
determined by applying the following equation: 
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Ratee Equation 22: 

(0175 where W is a rating supplied, R, is the rater 
reputation of the entity who provided the rating W. 
0176). In generating Such a weighted average, each rating 
may be further weighted with a positive function of the time 
at which the rating was provided. For example, the earlier 
the rating is provided, and thus the further away in time from 
when the ratee reputation is being determined, the lower the 
weighting of the rating. Optionally, each rating may be 
placed in a temporal order according to the time at which the 
rating was provided, and each rating may be weighted 
according its position in this order. Further, time may be 
divided into a number of intervals, and the temporal inter 
vals may be placed in a temporal order. A rating then may 
be weighted according to the position of the temporal 
interval in the temporal order. 

0177 Similar to as described above in relation to deter 
mining a rater reputation, temporally weighting each rating 
represents the principle that an entity's ratee reputation may 
change over time. Thus, more recent ratings should be given 
more weight than older ratings in determining the ratee 
reputation of an entity. Accordingly, a ratee reputation may 
be determined by applying the following equation: 

(W, o Riter of (i)) 
Ratee Equation 23: 

Rigter f(i) 

0178 where f(i) is a temporal function such as, for 
example, Equation 12, above. Other weightings and com 
binations of weightings may be applied to a rating to 
determine a ratee reputation of an entity. 
0179 Determining a ratee reputation of an entity by 
averaging ratings may become more cost prohibitive as the 
number of ratings provided by other entities for the first 
entity increases. 

0180 Accordingly, in another embodiment of determin 
ing the ratee reputation of an entity, the ratee reputation may 
be determined recursively. Similarly to as described above in 
relation to determining a rater reputation, determining the 
ratee reputation recursively Saves computational Space and 
time, particularly as the number of ratings provided for the 
rated entity increases. 

0181. A recursive determination may include: providing 
a previously determined ratee reputation (i.e., an initial ratee 
reputation) of the entity; determining a ratee reputation 
adjustment (which may be a positive or negative value) 
based on a received rating, and adding the reputation adjust 
ments to the previously determined rater reputation. 
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0182 FIG. 8 is a flow chart illustrating an example 
implementation of a method of recursively determining a 
ratee reputation of an entity. In Act 90, an expected rating 
may be determined from the range and the ratee's initial 
reputation. An expected rating may be determined by apply 
ing Equation 4 or a variation thereof. 
0183) Next, in Act 92, the expected rating may be sub 
tracted from the first rating to produce a ratee reputation 
modification. The ratee reputation modification may be 
produced as described in relation to Equation 23 below. 
0184 Next, in Act 94, the ratee reputation modification 
may be Scaled by a rater reputation of the rating entity to 
produce a Scaled ratee reputation modification. This rater 
reputation may be the resulting rater reputation generated 
according to one of the methods described in relation to 
FIGS. 2 and 3, or a variation thereof. 
0185. Combining Acts 92 and 94, the scaled ratee repu 
tation modification may be produced by applying the fol 
lowing equation: 

Riscaled-Rater. (W-E), Equation 24 
0186 where R." is the rater reputation, W, is the first 
rating, E is the expected rating, and W-E is the ratee 
reputation modification. 
0187 Next, in Act 96, the scaled ratee reputation modi 
fication may be damped by a damping factor to produce a 
damped ratee reputation modification. The damped ratee 
reputation modification may be produced by applying the 
following equation: 

Equation 25: R" = damp(R) o Rice, 

0188 where 

tee R; 

0189 is the initial ratee reputation, and damp 

damp(R) 

0.190) is the damping factor. Optionally, the damping 
factor may be determined (in Series or concurrently with 
Acts 90-94) by applying Equation 2, where the acceleration 
factor, a, may be predetermined to control the rate at which 
the ratee reputation can change. 
0191 In a next Act 98, the damped ratee reputation 
modification may be divided by a change rate factor to 
produce a ratee reputation adjustment. The change rate 
factor affects the rate at which the ratee reputation may 
change. 

0.192 Next, in Act 100, the ratee reputation may be added 
to the initial ratee reputation to produce a resulting ratee 
reputation. In accordance with Acts 98 and 100, the resulting 
ratee reputation may be determined by applying the follow 
ing equation: 
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1 Equation 26: R* = R, 1 + ramped, 

0193 where C is the change rate factor and R." is the 
resulting ratee reputation. 

0194 In an aspect of recursively determining a ratee 
reputation of an entity using one or more rater reputations, 
for example, by applying Equation 26, an original ratee 
reputation, Ro"", for the entity has its lowest value before 
any ratings are provided for the entity. ASSigning a lowest 
value to an original ratee reputation prevents an entity with 
a low ratee reputation from creating a new identity as a new 
entity and beginning with a higher ratee reputation. 

0.195 Other methods of determining a ratee reputation 
may be used. 

0196. A ratee reputation of a first entity may be used for 
a variety of purposes, including determining whether to 
transact with the first entity, determining a price to pay for 
a good or Service of the first entity and determining a price 
to pay for insuring a quality of a good or Service of the first 
entity. 

0.197 FIG. 9 is a data flow diagram illustrating an 
example embodiment of a system 109 for generating a 
resulting ratee reputation 140. A ratee reputation generator 
110 may receive an acceleration factor 112, a range 32, an 
initial ratee reputation 114, a first rating 116, a rater repu 
tation 118 and a change rate factor 120, and generate a 
resulting ratee reputation 140 as output. 

0198 The ratee reputation generator 110 may include a 
damping factor generator 130, an expected rating generator 
122, a ratee reputation modification generator 126, a ratee 
reputation adjustment generator 134 and an adder 138. 

0199 The expected rating generator 122 may receive as 
input the range 32 and the initial ratee reputation 114, and 
generate an expected rating 124, for example, by applying 
Equation 3. The ratee reputation modification generator 126 
may receive the first rating 116 and the expected rating 124, 
and generate the ratee reputation modification 128, for 
example, as described above in relation to Equation 23. 

0200. The damping factor generator 130 may receive the 
acceleration factor 112, the initial ratee reputation 114 and 
the range 32, and generate the damping factor 132, for 
example, by applying Equation 3 above. 

0201 The ratee reputation adjustment generator 134 may 
receive the ratee reputation modification 128, the damping 
factor 132, the rater reputation 118 and the change rate factor 
120 and generate the ratee reputation adjustment 136, for 
example, by applying Equation 25 above. 

0202) The adder 138 may receive the initial ratee repu 
tation 114 and the ratee reputation adjustment 136 and 
generate the resulting ratee reputation 140, for example, by 
applying Equation 26 above. 

0203 Although not shown in FIG. 9, the system 109 also 
may include a transaction module Such as transaction mod 
ule 528 described below in relation to FIG. 11. The trans 
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action module may receive the resulting ratee reputation 
140, determine whether to transact with the rated entity 
based on the resulting ratee reputation, and then output a 
value, for example, a boolean value, which indicates 
whether or not to transact with the rated entity. 
0204. The ratee reputation generator 110, and any com 
bination of its components 110, 122, 126 and 134 may be 
implemented using Software, firmware or hardware, or any 
combination thereof. The ratee reputation generator 110 and 
any components thereof may reside on a single machine 
(e.g., a computer), or may be modular and reside on multiple 
interconnected (e.g., by a network) machines. Further, on 
each of the one or machines that include the ratee reputation 
generator 110 or a component thereof, the generator 110 or 
component may reside in one or more locations on the 
machine. For example, different portions of the ratee repu 
tation generator 110 or different portions of a component 
may reside in different areas of memory (e.g., RAM, ROM, 
disk, etc.) on a computer. 
0205 The acceleration factor 112, the range 32 and the 
change rate factor 120 may be Stored as constants in a 
reputation database or Similar data Structure as described 
below in relation to FIG. 18. The initial ratee reputation 114 
and the rater reputation 118 may also be stored in the 
reputation database or Similar data Structure. In response to 
receiving the first rating 116, the ratee reputation generator 
may access the reputation database and retrieve values 112, 
32, 114, 116, 118 and 120 to generate the resulting ratee 
reputation 140 as described above. The resulting ratee 
reputation 140 then may be stored in the reputation database 
or Similar structure for later access. 

0206 System 109, and components thereof, are merely 
example embodiments of a System for generating a ratee 
reputation. Such example embodiments are not meant to 
limit the Scope of the invention and are provided merely for 
illustrative purposes, as any of a variety of other Systems and 
components for determining a ratee reputation may fall 
within the scope of the invention. 
0207 V. Determining a Reputation of an Entity From a 
Perspective of Another Entity 
0208 FIG. 10 is a flowchart illustrating an example 
embodiment of a method for determining a personalized 
ratee reputation. In a first Act 402, a breadth-first search is 
performed beginning at the Second entity to determine, from 
one or more rating paths, one or more first rating paths that 
have a first length. In a next Act 404, for each determined 
first rating path, a third entity that has a level equal to or leSS 
than the first length is identified. 
0209. In a next Act 406, for each identified third party, a 

first rating of the first identity provided by the third entity is 
determined. For each identified third entity, it may be 
determined that the third entity has provided more than one 
rating of the first entity. For each third entity for which it has 
been determined that more than rating has been provided, a 
most recent rating may be Selected from the one or more 
ratings to Serve as the first rating of the first entity provided 
by the third entity. 
0210. In a following Act 408, the first ratings are com 
bined. The first ratings may be combined in any of a variety 
of ways. In one embodiment, an average of the first ratings 
is calculated. Calculating this first average may include, for 
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each first rating, weighting the first rating as a function of a 
personalized ratee reputation of the corresponding third 
entity from the prospective of the Second entity. This weight 
ing may be relative to personalized ratee reputations of the 
other third entities from the perspective of the Second entity. 
0211 The personalized ratee reputation of the third entity 
may be determined in any of a variety of ways. In one 
embodiment, one or more fourth entities that are on the first 
rating paths, that have provided a Second rating of the third 
entity and that have a level equal to one less than the level 
of the third entity are determined. The Second ratings 
provided by these one or more fourth entities are then 
combined to produce the personalized ratee reputation of the 
third entity from the perspective of the second entity. Com 
bining the Second ratings may include calculating an average 
of the Second ratings. Optionally, Equation 4 or a variation 
thereof may be applied to combine the ratings. 

XER,(n-1) 
Equation 27: R (n) = 

0212. In a next Act 410, the personalized ratee reputation 
is produced by weighting the combined first rating as a 
function of the first length. Act 410 may be performed by 
application of the following Equation: 
0213 where R(n) is the personalized ratee reputation of 
an entity k from a perspective of a Second entity a distance 
in from the entity k, W(n) is a rating provided by an entity 
j for the entity k, where the entity j is a distance n-1 from 
the second entity, R(n-1) is the personalized ratee reputa 
tion of the entity j from the perspective of the Second entity, 
D is a range of allowable personalized ratee reputation 
valves, and f(n) is a function of the distances n between the 
Second entity and the entity K (i.e., a function of the length 
of the rating paths between the Second entity and entity K), 
Such as, for example: 

1 
Equation 28: f(n) = T. 

0214 where T is a constant number having a valued 1. 
0215. This personalized ratee reputation may then be 
used to determine whether to transact with the first entity. 
0216 Weighting the personalized ratee reputation as a 
function of the distance between the first and Second entity, 
where the shorter distance the greater the value of the 
weighting represents the principle that the leSS attenuated the 
rating path between a first and Second entity, the more likely 
the Second entity is to trust the determined personalized 
ratee reputation. 
0217. A personalized ratee reputation of a first entity may 
be used for a variety of purposes, including determining 
whether to transact with the first entity, determining a price 
to pay for a good or Service of the first entity and determin 
ing a price to pay for insuring a quality of a good or Service 
of the first entity. 
0218 FIG. 11 is a data flow diagram illustrating an 
example embodiment of a system 500 for determining a 
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personalized ratee reputation of a first entity from the 
perspective of a second entity. The system 500 may include 
a personalized ratee reputation generator 506 and a trans 
action module 528. 

0219. The personalized ratee reputation generator 506 
may include a path-searching module 508, a first look-up 
module 514, a processing module 512, a Second look-up 
module 520 and a ratings combiner 524. 
0220. The path-searching module 508 may receive an 
indication of the first entity 502, an indication of the second 
entity 504 and other ratings 517, and generate a signal 
indicating first rating paths 510. The path-Searching module 
may determine the first rating paths 510 as described above 
in relation to Act 402 of FIG. 10. The path-searching 
module 508 may determine the first rating path 510 by 
Searching or looking-up rating values in a ratings database or 
reputation database as described in more detail below in 
connection to FIG. 18. 

0221) The first look-up module 514 may receive the 
indication of the first rating paths 510 and generate third 
entities 518, for example, as described above in connection 
to Act 404. The first look-up module 514 may determine the 
third entities 518 by looking up the third entities in a ratings 
or reputation database as described in more detail in relation 
to FIG. 18. 

0222. The second look-up module 520 may receive the 
indication of the third entity 518 as input and generate as 
output the first ratings 522, for example, as described above 
in relation to Act 406. The second look-up module 520 may 
determine the first ratingS 522 by looking up the first ratings 
in a ratings or reputation database, using the third entity 518 
as a look-up criteria, as described in more detail below in 
relation to FIG. 14. 

0223) The processing module 512 receives the indication 
of the first rating paths 510 and the indication of the third 
entities 518 and generates second ratings 516. The process 
ing module 512 may generate the Second ratingS 516 as 
described above in relation to Act 410. The processing 
module 512 may determine the second ratings 516 by 
looking up values in the ratings or reputation database 
described below in relation to FIG. 14, using the first rating 
paths 510 and the third entities 518 as search criteria. 
0224. The ratings combiner 524 receives the first ratings 
522 and the Second ratingS 516 and generates the personal 
ized ratee reputation 526. The ratings combiner 524 may 
also receive other ratingS 517, which may have been gen 
erated in a similar manner to the first ratingS 522 and the 
Second ratingS 516, for example, by applying Equation 27. 
The ratings combiner 524 may generate the personalized 
ratee reputation 526 as described above in relation to Act 
410, and then may store the personalized ratee reputation in 
the reputation database or similar structure for later access. 
0225. The transaction module 528 may receive the per 
Sonalized ratee reputation 526, determine whether to trans 
act with the first entity based on the personalized ratee 
reputation, and then output a value, for example, a Boolean 
value 530, which indicates whether or not to transact with 
the first entity. The boolean rating 530 then may be stored in 
the reputation database or similar structure for later access. 
0226. The transaction module 528, the personalized repu 
tation generator 506 and any component thereof, including 
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the path searching module 508, the first lookup module 514, 
the second lookup module 520, the processing module 512 
and the ratings combiner 524, may be implemented as 
Software, hardware, firmware or any combination thereof. 
The module 528, generator 506 and components thereof 
may reside on a single machine (e.g., a computer), or may 
be modular and reside on multiple interconnected (e.g., by 
a network) machines. Further, on each of the one or more 
machines that include the transaction module 528, perSon 
alized reputation generator 506 or a component thereof, the 
generator 506, transaction module 528 or component may 
reside in one or more locations on the machine. For example, 
different portions of the personalized reputation generator 
506, different portions of a component, and different por 
tions of the transaction module 528 may reside in different 
areas of memory (e.g., RAM, ROM, disk, etc.) on a com 
puter. 
0227 System 500, and components thereof, are merely 
example embodiments of a System for generating a perSon 
alized reputation generator and transacting based on the 
personalized reputation generator 506. Such example 
embodiments are not meant to limit the Scope of the inven 
tion and are provided merely for illustrative purposes, as any 
of a variety of other Systems and components for generating 
a personalized ratee reputation and transacting based thereon 
may fall within the scope of the invention. 
0228 VI. Determining a Temporal Estimate of the Impact 
of One or More Attributes on an Overall Attribute or Result 

0229. The methods and systems described above for 
determining a rater reputation, a rater reputation deviation, 
a ratee reputation, a ratee reputation deviation and a per 
Sonalized ratee reputation are all described in the context of 
a single rating being provided for each exchange between a 
rating entity and a rated entity. 
0230. Alternatively, in an aspect of rating an exchange, 
multiple ratings may be provided. For example, in an 
eXchange involving the Sale of a good, the rating entity may 
provide a rating for the quality of the good, a rating for the 
Service quality, a rating for the promptness of delivery and 
an overall rating for the exchange. If Such multiple ratings 
are received for a single exchange, the Systems and methods 
described above for determining reputations and deviations 
may be applied to each rating independently. For example, 
the rater reputation and rater reputation deviation of a rating 
entity as a rater of the quality of the good may be determined 
or the ratee reputation and ratee reputation deviation of a 
rated entity for the promptness of its delivery of goods may 
be determined. 

0231. Further, if multiple ratings are received for a single 
eXchange, and an overall rating is provided or a result based 
on the transaction occurs, it may be desirable to determine 
the impact of the one or more ratings on the Overall rating 
or the result. It further may be desirable to determine the 
impact of these one or more ratings on an overall rating or 
results over time as ratings are received. 
0232. Accordingly, a method and system for recursively 
estimating the impact of one or more attributes, e.g., ratings, 
on a result corresponding to a qualitative assessment, e.g., an 
overall rating, where the qualitative assessment is based on 
the one or more attributes, will now be described. Deter 
mining Such a recursive estimate over time allows the 
impacts of one or more ratings to be incrementally corrected 
as more ratings are received. 
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0233 Although recursively estimating the impact of one 
or more attributes on a result is described below mostly in 
the context of ratings, the impacts of other types of attributes 
may be used. For example, one or more objective metrics 
may be assigned according to the quality of a good, the time 
of delivery, the cost of the good, etc., and the impact of this 
metric on a result or qualitative assessment may be deter 
mined. 

0234. A result of a qualitative assessment may be the 
qualitative assessment itself Such as, for example, feedback, 
a rating or a Score, or may be an action taken as a result of 
a qualitative assessment Such as Setting a price or making a 
Selection. For example, if Several entities purchase a good 
from a Seller, and each entity provides Separate ratings for 
the quality of the good, the Service quality and the prompt 
neSS of delivery, and also provides an overall rating of the 
Seller, it may be desirable to determine the impact of each 
rating on the overall rating. Subsequently, the impact of each 
rating may be applied to estimate the impact of future ratings 
on a future overall rating. 
0235. It may be desirable to determine recursively a 
temporal estimate of the impact of one or more attributes of 
a plurality of attributes in any of the following Scenarios: 
0236 a) Determining an overall rating; 
0237 b) Setting a price of a narrowly defined service or 
item; 

0238 c) Determining a frequency (i.e., a selectivity ratio) 
that a particular entity, item or Service is Selected when 
compared with other entities items or Services, and 
0239 d) Determining any other rating aspect, Score, or 
other quality assessment for an entity, item, Service, or 
policy that can be reduced to a numerical or Boolean State. 
0240 FIG. 12 is a flow chart illustrating an example 
embodiment of a method 800 for estimating the impacts of 
a plurality of ratings on a result. In a first Act 802, a plurality 
of ratings provided for a first entity by a Second entity in 
asSociation with an exchange between the first and Second 
entity are received. Each of these ratings corresponds to a 
respective rating parameter for the first entity. For example, 
rating parameters may include quality of Service, Speed of 
delivery and quality of a good, and the corresponding ratings 
may be 0.5,0.7 and 0.2, respectively. 

0241. In a next Act 804, a result based on the exchange 
between the first and second entity may be received. This 
result may correspond to a result parameter for the first 
entity. For example, the result parameter may be an overall 
rating or a price, and the corresponding result may be 0.7 or 
S7.95, respectively. 

0242. In a following Act 806, for each received rating, a 
corresponding initial weighting value that corresponds to the 
rating parameter of the received rating is accessed. This 
initial weighting represents an estimated weight of the 
received rating for the rating parameter relative to received 
ratings for the other rating parameters in determining the 
result for the result parameter. For example, historically, the 
received ratings for the quality of a good Sold by a first entity 
may have more weight in determining a price of the good 
than ratings received for the Speed of delivery. For example, 
the Speed of delivery may have a corresponding initial 
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weighting value of 0.6, and the quality of the good may have 
a corresponding initial weighting value of 0.4. 
0243 Next, in Act 808, an estimated result is determined 
by applying each initial weighting value to its corresponding 
receive rating. For example, if a rating of 0.6 is received for 
the speed of delivery and the rating of 0.4 is received for the 
quality of the good, and the Speed of delivery has an initial 
weighting value 0.3 and the quality of the good has an initial 
weighting value of 0.7, then the estimated result may be 
determined as (0.6)(0.3)+(0.4)(0.7)=0.46. 
0244. In a next Act 810, the estimated result may be 
compared to the received results to produce a weighting 
modification. For example, if the estimated result is 0.46, but 
the actual received result is 0.054, then the weighting 
modification may be 0.54-0.46=0.08. 
0245. In a following Act 812, for each initial weighting 
value, the initial weighting value may be adjusted as a 
function of the weighting modification to produce a resulting 
weighting value for the corresponding rating parameter. For 
example, the weighting modification may be added to each 
initial weighting value. 
0246. In an aspect of generating a resulting weighting 
value, the initial weighting values may be adjusted as a 
function of previous ratings provided for the rating param 
eters, for example, as described in more detail below in 
connection to FIG. 14. 

0247 FIG. 13 is a data flow diagram illustrating an 
example embodiment of a System for estimating the impacts 
of a plurality of ratings on a result. The system 169 may 
include a ratings database 205 and a weightings generator 
170 that includes a weighting modification generator 194 
and a weighting adjuster 195. The ratings database 205 may 
be a reputation database or similar data Structure Such as 
described below in relation to FIG. 18. 

0248. The weighting modification generator 194 may 
receive ratings 175 and a result 178, access initial weighting 
values 179 corresponding to the ratings 175, and generate 
the weighting modification 196, as described above in Acts 
802-810 of FIG. 12. The ratings 175 may be received along 
with a first entity ID 177 that identifies the first entity for 
which the ratings 175 are being provided. The weighting 
modification generator 194 may access the initial weighting 
values 179 from the ratings database 205 using the first 
entity ID 177. In an embodiment, the weighting modification 
generator 194 may generate the weighting modification 196 
as described above in relation to Act 156 of FIG. 14. 

0249. The weighting adjuster 195 may receive the 
weighting modification 196 and the initial weighting values 
179, and generate the resulting weighting values 203 as 
described above in relation to Act 812. In an embodiment, 
the weighting adjuster 195 may generate the resulting 
weighting values as described below in relation to Acts 158 
and 160 of FIG. 14. 

0250) The weighting adjuster 194 may store the resulting 
weighting values 203 and the ratings database 205 for later 
CCCSS. 

0251. In aspects of determining recursively the impacts 
of two or more ratings on a result, the initial weighting 
values and resulting weighting values may be represented as 
weighting vectors or weighting matrices. Further, the plu 
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rality of provided ratings may be represented by a rating 
vector or rating matrix, as will be described in more detail 
below. Such vectors and matrices may be embodied tangibly 
on a medium using any of a variety of data Structures, for 
example, an array. Accordingly, the terms “weighting array' 
and "rating array, as used herein, refer to a weighting vector 
or matrix and a rating vector or matrix, respectively, tangibly 
embodied on a medium as an array of other data Structure. 
0252 FIG. 14 is a flow chart illustrating an example 
embodiment of a method of estimating the impacts of a 
plurality of ratings on a result using vectors. In Act 150, a 
multi-rating vector is transposed to produce a transposed 
multi-rating vector. Each value of the multi-rating vector 
may represent an attribute or Sub-rating of an overall rating 
or other qualitative assessment. 
0253) Next, in Act 152, a resulting adjustment matrix 
may be generated from an initial adjustment matrix, the 
multi-rating vector and the transposed multi-rating vector. 
The resulting adjustment matrix may be generated by apply 
ing the following equation: 

V=FV, +XX", Equation 29 

0254 where V is an initial adjustment matrix, X, is the 
multi-rating vector, X" is the transposed multi-rating vector, 
and V is the resulting adjustment matrix. AS indicated in 
Equation 26, the initial adjustment matrix may be weighted 
by a forgetting factor, F, Similar to as described above in 
relation to Equations 18 and 19. The forgetting factor, F, may 
have the affect of giving the multi-rating vector more weight 
than the initial adjustment matrix in determining the result 
ing adjustment matrix. Alternatively, the forgetting factor 
may be chosen Such that the initial adjustment matrix has 
more weight in determining the resulting adjustment matrix 
than the multi-rating matrix. 
0255 In a next Act 154, the resulting adjustment matrix 
may be inverted to produce an inverted adjustment matrix. 
In a following Act 156, a weighting modification may be 
generated from the transposed multi-rating vector, an initial 
weighting vector and a result (e.g., an overall rating or other 
qualitative assessment). The weighting modification may be 
generated by applying the following equation: 

Zinoi-Y-X,"Z-12, Equation 30 

0256 where Y is the initial weighting vector, Y, is the 
result, and Z is the weighting modification. The weight 
ing modification represents a difference between the result 
Y, and an estimated result, X,"Z-1, according to the initial 
weighting vector and the multi-rating vector. 
0257 Next, in Act 158, a weighting adjustment vector 
may be generated from the inverted adjustment matrix, the 
multi-rating vector and the weighting modification. Such a 
weighting adjustment vector may be generated by applying 
the following equation: 

Zadi =V'X'Zined Equation 31 
0258 where V' is the inverted adjustment matrix and 
Z is the weighting adjustment vector. adj 

0259) The weighting adjustment, Zi further may be 
weighted as a function of any number of factors. For 
example, the weighting adjustment may be weighted as a 
function of the reputation of the rater that provided the 
multi-rating vector and overall result, or as a function of 
Some other factor corresponding to the transaction on which 
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the multi-rating vector and the Overall result are based, e.g., 
a factor indicative of the Significance of the transaction. 
0260 Next, in Act 160, the weighting adjustment vector 
may be added to the initial weighting vector to produce a 
resulting weighting vector. The resulting weighting vector 
may be generated by applying the following equation: 

Z=Z_1+Zadi, Equation 32 

0261 where Z is the resulting weighting vector. 
0262. In an aspect of using vectors to determine weight 
ing values, each weighting vector includes an extra weight 
ing value Such that if there is a number of rating parameters 
n, then the dimension of the weighting vector is n+1. This 
extra weighting value may be used to factor in a parameter 
other than a rating parameter in determining a result param 
eter. 

0263 For the embodiment of FIG. 14, estimated impacts 
of a plurality of ratings are determined for a single result. In 
Such an embodiment, weighting vectors are applied to rating 
vectors and compared to a single Scalar result. 
0264. Alternatively, more than one result may correspond 
to a plurality of ratings. If more than one result is involved, 
the plurality of results may be represented with a vector, and 
the impacts of the plurality of ratings on the plurality of 
results may be represented by a weighting matrix, as 
opposed to a weighting vector. The use of weighting matri 
ceS and a result vector as opposed to weighting vectors and 
a result scalar are intended to fall within the scope of the 
invention. Weighting vectors and result Scalars are described 
for illustrative purposes and are not intended to limit the 
Scope of the invention. 
0265 Equations 29-32 are derived from the minimization 
of the following recursive least squares (RLS) problem: 

Equation 33: 

Zestinate = arg minS, (Z), where 

B(t. S) = F(t) B(t - 1,S); and 

0266 where F(t) is the constant F described above in 
relation to FIG. 14. 

0267. The above RLS problem, the theory behind the 
problem, and the Several matrix manipulations needed to 
Solve equation 30 to produce equations 26-29 are described 
in more detail in chapter 9 of the Madsen text. 
0268 Other statistical methods for determining recur 
Sively a weighting vector for multiple attributes of a quali 
tative assessment, for example, variations of Equation 32, 
may be used. 
0269. In an aspect of determining a plurality of weighting 
values indicating an impact of a plurality of ratings on a 
result, a estimated result deviation may be determined. In an 
embodiment of determining a estimated result deviation, the 
estimated result deviation may be determined recursively. 
For example, the estimated result deviation may be deter 
mined by application of the following equation: 
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Equation 34: 

( Rpright) T 

0270 where RD's" is the resulting estimated result 
deviation, 

ight 
RD": 

0271 is an initial estimated result deviation, F is a 
forgetting factor Similar to as described above in relation to 
Equations 18 and 19, and T is the effective number of 
estimated results similar to as described above in relation to 
Equations 18 and 19. 

0272. Other statistical methods may be used to determine 
reliability of estimated results based on the estimated 
impacts of a plurality of ratings on a result. For example, a 
forgetting factor may not be applied, or an average deviation 
may be determined for all estimated deviations for the rated 
entity, or Such an average deviation may be calculated with 
each estimated result deviation weighted according to how 
recent the estimated result was determined. For example, the 
estimated result deviation may be determined by applying 
the following equation: 

Equation 35: 

0273 FIG. 15 is a data flow diagram illustrating an 
example embodiment of the system 169 that generates a 
resulting weighting vector 204 to represent the estimated 
weights of a plurality of ratings in determining a result. The 
weighting generator 170 may receive as input an initial 
adjustment matrix 174, a multi-rating matrix 176, an overall 
rating (or other qualitative assessment) 178 and an initial 
weighting vector 180, and generate as output a resulting 
weighting vector 204. 
0274 The weighting generator 170 may include an 
adjustment matrix generator 182, an inverse matrix genera 
tor 190, a transposed vector generator 186, the weighting 
modification generator 194 and the weighting adjuster 195. 
The weighting adjuster 195 includes a weighting adjustment 
generator 198 and a vector adder 202. 
0275. The transposed vector generator 186 may receive 
as input the multi-rating vector 176 and generate the trans 
posed multi-rating vector 184 as output. The adjustment 
matrix generator 182 may receive as input the transposed 
multi-rating vector 184 and the initial adjustment matrix 174 
and generate as output a resulting adjustment matrix 188. 
The adjustment matrix generator 182 may also receive the 
forgetting factor 172 as input and generate the resulting 
adjustment matrix 188 based at least in part on the forgetting 

19 
Jul. 7, 2005 

factor 172. The resulting adjustment matrix 188 may be 
generated by applying Equation 29. 

0276 The inverse matrix generator 190 may receive as 
input a resulting adjustment matrix 188 and generate as 
output an inverse adjustment matrix 192. The weighting 
modification generator 194 may receive as input the trans 
posed multi-rating vector 184 and the overall rating 178 and 
generate as output a weighting modification 196. Optionally, 
the weighting modification generator 194 may generate the 
weighting modification in accordance with Equation 30 
above. 

0277. The weighting adjustment generator 198 may 
receive as input the weighting modification 196, the multi 
rating vector 176 and the inverse adjustment matrix 192, and 
generate as output the weighting adjustment vector 200. The 
weighting adjustment generator 198 may generate the 
weighting adjustment vector 200 in accordance with Equa 
tion 31 above. 

0278. The vector adder 202 may receive as input the 
weighting adjustment vector 200 and the initial weighting 
vector 180 and generate as output the resulting weighting 
vector 204. The vector adder 202 may generate the resulting 
weighting vector 204 in accordance with Equation 32. 
0279 The weighting generator 170 and any components 
thereof, including adjustment matrix generator 182, inverse 
matrix generator 190, transposed vector generator 186, 
weighting modification generator 194 weighting adjuster 
195, weighting adjustment generator 198 and vector adder 
202, may be implemented as Software, hardware, firmware 
or any combination thereof. The weighting vector generator 
170 and any components thereof may reside on a single 
machine (e.g., a computer), or may be modular and reside on 
multiple interconnected (e.g., by a network) machines. Fur 
ther, on each of the one or more machines that include the 
weighting vector generator 169 or a component thereof, the 
generator 170 or component may reside in one or more 
locations on the machine. For example, different portions of 
the weighting vector generator 170 or different portions of a 
component may reside in different areas of memory (e.g., 
RAM, ROM, disk, etc.) on a computer. 
0280 The system 169, and components thereof are 
merely example embodiments of a System for generating a 
ratee reputation. Such example embodiments are not meant 
to limit the Scope of the invention and are provided merely 
for illustrative purposes, as any of a variety of other Systems 
and components for estimating the impacts of a plurality of 
ratings on a result may fall within the Scope of the invention. 
0281 For any of the methods or systems described herein 
in relation to FIGS. 2-17, any number of entities may be 
members of a population. This population may be grouped 
into clusters having common properties, for example, Simi 
lar demographics or preferences. Further, for a transaction 
having multiple parameters, for example, multiple rating 
parameters, the entities of the population may be grouped 
into any number of clusters based on the Statistical Similarity 
of the ratings they provide for the parameters. The entities 
may be grouped in to clusters using any of a number of 
known clustering algorithms, for example, a k-means clus 
tering algorithm, an example of which is described at: 
http://www.cne.gmu.edu/moduleS/dau/stat/clustgalgS/ 
clust5 bdy.html. 
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0282) If a population of entities is grouped into clusters, 
reputations, estimators, deviations, and other values may be 
determined for each cluster Separately. For example, weight 
ing vectors and asSociated matrices may be generated and 
maintained independently for each cluster. 

0283 VII. Generating a Third Estimated Ratee Reputa 
tion. By Combining a First Estimated Ratee Reputation With 
a Second Estimated Ratee Reputation 

0284. Described above are example embodiments of sys 
tems and methods for estimating a ratee reputation. For 
example, determining an estimated ratee reputation of a first 
entity using the rater reputations of one or more entities that 
provided ratings for the first entity is described above in 
relation to FIGS. 8 and 9. 

0285 As described above, if one or more attributes are 
provided for a single exchange with a ratee (e.g., one or 
more ratings are provided by a rater), an estimated ratee 
reputation may be determined for each attribute. AS used 
herein, an estimated ratee attribute reputation is an estimated 
ratee reputation determined for one of multiple attributes for 
a single eXchange, as opposed to an estimated ratee reputa 
tion determined for a result or qualitative assessment asso 
ciated with the Single exchange. 

0286 Further, determining an estimated result by apply 
ing initial weighting values to associated attributes, e.g., 
received ratings, is described above in relation to Act 808 of 
FIG. 12. If the estimated result described in relation to Act 
808 is an overall rating, then initial weighting values may be 
applied to associated attributes to estimate a ratee reputation 
of an entity. 

0287. It may be desirable to combine two or more esti 
mated ratee reputations to produce a new estimated ratee 
reputation. The deviation of Such a new estimated ratee 
reputation over time from actual received ratings may be 
used to determine whether the new estimated ratee reputa 
tion is more accurate than the two or more estimated ratee 
reputations. Accordingly, provided herein is a method and 
System for estimating a ratee reputation of a first entity based 
on multiple estimated ratee reputations of the first entity. 

0288 FIG. 16 is a flowchart illustrating an example 
embodiment of a method 600 of combining a first estimated 
ratee reputation of a first entity with a Second estimated ratee 
reputation of the first entity to produce a third estimated 
ratee reputation. A reputation database, for example, the 
reputation database 726 described below in relation to FIG. 
17, may store a first estimated ratee reputation and one or 
more ratee attribute reputations. 

0289. The first estimated ratee reputation may have been 
generated by combining a plurality of overall ratings, where 
each overall rating was provided by a different entity for a 
corresponding transaction. For example, the first estimated 
ratee reputation may be determined from the plurality of 
overall ratings in a similar manner to that described above in 
relation to FIGS. 8 and 9. 

0290 Each of the one or more ratee attribute reputations 
may have been generated by combining a plurality of 
attributes, where each attribute corresponds to a different 
one of the transactions. For example, each of the one or more 
ratee attribute reputations may be determined from the 
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plurality of attributes in a similar manner to that described 
above in relation to FIGS. 8 and 9. 

0291. In Act 602, the one or more ratee attribute reputa 
tions are received. In a next Act 604, for each received ratee 
attribute reputation, a corresponding weighting value is 
accessed. The accessed weighting value represents an esti 
mated weight of the received ratee attribute reputation 
relative to others of the one or more received ratee attribute 
reputations in estimating a ratee reputation of the first entity, 
similarly to as described above in relation to Act 806 of FIG. 
12. 

0292 Next, in Act 606, a second estimated ratee reputa 
tion of the first entity is determined by applying each 
weighting value to its corresponding ratee attribute reputa 
tion. For example, the weighting values may be combined 
with the corresponding ratee attribute reputations similarly 
to as described above in relation to Act 808 of FIG. 12 and 
Act 156 of FIG. 14. 

0293. In a following Act 608, the first estimated ratee 
reputation is accessed, for example, from a database. Act 
608 may be performed serially or concurrently to the 
sequence of Acts 602-606. 

0294 Next, in Act 610, the first estimated ratee reputation 
and the Second estimated ratee reputation may be combined 
to produce a third estimated ratee reputation. For example, 
the average of the first estimated ratee reputation and the 
Second estimated ratee reputation may be determined Such 
that the third estimated ratee reputation is an average of the 
first and Second estimated ratee reputations. 

0295 Optionally, the first and second estimated ratee 
reputations may be weighted by estimated ratee reputation 
deviations to calculate a weighted average. For example, to 
determine the third estimated ratee reputation, the following 
equation may be applied: 

Equation 36: 

RDero R + RDero R. 
R = RDr. Roger - 

0296 where R is the first estimated ratee reputation, R 
is Second estimated ratee reputation and R is the third 
estimated ratee reputation. RD" is a first estimated ratee 
reputation deviation corresponding to the first estimated 
ratee reputation and may be determined by application of 
Equation 21 as described above. RD" is a second esti 
mated ratee reputation deviation corresponding to the Sec 
ond estimated ratee reputation and may be determined by 
application of Equation 34 or 35 as described above. 

0297 As described above in relation to Equations 21, 34 
and 35, for a given estimated ratee reputation, a higher 
estimated ratee reputation deviation represents a lower reli 
ability of the estimated ratee reputation and, conversely, a 
lower estimated ratee reputation deviation represents a 
higher reliability of the estimated ratee reputation. There 
fore, if both the first and Second estimated ratee reputations 
were weighted according to their respective ratee reputation 
deviations, the ratee reputation with a higher deviation and 
lower reliability would be given more weight (i.e., have a 
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greater impact) in generating the third estimated ratee repu 
tation, which consequently would generate a leSS reliable 
third estimated ratee reputation than that defined by Equa 
tion 36. 

0298. Accordingly, in Equation 36, to weight both the 
first and Second ratee reputations according to their respec 
tive reliabilities, the first ratee reputation is weighted by the 
Second ratee reputation deviation, and the Second ratee 
reputation is weighted by the first ratee reputation deviation. 
AS a result, of the first and Second ratee reputations, the ratee 
reputation having the higher reliability will have the greater 
impact on the third estimated ratee reputation. 
0299 FIG. 17 is a data flow diagram illustrating an 
example embodiment of a system 700 for generating an 
estimated ratee reputation. The system 700 may include a 
reputation database 726 and an estimated ratee reputation 
generator 706 that includes a first ratee reputation estimator 
708 and a second ratee reputation estimator 712. The repu 
tation database 726 may be a reputation database or similar 
data structure as described below in relation to FIG. 18. 

0300. The estimated ratee reputation generator 706 may 
receive ratee attribute reputations 702 and a ratee ID 704. 
The ratee attribute reputations 702 may be determined, as 
described above, from attributes corresponding to transac 
tions with a first entity, and the ratee ID 704 may indicate the 
first entity. The estimated ratee reputation generator 706 may 
use the ratee ID 704 to access, from reputation database 726, 
weighting values 718, first estimated ratee reputation devia 
tion 720, second estimated ratee reputation 722 and second 
estimated ratee reputation deviation 724. The estimated 
ratee reputation generator 706 may use values 718, 720, 722 
and 724 to generate a third estimated ratee reputation 714, 
for example, as described above in relation to FIG. 16. 
0301 The first ratee reputation estimator 708 may receive 
the one or more ratee attribute reputations 702 and the 
weighting values 718, and generate the Second estimated 
ratee reputation 710, for example, as described above in 
relation to Act 606 of the FIG. 16. 

0302) The second ratee reputation estimator 712 may 
receive the first estimated ratee reputation deviation 720, the 
Second estimated ratee reputation 722, the Second estimated 
ratee reputation deviation 724 and the Second estimated 
ratee reputation 710, and generate the third estimated ratee 
reputation 714, for example, as described above in relation 
to Act 610 of FIG. 16. 

0303. The estimated ratee reputation generator 706, and 
any of a combination of its components, including first ratee 
reputation estimator 708 and second ratee reputation esti 
mator 712, may be implemented using Software, firmware or 
hardware or any combination thereof. The estimated ratee 
reputation generator 706 and any components thereof may 
reside on a single machine (e.g., a computer), or may be 
modular and reside on a multiple interconnected (e.g., by a 
network) machines. Further, on each of the one or more 
machines that include the estimated ratee reputation genera 
tor 706 or a component thereof, the generator 706 or 
component may reside in one or more locations on the 
machine. For example, different portions of the estimated 
ratee reputation generator 706 or different portions of a 
component may reside in different areas of memory (e.g., 
RAM, ROM, disk, etc.) on a computer. 
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0304 System 700, and components thereof, are merely 
example embodiments of a System for estimating a ratee 
reputation. Such example embodiments are not meant to 
limit the Scope of the invention and are provided merely for 
illustrative purposes, as any of a variety of other System and 
components for estimating a ratee reputation may fall within 
the Scope of the invention. 
0305 VIII. System Architecture 
0306 FIG. 18 is a data flow diagram illustrating an 
example system architecture 209 for implementing the 
methods, Systems and variations thereof described above in 
relation to FIGS. 2-17. The system 209 may include a client 
210, a Server 212, ratee reputation database 234, an authen 
tication I.D. database 236 and a rater reputation database 
238. The components 210, 212, 234, 236 and 238 of the 
system 209 may have a variety of configurations. For 
example, all these components may reside on a Single 
computer, or any combination thereof may reside on a 
Separate computer or multiple computers interconnected, for 
example, by a network. Further, any combination of these 
components may reside on Separate networks, including 
separate LANs (Local Area Networks), MANs (Metropoli 
tan Area Networks) and WANs (Wide Area Networks). 
0307 The ratee reputation database 234 may contain one 
or more entries, where each entry represents ratee reputation 
data for an entity. For example, an entry in the ratee 
reputation database may include an entity I.D., demographic 
information about the entity, ratings of the entity provided 
by other entities, a ratee reputation of the entity, a ratee 
reputation deviation of the entity, weighting values corre 
sponding to attributes or rating parameters or items, goods, 
Services, people, etc. associated with the entity, and other 
information regarding the entity. 
0308 The authentication I.D. database 236 may include 
one or more entries, where each entry represents an entity 
that is part of a population using a ratee reputation System, 
a rater reputation System, or a combination thereof. An entry 
in the authentication I.D. database 236 may include an I.D. 
of an entity, demographic information about an entity, a 
password for the entity, and other information regarding an 
entity. 
0309 The rater reputation database 238 may include one 
or more entries, where each entry represents data Specific to 
an entity. For example, an entry in the rater reputation 
database 238 may include an entity I.D., demographic 
information about the entity, ratings provided by the entity, 
a rater reputation of the entity, a rater reputation deviation of 
the entity, and other information regarding the entity. 
0310. Each of the databases 234, 236 and 238 may be of 
any type of a variety of types of databases, including a 
relational database (e.g., Microsoft SQL or Oracle) that 
Stores data as entries in tables, an object-oriented database 
that Stores data as objects or a flat file database, where entries 
are Stored as records and Separated by delimiters. Further, 
each of the databases 234, 236 and 238 may each be part of 
Single database. For example, a Single database may main 
tain an entry for each entity, where each entry includes an 
I.D. of the entity, authentication data of the entity, ratings 
provided by the entity, ratings of the entity provided by other 
entities, a ratee reputation of the entity, weighting values, 
and a rater reputation of the entity, as well as other infor 
mation. 
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0311. The server 212 may include a frontend 230 and a 
backend 232. The frontend 230 may include a user interface 
and may receive and Send instructions and other data to and 
from the client 210. The frontend 230 may then transfer and 
receive instructions to and from the backend 232. 

0312 The backend may determine ratee reputations, rater 
reputations, ratee reputation deviations, rater reputation 
deviations, weightings, and other metricS and values Such as, 
for example, as described above in relation to FIGS. 2-17. 
0313 The backend 232 may also receive queries 216 
submitted to the frontend 230 and translate these queries to 
database queries on one of the databases 234, 236 or 238. 
The backend 232 may also transfer updated reputations 244, 
ratings 246 and weightings to the various databases. 
0314. The client 210 and the server 212 may be imple 
mented as Software, firmware, or hardware, or any combi 
nation thereof. For example, the client 210 and the server 
230 may be implemented as Software using any of a variety 
of programming languages, Such as Java, C and C++. 
0315 Through the client 210, an entity may submit one 
or more ratings 224 to the server 212. Included along with 
the ratings 224 may be a rater ID that identifies the rating 
entity and a ratee ID that identifies the entity being rated. 
The Server 212 may then determine a ratee reputation, a rater 
reputation, weightings, and other information in accordance 
with the various techniques described above in relation to 
FIGS. 2-17. 

0316 For example, to determine a ratee reputation of the 
rated entity, the server 212 may submit a ratee query 240 to 
the ratee reputation database 234 and extract various data 
corresponding to the rated entity, including the current ratee 
reputation and previous ratings of the rated entity provided 
by other entities. This data may be sent from the ratee 
reputation database 234 to the Server 212 as query results 
242. The server 212 then may use the query results 242 and 
the received ratings 224 to determine a ratee reputation of 
the rated entity according to any of a variety of the tech 
niques described above , then may send the ratee reputation 
226 through the frontend 230 to the client 210. 
0317. The server 212 may store or persist the one or more 
ratings 224 and the updated ratee reputation 244 by Sending 
to the ratee reputation database 234, for example, to an entry 
corresponding to the rated entity, and by Sending the one or 
more ratings 224 and the updated ratee reputation to the rater 
reputation database 238, for example, to an entry corre 
sponding to the rating entity. 

0318 Similarly, to determine a rater reputation of the 
rating entity, the Server 212 may Submit a rater query 248 to 
the rater reputation database 238 and extract various data 
corresponding to the rating entity, including the current rater 
reputation and previous ratings of other entities provided by 
the rating entity. This data may be sent from the rater 
reputation database 238 to the server 212 as query results 
250. The server 212 then may use the query results 250 and 
the received ratings 224 to determine a rater reputation of the 
rated entity according to any of the techniques described 
above through the frontend 230, the server 212, then may 
send the determined rater reputation 226 to the client 210. 
03.19. The server 212 may store the one or more ratings 
224 and the updated rater reputation 244 by Sending to the 
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ratee reputation database 234, for example, to an entry 
corresponding to the rated entity, and by Sending the one or 
more ratings 224 and the updated rater reputation 244 to the 
rater reputation database 238, for example, to an entry 
corresponding to the rating entity. 
0320 The server 212 may use similar techniques to 
access the ratee reputation database 234 and the rater repu 
tation database 238 to determine other values as described 
above in relation to FIGS. 2-17, including determining ratee 
reputation deviations, rater reputation deviations, personal 
ized ratee reputations, weightings, estimated results, and 
estimated result deviations. 

0321 For example, in response to receiving a plurality of 
ratings 224 and a result from the client 210, the server 212 
may access the necessary values in the ratee reputation 
database 234 and/or the ratee reputation database 238, 
determine resulting weighting values, for example, as 
described above in relation to FIGS. 12-15, and then send 
ing the weighting values 214 to the client 210. 
0322 Further, the server 212, through the frontend 230, 
may receive a user query 216 from the client 210. For 
example, the user query may be requesting the rater repu 
tations of one or more entities, the ratee reputations of one 
or more entities, or the personalized ratee reputation of one 
or more entities from the perspective of a particular entity. 
The server 212 may convert the user query 216 into a 
database query, for example, a ratee query 240 or a rater 
query 248, and send the database query to the appropriate 
database. The Server 212 then may send the query results 
218 to the client 210. 

0323 The server 212 may be part of an on-line market 
place, for example, an agent-mediated marketplace. Accord 
ingly, the client may request and receive marketplace infor 
mation 220 from the server 230. Further, the server 212, as 
part of a transaction between an entity corresponding to the 
client 210 and a counterpart entity, may send communica 
tions 222 to the client 210. The communications 222 may 
include notifications pertaining to the current transaction, 
prompts for information from the entity corresponding to the 
client 210, reputations of the counterpart entity, and other 
information about the entity including demographic data, 
Weighting Values, etc. 
0324. During the context of an exchange between the 
entity corresponding to the client 210 and the counterpart 
entity, the client 210 may send instructions 228 to make a 
deal, for example, instructions to purchase a good. 

0325 The client 210 may include a user interface to 
allow interaction between a user and an application, for 
example, a reputation application or marketplace application 
implemented using the client 210 and server 212. The user 
interface may involve using CGI Scripts to generate web 
pages in accordance with any of a variety of markup 
languages such as, for example, HTML, XML or SGML. 

0326. The several methods described herein, and the 
various embodiments thereof, including the methods and 
embodiments described in relation to FIGS. 2, 3, 8, 10, 12, 
14, 16 and Equations 5-35, may be stored on a computer 
readable medium as computer-readable Signals. For each 
method or embodiment thereof, the computer-readable Sig 
nals may define instructions that, in response to being 
executed on a computer, perform the method or embodi 
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ment. Each method or embodiment thereof may be imple 
mented using Software, firmware, hardware, or any combi 
nation thereof. If implemented as Software, the computer 
readable signals defining the method or embodiment may be 
part of a computer program product, Such as a Software 
program written in any of a number of languages Such as, for 
example, C, C++ or Java. 
0327 Having now described some illustrative embodi 
ments, it should be apparent to those skilled in the art that 
the foregoing is merely illustrative and not limiting, having 
been presented by way of example only. Numerous modi 
fications and other illustrative embodiments are within the 
Scope of one of ordinary skill in the art and are contemplated 
as falling within the Scope of the invention. In particular, 
although many of the examples presented herein involve 
Specific combinations of method Acts or apparatus elements, 
it should be understood that those Acts and those elements 
may be combined in other ways to accomplish the same 
objectives. Acts, elements and features discussed only in 
connection with one embodiment are not intended to be 
excluded from a similar role in other embodiments. 
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What is claimed is: 

1. A method of determining a rater reputation of a first 
entity as a rater of other entities, wherein provided is a first 
rating indicative of a rating of a rated entity by the first 
entity, and one or more Second ratings, each Second rating 
indicative of a rating of the rated entity provided by another 
entity, the method comprising acts of: 

(A) combining the Second ratings to produce a first 
combined rating, 

(B) comparing the first rating to the first combined rating 
to produce a first rating predictability of the first rating, 
the first rating predictability being a negative function 
of a magnitude of a difference between the first rating 
and the first combined rating, and 

(C) generating a resulting rater reputation based at least in 
part on the first rating predictability. 


